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KymeHTOB» (ISO 17090-4:2014 «Health informatics — Public key infrastructure — Part 4: Digital signatures for
healthcare documentsy, IDT).
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onyb6rnuKkoeaHo 6 bruxalilieM 6billyCKe eXeMeCS4YHO20 UHGOPMaUUOHHO20 ykasamerns «HauuoHarnbHbie
cmaHOapmbly. Coomeememeyrowjas UHgopmayus, yeedoMIeHUe U meKcmbl pasMeuaromcs makxke 8 UH-
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MEeXHUYECKOMY peaynupoeaHuro U Memponozuu e cemu UimepHem (www.gost.ru)
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BBeneHue

Mepen cucremont 34paBoOOXPaHEHNsA CTOUT Npobnema CoKkpaLleHUs pacxoAoB C MOMOLLbIO nepexoaa ot
OyMa)kHOr0 JOKYMEHTUPOBAHUSA NPOLIECCOB K NIEKTPOHHOMY. B HOBbIX MOAEMAX OKa3aHMSA MEANLMHCKON No-
MOLLKN 0co60 noa4vepkuBaeTca HGOGXO,EII/IMOCTb COBMECTHOI0o UCNosib30BaHUSA CBe,EleHl/Il7I 0 nauueHTe pacLum-
pPAOLWMUMCA KPYTroM MEAULMHCKMX CneunanncToB, BbIXOAALLEro 3a pamMku TpaauLMOHHbLIX OpraHn3aLnoHHbIX
Gapbepos.

MepcoHanbHas meauumMHekaa uHopMauus 00bIMHO NEPEAETCS C MOMOLLBIO ANIEKTPOHHON NOYTLI, yaa-
NEeHHOro aocTtyna k 6ase AaHHbIX, AMEeKTPOHHOr0 0OMEeHa AaHHbIMU U ApYrux npunoxexuin. Cpeaa Untep-
HeT NpPeaoCTaBnsAET BbICOKOA(PMEKTUBHbIE U AOCTYNHbLIE CpeAcTBa 0OMeHa uHopMauuei, O4HAKO OHA He
BesonacHa u npn €€ ncnofib3oBaHUu H606X0,£|,VIMO npuHUMaTb AOMONMHUTENbHbIE MEPbI obecneyeHus KoH-
(OUAEHUMANBHOCTU U HENPUKOCHOBEHHOCTU TNIMYHOW XXM3HU. YCUNUBAIOTCA Takue yrpo3bl 6€30nacHOCTU, Kak
Ccny4anHbli AWM NpeaHamMepeHHbIN HECAHKLMOHUPOBAHHDIN A4OCTYN K MEAULIMHCKOM MH(DOPMAaLIMK, U cUcTeme
30paBOOXPaHEHN HEOOX0AUMO UMETb HAZEXHbIe CPEACTBA 3aLUMTbI, MUHUMU3UPYIOLLUE PUCK HECAHKLIMOHU-
pPOBaHHOIO JOCTYNa.

Kakum e 06pasom cuctema 3gpaBoOXpaHEeHUsi MOXET 06ecneynTb COOTBETCTBYIOWYIO 3(P(PEKTUBHYIO
U B TO XK€ BPEMS 9KOHOMUYHYIO 3aLLUMTY Nepeaaun AaHHbiX yepes cetb MHTepHeT? PeweHune aToi npobnembl
MOXeET ObiTb 06ECNEYEHO C NMOMOLLBIO TEXHONOTMU LMPOBLIX CEPTUMUKATOB N UHPPACTPYKTYPLI OTKPLITLIX
kntoven (MOK).

Ons npaBWUibHOrO NpUMEHeHUA UMpOoBbLIX cepTUMKaToB TpebyeTca couyeTaHne TEXHOMOTrUYecKuX,
METOAMYECKUX U aAMUHUCTPATUBHBLIX NPOLIECCOB, 0b6ecneYnBaloLLMX 3aLumMTy nepegayn KoHuaeHUManbHbIX
JaHHbIX B HE3aALUMLLEHHON cpeae C NOMOLLbLIO «LUMPOBAHUSA C OTKPBITLIM KMIOYOM» U NOATBEPKAEHUE NAEH-
TUYHOCTK NULA UM 06bEKTa C NOMOLLBLIO «cepTUdMKaToBy. B cihepe 3apaBoOXpaHeHUs B 3TO COYETAHUE BXO-
AT cpeacTBa ayTeHTudukauum, WndpoBaHUa U 3NEKTPOHHOW NOANNUCKU, NPEAHA3HAYEHHbIE ANSA BbINOSIHEHNA
a4MUHUCTPATUBHBIX U KNUHUYECKUX TpeboBaHUi KOH(UAEHUMANLHOCTM AOCTYNA U nepeaayn MeanUMHCKUX
JOKYMEHTOB MHAMBMAYaNbHOrO yveta. MHorne u3 atux tpe6GosaHuii MOryT ObiTb yAOBNETBOPEHbI C NOMO-
Wb Cny>0, UCNONb3yOLWMX NPUMEHEHNE LMPOBLIX CepTUCUKATOB (BKMOYas LM poBaHue, LIenoCTHOCTb
MHOPMaLMK 1 SNeKTPOHHbIEe nognucu). Ocobo adyheKTUBHO UCNonb3oBaHUe LUUPPOBLIX CePTUdPMKATOB B
pamMkax ouumanLHOro craHaapra 3awmtel uHpopMaumu. MHorue opraHu3auum BO BCEM MUpE Hayamnum uc-
nonb30BaTb LUMdpoBble cepTuduKaTbl NOA0OHBIM 06pa3oM.

Ecnu obmeH nHcopmaumein 40mKeH OCYLLIECTBNATLCS MEXAY MEAULIMHCKUM NPUKNaAHbIM Nporpamm-
HbIM ofecrneyeHnem pasHbiX OpraHu3auui, B TOM YMCIEe OTHOCSLUMXCS K pa3HbiM BeOMCTBaM (Hanpumep,
Mexay MHAMOPMALUOHHBIMU CUCTEMAMMU OONbHULILI U NONMUKITMHUKKU, OKa3biBAIOLLMX MEAULMHCKYIO MOMOLLbL
OAHOMY U TOMY € NaUUeHTy), TO MHTeponepabenbHOCTb TEXHONOMUM LUdPOBbLIX CEPTUCUKATOB U CONYTCTBY-
IOLLIMX MOSIUTUK, PErMaMEHTOB M NPAKTUMECKMX NPMEMOB NpuobpeTaeT NPUHUMNMANLHOE 3HaYEeHue.

Ona obecneyeHnsi nHTeponepabenbHOCTU pasnUyHbIX CUCTEM, UCNONb3YIOLMX LM poBLIE cepTudUKa-
Tbl, HE06X0ANMO CO3/aTb CUCTEMY AOBEPUTENBHBLIX OTHOLLEHWUI, C MOMOLLBLIO KOTOPOW CTOPOHLI, OTBETCTBEH-
Hble 3a o6ecneyeHne npas NUYHOCTU HA 3aLLMTY NEPCOHANbLHOW MHOPMAaLMK, MOTYT NONararbCs Ha NONUTK-
KW 1 NPaKTUYECKUE NPUEMbI U, B AOMONHEHNE, HA AENCTBUTENBHOCTb AMEKTPOHHBIX CEPTU(MNKATOB, BbIAAHHbIX
OPYTMMU YNONHOMOYEHHbBIMW OpraHu3auusaMm.

Bo MHOrux crpaHax cucrema umpoBbIX cepTudUKaToB ucnonbayercs ansa obecnevyeHnsa 6esonacHoro
obMeHa uHdopmaLmen B npeaenax HauuoHansHbIX rpaHuL,. Ecnn paspabotka cTanaapToB TakXKe orpaHuyeHa
3TUMK Npegenamu, TO 9T0 NPUBOAUT K HECOBMECTUMOCTM MOSIMTUK U PErMAaMEHTOB YA0CTOBEPAIOLLMUX LIEHTPOB
(YLD v uenTpos peructpauuu (L|P) pasHbix cTpaH.

TexHonorusa UM poBbIX CepTUUKATOB aKTUBHO PA3BMBAETCH B pamMKax OnpeaeneHHbIX HanpaBneHui,
He cneumduYHbIX AN 34paBooXpaHeHns. HenpepbiBHO NPOBOAMUTCA BaXkHewLLan paboTta no ctaHgapTusaumm
W, B HEKOTOPLIX Cry4asx, no npaBoBomy obecneyeHuto. C Apyroi CTOPOHbI, NOCTABLUMKN MEAULMHCKUX YCRyr
BO MHOMMX CTpaHax Y)e UCMNOfb3yloT UM NAaHUPYIOT UCnornb3osaTth Ludposble ceptudmkatol. Hactoawmmn
CTaHAapT NpU3BaH ya0BMETBOPUTb NOTPEOHOCTL B YNPABNEHNU AaHHbIM UHTEHCUBHBLIM MEXAYHAPOAHLIM NPO-
Leccom.

HacroAwmin craHaapt coaepxuT obLme TEXHMYECKkUe, SKCnyaTauMoHHbIe U MeToguveckue Tpebosa-
HUA, KOTOPbLIE JOMKHbI ObITb YAOBNETBOPEHDI ANt 00ECNEYEHUA NCNONb30BaHNA LMPPOBbLIX CEPTUDPUKATOR B
Lensix obmeHa MegMUMHCKON HpopmaLmeii B npeaenax 0gHoOro AoMeHa, Mexay AOMeHaMu 1 3a npeaenamu
v
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rpaHuL OaHOW pucankumun. Ero uenbio ABNSETCa co3gaHue 0CHOB rnobanbHoi nHTeponepabensHocTu. Ha-
CTOALLMIA CTAHAAPT U3HAYanNbHO NPEeAHAa3HAYeH ANs NOAAEMKKM TPAHCIPAHUYHOTO OOMEHAa AaHHBIMU HA OCHO-
B€ LM POBbIX CEPTUPUKATOB, OAHAKO OH TAKKE MOXET CNY>XUTb PYKOBOACTBOM MO LLUMPOKOMY UCMOSb30BAHUIO
UM pPOBLIX CEPTUDUKATOB B 3APABOOXPAHEHUU HA HALMOHANbLHOM UNU PEruoHanbHOM ypoBHAX. NHTepHeT
BCE LUMPE MCMNOMb3YyeTCa Kak CpeCTBO nepesayn MeauUMHCKMX AaHHbIX MeXAy OpraHM3aumsmMu 35paBooX-
paHeHus u ABNAETCH €4UHCTBEHHbIM pearibHbIM BapuMaHTOM ANs TPAHCIPaHUYHOro 0OMeHa AaHHbIMU B 3TOW
cthepe.

Cepusa crangaptos NCO 17090 gomkHa paccMmaTpuBaTbCa Kak eQuHOE Lenoe, NOCKONbKY Kaaasa u3
YeTbIPEX €€ YacTeN BHOCUT CBOI BKMaj B OnpeaeneHune Toro, Kak uudposkie cepTudukatbl MOTyT UCMOMb30-
BaTbCA Ans ob6ecneveHns cepsnucoB 6€30NacHOCTU B CUCTEME 34PABOOXPAHEHUS, BKMIOYAs ayTEHTUMKALMIO,
KOHMAEHUMANBHOCTb, LIEMOCTHOCTb AaHHbIX U TEXHUYECKME BO3MOXHOCTM NOAAEMKKM KAYECTBA SNEKTPOH-
HOW NOANUCH.

B HacToswem craHgapte npeactaBneHbl NPOMUNN 3NeKTPOHHOW NoanucK, cneynduyHble ana cdepsbl
3apaBooxpaHeHns. OHM OCHOBaHbl Ha ctaHaapTte opraHusaumn ETSI n npodmne atoro craHgapra, onpeae-
nexHHom B cneumdmnkaumsax CAJES n XAdES.
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HAUUWOHANBHBIA CTAHJDAPT POCCUNCKON GERJEPALUUMN

NuopmaTusauma sgopoBbs
MHOPACTPYKTYPA C OTKPbITbIM KITKOYOM
YacTtb 4

OneKTpPoHHbIE NOANUCU MEANLMHCKNX JOKYMEHTOB

Health informatics. Public key infrastructure. Part 4. Digital signatures for healthcare documents

Hara BBegeHnsa — 2018—01—01

1 Obnactb NnpuMeHeHUsi

B HacTosiiem ctaHgapTte npuBeaeHbl MUHMMAarbHbIE TPEOOBaHNUA K CO3AaHUIO U NPOBEPKE SMEKTPOH-
HbIX NOAMMCEN U COOTBETCTBYIOLLMX CEPTUDUKATOB, a Takke K ux hopMaram, cnocobcTayoLme 0b6ecneveHnio
BO3MOXHOCTU OOMEHA 3MEeKTPOHHBLIMU NOANMUCAMU U NPEAOTBPALLEHUS HEKOPPEKTHLIX UMK IOPUANYECKN HE
NpU3HaBaeMbIX 3MEKTPOHHbIX NOANUCEN.

Kpome TOro, B HacTosiLLem cTaHaapTe onpeaerneHo AokasbiBaemoe cooTseTcTeue nonutuke NOK, He-
obxoaumoe B chepe 3gpaBooxpaHeHuns. B HacToAWEM cTaHgapTe Npu3HalTca hopmaTbl 4ONTOBPEMEHHON
3MEeKTPOHHOW noagnucu, obecnevnBaroLme LENOCTHOCTb U HEOCMOPUMOCTb ANUTENbHO XPaHSLIENCHA dnek-
TPOHHOW MeAMLMHCKOW nHOopPMaLUmu.

B uensix yny4ylueHusi u rapaHTUpOBaHusa MHTeponepabenbHOCTU B cdhepe 3PaBOOXPaHEHUS HACTOSALLMI
cTaHaapT cooTBeTCTBYET ctaHgapram ISO/ETSI, onpeaensoowmmM dpopMaTbl 4ONTOBPEMEHHON 3NEKTPOHHOM
noanucu.

Hukakue orpaHnyeHus Ha CyObekT NOANUCLIBAEMBIX AaHHbIX U X hOPMAT B HACTOALLEM CTaHAAPTE He
HaknaablBaloTcs.

2 HopmatuBHbI€ CCbINKU

B HacTOsiLleM cTaHgapTe UCMONb30BaHbI CCbINIKM HA CReaylolme JOKYMEHTbI, MONIHOE MU YaCTUYHOEe
coaepXaHue KOTOPbIX HepaspblBHO CBSA3aHO C HacToAWwMM craHaaptom. Ecnu B cCbinke ykasaHa aara
nybGnukaumu, To AOMMKEH UCMONBb30BATLCSA TONLKO LIMTUPYEMbIA AOKYMEHT. ECnu AaTa B CCbIfIKe He ykasaHa, TO
JOMKHO NCNOMb30BaTbCA NOCNEAHEE U3AaHNE AOKYMEHTa (BKMOYas BCE NOMPaBKM):

1ISO 17090-1:2008, Health informatics — Public key infrastructure — Part 1: Overview of digital certificate
services (MHopmaTusauma 340poBbs. MHdpacTpykTypa ¢ OTKPbITLIM KMto4oM. YacTtb 1. CTpykTypa u obuime
CBEAEHMS)

1ISO 17090-3:2008, Health informatics — Public key infrastructure — Part 3: Policy management of certi-
fication authority (MHdbopmaTusaums 3goposbs. MHpacTpykTypa ¢ OTKPLITbIM KMto4oM. YacTe 3. YnpasneHue
NOfMTMKaAMU LEHTPa cepTuduKaLmmn)

3 TepmuHbI 1 onpeaeneHns

B HacToqLwwem cTaHgapTe npuMeHeHbl TepMuHbl o MCO 17090-1, a Takke cneayowme TEPMUHbI C Co-
OTBETCTBYIOLLMMU ONpeaeneHUsMu:

3.1 uenouka ceptudukaroB (certification path): YnopagoueHHasa nocnegosarencHOCTb cepTuduka-
TOB, CBfI3bIBaIOLLASA NPOBEPSEMbI CEPTUUKAT C cCepTUDUKATOM JOBEPEHHOMO YAOCTOBEPSIOLLENO LIEHTpAa.

M3paHue ocpuuymanbHoe
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3.2 npoBepka uenouku cepTudpukartos (certification path validation): Mposepka kaxaoro ceptuduka-
Ta Lienoyku BNroThb A0 cepTudukaTa AOBEPEHHOrO yA0CTOBEPSAIOLWETO LEHTPA, BKIOYAA NPOBEPKY BXOXKAEHUA
B CMUCKW OTO3BaHHbIX CEPTUIUKATOB.

3.3 xaw-yHkuua (hash function): Metog BblMMCNEeHUI, NO3BONAIOLLMIA FTEHEPUPOBATL CRy4aiHOe 3Ha-
YyeHue PUKCUPOBAHHON ANWHLI NO AAHHBIM NPOU3BONBHOM ANWUHLI.

NMpumevyaHus

1 CreHepMpoaaHHoe 3Ha4vYeHune, HasblBaeMoe «X3LW-KOAOM», oGna,qaeT CBOWCTBOM O4HOCTOPOHHOCTH (MCXOAHbIe
AaHHble HEe MOoryT ObITb BLIYUCNEHBI MO 3TOMY 3Haqumo) n Manon BEePOATHOCTbLIO NOJNTy4YeHUA OAMHAKOBOro 3Ha4eHUA
(KOHJ'II/ISVIVI) no AByM pasnu4HbiM AaHHbBIM.

2 Ecnu npu OTI'IpaBKe/I'IOHy‘-ieHMVI AaHHbIX X3wW-KoAa 6bIN BLIMUCNEH Ha CTOpPOHE OTnpaBUTENA U coBnan C Xsli-

KOAOM, BbIYUCIIEHHBIM nony4YaTtenem AaHHbIX, TO 6naroqap$| 3TUM CBOWCTBAM MOXHO C BbICOKOW CTeMNeHbIo AoBepusa yT-
BepXxaartb, YTO aHHble He 6bINU NCKaXeHbI B npouecce nepega4u.

4 lNpuknagHble CUCTEMbI

4.1 LeneBana cuctema

CregyioLume cucTeMbl ABNAIOTCA LIENEBLIMU ANSt HACTOALLETO CTaHaapTa:

a) bubnuoreka 3NeKTPOHHON NoanucH, BKIoYaoLwas B ceb6s1 (pyHKUMUM BBIMUCIIEHUA U NPOBEPKU SMEK-
TPOHHON MOANMUCK, NPeaHa3Ha4YeHHasa ANA UCNONb30BAHWUS KOMMOHEHTAMU MEANLMHCKMX MH(POPMALIMOHHbIX
cucrem;

b) nporpamMmMb! BbIMMCAEHUA U NPOBEPKU INEKTPOHHON NOAMMCHU, KOTOPbIE MOTYT UCNONL30BaTLCS aBTO-
HOMHO UINN BMECTE C KOMNOHEHTaAMWU MEANLIMHCKMX MH(POPMALIMOHHBIX CUCTEM.

Kuucny uenesbix He OTHOCATCA CNEAYIOLLNE CUCTEMBI:

a) KOMMOHEHTbI MEeAULIMHCKUX MH(POPMALIMOHHLIX CUCTEM, HE CBA3AHHbIE C HENOCPeACTBEeHHON obpa-
OOTKOI 2NEKTPOHHON NOANUCH;

b) KOMNOHEHTBI MEANLIMHCKNX MHAPOPMALIMOHHBIX CUCTEM, KOTOPble 00pabaThiBalOT 3NEKTPOHHYIO NOj-
NUCb W Pe3ynbTaThl €€ NPOBEPKN C NOMOLLbIO 6UBNUOTEKN SNEKTPOHHON NOANUCHU, CNEeLUanbHON NPOrpaMMbl
3MNEKTPOHHON NOANUCK UK CrieuuansHON NPOrpamMmmbl MPOBEPKU AMEKTPOHHON NOANUCH;

C) UHTEpPhenC NpuknaaHbIX NPOrpaMm U Nonb3oBaTenbCckuit uHTepdenc. Ha pucyHke 1 nokasaH npumep
ypoBHei o6paboTku. B 9TOM npuMmepe NpuKnagHoi ypoBEHb SNEKTPOHHOM noanucu (Bubnuoteka anekTpoH-
HOM nognucy, nporpamma SNeKTPOHHOW NOANUCU UMM NpOrpaMma NpPOBEPKU SNEKTPOHHON NOANUCH) ABNS-
€TCs LeneBon CUCTEeMON ANnsi HACTOSALLEro CTaHaapra, a cnefylolmin ypoBeHb, a Taloke KpunTonposanaep v
PKCS#11 k ueneBbiM cucteMam He OTHOCATCA.

B UOK, npeaHa3HaveHHON AN UCNOMNb30BaHUs B cdhepe 3apaBoOXpaHeHus, npeanonaraeTcs, uto, co-
rnacHo noanyHkry 7.6.2.12 MCO 17090-3:2008, ycTpoiCTBA XPaAHEHUA CEKPETHBIX KMOYen, CNosnb3yemble
UX BnagensLamm, JOMmkHbI COOTBETCTBOBATL CTaHAapTaM, YPOBEHb KOTOPLIX paBeH ypoBHIO 1 deaepanbHOro
craHgapta CLUA FIPS-140-2 unu npesbliaeT ero. Kpome Toro, CEKPETHbIE KII0YM MOTYT XPAHWUTLCA HE TONbKO
Ha cMapT-KapTax, kak NoKa3aHo Ha PUCYHKe, HO Takke Ha USB-TokeHax, B MPOrpaMMHbIX TOKEHaX U T. 4.
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PucyHok 1 — lMpumep cneumdmkaummn ypoBHeii 06paboTky 3NEKTPOHHOI noanmcu

4.2 Tpouecc co3gaHusa

dopmaT 3/1eKTPOHHON NOANUCH, OMMCAHHbIA B HACTOSALWEeM cTaHfapTe, OCHOBaH Ha cneyudurkalmax yco-
BEPLUEHCTBOBAHHOW 3/1EKTPOHHOM nognucu, NpuBeAeHHbIX B cTaHgapTax opraHusaumm ETSI CAJES (CMS
Advanced Digital Signature [[5]]) n XAdES (XML Advanced Digital Signature [[6]]).

B 3aBMCMMOCTM OT Ha3HAYeHWs INEKTPOHHOW NoAMMCU B 3TUX cneumndukaunsx onpeneneHbl pasHble
dopmartbl, a UMEHHO:

- ES: chopmart, B kOTOPOM npefycMOTpeHbl 3HAYeHWe 3NeKTPOHHOW noAnucKu, COOGCTBEHHO AaHHble, a
Takke MHopmaLma o NoAnucaHTe;

- ES-T: pacwwupenve dopmata ES, B KoTopom gob6aBneHa MeTka BpeMeHn nognuncu, nosyyeHHas oT fo-
BEPEHHON CMyX6bl BpeMeHN 1 ucnonblyemasn 419 Aoka3aTeNibCTBa MOMEHTa NMOCTAHOBKM NOAMMUCH;

- ES-C: pacwupeHue copmata ES-T, B KOTOpOM A06aBNeHbl CCbIJIKM Ha AoKa3aTeNbCcTBa NOAJIMHHOCTY;

- ES-X: pacwupeHne cdopmata ES-C, B KoTopom fo6aBneHa 3aliuTta CCbIJIOK Ha AoKa3aTenbCTBa nog-
JINHHOCTMK;

- ES-X Long: pacwupexve cpopmata ES-C, B koTopom gobasneHa nHdopmauma o6 oT3biBe cepTuduka-
TOB, Heo6XxoaMMasa A7 NPOBEPKN NOAMNUCH;

- ES-A: dopmart, B KOTOPbI BK/IOYEHA apXMBHas MeTka BpeMeHW, npefHasHavyeHHas Ansa 3alwutbl Nog-
nyucn, MEeTOK BPpEMEHU ¥ foKa3aTesibCTB NOAIMHHOCTY.

B3anmocBA3M pas3nnyHbix TUNOB dhopmMarta 3/IeKTPOHHO NOAMUCK NoKa3aHbl Ha PUCYHKe 2.
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ES-A
ES-X Long
ES-C
ES-T
— ES a
Ccblika aHHble A
pX1BHaA
Moanuckbl-  Moanuckl- Ha fokasa- Aokasa- ApxueHas meTka
3HayeHue MeTka MeTKa
Baemoe Baemble TenbCcTBa TenLcTea BDeMeHn BpPEMeHM
cogepxaHue  aTpubyTbl noArmen BpemeHn NOANMNH- noAnMH- P
HOCTU HOCTK

PricyHOK 2 — Tunbl chopMaTta 3/1eKTPOHHON nognmcy

B HacTosflweMm cTaHfapTe onucaHbl TO/IbKO npocunu ES-T n ES-A. [ipyrne popmartbl paccmarTpusaroTca
Kak NpoMexyTouyHble, NpefiHa3HauyeHHble AN reHepupoBaHua ES-T unn ES-A, n He BX0OAAT B 06/s1aCThb Nnpu-
MEHEeHMNA HacTosLero ctaHgapTa.

dopmaTt 3MEeKTPOHHOW NoANMCKM OCHOBaH Ha crneundukaunsax ycoBepLIeHCTBOBAHHON 3/1eKTPOHHOWA
noanucu, npeasioXeHHbIx opraHmsaynein ETSI. B HacTosiwem cTtaHgapTe onucaHbl dpopmat CAdES [[5]], oc-
HOBaHHbIN Ha cneumndukayum CMS (Cryptographic Message Syntax— CMHTakcuc kpuntorpaduyeckux co-
obuweHuii), n popmat XAdES [[6]], ocHoBaHHbIN Ha cneundumkauun XML Advanced Digital Signature (ycosep-
LIeHCTBOBaHHAaA 3NeKTpoHHaA nognucb XML-AOKYMEHTOB).

Mpocdnne CAdES, onpegenswowmini ob6a3aTenbHble/Heob6a3aTelbHble 3/1EMEHTHI, HeobxoAumbie AN
co3gaHnsa nognucu B popmatax ES-T n ES-A, onucaH B 4.4; B 4.5 onucaH npodunb XAdES npegcraBnieHus
¢opmatoB ES-T n ES-A Ha a3blke XML.

4.3 Tlpouecc npoBepku

B HacTosiwlem nopgpasfene npvBefeH KpaTkuii 0630p OCHOBHbIX MPOLECCOB NpoBepku. B HacToswem
cTaHjapTe He npefycMOTpPEeHbl MeTofbl NPOBEPKM HeobsA3aTenbHbIX aTpubyToB. Ecnv gaHHble nognucu co-
aepxat Heobsa3zaTenbHble atpubyThl, TO OHU AO/DKHbI NPaBUILHO NPOBEPATLCHA B COOTBETCTBMM C APYTUMU
crneymdukaumamm, NOANTUKAMN UK PYKOBOACTBaMMU.

4.3.1 MpoBepka noagnucu B hopmate ES

4.3.1.1 Tlpouecchl npoBepku nognucu B dopmate ES

Huxe onuncaHbl NpoLeccsl NPOBEPKN 3NEeKTPOHHON nognuck B coopmate ES. MopsAAOK BbINOMHEHNSA 3TUX
npoLeccoB He A0/MKEH U3MEHATLCA (CM. PUCYHOK 3).

MpoBepka nognucu B chopmate ES

MpoBepyTb NpaBuIbHOCTL chopmMara
MpoBepuTb cepTUdmKaT nognucaHTa

MpoBepUTL 3HAUEHME MOAMMCH
¥ UAEHTUCHMKATOP NoANMCaHTa

PucyHok 3 — [Mpouecchl nposepkn nognucun B choopmare ES

Mpouecchbl NPOBEPKU OCYLLECTBAATCA Cneayowmm o6pasom:

a) Mposepka opmaTa gaHHbIX NOANUCHU:
1) npoBepuTb NPaBUILHOCTbL hopMarta 3/IeKTPOHHO noanucu.

b) MpoBepka cepTudukata nognucaHra.

[ns nposepku AeiicTBUTENBHOCTU cepTudurkaTa nognucaHTa BbIMOHAITCA cneyolme aeicTBuns:
1) BbIMNO/IHUTL MPOBEPKY LIENOYKN CePTUUKATOB, ONMUCaHHY B AoKyMeHTe RFC 5280;
2) BbINOMIHNTL MPOBEPKY paclunpeHunin cepTudmkara, npegycmoTpeHHbix B MOK 3gpaBooxpaHeHus;
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¢) MNpoBepka 3HayeHusa NoANUCU U uaeHTudukaTopa NoANUCaHTa.
Mpu 3TON NPOBEPKE BLINOMHAKTCA Crneaylowme AelCTBUA:
1) NnpoBepuTL 3HAYEHUE NOANUCH, UCNONb3YSA OTKPLITHIN KIOY NOANUCAHTA;
2) npoBepuTb AEHTUMUKATOP NOANMUCAHTA, YKa3aHHbI B cepTudpukare.
OO0bACHEHUS K yKa3aHHbIM BblLUE NpoLeccam NPUBEAEHbI B MPUIOXEHUU A.
4.3.1.2 OnucaHue npoLeccos NPOBEPKU
OnucaHue npoLeccoB NPOBEPKNU NpUBEAEHO B Tabnuue 1.

Tabnuya 1— OnucaHue npoLeccoB NPoBEpKM

Mpouecc npoBepKu OnuncaHue
a) MNposepka hopmarta [ornxHo GbITb MPOBEPEHO BLIMOIHEHWE CredyoLMX YCNOBWIA:
AaHHbIX NoAnucu - CTPYKTYypa AaHHbIX NOAMUCK COOTBETCTBYET yCTaHOBNEHHOMY hopmarTy;

- AaHHble NOANUCKU codepXaT BCe SfIeMeHThI, YKa3aHHbIe ofa3aTenbHbIMU B npoqamne;
- HOMep BepCUM daHHbBIX nognucu npasuneH

b) MpoBepka ceptTudukara | 1) MNpoBepka Lenoykn cepTudukaTos onucaHa B sokymeHte RFC 5280:
rognucaHTa - NOCTPOUTL W NPOBEPUTL LieNoYKy cepTUduKaToB ANna ceptudmrkaTa nognucaHTa

2) MNpoeepuTb paclUMpeHns cepTudukaTa nognucanTa, npegycMmoTperHsle B MOK 3gpa-
BOOXPAHEHMS:
- peanusayum HacTosiLero craHaapTa AomkHbl obecneunBaTb BbINONHEHUE YHKLMIA
NMPOBEPKMN CrefyoLLnX 3NeMEHTOB:

- UAeHTUUKaTop NoNUTUKKU cepTudunkauun, npunaton B MOK agpaBooxpaHeHus;

- 3Ha4eHue aTpubyTa hcRole, ykasaHHOe B cepTUdUKaTe NOANMCaHTa;
- MeToA NPOBEpPKN He BXOAUT B 06NacTb NPUMEHEHUs1 HacTosALero cTaHaapTa. B npuno-
XEHUAX MoryT 6bITb BbIGpaHbl Haubonee noaxoasLLMe METOALI

c) MpoBepka 1) MpoBepUTL 3HAYEHME NOANUCHU C NOMOLLbLIO OTKPLITOrO KtoHa nognucaHTa.
3Ha4YeHua nognucu [omkHb! BbITb BLINONHEHLI cregytowme AgencTens:
n ngeHTudukartopa - BLIYUCIIUTD X3LL-KOZ NOANUCAHHLIX AaHHBIX W Y6eAUTLCA, YTO OH coBnagaeT C Xall-
nognucaHTa KOAOM COOBLLEHUS, yKa3aHHbIM B NOANUCH;
- MPOBEpUTL 3HaYeHUe NOANUCU U NOANUCAHHBLIX aTpUBYTOB, UCNONBL3YA OTKPLITHIA KItoY
noanucaHTa

2) lNMpoBepuTb COOTBETCTBUE UASHTUULUPYIOLWE UHOpMaLUK, YKasaHHOW B cepTudum-
KaTe nognucaHTa:

- ybeauTbea, UTO MaeHTUdUKaTOP NnognucaHTa coenagaeT ¢ aTpubyTamu ceptudukara
noArnucaHTa, coaepxXaluMUcs B JaHHbIX Noanucu

4.3.2 lNposepka noanucu B popmate ES-T

4.3.2.1 lNpoueccel npoBepku noanucu B ¢popmate ES-T

B HacTosweM nogpasaene onucaHbl NpoLUecchl NPOBEPKU ANEKTPOHHON noanucu B popmare ES-T.

Mopaaok BLINOAHEHUSI STUX NPOLIECCOB HE AOMKEH U3MEHATLCA. CM. PUCYHOK 4.

Mpouecchl NPOBEPKM OCYLLECTBIAIOTCA CneayowmmM obpasom:

MpoBepka METKU BPEMEHU NOAMNUCH:

1) npoBepuUTb cepTudUKaT 40BEPEHHON CNyObl, NPeaOCTABNAIOLWEN METKA BPEMEHU NOAMNUCH;

2) NpoBEPUTL 3HAYEHUE NOANUCU METKU, NOSYYEHHON OT 3TOIN CNYXDbl;

3) npoBepuTb OTNEYATOK COOBLLEHUA B METKE BPEMEHM.

MpoBepka AENCTBUTENBLHOCTU MOAMUCU HA MOMEHT, YKa3aHHbI B METKE BPEMEHM:

1) ybeautbea, YTO NOANMCHL NoANUCaHTa Obina AelCcTBUTENbHAs HA MOMEHT, yKa3aHHbI B METKE Bpe-
MEHMU;

2) NpoBepuTb NPUEMIIEMOCTb JOBEPEHHOIO YA 0CTOBEPSIOLLETO LIEHTpa.

YkasaHHble BblLLE NPOLIECChl Pa3bsACHAIOTCA B NPUNOXKEHUN A.
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Mposepka nognucu B oopmate ES-T

MpoBepuUTbL METKY BPEMEHU MOANMCH

Y6eputbcs, 4To noanuck Gbina AeicTBUTENbHA
Ha MOMEHT, yKa3aHHbIii B MeTke BpeMeHw

MpoBepka nognucu B popmare ES

MpoBepuTb NPaBUILHOCTL hopMaTa
MpoBepuUTb cepTUdhMKaT NnognucaHTa

MpoBepuTL 3HaUeHne NoanMcu
U UAEHTUUKATOP NOANMUCaHTA

PucyHok 4 — TMpouecchl nposepkn nognucu B popmate ES-T

4.3.2.2 OnucaHue npoLeccoB NPoBepKn
OnucaHne NpoLeccoB NPOBEPKU NprBeLeHo B Tabnuue 2.

Ta6nunuya 2— OnucaHue NpoLLECCOB NPOBEPKM

Mpouecc npoBepku

a) MpoBepka MeTku
BPEMEHW NOANNUCU

b) Mposepka hopmaTa
ES Ha MOMEHT MeTku
BpeMeHu nognucun

OnucaHve

1) NMpoBepuTb cepTuhUKaT AOBEPEHHON CNYXObl, NPefOCTaBMAAIOWEN MeTKM BPeMeHN noa-
nmcu.

[OMXHbI 6bITb BbIMOMHEHBI Creaylolne AeCTBUSA NPOBEPKU:

- MPOBEPUTL LLENOYKY CePTUINKATOB B COOTBETCTBUN C AoKyMeHTOM RFC 5280;
-ybeanTbCca, 4to cepTudmkaT AOBEPEHHOW CryX6bl BPEMEHW COAEPXWUT pacllMpeHHbI
K104 MCMO/Ib30BaHMA B LeNsX NpefocTaBfeHns MeToK BpeMeHM

2) MpoBepuTb NOANMCb AOBEPEHHOW CYXObl BpEMEHMW, NPefOoCTaBNAOWEl METKM BPEMEHN.
MpoBepuTb 3HaYeHVE NOAMUCY METKMN BPEMEHU, UCNOMb3YS OTKPLITLIN KU, COAepXaLLuincs
B cepTudmkaTe LOBEPEHHON CNyX6bl BpEMEHM

3) MpoBepuTb 0TNEYaTOK COOBOLLEHNSI B METKE BPEMEHU:
- BbIYMCNUTb X3LW-KOA4 NOAMMCK nognucaHta u yb6eanTbCcs, YTO OH cOBNagaeT C OTNeYaTKoM
coobLweHna B MeTKe BPEMEHMU

1) MposBepuTb chopmMat ES Ha MOMEHT METKM BPEMEHU NOAMUCK:
- NpOBEpPUTb, 4YTO cepTuduKaT nognucaHTa 6bin AEeACTBUTENIEH HA MOMEHT, yKa3aHHbli B
MEeTKe BPEMEHMN MOAMUCK.

2) MpoBepuTb NPUEMIEMOCTb AOBEPEHHOTNO YAOCTOBEPSIOLLEIO LEHTPA:

- NpoBepKa NoAMMCK MOXET BbIMOSIHATLCA CNYCTA A/INTENIbHOE BPeMS Moc/jie Co3f4aHusa AaH-
HblIX B (popmaTe ES-T. B MOMEHT ee NPOBEpPKM [OBEPEHHbIN YAOCTOBEPSIOLWMNIA LUEHTP, Aeli-
CTBUTENbHbIA HA MOMEHT CO34aHUs NOAMUCU, MOXET OKa3aTbCs 3aKpbITbIM WM CKOMMpPOMe-
TUPOBAHHbLIM.

B aTtom cnyyae npoBepsilowmii Ao/mkeH y6eauTbCcs B MPUEMIEMOCTM YAOCTOBEPSIOLLErO
LeHTpa,;

- Hanpumep, NOAMMUCAHT U NPOBEPSIOLWNIA MOI/IN 3aK/IOYNTL COrnalleHne 06 yaocToBepsito-
uem ueHTpe (K npumepy, B BUAE MOJIMTUKM MOAMWCKU) U KOHTPOSIMPOBATb €ro BbIMOJIHEHWE
ONA 3awmnThl OT KomnpomMeTtauun YL, nmbo npoBepsoWmnini MoXeT 06paTnTbCsa K 4OBEPEHHOM
TpeTbeli CTOpPOHEe, KOHTPO/IMpYloLW el WUCTOpPU MHGOpMauun O NpPoBepke cepTudmKaTos.
OTu MeToAbl He BXOAAT B 06/1aCTh NPUMEHEHMA HaCTOSLEro ctaHgapTa
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4.3.3 [Mposepka nognucu B hopmarte ES-A
4.3.3.1 MMpoueccbl npoBepku nognucu B goopmate ES-A
B HacTosiem nogpasgene onucaHbl NpoLecchl NPOBEPKW 3M1EKTPOHHONM nognucu B hopmaTte ES-A. Mo-

PSLOK BbINMOJIHEHUSI 3TUX NPOLLECCOB HE A0/HKEH U3MEHATLCHA. CM. pUCyHOK 5.

MeHWN;

HbIX!

HOCTU

Mposepka nognucun B popmate ES-A
MpoBepuTb NOCNEAHIO apXMBHYIO METKY BPEMEH! Y6eanTbCa B NpaBUIbHOM NOpsAKe MeTOoK BpeMeHu

MpoBepnTL NpefblayLine apXuBHbIe METKN BpeMeHu MPOBEPUTL MHIOPMALMIO O AEHCTBUTENLHOCTH
CepTI/Id)I/IKaTa noagnucaHta

MpoBepnTL METKY BPEMEHM MOAMNCK B MOMEHT NepBoii
apPXWBHOI METKWN BPeMEHM

MpoBepka nognucun B popmarte ES-T

W MpoBepuTb METKY BPEMEHW NOANUCU

Y6eanTbCsi, YTO NoAnuch Gbina AeicTBuTENbHA
Ha MOMEHT, yKa3aHHblii B METKE BPEMEHM

MpoBepka nognucu B chopmate ES

MpoBepnTb NPaBUNbLHOCTL hopmara
MpoBepuTb cepTUUKaT NognucaHTa

MpoBepuTb 3HAYEHNe NoANUCH
1 MAeHTUDUKATOP NoAnucaHTa

PucyHok 5 — lMpouecchl nposepkn nognucu B popmate ES-A

Mpoueccbl NPOBEPKU OCYLLECTBAATCA CAefyoLWmnm 06pasom:

a) MpoBepka nocnegHeli apXMBHOW METKM BPEMEHMU.

MpoBepUTb, YTO NOC/EAHAA apxMBHasA MeTKka BPEMeHW AelicTBUTEe/IbHA HA MOMEHT MPOBEPKM MOAMUCH:
1) npoBepuTb cepTUdUKaT JOBEPEHHOW Cnyx6bl, NpeAoCTaBMNBLLE NOCNEAHIO apXWBHYI MeTKy Bpe-

2) npoBepuTb NOANUCHL AOBEPEHHON CNyX6bl, NpeAoCTaBUBLIEN NOCNEHION apXUBHYIO METKY BPEMEHU;
3) NpoBepuTL COOTBETCTBUE NOC/EfHE apXWBHOW METKM BPEMEHMW W LieNIeBbIX AaHHbIX METKA BPEMEHU.
b) MpoBepKka NpeablayLIMX apXUBHbIX METOK BPEMEHU, €C/IN TaKOBblE €CTb.

MpoBEPUTL, YTO MeTKa BPEMEHU 6bifia AEWCTBUTE/IbHO HA MOMEHT apXUBMPOBAHUS NOAMUCAHHbIX AaH-

1) npoBepuTb cepTudUKaT AOBEPEHHOW CNyX6bl, NpefoCTaBUBLLEA apXWBHYI MeTKy BPEMEHMU;

2) NnpoBepuUTb MOAMUCHL [OBEPEHHOI CNyX6bl, NpeAoCTaBMBLUE apXUBHYIO METKY BPEMEHH;

3) NpoBepuTb COOTBETCTBME AapXMBHOW METKM BPEMEHW W LieNeBbIX JaHHbIX METKA BPEMEHU;

4) NpoBepUTb, YTO AOBEPEHHbIV YAOCTOBEPSIOWMNIA LEHTP apXNBHON METKM BPEMEHU NPUEMIEM.

c) MpoBepka UHOPMAaLMN O AECTBUTENILHOCTU cepTudumKaTa nognucaHTa:

1) npoBepuTb AENCTBUTENBHOCTb LENOYKN CepTUMKaTOB, apXMBUPOBAHHOW B fl@aHHbIX O AeACTBUTEb-
cepTugmkata;

2) npoBepuTb NPUEM/IEMOCTb [OBEPEHHOTO YA0CTOBEPSIOLLENO LEHTPA,;

3) npoBepuTb AECTBUTENBHOCTb MHOPMaunn 06 OT3biBE CepTMdIMKATOB, BK/IHOYEHHON B AaHHble O

,D,EVICTBI/ITEJ'I bHOCTHU CepTI/I(*)VIKaTa;

4) npoBepuTb NPUEMNEMOCTb AOBEPEHHOIO YAOCTOBEPSIOLEro LEeHTpa, NpeAocTaBUBLIEro MHopma-

uMio 06 0T3bIBE CEPTUCUKATOB;
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d) MpoBepka METKU BPEMEHU NOANUCH.

MpoBepuTb NPMEMNEMOCTbL METKU BPEMEHU MOANMUCH:

1) NnpoBepuTb, YTO METKA BPEMEHU Nnoanucu Obina AenCTBUTENLHOW HA MOMEHT apXUBUPOBAHUS;

2) NpoBEPUTL NPUEMNEMOCTb AOBEPEHHOIO YAOCTOBEPAIOLLErO LEHTPA, YKa3aHHOTO B METKE BpeMeHU
noanucm.

e) MpoepuTb NPaBUNBLHOCTL AaHHLIX hopmaTa ES Ha MOMEHT, yka3aHHbIN B METKE BPEMEHU NOANUCH:

1) npoBepuThb, 4YTO AaHHbIE popmaTa ES Obinu AeCTBUTENBHLI HA MOMEHT, YKa3aHHbIV B METKE BpEMe-
HU noanucw;

2) npoBepuTb NPUEMNEMOCTb OBEPEHHOI0 Y10CTOBEPSIOLLErO LeHTpa.

f) MpoBepuUTL NPaBUNLHOCTL NOPAAKA MOMEHTOB METOK BPEMEHU U MOMEHTOB Bbinycka uHdopmanum 06
OT3blBE CEpTUUKATOB.

OBBbACHEHUA K YKa3aHHbIM Bbille NPOLIeccaM NpuBeAeHbl B NPUNOXKEHUN A.

4.3.3.2 OnucaHue npoueccoB NPOBEPKU

OnucaHue npoueccos NPOBEPKN NpuBeaeHo B Tabnuue 3.

Tabnuuya 3 — OnucaHue NpoUeccoB NPOBEPKU

Mpouecc npoBepku OnucaHue

a) MNposepka nocrnegHen ap- | 1) MNpoBepuTb cepTUdMKaT AoOBepeHHOW CRyXObl, MpefoCTaBUBLLIEA MOCNEAHIo
XVWBHOW METKN BPEMEHU apXVBHYIO METKY BpeMeH!

JonxHbl 6bITb BEIMOMHEHBI criefylowmue AeiCTBUS NPOBEPKU:

- NPOBEPUTL AENHCTBUTENBHOCTL cepTUdUKaTa Ha MOMEHT NPOBEPKY;

- y6eauThLCs, YTO cepTUdUKaT AOBEPEHHON CNYXObl BpEMEHU COAEPXKUT paCLUMPEHHbIA
KoY MCMonb3oBaHUSA B LIENSIX NPEAOCTaBNEeHNS METOK BpeMeHU

2) MpoBepuTb NoaNUCh OBEPEHHOW CNYXObl, NpefOCTaBUBLLEH NMOCNEHIO0 apXUBHYHO
METKY BpeMeHu:

- NPOBEPUTL 3HAYEHUe NOAMUCH METKU BpEMEHU, UCNONBL3YA OTKPLITLIN KNoY, cofepxa-
Luiica B cepTudUKaTe JOBepeHHOW cnyx6bl BpeMeHN

3) MpoBepnTb 0TNE4aToKk CoObLLEHUA B METKE BPEMEHMU:
BbIMWUCNUTL X3LW-KOA LieneBbIX nonein apxusa u y6eauTbes, YTO OH coBNagaeT ¢ oTne-
YaTKoM COOBLLEHUA B METKe BPEMEHHU

b) Mposepka npeabiayLwen | 1) MpoeepuTb cepTUdUKaT LOBEPEHHON CryXObl, NPeAOCTABMBLLEA apXUBHYIO METKY
apXMBHOW METKN BPEMEHM, | BpeMeHu:

ecrv TakoBast UMeEeTCA - MPOBEpPUTbL AEACTBUTENLHOCTL CepTUdUKaTa JOBEPEHHOW cnyXObl, NpegocTaBmBLIEN
apPXMBHYHO METKY BPEMEHN B MOMEHT, YKa3aHHbIA B apXMBHOW METKe BpeMeHU npeabl-
AyLLero noKoneHus.

CBs3b C MOMEHTOM NPOBEPKX NoKazaHa Ha PUCYHKe 6

2) MpoeepuTb NOANMCH A0BEPEHHOI CIy»KObI, NPEAOCTaBUBLLEH apX1BHYHO METKY BpeMeHU

3) MpoBepuUTL COOTBETCTBUE apXMBHON METKU BPEMEHW U JaHHLIX oTrneYaTka

4) MNpoBepnTb, YTO [OBEPEHHbIN Y4O0CTOBEPSIOWMWIA LEHTP apXUBHON METKU BPEMEHU
npuemsem:

- AeiicTBUe cepTUdbrKkaTa yAOCTOBEPSIOLWEro UEHTPa MO0 3aBEPLUMTLCA K MOMEHTY
NPOBEPKN apXMBHOW METKN BPEMEHMN;

- 4yToBbl NPOBEPUTL AENCTBUTENBHOCTL 3TOMO CepTUdMKaTa, creqyeT yoeauTscsl B €ro
NPMEeMNeMocTy y yAoCTOBEPAOLLEro LieHTpa. COOTBETCTBYIOLME METOALI He BXOASAT B
obnacTtb NpUMeHeHUA HacTodALlero cTaHgapTa

c) MNpoBepka UHpopmauun | 1) MpoBepuUT 4ENCTBUTENEHOCTE LIENOYKN CEPTUCDUKATOB, apXMBUPOBAHHOM B AaHHbIX
0 AeACTBUTENBHOCTU CepTU- | O AeiCTBUTENLHOCTY CepTUdUuKaTa
dukaTa nognucaHTa

2) MNpoBepnTb NPUEeMNeMOCTb [J0BEPEHHOTO Y40CTOBEPSIOLLEro LEHTpa, BEINyCTUBLIEro
cepTudukar
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Mpouecc npoeepku

Onucaxue

3) MNpoBepuUTb AeCTBUTENBHOCTL UHOpMaLuKU 06 OT3bIBE CEpTUUKATOB, BKITHOYEH-
HOI B flaHHble O eNCTBUTENBLHOCTU cepTUdUKaTa:

- CpaBHUTL BpeMmsl Bbinycka Hgopmauun 06 oT3biBe cepTUMKATOB C BpEMEHEM apXu-
BMpOBaHUA U cnepyeTt ybeanuTbes, 4To 3Ta MHdopMaums npuemnema

4) MNMpoBepuTL NPUEMNEMOCTb JOBEPEHHOMO YAOCTOBEPSIIOLLErO LieHTpa, NpefocTaBuB-
wero uHcpopmaLmio 06 oT3biBe cepTUUKATOB:

- cnepyeT y6eauThCs, UTO YAOCTOBEPAIOWMIA LEHTP, BLINYCTUBLLUIA cepTUdUKAT, KOTO-
pbiM noAnucaHa uHdgopmaums o6 oT3biBe, GbiN NPUEMIEM Ha BpeMs NPOBEpKU Aeid-
CTBUTENBHOCTU STOro cepTudukaTa

d) MpoBepka MeTKU Bpeme-
HW Mognucu B MOMEHT nep-
BOW apxuBHOW METKU Bpe-
MeHW

1) MNpoBepuUTb, YTO MeTKa BpeMeHW nognucu Gbina feidCcTBUMTENbLHON B MOMEHT NEPBOA
ApXWUBHOW METKM BPEMEHU:

- BbINOSMHWUTL NpoLeAypY, ONUCaHHyo B HacTosiLel Tabnuye, Anst MOMeHTa NepBoit ap-
XUBHOW MeTKM BpemeHW. [poBepbTe, YTO cepTUdUKAT AOBEPEHHON CryX6bl BpeMeHu
Obin feiCTBUTENbHEIM B MOMEHT NepBOi apXMBHOW METKU BpeMeHM

2) MpoBepnTb NPUEeMNeMOCTb AOBEPEHHOIO YOCTOBEPSIOLLENO LieHTpa, YKasaHHOro B
MeTKe BpeMeHU NoANUCH:

- fleficTBMe cepTuduKaTa yAOCTOBEPAIOWEro LieHTpa MOITIO 3aBepLUMTbCS K MOMEHTY
NPoBepKU cepTUdUKaTa NoaNUCaHTa,

- 4yToBbl NPOBEpUTL AENCTBUTENBHOCTL CepTUdMKaTa YAOCTOBEPSIOLLENO LIEHTPa, Cre-
AyeT ybeauTbea B ero NpUeMneMoCcTH y yAOCTOBepsitoLLero LeHTpa. COOTBETCTBYOLLUE
MeTOoAbL! He BXOAAT B 061acTb NPUMEHEHNS HACTOSILLIETo CTaHAapTa

e) MpoBepka peAcTBUTENDL-
HOCTW NOANUCKU MofgnucaHTa
Ha MOMEHT METKU BpeMeHM
noanucu

1) MNpoBepuTb NoOANUCH MOAMMUCAHTA Ha OCHOBE MpouUeayp, ONUCAaHHBIX B NpUNOXe-
HUK A, ucronb3ys nHpopmaLmio 06 oT3biBe cepTUUKATOB, NPOBEPEHHYIO C NOMOLLBbIO
npouecca c). CnegyeT yb6eauTbes, YTO cepTudUkaT nognucaHTa 6uin AeWCTBUTENEH Ha
MOMEHT METKVN BPEMEeHU Noanucu

2) MpoBepuTb NpUEMNEMOCTb KOPHEBOTO AOBEPEHHONO YAOCTOBEPSIIOLLENO LieHTpa Le-
MOYKN cepTUUKATOB, MOCTPOEHHOM AN cepTudUKaTa NognucaHTa:

- AeiicTBUe cepTudUKaTa YAOCTOBEPSIOLLEro LUEHTPa MOMMO 3aBEPLUMTLCA K MOMEHTY
npoBepku cepTudUKaTa NOANUCAHTA;

- 4YTo6bl NPOBEPUTL AEWCTBUTENBHOCTL CepTUdUKATa YA0CTOBepsitoLLero LeHTpa, yoe-
AUTEeChb B €ro NPMeMNeMOoCTH Y YAOCTOBEpAIoLWEro LeHTpa. COOTBETCTBYOLLME METOALI
He BXOASAT B 06nacTb NPMMEHEHNUS HacTosALero cTaHgapTa

f) MpoBepka nopsgka Mo-
MEHTOB BPEMEHN U UX COOT-
BETCTBUA

MNpoBepUTL COOTBETCTBUE MOMEHTOB BPEMEHU, HE YHaACTBYIOLMX B OMUCAHHOM Bhile
npouecce:

- cnepyet y6eAnTLCA B NPaBUTEHOM COOTBETCTBUN MOMEHTOB METOK BPEMEHU MOANUCH
U apXUBHbIX METOK BpeMeHU
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PucyHok 6 — CBs3b MOMEHTOB BPEMEHM Mpu NpoBepke noanucy B popmate ES-A
(B cnyyae ABYX apXvBHbIX METOK BpEMEHM)

4.4 Cneundmkauna CAJES

B HacToAWweM nogpasgene onucaHbl TpeboBaHUA K CO34aHWI0 WM NPOBepke AaHHbIX, COOTBETCTBYIO-
wmx cneundpmrkauumn CAdES.

B Tabnuue 4 onvcaHbl CBSA3W npodouseli, onpefeneHHbIX B HACTOSAWEM cTaHgapTe, a B Tabnvue 5 onu-
caHa CTpyKTypa AaHHbIX, COOTBeTCTBYOLWMX cneundunkaumm CAdES. B Tabnumuax6, 7 n 8 onucaHbl npodunsnu,
onpefeneHHble B HACTOAWEM cTaHfapTe, a B Tabnuue 9 — 3aneMeHTbl AaHHbIX, B3sATble U3 crneuudmkaumm
CAdES.

4.4.1 Tpodwnib OONTOBPEMEHHOM nognucu

UTo6bl 3/1eKTPOHHAA MOAMNWUCL MOorfa 6biTb NPOBEpeHa CnycTsa AUTENbHOe BPeMs Noc/lie ee co3faHus,
OO/MKHO ObITh MAEHTUMLMPYEMO BPeMs MOAMNUCU, NPU 3TOM AO/DKHbI BbISB/IATLCSA BCE HECAHKLUWUOHWPOBaH-
Hble M3MEHEHMSA NOAMUCAHHbIX AaHHbIX, BKIOYaA CyObekT MHgopmaumm n ceegeHnsa o6 oT3biBe cepTudm-
kaToB. Kpome TOro, fos/mkHa obecneunmBarbCca UHTeponepabensHoCTb. B HacToslweM cTaHgapTe npuBefeHbl
onpegeneHus cnegywowmx AByx npodwunien, yaoBneTBOPSAOLWNX NpeablayliMm TpeboBaHusaM, npegbsasrse-
MbIM K cneuudmkaumsam CAdES:

a) Mpocoune CAJES-T

Mpochnsib, OTHOCALMIACA K reHepauumn 1 NpoBEPKE AaHHbIX, COOTBETCTBYHOLWMX cneumdukaumm CAJES-T.

b) Mpodune CAdJES-A

Mpodhn/ib, OTHOCALLMIACA KreHepaummn 1 NPOoBEPKE AaHHbIX, COOTBETCTBYOLLMX cneundmkauun CAJES-A.

Ha pucyHke 7 nokasaHbl OTHOLIEHUA MeXAy AaHHbIMK, COOTBETCTBYHOLWMMM cneundunkaumam CAJES-T
n CAJES-A.

10
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ApXxvBHass MeTKa BpemMeHu
PucyHok 7 — OTHOLWEHNA Mexay AaHHbIMW, cooTBeTCTByOWMMY cneundukaumam CAdES-T n CAJES-A

4.4.2 TMpepactaBneHne cTeneHn o6A3aTesibHOCTH

B HacTosiwem cTaHfapTe onpejefieHbl cnefylowme mMetodbl NpeAcTaB/eHus cTeneHn o6a3aTelbHOCTH
(kak npothnnna) Kaxporo afnemeHTa, Bxoasuwero B coctaB gaHHbiXx CAJES-T n CAJES-A:

a) O6s3aTtenbHblii (O)

O/leMeHTbI, Y KOTOPbIX CTeneHb 06s3aTtenibHOCT paBHa «O», AO/KHbI ObITb peanusoBaHbl. Ecnun Takoi
3/1eMEHT nMeeT Heobs3aTeNbHble NOAYUHEHHbIE 3/IEMEHTbI, TO XOTA 6bl OAMH W3 HUX JO/IXKEH OblTb BbiOpaH.
Nio60it 3NeMeHT, UMEeLLNA cTeneHb 065A3aTelbHOCTU «O» 1 ABAAKOLWMNIACS NOLYNHEHHBIM 3/1IEMEHTOM HEO6S-
3aTeNbHOro0 3/1eMeHTa, A0/KEH ObiTb BblGpaH, €c/iv BbibpaH 3TOT Heo6A3aTe bHbIA 3/1EMEHT.

b) Heo6sa3atenbHbili (H)

Peannsaumna afieMeHTOB, Y KOTOPbIX CTeneHb 06a3aTe/ibHOCTU paBHa «H», ocTaBneHa Ha yCMOTpeHue
paspaboTuuka.

C) YcnoBHbin (Y)

Peanusaumna anemeHToB, Y KOTOPbIX CTeNeHb 06A3aTeNIbHOCTM paBHa «Y», OCTaB/ieHa Ha YyCMOTpeHue
paspaboTumka. Jo/mKHbl ObITb COCTaBNEHbl AeTanbHble cneundurkauun o6paboTkn N6Oro anemeHTa co cre-
neHbio 0653aTeNbHOCTM «Y». Hanpumep, pas3paboTuuk npepoctaBnsieT cneundurkauum Takmx 3/1€MeHTOB,
packpbiBas 06bsAB/EeHVe nocTasBlMKa O COOTBETCTBUM W MpusioxeHue K Hemy (cm. MCO 14533-1:2012, npwu-
noxenve A, nnn NCO 14533).

d) 3anpeLeHHblii (3)

OnieMeHTbl C ypOBHEM 0653aTeNIbHOCTU «3» He A0J/IKHbI NPUCYTCTBOBATL B AlaHHbIX. [pn nposepke 3a-
NPeLLeHHbI 31eMEeHT MOXeT UTHOPUPOBAaTLCA.

4.4.3 Mpocune CAJES-T

CoctaB anemeHTa Contentinfo npegcrasneH B Tabnumue 4.

Ta6nuya 4 — CoctaB anemeHTa Contentinfo

nemMeHT O6s3aTenbHOCTb 3HaueHue
ContentType 0 Id-signedData
Content 0 SignedData

CoctaB anemeHTa SignedData npeactasneH B tabnuue 5.

Tab6nuuya 5— CoctaB anemeHTa SignedData

nemeHT 0653aTeNbHOCTb 3HaueHune
CMSVersion ¢}
DigestAlgorithmldentifiers o
EncapsulatedContentinfo o
—eContentType o
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OkoH4YaHue mabnuupel 5

OnemMeHT O6a3aTenbLHOCTb 3HaveHune

—eContent

T

CertificateSet (certificates)

—Certificate

—AttributeCertificateV2

—OtherCertificateFormat

RevocationInfoChoices (crls)

—CertificateList

—OtherRevocationinfoFormat

Signerinfos

—single

IT|IIT|IO|K|IT[(T|w]|w|[XIT|I

—parallel

CocrtaB anemeHTa Signerinfo npeacrasneH B Tabnuue 6.

Tabnwnya 6— CocTtaB anemeHTa Signerinfo

OnemeHT O6s3aTenbHOCTb 3HaueHue

CMSVersion

O

Signerldentifier

—IssuerAndSerialNumber

—SubjectKeyldentifier

DigestAlgorithmldentifier

SignedAttributes

SignatureAlgorithm

SignatureValue

o|jojo|jofo|xT|xT|O

UnsignedAttributes

CocrtaB anemMeHTa SignedAttributes npeacrasneH B Tabnuue 7. Bce anemeHTbl NOANMUCLIBAEMbIX U HE-
noanucbiBaeMbix atpubyToB, HE NepeyYncneHHbie B Tabnuuax 7 n 8, A0MKHbI UMETbL CTEMEHb 00A3aTENbHOCTHU
«Y».

Tabnunya 7 — CocTtaB anemeHTa SignedAttributes

OnemeHT O6sasaTtenbHOCTb 3HaveHue
ContentType M
MessageDigest M
SigningCertificateReference M
—ESSSigningCertificate Ha)
—ESSSigningCertificateV2 Ha)
—OtherSigningCertificate 3

12
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OnemeHT Ob6asaTenbHOCTL 3HaueHue
SignatureAlgorithmlidentifier Y
SigningTime HD)
ContentReference Y
Contentldentifier Y
ContentHint Yy
CommitmentTypelndicatio Y
SignerLocation Y
SignerAttribute Y
ContentTimestamp Y

2) [lomkeH GbITb BLIBpaH NMB0 anemeHT ESSSigningCertificate, nuo anemeHT ESSSigningCertificateV2.
b) Ecrin anemeHT He peanmaoBaH, €ro MOXHO UrHOPMPOBaTb.

JononHutenbHble HenoanucbiBaeMble aTpubyThl NpeAcTaBneHbl B Tabnuue 8.

Tabnuya 8 — [dononHutenbHble HenognUckiBaeMble aTpubyThI

SnemMeHT 0O6asaTenbHOCTb 3HayeHune
CounterSignature H
Signing-time @)
—SignatureTimestamp o MeTka BpeMeHu, onpefeneHHasn B
AokyMeHTe RFC 3161
—Time-Mark u T. a. 3

4.4.4 Mpocuns CAJES-A

Mpodunb CAJES-A onpeaeneH kak paclumpenHas cdopma npocdunsa CAJES-T, k koTopoun go6aBneHsb
HenoAnucbiBaemble aTpubyThl, NpuBeAeHHbIE B Tabnuue 0. Bce aneMeHTbl, He nepevncrneHHble B Tabnuue 9,

JOIMKHbI UMETh CTENEHb 0653aTENLHOCTU «Y».

Tabnuya 9— [JononHuTenbHble HenoanuceliBaemele atpubyThl

OnemeHT Ob64a3aTensHoCTb 3HayeHue

CompleteCertificateRefs O

(H npu npoBepke)
CompleteRevocationRefs o

(H npu nposepke)
—CompleteRevRefs CRL H
—CompleteRevRefs OCSP H
—OtherRevRefs 3
CchINnkn Ha cepTudnKaTel aTpubyToB 3
Cchblflku Ha aTpubyThl OT3bIBa 3
CertificateValues O
—CertificateValues H

13
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OkoH4YaHue mabnuupbi 9

SnemMeHT Ob6aAsaTensLHOCTL 3HaveHMne

—Certificates (cepTudukaTbl, KOHTPONUPYEMbIe [OBEPEHHON 3

cnyx6oi1)

RevocationValues @)

—CertificateList H

—BasicOCSPResponse H

—OtherRevVals 3

—WHdopmauma o6 oT3biBe, KOHTponuWpyemas [OBEepPeHHOW 3

cnyx6oi

CAdES-C-timestamp 3

Ccbinka Ha cepTudUKaTel U CAUCKU OT3blBa C MeTKaMu Bpe- 3

MeHw

ApxvBrpoBaHne (@]

—ArchiveTimestampV2 id-aa-48 H MeTka BpeMeHu, onpepeneHHas
B JokyMeHTe RFC 3161

—ArchiveTimestamp id-aa-27 H MeTka BpeMeHu, onpepeneHHas
B AokymeHTe RFC 3161

—TimeMark u T. 4. 3

4.5 Cneundukaumna XAdES

B HacTosLweM nogpasaene npuBeaeHsbl AeTanu TpeboBaHWIM K reHepaunm 1 NpoBepKe aMeKTPOHHOW NoA-
n1cu, COoTBETCTBYIOLWEN cneuudukaumum XAdES.

Moapasaen 4.5.1 coaepxmT 0630p npodunen, onpeaeneHHbiX B HACTOSALWEM craHgapre, a B noapas-
aene 4.5.2 nokasaHa cTpykTtypa, cooTBeTcTByiowas cneuudpukauum XAJES. B nogpasaenax 4.5.3,4.54 uB
Tabnuue 14 npuseaeHbl Tpe6OBaHMSA K NPOUNAM.

4.5.1 OnpepensiemMble npodunu 4ONroBpeMEeHHON NOANUCHU

Yro6bl 3NEeKTPOHHAs NOANUCL MOFNa ObITb NPOBEPEHA CMYCTA ANUTENBHOE BPEMS MOCIE €€ CO3AaHus,
nomkHa ObiTb 0BecneyeHa nHteponepabenbHOCTb. [OMmKHO BbITb UAEHTUDUUMPYEMO BPEMS MOANUCU, NMPU
9TOM AOSMKHbI BbISIBIIATLCS BCE HECAHKLIMOHMPOBAHHbIE U3MEHEHUS NOANUCAHHBIX AAHHbIX, BKIIOYas CyObekT
uHcopMaLumu U ceegeHuss o6 oT3biBe ceptuukaToB. B HacTosilem cTtaHpapTe npuBedeHbl onpeaereHus
cneayoLWmMx AByX npodunen, yaoBNETBOPSAIOLMX NPeAblAyLMM TpeboBaHMAM, NpeabsaBnseMbiM K cneumdu-
kaumam XAdES.

a) Mpocune XAJES-T

Mpodunb, OTHOCALLMIACS K reHepaLmn U NPOBEPKe AaHHbIX, COOTBETCTBYIOLLMX cneumdukaummn XAJES-T.

b) Mpocpune XAJES-A

Mpodhunb, OTHOCALMIACA K FreHepauuMm v NpoBepke AAHHLIX, COOTBETCTBYIOWMX cneuudmkauum XA-
dES-A.

Ha pucyHke 8 nokasaHbl OTHOLLUEHUS MEXAY AAHHbIMU, COOTBETCTBYIOLLMMHK cneuudukaumam XAJES-T
n XAdES-A.

14
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ApxvBHaa MeTka BpemeHun

PucyHok 8 — OTHOLWEHNS MeXAay AaHHbIMKW, COOTBETCTBYWOWMMY cneundmnkaunsam XAJES-T n XAJES-A

4.5.2 lMpeacTtaBneHne cTeneHn 06a3aTeIbHOCTH

B HacTosiweM cTaHfapTe onpefeneHbl crefylouime MeTofbl npefcTaB/eHns cTeneHn ob6a3aTenbHoCTH
(kak npochnnna) KaxX[Oro afieMeHTa, BXoAswero B coctaB AaHHbIx XAJES-T n XAdES-A.

a) O6s3aTenbHbIn (O)

ONEeMeHTbl, Y KOTOPbIX CTeNeHb 0653aTesIbHOCTM paBHa «O», AO/MKHbI 6bITb peann3oBaHbl 6€3 oLWn6oK.
Ecnu Takoii anemMeHT nMmeeT HeobsA3aTesibHble MOAYMHEHHbIE 3/IEMEHTbI, TO XOTSA 6bl OAWH W3 HUX AOJDKEH
6bITb BbIOpaH. /1106011 3N1EMEHT, UMeloL il cTeneHb 0653aTenlbHOCTU «O» 1 ABAAOWMUIACA NOAYUHEHHBIM 31e-
MEeHTOM Heobs3aTeNbHOro 3/ieMeHTa, A0/HKEeH 6biTb BbibpaH, ecnn BbibpaH 3TOT Heob6sA3aTesIbHbIA 3/IEMEHT.

b) Heob6sa3atenbHbin (H)

Peanusaumna 3nemMeHTOB, Y KOTOPbIX CTENeHb 06A3aTeNbHOCTM paBHa «H», ocTaBieHa Ha yCMOTpeHue
paspaboTumka.

c) YcnosHbiin (Y)

Peanusauns anemMeHTOB, y KOTOPbIX CTEeNeHb 065A3aTes/IbHOCTU paBHa «Y», OCTaB/ieHa Ha YCMOTpeHue
paspaboTumka. [JoMmkHbl 6bITb COCTaB/EHbI AeTanbHble cneyndukaymm obpaboTkm N060ro afemMeHTa co cTe-
neHblo 06sA3aTenbHOCTU «Y». Hanpumep, pa3paboTyuk npegocTaBaseT cneuuwdukaumy Taknx 3/IEMEHTOB,
packpbiBasi 06bsBNE€HME MOCTaBLMKa O COOTBETCTBUM U NpunoxeHne K Hemy (cm. NCO 14533-1:2012, npu-
noxenve A, nnn NCO 14533).

d) 3anpeLeHHblii (3)

O/1eMeHTbl C YPOBHEM 0653aTe/IbHOCTU «3» He AO0/IXHbl MPUCYTCTBOBaTb B AaHHbIX. pu npoBepke 3a-
NpeLEeHHbIi 3/IeMEHT MOXET UTHOPMPOBAaTLCH.

4.5.3 TpeboBaHuA kK NnpeAcCTaB/NeHNI0O NOANUCK B COOTBETCTBMU co cneuundukaynein XAJdES-T

Bce anemeHTbl, He mepeuyncneHHble B Tabnuuax 10, 11, 12 n 13, fO/MKHbI UMeTb cTeneHb o6s3aTesib-
HOCTU «Y».

Ta6nuua 10— SnemeHT Signature

DreMeHT win aTpudyT 06s13aTE/MBHOCTbL Ycnosve
ATpunbyT HO anemeHTa ds:Signature O (cm. npumeyaHue 1)
ds:Signedinfo [e)
—ds:CanonicalizationMethod (6] Cl4n

—ds:SignatureMethod
—ds: Reference
—ds:Transforms
—ds:DigestMethod

—ds:DigestValue

© O O 0O O O

ds:SignatureValue

15
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OkoHyvaHue mabnuupl 10

3nemeHT unu atpubyt Ob6AsaTencHOCTL Ycnosue
ds:Keylnfo H (cMm. npumevaHue 2)
ds:Object o

MpumeyvaHuns

1 ATpuGyT He obBsizaTeneH B cneumdpmkauum XML Signature, Ho obasaTeneH B cneyundukaymn XAJES.

2 [orxeH npucytctBoBaTh Nnbo anemeHT ds:Keylnfo, nubo anemeHT SigningCertificate (cm. Tabnuuy 12). Ecnu
BbIGpaH aneMeHT ds:Keylnfo (06s3aTeneH B cneuudumkaumm XAJES v1.1.1), To anemeHT gaHHbx X.509, onpeaeneH-
HbI B cneyudmkaumum XML Signature, formkeH 6biTb BKIOYEH Kak cy6aneMeHT.

Tabnuya 11— SnemeHT Object

OnemeHT ObasaTenbHOCTb Ycnosue
QualifyingProperties O B atpubyTe target qonkHo 6bITb ykasaHo 3HaueHue aTpubyTa
ID anemeHTa Signature
—SignedProperties
—UnsignedProperties

QualifyingPropertiesRefernce

Tabnuuya 12— 3nemeHT SignedProperties

SnemeHT 0O6a3aTenbHOCTL Yenosue
SignedSignatureProperties (0]
—SigningTime H (cM. npumeyaHue 1)
—SigningCertificate H (cM. npumevanus 1 u 2)

—SignaturePolicyldentifier

—SignatureProductionPlace

—SignerRole

SignedDataObjectProperties

—DataObjectFormat

—CommitmentTypelndication

—AlIDataObjectsTimeStamp

KKK KKK

—IndividualDataObjectTimeStamp

MpumeyvaHus
1 ATpubyT obs3saTeneH B cneuudukauymn XAJES v1.1.1.
2 [HomxeH npucyTcTBoBaTk NUGo anemeHT SigningCertificate, nubo anemeHT ds:Keylnfo (cM. Tabnnyy 10).

Tabnuuya 13 — SnemeHT UnsignedProperties

OnemeHT O6asaTenbHOCTL Yeroeue
UnsignedSignatureProperties (¢]
—CounterSignature H
—Trusted signing time O
—SignatureTimeStamp (@) MeTka BpeMeHU, onpeaeneHHas B AokymeHTe RFC 31612)

16
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OkoHyaHue mabnuupi 13

OnemeHT 0Ob4a3aTenbHOCTb Ycnosue
—TimeMark wnu gpyrow Metog 3
UnsignedDataObjectProperties Yy

a) McnonbayeTca cheuyudukaums METKM BpeMeHu, onpeaeneHHas B fokyMeHTe RFC 3161, nockonsky MeToabl
nony4YeHUsi METKW BPEMEHM, ee CoXpaHeHUs B AaHHbIx dopmarta XAJES n MeTog ee NpoBepKU CTPOro ornucaHbl B
cTaHaapTax.

4.5.4 Tpe6oBaHUA K NpeACcTaBMeHUIO NOANUCU B COOTBETCTBUM CcO cneuunduxaumen XAdES-A

Mpoduns XAJES-A onpeaeneH kak paclumpeHHas dopma npocduna XAdES-T. CteneHb obasarens-
HOCTM KaXOoro anemeHTa, Bxoasawero B aneMmeHT UnsignedSignatureProperties, onpegeneHHoro B cneuudum-
kauun XAdes u npuBegeHHoro B Tadbnuue 14, AOMMKHA COOTBETCTBOBAThL 3TOW Tabnuue. Ecnu anemeHT He
BKJOYEH B 3Ty Tabnuuy, TO OH 4OMKEH UMETL CTeneHb 0053aTeNbHOCTU «Y».

Ta6nuya 14 — OnemenT UnsignedSignatureProperties

OrneMeHT unn meTog, o6paboTkn Obga3aTenbHOCTb Ycnosue

CompleteCertificateRefs H (cMm. npuMevanue 1)

CompleteRevocationRefs H (cMm. npuMevanne 1)

—CRLRef H

—OCSPRef

—OtherRef

AtftributeCertificateRefs

AttributeRevocationRefs

SigAndRefsTimeStamp

—HepacnpedeneHHaa obpabomka

— pacnpedeneHHas obpabomka

RefsOnlyTimeStamp

—~HepacnpedeneHHaa obpabomka

— pacnpedeneHHasn obpabomka

CertificateValues

—EncapsulatedX509Certificate

—OtherCertificate

—Cepmucbukamabi, KOHMponupyemsie dosepeHHol cnyxbol

RevocationValues

—CRLValues

—QOCSPValues

—OtherValues

Wlw|IT|T|IBE|lw|lw|[lZT|ZE|w|lw|lw|w|lw|lw]lw|lw|]w]| I

—VIHgbopmayus o6 omabige, KoHmMponupyemas doeepeHHoU
cnyx6ol

w

AttrAuthoritiesCertValues

AttributeRevocationValues 3
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OkoH4aHue mabnuupi 14

Hoe B Nio6oi Apyroil Bepcuu cneyndurkaummn XAJES

OneMeHT unu MeToz o6paboTkn 0Ob6asaTenbHOCTb Yenosue

ApxueupoesaHue (0]

—-ArchiveTimeStamp (@)

—HepacnpederneHHas obpabomka @) MeTka BpemeHu, onpegeneH-

Has B fokymeHTe RFC 31612

— pacnpedeneHHas obpabomka 3

—TimeMark unu Opyaol memod

Jio6oe HenognucbiBaeMoe CBOWCTBO nognucu, onpeaeneH- Yy

CTaHAapTax.

MpuMedvyaHua

2 KypcuBOM BblerneHsl MeToAbl 06paboTku.

1 ATpubyT obsa3aTeneH B cneuudukauyun XAJES v1.1.1.

2 cnonbsyeTtcs cneyudukaLus MeTku BpemMeHu, ornpegeneHHas B aokymeHTe RFC 3161, nockonbky MeTogb!
nofny4YeHUs METKN BpEeMeHU, ee coxpaHeHus B AaHHbIX dopmaTta XAJES u meTog ee npoBepku CTporo onucaHbl B

3 OnemeHThl AttrAuthoritiesCertValues, AttributeRevocationValues, HepacnpegeneHHasa obpaboTka u pacnpe-
AeneHHasn o6paboTka He onpefeneHbl B Bepcusx cneyudukayun XAJES v1.1.1 u v1.2.1. OGnemeHThl AttributeCertifica-
teRefs u AttributeRevocationRefs Tawke He onpegeneHsl B Bepeun v1.1.1.
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lMpunoxeHue A
(cnpaBouHoe)

LleneBbie cueHapumn

A.1 Kareropum ueneBbix cLeHapueB

OneKkTpoHHbIe NoAnNUcKu A06aBNsAIoTCA K UCXOAHBIM 3IEKTPOHHBIM AaHHBIM B LiENsX HeocnopumMocTu. B noBcegHes-
HOI iesATeNbHOCTU B chepe 3 paBoOOXpaHEHNs] MOXKHO BbIAENUTL CNeAYIoWue KaTeropum LieneBbiX CLieHapues:

a) aNeKTPOHHbIE MOANUCH JOKYMEHTOB, OTNpaBNsieMbIX BHELWHUM OpraHu3auvsaM, Hanpumep HanpaerneHusi (MHop-
MaLmsi 06 ocMOTpe nauMeHTa U ero nevyeHnn) U MHpopMaLms o neveHun,

b) anekTpoHHasa nognuck ANs Lerneii aNeKTPOHHOTro XpaHeHUs OKYMEHTOB B TeHEHWE CpoKa, YCTaHOBMEHHOTo Aeit-
CTBYIOLLIMMU HOPMaTUBHBLIMW JOKYMEHTaMU;

C) aMeKTPOHHas MOAMUCH APYMMX BHYTPEHHUX AOKYMEHTOB, HanpuMep pe3ynstaToB flabopaTopHbIX TECTOB M Npo-
TOKOMOB NyYeBbIX UCCIe0BaHWIA;

d) anekTpoHHas noanuck, fobaBneHHas K aMeKTPOHHBIM KONMSAM GyMaXHbIX 4OKYMEHTOB, NOMY4EHHbIX C MOMOLL|bIO
CKaHUpOBaHuS,

€) aneKTpoHHasa NoANUCL XypHanos AocTyna.

[ns kaxa0ro U3 sTux Kraccos NPUBOAUTCSH COOTBETCTBYIOLMIA CLEHapWii, NpeacTaBnsoWmin coboil TUNUYHLIA Npu-
Mep, a He NONHoe onucaHue.

A.1.1 SneKTpoHHbIe NOANMUCU AOKYMEHTOB, OTNPaBNAeMblIX BHELWWHUM OpPraHu3auuam

MeauumHcKkue opraHv3alun HanpasnsaloT BHELLUHUM OpraHU3auuaM pasnuyHble JOoKYMEHTbl («pacnedartku»). Ana
nepefayn BHELLHUM OpraHu3auusM criefyiolme AJOKYMEHTbI 4OMKHbI ObiTb NpeobpasoBaHbl B 3MEKTPOHHLIN (popMar:

- BBIMWUCHOIA 3NUKpU3;

- 3anpoc BLINMUCKN U3 MENLIMHCKON KapThl;

- HanpaBsneHue;

- 3anNpoc MefNLIMHCKOIA KapThl;

- pe3ynbraThl KITMHUYECKOro UCTIbITaHuS.

Mpn npeobpa3oBaHun 3TUX AOKYMEHTOB B 3NEKTPOHHLIA (hOpPMaT NOApPasyMeBaeTca UX ANUTENbHOE XpaHeHue.
CrniepgoBaTenbHO, B 3TOM CIyYae MOXET NMPUrofUTbCS AONrOBPEMEHHAs SMEKTPOHHAA NOANUCb, ONUCaHHAA B HACTOSALEM
cTaHfapTe. Hwke npueefeHsl TUNUYHLIE CLUEHapUX ee NPUMEHEHUA K pa3HbIM TUNam AOKYMEHTOB.

BbinMcHoOM 3NMKpU3, BbINMCKA 3 MEAULIMHCKON KapThl

MpoBepka AENCTBUTENBHOCTU SMEKTPOHHOW NnoAanucK MoxeT noTpeboBaTbes, KOrja Ha CTOpoHe nonyyatens He-
obxoguMMo onpeAenuTe aBTOPCTBO JOKYMEHTa, a Takke Takue aTpubyThl ero aBTopa, Kak oduuuanbHO NPUCBOEHHAs
KBanudgukaums.

Mpu npeobpasoBaHUn STUX JOKYMEHTOB B SMEKTPOHHYI0 (hopMy fobaBneHne SNeKTPOHHON NOANUCU NO3BONSET NO-
nyyarento 6e3 Tpyga onpeaenunTb aBTopcTBO JOKYMeHTa U Ty uHdopMaLmio o6 aBTope, koTopas nepegaetcsi B atpubyre
npodeccunoHanbHoi ponu hcRole. Takum 06pasoM, 3TOT cLeHapuii MOXET BbiTb AOCTAaTOYHO 3P DEKTUBHLIM.

HanpaBneHue

B MeauUMHCKUX opraHusauusx, NpeaocTaBnsaiowmx KIMHUYecKyto MHdopMaLmio ApyruM opraHusauusM, Hanpae-
neHve, BblAaHHOE MaUMEHTY CTauMoHapoM WM KIIMHWUKOM, AOIMKHO ObiTb MOAMMCAHO BPavoM UIKM 3aBEPEHO MeqaTbio
opraHusaLuu. MNpu npeobpa3oBaHnM HanpaeneHUs B ANeKTPOoHHYo opMy TpebyeTcs Takke anekTpoHHas nognuce. Ha
CTOPOHE nosy4aTtensi Heo6Xo0ANMOCTL NPOBEPKUA SMEKTPOHHOW NOAMNUCA MOXET CYLLUECTBOBATH CTOMb AOJIFO, CKOMBKO 3TO
HanpaeneHue y Hero XxpaHuTcs. Takum o6pa3oMm, 3TOT CLEeHapuili MOXeT BbITb JOCTaToO4HO 3P EKTUBHBIM.

3anpoc BbIMUCKU U3 MEAULIMHCKOM KapThl

OTOT cueHapuii onucbIBaeT nepefady nNaumeHTy BbIMUCKA U3 ero MeAULMHCKON KapThl. Mo aToMy cleHaputo Meau-
LiMHCKas opraHusaLus nepeaasT naumeHTy UHdopMaLuio, YTo TpebyeT kak obecneveHnss ee ayTEeHTUYHOCTH, TaK U ycu-
fIEHHOro CBOWCTBa HEOCMOPUMOCTU. TakuM 0bpa3om, 3TOT cLieHapuil MOXET BbITb JOCTaTOMHO 3P MEKTUBHBLIM.

Pesynbrathbl KNUHUYECKOTo UCTIbITaHUSA

Koraa pesyneraThl KNMHUYECKOTO UCTIbITAHWS CO3[aloTCsl B ATIEKTPOHHOW hopme, To 06paboTka nepcoHanbHON UH-
dopmaunmn aomxKHa OCyLECTBNATLCA B COOTBETCTBUN C IOPUAUYECKUMU TpeBOBaHNAMU, NPUHATLIMUA B AAaHHOW CTpaHe.
Tak Kak pesynsraTbl KNMMHUHECKUX UCTIBITAHUIA LOIMKHBI XPaHUTBECA AMNUTENbHBIA cpok, To ByaeT nonesHa AonroBpeMeHHas
3NEKTPOHHAA NOANUCHL, ONUCaHHas B HaCTOSALLEM CTaHfapTe.

A.1.2 3neKkTpoHHaA NOANMUCL AN XpaHEeHUs1 AOKYMEHTOB

Hanpumep, K 4Yncny AOKYMEHTOB, XpaHeHUe KOTopbIX TpebyeTcs ANOHCKMM 3aKOHOAaTernbCTBOM, OTHOCATCS:

- MeiuLMHCKNe KapTh! (BeayLLmecs Bpadamu, Hanpumep ctomarornoramm U T. 4.);

- UCTOPUKN POAOB (BeayLMecs akylluepamm);

- MHCTPYKLUMK No 3y6onpoTesnpoBaHuio (MpefHasHayYeHHble 3yOHBEIM TEXHUKaM);

- KapTbl Bbl30Ba CKOPOM NMOMOLLM (3aMnofiHAeMbIe Bpayamu Unu dgenbiliepamMmiu CKOpoid NoMOoLLK);

- AHEBHWKN yyeTa paboThl Bpaya CTOMAaToNora-opTof0HTa;

- KapTbl Ny4eBON Harpysku (BegyLumecs peHTreHonabopaHTamu);
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- peUenTbl (BbINUCEIBAaEMbIE Bpadamu);

- AHEBHUKK onepaLuii (B cTaumoHape),

- CTaTUCTUYECKME KapThl BoIGLIBLUMX U3 cTaLMoHapa.

CueHapum oL poBKM STUX JOKYMEHTOB paccMaTpuBaloTCsA cneayowmmM obpasom. B obuwem cnyyae HopMaTUBHLIE
CPOKM UX XpPaHEHWUA NpeBLILLAKT CPOKN AENCTBUS CePTUDUKATOB 3IEKTPOHHOW NOANUCH, HO BO3MOXHOCTE NPOBEPKM NOJ-
nucu gomkHa 6biTb oBecneyeHa B Te4eHWe BCero cpoka XpaHeHus. [Ans storo TpebyeTca gonroBpeMeHHas aneKTpoHHast
rnognuck, onncaHHas B HacTosLLeM cTaHAapTe.

[OoKyMeHTbI, XpaHeHue KOTOPbIX pernaMmeHTUpyeTca 3aKoHOAATEeNLCTBOM

Onsa sTWX JoKyMeHTOB fobaBneHne afeKTPOHHOW NOANUCU perflaMeHTUPYETCA 3aKOHOAaTENLCTBOM.

B sToM cnyyae ucnoneayetca crnegyiolas npoueaypa AoGaBneHns aNeKTPOHHOI noanucu:

- NPy co3gaHumn JoKyMeHTa JorbkHa 6biTe fobaBneHa anekTpoHHasA NoANMCL aBTopa;

-MpU XpaHeHUn MoANUCaHHOro [OKYMEHTa AO0MKHbI ObiTb obecnedeHbl LENOCTHOCTb W HEOCMOPUMOCTb €ro
cofepxaHus.

[OKyMeHTbI, XpaHeHUe KOTOPbIX He pernamMeHTUPYETCA 3aKOHOAATENLCTBOM

MocKonbKy STW AOKYMEHTbI XPaHSITCA He B CBA3MW ¢ TpeboBaHUAMM 3aKOHOAATeNbLCTBA, TO fJobaBneHne K HUM anek-
TPOHHOW MoAnUcKH He siBNsieTcA HeobxoAnuMbIM. OaHako Ans obecneveHns LEenocTHOCTU U HEOCMOPUMOCTHU CoaepXaHNs
peKOMEHLYETCA UCTONb30oBaTh 3NIEeKTPOHHYIO nognuce. Mpoueaypa AobaBneHnsa 3NEKTPOHHOW NOANUCHU Ta Xe, YTo U AnS
[LOKYMEHTOB, XpaHeHWe KOTOPbIX perfiaMeHTUPYeTCA 3aKOHOAATENbCTBOM.

A.1.3 dnekTpoHHas NOANUCHL APYrMX BHYTPEHHUX AOKYMEHTOB

K HUM OTHOCATCA Te BHYTPEHHUE [OKYMEHTbI, KOTOPbIe HE OTHOCATCS K YMCNY TeX, XpaHeHMe KoTopbix Tpebyetcs
D eiCTBYIOWMM 3aKkoHoAaTeNnbLCTBOM. K TakuM JOKYMEHTaM MOryT OTHOCUTLCA pesynbraThl NabopaTopHLIX TECTOB M Npo-
TOKOIMbI Ny4eBbIX UCCNEAOoBaHUA, UCMONb3yeMble TONbKO ANS BHYTPEHHUX HYXA MEAULUMHCKWX opraHu3aumid. XoTs ans
TaKuX JOKYMEHTOB MOXET OCYLLECTBNATLCA pAf NPOBEPOK, OHW He 06A3aTenbHO paccMaTpUBalOTCA Kak caMoOCTOSITENb-
Hble, MOCKOMNbKY B MEJMLIMHCKMX OpraHu3auusix CUCTeMbl BBOAA 3aKkasoB/nepeaadun pe3ynsratos SBNSIOTCH BCTPOEHHLIMU
KOMMOHEHTaMU CUCTEM BefleHUA ANEKTPOHHON MeAULMHCKOW KapTel. B 3NeKTPOHHOK NOANUCKH TaKUX [OKYMEHTOB MOXET
ObITb MCMONB30BaHO 3Ha4YeHue aTpubyTa npodeccuoHanbHoi ponu hcRole «3akas» (contracts).

A.1.4 OneKkTpoHHasA noAnUcb, OGaBNEHHAA K ANEKTPOHHBLIM KONUAM BYMaXKHbIX AOKYMEHTOB, NONy4YeHHbIX
C NOMOLLIO CKaHMPOBaHUsA

Mpu NpeobpasoBaHU MEAULIMHCKOW KapTbl B ANEKTPOHHYIO POpMY C NOMOLLBIO ckaHepa u3obpaxeHunii n nocneay-
tOLLEM YHUYTOXEHNN NCXOAHBIX ByMaXHBIX JOKYMEHTOB onepaTtop (UNW aAMUHUCTPATOP) AOMKEH NOANMCaTL NONYYEHHBIH
3reKTPOHHbIA 06pa3s, 4ToObl NPUHATL Ha ceb OTBETCTBEHHOCTL 3@ aYTEHTUHHOCTb MHAPOPMAaLMK. ONEKTPOHHbBIE MEAULNH-
CKUe KapThl AOMXKHbBI NPoBepATLCA Ha NPpeAMET BO3MOXHOI danbcudukaumm. Mpu npeobpazoBaHun ByMaxHbIX MeAULMH-
CKMX KapT B 3MEKTPOHHYI0 chopMy Heobxopuma 6oree BeICOKasi CTENeHb J0BepUs K Lienoyke aBTopu3aLun No cpaBHEHMIO
€O cry4aeM, Koraa MeAuLMHCKasa KapTa n3aHaqarnbHO Co3laeTcs B 3NEKTPOHHOI dopme.

A.1.5 3nekTpoHHasi nognUch XXypHanoB AocTyna

XypHanbl 4OCTyNa K 3neKTPOHHBIM MEAMLIMHCKUM KapTaMm cogepXat 6onblune obbeMbl AaHHbIX. Te 3anucu XypHa-
OB JOCTYN&, CPOK XPaHEHNSA KOTOPLIX NPEBLILLAET YCTAHOBMEHHOE 3HAaYEHUe, JOIMKHBI apXuBUpoBaTLeA. Bo nsbexanne
dhanbcupmKaLmn apXMBUPOBaHHLIX 3anuceil XypHanos goctyna MoxeT TpeboBaTbes, UTo6bl OHWM GbINKU NognucaHbl cu-
CTEMHBIM 84MUHUCTPATOPOM.
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Mpunoxexnue OA
(cnpaBoyHoe)

CBeZieHNs1 O COOTBETCTBMM CChINTOYHbIX MEXAYHApPOAHbIX CTaHAApPTOB
HaUMOHanNbHbLIM cTaHAapTaMm Poccuickon ®eaepaumnmn

Tabnuya OAA1

OGo3HaYeHWe CCbINIOUHOTO CTeneHb O6o03HaueHWe N HauMeHOBaHWe COOTBETCTBYIOLEro HaLUWOHaNbHOro
MeXayHapoaHoro ctTaHaapra COOTBETCTBUA cTaHpapTa

ISO 17090-1:2008 IDT FMOCT P UCO 17090-1—2009 «MHdopmaTmrsaLma sgopoebs. UHdpa-
CTPYKTYpa C OTKPbITBIM KkntodoM. YacTe 1. CTpykTypa u obuyme cae-
DeHna»

ISO 17090-3:2008 IDT FOCT P UCO 17090-3—2010 «MHdopmaTusauua sgoposba. UHdpa-
CTPYKTYpa ¢ OTKpLITHIM KntodoM. YacTb 3. YnpaBneHue nonutmkamu
UeHTpa cepTudunkaLmun»

MpumevyaHune — B HacToAwWelh Tabnuue UCNONL30BaHO crnegylolee ycnoBHoe 06o3HavYeHne cTeneHn co-
OTBETCTBUS CTaHAapTOB:
- IDT — ngeHTu4HbIe cTaHAapThI.
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