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MpeaucnoBue

1 MOArOTOBNEH deaepanbHbLIM rOCYAAPCTBEHHbIM OIOMKETHBIM yupexaeHuem «LleHTpanbHbin
Hay4yHO-UCCNeA0BaTeNbCKUMIA MHCTUTYT OpraHusauumu U uHdopmarusaummn 3gpaBooxpaHeHns MuHucTepcrea
sapaBooxpaHeHus Poccuiickon depepauuny (LULHAMOWU3 MunspgpaBa) u OO6LIECTBOM C OrpaHUMHYEHHON
OTBETCTBEHHOCTbLIO «KOpnopaTuBHbIE SMEKTPOHHbIE CUCTEMbI» HA OCHOBE COOGCTBEHHOrO MepeBoda Ha pyc-
CKUI A3bIK QHIMOSI3bIMHOW BEPCUM MEXAYHAPOAHOIO CTaHAapTa, YKa3aHHOrO B NyHKTE 4

2 BHECEH TexHu4eckuMm koMuTeTOM No craHaaptusauum TK 468 «MHdpopmaTusayma 3aoposbs» nNpu
LUHUNOW3 Munsapasa — noCTosiHHbIM npeacrasutenem ISO TC 215

3 YTBEPXKAEH W BBEAEH B IEMCTBWE lMNpukasom denepansHOro areHTCTea no TEXHUYECKOMY pe-
ryNnupoBaHuio n metponorumn ot 29 aekabpsa 2016 r. Ne 2103-ct

4 Hacroawmi cTaHaapT naeHTUYeH MexayHapoaHomy craHaapty MCO 17090-2:2015 «Mudopmarusa-
umMa 340poBbA. MHpacTPykTypa € OTKPbITbIM KNio4oMm. YacTb 2. MNpodunb ceptudukara» (ISO 17090-2:2015
«Health informatics — Public key infrastructure — Part 2: Certificate profile», IDT).

Mpu NpUMEHEHNUM HACTOALLEro CTaHAapTa PEKOMEHAYETCSH UCMONb30BaTh BMECTO CCbINIOYHLIX MEXAyHa-
POAHBLIX CTaHAAPTOB COOTBETCTBYIOLLME UM HALMOHaNbHbLIE U MEXIOCYAAPCTBEHHbIE CTaHAAPTbI, CBEAEHUSI O
KOTOPbIX NPUBEAEHLI B AONONMHUTENBHOM NpUnoxxeHun A

5 BBAMEH IoOCT P UCO 17090-2—2010

lMpasuna npumeHeHuUs Hacmosawe20 cmandapma ycmaHoeseHbl 8 cmambe 26 ®edeparnbHo20 3aKoHa
om 29 uoHs 2015 2. Ne 162-03 «O cmanldapmu3auuu 8 Pocculickoli ®edepayuuy». WHgopmayus o6 usme-
HeHUsIX K HacmosuweMy cmaH0apmy nybnukyemcs 8 exe200HOM (1o cocmosiHulo Ha 1 sHeaps mekyweao
200a) UHhopMayLoHHOM yKasamene «HayuoHanbHbie cmarndapmel», a oguluanbHbill mexem u3MmeHeHull
U 1101pasoK — 8 eXeMeCAYHOM UHOPMaUUOHHOM ykasamere «HayuoHanbHble cmaHdapmbi». B criydae
nepecmompa (3amMeHbi) Unu OMMeHbl Hacmosweeo cmaHdapma coomeemcemeyiowee yeedomneHue bydem
0ny6ruKo8aHO 8 EXEeMeCAYHOM UHGPOPMaUUOHHOM ykazamene «HayuoHansHbie cmaHlapmbi». Coomeem-
cmeyiowasi uHhopmayusi, yeeOoMIIeHUE U MEeKCMbl pasMewiaromes makxke 8 uHgopMayuoHHoU cucmeme
o0bwee20 nonb3oeaHus — Ha ochuyuanbHomM calime ®edepanbHo20 azeHmemea rno MexXHUYECKOMy peaynupo-
8aHUI0 U Mempoiioeuu 8 cemu YIHmepHem (www.gost.ru)

© CraHngaptuHgopm, 2017

Hacroawmin cTtaHaapT He MOXET ObiTb MOMHOCTLIO UM YACTMMHO BOCMPOU3BEAEH, TUPAXUPOBAH W pac-
NPOCTPaHEeH B Ka4ecTBe ouumManbHoro usgaqus 6es paspelieHns denepanbHOro areHTCTBa No TEXHUYECKO-
MY PETyNMPOBAHWIO U METPOOTUN
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BBeaeHune

Mepen cucTemMoii 34 paBoOOXPaAHEHNUS CTOUT Npobnema CoKpalLeHUsi PacX0A0B C MOMOLLBIO Nepexoaa ot
BOYMa)KHOTO JOKYMEHTMPOBaHNA NPOLIECCOB K 3MEKTPOHHOMY. B HOBbIX MOAENSX OKa3aHWUs MEAMLIMHCKON NOMOLL
0cob0 noagvepknBaeTcs HeobxoANMMOCTb COBMECTHOIO MCNOMb30BaHUS CBEAEHUI O NAaLMEHTE PaCLLMPAIOLLMMCSA
KPYroM MEeAULIMHCKMUX CNEeLManuCToB, BbIXOAALLErO 3@ paMKn TPaAULMOHHBIX OPraHU3auMOHHbIX BapbepoB.

MepcoHanbHas MeguuuHekasa uHdopmaLus 06bIYHO NepefaeTCcs C NOMOLLBIO SNEKTPOHHON NOYTLI, yaa-
NeHHOro agoctyna k 6a3e gaHHbIX, 9NEKTPOHHOro 0OMeHa AaHHbIMU U APYrux npunoxeHuin. Cpega MHtepHeT
NpeaoCTaBnseT BbICOKOA(hAEKTUBHBIE U AOCTYMHbIE CpeacTBa 0OMeHa nHpopmauuen, 0aHako oHa He BesonacHa
U MpK €e UCnonb30BaHMKM HEOOXOAUMO NPUHUMATL JONOSNHUTENBHBIE MEPbl 00eCneYeHns KOHPUAEHUMaNbHO-
CTU N HENPUKOCHOBEHHOCTU NIMYHOM XXMU3HU. YCUNUBAIOTCA Takue yrpo3bl 6€30nacHOCTU, Kak criydanHbli unm
npegHamepeHHbIN HECAHKLMOHWPOBAHHBIN AOCTYN K MEAULMHCKON MH(pOpMaLMK, M cucTeme 34paBoOOXpPaHeEHUA
HEeOOX0AMMO UMETb HAZIEXHbIE CPEACTBA 3aLUUTbl, MUHUMU3UPYIOLLUE PUCK HECAHKLIMOHUPOBAHHOTO AOCTYNA.

Kakum >xe o6pa3om cuctema 3apaBoOOXpaHEHUsT MOXET 06ecnevnTb COOTBETCTBYHIOLLYIO 9hEKTUBHYIO
N B TO Xe BPEMS SKOHOMUYHYIO 3alUMTy nepeaadn AaHHbIX Yepes ceTb MIHTepHeT? PelueHune aT1oin npobnembl
MOXET ObITb 06€CNEYEHO C NOMOLLbIO TEXHOMNOrUKU LUMPOBLIX CepPTUPUKATOB U MHAPACTPYKTYPbI OTKPLITHIX
kntoyen (MOK).

Ons npaBunbHOrO NPUMEHEHUs LUUdPOBLIX cepTudukaToB TpebyeTca COYEeTaHME TEXHONMOTMYECKUX,
METOAMYECKNX U aAMWHUCTPATUBHLIX NPOLECCoB, 0becneunBaloLLmMX 3aLUmMTy nepeaadn KoHpUaeHUmanbHbIxX
[JaHHbIX B HE3ALUWLLEHHON cpeae C MOMOLLBIO «LUMPPOBAHUSA C OTKPLITLIM KITIOYOM» U NOATBEPXAEHUE UAEH-
TUYHOCTU NULLA UM 00BLEKTa C MOMOLLBIO «cepTudmkaToBy. B cdhepe 3apaBoOXpaHEeHMs B 9TO COMETaHUE BXO-
AOAT cpeacTsa ayTeHTUdUKaLUK, LULMAPPOBAHUSA U SMEKTPOHHOW NOAMUCH, NPeAHa3Ha4YeHHbIe AN BbINONHEHUS
aAMUHUCTPATUBHBLIX U KIMHUYECKUX TPeBOBaHMI KOHDUAEHUMANbHOCTU AOCTYNA U Nepeaavn MeauuuHCKux
[OKYMEHTOB UHAMBUAYANbLHOTO ydeta. MHorme u3 atux TpeboBaHuii MOryT ObITb YAOBMETBOPEHbI C MOMOLLLIO
cnyX®0, NCNOnb3yILLMX NPUMEHEHUE LUMAPOBbIX CEPTUDUKATOB (BKIOYAs LUMdPOBAHWE, LIENOCTHOCTL UHAOP-
MaLuK U 3NEKTPOHHbIE noanucu). Ocobo apheKTUBHO NCNONb30BaHNE LMAPOBLIX CEPTUADUKATOB B pamKax
odhuumanbHOro craHgapra 3awuTbl uHdopmayuu. MHorme opraHm3aumm BO BCEM MUPE Ha4anu UCnonb30Barb
UndpoBble cepTudumkarbl Nogo6HbIM 06pa3om.

Ecnuv oO6meH nHdopMaumeii JOMKEH OCYLLECTBASATLCA MEXAY MEAVLMHCKUM NPUKNAAHbIM NPOrPaMMHbIM
obecneyeHnem pasHbIX OpraHm3auuii, B TOM YUCNeE OTHOCSLUMXCA K Pa3HbIM BEAOMCTBAM (Hanpumep, Mexay
MHMOPMALIMOHHBIMU CUCTEMaMU DOMNbHULIbI U NOMUKIMHUKKA, OKa3biBAKOLUMX MEAULIMHCKYIO NOMOLLb O4HOMY
W TOMY € NauueHTy), TO MHTeponepabenbHOCTb TEXHONOTUIA LUMAPOBLIX CEPTUMDUKATOB U COMYTCTBYIOLLIMX
MONMTUK, PEFMAMEHTOB W NPAKTUYECKNX MPUEMOB NPUOOPETAET NPUHLMUNUATIBHOE 3HAYEHMUE.

Insa o6ecneveHns nHTeponepabenbHOCTM Pa3NUYHbLIX CUCTEM, UCTOMNb3YIOLLMX LUAPOBLIE CEPTUDUKATDI,
HEeoBXoAMMO C034aTh CUCTEMY AOBEPUTENbHBIX OTHOLUEHWUN, C MOMOLLbIO KOTOPOW CTOPOHbI, OTBETCTBEHHLIE
3a obecnevyeHne npae NUYHOCTM HA 3aLUMTY NepcoHanbHON UHAOPMaUUU, MOTYT NMOnaraTtbCsl Ha MOJNIUTUKM
W NpakTU4yeckne npuemsl 1, B AONONHEHNE, HA AEWCTBUTENbHOCTb SNEKTPOHHBLIX CEPTUMUKATOB, BblAAHHLIX
APYrMMU YNONHOMOYEHHbIMU OpraHn3auusamu.

Bo mMHOrux crpaHax cucrema LudpoBbIX CepTUgUKaTOB UCNONL3YETCA ANst obecneyeHmsa 6e3onacHoro
obmeHa nHdopmayuen B npeaenax HauuoHanbHbix rpaduy,. Ecnu paspaboTtka ctaHaapToB TaKkKe OrpaHUyeHa
3TUMK Npeaenamu, To 9T0 NPUBOAUT K HECOBMECTUMOCTM NOSNIUTUK U PErMAMEHTOB YAOCTOBE PAOLLMX LEHTPOB
(YL) v ueHtpoB peructpauyun (LIP) pasHbix CTpaH.

TexHonorns undpoBbIX CEPTUCUKATOB aKTUBHO Pa3BUBAETCA B pamKax onpeaeneHHbiX HanpaBneHui, He
cneuuduYHbIX ANS 34paBoOXpaHeHns. HenpepbiBHO NPOBOANUTCH BaxkHelLwaa paboTa no ctaHaapTusauum u,
B HEKOTOPbLIX Cry4asx, no npaBoBomy obecneveHunio. C Apyron CTOPOHbI, NOCTABLUMKA MEAULIMHCKUX YCITYT BO
MHOIMX CTpaHax y>ke UCNoSb3YOT UK NNaHMPYIOT MCNONb30BaTh LMpoBbie cepTudukatol. HacToAwmin ctan-
JapT Npu3BaH yA0BNETBOPUTb NOTPEOHOCTL B yNPaBNEHUM AAaHHBIM UHTEHCUBHBIM MEXAYHAPOAHbLIM MPOLIECCOM.

Hacroawmin ctanaapt coaep>uTt obLumMe TeEXHUYECKUe, 3KCMIyaTauMoHHbIE U MeToanYeckue Tpeboa-
HUA, KOTOPbIE AOMKHbI ObITb YAOBNETBOPEHBI ANA 06ecnedYeHns ncnons3oBaHns LMdpoBbIx cepTuduUkaTos B
Lensax obMeHa MeaMLMHCKOW MHpopmaLmer B npeaenax 04Horo JoMeHa, Mexay AOMeHaMu U 3a npegenamu
rpaHuL, 0aHON pucamkumMn. Ero Lenbto siBNsieTca co3gaHme 0CHOB rmobanbHoi nHTeponepabenbHOCTU. Ha-
CTOSALLMI CTAHAAPT U3HAYANBHO NPEAHA3HAYEH AN NOAAEPKKM TPAHCTPAHUYHOTO 0OMEHAa AaHHbIMU HA OCHOBE
UM POBbLIX CEPTUPUKATOB, OAHAKO OH TAKKE MOXET CMY>UTb PYKOBOACTBOM MO LUMPOKOMY UCMOSb30BaHUIO
LMPOBbIX CEPTUMDUKATOB B 3APABOOXPAHEHUN HA HALIMOHATBHOM UMK PErMoHanbHOM YPOBHAX. IHTEpHET BCe
LUMpe UCMOSb3YeTCsl Kak CPefCTBO nepeaadn MeaULMHCKUX aHHbIX MeXAy OpraHn3auusiMu 3apaBooXpaHeHus
U SABNSIETCA €4WHCTBEHHBIM PeanbHbIM BaPUAHTOM AN TPAHCTPAHWYHOTO 0OMeHa AaHHbLIMU B 9TOW cdepe.

v
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Cepusa ctangaptos MCO 17090 fomkHa paccMaTpuBaTbCA Kak e4UHOE Lienoe, NOCKONbKY Kaxkaas u3 Tpex
ee yacTel BHOCUT CBOW BKNaj B ONpeaeneHne Toro, kak uudpoBble cepTuduKkaTbl MOryT UCNOMNb30BaThLCA ANA
obecneyeHns cepeUCcOB HE30MacHOCTU B CUCTEME 34 PAaBOOXPAHEHNS, BKITIOYAst ayTeHTUdUKaLmio, KoHpuaeH-
LManbHOCTb, LIENOCTHOCTb AaHHbLIX U TEXHUYECKUE BO3MOXHOCTU NOAAEPXKKM Ka4eCTBa 3MeKTPOHHOW NOANUCH.

MNCO 17090-1 onpeaenser OCHOBHbIE MPUHLUMMLI NPUMEHEHNSA LMAIPOBLIX CEPTUMKATOB B cdhepe 34pa-
BOOXPaHEHUSA 1 OnpeaensieT CTPYKTypy TpeboBaHuii K uHTEponepabenbHOCTU, HEOOXOAUMBIX AT CO3AaHUS CU-
CTeMbl 3aLUMLLEHHOrO 0OMEeHa MeANLUHCKON MHA)OpMaLIMEN HA OCHOBE NPUMEHEHUS LMAPOBbIX CEPTUAUKATOB.

MNCO 17090-2 onpepenseT cneunnyHble Ansg cdepbl 34paBooXpaHeHUA NPOMUIIN ANEKTPOHHbLIX CEPTU-
domkaToB, OCHOBaHHbIX Ha MexxayHapoaHoM ctangapte X.509 u ero npodmne, onpeaeneHHom B cneludukayum
IETF/RFC 5280 ans pasHbIX TUNOB cepTUdNKATOB.

MCO 17090-3 umeeT OTHOLLEHME K NpobneMam ynpasrneHusl, CB3aHHbIM C BHEAPEHUEM W AKCTyaTaumen
LM PpOoBbIX cCepTUUKATOB B chepe 3apaBooxpaHeHns. B HeM onpeaeneHbl CTPYKTypa NOAUTUK CEPTUMUKATOB
1 MUHMMAanbHble TpeBOBaHUA K HUM, a Takke CTPYKTypa CONyTCTBYIOLLMX OTYETOB MO NPAaKTU4ECKOMY NpUmMe-
HeHuto ceptudpmukaummn. UCO/TC 17090-3 ocHoBaH Ha MHGOpPMaUUOHHBLIX pekomeHaaumsx IETF/RFC 3647
«Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework» (0CHOBbI
NOMUTUK CEPTUPUKATOB U OTYETOB NO NPAKTUYECKOMY NMPUMEHEHUIO CEPTUdMKALMM B MHAPACTPYKTYpEe OT-
KPbITbIX KNIOYEN, COOTBETCTBYIOLWEN cTaHaapTy X.509 u ncnone3aytowen MHTEpHET) n onpeaensaeT npuHUMbI
nonnTUK 6€30NacHOCTU MeaMLMHCKOW MHAOPMaLUK Npu ee TpaHCrpaHUYHOW nepeaadye. B Helt Takke onpe-
AeneH MUHUMarnbHO HeOOX0AMMbIN YPOBEHb BE30NACHOCTU MPUMEHUTENBHO K acnekTam, cneumduyHbIM Ans
chepbl 3apaBOOXPAHEHUS.
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HALUMWOHANbHBIU CTAHOAPT POCCUMUCKOW ®EAEPALUMN

UudopmaTusaumua 3nopoBba
UHOPACTPYKTYPA C OTKPbITbIM KNNIOYOM
YacTtb 2
Mpodunb cepTucpukara

Health informatics. Public key infrastructure. Part 2. Certificate profile

Nata BBeaeHns — 2018—01—01

1 ObnacTb NPpUMEHeHus

Hacrosimii ctanaaprt onpeaensiet OCHOBHbIE Npocunu ceptudukaros, Tpebyembie ana o6meHa meau-
LMHCKOI MHdOpMaLUmen BHYTPU OAHON OpraHn3auum, Mexay OpraHu3auusiMm 1 npy TpaHCrpaHMYHOM oOMeHe.
OH onucbIBaEeT AeTanu npuMeHeHus uudposbix cepTudUKaToB B OTPACHU 33paBooXpaHeHus u HoKycupyeTcs,
B YAaCTHOCTM, Ha 0COOEHHOCTAX Npodunein cepTucukaTos, cneluUYHbIX 4551 30PaBOOXPAHEHUS.

2 HopmaTuBHbIE CCbINIKU

B HacTosLLem cTaHAapTe UCNONb30BaHbI HOPMATUBHLIE CCISIKU HA CrieayoLLMe CTaHAapTbI:

ISO 17090-1, Health informatics — Public key infrastructure — Part 1: Overview of digital certificate services
(Nndhopmatusauua 3gopoBbs. UHDpaCTpyKTypa € OTKPLITLIM KINIoYOM. YacTk 1. CTpykTypa v obLuue cBeaeHus)

ISO 17090-3, Health informatics — Public key infrastructure — Part 3: Policy management of certifica-
tion authority (MHcbopmaTusaums 3gopoBbs. UHpacTpykTypa ¢ OTKPLITLIM KNtoyoM. Yacte 3. YnpaeneHue
NoNUTUKaMKU YAOCTOBEPAIOLLETO LIEHTPA)

IETF/RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) [UHTepHer. Mpodune ceptudpukara X.509 MHGPPaCTPyKTYpbl OTKPLITLIX KMIOYEN U CNMCKA OTO3BAHHbIX
ceptudmkatos (CRL)]

3 TepmuHbI M onpeaeneHus
B Hactosiem craHgapTe npumeHeHsl TepMuHbl no UCO 17090-1.

4 CokpaueHust

B HacTosAiLieM cTaHAapTe NPUMEHEHbBI CrieayloLLIMe COKPaLLEHUA:

LA — ueHTp npucsoeHus atpubytos (AA — attribute authority);

CA — ceprudpmkar atpubyra (AC — attribute certificate);

YU — yaocrosepsiowmii ueHTp (CA — certification authority);

NMNC — nonutuka ceptucukaummn (CP — certificate policy);

OrC — oryer o npakTuke ceptucukaumn (CPS — certification practice statement);
COC — cnucok oTo3saHHbIX cepTtudpukaros (CRL — certificate revocation list);
COK — ceptudpmukat oTkpbiToro kmoyva (PKC — public key certificate);

NOK — nHdpacTpykTypa oTKpbIThIX kntoven (PKI — public key infrastructure);
LUP  — uentp peructpauuu (RA — registration authority);

OTC — poepeHHas TpeTbsa cropoHa (TTP — trusted third party).

N3naHue ocpuumnansHoe
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5 Monutukn ceprucdmkauum B 3apaBooxXpaHeHUn
51 Tunbl cepTudukKaToB, HEOGXOAUMbBIX ANA 34PaBOOXPaAHEHUA

Ceptudumkarbl MAEHTUYHOCTU AOMXHbI BblAABATLCA:

- husnyeckum nuuam (keanuuUUpPoBaHHbLIM MeAULUMHCKMM paBOTHMKaM, BCMOMOraTeNbHbIM MEAu-
LMHCKUM paboTHMKaM, cybcuanpyembimM NOCTaBLUMKAM MEAULMHCKMX YCNYr, paboTHUKaM noaaepuBaloLLmx
opraHusauui, a Takke nayueHTam/noTpebuTensaM MeauLUMHCKON NOMOLLY);

- opraHusaumsaM (opraHusauuam 3apaBooXpaHeHna U NOAAEPXUBAIOLLIUM OpraHM3aLuam);

- YCTpOWCTBaM,;

- NPUNOXEHUAM.

Ponu cusnyeckux nuy u opraHusaumin 4omkHbl GbiTb 3anucaHbl MMBO B camoM cepTudmkare UaeH-
TUYHOCTHK (B pacLUMpeHun ceptudumkara) nnm B accoummpoaHHom CA. PasnuuHble Tunesl ceptudukara u nx
B3aMMOOTHOLLEHMSA MOKa3aHbl HA PUCHKe 1.

5.2 CeptudukaTtbl yaoCcTOBEPAIOLWEro LeHTPpa

5.2.1 CeptudukaTtbl KOPHEBLIX YAOCTOBEPAIOUNX LIEHTPOB

CepTudukarbl KOPHEBbLIX Y40CTOBEPAIOLLMNX LEHTPOB UCNOMbL3YIOTCS, €Cnu yAoCcToBepaowWwmn ueHTp (YL)
cam aBnsetca cyobekTom ceptudukara. OHM CamMONOANMCaHbI U NPUMEHSIIOTCA ANA Bbinycka ceptudukaTos

JOBEPAOLLMM UM CTOPOHAaM, BKIOYasa nogvnHeHHble YL Mone 0CHOBHbLIX OrpaHuyeHuii coaepxmT Npu3Hak,
yTO cybbekToMm ceptudpukara siensercs YL,

5.2.2 Ceptudmkatbl noguuHeHHbIX YL

Ceptudukatbl nogymHeHHbIX YL, Bbinyckatorca ana YL, kotopble ceptuuumpyotTca Apyrum Bbille-
croswmM YL, HageneHHbIM NpaBoM BbiNyCKaTb cepTudukaTel Unu Ansa Apyrux noAYMHeHHbIX YL, nnu ans
00beKTOB.

WHdpacTpykTypa OTKpbIThIX Kriovein

CepTuukarsl OTKpLITOro Knioya Cepridmkamsl nopuuteHHbX YL

Kpocc-cepmmdukartsl
l——  (cepTudmkaTHl
nocpeaHuueckux YLI)

Ceprucpukatsl kopHesbix Y1| KBanuduLMpOBaHHOIO MEMLIMHCKOTO paGoTHMKa

(aTTecTaLMOHHLIA cepTuduUKar)

CepTHIHMKATE! KOHEMHBIX BCNOMOIETENEHOMD MEAVLIMHCKOTO paboTHuka
06beKToB [ (aTTecTauvoHHbIii cepTudmkar)
TVaHBI Cy6cuavpyemoro NoCTaBLMKa MEAULIMHCKUX YCITyT

(aTTecTaumMoHHLIA cepTudmKar)

PaGoTHuka noaaepXvBaioLLeil opraHmsaumn

Opranmaaum (aTTecTaumoHHbIA cepTudMKar)

Yerpoiictea MNauveHTa/noTpeGUTENA MEAMLMHCKOMA NOMOLLM
(aTTecTaLMoHHLIA cepTudMKar)

Mpunoxexna

Ceprudukare: atpubyra

PucyHok 1 — Tunel cepTudUKaToB, NCNOML3YEMbIX B 34paBOOXpPaHEHUM
5.3 Kpocc-ceptudukarbl (ceptudukarbl nocpeagHuyeckux YL|)

B cpeae UHTepHeT He NnpuxoauTca paccynTbiBaTh Ha Hanuuue YL, BepxHero ypoBHS, KOTOpOMyY OyayT
[OBEpATL OpraHu3auum 3apaBoOXpPaHeHns, €CNnM OHU NOAYMHEHDbI PasHbIM BEAOMCTBAM UMW OOIMKHbI yya-
CTBOBaTb B TpaHCTpaHU4YHOM oBMeHe uHdopmauueri. BmecTo aToro B cucTeMe 34paBOOXPaHEHUS AOMKHbI
€03aBaTbCs OTAEeNbHbIE «OCTPOBKW JOBEPUS», KaXAbIA CO CBOMM KOPHEBbIM YL|, obcnyxusatowmm rpynny
YUPEXIEHNI 31 paBoOXpaHeHns, 06pa3oBaHHyIO NO NPU3HAaKy cneumanuaauum, BE4OMCTBEHHON NOAYUHEHHOCTH,
unm reorpadmyeckoro pacnonoXeHus. Kaxabli KOpHEBON YL kaxxaoro «0CTpoBKa AOBEPUS» AOIMKEH BblAaTh
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Kpocc-cepTudukart gpyromy kopHesomy YL. B Takon cutyauyum rpynna YLL MoxeT cornacoBatb MUHUMAasbHbINA
Habop CTaHAAaPTOB, BKIOYAEMbIN B UX MOJNIUTUKM U COOTBETCTBYHOLLIME OTHETLI O NpakTuke ceptudukayum. Kak
TONbKO 3TO CAEMAaHO, AOBEPAIOLLIASA CTOPOHA MOXET NPUHATL cepTudmkar oT YL, Haxoaswerocs 3a npegenamu
ee JOMeHa. 3TOT N0AX0A MOXET ObITb 0COOEHHO NONe3eH PernoHarnbHbLIM OpraHaM ynpasneHus 3apaBooxpa-
HEHWEM AN OPraHM3auun MEXTePPUTOPUanbLHOro 0OMeHa HdopMaLuen.

Ons B3aMMHOW cepTUdMKaummn pasnuyHbix 4omeHoB YL ncnonb3yercst 0CoObli TN CEPTUAUKATOB —
Kpocc-cepTudukatbl (ceptudumkarbl nocpegHudeckux YL). C nx nomoupto obecneunsaercs macwrtabHoe
pasBepTbiBaHWE MPUINOXEHUIN OTKPLITbIX KNIOYEN, HAaNpPMMep 3alLmMLLIeHHAsA SMeKTPOHHAs novTa u Apyrue npu-
noxeHus, Tpebyemble AN CUCTEMbI 34PABOOXPAHEHNS.

5.4 CepTtudukarbl KOHEYHbIX OOHEKTOB

CepTudmnKaTbl KOHEYHbIX OGBLEKTOB BbIAAKOTCA TakUM 0GbEKTaM, Kak nuua, opraHusaluu, NpUIoXKeHNUs
unn yctponctea. OHM Ha3LIBAKOTCS CePTUMUKATAMKU KOHEUYHBIX 0OLEKTOB, MOCKOMbKY OHU HE MCMOSb3YIoTCS
ANs BblAAuYM CepTUCUKATOB APYTUM OGbEKTaM.

5.4.1 CepTudukaTbl MAEGHTUYHOCTU NNLL

CepTtudukatbl MAEHTUMHOCTU NUL, OTHOCATCA K NOATUNY CEPTUUKATOB KOHEYHBIX OOBLEKTOB U NpeaHa-
3HayeHbl ANA Bbl4avyy OTAEMNbHbLIM NUUAM B Lenax ayTeHTudukauyuu. Cneayome natTb TUNOB AENCTBYIOLLMX
nuy B 31paBOOXPaHEHUN PacCMaTpuBaIOTCA Kak OTAEeNbHbIE Nuua:

a) kBanuuumpoBaHHbIe MEAULMHCKME PABOTHUKK:

- Kaxkabli Bnajenew Takoro ceprudukara aBnsaeTca MeAULIMHCKUM pabOTHUKOM, KOTOPOMY AN BbINOS-
HeHus nNpodeccuoHanbHbIX 00513aHHOCTEN HEOBX0AUM CepTUUKAT UMK NUMLUEH3NUA OT OpraHa rocyfapcTBeH-
Horo ynpasneHus (cm. MCO 17090-1, nogpasaen 5.1), aTu ceptupukatbl MOryT UMETb TUM aTTECTALMOHHOIO
ceptucpukara (cm. UCO 17090-1, nogpasgen 8.2 u nogpasaen 7.3 HacTOsLLEro craHgapra);

b) BcnomorarenbHble MeaAUUMHCKME PabOTHUKMK:

- Kaablii BMagenew Takoro ceptudmkara ABnaeTcs MEAULIMHCKMM pabOTHUKOM, KOTOPOMY AMS BbIMOMHE-
HUA NPoecCcuoHanbHbIX 00A3aHHOCTEN He TpebyeTcs cepTudunkaT unm NMLUEH3NS OT OpraHa rocy4apCTBEHHOrO
ynpasneHusi (cm. MCO 17090-1:2008, noagpasgen 5.1), atu ceptudmkarbl MOryT UMETb TUN aTTECTALUOHHOIO
ceprudgukara;

C) cybcuampyemMblii NOCTaBLUMK MEAMLMHCKUX YCIYT:

- Kakablii Bnagenew, Takoro ceptudpukara siBrsieTcs nuuoMm, BbIMOSHAOLMM OnpeaerneHHble 0653aHHOCTH
B CUCTEME 3paBOOXPaHEHUs NO cybGcuann opuLmanbHOM OpraHn3auum 3apaBoOXpaHEHNs UM YacTHONPak-
TUKYIOLLEro Bpaya. OTu cepTudukatbl MOryT UMEThL TUM aTTECTALMOHHOIO cepTudukara;

d) paboTHMK NoaAep>KMBAIOLLEN OPraHM3aLmnu:

- Kaxabli BNagenew Takoro ceptudukarta asnsetca paboTHUKOM opraHu3auum 3apaBoOXpPaHeEHNs Unm
nogaepXusatowien opraHusaumn. 3t ceptudmnKaTbl MOTyT UMETb TUM aTTECTaLUMOHHOIO cepTudukara;

€) naumeHT/noTpedutens MeaMUUHCKOW NOMOLLU:

- Kaabli BRnagenew Takoro ceprudukara aBnSEeTCA NULUOM, KOTOPOE Ha OnpeAeneHHOM atane nubo
nony4yano, nmbo nony4aeT ycnyrum kBanuuumMpoBaHHOTO UM BCMOMOraTenbHOro MeAULMHCKOrO paboTHUKA.
3Tn ceptudmkatbl MOryT UMETL TUN aTTECTALMOHHOTO cepTudumkara.

5.4.2 CepTudukat UAeHTUYHOCTU OpraHusaLmm

OpraHu3sauus, cBsi3aHHas C CUCTEMON 3 paBOOXPaHEHUs, MOXKET BMafeTb CEPTUGMUKATOM B LIENAX AEH-
Tudmkaumm unu Ans wiupoBaHus JaHHbiX. B HacToAWwem cTaHaapTe NpeayCMOTPEHO yKa3aHne ee HauMeHo-
BaHuA B none ceptudmkara B coorsetcrann ¢ IETF/RFC 3647.

5.4.3 CeptucdmkaT MOEHTUYHOCTU YCTPOMCTBA

MuauBuayanoHas maeHTudukauma n ayteHTudukaumus MoxeT TpeboBaTbCs TakMM YCTPOMCTBaM, Kak
cepBep Unu MeauUMHCKUn Npubop, HanpuMep YCTPOMCTBO Ny4eBOM ANArHOCTUKM, MOHMTOP YKU3HEHHO BaXKHbIX
nokasartenen unu npoTesnpyloLLee yCTponcTeo.

5.4.4 CepTtudukat npunoxeHus

NHausmayansHas naeHTumkaumusa u ayteHTudukaums MoryT GbiTb HE0BX0AMMbI TAKOMY MPUIIOKEHN!IO,
KaK aBTOMAaTU3MPOBAHHAA MHPOPMALMOHHAA CUCTEMA, HAMPUMED, CUCTEMA YHETA KOBUYHOTO (POHAA U BUKE-
HUSI MALWUEHTOB.

XOTS HACTOALLWI CTaHAAPT NOCBSALLEH B OCHOBHOM MPUMEHEHWNIO CEPTUUKATOB NOCTABLUMKOB MEAULIUH-
CKOM NOMOLLM, HE0BX0AUMO OTMETUTb, YTO NaLUEHTaM/MOTPEBUTENAM MEAULIMHCKUX YCIYT A5 KOHTPONS CBOETO
30POBbS BCE YaLLE HeOOX0AUMBI AaHHbIE, ANS 3aLLNTLI KOTOPLIX MOTYT NPUMEHSTLCS LIMCDPOBbLIE CEPTUDMKATDI.
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54.5 CA

CA npeacrasnsier cobon cepTUULMPOBAHHYIO UMK 3aBEPEHHYIO LiMPOBON NOANUCHLIO COBOKYNHOCTb
arpubyTtos. CTpykTypa CA noxoxa Ha cTpykTypy COK; 0CHOBHOE OoTnn4yue B TOM, 4T0 CA HE COAEPXUT OTKPbI-
Tl Koy, CA MOXeT coaepxatb atpubyThl, cneLmuuMpytoLme YneHcTBO B rpynne, Kareropmio Aonycka K
MHOpMaLUK U Apyrue CBeleHUA 0 BnajerbLe ceptudukara, KoTopble MOryT ObITb MCMNONb30BaHbI AN KOH-
Tpons gocryna. Ctpykrypa CA aomkHa cooTBeTcTBoBath cneundukauumn IETF/RFC 3281 «An Intemet Attribute
Certificate Profile for Authorization» (npocunb ceprucukara atpubyta aona asropusauum B cetn IHTEpHET).

B cucreme 3gpaBooxpaHeHnss CA MOIMyT BbINMOMHATL CYLLUECTBEHHYIO POfib HOCUTENS CBEAEHMIA 00 aBTo-
pusauuu. Ceeagenus o6 aBTopusaummn OTNMYAIOTCA OT MHGopMauuu 0 ponu paboTHMUKA B CUCTEME 3[1PABOOX-
paHeHUs UNK OT NULEH3MNIA, KOTOPasA MOXET ObITh NepeaaHa B ceptudukare OTKpLITOro kniova. Hanuwuue ponu
UNU NULIEH3UW BAUSIET HA aBTOPM3aLmIo, HO camo Mo cebe He 06sa3aTenbHO MAEHTUYHO aBTopu3auun. Baxmo
OTMETUTb, YTO AeTanbHas cneuudukaumsa AC eLle He ycTosnach u GyaeT yTOUHATLCS N0 Mepe Gonee LLuMpoKoro
npUMeHeHUs paspaboTymkammn MHPOPMALIMOHHBIX CUCTEM.

Cunrtakcuc CA onucaH B cneundukauun IETF/RFC 3281 «An Internet Attribute Certificate Profile for
Authorization».

KomMnoHeHTbl CA UCnonb3ylotca cneayowmmMm oopasom.

Pa3sHble Bepcun CA oTnNuyaloTcs Nno Homepy sepcumn version. Ecnu B CA npucyTCTBYET NOMe CBEPTKU
objectDigestinfo unu ecnu none baseCertificatelD naentucpuumpyer usgarena ceptucukara, To Homep
BEpPCUU version J0omkeH ObiTb V2.

Morne owner 3agaeT UAEHTUYHOCTL Briagensua CA. O6a3aTenbHO A0MKHBI ObITb yKa3aHbl HAMMEHOBAHNE
usgarensi U CepuiiHblini Homep KOHKpeTHoro COK. MoxeT GbITb yka3aHO OHO UIN HECKONbLKO 0OLLUX HAMMEHOBA-
HUI, a ykazaHue cBepTku obbekTa 3anpelleHo. Mcnonb3oBaHue obmux HaumeHoBaHui GeneralName camux no
cebe B kauecTBe uaeHTUMKaLMK BNaaenbLa NPEeACTaBNSET TOT PUCK, YTO OHU MOTYT He 00ecneunTb JOCTAaTOuHO
TOYHOW NPUBA3KA HAMMEHOBAHMWA K OTKPbITOMY K04y, YTO 3aTPYAHUT npuMeHeHue CA ana ayTeHTuduKauum
MaeHTUYHOCTM Briagenbua. Kpome Toro, Hekotopble hopMbl 00LMx HaumeHoBaHui GeneralName (Hanpumep,
IPAddress) He rogaTca Ana UMeHoBaHua snagensua CA, KOTOPOro Ckopee MOXXHO OTHECTM K POSIN, HeXeEnu K
KOHKpETHOMY 00bekTy. Heo6x0auMO OrpaHMuMTbLCH NPUMEHEHMEM Takux popm OBLLEro HaMMEHOBAHUSA, Kak
oTnnYMTENbLHBIE UMEHA, agpeca, cooTBeTcTBylolme cneundukauum ETF/RFC 822 (anektpoHHas no4ta), u
(ans umeH ponei) o6bEKTHbIE MAEHTUKKATOPDI.

MNone issuer cogep>xxuTt naeHtTudukaumio YL, soinycruswiero ceprudukar. HaumeHosaHue usgarens u
cepuiiHblii Homep COK gomkHbI 6bITb yKa3aHbl 06s3aTenbHo. O6LMe HAaMMEHOBaHUA YKa3biBaTb HE 00S3aTENbHO.

Mone signature naeHTOUUMPYET KPUNTOrpacpMYeCcKuin anroputm, CNoNb3yembint Ans uMdpoBor noa-
nucu CA.

Mone serialNumber conepXuT CepuiiHbIi HOMEP, YHUKanNbHO uaeHTudpuumpytowmini CA cpeam Bcex
CepTMUKATOB, BbIMYLUEHHbIX €r0 U3garenem.

Mone attrCertValidityPeriod 3agaet cpok gencraua CA, npeacraBneHHbli B hopMaTe reHepanu3oBaH-
Horo BpeMmeHun GeneralizedTime.

Mone attributes coagepxuT aTpubyThl BNaagensLa ceptudukara, KoTopble 3aBEPAIOTCA STUM cepTudmka-
TOM (Hanpumep, NPUBUErUM AOCTYNA).

Mone issuerUniquelD MOXeT ObiTb UCMONL30BAHO ANst uaeHTUdMKaumn usgatens CA B MHCTaHUUSAX,
KOTOPbIM OAHOIO MMEHUW U3gaTens He JO0CTaTOuHO.

Mone extensions nossonset A06aBnsaTk HOBLIE Nons K CA.

Oetanu ncnons3osaHusi CA B 3gpaBooxpaHeHumn onncaxbl B UICO 17090-1, nogpasgen 8.3.

5.4.6 Ceptudukatbl ponu

CA nonb3oBaTensa MOXEeT cogepkaTtb CCbinKy Ha apyron CA, cogepxxalymii CBeaeHUs 0 40NONHUTENbHbIX
npusunernax. 1o ABNAETCA 3MMEKTUBHBIM MEXaHU3MOM peanu3aumu NPMBUIETMPOBAHHBIX POMEN.

B psige opraHmsauuin 4ns BeINOMHEHWS OnpeaerneHHbIX paboT TpebyeTcsa aBTopusaLyms Ha OCHOBE NPUBUIIE-
I, HA3HaYEHHbLIX PONAM (OGbIYHO B COYETaHUU C MHAMBUAYANBHO HA3HAYEHHBIMKY NpUBUNEruaMu). NpeTeHaeHT
Ha NPMBMINErUN MOXET NPEACTABUTb KOHTPOMIEPY HEUTO, AEMOHCTPUPYIOLLEE HANUYME y HEero onpeaeneHHon
ponu (HanpuMep, ponu «npogasLa» UK Ponu «nokynatens»). KOHTponep MOXeT 3HaTb anpuopu Unu y3Harb
C NOMOLLBIO KaKUX-NMBo CPeacTB, Kakue NPUBUNErUN CBSA3aHbI C STOW POIbIO, U MPUHATL NONOXUTENBHOE UMK
oTpuuarteneHoe pelieHne o6 asTopusauum.

Bo3mOxHbI BCE CNEAyOLME CUTYaLUK:

- noboi CA MOXeT onpeaensite noboe yucno ponei;

- cama posib U ee obnagartenu MoryT ONpeaensTbCs U YNPaBnaTeCA PasaenbHO C NOMOLLIO OTAeNbHbIX CA;

- NPWUBUMErMKU, HA3HAYEHHBIE AAHHON PONKU, MOTYT ObITb 3anUcaHbl B OAHOM UK Heckonbkux CA,;
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- npu HeobxoaUMOCTH 0bnagaTento Ponu MOXeET ObiTb NPUCBOEHO TOMLKO NOJAMHOXECTBO NPUBUIMETU,
Ha3HaYeHHbIX Ponu;

- obragaHue posiblo MOXET ienernpoBaTbCs;

- ponsm u 0bnagaHuio ponbio MOryT ObITb Ha3HAYeHb! ONpeAeneHHbIe CPOKU AEWCTBUSA.

O6bekTy MOXeT ObiTb NnpucsoeH CA, cogepxaliuin atpubyT, yBeAOMISAIOLWLMIA, YTO STOMY 0ObEKTY Ha-
3HayeHa onpegeneHHasl pornb. 3TOT cepTudMKaT UMEET paclLMpeHue, coaepxalliee ykasartenb Ha Apyron
CA, onpeaensiowui 3Ty porib (TakoW cepTudmkaT ponu ykasbiBaeT ponb B KAYECTBE BMNajienbua U COAEPKUT
CMUCOK NpUBUNErui, HasHa4YeHHbIX aTon ponu). Uspatenu ceptudukara obbekra u ceprudpukara ponm mMoryT
ObITb HE3ABUCUMbIMUK, U 3TU CepTUMKATLI MOTYT YNpaBnaTLCA (MpekpaLwaTb AEWCTBUE, OT3bIBATLCA U T. A.)
oTAENbLHO Apyr OT Apyra.

He Bce chopmbl 06Lero HammeHoBaHua GeneralName npurogHbl 4nst MICNONb30BAHUSA B KAYECTBE UMEHU
ponu. MonesHee BCEro MCNONb30BaTh 0OBEKTHLIE MASHTUUKATOPLI U OTNIMUYUTENbHLIE UMEHA.

6 O6wme TpeboBaHuA K cepTudukaram
6.1 CoorBetcTBMe cepTudumkara

Ko Bcem ceptudukaram, onpeaeneHHsbiM B HACTOALIEM CTaHAapTe, NPeAbsBNAIOTCA crneayowme Tpe-
GoBaHus:
a) OHM AOIMKHbI ABNATLCA cepTudomkatamm popmara X.509 sepcum 3;
b) oHu gomiHbI cOoTBETCTBOBATL cneuudmkauum IETF/RFC 5280. OTKIOHEHUSI OT HEE A0NYCKAKOTCA TONMbKO
B TOM Crny4ae, €M OHU COOTBETCTBYIOT NPEANOXEHHBIM PELLEHUSIM BbISIBNEHHBLIX NPOGneM 3Tou cneuu-
cukauum;
¢) ceptudukarthl, NOATBEPKAAIOLIUE UHANBUAYANBHYIO MAEHTUYHOCTb, AOIDKHbLI COOTBETCTBOBATL Cne-
yncbukaumn IETF/RFC 3739. OTKNOHEHUA OT HEE A0NYCKAIOTCSA TONIbKO B TOM Cly4ae, eCnu OHU COoT-
BETCTBYIOT NPEASOKEHHbIM PELLEHNAM BbISIBAEHHLIX NPobnemM 3Ton cneuudukaumu;
d) none signature JOMKHO MAEHTUPULMPOBATL UCNOMNb3YEMbIN anrOPUTM ANMEKTPOHHOW NOANUCH;
€) MUHUManbHas ANUMHa CepTUAULMPOBAHHOIO OTKPLITOTO KIo4a AOMMKHA 3aBUCETb OT UCMOMb3YEMOro
anropuTtMa. AnuHbl Koden 4omkHbl cooTeeTcTBoBaTh MCO 17090-3, noanyHkT 7.6.1.5;
f) HasHaueHue krova Ang wudposaHna dataEncipherment He OMKHO COYETATLCA HU C HEOCNOPU-
MOCTbIO, HU C ANEKTPOHHON MOAMMUCHIO (CM. 7.2.3).
Hwxe onucaHel 061me anemMeHTbl BCeX LIMPPOBLIX CEPTUDUKATOB, NPEeAHA3HAYEHHbIX AMS 3 paBO0Xpa-
HEHWA U NOKa3aHHbIX Ha pUC. 1. ST 3MEMEHTLI OJMHAKOBLI Y Pa3NUYHLIX TUNOB CePTU(UKATOB.

Certificate ::= SIGNED { SEQUENCE {

version [0] Version DEFAULT v1,

serialNumber CertificateSerialNumber,

signature Algorithmldentifier,

issuer Name,

validity Validity,

subject Name,
subjectPublicKeyinfo SubjectPublicKeylnfo,
issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
extensions [3] Extensions MANDATORY.

B none version ykasaHa Bepcus KOAUPOBaAHHOIO cepTudukara. Ee sHaueHne 4OoMmKHO paBHATLEA V3.
6.2 O6wwue nona Bcex TUNOB cepTudUKaTOB

1) Mone serialNumber umeet uenoe sHayexune, npucsansaemoe YL kaxxaomy ceptudpukary. OHo npea-
Ha3Ha4YeHo ANnA yHUKanbHON naeHtudukayuu ceptudukaros. 3HadeHune serialNumber 10MmKHO ObITb YHUKaNb-
HbIM A58 KaXaoro ceptudukaTa, BbINyLEeHHOro JaHHbIM YL (TO eCTb HauMeHOoBaHWe usaarens ceprudmkara
B COYETaHUW C CepUnHbIM HOMEPOM SIBNAETCA rnobanbHO YHUKANbHbIM AEHTUDUKATOPOM).

2)Mone signature coaepXuT uaeHTudukaTop anroputma, Mcnosb3oBaHHoro YL ansa nognucu cepru-
cukara.

3)Mone issuer naeHTUPUUUPYET HAUMEHOBAHWE OPraHW3auum, NOANMCaBLLEN U BbIMYCTUBLLEN CepTU-
dumkar. 3Ha4eHne 3TOro nons npeacTasnser cobow CTPYKTYpy uMeHu MCO, cocTaB KOTOPOI COOTBETCTBYET
onpeaeneHud knacca o0bLEKTOB ponu B opraHusauun (organizational Role), Haxoaswlerocss noa Knaccom
061LEKTOB OpraHn3auuu organization nnu nogpasaenenus organizationUnit.

4) MNone validity cogepxut uHTEpBarn BpeMeHu, B Te4eHUe KOToporo YL rapaHTupyeT A€ CTBUTENBHOCTb
nHdpopmaumu, cogepxatlenca s ceptudukare. MNpu Boiaave ceprudukara keanuuLmpoBaHHOMY MEAULIMHCKOMY
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paboTHuKy YL fOmkeH NpUHATL Mepbl, YTOObI CPOK AEWCTBUS LIMPOBOro ceprtudukara He NPeBbICUI CPOK
AeNCTBUA cepTudhmkarta cneumanucra unu npodeccuoHanbHoW nuueH3un. Ytobbl BbINONHUTL 3TO YCNOBUE,
YL nomxeH nubo ycTaHOBUTbL CPOK AENCTBUA LMAPOBOro ceptudpukara He npeBbILLAILLUMM CPOKa AEWCTBUS
cepTtuchukata cneymanucra (npodecCcMoHansHoi nuueH3nm), nubo HaJeXxxHbIM 00pPa3oM NONMy4MTb NOATBEPXK-
[eHune, YTO cepTudmkar cneumanucta (NMMUeH3ns) NpoasneH A0 UCTEYEHUS ero cpoka AEMCTBUS, @ €CNU CPOK
MCTEK, a NOATBEPXKOEHNE HE NOMy4eHO — 0TO3BaThb UM POBON CePTUdUKAT UMK NPUOCTAHOBUTL €r0 IEUCTBUE.

MpuMeyaHue— OmnuunTensHble Npasuna kognposaHus (Distinguished Encoding Rules (DER)) paspetatoT
MCMonb3oBaTe HECKOMNBKO CNoco6oB PopMaTUPOBaHUA 3HaYeHUiA faTel v BpeMeHn Tuna UTCTime n GeneralizedTime. YTo6bl
MWHUMUW3UPOBATL NpoBneMel ¢ BepudukaLen LiudpoBoi NognNucy, B peanusaLysax cTaHaapTa BaXKHO MCNOMb30BaTh OAWH U
TOT e dopmaT. Ecnv rog 6onbLue unu paseH 2050, To BpeMs JOMmMKHO KogupoBaThes, ncnonbaysa opmar GeneralizedTime.
YTo6bl KogUpoBaHue 3Ha4eHunit Tuna UTCTime 6bino coBMeCTUMbIM, HEOBXOAMMO KOAMPOBATb MX, MCMOSb3ys dhopMaT «Z»,
1 He onyckaTb Mone CeKyHs, Aaxe ecnu oHO uMeeT 3HadeHue 00 (To ecTb dopmat gomkeH 6biTe YYMMDDHHMMSSZ).
Mpwn TakoM KogupoBaHuu none roga YY AOMKHO MHTepnpeTupoBaTthes kak 19YY, ecnu YY Gonblue unu pasHo 50, u kak
20YY, ecnu YY MmeHblle 50. Korga ucnons3yetes Tun GeneralizedTime, To 3Ha4yeHWe 3TOro TUNa JOMKHO KOAMPOBATLCS,
ncnonb3ys PopMarT «Z», U none cekyH AoMmMKHO BbITb BKITOYEHO (TO ecTb dhopmat gormkeH 6biTe YYYYMMDDHHMMSSZ).

5) Mone subject naeHTUdOMLUUPYET HAMMEHOBAHME CYOBEKTA, aCCOLMMPOBAHHOIO C OTKPLITBIM KITHOUOM,
cogepxawmmen B none subjectPublicKeylnfo.

6) B none subjectPublicKeylnfo xpaHATCA OTKPbLITbIV K04 U UAEHTUUKATOP anroputmMa npuMeHeHus
3TOrO Kfova.

7) HeobsizatenbHoe none issuerUniqueldentifier npeacrasnser cobon GUTOBYIO CTPOKY, MCNOMb3YEMYIO
ANA YHUKanNeHOW naeHTudukauum nsgatens (B COOTBeTcTBMUM co crneuudukaumen IETF/RFC 5280 HacToAwmi
CTaHAapT peKOMEeHAYeT He UCNOonNbL30BaTh 3TO MNOneE).

8) HeobsizatenbHoe none subjectUniqueldentifier npeacrasnsaet coboi GUTOBYIO CTPOKY, MCNONb3YEMYIO
ANl YyHUKanNbHOM naeHTudukaumm cybbekra (B cooTBeTCTBMM €O cneundmkayuen IETF/RFC 5280 HacToswmi
CTaHAapT peKOMEeHAYeT He UCNOonNbL30BaTh 3TO MNone).

9) Mone extensions 4OMKHO CoaepaTb NOCNEA0BATENbHOCTb M3 OAHOIO UMM HECKOMbKMX pacLUUPEHUN
ceptudmkara.

Moanuce ceptudukata obasnAaeTcA K TUMY AaHHbIX cepTudmkata ¢ NOMOLLBIO CTAHAAPTHOMO TUna
daHHbIX SignedData, onpegeneHHoro B cneumdunkaumm X.509.

6.3 Cneuudukaumnm o6wmx nonewn
6.3.1 O6wme ceegeHus

Hwxe npueeaeHsl cneumduyHble TpeboBaHus K uHopmMaumm, cogepxaileincs B 6a3oBbix NONAsIX cepTu-
hukara, KoTopbie eLue He Obinu BKNoYeHbl B cneyudukaymio IETF/RFC 5280 unu IETF/RFC 3279.

6.3.2 NMone signature

PekomeHayeTcs NpucBanBarh Moo signature 0HO U3 CrieayloLWwmux 3HaYeHNN:
. md5WithRSAEncryption (1.2.840.113549.1.1.4)

. sha1WithRSAEncryption (1.2.840.113549.1.1.5)

. dsa-with-sha1 (1.2.840.10040.4.3)

. md2WithRSAEncryption (1.2.840.113549.1.1.2)

. ecdsa-with-SHA1 (1.2.840.10045.4.1)

. ecdsa-with-SHA224 (1.2.840.10045.4.3.1)

. ecdsa-with-SHA256 (1.2.840.10045.4.3.2)

. ecdsa-with-SHA384 (1.2.840.10045.4.3.3)

. ecdsa-with-SHA512 (1.2.840.10045.4.3.4)

10. id-RSASSA-PSS (1.2.840.113549.1.1.10)

11. sha256\WWthRSAEncryption 1.2.840.113549.1.1.11
12. sha384WithRSAEncryption 1.2.840.113549.1.1.12
13. sha512WithRSAEncryption 1.2.840.113549.1.1.13

6.3.3 Mone validity

3HaueHua Aaar cpoka aelcteus, nepegasaemolie B none validity, OMmKHbI COOTBETCTBOBATL cneLmdu-
kauuun IETF/RFC 5280. B HacTosiluem CTaHAapTe NPUHATHI OrPaHUYEHUs CPOKOB AEWCTBUSA CepTUdukarTos,
BblAaBaeMbIX B CUCTEME 34PaBOOXPaAHEHUS], OnMcaHHble B ctaHaapte MCO 17090-3, nogpasaen 7.6.3.2.

MomeHT BpemeHu notBefore, ykaszaHHbIl B cepTudmkare, oTpaXaeT TOUYHbI MOMEHT, HQYMHAsA C KOTOPOro
YL, 6yaet ynpaBnsiTb akTyanbHo nHGopMaLuueit o cratyce ceptudpukara u nybnukosarb ee.
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6.3.4 MNone subjectPublicKeyinfo

B stom none gomkeH ObiTb 3a4aH MAEHTUAUKATOP anropuTMa, HanpuMep:

1 Anroputm RSA

pkcs-1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) 1}

rsaEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}

2 Anroputm Diffie-Hellman

OG6bekTHbIN uaeHTudumkatop anroputma Diffie-Hellman, nogaepxuBaembll B HacTosILLEM npodpune,
onpeaeneH B ctangapte ANSI X9.42:2003 [X9.42].

dhpublicnumber OBJECT IDENTIFIER ::= {iso(1) member-body(2)

us(840) ansi-x942(10046) number-type(2) 1 }

3 Anroputm DSA

O6GbekTHbIN naeHTudukarop anroputma DSA, nogaepXuBaemblli B HACTOALWEM npodune, umeer
3HaYeHue

id-dsa ID ::= { iso(1) member-body(2) us(840) x9-57(10040)

x9cm(4) 1}

4 dnaunTuyeckne Kpusble

Ecdsa {[1, 2, 840, 10045, 2, 1]}

TpeGoBaHus k pasMepam kntoda cMm. B ctaHaapre UCO 17090-3, noapasaen 7.6.1.5.

6.3.5 Mone HaumeHOBaHUA uspatens issuer

HaumeHoBaHue usgarens, xpaHsiLieecs B None issuer, JOSMKHO MMETb popmat, COBMECTUMbINA G COOT-
BETCTBYIOLLEN CTPYKTYpOon umenn MICO, cocTaB KOTOPOI COOTBETCTBYET ONpPeAEneHuio knacca 06beKkToB ponu
B opraHusauuu organizationalRole, HaxogsLieroca noa Krnaccom o6bLEKTOB opraHu3auuun organization unu
nogpasaeneHus organizationUnit, ¢ npyBeaeHHbIMU HUXKE AOMNONHEHUSIMU U OrPAHUYEHUAMMN.

CopgepaHue nons HaMMeHOBAaHUA u3garens issuer Ang Kaxaoro Tuna ceprudukara onucaHo B NoA-
pasaene 6.4.

1 Mone HanmeHoBaHUs cTpaHbl countryName. 310 none AOMKHO coaepaTtb ABYxOykBeHHbI kog MCO
CTpPaHbI.

lpumep — countryName = “US”.

310 none o6s3aTenbHOe, NOCKONbLKY B chepe 34paBOOXPAHEHNA BAXXHO 3HATb CTPaHY NPOUCXOXKASHUSI
cepTudukaTa, NnpeabABAEHHOrO 4NN 3anpoca Ha AOCTYN K NePCOHanbHON MeanuUmMHCKon uHdopmaumu. B pas-
HbIX CTpPaHax CyLLIECTBYIOT CBOM 3aKOHbI MO 3aLUMTE NEPCOHANbHBLIX AaHHBIX U CBOSA NPAKTUKA UX NPUMEHEHUS,
NO3TOMY 3HaHWE CTPaHbl NPOUCXOXAEHUS 3anpoca Ha AO0CTYN NOMOXET NPUHATL pelueHue, ya0BNeTBOPUTL
€ro UMK HeT.

2 MNMone HauMeHoBaHUs mecToHaxoxaeHus localityName. 310 none MOXeT UCNONbL30BaTLCA ANA Xpa-
HEHUS, N0 MeHbLLENH Mepe, OAHOr0 HaMMEHOBAHUS MECTOHaxXOXaeHUA. Cneundukauua ero dpopmara 3agaer
ABa YPOBHS HAUMEHOBAHMA MECTOHAX0XAEHUA. BepxHUI ypOBEHb YKa3biBaeT CTPaHy, NOCne KOTOPON ykasaHo
reorpacpuyeckoe HaMMEHOBaHWE MeCTOHaxoXaeHusi. B none HaumeHoBaHuA usgatens ceprucukara none
localityName cTpaHbl MOXHO ONyCTUTL U OrpaHUYNTLCA TONbKO nonem localityName reorpacuyeckoro me-
CTOHAXOXKAEHUSA.

lMpumep — localityName = “California”.

3 MNone HaumeHOBaHuA opraHusauum organizationName. 310 none, KOTOpoe UCNONL3YETCA ANS Xpa-
HEHUS HaMMEeHOBaHUA CybcuaNPYIOLLE OpraHU3aLun 34paBOOXPaHEHNA B cepTucukare KOHe4YHoro obbekTa
M HaMMEeHOBaHWUA YA0CTOBEpPSIOLWeEro ueHTpa B ceptudukare YL, 40mKHO coaepxkarb NonHoe omumanbHoe
HaMMeHOoBaHWe OpraHn3aLuu.

Tpumep — organizationName = “California Hospital Authority”.

4 MNone HaumeHoBaHuA noapasaeneHusa organizationalUnitName. Ecnu 310 none npucytcreyert, TO
OHO MCMONbL3YeTCA ANA XPAHEHUS HAUMEHOBaHUsI NoApasAeneHus AaHHON opraHu3sauuu. MoxxHo 3apaBatb
HECKOSbKO YPOBHEN NOAYUHEHHOCTU NOAPAa3AENeHwii, 3aaaBas 6onee 04HOTO 3HaYeHUs 3Toro nons. Ecnu ato
norie ykasaHo, TO €ro 3Ha4eHue AOIMKHO BbIOMPAaTbCst Takum 06pa3oM, YTOObI MCKMIOYUTb €r0 HEOAHO3HAYHOCTb
B JOMEHE AaHHoro YLI.

Tpumep — organizationalUnitName = “Midtown Hospital Radiology”.
5 Mone o6wero HaumeHoBaHM commonName. HasHa4yeHWe 3TOro nons — onucaHue obLieynoTpe6u-
TENbHOro HanMeHoBaHuA n3garens. 3To NoNe B COMETaHUM € O6LLUMM HauMeHoBaHUEM cybbekTa commonName
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Hepeako UCNONb3YeTCs CTAaHAAPTHLIMU KOMMOHEHTaMU MPOrPaMMHOI0 06ecneyYerHns Npy Bblaaye Nonb3osaTento
uHcopmaLuu o ceptucmkare. Mo3ToOMy HaMMEHOBAHWE [0MDKHO ObITh MHEOPMATUBHLIM, YTOGbI 4aTb XopoLuee
npeAcTaBneHne 0 HasHaYeHun cepTudmkara u ero usaarene. Kpome Toro, peKOMEHAYETCA BKMIOYATDL B 3HAYEHUE
nons commonName HauMeHOBaHWE yNPaBnNAOLWEN NONUTUKKN cepTudukaumn. OHO CRYXXUT AOMOMTHEHUEM K
MAEHTUDUKALIUU MOTIMTUKM C NOMOLLLIO 0GLEKTHOMO UaeHTMdMKaTopa.

lMpumep — commonName = “Patient Health Information Policy”.

6.3.6 MNone HaumeHOBaHUA cyOGbekTa subject

HaumeHoBaHue cybbekTa, xpaHauweecs B none subject, 4omKHO MMeTb PopMaT, COBMECTUMBIN C COOT-
BETCTBYIOLLIEN CTPYKTYpOou uMeHn MCO, coCTaB KOTOPOI COOTBETCTBYET ONPEAENEHUIO Knacca 00bLEKTOB ponu
B opraHu3auumn organizationalRole, HaxoaawWeroca nog Knaccom o6LEKTOB opraHu3auuu organization unu
noapasaeneHus organizationUnit, ¢ npuseaeHHbIMU HWXKE AOMONTHEHUSMU U OFPAHNYEHUAMMN.

Keanudukaums n JOMKHOCTU YYaCTHUKOB CUCTEMbI 3apaBoOXpaHeHus oTpaxaiTca B none hcRole
pacwupeHua ceptudukara.

CopepkaHue nonsi HaMmeHoBaHusa cyobekTa subject Ana kaxaoro Tuna ceprudukaTa onMCaHo B pasae-
ne 6.4. lononHMTENbHbIE COBETHI U YKa3aHUS MOXHO HaWTu B AokymeHTe ISO/TS 21091 Health informatics —
Directory services for healthcare providers, subjects of care and other entities (MHdopmaTusaumsa 3qoposbA.
CnyxObl karanora Ansi NOCTaBLWMKOB MEAULIMHCKOW NOMOLUK, CyObLeKTOB MEeAULMHCKOW MOMOLUM U ApYruX
00bEKTOB).

1 Mone HaumeHoBaHusA cTpaHbl countryName. 310 none A0MKHO coaepxaTtb ABYyxOykBeHHbIN kog NCO
CTPaHbI.

lNpumep — countryName = “US”.

MpakTuka 3anonHeHUs1 3TOro NONA 3aBUCUT OT KOHKPETHOWN CTPaHblI.

3710 none obsasarensHoe AnA YL, keanuuumpoBaHHbIX U BCNOMOTaTeNbHbLIX MEAULIMHCKUX PAaOOTHUKOB,
cybcnanpyeMbix MOCTABLUMKOB MEAULIMHCKUX YCAYT, OpraHn3auuii 1 paboTHUKOB NOAAEPXKUBAIOLLIMX OpraHu3a-
LI, NOCKONbKY B cpepe 3ApaBoOXpPaHEHUS BaXHO 3HATL CTPaHy NPOUCXO0XAEHUS CyObeKTa, NPeabsBhsAOLWEro
ceptudpmkart Ang sanpoca Ha gocTyn K NepCcoHanbHON MeauUMHCKON nHdopmaumu. B pasHbix cTpaHax cyLue-
CTBYIOT CBOM 3aKOHbI NO 3aLUUTe NepCOHanbHbIX AAHHbLIX U CBOSA NPAKTUKA UX NPUMEHEHUS, MOSTOMY 3HaHue
CTpaHbl MPOUCXOXAEHUA 3anpoca Ha AOCTYN MOMOXET NPUHATb PELLEHUE, YA0BNETBOPUTL €ro UMKU HET.

2 NMone HaumeHoBaHUA MecToHaxoxaeHus localityName. 310 none MOXeT MCNONL30BATLCA ANS Xpa-
HEHWUA NO MEHbLUEH MEPEe OQHOT0 HaMEHOBaHMSA MECTOHaxoxaeHus. Cneuyudukauma ero popmara 3apgaer
[iBa YPOBHSA HAUMEHOBaHUSA MECTOHAX0XAeHNSA. BepxHuii ypoBEHb yKa3biBaeT CTpaHy, Nocne KoTopoii ykasaHo
reorpacnyeckoe HaMMeHOBaHNE MECTOHaxXOXaeHuA. B none umenn cybbekTa ceptudpukara none localityName
CTpaHbl MOXHO OMYCTUTb U OTrPaHUYUTLCS ToNbko nonem localityName reorpadu4eckoro MeCTOHaX0XAEeHUSI.

Tpumep — localityName = “California”.

3 None HaumeHOBaHWs opraHusauun organizationName. 310 none, KOTOPOEe UCNONL3YETCA ANA Xpa-
HEHWUA HauMeHOBaHUA cybcuanpyioLLen opraHM3auum 34paBoOOXpaHEHNA B CepTUdMKaTe KOHEYHOro obbLekTa
M HaUMEHOBaHUS YA0CTOBEPSIOLLETO LieHTpa B cepTudukare YL, 4OMKHO cogepxkaTk NonHoe oduumanbHoe
HaMMEHOBaHWe OpraHu3aLuu.

lMpumep — organizationName = “Midtown General Hospital”.

4 Mone HaumeHoBaHuA nogpasgeneHusa organizationalUnitName. Ecnu 910 none npucyTcTBYeET, TO
OHO UCMONb3YyeTCsl AN XpaHEeHUs1 HAMMEHOBaHUSA noAapasaeneHus AaHHON opranm3auun. MoxHO 3apgaBatb
HECKOINbKO YPOBHEN NOAYMHEHHOCTU NoapasaerneHuii, 3aaasas 6onee o4HOro 3Ha4YeHus aToro nons. Ecnu ato
norne ykasaHo, TO ero 3Ha4yeHue AOMMKHO BbIOUpaTbcs Takum 06pa3om, YToObI UCKITIOYUTL €ro HEOAHO3HAYHOCTb
B AOMEHEe AaHHoro YL.

B HEKOTOPLIX MECTHbIX CUCTEMAX 34PaBOOXPAHEHUS — Hanpumep, B ANOHUU — none HauMeHOoBaHus
nogpasaeneHus UCNomnb3yeTcsl AN XPaHEHUst PONU YYaCTHUKA 34paBOOXPaHEHUsi. OTO Mone MOXEeT ObITb
NoOMe3HbIM NpU peanu3aumm 4acTHbIX BUPTYanbHbiX ceten (VPN), NOCKOmnbKY MapLUpyTM3aTopbl UM Mexce-
TeBble 9KpaHbl HekoTOpbIX npoBaiaepos VPN MOryT pacnosHasath 9fIEMEHT HAMMEHOBaHUA NoApasaeneHust
OU 1 ucnonb3oBatk €ro nNpyu NPMMEHEHUN NPaBUN paspeLleHns Unmu orpaHn4eHns gocryna. C ero noMoLLbo
Z0BepsAIoLLAas CTOPOHA Nerko MOXET CHUTaTb MHPOPMALIMIO O PO HENOCPEACTBEHHO U3 cepTudukara. Takum
obpasom, ecnu none organizationalUnitName ykasaHo, TO OHO MOXET UCMONbL30BAaTLCA AN XPAHEHUS PONK
y4YacCTHUKa CUCTEMbI 34PaBOOXPAHEHUS.
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lMpumepbi
1. organizationalUnitName = “Midtown Hospital Radiology”.
2. organizationalUnitName = “Licensed Physician”.

5 MNone obuwero HaumeHoBaHust commonName. HasHauyeHne 3TOro nona — onucaHue obueynoTpe-
OUTENLHOr0 HauMeHoBaHus cybbekta. OHO JOMMKHO NPUCYTCTBOBATL U COAEPXKAaTb TOYHOE HAWMEHOBaHue
cyObekTa, U3BECTHOE CUCTEME 34PABOOXPAHEHUS.

lMpumep — commonName = “Bruce Wayne”.

3710 none A0MKHO BbITh 06513aTeNbHBIM AN UL, M OpraHu3auuii, SBMSIOLWUXCS cyObekTamu ceptudmka-
TOB. ECnn HAago NpuHATL pelleHne 0 AOCTYNe K NepCoHanbHOM MeaNLMHCKOW MHpopmaummn unm o6 otkase B
[0CTyne, TO BOSMOXHOCTb MAEHTUPULIMPOBATL HA3BaHUE NULA, U3BECTHOE CUCTEME 3 PaBOOXPAHEHUS, MOXET
UMETb CYLLIECTBEHHOE 3HAYeHue.

6 Mone cbamunuu surName. 310 none UCNonb3yeTcsa AN ykasaHusa bamunuu cybbekTa ceptudmkara.
OHO MOXET NPUCYTCTBOBATL. ECNM OHO MPUCYTCTBYET, TO OHO AOMKHO COAEPXKATh TOUHYIO hamunuio cybbekTa,
M3BECTHYIO CUCTEME 34PAaBOOXPAHEHNS.

lMpumep — surName = “Wayne”.

7 MNone umeHu givenName. 370 none Mcnonb3yeTca ANA yKasaHWs UMEHU U 0TYeCTBa, CybbekTa cep-
Tudukara. OHO MOXKET NPUCYTCTBOBATbL. ECNN OHO NPUCYTCTBYET, TO OHO AOMKHO COAEPXAaTb TOUHbIE UMS U
0TYECTBO CyObeKTa, U3BECTHLIE CUCTEME 34 PAaBOOXPAHEHUS.

lMpumep — givenName = “Bruce”.

8 Mone agpeca aneKkTpoHHOM NoyThl e-mail. OCHOBHOE peKOMEeHA0BaHHOE Ha3Ha4yeHne 3Toro nons —
XpaHeHue agpeca aneKTPOHHOW NoYThl CybbekTa.

lMpumep — e-mail = “jsmith@network.com.au”.

Paspeluaetcs napannensHoe BknodeHne atpubyta EmailAddress B otnuuutenoHoe uMmsa cybbekra
ANA NoAAEPXKKN yHacnegoBaHHbIX peanu3auuin, Ho B cneundmkauyumn IETF/RFC 5280 Takoe ucnonb3oBaHue
00bABNEHO yCcTapeBLWMM. HacToswmi ctaHaapT peKOMEHAYET UCMNONb30BaTb ANEMEHT e-mail B none ansrep-
HaTMBHOIO HauMeHoBaHUsA cyobekTa subjectAltName, a He B none HauMeHOBaHUs cyObekTa.

6.4 TpeGoBaHusA Ons Kaxaoro Tuna ceptTuuUKaToB B 34paBOOXPaHEHUMN
6.4.1 OnemMeHTbI NonA usgarens issuer

TpeGoBaHus K 9aneMeHTaM Nons u3garens issuer Ans Ka)xaoro Tuna cepTuUKaToB B 34pPaBOOXPaHEHUN
npueeaeHsl B Tabnuue 1.

6.4.2 dneMeHTbl NonA cyobekra subject

TpeboBaHusa k anemeHTam nons cydbvekta subject ans kaxgoro Tuna ceptuUKaToB B 34PABOOXPAHEHUN
npuBeaeHbl B Tabnuue 2.



= Tabnuua 1 — TpeboBanus K aneMeHTaM Nosist usgarens (issuer) Ans Kaxaoro Tuna cepTUdUKaToB B 34paBOOXpaHeHNN

CepTudukatsl YL

CepTucukaThsl MAEHTUMHOCTH

CepTudukat CepTudukar
- - Ceptudukar
SreMeHT cepTudukaTa Ceprucpukar Kpocc- KBanMGyLy Benomorate Ceptucpukar | Ceprucdukat | Ceptucbukat | Ceptudukar pruch
YAOCTOBEPSIOLLErO poBaHHoro nbHoro N aTpubyTa
2) cepTudukar notpebutens | opraHusauum | ycTpoicTea npunoxexus
LUeHTpa MeJULUMHCKOro | MeaWLlMHCKOro
paboTHuKa pa6oTHuka®
OnemeHTbl nons naaarens issuer?
CountryName ObsszatensHoe | OBasatens- | Obasatens- | Obssatenb- | Obssatens- | O6ssatent- | ObsAsatens- | O6ssatens- | Heobssa-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
LocalityName Heobs3a- Heobssa- Heobssa- Heobsi3a- Heobssa- Heobsi3a- Heobs3a- Heo6s3a- Heobs3a-
TensHoe TernbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TernbHoe
Organization_Name | O6sizatencHoe | Obasatenb- | Obasatens- | Obasatens- | Obsasartenb- | Obsasatens- | Obsasatens- | ObsasaTtens- | Heobssa-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
Organizational_Unit | Heo6s3a- Heobs3a- Heobs3a- Heobssa- Heobssa- Heobs3a- Heobs3a- Heo6s3a- Heobs3a-
Name TenbHoe TenbHoe TernbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe
CommonName ObsszatensHoe | ObBsizatenb- | Obasatens- | Obszatent- | Obssatens- | Obssatens- | Obasatens- | Obssatens- | He
Hoe Hoe Hoe Hoe Hoe Hoe Hoe NpUMeHUMO

") B HacTosiLei Tabnule ykasaHbl Te aneMeHTsI NoNA uaatens issuer, TpeGoBaHNUsA K KOTOpLIM MOTYT OTIIMYATLCS f1NTS pasHbIX TUMOB CepTUdUKATOB.

2 Mog yaocToBEPAIOLMMM LIeHTPaM1 NOHUMAKOTCS BCE, KTO BhINYCKaeT CEPTU(UKATL! KOHEYHBIM 06beKTaM.

® TpeGoBaHus, NpepbABNSEMbIe K CepTUdhUKaTaM BCOMOraTeNbHbIX MEAULIMHCKMX paBoTHUKOB, OTHOCSITCS Takke K cepTudmkatam cybcuanpyembix
NOCTABLUMKOB MEAWLIMHCKUX YCIYr U paGOTHUKOB NOAAEPKUBAIOLLMX OpraHW3aL1ii 35paBoOXpaHeHus.

Tabnunuya 2 — TpeboBaHWs K sanemeHTaM nons cybbekTa (subject) Ana kaxaoro TMNa cepTUGUKATOB B 34paBOOXpaHEHNN

CepTtuchmkatsl YL

CepTucmnKaTbl MASHTUYHOCTMW

CepTucukar CepTudumkar c o
- - epTUPUKaT
BnemeHT cepTucukata Cepmcpurar Kpocc- KBanmcu Benomora CepTudukar CepTucukat CepTudukart CepTudhukar aToub
yAoCTOBEpALO- LiMpoBaHHoro TenbHOro N pvoyTa
2) | cepTudmkart noTpebutena | opraHusauuu ycTpoiicTea npunoxeHns
Lero LieHTpa MeANLMHCKOTO | MeAMLIMHCKOTO
paboTHUKa pa6oThuka®)
3rieMeHThl Nons cybbekTta subject”
CountryName Obsasatent- | ObnAsaTtens- | Obasatens- | O6asatens- | HeobsAsa- Obssartens- | Heobssa- Heobs3a- Heobs3a-
Hoe Hoe Hoe Hoe TensHoe Hoe TenbHoe TenbHoe TenbHoe
LocalityName Heobs3a- Heobsiza- Heobssa- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobsza-
TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe
Organization_Name Obsasatens- | ObAsaTens- | Heobssa- Heobs3a- Heobs3a- Obazarene- | Heobssa- Heobs3a- Heobs3a-
Hoe Hoe TenbHoe TenbHoe TensHoe Hoe TenbHoe TensHoe TenbHoe
Organizational_Unit Heobs3a- Heobsiza- Heobs3a- Heobs3a- Heobsza- Heobs3a- Heobssa- Heobs3a- Heobs3a-
Name TenbHoe TensHoe TenbHoe TenbHoe TenbHoe TensHoe TenbHoe TenbHoe TenbHoe
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OkoH4YaHue mabnuupi 2

Ceptucbukatol YL

CepTucdukathl UAEHTUMHOCTH

CepTudukar CepTudukar
- - CepTudukar
3neMeHT cepTuchuKaTa CepTuchukar . ksanudpu Bcnomora:
ynocrosepnc, | W00 | wposamoro | amwiors | Cepmabuear | Copuduier | Ceprugur | Copmidmar | arpucyra
wwero yeHTtpa? P MEeAULMHCKOTO | MeauUMHCKoro P P u yerp P &
paboTHuKa pa6oTHuka®
OneMeHTH nons cybbekTa subject?
CommonName Obssatenb- | Obasatenb- | O6asatens- | O6asatens- | O6ssatens- | Obssatenb- | Heo6ssa- Heobs3a- Heobn3a-
Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe TenbHoe TenbHoe
GivenName He He npume- Heobssa- Heo6s3a- Heobsza- He He He Heobs3a-
NpUMEHUMO | HUMO TenbHoe TenbHoe TenbHoe NpUMeHUMO | NpUMeHUMO | NnpUMeHUMO | TenbHoe
SurName He He npume- | Heobasa- Heo6ga3a- Heobasa- He He He Heobs3a-
NMPUMEHUMO | HUMO TenbHoe TenbHoe TenbHoe NPUMEHUMO | NPUMEHUMO | NPUMEHNUMO | TenbHoe
EmailAddress Heobs3a- Heobs3a- Heobsaza- Heobssa- Heobssa- Heobs3a- Heobasa- Heobssa- Heobsasa-
TenbHoe TeneHoe TensHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe

2 MNopg yROCTOBEPAIOWNMY LIeHTPaMM NOHUMAIOTCS BCE, KTO BhINYCKaEeT CepTUdUKATLI KOHEUHBIM OBbeKTaM.

") B HacTosiLeit TabnuLe ykasaHbl Te aneMeHTh nons cybbekTa subject, TpeGoBaHMA k KOTOPEIM MOTYT OTANYATLCA AN Pa3HLIX TUNOB CEPTUCUKATOB.

%) TpeBosaHusa, NpepbSBNAeMble K cepTudUKaTaM BCoMoraTenbHbIX MEOULIMHCKMX paBGOTHUKOB, OTHOCSITCA Taloke K cepTudmMKaTaM cyGcuanpyemslx
NOCTaBLLUWNKOB MeAULIMHCKUX YCnyr U paGoTHUKOB MOAAepXKUBaIOLLMX OpraHu3aLuii 3 paBoOXpaHeH!sI.
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7 Ncnonb3oBaHune pacwunpeHnn ceprudukara
7.1 O6wme cBeageHunA

Huxe npuBeaeHbl TpeboBaHus k aneMeHTam nonei paclumpeHus (extensions) ceprudukaros popmara
X.509 Bepcuu 3, npeabaBnseMble K MX MCNOMb30BaHMIO B 3agadvax 3gpaBooxpaHeHns. bonee getansHas uHgop-
Mauumax 06 aTux nonax npuesegeHa B cneundukaumax IETF/RFC 5280 n IETF/RFC 3739.

7.2 O6wme pacwmpeHuns
7.2.1 None naeHTudukaropa knrova YL authorityKeyldentifier

3TO pacLumpeHune JoMmKHO MAEHTUMULMPOBATL OTKPLITBIN KN4, UCNOMb3YEMBIN ANA NPOBEPKWN NOANUCH
ceptupukara. C ero NOMOLLbIO MOXHO OTNMYaTb pasHble KMYK, UCNOMb3yeMble ogHuUM YLl (Hanpumep, npu
OBHOBMEHUN KNMHO4a).

JomkeH ncnonb3oBarbecs ToNbKO anemeHT keyldentifier nona pacwmpenus authorityKeyldentifier.

3T0 pacLumpeHne SBNSETCA HEKPUTUYECKUM. ECnn OHO ncnonb3yercs, pekoMeHayeTcs 00bABNATL €10
oba3aTenbHbIM.

7.2.2 MNone npgeHTudukaropa knovya cyonekra subjectKeyldentifier

3TO pacLumpeHune UCnonb3yeTcs Ana WASHTUdUKALMM OTKPLITOrO Kroya, coaepxallerocs B none cep-
Tudukara subjectPublicKeylnfo.

B cneundmkauymm IETF/RFC 5280 npuBeaeHbl yka3aHus, Kakum obpa3om aneMeHT maeHTtudukaropa
MOXET ObITb M3BMNEYEH M3 OTKPBLITOTO KMtoya. PaspeLueH nobdoin anroputm M3BNeYEHUs Npm yCroBum, YTo MAEH-
Tucpukarop 6yaer obnagate CBOWCTBOM YHUKANbHOTO NPEACTABNEHUS KITHOYa.

370 paclumpeHue aBnseTca 06a3arenbHbIM U HEKPUTUYECKUM AT BCEX CEPTUMKATOB KOHEYHBIX OObEKTOB
n Bcex ceptudpmkaToB YL B uenoyke gosepus, NOCTPOEHHOW ANsi CUCTEMbI 34PaBOOXPaHEHMS.

7.2.3 Tone oCHOBHOro HasHavyeHusa knioya keyUsage

3T0 paclwmpeHne A0MKHO MaeHTUPUUMPOBaTL OCHOBHOE Ha3HayeHue, acCoLUMMPOBAHHOE C OTKPbITbIM
Kno4om ceptudoukara. cnonb3oBaHme 04HON M TOM XKe Napbl KMYen u 4ns lWwudpoBaHus, 1 AN SNeKTPOHHOW
noAnuCK BOCNPELLIAETCs, @ UCMNOMb30BaHME KIoYva AN LWMAPOBaHUSA HE AOMKHO COYETATbCA HU C HEOCNOPU-
MOCTbIO, HU C 9NEKTPOHHOW NoANUCEIO (CM. 6.1).

3710 pacwmpeHue AOMKHO ObiTb 0BA3aTenbHbIM. PEKOMEHAYETCS cuuTaTb ero KpUTMYeCKUM (Kak 3To
ykasaHo B cneundpukaumnm IETF/RFC 5280).

7.2.4 Tlone cpoka ncnonb30BaHUA CeKpPeTHOro Krtoya privateKeyUsagePeriod

Mcnonb3oBaHue 3TOro pacluMpeHnUst He peKOMEHYETCS.
o ymonyaHuio B OTCYTCTBUE 3TOrO pacLUMpPEHUst nepnuos AeWCTBUS CEKPETHONO Krioya coBnagaer co
CpOKOM AencTBua ceptudukara.

7.2.5 MNone nonutuk ceptudukaumnm certificatePolicies

Pacwupenue certificatePolicies gomkHO coaepkaTb 0ObEKTHbIN MAEHTUUKATOP CTaHAAPTU30BaHHOMN
nonuTukK ceptudpukauun YL, B cootserctaumn ¢ MCO 17090-3.
3T0 paclumpeHune aBnseTca 00s3aTenbHbIM U HEKPUTUYECKUM.

7.2.6 MNone anbTepHaTUBHOrO UMeHU cyobekTa subjectAltName

Pekomenayetcs, utobbl 9TO pacluMpeHne NpucyTCTBOBano B ceptudmkare, u 4tobbl OHO coaepkano
agpec aNeKTPOHHOM MOYThI nonyyartens ceptudmkaTa, COOTBETCTBYOWMI cneundukauyum RFC 822. Ecnu B
Hero BKIMIOYEH anemMeHT uMeHu karanora directoryName, 7o B Liensax obecneyeHnsa nogaepxku MexxayHapoa-
HOro Habopa CUMBONOB ANst OTNUYUTENBHOTO MMEHM CyObEKTa OH AOMKEH UMETb TUM AaHHbIX UTF8String.

370 paclumpeHne ABNAETCA HeoOA3aTeNbHLIM U HEKPUTUYECKUM.

7.2.7 MNone 6a30BbIx orpaHnyeHum basicConstraints

Pacwmpenue basicConstraints cogepxut 6yneBckoe 3Ha4eHne, Mcnonb3yemoe, Ytobbl yKkasaTh, MOXET
nm cyObekT AencTBOBaTb Kak YL, ncnonb3ys ceptudmunpoBaHHbIN KoY ANA nognucu ceptudukatos. Ecnun
370 3HaveHne paBHO TRUE, TO MOXeET ObITb TaKKe yKa3aHO orpaHM4eHne AnuHbl NyTu cepTudmKauuu.

Ceptudukarsl YL, gomkHbl BKNovaTh B cebsi pacwmpeHne basicConstraints co sHayeHnem TRUE.

YT106bI YAOCTOBEPUTLCA, SIBNSIETCSA NN AAHHOE PaCLUMPEHNE KPUTUYECKUM NNBO HEKPUTUYECKUM U 0O
3arenbHbIM NM60 HeobA3aTenbHbIM, CM. Tabnuuy 3.
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Ceptudukarbl KOHEYHbIX 00LEKTOB (BblAABAEMbIX KBANMMPULMPOBAHHOMY MEAULIMHCKOMY pabOoTHUKY,
BCNOMOrarenbHOMY MeAULIMHCKOMY pabOoTHUKY, CyGcuanpyemMomMy noCTaBLLMKY MEANLMHCKUX YCIYT, pabOTHUKY
noaaep>xvBatoLLel opraHn3auumn 3apaBooXpaHeHnsi, NOTPEOUTENIO, OpraHu3aummn, NPUMOXKEHUIO UMK YCTPOW-
CTBY) HE AOSMKHbI UMETL 3TO pacLuMpeHne co 3HadeHnem TRUE.

7.2.8 lNMone ToveK pacnpocTpaHeHUA CNUCKOB O0TO3BaHHbIX cepTudukaTtoB CRLDistributionPoints

Cneuucpukauus IETF/RFC 5280 pekomeHayeT noaaepkKy 9TOro pacluMpeHns yaocTOBEPSAOWUMU LiEH-
Tpamu 1 NpunoxeHuamu. Ona peanusauuin ctaHaapTta B 34paBOOXpaHEHUM, UCMONb3YIOLLMX TOYKKU pacnpocTpa-
HEHUS CMMCKOB OTO3BAHHbIX CepTUUKATOB, 9TO PACLLUMPEHUE AOIMPKHO MAEHTUULMPOBATL MECTOHAXOXAEHNE
cooteercTBytoero COC (Mnu cnmcka 0TO3BaHHbIX LIEHTPOB cepTudukauyum ana ceptudukaros YLI) B katanore
LUudpoBbIX cepTUdUKaToB. B 3TOM crnyyae OHO AOMKHO ObiTb 00A3aTENbHLIM U HEKPUTUYECKUM.

7.2.9 MNone pacwUpeHHOro HasHavyeHUA Kioya extKeyUsage

OTO none yka3elBAET OAHO MMM HECKOMNMBKO HA3HAYEHWA CEPTUDULMPOBAHHOIO OTKPLITOTrO Knto4a, ans
KOTOPbIX OH MOXKET MCnonb3oBaTbCA B 40NONMHEHNE K OCHOBHOMY Ha3Ha4Y€HUIO, ONNCaHHOMY B NOs1I€ OCHOBHOTO
HasHadeHus kniova keyUsage, cogepxalieMcsi B paCLULMPEHUN, UNK BMECTO 3TOTO HA3HAYEHUS.

3T0 pacLumMpeHne ABNSeTcA Heoba3aTenbHbIM U HEKPUTUYECKUM.

7.2.10 None undopmauum o poctyne k uHpopmauum YL authorityinfoAccess

Pacumpenue authoritylnfoAccess ykasbiBaert, kak nonyuutb 0CTyN K uHdopMaum 06 YL, BbinyCTUBLLEM
cepTtudumkar, u cepsepam ycrnyr onpeaeneHus craryca ceprudukara B peanoHom epemenn (OCSP Responders).

370 pacwmpeHue He 3agaeT mectoHaxoxaeHue COC. Ero 3HaueHue cocTouT U3 NnocneaoBaTenbHOCTU
OMUCaHMWii METOAOB AOCTYNa W aapecoB 00BLEKTOB AocTyna. Kakablii 9neMeHT 3TON NocneaoBaTenbHOCTU
onucbiBaeT hopMaT U MECTOHAxXOXAEeHMe AoNonHuTENLHOWU nHdopMayuu 06 YL, Tun un dhopmat uidgropmaumm
yka3blBaeTCA B METOAE JOCTYNA, 8 MECTOHaxoxaeHue uHcopmauum — B agpece aocryna.

3OTO paclumMpeHne ABNAETCA HeoBsA3aTeNbHBIM U HEKPUTUYECKUM.

7.2.11 MNone poctyna kK UHchopmauum o cyonbekTe subjectinfoAccess

3TO none ykasbIBaeT, Kak Nony4yuTb A0CTYN K MHopMmaumu o cybbekte ceptudpmkara u Takum cnyxbam,
KaKk METKU BPEMEHMN.
370 paclumpeHune SBnsieTcs Heobs13aTenbHbIM U HEKPUTUYECKUM.

7.3 CneuuanbHble aTpUbyYThI KaTanora CyobeKkToB
7.3.1 ATpmbyT npodeccuoHanbHom ponu hcRole

ATpubyT hcRole no3sonser koguposartb CBEAEHUS O PONU KBanuuuupoBaHHOTO UM BCMOMOTaTenbHOro
MeAULMHCKOro paBoTHMKa. OTOT aTpMbyT PEKOMEHAYETCS UCMONb30BaTh B peanusauusax cTtaHaapTa, Nockonb-
Ky ero npumeHeHue Byaet cnocoBCTBOBATL MEXAYHAPOAHOW WHTeponepabensHOCTU cepTudmKauun ponei
B 34paBooxpaHeHnn. C aTuM atpubyToM MOXHO BbIMYCTUTL HECKOMNBKO CepTUdUKATOB 4TS OAHOIO M TOMO Xe
numua. C nonem hcRole MoxHO accouumpoBaTth Uenblii psa Tabnuy knaccudukauuu. Mpegnaraemoe norne
MMEET MEXaHU3M pacLUMPeHns, No3BONAIOLMIA UCMONb30BaTh HALUMOHAMNBHLIE UMK PErMOHaNbHLIE CUCTEMBI
KOAWPOBAHUSA PONEN B 30PaBOOXPaHEHUN.

310 none TpebyeTca ans cepTUUKATOB MAEHTUMHOCTU, MOCKOMbLKY PONb BrajenbLa ceptudukara B
3paBoOOXPaHEHNN COCTABIIAET HEOTLEMITEMYIO YacCTb €ro (ee) naeHtuuHocTu. Korga atoT atpubyT npoBepeH,
AOMNONHUTENbHYI0 MHPOpMaLmio yaobHee nomeLate B CA, kak aTo obcyxaaertcs B ctaHaapre MCO 170901,
noapasgen 7.4.

HacToswwi cTanaapT No3BONAET NPeAbABNATL B CEPTUGDUKATE Takue pernoHanbHbIe CBEeHus, Kak pe-
rMCTPaLMOHHbLIE HOMEepa, HOMepa CHETOB U MAEHTMPUKATOPLI NauueHToB. Huxxe npeacTasneHa cneuudukayus
knacca o6bektoB REGIONAL-DATA.
hcRole ATTRIBUTE ::= {

WITH SYNTAX HCActorData

EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE hcActorSubstringsMatch

ID id-hcpki-at-healthcareactor}

HasHauyeHue 06bEKTHbIX MAEHTU(UKATOPOB

B HacTosiLLleM CTaHAapTe Ha3HaveHbl cneayowme 06bLeKTHbIE NAEHTUMDUKATOPDI:
{iso (1) standard (0) hcpki (17090)}
id-hcpki OBJECT IDENTIFIER ::=1.0.17090

13
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id-hcpki-at OBJECT IDENTIFIER ;= {id-hcpki 0 }
id-hcpki-at OBJECT IDENTIFIER  ::=1.0.17090.0
id-hcpki-at—healthcareactor OBJECT IDENTIFIER ::= {id-hcpki-at 1}
id-hcpki-at—-healthcareactor OBJECT IDENTIFIER ::= 1.0.17090.0.1

id-hcpki-cd OBJECT IDENTIFIER .= {id-hcpki 1}
id-hcpki-cd OBJECT IDENTIFIER  ::=1.0.17090.1

id-hcpki-is OBJECT IDENTIFIER .= {id-hcpki 2}
id-hcpki-is OBJECT IDENTIFIER  ::=1.0.17090.2

OnpeneneHns TUNOB AAHHbIX:

HCActorData == SET OF HCActor
HCActor == SEQUENCE {
codedData [0] CodedData OPTIONAL,
RegionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL }
CodedData ::= SET {
codingSchemeReference [0] OBJECT IDENTIFIER,

---- COAepXUT CCbINKY Ha cuctemy koguposaHna MCO mnu cebinky

---- HA MECTHYIO CUCTEMY KOAUPOBAHUSA, 3aperncTpupoBaHHyto B UICO
---- GO y HaLUMOHAaNLHOTO perncrparopa 06bEKTHLIX UAEHTUUKATOPOB.
---- OBBLEKTHbIN naeHTUdUKaTop cuctembl kogmuposanHua MCO

---- onpegeneH Bbiwe (id-hcpki-is).

---- [10 MeHbLLEen Mepe, OAUH U3 CrieayoLmnx SNeMeHToB

---- OJDKEH NPUCYTCTBOBATb:

codeDataValue [1] UTF8String OPTIONAL,
codeDataFreeText [2] DirectoryString OPTIONAL }
RegionalData ::= SEQUENCE {

type REGIONALDATA.&id({SupportedRegionalData}),
value REGIONALDATA.&Type({SupportedRegionalData}{@type})}

OnpepgeneHue knacca oobektoB REGIONALDATA:

REGIONALDATA ::= CLASS {
&Type,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX &Type
ID &id }

OnpepgeneHue MHOXeCTBA KnaccoB 06bekToB SupportedRegionalData:

SupportedRegionalData REGIONALDATA ::=
{coded,
-- 34eCb MOTYT ObITb ONpeaeneHbl AONONMHUTENbHbIE
-- pernoHarnbHble/HauuoHanbHble 00bLeKTbI}

OnpegeneHne MHPOPMALIMOHHOTO 0O BbEKTa KOAMPOBAHHLIX AAHHbIX coded:

coded ::= REGIONAL-DATA {
WITH SYNTAX CodedRegionalData

ID id-hcpki-cd}
CodedRegionalData ::= SEQUENCE {
country [0] PrintableString (SIZE (2)),
-- Kog cTpaHbl n3gatena ceprudukara B cootsercreum ¢ ISO 3166-1 [10].
issuingAuthority [1] DirectoryString,

-- Ngentudpukatop usgarena ceprudukara Kak permoHanbHOro oobekra.
-- MoxeT ObITb YKa3aH Kak HaCTOSILWMIN naeHTUUKaTop unm
-- KaK CTpoKa noucka B kartanore (TpebyeT AONONHUTENBHOTO

-- ONpeaeneHns).
hcMajorClassCode [2] CodedData,
hcMinorClassCode [3] CodedData OPTIONAL

14
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[ns aToro nons AOMKHbI UCMONbL30BaTLCA KOAbI, HAaNPUMep, B3SATble U3 CUCTEMbl KOAUPOBAHUA UMEH
poneii nonb3osatenen gaHHbIx ASTM E1986-98.

3HaueHus aneMeHTOB knacca obbektoB HcActor pekomeHayetcsa 6paTtbh M3 COOTBETCTBYIOLLEN HALMO-
HanbHON CUCTEMbI KOAUPOBAHUA.

B cepTuukarax ksanumunpoBaHHbIX U BCIOMOraTenbHbIX MEAULMHCKUX pabOTHUKOB 9TO pacLUMpeHne
ABnNAeTcA 06513aTeNbHbIM U HEKPUTUYECKUM. B 0CTanbHbIX Cnyyasix OHO He00A3aTeNbHOE U HEKPUTUYECKOE.

7.3.2 None aTpubyToB KaTanora cyobekToB subjectDirectoryAttributes

PekomeHnayertcsi, 4ToObl 3TO pacLuMpeHue NpUCyTCTBOBANO B UHAUBUAYANbHBIX cepTudhmKkaTax MaeHTnY-
HOCTU. B aTux ceptudpmkarax oHo MOXeT cogepxatb arpubyt hcRole (cm. 7.3.1). Kpome Toro, none subject-
DirectoryAttributes moxeTt cogepxaTb apyrue atpubyThbl, He cneundUUMpPOBaHHbIE B HACTOsLLEM CTaHaapTe.

3T0 paclumpeHne J0MKHO ObITb MOMEYEHO Kak HekpuTuydeckoe. MockonbKy cepTudukaTr MOXKeT UCTOfb-
30BaThCA KakK B LEMAX ayTeHTUAMKALUK, TaK U B LENSX NPUCBOEHUS POMK, TO B cepTudmkarax ksanuduuyu-
POBaHHbIX U BCMOMOraTesibHbIX MEAMLMHCKMX pabOTHUKOB OH JOIKeH ObiTh 06si3aTensHbIM. B ceptudukarax
APYTMX TUMOB OH AOMKEH OblTb HEOOSI3aTENbHbIM.

7.4 PacuupeHue o6bABNeHUn kBanuguunposaHHoro ceptugukara gcStatements

PekomeHnayetcs Bknioyatb none geStatements B ceprudukatbl KBANUQPULUMPOBaAHHLIX 1 BCMOMOraTenbHbIX
MEeAULIMHCKMX paboTHUKOB. CepTudmkaTbl naumMeHToB/noTpedureneii, cybcuanpyembix NOCTABLLUMKOB MEAULIMH-
CKMUX yCrnyr u paGOTHUKOB NOAAEPKUBAIOLLMX OpraHn3auuin Takke MOryT cogepxartb a1o none. Ceptudukarsl
YCTPOWCTB U MPUINOXEHUI HE AOMXKHbI €ro coaepatb. JeTansHule cBeAeHnsa 00 3TOM none npuBeeHbl B
cneyundukayumn IETF/RFC 3739.

PekomeHnayetcs, 4ToObl NPUNOXEHUS, COOTBETCTBYIOLLME HACTOSALLEMY CTaHAapPTy, Oblnu cNOCOobHbLI NoA-
AepXuBaTtb MCMONb30BaHWE paclumpenusa geStatements.

370 paclumpeHne aBnaeTca Heoba3aTenbHbIM U HEKPUTUYECKUM.

7.5 TpeGoBaHuA ONA KaXA0ro Tuna cepTudmrKaToB B 34paBOOXPaHEHUM

TpeGoBaHUA K 3anemMeHTaMm Nosis pacluMpeHust extensions Ans KaXgoro Tuna cepTUUKaToB B 3apaBo-
OXpaHEeHW NpuBeaeHsl B Tabnuue 3.
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> Tabnuuya 3 — TpeboBaHns K arieMeHTaM MoMs pacluMpeHus extensions AN Kaxgoro TuNa cepTUUKATOB B 34paBOOXpaHEHNN

Ceptuchukatsl YL CepTuthrKaTbl MAEHTUNHOCTN
Ceptudukar CepTucou-
Ceptuchukat KBanuuum- kaT Bcro- CepTucpukat
OreMeHT cepTucnkaTa yAocToBe- Kpocc-ceptu- poBaHHOro MoraTenb- Ceptudpmkar | CeprtudmkaT Ceptudukat Ceptudumkar aTpubyTa
patoLero cukar MeaULWH- HOro Meau- | mnoTpebutens | opraHusauuu ycTpoicTBa NpUNoXeHns
LieHTpa cKoro pa- LiIHCKOTO
GOTHWKa paboTHMKa?
O6wue paclunpeHus
authorityKeyldentifier' | O6sasatens- | O6ssatens- | O6sasatens- | O6asatens- | OBssatens- | O6ssatens- | O6sizatens- Obsi3a- Heobsn3a-
Hoe") Hoe!) Hoe" Hoe" Hoe" Hoe" Hoe TenbHoe" TerbHoe
subjectKeyldentifier Obssatent- | Obssatenb- | OBsasatens- | Obasatens- | ObasaTtens- | O6asarens- | ObaAsaTens- Obgasatens- | Heobssa-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
keyUsage Obssatent- | Obsasatenb- | OBsasatent- | ObasaTtens- | ObasaTtens- | O6ssarens- | ObasaTernb- Obszarenb- | Heo6siza-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
privateKeyUsagePe- OtcytetByeT | OTteyTetByer | HeobGsiza- Heobs3a- Heobs3a- Heobssa- Heobssa- Heobs3a- Heobs3a-
riod TenbHoe TensHoe TensHoe TensHoe TensHoe TenbHoe TensHoe
certificatePolicies Obsasatens- | ObsasaTtenb- | ObsAsatens- | Obasatens- | O6asaTtenb- | O6asarens- | Obasarens- Ob6sa3atens- | Heob6sza-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
subjectAltName OTcytctByeT | OTeyTetByer | Heobssa- Heobnsa- Heobs3a- Heobsza- Heobs3a- Heobssa- Heobs3a-
TenbHoe TenbHoe TenbHoe TensHoe TenbHoe TenbHoe TenbHoe
subjectDirectoryAttri- | OtcyTetByer | OTcyTtcTBYeT | Heobsiza- | Heobssa- Heobs3a- Heobsiza- Heobs3a- Heob6s3a- Heobsi3a-
butes TenbHoe TenbHoe TenbHoe TeneHoe TenbHoe TenbHoe TenbHoe
basicConstraints Obsizatens- | OGsisatens- | Heob6sisa- Heobssa- Heobs3a- Heobsiza- Heo6s3a- Heobssa- Heobs3a-
HO€ U KPUTU- | HOE U KPUTK- | TeNbHOEe TenbHoe TenbHoe TensHoe TenbHoe TenbHoe TenbHoe
Yyeckoe yeckoe
CRLDistributionPoints | O6asatens- | Obasatenb- | O6asatent- | O6asaTens- | O6asaTens- | Obasatens- | Obasarens- Obssatenb- | Heob6s3a-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
extKeyUsage Heobs3a- Heobssa- Heobsasa- | Heobssa- Heobs3a- Heobsiza- Heobsiaa- OteyTerByeT | Heo6si3a-
TenbHoe TernbHoe TenbHoe TenbHoe TenbHOE TensHoe TenbHoe TenbHoe
authoritylnfoAccess Heobs3a- Heobssa- Heobsasa- | Heobssa- Heobs3a- Heobsiza- Heobsaa- Heobs3a- Heobs3a-
TenbHoe TernbHoe TenbHoe TenbHoe TenbHOE TenbHoe TenbHoe TenbHoe TenbHoe
qcStatements OteyTetByer | OTtcyterByer | Obsasa- Obasa- Ob6n3a- OtcyTeT- OtcytctByeT | OTeyTeTBYeT | Heobssa-
TenbHoe® [ TenbHoe® | TenbHoe® | Byer TenbHoe
hcRole OteytetByer | OtcytetByeT | Heobasa- | Heo6ssa- Heo6s3a- Heobs3a- Heobs3a- OtcytetByer | OTCyTCTBYET
TenbHoe TenbHoe TenbHoe TenbHoe TensHoe
D PekomeHayeTca, 4Tobbl 3T0 Nore BLINo 06A3aTENbHLIM.
2 Tpe6osaHus, NpeabsBRSeMsle K cepTudmKaTam BCNOMOraTesbHbLIX MeANLMHCKIX paBOTHUKOB, OTHOCATCA Takke K cepTudmkaTam cyGeuanpyeMbix NocTas-
LMKOB MEANLIMHCKNX YCYr U paboTHUKOB NoaAepKUBaOWMX OpraHU3aumii 3apaBooxpaHeHns.
% TpeGoBaHue 063aTENBHOCTI PacMPOCTPaHSIETCA Ha 0BNAcTH AeCTBUS, rae N0 HAUMOHANBLHOMY 3aKOHOAATENLCTBY TPeBYeTCA UCNONb30BaHUe KBANMdH-
LMpOBaHHBIX CepTUDUKATOB.
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A.1 BBegeHune

rocT P UCO 17090-2—2016

MpunoxeHue A
(cnpaBoyHoe)

Mpumepsl npodunen cepTucpukatos

Hwxe B Lenax unnocTpauumn nNpuBeAEHo HECKONBLKO MPOCTLIX NPUMEPOB Kaxaoro Tuna ceptudukatos. 3TU nNpu-
Mepbl He sBNATCA HopMaTBHBIMU. Koa Ha A3bike ASN.1 U HopMaTUBHbBIE NONOXEHUA COQEPXKATCA B OCHOBHOM TEKCTe

HacToAlero ctaHgapTa.

A.2 Mpumep 1. Npocbuns ceprudpukara notrpeburens

MpumMedvaHue —3TOT NpUMEP CNYXUT TOMLKO AN LIENE MNNICTpaLmMmn 1 He ABNAETCA NpoToTMNoM GyayLiero
dopmara cepTudmnkaToB HauuoHaneHoii cnyx6bl 3apaBooxpaHeHus BenukobputaHum (NHS).

MauuenT Bill Smith, B cucteme NHS naeHtudpmumpyetca Homepom 368964278. [lata Bbinycka cepTudmkata 1 aBrycra
2001 roga. flata 3aBepLlueHUA AeilcTBUA cepTudukata 1 aBrycra 2006 roga.

Version

SerialNumber

Signature

Issuer
countryName
localityName
organizationName
organizationalUnit
commonName
serialNumber

Validity

Subject
countryName
localityName
organizationName
organizationalUnit
commonName
surName
givenName
e-mail

subjectPublicKeylnfo
algorithm
subjectPublicKey

Extensions

authorityKeyldentifier

subjectKeyldentifier

keyUsage

certificatePolicies

(2 — pecAaTUYHLINA Kof cepTudgdukaToB Bepcun 3)
(yHUKanbHLIA HOMep, reHepupyemsblii YLI)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(UK)

(London)

(Dept. of Health)

(National Health Service)
(CepTtuchukat nayueHta sepcum 1)
({cepuitHbli HOMep uanaTens})

(cpok aeicteuA B popmate UTCTime:
notBefore 010801000000z

notAfter 060801000000z)

K)

(U

(London)
(NHS)
(Peructpatypa)
(Smith, Bill)
(Smith)
(William)
(bSmith@uknet.com)

(oTKpbITEINA KNtod RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKPBITHIN KItoW cyObekTa)

(YHMKanbHbIA naeHTUUKaTOp OTKPLITOro Krtoda YLI)
(YHVUKanbHbIA naeHTUdUKaTOp OTKPLITOro Kitova cybbekTa)
(krtod Menonb3yeTes A4S SNeKTPOHHOR nognucu)

policyldentifier OBJECT IDENTIFIER ::= Policy-OlID-for-Patient-Certificate-v1

cRLDistributionPoints
authoritylnformationAccess

subjectDirectoryAttributes

(http://crl.location.nhs.uk)
(http://ocspserver.nhs.uk/OCSP_SERVER:5555)

hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor

hcActorData SET OF {

codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-patient,
codeDataFreeText DirectoryString ::= optional-data }
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-UK,
issuingAuthority DirectoryString ::= (c=UK, National Health Service,

ou=patients),
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hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
Coding-Scheme-for-Type-OID,
codeDataValue UTF8String ::= Type-OlD-for-patient,
codeDataFreeText UTF8String ::= “patient ID 368964278} } }

A.3 MNpumep 2. Npodunb ceprucnkara BcnomorarenibHOro MeaMUMHCKoro paboTHuka

MpumMmeyaHmne — DTOT NpUMEP CIYXUT TOSMLKO AN LieNei UNMcTpauyun 1 He SBRsieTcA NpoToTunoM byayliero
dopmata cepTudmukaToB cnyx6bl 3gpaBooxpaHeHms Wrata KanmdopHus.

Betty Smith — “cepTuduumpoBaHHbIii MeanLmMHckuin peructpatop (CMP)”. Ceptudukarsl gns CMP BeinyckaioTea
AMepuKaHcKoii accoumaLuein MefuLMHCKUX peructparopoB (American Association of Medical Transcriptionist).

Version (2 — pecaTuyHbIiA Koa cepTuduUkaToB Bepcun 3)
SerialNumber (YHUKarnbHbIA HOMep, reHepupyemslii YLI)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
Issuer
countryName (US)
localityName (California)
organizationName (HanmeHoBaHue YL| cnyx6bl 3apaBooxpaHeHmnst KanudgopHun)
commonName (HanmeHoBaHue YL| cnyx6bl 3gpaBooxpaHenmnsi KanudgopHun)
Validity (cpok aeitctBuA B popmate UTCTime)
Subject
countryName (US)
localityName (California)
organizationName (opraHusauus Bnagensla cepTudukara)
commonName (Smith, Betty)
surname (Smith)
givenName (Betty)
subjectPublicKeyInfo
algorithm (oTkpbITHINA Kntod RSA, 1024 6uT {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPLITHINA KoY cybbekTa)
Extensions
authorityKeyldentifier (yHUKanbHbIR naeHTUdUKaTOp OTKPLITOro Krtoda YLI)
subjectKeyldentifier (yHUKanbHLIA nAeHTUdUKaTOP OTKPLITOro KItoda cybbekTa)
keyUsage (arekTpoHHaa NoANUCh, UM HEOCNOPUMOCTb, UK LWMdPOBaHNE)
certificatePolicies (0BBEKTHBIA UAEHTUdNKATOP COOTBETCTBYIOLLIEIA MONUTUKN)
cRLDistributionPoints (mecTo Bxoga B COC X.500)

subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ::={
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-transcriptionist-role,
codeDataFreeText DirectoryString ::= optional-data}
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US,
OU= American Association of Medical Transcriptionists),
nameAslssued DirectoryString ::= (CN= Elizabeth Smith)
hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= ASTM-Coding-Scheme-for-Type,
codeDataValue UTF8String ::= ASTM-Type-OID-for-transcriptionist}
codeDataFreeText UTF8String ::= “nuueHana Ne 1234567"} } )

A.4 Tpumep 3. NMpodunb ceprudmnkara KBanuhuLMpoBaHHOrO MeaULIMHCKOro paboTHMKa

MpuMedaHune — ITOT NPUMEP CIYXKUT TOSNBKO AN LeNeil unnocTpauunn u He ABNSETCA NpoToTunom SyayLyero
dopmaTa cepTUUKaToB Cryx6bl 34paBooxpaHeHus WTaTta KanugopHus.

MeguumHckuii cneuunanuct John Stuart Woolley, oH xe Tink Woolley. EMy BblgaHa nuueH3ns MeguumHckoi nuueH-
3MOHHON KomUuccueir wrata KanudopHua (State of California Medical License Board). Homep nuueHann 20A4073. Kog
cTartyca nuueHsum 17 (“01” — “peicTBUTenbHasa v akTueHasa'). OaTa Beigaun 22 mapta 2000 roga. Jata 3aBeplueHus
JencTBuA nuueHsun 21 Mapta 2002 roga.
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Version (2 — pecATUYHbIN Kop cepTudukaToB Bepcumn 3)
SerialNumber (YHMKanbHbIA HoMep, reHepupyemblii Y1)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
Issuer
countryName (US=CoeanHeHHble LLUTaTbl AMepuKu)
localityName (California)

organizationName (HammeHoBaHue YL cnyx6el 3gpaBooxpaHeHuns KanudopHun)
commonName (HammeHoBaHue YL cnyx6bl 3gpaBooxpaHeHns KanudopHun)
(

Validity cpok felicteus B popmare UTCTime)

Subject
countryName (US = CoeamnHeHHkle LLTaTbl AMepukm)
localityName (California)
organizationName (opraHusauma Brnagensua cepTudukara)
commonName (Woolley, Tink)
surname (Woolley)
givenName (John Stuart)

subjectPublicKeyInfo
algorithm (oTKpbITHIN KTtow RSA, 1024 61T {1,2,840,113549,1,1,1})
subjectPublicKey (OTKpBITHIN KITtoY cyBGbekTa)

Extensions

authorityKeyldentifier YHUKanNbHbIA WAEHTUUKATOP OTKPLITOro Kntoda YLI)

(
subjectKeyldentifier (YHUKanbHBIA naeHTUdUKaTOp OTKPLITOro Knkova cybbekTa)
keyUsage (eneKTpoHHas NofjnNuUCk, UM HEOCMOPUMOCTb, UNK WUpoBaHMNE)
certificatePolicies (0BBeKTHBI NAEHTUGDUKATOP COOTBETCTBYIOLLEH NOMUTUKK)
cRLDistributionPoints (mecTo Bxoga B COC X.500)
subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-physician-role,
codeDataFreeText DirectoryString ::= optional-data}
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US, L=CA, OU=California Medical License Board),
nameAslssued DirectoryString ::= (CN=John Stuart Woolley)
hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-Type-OID,
codeDataValue UTF8String ::= ASTM-Type-OID-for-physician}
codeDataFreeText UTF8String ::= “nuueHsuns Ne 20A4073"}
hcMinorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-License-Status-OID,
codeDataValue UTF8String ::= “unrestricted”,
codeDataFreeText UTF8String ::= “HeorpaHu4eHHasn"} } )
O6patuTe BHMMaHWe, YTO B JaHHOM NpyMepe HOMEp W CTaTyC NIULEH3NN 3aKOANPOBaHb! Kak perMoHanbHble JaHHbIe.
Takune pernoHarsnkeHble faHHbIe ABMAKTCA Heoba3aTenbHEIMU U PeLLeHUe, BKIYaTbh UX B CEPTUMUKAT UK HET, ocTaeTcs
Ha ycmoTpeHue YL, BeinyckatoLwero ceptudukar.

A.5 Mpumep 4. Npodunb cybecuanpyemoro nocrasluka MeANLMHCKUX YCnyr

MpumMedaHune — ITOT NPUMEP CIYXUT TONbKO ANA Liene UNNCTpaLumn 1 He SBNSEeTCs NpoToTMnoM GyayLero
dopmMaTa cepTudUkaToB crnyxbel 34paBooxpaHeHuns nposnHuyum OHTapuo (KaHaga).

Julie LeClerk, akywwepka 13 npoBuHLMKM OHTapuo.

Version (2 — pecATUYHLIN KOA cepTuduKaToB Bepcun 3)
SerialNumber (YHWKanbHbIA HOMep, reHepupyemslii Y1)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
Issuer

countryName (CA=KaHapa)

localityName (Ontario)

organizationName (HaumeHoBaHue YL| cnyx6bl 3gpaBooxparHeHns OHTapuo)
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commonName (HanmeHoBaHue YL| cnyx6bl 3gpaBooxpaHeHnss OHTapuo)
Validity (cpok aeirctBuA B popmate UTCTime)
Subject

countryName (CA=KaHapa)

localityName (Ontario)

organizationName (opraHusauuns Bnafgensua cepTudukara)

commonName (LeClerk, Julie)

surname (LeClerk)

givenName (Julie)
subjectPublicKeyInfo

algorithm (oTKpbITEIA KNtod RSA, 1024 6uT {1,2,840,113549,1,1,1})

subjectPublicKey (OTKpPBITLIN Knto4 cyBbekTa)
Extensions
authorityKeyldentifier YHVKanbHbIA aeHTUdMKaTop OTKpLITOro Krtova YL|)
subjectKeyldentifier YHUKanbHbIA aeHTUUKaTOp OTKPLITOro Kntova cybrekTa)
keyUsage

certificatePolicies
cRLDistributionPoints
subjectDirectoryAttributes

OOBEKTHLIA UAEHTUDUKATOP COOTBETCTBYIOLLEH NONUTUKN)

(
(
(aneKTpoHHasa NoAMUCh, UM HEOCNOPUMOCTb, UNU LW poBaHKE)
(
(mecTo Bxoga B COC X.500)

(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,

codeDataValue UTF8String ::= the-code-for-midwife-role,
codeDataFreeText DirectoryString ::= optional-data}
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-Canada,

issuingAuthority DirectoryString ::= (C=US, L=CA, OU= Name-of-CA-for-Ontario-

Health-Care),

hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ;.=
ISO-Role-Coding-Scheme,
codeDataValue UTF8String ::= the-code-for-midwife-role }
codeDataFreeText UTF8String ::= “HeoBsasaTenbHble NeyaTaemble AaHHble"}

A.6 Mpumep 5. NMpocdhunb cepTucpmkara paboTHMKa NnogaepKuBatoiel opraHusauum

MpuMedaHue — 3TOT NpUMep CIYXXMUT TOMBKO AN Leneil UNiocTpaLnn U He SIBSIETCA NPOTOTMNOM GyayLuero

copmaTa cepTudUKaToB cryx6Ghl 34paBooxpaHeHns WwraTta KanudopHus.

20

Sally R. Jones, onepauuoHucTka Byxrantepuun B opraHusauumn American Health Systems.

Version

(2 — pecATUYHLIN KOA cepTudukatos Bepcun 3)

SerialNumber (yHUKanbHbIA HOMep, reHepupyemsblil YLI)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
Issuer

countryName US = CoegunHeHHble LLTaTbl AMepukn)

localityName
organizationName

(
(California)

(HammeHoBaHuWe YL cnyx6bl 3gpaBooxpaHerunsi KanudgopHun)
(

(

commonName HaumeHoBaHue YL cnyx6bl 3apaBooxpaHeHus KanndopHuu)
Validity cpok geiicteus B hopmare UTCTime)
Subject
countryName (US = CoeanHeHHble LLTaTtel AMepukn)
localityName (California)
organizationName (American Health Systems)
commonName (Jones, Sally R.)
surname (Jones)
givenName (Sally R.)
subjectPublicKeyInfo
algorithm (oTKpbITEIA KNtod RSA, 1024 6uT {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPBITHIN KNtod cyBbekTa)
Extensions
authorityKeyldentifier (YHUKanbHbIA naeHTUUKaTOP OTKPLITOrO Krtoda YLI)
subjectKeyldentifier (YHUKanbHbIN UaeHTUdUKaTOP OTKPLITOrO Ktova cybbekTa)
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keyUsage (anekTpoHHas NnoaNUCb, UNKU HEOCNOPUMOCTb, UK LIKPOBaHKE)
certificatePolicies (06BeKTHBI geHTUUKATOP COOTBETCTBYIOLLIEH NOMUTUKN)
cRLDistributionPoints (MecTo Bxoga B COC X.500)

subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ::={
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-file-clerk-role,
codeDataFreeText DirectoryString ::= CN=Sally R. Jones }
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US, L=CA, OU= American Health Systems),
hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-Type,
codeDataValue UTF8String ::= ASTM-Type-OID-for-file-clerk }

Ob6paTuTe BHUMaHWe, 4TO, B OTNINYUE OT NpuMepa 3 (cepTudukaT kKBanupuuUpoBaHHOro MeAULMHCKOro paboTHUKa),
3/1eCb HET HU HOMEepa NULEH3UKN, HU KoAa cTaTyca NIMLEH3nN. Takoe AoNycKaeTes, NOCKONbKY 3TW pernoHarnbHbIe noss
ABMAOTCA HeobA3aTeNbHLIMKU U PELLEHNe, BKIoYaTb UX B cepTUdUKAT UK HET, OCTaeTcsA Ha yemoTpeHune YL, Bbifyckato-
Ljero cepTuduKar.

A.7 MNMpumep 6. Npodunb ceprudmnkara opraHusauumn

MpumMedaHune — ITOT NpUMEP CIYXXMUT TOMNBKO ANA Lenei UNNICTpaLMK U He SBNSIETCA NPOTOTMNOM GyayLero
¢opmaTa cepTUdnKaToB cNyxbbl 34paBoOXpaHeHUst WTaTa KanudopHus.

Version (2 — pecATMYHbIN KOA cepTudukaToB Bepcum 3)
SerialNumber (YHUKarnbHbIR HoMep, reHepupyemblil YLI)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
Issuer

countryName (US =CoeauHeHHble LLiTaTbl AMepukn)

localityName (California)

organizationName (California Hospital Authority)

commonName (Health Digital Certificate policy v01)
Validity (cpok geiictBuA B popmare UTCTime)
Subject

countryName (US = CoeanHeHHble LLTaTbl AMepukm)

localityName
organizationName
subjectPublicKeyinfo

(PervoH = California)
(Midtown Hospital)

algorithm (oTKpbITLIA Krtod RSA, 1024 6uT {1,2,840,113549,1,1,1})
subjectPublicKey (OTKpBITBIA KNtod cybbekTa)
Extensions
authorityKeyldentifier YHUKanbHbIA naeHTudmKaTop OTKpLITOro Kitova YLl)
subjectKeyldentifier YHUKanbHbIA naeHTUdMKaTop OTKPLITOro Krtova cybrekTa)

keyUsage
certificatePolicies
cRLDistributionPoints

A.8 Mpumep 7. NMpocpunb CA

06BLEKTHLIN MAEHTUDUKATOP COOTBETCTBYHOLLEN NONUTUKM)

(
(
(aneKTpoHHasa nognuck, UM HEOCNOPUMOCTb, UMK LM POBaHUE)
(
(mecTo Bxoga B COC X.500)

MpuMeyaHMWe— I3TOT NPUMEP CIYXUT TONBKO AN Lienei UnmrcTpaLun U He SIBMAETCA NPoToTUNOM By yLLero

copmMaTa cepTUhrKaToB CcryxObl 3ApaBooXpaHeHuUst WraTa KanudopHus.

Version (3)

SerialNumber (YHWKanbHbIA HoMep, reHepupyemslil YLI)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
baseCertificatelD 339393322281

entityName [-p Benjamin Casey

Optional

AttCertValidity Cpok

Attributes [ocTyn K AHEBHWKam onepauunii

Issuer

countryName

(US =CoepgunHeHHble LLiTaTbl AMepuki)
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localityName
organizationName
commonName
Validity
Subject
countryName
localityName
organizationName
commonName
subjectPublicKeyInfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
cRLDistributionPoints

California)

California Hospital Authority)

CA -/ policy v01)

cpok fencteua B popmare UTCTime)

P

(US = CoeanHeHHeble LLTaTbl AMepukm)
(Pervox = California)

(Midtown Hospital)

(Midtown Secure Server 01)

(oTKpbITHIN KTtod RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKpBITHIV KTtod cyBbekTa)

(YHMKanbHbIA UAEHTUUKATOP OTKPBITOrO krtoda YLI)
(YHMKanbHbIN UAEHTUDUKATOP OTKPLITOrO Krkova cybbekTa)
(aneKTpoHHasa nognuck, UM HEOCTOPUMOCTb, UK LWNdpoBaHKUe)
(0BBeKTHEI AEHTUGDUKATOP COOTBETCTBYIOLLIEW NOMUTUKK)
(mecTo Bxofia B COC X.500)

A.9 Mpumep 8. NMpodunb ceprucdunkara YL

MpumMeyaHune — ITOT NPUMEP CAYXUT TOMBLKO ANA Lienei MNMICTpaLumn 1 He SBNseTca npotoTunom Gyayulero
dopmaTa cepTUdUKaToB CryObl 34paBooxpaHeHus WraTta KanugopHus.

Version
SerialNumber
Signature
Issuer
countryName
localityName
organizationName
commonName
Validity
Subject
countryName
localityName
organizationName
commonName
subjectPublicKeyInfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
basicConstraints
cRLDistributionPoints

(2 — pecaTuyHbIA Kop cepTuduKaTos Bepcum 3)
(yHUKanbHbIN HoMep)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(US = CoeanHeHHble LLTaTbl AMepuku)
(Mpum. Peruon California)

(Mpum. California Hospital Authority)
(Mpum. CA — Health PKI US-CT/ policy v01)
(cpok geiictaunA B hopmate UTCTime)

(US = CoeanHeHHble LLiTaThl AMepukun)
(Mpum. Perunon California)

(Mpum. El Cerrito Health Authority)
(Mpum. CalifHA PKI US CT/ policy V.03)

(oTKpbITHIA KITtod RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKpbITHIN KNtod cybbekTa)

(YHUKanbHbIA uaeHTUUKaTOP OTKPLITOrO Knioya YLI)
(YHUKanbHbLIA naeHTMUKaTOp OTKPLITOro kitoda cybbekTa)
(enekTpoHHas nognuck COC u cepTudukaros)
(0BbeKTHBI MAEHTUdMKaTOp COOTBETCTBYIOLLIEH NONUTUKN)
(CA =true)

(mecTto Bxoga B COC X.500)

A.10 Npumep 9. Npocunb Kpocc-cepTuchbuKkara

MpuMeyaHue — JTOT NpUMEP CRYXXMUT TOINBKO ANS Lierneid UnmniocTpaLun U He SIBNSIETCA NPOTOTMNOM GyayLiero
¢opmara ceptdukartoB cnyx6hl 3gpaBooxpaHeHusi wrarta KanudopHus.

Version
SerialNumber
Signature
Issuer
countryName
localityName
organizationName
commonName
Validity
Subject
countryName
localityName

(2 — pecaTuuHeblii Kop cepTudmnkaTos Bepcum 3)
(YHUKarnbHbIi HoMep)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(US =CoeauHeHHble LLitaTbl AMepukn)
(PerunoH California)

(California Hospital Authority)

(CA - Health PKI US-CT/ policy v01)
(cpok aeiictBuA B popmare UTCTime)

(US = CoeaunHeHHble LLiTaTbl AMepukn)
(PernoH Washington)



organizationName
commonName
subjectPublicKeylnfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
basicConstraints
cRLDistributionPoints

FOCTP UCO 17090-2—2016

(Washington Health Authority)
(CalifHA PKI US CT/ policy V.03)

(oTkpbITHINA KNtow RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKPLITHIN KNtoY cybbekTa)

(YHWKanbHbIA naeHTUdUKaTop oTKpLITOro Knkoda Y1)
(YHUKanbHBIA nOeHTUdUKaTOP OTKPLITOrO Krtova cybbekTa)
(anekTpoHHasa nognnce COC U cepTudmkartos)
(0BBeKTHBIN MAEHTUGUKATOP COOTBETCTBYIOLEN NONUTUKK)
(CA=true)

(mecTo Bxofla B COC X.500)
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MpunoxeHue OA
(cnpaBoyHoe)

CBefieHNA 0 COOTBETCTBMM CCLIFIOYHbIX MEXAYHAPOAHbLIX CTaHOAPTOB
HaLMOHaNbHbLIM U MEXrocyAapcTBEeHHBIM CTaHAapPTaM

Tabnuya OAA

O603HaveHMe CCbINOYHOro c O6o3HaueHWe N HauMeHoBaHNe COOTBETCTBYIOLLEro
TeneHb COOTBETCTBUA
MexXayHapojHoro cTaHaapTa HaLMOHanbLHOro, MEeXrocyJapCTBEHHOo CTaHAapTa
SO 17090-1 IDT FOCT P NCO 17090-1—2009 «WMHdopmaTusauyus

300poBbA. VHpacTpykTypa ¢ OTKPBITHIM KITHOHOM.
Yactb 1. CTpykTypa 1 obLime cBefeHUsA»

ISO 17090-3 IDT MOCT P NCO 17090-3—2009 «MHpopmMaTm3auma
3A0poBbsi. MHbpacTpyKTypa C OTKPLITHIM KITHOHOM.
YacTb 3. YnpaBneHue nonuTUKaMu ynorHOMOYeH-
HOro NKLia No cepTudukaLmny

IETF/RFC 5280 — *

* COOTBETCTBYIOLWMI HaLMOHaNbHEIA, MEXIOCYLapCTBEHHBIA CTaHAapT OTCYTCTBYET. [0 ero NPUHATUA pekoMeH-
AYETCA UCMonNb3oBaTh NePEBOS Ha PYCCKUIA A3LIK AaHHOTO MEXOYHapOAHOro cTaHAapTa.

MpumedyaHue— B HacTosAWel Tabnuue UCnonb3oBaHO criegytoliee yCrnoBHoe 0603HauYeHne CTeneHu
COOTBETCTBUS CTAHAAPOB;

- IDT — naeHTU4Hble cTaHAapThl.
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