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BBeneHue

0.1 O6wume nonoxeHnsa

MHorme cunTaloT NEPCOHANbLHYI0 MEAULIMHCKYIO UH(POPMALMIO OAHMM U3 CaMbIX KOH(IMAEHLMUANBbHBLIX
TUNOB NUYHON MHbOPMALMK, U 3aLLMTa ee KOH(PUAEHUMaNnbHOCTU Heo6xoAuMa, ecnu npeanonaraerca obe-
cnevyeHne HENPUKOCHOBEHHOCTU NUYHOCTU CYOLEKTOB MOMNYYEHUA MEAULIMHCKOW noMoLwy. Ana 3awmThl co-
rMacoBaHHOCTU MEAULMHCKON UH(POPMALIMK TAKXKE BAXKHO, YTOOLI BECb €€ XXM3HEHHbIN LUK GbiN NONHOCTLIO
npoeepsieMbiM. MeauuuHckMe KapTbl 4OMKHbI CO3AaBaTbCA, o6pabaTbiBaTLCA, YNPaBnATLCA METOAAMM, ra-
PaHTUPYIOLMMU LIENOCTHOCTb U KOH(PUAEHLUMANBLHOCTL UX COAEPXKAHUA, U NMPEAOCTaBNATL CyObekTam nony-
YEHUs1 MEANLUHCKO MOMOLLM NMPABOMOYHbIN KOHTPOMb TOFO, KAK 3TWU KapTbl CO3AaI0TCH, UCNOSMb3YIOTCA U 00-
CNY>XMBAIOTCA.

Ons oBecneveHns A0BEPUS K MEAULIMHCKUM KapTam TpebyioTca 3NeMeHTbl (hM3N4eCKon U TEXHUYECKOM
3aWWUTLl HApAAY € 3AnNeMEeHTaMu LeNoCTHOCTU AaHHbIX. OfHUMKU U3 CaMbiX BaXHbIX TpeboBaHuM K 3awmte
nepcoHanbHoON MeAULIMHCKON MHDOPMALIMK U LIENOCTHOCTM 3anncei ABnAoTcs TpeboBaHus, CBA3aHHbIE C ay-
AUTOM U BeAeHMEM XypHana. 3tu TpeboBaHUA NOMOraioT 06ecneyYnuTb YHETHOCTb ANA CyOLEKTOB NONY4EHUA
MeAULIMHCKON NOMOLLU, KOTOPbIE JOBEPAIOT CBOIO MHAOPMALIMIO CUCTEMAM INEKTPOHHBLIX MEAULMHCKNX KapT
(EHR). OHu Tak)ke NOMOraioT 3aLmMTUTL LENOCTHOCTb 3anncen, Tak Kak cepbe3Ho CTUMYNUPYIOT nNonb3oBare-
nem Takux CUCTEM COOTBETCTBOBATb OPraHU3aLMOHHOW NOMUTUKE NO UCNONB30BAHUIO TAKUX CUCTEM.

SdhhbeKkTUBHLIM ayauT U BEeHUE XypHarna MOoryT noMo4b BbIIBUTb HEHaANeXallee ncnonb3osaHne cu-
ctem EHR nnu aaHHbix EHR, a Taike MOryT 3almtuTb opraHM3auuu u cyObekTbl NONyYeHUs MEeAULMHCKON
nNoMOLLM OT NONb30OBAaTENE, 3MOyNoTpebnsIoLMX MX NONHOMOUYUsIMKM AocTyna. Ansa obecneveHus acpdekTue-
HOCTM ayauTa HeobxoauMmo, YTOObI ayaUTOPCKUI crnes cogepxan ob6bem nHdopMaumm, 4OCTaTOYHLIA ANs
peLLeHna LWMPOKOro cnekTpa 3aaay (CM. npunoxeHue A).

YKypHanel ayauta SBnsioTCA A0NONHEHUEM K CPEACTBAM yNpaBneHusa AoCTynoM. XKypHansl ayauta npe-
OOCTaBnAT CpeacTBa AN OLEHKU COOTBETCTBUSA C MONUTMKON AOCTYNA OpraHu3auuuM n BHOCAT CBOW BKNaj B
yrnyyLIeHWe M COBEPLUEHCTBOBAHME CaMOW MONUTMKM. Ho BBUAY TOro, YTO Takas NONUTMKA AOMKHA npeayra-
AblBaTb BO3MOXHOCTb HEMpPeABUAEHHbIX UMM aBapUMHbLIX CUTYaLUNA, aHanu3 ayauta CTaHOBUTCA OCHOBHLIM
cpeacTBomM obecneyeHus ynpaeneHusa 4OCTYNOM AN TaKUX CUTYaLuUi.

OBnacTb NPMMEHEHUS1 HACTOSILLEro CTaHAapTa CTPoro orpaHn4eHa BeieHMeM XxypHana coobituii. MNMpea-
rnornaraeTcsl, YTo UBMEHEHMS 3HAYEHMI faHHbIX B nonsx EHR gomkHbl 3anucbiBaTbCA B camy cuctemy 6asbl
AaHHbix EHR, a He B )XypHan ayauTta. lNpegnonaraercs, 4to cama cuctema EHR coaepxuT U npeabiayLyue, u
0BHOBMNEHHbIE AAHHBIE KAXXO0ro Monsi. 3T0 COOTBETCTBYET COBPEMEHHON apxuTekType 6a3bl JaHHbIX «NO CO-
CTOSIHMIO Ha OrpeaeneHHblil MOMEHT BpeMeHM». CaM >XypHan ayauta He JODKEH COAepXKaTb NePCOHanNbHYIO
MEAULIMHCKYI0 MHPOPMAaLIMIO, KPOME UAEHTUPUKATOPOB U CChINOK Ha 3amnuch.

OneKTpOoHHbIE MEAWULIMHCKME KapTbl OTAEMbLHOMO YEenoBeka MOryT pacrnonararbCs B pasHbiX MHGOP-
MaLMOHHbIX CUCTEMAaxX B Mpeaenax OAHOW OpraHM3auuu Unu B PasHbIX OPraHu3aumsax, Unu Aaxe B PasHbixX
opucankumax. Ons oTcnexmvsaHust BCeX AEWCTBUIA, BKIOYAIOLMX 3annCyU NO pasnuyHbiM 06beKTaM OKa3aHus
MEeMLIMHCKON NOoMOLLM, HeoBxoamma obLyas cTpykTypa. Hacroawuin ctaHgapT npeaocTaBnseT Takylo CTPyk-
Typy. Ons noaaepXku ayauTopckux CNejos B PasnuyHbIX JOMEHaX HE06X0AMMO BKMIOYaTb CCbINKKU B AAHHON
CTPYKTYpe Ha NONUTUKY, KoTopas onpeaenser TpeboBaHua B Npeaenax 4OMeHa, Takue Kak npasuia KOHTPons
J0CTyna u Nepuoa XpaHeHus. Ha nonuTuky AOMeHa MOXHO AenaTb KOCBEHHbIE CCbISTKU NOCPEACTBOM U EHTU-
duKkaLmmM UCTOYHMKA XXypHana ayauTa.

0.2 NMpeumMywwecTea MCNONbL3OBaHUSA HACTOSLEro cTaHaapTa

CTtaHgaptusauus crieoB ayauta no JOCTYMy K SNEKTPOHHbIM MEeAWLMHCKUM KapTam npecneayer age
uenu:

- obecneyeHune TOro, 4To 06bLeM MHpopMaLmm, oTobpaXkeHHOI B XKypHane ayauTa, ABNAeTca 4ocTaTouy-
HbIM A8 YETKOro BOCCO34aHNsA NOAPOBHOI XPOHONOrMKu coBbITUI, CCPOPMMPOBABLLMX COAEPXKAHNE INEKTPOH-
HOWM MeJWULMHCKON KapThbl, 1

- obecneveHune TOro, UTo ayaAUTOPCKUIA cneq AeiCTBUIA, CBA3AHHbIX C KAPTON CyObekTa nonyyeHus me-
AWLMHCKON NOMOLLM, MOXET [10CTOBEPHO OTCIEXUBATLCA Aa)e C Y4ETOM OpPraHu3auuoHHbIX CTPYKTYP B pas-
HbIX NPeAMETHbIX 06nacTsXx.

Hacroswuii ctaHgapT npeaHasHa4veH Ansa nul, OTBETCTBEHHbIX 3@ HAA30p 3a 3aLUMTON UK KOHUAEH-
LUManbHOCTbIO MEeAULIMHCKON MHAOPMaLUK, ANA MEAMLUHCKUX OpraHnM3aumnini u Apyrux XxpaHutenen meanumH-

v
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CKOM MHCbOpMaLmm, 06paLLaIoLLMXCA 3a PYKOBOAALLMMU yKa3aHMSMU MO ayAUTOPCKUM criefaM, a Takke ux
COBETHMKOB MO 3aLuuTe, KOHCYNLTAaHTOB, ayAUTOPOB, NPOAABLIOB U TPETbUX JIULL, OKa3blBAIOLLMX YCIYIu.

0.3 CpaBHeHue CO cTaHAapTaMu, CBA3aHHLIMU C ayAUTOPCKUMMU CregaMu 35eKTPOHHbIX Meau-
LIMHCKUX KapT

Hacrosiwuii cranaapt cootBeTcTByeT TpebosaHusam MCO 27799:2008, B TOW YacTu, B KOTOPOW OHU CBS-
3aHbl C BbINOMHEHUEM ayauTa U ayauTOPCKUMU crieaami.

HekoTopble yutatenu moryT BbiTb 3HakoMbl ¢ 3anpocom Kommentapues (RFC) Paboueii rpynnbl UH-
»xeHepoB UHTepHet (IETF RFC 3881 [13]). (MuTatenu, ewe He 3Hakomble ¢ IETF RFC 3881, He gomkHeI
CCbINaTbCs Ha AAHHBIA AOKYMEHT, TaK Kak OCBELOMIIEHHOCTb B 3TOM BOMpPOCE HEe TpebyeTcs ANA NOHUMAaHUS
HacToawero craHgapra.) MHdopmaunoHHbin RFC 3881 ot 2004-09, He yka3aHHbIM HA CEroAHSALUHWUIA AEHb
cpeau AencTBYOLWMX 3anpocoB B 6ase gaHHbiX IETF, Obin paHHel U None3HoW NonbITKOM onpeaeneHus co-
[lepXKaHus XypHanoB ayauta Ans sapaBooxpaHeHus. Hacrosiwmil craHgapT no Mepe BO3MOXHOCTU OCHOBbI-
BaeTcs 1 cornacyercs ¢ padoron, Hayatow B RFC 3881 no gocryny k EHR.

0.4 NMpuMeyanne No TePMUHOSIOTUMN

B pasaene 3 onpeaeneHo HECKONbKO 6nmn3ko CBA3aHHLIX TEPMUHOB. XKypHan ayauta — 310 XpOHONOMU-
yeckasi NoCne0BaTenbLHOCTL 3anucen ayauTa; Kaxaan 3anucb ayauta CoAepXUT A0Ka3aTenbCTBO TOrO0, YTO
OHa UMEET NPSIMOE OTHOLLIEHUE K NPOLECCY UMM CUCTEMHOW (DYHKLMM N BO3HMKAET B pe3ynbrare ux BbIMor-
HeHuA. Tak kak cuctembl EHR MOryT GbiTb COXHBIMU, MOXET CyLLLECTBOBATb HECKONbLKO XXypHanoB ayauTa,
coaepxalumx MHOpMaLmIo 0 COBLITUSIX CUCTEMBI, KOTOpble n3MeHnnu EHR cybvekTa nonyyeHus MeauumH-
CKOM MomoLLY. XOTS TEPMUHbI «ayAUTOPCKUIM CIeA» W «KypHan ayautay 4acTo UCMONb3yIoTCA Kak B3aumo3sa-
MEHSIEMbIE NMOHSATUSA, B HACTOSILLEM CTAHAAPTE TEPMUH «ayAUTOPCKUI Crnea» OTHOCUTCH K COBOKYNHOCTU BCEX
3anucen ayauta U3 OQHOTO UIIM HECKOSbKUX JKYPHANOB ayAuTa, OTHOCALLMXCA K onpeaeneHHOMy cyGbekTy
Nony4YeHnsi MEAULIMHCKON NOMOLLM, K OnpefieneHHOW NEeKTPOHHOW MeANLMHCKON KapTe unu onpeaeneHHoMy
nonb3osarenio. Cucrema ayauTa npeaocrasnsietT Bce dpyHkuum o6paboTku nigopmauum, Heobxoaumele Ans
obcny>XMBaHUA O4HOTO UMM HECKOTMbKNX XXyPHAroB ayauTa.
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HALULMWOHANBHBLIA CTAHOAPT POCCUMMUCKOW GEONLEPALUUM

WH®OPMATU3ALIUA 300POBbA

XypHanb! ayauta Ans aneKTPoHHbIX MeAULIMHCKUX KapT

Health informatics. Audit trails for electronic health records

DNara BBepeHua — 2017—07—01

1 O6nacTb NnpuMeHeHus

Hacrosiwuii ctaHgapt onpeaensieT 00LLyi0 CTPYKTYPY ayAUTOPCKUX CMEAOB ANS ANEKTPOHHbIX MEAULIUH-
ckux kapt (EHR), B TepMuHax KOHTPOMbHbIX COBLITUI ayanTa U AaHHbIX ayauTa, AN NOAAEPXKKN KOHTPONM-
pyeMocTu Bcero Habopa nepcoHanbHON MeaULMHCKON MHPOPMAaLMKU B Pa3HbIX MH(POPMALMOHHbLIX CUCTEMAX
W NpeaMETHbIX 00nacTsx.

Hacrosiwumii ctaHaapT npUMeHUM K cuctemam o0paboTkM NepcoHanbHOW MeAULMHCKON MHopmaumu,
KoTopble B cooTBeTCTBUM ¢ UCO 27799 co3aaloT 3alMLLEeHHY0 3anMcb ayauTa Kaxabli pa3, koraa nonb3oBa-
Ternb NonyyaeT AOCTYMN, CO34a€eT, OOHOBNSAET UMM apXMBUPYET NEPCOHASIbHYIO MEAULIMHCKYIO MHGOPMAaLUIO B
cucTeme.

MpumedaHue — Takue 3anucu ayauta, Kak MUHAMYM, OAHO3HaA4YHO MAEHTUULMUPYIOT NONbL30BaTENS, OfHO-
3HAYHO NAEHTUULMPYIOT CYBBEKT NoNyYeHUs MeAULIMHCKOR MOMOLLM, UASHTUMULMPYIOT (DYHKLUIO, BBINOMHAEMYIO MOoMNb-
3oBartenem (cosgaHve, foctyn, oBHOBMNEHWe 3anucy U T. 4.), U 3anucelBaloT AaTy U BpeMs, B KOTOpoe Obina BbiNonHeHa
3Ta PyHKLMS.

Hacrosawumi crangapt oxsaTbiBaeT TOMbKO AENCTBUSA, BbiNONHAEMbIE ¢ nomowbio EHR, koTopblie noa-
YUHSAOTCA NonuTUke obecrneyeHus 4OCTyna kK NpegMeTHON obrnacTu, ANA KOTOPON 3NEKTPOHHAA MeAULIMHCKANA
kapTa 6bina BbinyLleHa. HacTosALwmit CTaHaapT He OTHOCUTCS K KaKo-nu6o nepcoHanbHON MeaAULMHCKON UH-
dhopmaLmm 3 ANEKTPOHHON MEAULMHCKON KapTel, KPOME MAEHTU(UKATOPOB, 3aNUCb ayanuTa COAEPXKUT TONb-
KO CCbINkM Ha pasgenbl EHR, kak ykasaHO B NpMMEHAEMON NonuTuKe AocTyna.

B HacTosiLLem CTaHaapTe He paccMaTpuBaloOTCA XapakTepPUCTUKU U UCNONBb3OBAHME XXyPHANoB ayauTa B
Lensx ynpassieHus CUCTEMON M 06eCneYeHns 3aLuThl CUCTEMBI, TAaKMX Kak onpeaeneHne npobnem npousso-
ANTENbLHOCTU, HeOCTaTKOB NPOrpaMmbl UIM NOAAEPXKKA NPU BOCCTAHOBNEHUM AAHHbIX, KOTOpbIE paccmaTpu-
BaloTCA B 06LLMX CTaHAapTax Nno KOMMbOTEPHOM Be3onacHocTu, Takux kak MICO/M3K 15408-2 [9].

B npunoxeHuun A npeactaeneHbl Npumepsl cueHapueB ayauTa. Mpunoxenue B coaepxut 0630p cepsu-
COB >XypHana ayaura.

2 HopmaTuBHbIe CCbITKU

CneayoLwme HopMmaTuBHbIE JOKYMEHTbI ABMAIOTCS 06513aTeNnbHbIMU ANA NPUMEHEHUSI HACTOSALLETO [10-
KyMeHTa. [ins AaTMPOBAHHBIX CCbINIOK NPUMEHAETCA TONbKO LIMTUPOBAHHOE usAaHue. [na HeAaTUPOBAHHbLIX
CCbINOK NPUMEHSIETCA NOCNEAHEee usfaHue CCbINOYHOro J0KyMeHTa (BKMIOYaA BCE NOMpaBKMm).

MCO 8601:2004 3nemMeHTbl AaHHBLIX 1 dhopmaTtsl Ana obmeHa uHdopmaumein. O6meH uHdopmaumen.
MpeacraBnenue aat u spemenu (ISO 8601:2004, Data elements and interchange formats — Information
interchange — Representation of dates and times)

WUCO 27799:2008 Nudopmatusauus 3aoposbs. MeHempkmeHT 6€3onacHocTu uHcopmaLum no craHaap-
Ty NICO/M3K 27002 (1ISO 27799:2008, Health informatics — Information security management in health using
ISO/M3K 27002)

UspaHune odpmumanbHoe
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3 TepMUHbI 1 onpeneneHus

B HacTosILIEM CTaHAApTe NPUMEHEHBI CreayloLLIMe TEPMUHBI U ONpPeaeneHus.
31

KOHTpOIb focTyna (access control): O6ecneyeHme Toro, yTobbl 4OCTYN K aKTUBaM Obl1 CAHKLIMOHUPOBAH
1 OrpaHN4eH B COOTBETCTBUM C TPEDOBAHUAMM KOMMEPYECKOW TaliHbl M 6830NacHOCTU.

[MCO/M3K 27000:2012, onpeaenexune 2.1]

3.2 nonuTtuKa gocTtyna (access policy): OnpeaeneHne 06sa3aHHOCTEN NO CAHKLMOHUPOBAHUIO AOCTyna
K pecypcy.
33
yyeTHOCTb (accountability): MpuHuun, 3akno4aOLWMACca B TOM, YTO OTAENbHbLIE NULA, OpraHu3ayum
M cooOLLECTBA HECYT OTBETCTBEHHOCTb 32 CBOM AENCTBUA, U OT HUX MOTYT MoTpeboBaTb OOBLACHUTL UX
OENCTBUSA.
[MCO 15489-1:2001, onpeaenexue 3.2]

3.4 aygut (audit): Cuctremarnyeckas u HesaBucumasi npoBepka goctyna, gobaBneHnit UM 3MeHeHui
MHGOPMAaLMN B SNEKTPOHHLIX MEAULIMHCKUX KapTax Ans onpefeneHus Toro, Obinm nu takme AeiCTBUSA Bbl-
NOMHEHbI, @ AaHHbIE COBpPaHbI, UCNOMNb30BaHbI, COXPAHEHbl UMK PACKPbITbl B COOTBETCTBUU C YCTAHOBIEHHbI-
MU NpuHUMNamu paboTbl opraHM3aumm, NOAMTUKOW, HaAnexallen KNMHMYeCcKoW NPakTUKON 1 NPUMEHUMbIMU
HOPMaTUBHbLIMU TPEOOBAHNAMM.

3.5 apxuB ayguTa (audit archive): ApxuBHas KOnnekumMs 0O4HOro0 UM HECKONbKUX XKypHanoB ayauTa.

3.6 paHHble ayauTa (audit data): [laHHble, NONyYEHHbIE U3 OQHOIO UITM HECKOMBKUX XXYPHANoB ayauTta.

3.7 xypHan ayauta (audit log): XpoHonoruyeckas nocneaoBarenbHOCTb 3anucei ayauta, kaxaas u3
KOTOPbIX COAEPXUT AaHHbIe 00 onpeaeneHHOM COBbITUM.

3.8 3anucb aygura (audit record): 3anucb 04HOrO onpeaeneHHOro CoobITUS B XXM3HEHHOM LMKNEe SMek-
TPOHHOW MEAULIMHCKON KapTbl.

3.9 cuctema ayguta (audit system): Cucrema o6pabotkn nHpopmayuu, kotopasa nogaepxusaet pabo-
TY O4HOIO UMW HECKOMbKMX XXYPHaNoB ayauTa.

3.10 ayautopckun cnep (audit trail): Konnekuyus 3anucen ayauta oT 04HOMO0 UINKM HECKOMNbKMUX XKypHa-
1I0B ayauTa, CBA3aHHBLIX C ONpeaeneHHbIM CyObeKTOM NOny4YeHUss MEAULMHCKON MOMOLLM UMW ONpPeaeneHHoN
9NEKTPOHHON MEAULUNHCKOW KapTOoWn.

3.11 ayteHTudukauma (authentication): ObecneyeHune rapaHTUm TOro, YTO 3asiBITIEHHbIE XapaKTe pUCTu-
Ku 0ObeKkTa ABNAITCH NPaBUSbHLIMMU.

3.12 aBTopu3sauuma (authorization): MNpegoctaBneHne NOAHOMOUYMIA, BKMAKOYAS MOSTHOMOYMSA NO AaHHLIM
1 pyHKLMAM gocTyna.

MpumedyaHune — OcHoBaHo Ha NCO 7498-2. MNpegocTaBrneHne npas, BKNOYaa NpegocTaBneHne JocTyna Ha
OCHOBaHWM Mpas A0CTYyMa.

3.13 opraH (authority): CyGbeKT, OTBETCTBEHHbIN 32 Bblaavy cepTucmKkaTos.
3.14

[octynHocTb (availability): CBONCTBO ObITb AOCTYMHLIM U FOTOBbLIM K MCMOMb30BaHWUIO MO 3anpocy
aBTOPU30BAHHOIO CyObekTa.
[MCO/M3K 27000:2012, onpeaenexue 2.10]

3.15
KOHuaeHumanbHoOCcTb (confidentiality): CeorcTBo MHopmauuyn OblTb HEAOCTYNHOW UMM 3aKPbITON

[N HEAaBTOPU30BAHHbBIX JULL, CYLUHOCTEN MU NPOLIECCOB.
[MCO/M3K 27000:2012, onpeaeneHue 2.13]

3.16

BCEMUPHOE ckoopauHupoBaHHoe BpeMA (Coordinated Universal Time; UTC): LLUkana BpeMeHH,
COCTaBnALLAA OCHOBY ANsi CKOOPAUHUPOBAHHON MepefayYn no pagno CTaHAapTHbIX YacTOT U CUrHAsNOB
BPEMEHW; OHa TOYHO COOTBETCTBYET Mo YacTtote MexayHapogHoMy ATOMHOMY BpemMeHu, HO oTnuyaercs ot
Hero uernbiM YUCITOM CEeKyHA.

[M3K 60050-713:1998]
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3.17

LIeNOCTHOCTb AaHHbIX (data integrity): CBOMCTBO, 3aknoyatoLLIeecss B TOM, YTO AaHHble HE Obinu
U3MEHEHbI UNN YHUYTOXEHbI HECAHKLIMOHUPOBAHHBIM CMIOCOOOM.

[MCO 7498-2:1989, onpeaenetue 3.3.21]

3.18

aneKTpoOHHaA MeauuuHckaa kaprta (Electronic health record; EHR): BcecTtopoHHuMn
CTPYKTYPUPOBAHHbIW KOMMIEKC KIMMHUYECKUX, AeMorpadmyeckux AaHHbIX, AAHHbIX 00 OKpyxaloLLen cpeae,
coumarnbHbIX U OMHAHCOBBIX AAHHbIX B 3NEKTPOHHON hOopMe, AOKYMEHTUPYIOLLMIA OKa3aHue MeanuUHCKUX
yCNnyr OTAENbHOMY YernoBeKY.

[ASTM E 1769:1995]

3.19 cermeHT EHR (EHR segment): Yacte EHR, koTOpas coctaBnser onpeaeneHHblin UCTOYHUK AnA
NONUTUKKM AOCTYNA.
3.20

npentudukauma (identification): MNpoesegeHne npoBepoK, KOTOPbIE MO3BOMAIOT cucteme o6paboTKu
JaHHbIX pacnosHaTh CYLLIHOCTH.

[MCO/M3BK 2382-8:1998, onpeaenenune 08.04.12 [kak ayTeHTudmkayma nudHoctu (identity authentica-
tion), npoeepka nu4HocTu (identity validation)]

3.21 ngeHtudmkartop (identifier): Mudopmaunsa, ucnonbayemas aAna yTBEPXKLEHMA NUYHOCTU nepej
BO3MOXHbIM €€ NOATBEPXKAEHNEM COOTBETCTBYIOLLUM ayTEHTUDUKATOPOM.
3.22

3awumueHHocTb uHdopmauun (information security): CoxpaHeHue KOH(UAEHLMANLHOCTH,
LIeNOCTHOCTU U JOCTYMHOCTU MHAOPMALUK.
[MCO/M3BK 27000:2012, onpeaenenue 2.30]

3.23

uenoctHocTb (integrity): CBOWCTBO COXpaHEHUA NPABUMBHOCTU U NOSNHOTLI aKTUBOB.
[MCO/M3K 27000:2012, onpeaenexue 2.36]

3.24 ngeHTudpmnkaTop obvekTa (object identifier; OID): MMobanbHbIN YHUKaNbHLIA AEHTMdUKATOP ANA
NMH(pOpMaLMOHHOIO 0ObeKTA.

MpumedaHune —WaeHTudukatopbl 06beKTa, UCMONb30BaHHbLIE B HACTOSLLEM CTaHAApTe, OTHOCATCS K KOAOBLIM
cuctemMaMm. OTU KOLOBLIe CUCTEMBl MOTYT ObITb ONpeAeneHbl B CTaHLapTe UMK foKanbHO ONpeAeneHbl Npyu BHeSPEHUN.
MpeHTudmkaTop o6bekTa ycTaHaBNUBaEeTCA C UCMonb3oBaHueM a3bika ASN.1 Ana onucaHus abcTpaKkTHOro cuHTakcuca
(ASN.1), onpegenenHoro B UCO/M3K 8824-1 u ICO/MOK 8824-2.

3.25

nonutuka (policy): Komnnekc opuanyeckmx, NOANTUYECKUX, OPraHN3auMOHHLIX, (PYHKLUMOHAMNbHBIX U
TeXHUYEeCKnx 06513aTenbCTB N0 06MeHy AaHHbIMW U COBMECTHOW AEATENbHOCTU.
[MCO/TC 22600]

3.26 nonHomouume (privilege): BO3MOXHOCTb, 3aKpenneHHas OpraHoM 3a CyObeKTOM.
3.27

ynpaBrieHMe 3anucsamu (records management): O6nacTb ynpaBrneHusi, KOTopasi OTBevaerT 3a
3(pPEKTUBHBIN M CUCTEMATUYECKUI KOHTPOSb Haj CO3daHUEM, BblAayen, COXpaHEHUEM, UCMONb30BAHNEM
U U3bATUEM U3 OOpaLLEeHUs 3anucent, Bknoyasa cobop u nogaep)kaHme gokasarenbCcrs U MHpopmaumm o ae-
NOBON AEATENBHOCTU U TPaH3aKLMAX B BUAE 3anucen.

[MCO 15489-1, onpeneneHune 3.16]

3.28 ponb (role): Komnnekc ymeHui u/mnu aencTenin, CBA3aHHbIX C 3aga4en.

3.29 yyBCTBUTENbBHOCTb (Sensitivity): BO3MOXHOCTb MMM KaXyLLasaca BO3MOXHOCTb MO MPUYUHEHMIO
Bpeaa cyObekTy AaHHbIX UMK er0 BO3MOXHOCTb CTaTb OOGBLEKTOM 3110ynoTpebneHns nnu HenpaBunbHOroO UC-
nonb3oBaHuA.
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3.30 nonuTuKKa 3awmiieHHocTH (security policy): MnaH unu obpas AeUCTBUIN, NPUHATLIA ANA Npeao-
CTaBNeHNs KOMNbLIOTEPHON 3aLLULLEHHOCTH.
3.31

CyOBbeKT MeaUUMHCKOM nomolm (subject of care): Jluuo, KOTOpomy 3annaHMpoBaHa MeaUuLMHCKas
NOMOLLb, MOMyYaoLLEe UMU NOMYYMBLIEE MEANLMHCKYIO MOMOLLb.

[MCO 18308:2011, onpeaeneHue 3.47]

3.32 nonb3oBatenb (user): Yenosek, yCTPOWCTBO Unn nporpaMmMa, ucnonb3yowas cuctemy EHR ana
06paboTku AaHHbIX UM 0OMEHA MEAMLIMHCKOW MHAOPMaLMENn.

4 Cokpaw,eHus

EHR — 3nekTpoHHas meguumHckas kapra (Electronic Health Record);

HL7 — MexayHapogHaa opraHusauma — paspaboTyuk CTaHgaptoB Mo MHdOopMaTusaumm 340pPOBbA
(Health Level Seven International);

OID — Wpaentudpukarop obwvekra (Object Identifier);
UTC — BcemupHoe CkoopanHmpoBaHHoe Bpemsa (Coordinated Universal Time).

5 TpeboBaHMsA N UCNoONb30BaHUE AaHHbIX ayauTa

5.1 OTnyeckue n popmanbHbie TpeGoBaHUA

5.1.1 O6uwme nonoxeHusa

Y NOCTaBLUMKOB MEAULIMHCKON MOMOLUM €CTb NpodpeccuoHanbHble aTudeckne obsa3aHHoCTU. K HUM oT-
HOCATCA 3almTa KOHPUAEHUMANbLHOCTU 0OBLEKTOB NONYyYEeHUS MEAULMHCKON MOMOLLM U AOKYMEHTMPOBaHUE
pe3ynsraToB U AeicTBui No yxoay. OrpaHuyeHue JocTyna K MeauLMHCKUM KapTam u obecneyeHume ux Hagne-
XKaLLEero MCnornb30BaHUS ABNSAOTCA BAXKHbIMKU TPeOOBAHMAMU 34PABOOXPAHEHUS, U BO MHOTUX KOPUCOAUKLUSIX
3Tn TpeboBaHNS NPONUCaHbI B 3aKOHE.

3awyueHHble cneabl ayanta no AOCTYMy K 3NEeKTPOHHbIM MeAULMHCKUM KapTam MOTyT NoaAepKuBaThb
COOTBETCTBME C NPOECCUOHANBbHON 3TUKOW, OPraHM3aunMoOHHON NOSIMTUKON U 3aKOHOAATENLCTBOM, HO UX Ca-
MUX HEAOCTATOYHO AN TOro, YTOObI OLEHUTL MOMHOTY 3NIEKTPOHHOW MEAMLMHCKON KapThbl.

5.1.2 Nonutuka goctyna

OpraHusayus, OTBETCTBEHHAsA 3a nogaepaHue paboTocnocoOHOCTU XKypHana ayaurta, AOSkHa onpe-
JenuTb NONUTUKY A0CTYNa, PernaMeHTUPYIOLLYIO BCE 3apEerucTpupoBaHHbie criydamn JocTyna.

Monutuka gocryna gomkHa cooresetcrBoBate MCO 27799:2008, 7.8.1.2, NonuTuka KOHTpONa Aoctyna.

MpumevyaHus
1 CunTaercs, 4To NonuTMKa AOCTyNa AOMMKHa onpeaensTs CTPYKTYpy cermeHTa EHR.
2 B 3anucy ayauta nonutuka JocTyna WAEHTUULMPYETCS UCTOYHUKOM XypHana ayauTa.

PykoBoACTBO MO onpegeneHntio 1 NPUMEHEHMUIO NONMTUK AocTyna MoxHO Hantn B MCO/TC 22600 [6].
MNone «Participant object Permission Policy Set» onpeageneHo B n. 7.6.6 ona noaaepXKkn CCbINIOK HA AEeNCTBY-
owpme nonuTnkn B 3annucu ayamta.

5.1.3 OgHO3HauyHas naeHTUPUKaUUA Norb3oBaTenel MHPOPMALIMOHHOW CUCTEMBI

AyanTopcKue cneabl AOMKHbI NPEAOCTaBNATL OCTATOUHbIN 00BbEM AaHHBIX AN TOro, YTOObLI OAHO3HAY-
HO ONPEAENUTL BCEX aBTOPU30BAHHLIX NOfb30BaTENEeN CUCTEMbI MEQNLMHCKOW MHAOpMaL K. Nons3oBarens-
MU MHDOPMALIMOHHOM CUCTEMBI MOTYT ObITh NMIOAK, A TAKXKE APYTUe CYLLHOCTHU.

Ayautopckue crneabl AOMKHbI NPeAoCTaBnATh 4OCTATOUHbIN 00bEM JaHHbIX AnS TOro, YToObl onpeae-
NMNTb, KaKMe aBTOPU30BaHHbIE NON1Ib30BATENIN U BHELLHWE CUCTEMbI NONYYNIin A0CTyn N KOTOPbIM U3 HUX Obinn
oTnpasneHbl JaHHbIE MEAULIMHCKUX KAPT U3 CUCTEMbI.

5.1.4 Ponu nonb3oBarenen

AyauTOpCKUIA Cnea AOSMKeH MoKasblBaTb POfib NOMb30BaTeNsA Npu OCYLLECTBREHUA 3annCaHHOro AeW-
CTBUSA MO OTHOLLUEHUIO K NEPCOHANBHON MEAULIMHCKON MHOpMaLU.

MHdopMaLMOHHbIE CUCTEMDI, 3aHUMatoLMecs 06paboTKOW NepPCOHaNbHOW MEAULUHCKOWM MHOpMauuu,
[JOIMKHbI NOAAEPKUBATL PONEBOI AOCTYN, CMOCOOHLIN CBS3LIBATL KaXA0ro Nonb3oBatens ¢ OAHON UiN He-

4
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CKONMbKAMU PONSMU, @ KaXkayto Pofib K OAHOW UMM HECKOMBKUM CUCTEMHBIM PYHKLMAM, KaK PEKOMEHAOBAHO B
NCO 27799:2008, 7.8.2.2, YnpaBneHne nosHOMOUYUAMMN.

DYHKUMOHANbHbIE U CTPYKTYPHbIE pPOonu 3agokymeHTupoBaHbl B ICO/TC 21298 [4]. ononHuTenbHble
PYKOBOACTBA MO YNPaBfeHWIO NOMTHOMOYMAMU B 3apaBooxpaHeHnun npeacrasneHsl B UCO/TC 22600 [6]

5.1.5 3awmuieHHbIe 3anucKu ayguTta

3awmuieHHble 3anucu ayauTa AOMKHbI CO3aBaTbCA Kaxabli pas, Korga K nepcoHanbHOn MeanuuHCKON
MHpOpMaLMKM OCYLLECTBRSETCA AOCTYN UMM KOrAa OHa co3aaetcsl, OGHOBNAETCA UNKM apXMBUPYETCs B COOT-
BeTcTBUM C MICO 27799:2008, 7.7.10.2, BepeHue xypHana ayauta. 3anucu ayaumTa AOMKHbl NoAAEPXKMBaTbCS
yrnpaBneHMeM 3aLUMLLEHHBIMU 3aNUCAMMU,

5.2 Nonb3oBaTenu AaHHbIX ayauTa

5.2.1 YnpaBneHue u KOHTPOsSb
AyouTopcKkue cneabl 4OMKHbI MPEAOoCTaBNATb AaHHbIE, NO3BONAIOLLME OTBETCTBEHHbLIM OPraHaM OLEHU-
BaTb COOTBETCTBME C NOMUTUKONW OpraHu3auun u oueHnsaTtb ee apdPeKTUBHOCTb.
MNoa aTm nogpasymMeBaeTcs:
- oBHapy>XeHne HeCaHKLIMOHUPOBAHHOIO AOCTYNA K MEAULMHCKUM KapTam,
- OLIeHKa 3KCTPEHHOro AocTyna,
oBHapyxeHue 3n10ynoTpebneHns nonHOMOYNAMU
1 NoadepXMBaETCA:
OOKYMEHTanbHO 0hOPMIEHHbIA AOCTYN K NPeAMETHbIM 06nacTam u
- OLeHKa MonuTuk gocryna.

MpuMedaHue — MNonHas oLieHka COOTBETCTBUA NONUTUKE OpraHu3aLuu MoXeT notpe6GoBaTh NpefocTaBneHue
LOMOIHUTENBHBIX JaHHBIX, KOTOPLIE HE CoAepXaTcs B 3anucu ayAuTa, Takux kak uHdopmaLusi o nonb3osarerne, Tabnuua
MOSIHOMOUMIA UNK 3anuck No PU3UYECKOMY AOCTYNY K 3alLMLLEHHBIM NoMeLLeHusIM. CM. B NpunoxeHun B uidopmatpio o
cepBUcax XypHanos ayauTa.

AyouTopckue crneabl AOMKHbI NPEAOCTaBNATh AOCTATOYHbIA 00bEM AaHHbLIX AnNsi OnpeaeneHusl Bcex
CrnyvaeB AOCTyna K Kaptam CyObeKTOB NONyYeHUs MEAULIMHCKOW MOMOLLM KOHKPETHLIM MNONb30BaTENEM B
npegenax 3agaHHoro NPoOMeXKyTka BPeMEHW.

Ayautopckue criefibl AOMKHbI NPEAOCTaBMATL A0CTAaTOYHbIN 06bEeM AaHHLIX ANA OnpeaeneHus Beex
cnyyaeB A0CTyna K kKaptaMm CyObekToB NOAy4eHU MEAULMHCKON NOMOLLK, O KOTOPbIX U3BECTHO, YTO ANS HUX
NOBbILLEH PUCK HAPYLUEHNSA KOH(PUAEHLNANBHOCTH.

5.2.2 OcyuwecTBneHue nNpaB CyoLEKTOB NOJNyYeHUA MEOULIMHCKOWU NOMOILN

Ayautopckue cniefibl 4OMKHbI NPEAOCTABNATL 40CTATOUHbIN 00bEM AAHHLIX AN TOro, YTOOLI NO3BONUTL
cybbeKkTaMm nonyyeHuss MeauLIMHCKON NOMOLLM:

- onpeaensaTb, KaKUe aBTOPU30BaHHbLIE MONbL30BATENN UMENU AOCTYN K ero/ee MeauLMHCKON KapTe u
Korga 1o Nponcxoauno,

- OUeHuBaThb YYETHOCTb ANS COAEPKAHUA KapTbl,

- onpeaenaTb COOTBETCTBUE C AUPEKTMBAMM cornacua cybbekra nonyveHns MeaULMHCKON NOMOLUM Ha
AOCTYN UNU pasrnalleHme AaHHbIX cyObekTa nony4YeHusa MeauuuHCKON NoMoLwm u

- onpeaensTb 3KCTPEHHBIN A0CTYN (NPU HAanNM4YUMKn TakOBOro), NPEA0CTaBNAEMbIN NONbL30BATENIO, K KapTe
cybbeKkTa nonyyYyeHust MegUUMHCKON NOMOLLM, BKAIOYaA naeHTU(ukaumio nonb3osarens, BpeMa A4octyna u
MeCTO JocTyna.

5.2.3 3Tnyeckue 1 lopuauyYecKkue AoKasaTenbCTBa AeATENbHOCTU NOCTABILMKA MEOULIMHCKOW NO-
Molu

Ayautopckue criefibl AOMDKHBI NPEAOCTaBNATL AaHHbIE AnA 06ecnevYeHns NOCTaBLUMKOB MEAULIMHCKON
NOMOLLY AOKYMEHTanNbHbBIMU A0Ka3aTeNbCTBAMU TOrO, Kak AEMOHCTPUpOBanachk UHPOpMaLUMA 1 kakue aen-
cTBUSA ObiNK BbLIMNOMNHEHbI (CO3AaHMe, NPOCMOTP, YTeHUe, ucnpaesneHue, oGHoBneHne, BblaeneHne, BoiBeae-
HUe, apxXMBUPOBAHMWE U T. A.), C MHOPMaLMER, KOTAa U KEM OHU BbiNN NPEANPUHATDI.

CoxpaHeHue 3anuceil ayaura AOMKHO ObiTb COrNacoBaHo C IOPUANHYECKUMU YCNOBUAMM YYETHOCTU B
npegenax IpPUCANKLUUK.

CM. YnpasneHue AoOKyMEeHTamMu u noaTeepxaeHue aokasarenncrsamm (RM-ES) ana EHR B HL7.
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6 CobbITuAa cpabarbiBaHusi

6.1 O6wme nonoxeHusa

CobbiTusa ayauta (cobbiTus cpabarbiBaHUs1), KOTOPbIE NPUBOAAT K TOMY, UTO CMCTEMA ayauTa co3aaer
3anucu ayauTa, onpeaeneHbl B COOTBETCTBUM C MaclUTaboM, Lenblo U coaep>kaHueM NonUTUK KOHpuaeH-
UManNbHOCTU U 3aLMThl KaXA0N CUCTEMblI MEAMLMHCKON nHdopmaumn. Obnactb NPUMEHEHUsS HaCTOSALLEro
cTaHpapra orpaHudeHa goCTynoM K NEepPCOHANbHOW MEAULMHCKON MHopMauuK, NO3TOMY yKasaHbl TOMbKO
co6bITUA cpabaTbiBaHWA, CBA3AHHBIE C JOCTYMOM.

[nsa cospanus 3anucen ayauta, COOTBETCTBYIOLLMX TPeBOBaHUAM, NpesCTaBNeHHbIM B 5, T. €. «Koraay,
«KTO», «4ely», cneaylowme asa cobbiTUA SBNAIOTCA 00A3aTeNbHbLIMM:

a) cobbITuA 4OCTYNa K NEPCOHANbLHOW MEeAULIMHCKON uHdopMaLny;

b) coGbiTnA 3anpoca nepcoHanbHON MEAULMHCKON MHopMaLmn.

Mpumepbl coObITUN, HE BXOASILLMX B 0ONAcTb NPUMEHEHUS] HACTOSALLIETO cTaHaapTa:

- co6bITUA 3anycka U OCTAaHOBKM NPOrpaMMbl NPUINOXKEHUS;

- cobbITMA ayTeHTUMKALMK, BKIIOYAIOLME ayTeHTU(UKALMIO NONb3oBaTenei;

- co0ObITWS BBOAA M BbIBOAA U3/BO BHELLHIOK Cpeay;

- cobbITMA gocTyna Kk MHAOPMaLMK, OTIIMYHON OT NEPCOHANBLHON MEAULMHCKON UHpopMaLmu;

- cOObITUA CUTHANOB TPEBOrM 3aLUMUTbI, CBA3aHHbIE C NPOrPAMMON NPUIOXKEHUS;

- coObITMA AOCTYNA K XXypHany ayauTa, COXpaHEHHOMY B MporpaMme NpuIoXeHus;

- cobbITMA, CO34aHHbIE OMEPAaLMOHHOW CUCTEMOM, MPOMEXYTOYHbIM MPOrPamMMHbLIM obecnevyeHnem
UT. a.;

- cobbITMA AocTyna, co3faHHbIe NMOCPEACTBOM UCMONb30BAHUS CUCTEMHBIX YTUNWUT;
€co6bITUA PU3NMYECKOrO NOAKIIOYEHUS/OTKITIIONEHUS 000PYA0BAHMSA OT CETH;

Co0bITMA 3aNyCKa/OCTAHOBKM CUCTEM 3aLLWTHI, TAKMX KaK CUCTEMbl aHTMBUPYCHON 3aLUUThI;
co6bITUA 0GHOBNEHUS NPOrPaMMHOr0 oGecneyeHus, BKNIoYas MoanukaLmio nporpammHoro obecne-
YEHUA UMK NaT4u.

6.2 Tunbl cO6GLITUI N UX CoaepXKaHue

6.2.1 CoObITus gocTyna K nepcoHanibHOW MeaULMHCKOW uHopmauum

B HacToAwem ctaHgapTe 4OCTyn K NePCOHanNbLHOW MeAULMHCKOW UH(popMaumumn paccmaTrpuBaeTcs Kak
cobbiTne ayauta. 3pgeck «[oCTyn» O3Ha4yaeT co3jaHue, uyteHue, OBHOBNEeHue, yaaneHue AaHHbix. Coaep-
XaHue XXypHarna ayauTta npeaocrasnseT MHpOpMaLmMio 0 JaHHbIX 40CTyNa («KOraa», «KTO», «A0CTYN K Uben
UHbopMaLuny), nognexayux sawmre. Cm. Tabnuuy 1.

Tabnuya 1 — CobbiTus goctyna

CobbITna CoaepxaHue

CobbITuS gocTyna K nepcoHanbHoi MeaULIMHCKON Korpga
MHpopMaLmm KTo

HocTyn K Ybeit nHopmaLmm

6.2.2 CoObITUSA 3anpoca NnepcoHarIbHON MeAULIMHCKOW UH(hopMaLumumn

3anpoc B 6a3y aaHHbix EHR ¢ uenblo nonyyenus undopMaumm paccMmarpuBaeTcs kak cobbitue, nog-
Bepraemoe ayauty. CobbiTue 3anpoca — 310 Cam 3anpoc, CCbINKa HA NePCOHANbHYIO MEAULMHCKYIO MHAOP-
MaLuIo, BO3HMKAIOLLAA B pesynbrare 3anpoca, cyutaeTca cobeituem goctyna. CogepxaHue 3anucu ayauta
npeaocTaBnsaeT UHPOPMaLUIo 0 3anpoce («Koraa», «KTo», «Kakme ycnoeus 3anpocay). Cm. Tabnuuy 2.

Tabnuya 2 — CobbiTus 3anpoca

CobbiTns CogepxaHue

CobbITuS 3anpoca NepcoHanbHO MefULMHCKO Korga
UHopmaLmu KTo0

Kakue ycnosus sanpoca
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7 CopepxaHue 3anucu aygurta

7.1 O6wumn cpopmar 3anucm

Tabnuua 3 onucbiBaeT o6LWmii chopmar 3anuceii ayauta. O cogepXaHuu 3anncu No KaXKaomy cobbITUIO
cMm. 8. dopmar 3anucu onpegensieTca B coorBeTcTumn ¢ RFC 3881 [13] u DICOM [11] ¢ gob6aBnenuem gonon-
HuTenbHbIX nonei PurposeOfUse (LUenblcnonb3osanus) u «ParticipantObjectPolicySet» (KomnnekcMonutuk
OB6beKTOBYUYaCTHUKOB).

Tabnuya 3 — Obwwit hopmar 3anuceit ayguta

Tvn Ums nons Bax- OnucaHue AononkurenbHas
HOCTb WHdopmaLma
CBAsaHHOe EventID M MaeHTudpukatop cobuiTUsA, NpoBepAEMoro
¢ cobbITeM ayauToM
(1 . ,
EventActionCode M Tun geiicTBUA, BLINONHEHHOTO BO BPEMS
co6bITUSA, NPOBEPAEMOro ayauToM
: Cm.n. 7.2
EventDateTime M Hata/spems HacTynneHus cobblTus, NnpoBepsie-
MOro ayAuToM
EventOutcomelndicator u Yenex unu Heygada cobbitus
EventTypeCode U Kateropusa cobbitus
CssizaHHoe UserlD M MpeHTudpunkatop nonb3oBatens unu npouecca
C Nomnb30- -
BaTenem AlternateUserlD U AnbTepHaTUBHbBIN UASHTUUKaTOP Nonb3oBaTens
(1..2) nnn npouecca
UserName U MmMa nonbaoBaTena unu npolecca
UserlsRequestor U MHaukaTop Toro, 4TO Nornb30BaTenb ABNSAETCA Cm.n. 7.3
WNKn He ABMNSiETCA MHULMATOPOM 3anpoca
RolelDCode U Cneyndukauums pornu, KOTOPYIo UrpaeT nonb3o-
BaTesb B MCNOMTHEHWUN COBLITUA
PurposeOfUse U Kog uenu ncnonb3oBaHUsi AaHHbIX, K KOTOPbIM

ocyLLecTBNeH 4oCcTyn

NetworkAccessPoint U | Tun Touku goctyna K cetn
TypeCode Cm.n. 7.4

NetworkAccessPointID U MpeHTndmrkaTop ToUKM JOCTyNa K CETH
CsasaHHoe | AuditEnterpriseSitelD U MpeHTndukatop yyactka NpeanpuaTusa ayaura
C cucTemon
AuditSourcelD M YHUKanNbHbIA MAEHTUDUKATOP UCTOMHUKaA ayauTa Cm.n. 7.5
ayauta (1)
AuditSourceTypeCode U Kop TMna ncrouHuka ayguta
CBAsaHHOe ParticipantObject M Kozl Tvna o6 LeKTa-v4acTHIKE
c o6bekTom- | TypeCode A y
YYaCTHUKOM ParticioantObiect
0.N articipantObjec
(0..N) TypeCodeRole M | Tun kopa o6bekTa ponu
ParticipantObjectData MpeHTndurkatop atana XuU3HeHHOro umkna
. U CM.n. 7.6
LifeCycle AaHHbIX Ansi o6beKTa-yJyacTHUKa
ParticipantObjectID
TypeCode M Koa Tuna naeHtucukatopa obbekra-yuyacTHuka
ParticipantObject U Komnnekc nonuTuk goctyna Ansa naeHtTudukaro-
PolicySet pa obbekTa-yyacTHUKa
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OkoHyYaHue mabnuupi 3

Tun Mms nons Bax- OnucaHne HononHuTensHas
HOCTb MHGopMaLms
CssizaHHoe ParticipantObject U YyBCTBUTENBHOCTL, OMpeAeneHHas MonUTUKON
¢ o6bekToM- | Sensitivity ana NgeHtudukatopa obbekTa-y4acTHUKa
y4acTHUKOM — - - -
(0..N) ParticipantObjectID M OnpepenseT YacTHbIA criyyail obbekTa-
yYacTHUKa
. . CM.n. 7.6
ParticipantObjectName U Nms obbekTa-yyacTHuKa, Hanpumep
“MS Yenoseka
ParticipantObjectQuery | M/U | CoaepxaHue 3anpoca Ans obbekTa-y4acTHUKa
ParticipantObjectDetail U MHdopmaLmsi o 06bekTy-y4acTHUKY
MHOXecTBeHHOCTb CTeneHb BaXHOCTH
@))] M Obs3aTenbHoe
(0..1) cyuiecteyet O unu 1 MC | YcnoBHo-o6sa3aTenbHoe
(1..2) cyliectsyet 1 unu 2 U HeobssaTenbHoe
(0..N) cywecteyet ot 0 go N M/U | ObsasatenbHoe unu HeobazaTenbHOE B 3aBUCUMOCTH OT COBLITUA

7.2 UpenTudukaumna cobbiTua cpabaTbiBaHUA

7.2.1 NpeHTudmkarop coobuitua (Event ID)

Onwncanune. YHukanbHbIi naeHTUdmMKaTop ana onpeaeneHHoro cobbiTus, NPpoOBEPAEMOro ayauToM, Ha-
npuMep NyHKT MEHI0, NporpaMmma, npasuno, NONUTUKAa, koa dyHkuuu, ums npunoxexHusa nnm URL. OH onpe-
JensieT BbINOMHAEeMYyI0 (PYHKUUIO.

CreneHb BaxxHOCTU. ObBasaTenbHoe.

dopmart/3HayeHusi. 3akoaMpoBaHHOE 3HaYeHUe, NGO onpeaeneHHoe pa3paboTunkaMmu cuctemMsl, nuGo
ynoMuHaemoe B crioBape ctaHgapra. ATpubyt «code» («atpubyT») A0MmKeH ObiTb HEABYCMbICNIEHHbIM U YHU-
KanbHbIM, NO KpariHen mepe, B npeaenax ID (MaeHtudukatopa) uctouHuka ayauta (cm. n. 7.5). Mpumepamu
ID coBbITuii ABNSIOTCA UMSA NPOrPamMMbl, UMS METOAA MU UMA PYHKLUK.

MpumeyvaHue — KoguposaHue BeicTpausaetca no obpasuy IHEITITF-1 n TF-1 [12] u UCO 12052 [1], aononHe-
Hue 95 k DICOM [11].

Cxema XML B RFC 3881 onpeaensieT 40NONHUTENbHbIE aTpubyThl ANsi OnpeaerneHHbiX peanu3aumen
3aKOAMPOBAHHbIX 3HAYEHMWI UMK CCbINOK HA CTaHAApPTh! (CM. Tabnuuy 4).

Tabnuya 4 — CcbinoyHble atpubyThl ID cobbiTUA

ATpubyT 3HaveHne

CodeSystem (CucremaKoga) Cceinka Ha OID

Mms cuctembl KOAUPOBaHUA, HACTOATENbHO peKoMeHAyeTCA

CodeSystemname (MmsaCuctembiKogmposaHus)
YYUTEIBaTb 415 NTOKansHO onpedeneHHeIx KogoBbiX Habopos

CodeValue (3Ha4yeHuneKoaa) OnpepeneHHbIf Kof B NpeAenax cUCTeMbl KOAUPOBaHUS

3HaveHune, KOTopoe AOSKHO BbITb MCNONB30BaHO npn oemMoH-

DisplayName (OTobpaxaemoelms) CTPALWMN 1 B OTUETaX

OriginalText (MexoaHBINTEKET) BxofHoe 3Ha4eHue, KoTopoe BbINo NepeBefeHo B Ko

Ons BbinonHeHus Tpe6GoBaHWA OAHO3HAYHON MAeHTUdMKALUM CODbITUS MHOXECTBEHHbIE 3HAYEHUS
MOXHO He onpeaensiTb.

Jlornyeckoe o6ocHoBaHue. [laHHOE Mone uaeHTUnUMpyeT pyHKLuo, npoBepsaemMyto ayautom. B cny-
yae sanucel ayauTa koma aencrteus cobbitua «Execute» («BbiNONHWTLY») AaHHOE mone uaeHTUUUMpyert
BbINONIHEHHYIO DYHKLIUIO NPUOXKEHUS.

8
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Mo kpaiiHen mepe, oanH u3 atpudytos, CodeSystem (OID) unu CodeSystemName, aBnsietcs oba3a-
TeInbHbIM.

7.2.2 Kop penctBuA co6biTus (EventiD)

Onucanue. aeHTudukaTop Tuna A4eicCTeus, BbIMOSIHEHHOMO B COOLITMM ayauTa.

CrteneHb BaxHOCTU, ObsizaTenbHoe.

dopmat/3HadeHus. MepeyncneHsl B Tabnuue 5.

Tabnuya 5— Koabl gectBus cobbiTus

3HayeHune 3HayeHune Mpumepsbl
C Cospatb CospaTb HOBbI 06beKT 6a3bl faHHbIX, HaNnpUMep pasMeLleHne 3akasa
MpounTaTk/ MNokasaTs/
R OT1o6pa3unTb Unu pacnevararb jaHHble, HanpuMep AUarHos
PacnevartaTts/ 3anpoc
U OBHOBATE OBHOBUTBL fj@aHHble, HanNpuMep BHECEHUE U3MEHEHUI B NEPCOHANBHYHO
MEAMLMHCKYO MHdopMaLMio
D Yaanutb CaenaTb 06beKTbl HEAOCTYMHBIMU
E S Tp— BbINONHUTL OYHKLUIO CUCTEMBI UMW NMPUTNOXKEHUS, HANPUMEp NOUCK,
W3BMneYeHne UnNu Ucrnonb3oBaHne MeToga obwekTa

Jlornyeckoe obocHoBaHue. [JaHHOE MOMe B LUMPOKOM CMbIcne 0603HA4aEeT, kKakon Bua Aencreus Obin
BbINOSHEH HAA OOBLEKTOM-Y4aCTHUKOM.

MpumeyaHus

1 OeilcTBUSA, HE NepeyvucneHHble BbIle, paccMaTpuBaloTCa Kak BeIMOMHWTE onpeaeneHHyto (yHKUUIO unu me-
TOA WHTepdpeiica obbekTa UM paccMaTpuBaroTCA Kak ABa MM Goree oTAernbHbIX COBLITWIA. [JedcTBUEe NPUNOXEHUS,
TaKkoe Kak aBTopusauus Unu ucnons3oBaHue LUMPOBON NOANUCKH, ABNAETCA dyHKUMeR BuinonHuuts, a ID cobbiTua ee
A EeHTUDULIMPYET.

2 [Ina HeKOTOopbIX NPUMOXEHWIA, TaKUX KakK PeHTreHoBCcKasi BU3yanusayus, AeicTBue 3anpoc MOXET ONpefenuTb
TOMbKO Hanuyne AaHHbIX, HO He NpeAoCcTaBUTL AOCTYN K caMuM AaHHbIM. MNpoBeaeHue ayauTta He Beerga Tpebyer Takoro
TOHKOrO pasrpaHuyeHus.

3 KoMBuHMpoBaHHble AeACTBUSA, Takue Kak «lepemecTuTby, «3aapxmBupoBarb» unu «CkonmposaTby, 6yayT npo-
BEPATLCA ayAUTOM MOCPEACTBOM CO3[jaHUs faHHbIX ayauTa ANS KaXAoi onepauunm — YTeHWsl, CO3AaHus, yaaneHus —
unu onepauuii BelnonHeHUa yHKLUUM Unm MeToga.

7.2.3 fNaTa u Bpema cobbiTusa (Event date and time)

Onucanue. OnpeaeneHne AaTbl/BPEMEHU, ABNAIOLIEECS OAHO3HAYHBLIM MO OTHOLUEHUIO K MECTHbLIM Ya-
COBbIM Nosicam.

CrteneHb BaxHOCTU. ObBs3aTensHoe.

dopmar/3Hauenuns. MNpeacrasnedne aatbl/BpeMEHU, SBNSIOEECA OAHO3HAYHLIM MpU nepeaade Bce-
MUWPHOro ckoopauHuposaHHoro spemeHun (UTC). Bpems aomxkHo 6biTh B popmate UTC, kak B MCO 8601:2004,
n umeTb pacxoxaeHue ¢ UTC He Gonee 250 mc.

TNornyeckoe obocHoBaHue. [laHHOEe none NpuBsA3bIBAET COObLITUE K ONpeAeneHHbIM Aate U BPEMEHMU.
AyanTbl 3aWmTbl 06bIMHO TPEBYIOT COOTBETCTBYIOLLYIO BPEMEHHYIO OCb NSl YCTPAHEeHUs NPobnem, CBA3aHHbIX
C 4acoBbIMU NOAACaMK, BO3HUKAIOLLIMX U3-3a reorpadyuyecKkoro pacnpeaeneHus.

MpumeyvyaHue — B pacnpeaeneHHoO’ cucTemMe XopoLLel TaKTUKOW BHEApEeHUA SBNSETCA UCMONb30BaHWE CBOErO
poaa obwweit BpemeHHol ocu, Hanpumep, NTP cepeepa [RFC1305].

7.2.4 npukaTtop pesynbsrata coobiTua (Event outcome indicator)

Onucanue. O603Hauaert, 6bi10 N cobbITUE YCNELLHbIM UMW HEYCMNELLHbIM.

CreneHb BaXXHOCTU. HeobAsaTenbHoe.

dopmart/3HaveHunn. 3akoguposaHHoe 3HayeHue. Kog Honb (0) o6o3HauaeT ycnex cobbiTus. 3HavyeHus
Heycnexa cobbITUS He UMEIOT 3HAYMMOCTU B Npeaienax 06rnacTu NPUMeHeEHUs1 HACTOSILLIENO CTaHAAapTa.

Nornyeckoe o6ocHoBaHWe. [laHHOE none npeaHasHaYeHo A COXpaHeHUsA COBMECTUMOCTM CO cneilamu
ayauta cornacHo IETFRFC 3881 [13].

7.2.5 Kop Tuna co6biTusa (Event type code)

Onucanue. NaeHTndukaTop kateropuu codbiTUs.
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CreneHb BaXXHOCTU. HeoGAsaTenbHoe.

dopmar/3Havenus. MNepeuncneHme 3akoagMpoBaHHbIX 3HAYEHUIN, NMOO onpeaeneHHbIe pa3paboTunkamm
cuctemsl, NMMB6O ynommuHaemoe B crnosape ctaHgapra. Cxema XML B RFC 3881 onpeaensier AONONHUTENb-
Hble aTpubyTbl AN onpeaeneHHbIX peanu3aymen 3aK04MPOBAHHbIX 3HAYEHNI NN 3HAYEHUH, YNTOMUHAEMbIX
B CTaHAapTe, Noka3aHHbIX B Tabnuue 6.

Tabnuya 6 — Ccbinoynble atpubyThl Kofa TUNa cobbITuA

ATpUbYT 3HaveHne
CodeSystem Cchrinka Ha OID
CodeSystemname MUMA cuCTEMBI KOAUPOBaHWUS, HACTOATENBHO PEeKOMEHAYeTCA YvuTbiBaTb ANA
nokanbHO onpefeneHHbIX KoaoBLIX Habopos
DisplayName 3HayeHue, KOTopoe JOMKHO BbITb UCNONB30BAHO NPU AEMOHCTPALMN U B OTHETaX
OriginalText BxogHoe 3HaveHUe, kKoTopoe Bbino nepeBefeHo B KoA

Co6biTuA MoryT GbiTb knaccucduumpoBaHbl bonee Yem ogHUM cnocobom, NO3TOMY MOryT BbiTb 0603Ha-
YeHbl PasUYHbIE 3HAYEHUA.

Jlornyeckoe oGocHoBaHue. [laHHOEe none MO3BONSIET Aenarb 3anpockl 3anucei ayaura nocpeacTtsoMm
onpeaeneHHbIX peanusauuneni kateropui CoobITUIA.

7.3 UpeHTudmnkauma nonb3osarensa

7.3.1 WpeHTudukarop nonb3oarens (User ID)

OnucaHune. YHUKanbHbIn naeHTUUKATOP ANg NoNb30BaTens, NPUHUMAIOLLETO akTUBHOE yyacTue B CO-
ObITUN.

CteneHb BaxxHOCTH. ObsisaTenbHoe.

dopmat/3HayeHunn. TekcToBasa CTpoka naeHtudmkaropa nosb3oBaTenis U3 CUCTeMbl ayTeHTudunkauum.
YHukansHoe 3HavyeHue B npeaenax Maentudmkaropa MictouHnka cobbitus (cm. n. 7.4).

Jlornyeckoe obocHoBaHue. [laHHOe none NPUBA3LIBAET COOLITE ayauTa K onpefeneHHOMY Nonb3oBare-
nto. B faHHOM KOHTEKCTE Nonb3oBaTenb MOXET ObITb Y€N0BEKOM, rPYNNOW, KOMaHAOMN, CEPBEPOM, NPOLIECCOM
nnn NOTOKOM 3a4au.

MpumevaHuna

1 Ona MeXcuCcTeMHbIX ayAuToB, 0COBEHHO C AOMTUM XpaHeHWeM, fAaHHbIn uaeHTudrKaTop nonb3oBarensa npeaHa-
3HaYeH AN NOCTOAHHOW NPUBA3KU COBLITUA ayauTa K onpefeneHHOMY NoNbL3oBaTento NOCPEACTBOM YHUKANLHOIO KNiova,
KOTOPbLI/ COXPaHSIET CBOIO YHUKASNIbHOCTb B TEYEHNE BCEro Cpoka AENCTBUA apXMBUPOBaHUSA ayAUTOPCKUX CIeA0B.

2 [ns y3noBo# ayTeHTUMMKaLMK, rae naeHTUdDULMPYETCA Tonbko obopyaoBaHUe MM NpoLECCHl CUCTEMBI, @ He
nonb3osaTenb-yenoBek, NaeHTupukaTop nonb3osaTensa cCHUTaETCA UMEHEM y3na.

3 Ecnu ayauTopckuiA cnep AOrKeH ObiTb UCNONb3oBaH ANA KNUHWYECKOro ayauTa unu gnsa Toro, 4tobbl Npu He-
06X0iMMOCTU NPEAOCTaBUThL floKa3aTeNnbCcTBa HEHaaNexallero NCNoNbL3oBaHus, ayAuToOpCcKUn cnep JomKeH oHO3Ha4YHo
accoLuMmMpoBaThb YHUKambHbIA MAEHTUdUKaTOp C peanbHbIM NoNb3oBaTenem.

7.3.2 AnsTepHaTMBHBIN uaeHTU(UKaTOP Nnonb3oBaTtena (Alternative user ID)

Onucanue. AnbTepHaTUBHBIA YHUKANbHBIA UAEHTUUKATOP ANA NONb30BaTenNs.

CreneHb BaxHOCTU. Heobs3aTenbHoe.

dopmart/3HaveHus. TekcToBas CTpoka naeHtudukaropa nonbL3oBaTens U3 CUCTEMbl ayTeHTMduUKaLum.
[aHHbI naeHTUdUKaTop, Npu ero Hanmuuu, GyaeT u3BecTeH obLen cucteme ayTeHTUUKaLUK.

Jlornyeckoe o6oCHOBaHUE. B HEKOTOPLIX CUTyaUUAX NONb3OBATENb MOXET ayTeHTU(hMUMpoOBaThCa 0a-
HUM CPeACTBOM MAEHTUMUKALIMU, HO AN TOTro, YTOObI BONTU B ONPEAENEHHYI0 CUCTEMY NPUNOXEHUS, OH MO-
XKET MCMONb30BaTb PABHO3HAYHbIE CpeACcTBa UAeHTUdUKaumun. B Takom cnyyae anstepHaTUBHLIN WAEHTUDU-
kaTop GyaeT ABNATLCA OPUTMHANbHbLIM CPEACTBOM UAEHTUdUKALMUK, UCTIONb3YEMbIM ANA ayTeHTuduKkauumm, a
MaenTtudukatop nonb3oBarenst ABNSETCA U3BECTHLIM NPUMOXEHUIO U UCTIONb3YEMbIM UM.

7.3.3 Uma nonb3oBatens (User name)

Onucanne. 3Haunmoe Ans YenoBeka MMa Nonb3oBaTens.

CteneHb BaxxHOCTU. HeobA3aTenbHoe.

dopmat/3HadyeHus. TekcToBas CTpoka.

10
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ITornueckoe oBocHoBaHue. MaeHTudukaTop nonbL3oBarens u AnbTepHaTUBHLIN naeHTUUKaTop Nonb-
30Barenst MOryT ObiTb BHYTPEHHUMU UIU K€ CKPbITbIMW 3HaYeHUAMU. [JaHHOe none NnoMoraeT ayauTopy npu
naeHTudMKaLmmn peanbHOro Nonb3oearens.

7.3.4 Nonb3oBatenb — UHUUMaTop 3anpoca (User is requestor)

Onucaxue. MHamkarTop Toro, YTo NONb30BaTenNb ABNSETCA UMK HE ABNSAETCA 3anpalunBaloLLUM UM UHKU-
LMaTopoM AN COObITUA, NPOXOAALLETO NPOBEPKY ayAUTOM.

CrteneHb BaXHOCTU. Heobsa3aTtenbHoe.

dopmart/3HaveHuna. bynesckoe 3HaueHue, CTaHAapTHOE/MPUHATOE 3HaYeHne — «true» («MCTUHaY).

Nornyeckoe ob6ocHoBaHWe: [laHHOE 3HAYEHWUE MCMONL3YeTCs ANA pasrpaHuyeHust 3anpalumBalowmx
nons3osarenen u nonb3osarenen-nonyyarenen. Hanpumep, otyeT MOXeT ObITb HAaWAEH NONb30BaTenem (3a-
npawumsatoLmm). inu nonb3osartens (3anpalumMBaoLuii) MOXKET 3anyCTUTL OTNPAaBKY BbIBOAA OTYETA APYIOMY
nonb3oBarento (KOTOPbIN ABNSAETCA NONy4aTenem OTYETa, a HE 3anpalLnBaloLWLmnM).

7.3.5 UpeHTudmnkaumoHHb kog pornu (Role ID code)

Onucanue. Cneyndukaymsa ponun, KOTOPYIO UrpaeT Nonb3oBaTenb B UCNONHEHUM CODLITMSA, KAk nponuca-
HO B 3alUMTE PONEBOro A0CTyna. Takue CMCTEeMbl PONEBOIO AOCTYNA NPUBA3LIBAIOT KAXA0ro NoNbL30BaTens K
OZHOIN NN HECKONBKUM POSISIM, a KaXKAYHO POSlb — K OAHOW MUITM HECKONbKUM CUCTEMHBIM (DYHKLUSIM.

CTeneHb BaXXHOCTU. HeobsizaTenbHOE, C MHOXECTBOM 3HAYEHUN.

dopmaTt/3HavyeHus. 3akogupoBaHHOE 3Ha4YeHue ¢ atpubyTom «codey», KOTOPOMY NPUCBOEHO 3HAYEeHUe
KoAa ponu Wnu TEeKCT OT CUcTeMbl asTopusauun. MoxeT ObITb YKa3aHO HECKONbKO 3HAYEHUI, TaK KaK MOXET
UCNOMNb30BaTbLCA HECKOMBKO CUCTEM PONEBOro A0CTyna u/unu knaccudukauyuii. Obparute BHUMaHWeE, YTO U B
NCO 27799:2008, n. 7.8.2.2 (YnpasneHue nonHomouusimu), u 8 UCO/TC 22600 [6] yka3biBaeTcsi, UTO NOMb-
30Barefnb CUCTEMbI MEAULMHCKOW MHPOPMAaLUK, COAEPKaLLEN NepPCOHanNbHYI0 MEeAULMHCKYI0 uHdopmaLumio,
UMEET AOCTYMN K CEPBUCAM B €4MHCTBEHHOW POnK (T. €. NONb30BaTeNsAM, 3aperMCTPUPOBAHHBIM C HECKONbKUMU
ponamu, NPUNUCLIBAETCA eAUHCTBEHHAA POSib BO BPEMS KaXKAOro ceaHca AOCTyna K cucreme MeauLUHCKOW
MHopmaLmm).

PekomeHayeTca McnonbL3oBaTb CUCTEMY KOAWPOBAHWUS, COBMECTUMYIO C (DYHKLMOHANbHBLIMU PONSIMMU,
onpeaeneHHsiMu B UCO/TC 21298 [4] n nepedncneHHsIMu B Tabnuue 7.

Ha nageHTtudukaymio cnosapsa Ans 4aHHOTO CNMCKa 3aKOAMPOBAHHBIX 3HAYEHUA MOXKET CCbINaTbCs crne-
aywowmii OID, 0603HaYeHHbIN ¢ ucnonb3oBaHmem HAsbika ASN.1 Ana onucaHua abGCTPakTHOTO CUHTAKCUca
(ASN.1), onpeaeneHHoro B MICO/M3K 8824-1 [7] n UCO/MO3K 8824-2 [8].

NaeHtudukaums cnosaps. MCO (1) ctangapt (0) dyHKUMOHANbHbIE U CTPYKTYPHbIE ponu (21298) cno-
Bapb PYHKLUMOHANbHbIX ponen (4).

Tabnuya 7 — NgeHTuUKaLmoHHble kofbl (OYHKLMOHANBHLIX porei

role_identifier | role_name | Onucaxue
CybbeKT nonyyeHus meau- " o o
01 Y o y A OCHOBHOM CYBLEKT AaHHbIX 3NEKTPOHHOW MEAULIMHCKONR KapThbl
LIMHCKOW NOMOLLM
02 AreHT cybbekTa nonydeHus | Hanpumep, poauTenb, OneKyH, NULUO, oCylIecTBRAOWES yXoa, Unun
MeAULMHCKOWA MOMOLLU APpYroii 3aKOHHbIW NpefcTaBuTenb
03 MepcoHanbHblli  paboTHUK | PaboTHMK Unn paboTHUKK 34paBOOXPaHEeHNUN, HaxXoAALWUEcA B TECHOW
3[1paBoOXpaHEeHNs CBSI3M C NaLMUeHTOM, YacTo CeMeNHbIV BpaY NauneHTa
HasHauaetcsa cybbekTom nonyyveHns meguunHekoin nomowm UIA
04 YNONHOMOYEHHbIA PabOTHUK | nasHauaeTcA MENUUMHCKAM  yupexaeHWeM (Npu  HasHadeHun
3ipaBoOXpaHeHnA PYKOBOACTBOM, NPaKTUKON U T. 4., Hanpumep, dpyHKUUA aBapuiHoro
obxopa)
CTopoHa, BOBreYeHHas B NpefocTaBneHue npsMon MeauLMHCKOR
05 PaboTHUK 33 paBooXpaHeHus poHa, peA P Ay
MOMOLLM MaLMEHTY
06 Pa6oTHUK neyebHo-03a0po- | CTOpoHa, KOCBEHHO BOBNEYEHHAA B yX04 3a nauueHToMm, oby4veHue,
BUTENMbHLIX YUpeXAeHWiA uccriefoBaHue U T. 4.
JTiobbie rMe CTOpOHbI, NOAAEPXKMBAIOLME OKa3aHWe ycnyr nauu-
07 AaMUHUCTpaTOp eHTy Apy p » MOAAESP . yenyr nay
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[aHHoe nomne uaeHTuduunpyeT cnMcok PYHKLMOHANLHLIX PONel BbICLLEro YPOBHA ANA obGecneveHus
BO3MOXXHOCTM MHTEponepabensHOro o6MeHa Mexay pucankumsamMm 1 npegMeTHbIMM 0bnactamu. OHO MOXeT
NPUMEHSATLCA ANSt yNpaBiieHUs co3gaHueM, JoCTynom, obpaboTkon n nepegadeir MeauUMHCKON MHAOpMa-
uuu. Bonee getanuampoBaHHble PyHKUMOHANbHLIE POM MOrYT OblTb NPUCBOEHLI B Npeaenax NnpeaMeTHON
obnactu unu IpUCANKLUM UM MOTyT ObITb OrOBOPEHbI A4S 0OMEHa nHpopMaLuen Mexay TakKumu npeamer-
HbIMW OBNACTAMU UK KOPUCAUKLUAMU.

Koabl MOryT ObITb ONpeaeneHsl peanu3aumen unm ynoMmmHaTbCs B nepevncneHny B cnosape craHaapra.
Cxema XML B RFC 3881 onpegensiet 4ONONHMTENbHbIE aTpubyThbl ANA ONpeaeneHHbIX peanusaumein 3akoam-
pOBAHHbIX KOAOB UIM KOAOB, YNTOMUHAEMbIX B CTaHAAPTE, Kak nokazaHo B Tabnuue 8.

Tabnuya 8 — CcblnodHble aTpubyTel KoAga ugeHTudukaTopa ponm

ATpUBYT 3HaveHne
CodeSystem Ccbinka Ha OID
CodeSystemname MMs cMcTeMbl KOAUPOBAHUS, HAacCTOSATENBHO PEeKOMEHAYETCH YUUTLIBaTbL ANA NoKanbHo
onpeAeneHHbIX KOAoBbIX Habopos
DisplayName 3Ha4eHue, KoTopoe JOMKHO ObiTb UCMONbL30BAHO NPU AEMOHCTPaLUUK U B OTYeTax
OriginalText BxoAHoe 3Ha4yeHne, koTopoe 6bio NepeBefeHO B Ko

Jlornyeckoe o6ocHoBaHue. [laHHOE none NpuMBA3bIBAET COOLITUE ayauTa K ponu nonb3osatens. [laHHas
posb SIBNSIETCA KMIOYEBbIM 9IEMEHTOM B MONMTUKAX AN KOHTPONA AOCTYNa K NepCOHaNbHOW MeAULMHCKON
nHdopMauumn.

JononHuTenbHyo nHopmaLmio MoXHO HaviTu B UCO/TC 22600 [6] 1 UCO/TC 21298 [4].

7.3.6 Llenb ucnonb3oeaHus (Purpose of use)

Onuncanune. O603HayaeT Lenb, C KOTopoii OyaeT ucnonbL3oBaHa NePcoHanbHas MeauuMHeKasn uHgopma-
UM, K KOTOPOW NOMy4YeH 40CTyn.

CteneHb BaxxHOCTU. HeobsAzaTenbHoe.

dopmart/3HaueHus. MNMepeuncneHne 3akoanpoBaHHbIX 3Ha4YeHUI NMBO 3aBUCUMBIX OT peanu3auum, nubo
yNOMMHAEMbIX B CMIOBape craHaapTta.

PekomeHayeTcst MCNONb30BaTb CUCTEMY KOAUPOBAHWUSA, COBMECTUMYIO CO CXEMON Knaccudukaumm Le-
nei ana o6paboTkn nepcoHanbHON MeAULMHCKON uHdopmauuu, onpeaeneHHblix B ICO/TC14265 [2] u nepe-
YKMCneHHbIX B Tabnuue 9.

Ha naeHTudukaumio cnoeaps 4ns 4aHHOMO CMCKa 3aKOAUPOBAHHbLIX 3HAYEHUI MOXKET CCbINarbCs crne-
ayrowmin OID, 0603Ha4YeHHbI ¢ ucnorb3oBaHueM sidblka ASN.1 ana onucaHua aBCTPaKTHOrO CUHTaKcuca
(ASN.1), onpeagenenHoro B UICO/M3K 8824-1 [7] u MCO/M3IK 8824-2 [8].

MaeHntudukaumsa cnosapsi. ICO (1) cranaapt (0) Knaccudukauma uenen ana o6paboTku nepcoHanb-
HOI MeauUMHCKOW nHdopMauuu (14265) TepmuHonorus ansa knaccudukauum uenen ana odpaborku nepco-
HamnbHOW MeauuMHCKON nHpopmaumm (1).

Tabnuya 9 — Knaccudpukauus uenei

Koa TepMUH knaccucmkaumum OnucaHne (MHOpMaTUBHOE)

1 Oka3aHue KnuHu4eckoi nomolyn oT- | Ana nHdpopmMupoBaHUs NUL UK NPOLIECCOoB, OTBETCTBEHHLIX 3a Npefo-
JenbHoMy CyBbekTy MOfydeHUss Me- | CTaBneHWe MeJULMHCKUX YCnyr cyObekTy MonyyYeHWs MeAMLMHCKOIA
AWLMHCKON MomoLLU noMoLLmn

2 OkKa3aHuWe HeOTNOXHOW nomown oT- [ Ana uHdpopmupoBaHus nuu, KoTopble JOMKHLI He3aMeMTenbHO npe-
JenbHoMy cyBbeKkTy NofydYeHuss Me- | JOCTaBUTb MeJULWHCKUE YCnyru cyBbeKkTy nonyyqeHns MeauLUHCKOR
AWLMHCKON MOMOLLU MOMOLLM, BO3MOXHO, TPeBYA NMOMUTUK COrnalleHus U 3ameLleHns, oT-

JINYHBIX OT OTHOCALLMXCS K Lienun 1, yKazaHHOW Bbile

3 Moapepkka AeicTBuiA no yxoay B | OnsS vHOPMUPOBAHMA NUL WK NPOLECCOB, MO3BONSIOLWMUX APYrUM
npefenax opraHusauyuu nocTaBLMKa | NpefoCTaBnATb MEAULMHCKUE YCryr cyBbekTy nonyyYeHus MeauumH-
ycnyr Ansi oTAenbHoro cybbekTa Mo- | CKoil MomoLluW, NOCPeacTBOM ynpaBrieHus geictsuamun wunu cpefn-
NyYeHua MeJULUHCKOA noMoLLy cTBamu
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Koa TepMUH KnaccudpukaLmm OnucaHne (MHpopMaTUBHOE)
4 O6ecnedeHne BO3MOXHOCTM onnaTel | Ons MHOPMUPOBaHUS Nuu unu npoueccos, obecneynsatownx fo-
NpeLoCTaBNeHNs MOMOLLM OTAENBbHO- | CTYMHOCTE OOHA 0B U/MNK paspeLleHmii co CTOPOHEI NNaTenbLLMKa Ana
My CyObeKTy nonyYyeHus MeguuMH- | NPeAoCTaBreHUs MeAULMHCKNX yCryr cyObekTy nomyvyeHns MeguumnH-
CKOM nomoLLu CKOW MOMOLLM
5 YnpaeneHune n obecnedeHvne Kade- | AnA MHPOPMUPOBAHUA MWL UMK NPOLIECCOB, OTBETCTBEHHBIX 3a onpe-
cTBa MeguumHckoro obcnyxusaHus JeneHne LOCTYNHOCTKW, KadecTBa, 6e3onacHOCTH, cnpaBegnMBoCcTU U
peHTabenbHOCTN MegULMHCKUX YCryr
6 O6pasopaHue [nsa nogfepxku obpasoBaTenbHOro U npodeccuoHansHoro passutna
paboTHMKa 34 paBoOXpaHeHns
7 HabntogeHne 3a 3gopoBbeM Hacene- | [Onsa UHOPMUPOBAHUA MWL, UMK NPOLIECCOB, KYPUPYIOLLMX BOMPOCHI
HMA MOHUTOPWHIa HaceneHWs 1 rpynn HaceneHusa Ha NpefMeT KpynHbIX co-
ObITWiIA B cdhepe 34paBoOXpaHeHUst U NocrneayoLiero BMeLlaTenscTaa
C LUernbto NpefocTaBNeHNs yCryr 34paBooxXpaHeHns unv npodunaktu-
Yeckux yenyr Ans COOTBETCTBYOLLUX NnLy
8 UpesBbivaiiHble cuTyauuu, sensaowm- | Ans nHhOpMUPOBaHWUA NWL, OTBETCTBEHHbLIX 3a 3aluTy obllecTsa, B
€Cs yrpo3oit Ans obLliecTBeHHON 6e3- | cuTyauusx, KorAa CHUTAETCs, YTO UMEET MECTO 3HAYUTENbHbLIA pUcK
onacHocTH NS YneHoB obLecTBa, BOZMOXHO, Tpebya NONUTUK CornalleHus u 3a-
MeLLEeHUs1, OTMMYHBIX OT OTHOCALLMXCA K Llenn 7, ykasaHHON Bbilwe
9 YnpaeneHue 340poBLEM HaceneHus Jna nHopMUpoBaHUS NAL, UK NPOLECCOB, OTBETCTBEHHBIX 3@ MOHU-
TOPUWHI HaceneHus U rpynn HaceneHus Ha npeaMeT cobbITuii B cepe
3[paBOOXPaHeHUs, TEHAEHLUUIA 1 pe3ynsTaToB ¢ Lienbio MHopMUpoBa-
HWS NO 3HAa4YUMBIM CTpaTerusam 1 NoUTUKam
10 | WUccnegoeaHue [ns noagaepxku nonyveHns 0606LWeHHBIX 3HaHUi
1 WeenepoBaHusA peiHKa Ona nogAaepXku nNonyyeHUa 3HaHUi, XapakTepHbIX AN NpoaykTa unu
opraHusaLuu
12 | CynebHble npouedypbl AN MIHPOPMUPOBaHUA NUL, UMK NPOLIECCOB, OTBETCTBEHHLIX 3a 06e-
crneYeHne COOTBETCTBUA 3aKOHOAATENLCTBY UMW 3aKOHHO YMOMHOMO-
YeHHOe BeAeHWe paccrneoBaHuil Mo YrornoBHLIM, FpaX4aHCKUM U Hop-
MaTUBHbEIM MpaBOHapYLUEHUAM
13 | HasHa4yeHus cybbekta nomnyveHus | Ons uHdpopMupoBaHus cybbekra nonyyeHuss MegUuLMHCKON NOMOLLM
MeAULMHCKON NOMOLLU Wnn ero/ee 3aKOHHO YNOMHOMOYEHHOro areHTa No NoAAepXKKe UHTepe-
coB cybbekTa nony4yeHnst MEAULIMHCKOIA MOMOLLM MW B ClyYae CMepTH
4NA noaAepXKU yxozia 3a YreHOM CEMbU
14 | TouHO He ycTaHOBrEHHOe PackpbiTue Ha ocHoBe aBTOpM3aLuid, He TpebyloLnxX yKasaHus Lenu
Unu Uuenen, ANs KOTOPbLIX HE NPUMEHUMBI pyrie KaTeropum B JaHHOM
pasgene

Jlornyeckoe obocHoBaHKue. laHHOE 3HaYeHWe NO3BONSET OLEHMBATL COOTBETCTBME CODLITUSA ayauTa no-
NUTUKE NpeaoCTaBneHns AOCTyna B OpraHusaumu.

7.4 WpeHTU(nKkauma ToOuKM goctyna

7.4.1 Kopg Tuna Toukm aoctyna Kk cetu (Network access point type code)
Onucanue. Uaentudukarop Ana Tuna To4KKW 40CTYyNa K CETU, co3aasLuen coObiTue ayaura.

CTteneHb BaxkHocTU. HeobszaTenbHoe.
dopmar/3Havenus. Mepeuncnenne, kak nokasaHo B Tabnuue 10.

13



rOCT P UCO 27789—2016

Tab6nwuya 10 — Koabl TMNa To4ku foctyna

3HaveHue CopepxaHue
1 MMsa mawmHel, Bkntovasa umsa DNS
2 IP-agpec
3 Homep Tenedona

Jlornveckoe 060CHOBaHUE. OTU AaHHbIE ONPEAENSAIOT MAEHTUAMKATOP TMNA TOYKU JOCTYNa K CETU Npu-
6opa nonb3osarens Ans cobbiTus ayaura. 310 HeobA3aTeNbHOE 3HAYEHUE, KOTOPOE MOXET ObITb UCMONbL30-
BaHO ANsA rPynnoBbIX COOLITUIA, 3aNUCAHHbLIX HA OTAENbHbLIX CepBeEpax, Ans aHanusa J0oCTyna B COOTBETCTBUU
C TUNOM TOYKW JOCTYNa K CEeTH.

7.4.2 UpenTtudpukarop Toukm gocrtyna K cetu (Network access point ID)

Onucanue. MaeHtudumkarop AnA TO4KM AOCTYNa K ceTu npubopa nonb3oBarens Ans cobbiTusa ayaura.
3710 MOXET ObITb MaeHTUdukarop npubopa, IP-agpec unu kakon-nubo apyron naeHtudukaTrop, accoummpo-
BaHHbII ¢ npubBopom.

CrteneHb BaxxHOCTU. HeobsA3arenbHoe.

dopmar/3HayeHns. Ecnu yCTaHOBNEHO, TEKCT MOXET ObITb OrpaHUYeH 40 AOMYCTUMBIX 3HAYEHUW Ans
JaHHOro TUna TOYKM JOCTyNna K ceTu. B cnyyae HeckonbkuX AOCTYMHBLIX BAPMAHTOB PEKOMEHAALMUU AOSDKHDI
ObITb MaKCMManbHO nHanBuayarnbHbIMA.

Jlornyeckoe oGocHOBaHME. 3TN AaHHbIE ONPeaensioT TOMKy A0CTyna K CETM nonb3oBartens, kotopas
MOXET OTNMYaTLCA OT CepBepa, OCYLLECTBUBLLETO AelCTBUE. DTO HeoBA3aTeENbHOE 3HAYEHNE, KOTOPOE MOXET
ObITb UCNONBL30BAHO AS1A FPYNNOBbLIX COOLITUI, 3aNMCAHHBIX HA OTAENbHLIX CepBepax, ANA aHanu3a gocryna K
JaHHbIM OMpeAeneHHoN TOYKM JO0CTyNa K CETU BO BCEX CepBepax.

MpumMmevyaHune — MaeHTUDUKATOP TOYKU [OCTYNA K CETU HE 3aMEHAET NUYHYIO YY4eTHOCTb. B vacTHocTH,
IP-afpeca B MHTepHETE O4EHb U3MEHYUBLI U MOTYT 6bITh NPUCBOEHBI HECKONBKNUM NIOASM 32 KOPOTKUIA NEPUO] BPEMEHU.

lMpumepb!

1 Udenmucgpukamop moyku docmyna k cemu: 192.0.2.2.
Kod muna mouku docmyna k cemu: 2 = |[P-adpec.

2 Ndenmudpukamop moyku docmyna K cemu: 610-555-1212.
Kod muna moyku docmyna k cemu: 3 = Homep menegoHa.

7.5 UpeHTuduKauma nCcToyHuKa ayaurta

7.5.1 O6wume ceegeHua

[anHble cneaoB ayauta MoryT ObiTb cOOpaHbl U3 Pa3nuyHbIX UCTOMHUKOB, TAKUX KakK:

- [aHHble 3amMTbl UHPOPMALIMOHHBIX CUCTEM;

- cnyx0bl KaTanoros;

- CepBUCHI onpeaeneHusi NONUTUK JOCTYyNa;

- JaHHblE AOCTYNa Ha YPOBHE NPUIIOXKEHUS.

3almiLeHHble CepBUCHI AOIDKHBI NOMYYaTb 3TU AAHHLIE.

PaccmarpuBaemble HMxe AaHHble HE00X0AMMbI B OCHOBHOM ANSA CUCTEM U NPOLIECCOB NPUNoXeHui. Tak
KaK MHOTOypOBHEBbIE, pacnpeAeneHHble UNu COCTaBHbIE NPUAOKEHUA AenaloT naeHTUdUKALMIO UCTOYHUKA
HEOAHO3HAYHOW, AaHHbIN HAabop Moner MOXET NOBTOPATLCA ANSA KaXAOro NPUNOXEeHUs Unu npouecca, ak-
TUBHO Y4acCTBYIOLLEro B COObITUM. Hanpumep, MHOXXECTBEHHbIE HaGOopbl 3HAYEHUI MOTYT UAEHTUDULMPOBaTbL
yyacTsyiowe Beb-cepsepbl, NPOLECCHI MPUMOXKEHU U CEPBEPHbIE NOTOKU 6a3 AaHHLIX B N-ypOBHEBOM pac-
npeaeneHHoOM NpunoXxeHun. HeakTuBHbIE Y4aCTHUKM COOLITUSA, HANPUMEP CpeACTBa Nepeaaqn AaHHbIX ceTein
HU3KOTO YPOBHS1, OIDKHBI ObITh AEHTU(PULIMPOBAHDI.

B 3aBucuMMOCTU OT cTpaTernii BHEAPEHUSA, BOSMOXHO, YTO KOMIMOHEHTbI B MHOTOYPOBHEBOM, pacrpe-
AENeHHOM UInKu COCTAaBHOM NPUITOXEHNUU MOTYT CO34aBaTh HECKOMbKO 3anucei ayauta Ans 04HOro cobbitua
npunoxenunsi. PasnuyHbie AaHHbIE B 3aMMCKU ayauTa MOTyT ObiTb MCMONb30BaHbl ANt MAEHTUdMKALUN TaKUX
cnyyaes, NoAAep>MBas nocrneayioLlee cokpaweHme obbema aaHHbIX. Hactoswumin ctangapt npeanonaraer,
YTO MEXaHM3Mbl XPaHEHUS! U MPEACTABNEHUs1 OTYETOB OCYLLECTBAAIOT COKpalleHue 06beMa AaHHbIX NpU He-
06X0AMMOCTH, HO HE ONpPEAENISAET, KaKMe 3T0 MEXaHU3MbI.
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7.5.2 UpenTudunkatop o6bekTa npeanpuaTua ayauta (Audit enterprise site ID)

OnucaHune. MecCTononoxeH1e UCTOYHUKA Normyeckoro obbekTa B npeaenax cetu Npeanpusitus, Hanpu-
mMep 6onbHULbLI MNKU APYroro MECTOMNOSNIOXKEHUA B Npedenax rpynnbl npoeanaepa, OCyLLECTBASAOLWEro noa-
AEPXKKY HECKOSNBbKMX KOMNAHWIA.

CTeneHb BaXXHOCTU. YCNOBHO 0Bsi3aTensHoE.

dopmar/3HaveHus. TekcToBasi CTpPOKa YHUKanNbHOro uaeHtudmkaropa B npegenax npeanpuarus sapa-
BOOXPaHEHUA. FIBNAETCA HeoOA3aTenbHON, eCnu CUCTEMa ayauTa yHUKanbHO onpeaeneHa MaeHtudumkaro-
pOM UCTOYHMKA ayauTa.

Jlornyeckoe o6ocHoBaHue. [JaHHOE 3HaYEHME MOMOTaeT pasnuyatb 00bekTbl B MHPOPMAaLMOHHOW CU-
CTeMe pacnonoXXeHHOro B HECKONbKUX MecTax NpeanpusTus.

MpuMedvyaHUe — 3HadeHUe ONpefenseTcs NPUNOKEHUEM, CO34arLMUM 3anuck ayauTta. OHO COAEPXUT yHU-
KanbHbIi KOZ, KOTOPLIA NAEHTUULMPYET opraHusaLyio (Bnagenbla faHHbIX), KoTopas U3BeCTHa NpeanpusTuio. danee
3HaueHWe KBarMPULMpPYeT U OAHO3HAYHO ONpeaensieT MaeHTU(MUKaTOp UCTOYHNKa ayanTa. SHaYeHWs MOTYT pasuyaThbes
B 3aBUCMMOCTY OT TUMNa AeATenbHOCTU. B Npefenax opraHusauum MoryT cyLLecTBOBaTL YPOBHU U dhepeHumnaLmm.

7.5.3 WpenTudpukartop ncrounuka aygura (Audit source ID)

Onucanune. MaeHTudmkaTop UCTOMHUKA CO3AaHUSA CODLITHSA.

CTteneHb BaxHOCTU. ObBsi3aTensHoe.

dopmar/3HaveHuns. TekcToBas CTPOKa YHUKasIbHOrO uaeHTUudukaTopa, no KpanHen mepe, B npegenax
WaeHTudukaropa o6bekTa npeanpusaTus ayauTa.

Jlorndyeckoe o6ocHoBaHWe. [laHHOe none NpUBA3bIBaeT cOObITUE K ONPeaeneHHON CUCTEME UCTOYHUKA.
OHO MOXeT ObITb MCNOSIb30BAHO AN rPYNNOBbIX COOLITUI ANA aHanu3a B COOTBETCTBUM C TeM, rae Nnpoun3o-
o cobbiTue.

7.5.4 Kog Tuna ucrounuka ayaura (Audit source type code)

Onucanue. Kog, onpeaensioowmii TUN UCTOYHMKA CO3AaHus cobbITUS.

CTteneHb BaXXHOCTU. HeobszaTenbHoe.

dopmat/3HaueHus. MepevncneHme 3akoaMPOBaHHLIX 3HAYEHUIA, MO0 onpeaeneHHbIX paspabdoTunkamm
cucTeMbl, NMbBO ynomuHaeMmoe B cnoeape craHgapra. Ecnu 3HaueHue He onpeeneHo Unu He ynoMUHaeTcA
B CTaHAapTe, TO 3HAYEHUA N0 YMOSYaHUIO Ana atpubyTa «code» COOTBETCTBYIOT yKa3aHHbIM B Tabnuue 11.

Tab6nwuuya 11 — Koabl TUNa UCTOMHUKA ayauTa

3HaveHune CojpiepxaHue

1 UHTepdeinc koHeqHoro nons3osaTens

Mpn60op AN MHCTPYMEHT ANS NONYYEHUS AaHHBIX

YpoBeHb npoLecca BeB-cepBepa B MHOTOYPOBHEBOM cUcTeMe

YPOBeHb npouecca cepsepa NnpUIoXXeHus B MHOI'O)IpOBHeBOﬁ cucreme

YpoBeHb npouecca cepeepa 6a3sbl JaHHLIX B MHOTOYPOBHEBOW CUCTEME

CepBep 6e30nacHOCTH, HanpUMep KOHTPOMep JOMEHOB

KomnoHeHT cetn 1—3 ypoBHei no MCO

CuctemHoe nporpaMmHoe obecneveHue yposHeit 4—6 no UICO

Ol | N |O | ]|WI]IN

BHeLUHUIA UCTOYHUK, APYrOA UMK HEU3BECTHbLIN

Cxema XML B RFC 3881 onpeaensier aononHuTeNbHbIe aTpubyThbl AN onpeAeneHHbIX peanusauuen
3aKOAUPOBAHHbIX 3HAYEHUI UMK 3HAYEHUIN, YNOMUHAEMBIX B CTaHAApTax, NpeacTaBneHHbIX B Tabnuue 12.

Tabnuya 12 — CcbinoyHble atpubyThl Koga ugeHtudukaropa ponu

ATpUGYT SHaueHue
CodeSystem Cceblinka Ha OID
0BaHUs;, HaCTOATENLHO pekoMeHayeTcs 51 TOKanbHO
CodeSystemName Vimst cuctemsl kopup ) P AYETCS yuMTHIBAT AN
onpeaeneHHbIX KOAoBLIX HabopoB
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OxkoH4aHue mabnuupi 12

ATpubyT 3HaveHne
DisplayName 3Ha4eHue, KoTopoe AOMKHO BbITb UCNONB3OBAHO NPU AEMOHCTPALIUUA U B OTYETaX
OriginalText BxoaHoe 3HauyeHue, koTopoe 6biNo NnepeBeeHo B KOA

McTouHnku ayamta MoryT 6biTh knaccndpuuupoBaHbl bonee 4eM 0AHMM CNOCOBOM, MOITOMY MOTYT GbiTb
0603HaYeHbl PasfuYHbIe 3HAYEHNSA.

Jlornyeckoe obocHoBaHue. [laHHOE none NoKasbiBaEeT, KAakoW TUN MCTOYHUKA 06o3HauaeTca NaeHTudgu-
KaTopOM UCTOYHUKA ayauTa. 3TO HeobA3aTeNbHOe 3HA4YEeHNEe, KOTOpPOoe MOXET ObiTb UCMONL30BaHO ANA rpyn-
NoBbIX COOLITWI ANA aHanu3a B COOTBETCTBMU C TUNOM UCTOYHMKA NPOUCXOXAEHUS COObITUS.

7.6 UpenTuhukauma oobekTa-y4acTHUKA

7.6.1 O6wue ceeaeHusn

O6bekTbl coBbITUA, NpoBEpPSAEMbIe ayaUuTOM, CYMTAIOTCH O0ObekTamu-ydyacTHukamu. Cregylowme aaH-
Hbl€ MOMOTaKOT NPOLUeCcCy ayauTa NocpeacTBOM 0603Ha4YeHUs 0COObIX Cry4YaeB AaHHbIX UMM 0OBLEKTOB, K KO-
TOPbIM OCYLLECTBAANCA AOCTYN.

OTU AaHHble Heo6xoguMbl, ecnu 3Havenuni ansa Uaentudukauum cobbitus, aeHTudbMKauum akTMBHOro
yyacTHuka n NoeHTudukaumm UCTOMHUKA ayauTa He AOCTaTOYHO, YTOObI 3810KyMEHTMPOBATL BCe COObITHE,
nposepsemoe ayautom. NMponM3BOACTBEHHLIE 3anMCKU ayauTa, coaepXaluue 3Tu AaHHble, MOryT ObiTb pa3pe-
LUEHbI UK 3anpeLLeHbl, Kak YCTaHOBMNEHO MONUTUKOW OpraHU3aLun 3paBoOXPaHEHUSA U HOPMAaTMBHLIMU Tpe-
GoBaHMAMMU.

CoO6bITUA MOTYT UMETb HECKONbKO OGbEKTOB-Y4aCTHUKOB, MOSTOMY AAHHAA rpynna MOXeT ObiTb NOBTO-
pslowmMcs HabopoM 3Ha4YeHuii. Hanpumep, B 3aBUCMMOCTU OT NONUTUKM YUpEeXaeHus U Bbibopa MeToaa BHe-
ApeHus:

- ABa Habopa 3Ha4yeHuii 06beKTa-y4yacTHUKa MOryT ObITb MCMOSIb30BaHbI AN onpeaeneHus AocTyna K
nepcoHanbLHOW MEeAWLUHCKON MHAOPMAaLUM N0 HOMEPY MEAULIMHCKOW KapTbl U N0 onpeaeneHHoMy obpalue-
HUIO MU CyYal0 MEAULIMHCKOW NOMOLLM CyOLEKTa Nony4eHnsa MeauLMHCKON NOMOLLY;

- 06BbEKT NoNy4YeHUs MeQULMHCKON MOMOLLM U €r0 YNOMHOMOYEHHbI NpeacTaBuTenb MOryT ObiTb Onpe-
AeneHbl 04HOBPEMEHHO;

- nevaluuii Bpay U KOHCYNLTUPYIOLLME HaMpPaBNeHHbIe NMua MOryT BbiTb ONpeaeneHbl 04HOBPEMEHHO;

- BCe CyObeKTbl Nony4yeHuss MeaMLMHCKON MOMOLLM, OmnpeaerneHHble B pabovem cnucke, MOryT BbiTb
NAEHTUPULUMPOBAHBI.

B HekoTopbIX cryyasix (HanpuMep, PEHTFeHONOrMYeckne NCCneaoBaHnsa unu rnepeaadm 6onbLIOro Yuc-
na AOKYMEHTOB B dhopmare apxuTekTypbl 06Lmx aaHHbiX HL7) MoxeT GbiTh onpeaeneH Habop CBsi3aHHbIX
0OBbEKTOB-Y4aCTHUKOB, ONPEAEeneHHbIX YY4ETHbIM HOMEPOM MNU HOMEpPOM uccrnegoBanus. OaHako crieayet
OTMETUTb, YTO Kaxkaas 3anucb ayauTta JOKYMEHTUPYET TONLKO OAMH Criydai UCNonb30BaHUA TaKMX OTHOLLEHMI
00bEeKTa-y4aCTHUKA U HE CIYXXUT ANSA JOKYMEHTUPOBAHUSA BCEX OTHOLLEHWUMI, KOTOPLIE MOTYT NPOUCXOAUTL UK
ObITb BO3MOXHbIMU.

7.6.2 Kog Tuna o6bekTa-yuyactHuka (Participant object type code)

Onucanue. Kog ans Tuna obbekTa-y4acTHuka, NpoBepsaeMoro ayautom. [lJaHHoe 3Ha4YeHne oTnmyaercs
OT PONnK NOMb30BAaTENA MU OTHOLLEHUS MOBOro NONb3oBaTensA ¢ 00bEKTOM-Y4aCTHUKOM.

CreneHb BaXXHOCTW. ObBs3aTencHoe.

dopmar/3Hauenus. MepeuncneHune, kak nokasaHo B Tabnuue 13.

Tabnuya 13 — Kogbl TUna obbekTa-y4acTHUKa

3HaveHKne CoaepxaHue
1 Inyo
2 OBGbeKT cucTemsl
3 OpraHusaums
4 Opyroe
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Jlornyeckoe oGocHoBaHue. Ons onucaHus oObekTa, Haa KOTOPbIM NMpou3BoaUTCH AeiicTeue. B gonon-
HeHue K 3anpocam no NpegMeTy AeicTBMS B COObITUM, NPOBEPSIEMOM ayAUTOM, TAKXKE BAXKHO UMETb BO3MOX-
HOCTb Aenartb 3anpoc no Tuny obbekTa Ansi AENCTBUS.

7.6.3 Ponb koaa Tuna ob6bekrta-yuyacTtHuka (Participant object type code role)

Onucanue. Kog, npeacTaBnsAowmi hyHKLUMOHANBHYIO POfb NPUNoXeHUsi 06beKTa-y4acTHuKa, nposeps-

€MOro ayauToMm.
CteneHb BaxkHoCTU. ObBasartenbHoe.

dopmart/3Havenunsa. MNepeuncnenue, xapakrepHoe aAnsa Koga tuna o6bekTa-y4acTHUKA, Kak NnokasaHo B

Tabnuue 14.

Ta6bnuya 14 — Kogbl poneit o6bekTa-yd4acTHUKa

3HauveHue CopepxaHue Kokl TMNa obbeKTa-yvacTHuka

1 CybbekT nony4yeHUs MEAULIMHCKON NOMOLLU 1 —Jvuyo
2 MecTononoxeHue 3 — OpraHusauus
3 CermeHT EHR 2 — O6bLEKT cucTeMb
4 Pecypc 1 —To

3 — Opranusauus
5 OcHoBHo1 ain 2 — OB6beKT cucTeMbl
6 Monb3osaTens 1= Te

2 — O6beKT cucTeMbl (NoNb3oBaTernb-He YenoBekK)
7 Cnmncok 2 — OBbeKT cucTeMbl
8 PaboTHuWK 3gpaBooxpaHeHuns 1 — Iuyo
9 ABOHEHT 3 — OpraHusaums
10 lapaHT 1= Tuuo

3 — OpraHusauus
11 3anuch 3aWuThl Nonb3oBaTens 1 = Tugo

2 — OBbeKT cucTeMmsl
12 Mpynna 3alwmTel Nofnb3oBaTens 2 — OBbeKT cucTeMsl
13 Pecypc 3awuThbl 2 — OBbeKT cucTeMsl
14 OnpepaeneHue CTeNeHn getanuaauum sawmtel | 2 — OBbeKT cucTeMbl
19 MoctaLuk ; : J;V;I::Hmaaum
16 AgpecaT faHHbIX 2 — OBObEKT cucTEMBI
17 XpaHunuiie gaHHbIX 2 — OBbeKT cUCTEMbI
18 PacnucaHve 2 — OBbeKT cucTeMmsbl
19 KrineHT 3 — OpraHu3aums
20 3apaHue 2 — OObeKT cucTEMBI
21 [MoTok 3agaHuit 2 — OBbeKT cucTEMBI
22 Tabnuua 2 — OBbeKT cUcTeMb
23 Kputepun mapLipyTusaumu 2 — OBbeKT cucTeMebl
24 3anpoc 2 — OBbeKT cUcTeMBI
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«Pecypc 3awmutbly ABNAETCA abCTPaKTHLIM 3almLLaeMblM 0OBLEKTOM, HANPUMED 3KPaHOM, UHTepden-
COM, IOKYMEHTOM, NporpaMMoii 1 T. Ai. UK Aaxe XypHanoM ayauta unu XpaHunuiiem.

Jlornueckoe obocHoBaHue. Horaa ans nogpoOHOro aHanusa ayauta MoXeT ObiTb He0bxoaMmo 0603Ha-
yuTb Gornee CTPYKTYPUPOBAHHbIN TUN YY4AaCTHUKA, OCHOBLIBASICb HA PONU B NPUIOXEHUU, KOTOPYIO OH UTPaeT.

7.6.4 XKu3HeHHbIN LMK AaHHbIX 00bekTa-yyacTHuka (Participant object data life cycle)

Onucanuve. MaeHTudukaTop Ana atana XM3HEHHOro UMKNAa AAHHbIX AN 00bekTa-yyacTHuka. Moxer
MCMONb30BaTLCA AN NPEAOCTABNEHUA ayAUTOPCKUX CNEA0B AN AAHHBIX YePe3 HEKOTOPOE BPEMS, KOrAa OHU
NPOXOASIT Yepes CUCTEMY.

CreneHb BaXHOCTU. HeobsasarenbHoe.

dopmar/3Hauenus. MNepeuncnexune, kak nokasaHo B Tabnuue 15.

Ta6nuya 15— Kogbl 3Tanos obbekTa-y4acTHUKa

3HaueHue CopaepxaHue
1 Beoa/ Cosnanue
2 UmnopT/ KonuposaHue opuruHana
3 Monpaska
4 MpoBepka
5 Mepesoa
6 Hoctyn/ Ucnonb3oBaHne
7 MoBTopHasA ngeHTudUKaLms
8 ArpermpoBaHve, CyMMUpoBaHue, nonyveHue
9 Otuer
10 OkenopT/ KonuposaHue
11 PackpbiTne
12 Mony4yeHune 1Unn packpbiTue
13 ApxuBupoBaHue
14 Jlornyeckoe yganeHuve
15 MocTosiHHOE cTUpaHue/ dusndeckoe YHUHTOXEHNE
16 MoBTopHas knaccudmrkauus

Iornyeckoe obocHoBaHue. MONUTUKM NPEANPUATHIA NO KOHPUAEHLMANBHOCTU U 3aluTe MOTYT AONon-
HUTENbHO MoAnagatb NoA pasHbleé npasuna yYeTHOCTU B 3aBUCMMOCTU OT XM3HEHHOrO LMKNa AaHHbIX, YTO
obecneuynBaeT pasnuyaloLLMecs 3Ha4YEHUA ANA Takux cryvaes.

7.6.5 Koa Tuna uaentudukatopa o6nuekTa-yyactHuka (Participant object ID type code)

Onucanune. OnucbiBaeT naeHTudKUKaTop, cogepxawunca B aeHtudukarope obbekTa-ydyactHuka.

CTeneHb Ba)XHOCTW. Oba3aTensHoe.

dopmar/3HaveHus. NepeuncneHue 3akoAMPOBAHHbLIX 3HAYEHWI, XapakTepHbIX AnA Koga Tuna obbekTa-
y4YacTHUKa C UCNoMnb3oBaHuem atpubyta-umeHun «code». Koabl, AaHHbIe B Tabnuue 16, ABNAOTCA cTaHaapT-
HbIM HaBopom.

Ta6nuya 16 — Koabl TUNOB uaeHTUdMKaTOpa 06beKkTa-y4acTHuKa

3HaveHne CopepxaHue Koabl TMNa o6bekTa-y4acTHUKa
1 NaeHTuukaTop MefuLMHCKOR 3anucu 1 —Jvuo
2 NneHTUdUKaTOp cybbekTa nonyvyeHUs MegULMHCKOR NOMOLLn 1 — Jvyo
3 NpeHTudukaTop KoHTakTa 1 —Jvyo
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OkoH4aHue mabnuupi 16

3SHaveHne CopaepxaHue Koab! TMNa o6beKkTa-yqacTHuka
4 UneHTudpukatop cTpaxoBaHus naymeHTa 1 —Juyo
5 HauuwoHanbHbIi NepcoHanbHbIA naeHTUdUKaTop AN MEANLIMHCKUX 1 — Nvuo
ycnyr (HanpuMep, HoMep coLuanbHOro CTpaxoBaHus) H
6 " 1 —Ivuyo
eHTuduKaTop cyeta
A ® P 3 — OpraHusauus
1 —Jvuo
7 UneHTudmrkatop rapaHTta
A ¢ prap 3 — OpraHusauus
8 Umsa oTueTa 2 — OB6beKT cucTemsl
9 UpeHTUdpUkaTop otyeTa 2 — OBbeKT cncTeMbl
10 KpuTtepuu noncka 2 — OBbeKT cUCTeMBI
1" " ® 1 —Jvuo
eHTUdUKaTOp CUCTEMBI MONb30BaTenNs
A P 2 — OBBeKT cucTemsl
12 YHusepcanbHbli uaeHTugmukatop pecypca (URI) 2 — OBBEKT cucTeMmbl
13 NaoeHTndukaTop obbekra (HanpuMep, MASHTUUKATOP 3anucy, 2 OBLEKT CHCTEMb!
naeHTUdmMkaTop NabopaTopHOro UCNLITAHUA U T. 4.)

TekctoBble cTpoku MaeHnTudukaropa nons3osarena u URI [RFC2396] npegHasHavyeHbl Ans MCnonb3o-
BaHUA ANna cobbiTuin cpabaTtbiBaHUA CUCTEMbI aAMUHUCTPMPOBAHUA 3aLMTbl C LeNblo naeHTudukaumm obnb-
€KTOB, Haa KOTOPbIMU OCYLLECTBNAETCSA AeWCTBUE.

Koabl MoryT 6bITb cTangapTHLIM HABOPOM, YKa3aHHbIM BblLLE, ONpeaeneHHbIMU peanu3aumen nnu mo-
TyT CCbINaTbCsl HA CTaH4APTHOE CNOBApHOE NEPEeYMCrieHne, TakKUM Kak TUMbl HOCUTENEN, ONpefierieHHbIe B
Tabnuue 207 craHgapra HL7, sepcus 2.4, unu B ICO 12052 (DICOM) [1].

Cxema XML B RFC 3881 onpegenser fononHuTenbHbie aTpubyThl ANS OnpeferieHHbIX peanusaumen
3aKOAMPOBaHHbIX 3HAYEHUI UMW 3HAYEHUI, YNOMUHAEMbIX B CTaHAApTaxX, NpeacTaBneHHble B Tabnuue 17.

Tabnuya 17 — CcblnovHble atpubyThl Koga ugeHtudunkatopa obbekra-y4acTHuka

ATpnbyT 3HaveHune

CodeSystem Ccblirka Ha OID

MMA cucTeMbl KOAMPOBaHUS, HacTOATENIBHO PEKOMEHAYETCA y4uTbiBaTb AMA NoKanbHO

CodeSyste

ystemname onpegeneHHbIX KoAoBLIX HabopoB
DisplayName 3Ha4yeHue, KoTopoe AOSMKHO ObITh UCMNOMb30BaHO NPU AEMOHCTPALIMU U B OTYETaX
OriginalText BxogHoe 3Ha4eHue, KoTopoe GBINO NepeBefeHo B Ko

JTornyeckoe o6ocHoBaHue. TpebyeTcs Ans yCTAHOBMNEHWUS Pa3nuyna PasnuyHbIX MAEHTUNKATOPOB, KO-
TOPbIE CUHOHUMUYHO UAEHTUDULMPYIOT OOBEKT-YHACTHUK.

7.6.6 Komnnekc nonuTuk aoctyna oobekTa-y4acTHuka (Participant object permission PolicySet)

OnucaHue. Ykasatenb Ha NONUTUKK, KOTOPbIE PYKOBOAAT AOCTYNOM K MiaeHTudukaropy oobekra-yyact-
HUKa.

CTeneHb BaXHOCTU. Heobs3aTenbHoe.

dopmar/3HaveHnsi. 3HaYeHUA ABNSAIOTCA 3aBMCUMbIMWU OT OpraHusauuu U peanusauuu TEKCTOBbIMU
CTpoKamu.

7.6.7 YyBcTBMTENBLHOCTL 0O6BLEKTa-y4yacTHUKa (Participant object sensibility)

Onucaxune. O6o3Ha4aeT onpeaeneHHyo NONMTUKOW YYBCTBUTENBLHOCTL Ana MaeHnTudukaropa obbekra-
yyacTHuKa, Takyio kak VIP, BUY-cTaTyc, COCTOAHWE NCUXUYECKOro 340POBbA UMK CXOXNE TEMbI.

CTteneHb BaXHOCTH. HeobasarenbHoe.
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dopmaT/3HaveHns. 3HavyeHus ABNAIOTCA 3aBUMCUMbIMWU OT OpraHu3auuMu U peanusauuu TEKCTOBbLIMM
CTpOKaM.

7.6.8 MpenTudukarop o6beKTa-yyactHuka (Participant object ID)

Onucanune. O6o3Hayaer ocobbll criydan 00beKTa-y4acTHMKA.

CrteneHb BaxkHOCTU. ObA3aTenbLHoe.

dopmat/3HaueHuns. TekctoBasa crpoka. dopmar 3HayeHuin 3asucuT ot Koga tuna o6bekTa-ydacTHuKa u
Koga tuna naeHtndukatopa oObekTa-y4yacTHuka.

Jlornyeckoe o6ocHoBaHue. [lJaHHOe none onpeaenseT onpeaeneHHbli ak3eMmnnap o6bekTa, Takon Kak
CyOBbEKT NoMy4YeHNs MEAULIMHCKOW NOMOLLM, AN pacno3HaBaHMA/OTCNEXUBaHUA npobnem KoHduaeHuuanb-
HOCTU U 3aLLUUTI.

MpumMevyaHune — [aHHblA MAEHTUUKATOP CHUTAETCA OCHOBHLIM YHUKAMbHLIM KITHOMOM naeHTUdbukatopa ans
06beKTa, Tak, YToObl NP BHEAPEHUN OH MOT GbITh COCTABHBIM MONeM AaHHbIX.

7.6.9 ma obbekTa-yyacTHuka (Participant object name)

OnucaHue. XapakTepHblin 4na OTAENbHOro cny4vasa geckpuntop MaeHtudukaropa obvekta-y4acTHuKa,
NPOBEPAEMOro ayauToMm, Hanpumep, UMSA YenoBeka.

CrteneHb BaxkHOCTU. HeoBnAsarenbHoe.

dopmat/3HaueHuns. TekcToBas CTpoKa.

ITornyeckoe o6ocHoBaHWe. [JaHHOE Mone MOXET UCMONb30BaTLCA B 3anpoce/oTyeTe Ans uaeHTuduka-
uum cobbITHI1 ayauTa no onpeaeneHHoMy YenoBeky, Hanpumep, Tam, rae 6bim NCNoNb30BaHbl CHHOHUMUYHBIE
MaeHTudumkaTopsl 00bekTa-yqactHuka (MaeHTudukatop cybbekta nony4eHns MeauLUHCKOW NOMOLLM, aEeH-
TUUKATOP MEAULMHCKON 3anncu, MUAEHTUUKATOP KOHTAKTa U T. 4.).

7.6.10 3anpoc o6bekTa-yvyactHuka (Participant object query)

OnucaHue. [lencTBUTEsNbHbIN 3anpoc AnA 00bekTa y4acTHMKa Tuna 3anpoc.

CreneHb BaXHOCTU. HeobasarenbHoe.

dopmat/3HayeHnsa. [aHHble, 3akoguMpoBaHHbIE NOCPEeACTBOM METOAa KoaupoBaHUsA WHGopMauuun B
64-paspsagHblin Koa,.

3axBaTuTb hakTUyeckuii Bxoa BONPOCa K npoueccy sonpoca.

JTornueckoe o6ocHoBaHue. [ina cobbITHIF 3aNpoca MOXET NOTpeGoBaTLCA 3aXBaTUTL (HAaKTUHECKUI BBOA,
3anpoca d npouecca 3anpoca C Lienbio naeHTUdMKauMm KOHKpeTHOro cobbiTus. Beuay pasnuuuii B peanusa-
LMK 3anpocoB W KOAUPOBAHUS AAHHBIX AJS HUX 3TOT 3aNpOC ABAAETCA ABOMYHLIM 06 BEKTOM AAHHbIX, 3aKOAU-
POBaHHLIX METOAOM KOAMPOBAHUA MHAOPMaLuK B 64-paspaaHbii koa. [lanee oH MOXeT 6bITb packogmpoBaH
UM UHTEPNPETUPOBAH NpU nocneayioLlein 06paboTku aHanusa ayauTa.

7.6.11 Moapo6Hblie AaHHbIe 06 06BLekTe-yyacTHUKe (Participant object detail)

OnucaHue. 3aBUCUMbIE OT peanu3auum AaHHbIE O KOHKPETHbLIX NOAPOOHLIX AaHHbLIX 06 0ObEeKTe, K KOTO-
POMY OCYLLIECTBNSINCA AOCTYM, UK KOTOPbIA Obln UCNOMNb30BaH.

CrteneHb BaXkHOCTU. HeobsAzaTenbHoe.

dopmar. MNapa Tun-3HayeHue. ATpubyT «type» («TUn») ABNAETCA 3aBUCMMON OT peanu3auun TeKCTOBOW
CTPOKOW. ATpuBYT «value» («3Ha4eHUe») ABNSETCA AAHHLIMU, 3aKOAMPOBAHHBLIMKU NOCPEACTBOM METOAA KOAU-
poBaHuA uHdopmaumm B 64-paspsaHblii KOA.

Jlornyeckoe ob6ocHoBaHUE. B KOHKpETHbIX ayaupyembixX peanusaumsax MoryT notpeboBaTbCA KOHKpET-
Hble AeTanu unmn 3HayeHns o0bekTa, K KOTopoMy Obin OCcyLecTBneH AocTyn. Napa Tun-sHaYeHne No3BonNseT
UCMONb30BaTh 3aBUCUMbIE OT peanu3auuu U foKanbHO PacnpOCTPaHEHHbIe MAEHTUMPUKATOPLI U 3HAYEHUA
Tuna obbekTa. Hanpumep, 06BHEKT KIIMHUYECKON AUATHOCTUKN MOXET COAEPKaTb HECKONbKO pPe3ynbTaToB Uc-
NbITAHWI, U 3TOT ANEMEHT MOXXET 3a7]0KYMEHTUPOBATL TUM U KONMUYECTBO PE3ynbTaToB.

[na 9TUX aNEeMEHTOB BO3MOXKHbI PA3NUYHbIE KOAWPOBKU AAHHBIX, NOSTOMY 3HAYEHUE ABNAETCA ABOMY-
HbIM 0OBLEKTOM AAHHbIX, 3aKOAUPOBAHHbLIX METOAOM KOAMPOBAHUA UH(popmaLuun B 64-paspaaHbiv koa. Janee
OH MOXeT ObiTb packoAUPOBaH UM UHTEPNPETUPOBaH NOCPEACTBOM nocneaytowen o6paboTku aHanusa ay-
aura.

8 3anucwu ayauta ansi otaerbHbIX COObITUN

8.1 CobbiTuA gocrtyna

[aHHasa 3anucb ayauTa, Kak nokasaHo B Tabnuue 18, onucbiBaeT cosgaHue, YTeHne, U3SMEHeHne u yaa-
NeHne nepcoHanbHOM MegULMHCKON MHopMaLmuK.
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KaTeropus

Nma nonsa

Onuua

OrpaHuyeHWe 3HaYeHUii

CesasaHHoe
¢ cobbiTuem

EventlD

M

MaeHTudukaTop cobbiTusi, NpoBepAEMOro ayauTom

EventActionCode

Tun AeldcTBUA, BLINOMTHEHHOrO BO BpeMsA coObITUSA,
KOTOpOE npuBENO K CO3faHWI0 XypHana ayauTta.
YcTaHoBMEHbl CNeayoLpue 3Ha4eHuns:

EV: “C” (Cosgartb),
“R” (MpouvuTaThb),
“U” (O6HoBUTD),
“D” (YpanuTb)

EventDateTime

Hata/BpeMa HacTynneHus cobeiTua

EventOutcomelndicator

Koa ans o6o3Ha4veHus ycnexa (Wnu Heyaadmn) cobbl-
Tma

EventTypeCode

Tun cobuITna

CBs3aHHoe ¢
none3oBartenem
(1..2)

UserlD

MaeHTudmKkaTop nNornb3oBaTens unu npouecca, 06-
pabatbiBatolwlero gaHHble. Ecnu n3BecTHel U nonb-
3oBaTenk, WM npouecc, TO AOMKHbLI GbITb BKNHOYEHbI
oba. OTO YHUKanbHOe 3HaYeHne B UCTOMHUKE ayauTa
(AuditSourcelD)

AlternateUserlD

AnkTepHaTUBHBIA  MAeHTUdUKaTop nNonb3oBaTens
“nun npouecca, obpabaThiBalOLLEro faHHbIe

UserName

MMa nonb3oBaTena wnu npouecca, o6pa6aTb|Ba|o-
Lero gaHHble

UserlsRequestor

[aHHoe 3HauyeHMe NoKasbIBaeT, ABNSAIOTCA NU NOMb-
3oBaTenb MW npouecc, obpabaTbiBatolmii JaHHbIE,
WHWLMaTopamu 3anpoca AaHHOro coBLITUS. YCTaHoB-
NEeHO crieaytolliee 3HaYEHHUE:

EV TRUE

RolelDCode

Pornb, KOTOpylo UrpaloT nonb3oBaTenb UK npolecc,
obpabatbiBatoue AaHHble, NPU UCNOMHEHUU cobbI-
Tns

PurposeOfUse

Koz, obo3HavaroLwui Lienb NCNonNb3oBaHWA AaHHbIX, K
KOTOPLIM OCYLLECTBREH JOCTYN

NetworkAccessPointTypeCode

Koa Tuna Touku 4ocTyna K CeTu

NetworkAccessPointID

NaeHTudukaTop TOUKU A0CTYNA K CETU

CesasaHHoe
C CUCTEMON
UCTOMHMWKa Npo-
nexoxaeHus (1)

AuditEnterpriseSitelD

Jlornyeckoe pacnonoxeHne CUCTEMbI WUCTOYHUKA
npoucxoxaeHus. Wcnonbsyetca ANA  W3MeHeHus
nons AuditSourcelD

AuditSource

ID

YHUKanbHblil uaeHTUdUKaTop CUCTEMbI WUCTOUYHUKA
NPOUCXOXA EHUSA

AuditSourceTypeCode

Kog TMna cuctembl UCTOYHUKA NPOUCXOXAEHMUA
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OkoHYaHue mabnutpl 18

KaTteropua Wma nona Onuuga OrpaHuyeHune sHaueHui
CssasaHHoe ParticipantObjectTypeCode M Kog TvMna  obbekTa-ydacTHuka.  YCTaHOBMEHO
¢ o6bekToM- crnegytollee 3HaveHve: EV1 (yenosek)
y4aCTHUKOM " .
(MHcbopMaLs ParticipantObjectTypeCodeRole M Kog ponu O6beKTa—yHaCTHMKa. YcTaHoBMeHO
0 naLueHTe, cnegytollee 3HadeHne: EV 1 (nauuneHT)
K KOTOpOMY ParticipantObjectDatalifeCycle U MpeHTUdNKATOp 3Tana XU3HEHHOro LMKkna Ans 06b-
OCyLLeCTBNANCA eKTa-y4acTHuKa
pocryn) (1)
ParticipantObjectlDTypeCode Kog Tuna, coaepxallerocs B OOBEKTE-y4aCTHUKE.
M YcTaHOBMEHO crnefytoliee 3Ha4YeHune:
EV 2 (MpeHTudmnKaTOp NaumeHTa)
ParticipantObjectPolicySet OeicTayrolnin  KOMNMeKe MonuTUK AocTyna Ans
U NoeHTudukaTopa obbekTa-ydacTHWKa, Hanpumep
UHdOpMaLUa 0 corflacun naumeHTa
ParticipantObjectSensitivity U YyBCTBUTENBLHOCTL, OnpefeneHHas MofWTUKOA Ans
NoeHTUdMkaTopa obbekTa-y4acTHrKa
ParticipantObject|D M NoeHTUdukaTop YacTHoro cnyyas obbeKTa-y4acTHU-
Ka. MoeHTudukaTop naLmeHTa ycraHosneH
ParticipantObjectName Nms obbekTa-yqacTHuKa.
U Nms cyBbekTa nomnyyYeHns MeAULMHCKOA MOMOLLK
yCTaHOBMEHO
ParticipantObjectDetail U MogpobHas uHdopMaLns No YacTHOMY cnyyalo 06b-
eKTa-y4acTHuKa
CssisaHHoe ParticipantObjectTypeCode M Kop TMna  obbekTa-yyacTHuka.  YcTaHoBneHo
¢ 06beKToM- creaytollee 3HadeHue: EV 2 (06bekT cuctembl)
y4aCTHUKOM ,. -
(WHpOpMaLWS 0 ParticipantObjectTypeCodeRole M Kop  pomnu 06beKTa-yHaCTHMKa. YceTaHoBneHo
cermenTe EHR, cneayiollee 3HadeHue: EV 3 (cermenT EHR)
K KOTOpOMY ParticipantObjectDataLifeCycle U MaeHTnduKaTop 3Tana XU3HEHHOro Lukna ansa obb-
OCYyLLeCTBRANCH eKTa-y4acTHUKa
aoctyn) (1..N)
ParticipantObjectiIDTypeCode Kog Tuna, copepxaleroca B 0ObeKTe-y4acTHUKE.
M YcTaHoBMEHO cnepytollee 3Ha4YeHue:
EV 13 (MaeHTudukatop obbekra)
ParticipantObjectPolicySet U HeicTBylolMii  KOMNNEKC MNOAUTUK AocTyna AnA
UneHTudukatopa obbekTa-y4acTHuka
ParticipantObjectSensitivity U UyBCTBUTENBLHOCTL, OnpefeneHHas NonuTUKon Ana
UneHTudukatopa obbekTa-y4acTHuka
ParticipantObjectID UpeHTudukatop  YactHoro  cnyyas  obbekTa-
M yyacTHuka. UaeHnTudpukatop cermedta EHR
yCTaHOBMEH
ParticipantObjectName U Mg obbekTa-ydacTHUKa.
MwmsaA cermenTa EHR ycTaHoBneHo
ParticipantObjectDetail U Moppo6Haa HbopmMaLUnsa No YacTHOMY cnyqaro o6b-

eKTa-yJacTHuKa

8.2 CobbiTua 3anpoca

[laHHas 3anuck ayauTa, kaK nokasaHo B Tabnuue 19, onucbIBaeT OTNPAaBREHUE U NonyYeHue 3anpoca. B
HEeWN PEerncTpupyeTcs He OTBET Ha 3anpoc, a TONLKO (hakT OTNPaBNeHusa 3anpoca.
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KaTeropus Mmsa nons Oonuma OrpaHuyeHne 3HauYeHUn
CBsizaHHoe ¢ EventID M MaeHTudukaTop cobbiTus ayauta
cobbiTnem - .
EventActionCode Tun aeicTBUSA, BEINOMIHEHHOTO BO BpeMs cobbITUS,
KOTOpOe MNpMBENo K CO3faHuIo XypHana ayauTa.
M YcTaHOBMNEHO cnegyioLee 3HaYeHUe:
EV: “E” (BbINONHUTL)
EventDateTime M [Jata/Bpemsa HacTynneHusi cobbiTus
EventOutcomelndicator U Koa ana o6o3HavyeHUs ycnexa (Unu Heyaaqu) co-
ObITUsA
EventTypeCode U Tun cobbiTUA
CesisaHHoe ¢ UserlD Mpouecc, obpabatbiBalowmii  JaHHble. 37O
3anpaluuBa- M YHUKanbHoe 3Ha4yeHue B UCToYHUKe ayauTa (Audit-
FOLLMM NTULOM SourcelD)
(1 ,
AlternateUserID U AnsTepHaTUBHLIA UAEeHTUUKaTOP NoNb3oBaTeNs
unu npouecca, obpabaTbiBaloLero faHHble
UserName U Mms npouecca, obpabaTtbiBaioLlero AaHHble
UserlsRequestor [aHHoe 3HayeHue noKasbiBaeT, SABNAKTCA K
U nonb3oBaTeNb Unu npouecc, obpabaTbiBarowuin
JaHHble, UHULMaToOPOM 3anpoca AaHHOro cobbiTuUA
RolelIDCode Ponb, koTopylo urpatoT norb3oBaTenb WAW Npo-
U Lecc, obpabartbiBatolye faHHble, NpU UCNofHe-
HUM cobbITUA
PurposeOfUse U Koa, o6osHavatowmii Uenb WUCMonb3oBaHWs faH-
HbIX, K KOTOPbIM OCYLLECTBNEH AOCTYN
NetworkAccessPointTypeCode Koa Tvna Touku gocTyna K cetu
NetworkAccessPointID MaeHTUMKkaTop TOUKM JOCTYNA K CETH
CssisaHHoe ¢ UserlD MAaeHTUMKaTop npouecca, OTBEYalOWEro Ha
BblLLEeyKa3aH- M 3anpoc. OTO yHWKanbHOEe 3HaYeHWe B MCTOYHUKE
HbIM BOMPOCOM ayguTa (AuditSourcelD)
(1)
AlternateUserID U AnbTepHaTMBHLIA ueHTUgMKaTop npouecca, OT-
BeYaroLLero Ha 3anpoc
UserName U MMs npouecca, oTBevaroLlero Ha 3anpoc
UserlsRequestor [aHHoe 3Ha4eHWe nokasbiBaeT, ABNAETCH MW npo-
U Lecc, oTBeYaroLWMii Ha 3anpoc, UHULMATOPOM 3a-
npoca gaHHoro cobbITus
RolelIDCode U Koa ponu, koTopyto urpaet npouecc, obpabarbiBa-

I'OLL|V|I7| AaHHble BO BpeMA UCNONMHeHnA

NetworkAccessPointTypeCode

Kog Tvna Touku focTyna K ceTu

NetworkAccessPointID

NaeHTUdMKaTOp TOYKN JOCTYNa K CeTU
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OkoHyaHue mabnuupl 19

KaTteropua Wmsa nona Onuus OrpaHuyeHne 3Ha4eHUI
CesizaHHoe UserlD MaeHTudukatop  ydacTHUKa, C  KOTOpbIM
C ansrepHa- yCcTaHOBNEHa CBSI3b U KOTOpLIA  SBRSeTCA
TUBHBIM M n3BecTHbIM. B ocobeHHocTu nonb3oBatens wnu
YyYaCTHUKOM npouecca, ABNAILErocs MHULIMATOPOM 3anpoca.
(1..2) 3TO yHUKanbHoe 3Ha4yeHue B UCTOYHWKE ayfauTa
(AuditSourcelD)
AlternateUserID U AnbTEpHaTUBHBIA MOEHTUDUKATOP ansTepHaTuB-
HOro y4acTHUKa
UserName U AnkTepHaTMBHOE WMS ansTePHATUBHOMO y4acTHU-
Ka
UserlsRequestor [aHHoe 3HayeHne nokasblBaeT, ABNAETCA NN anb-
U TepHaTMBHLIA Y4aCTHUK MHULMATOPOM 3anpoca
faHHoro cobbITus.
RolelDCode Ponb ansTepHaTWBHOIO y4acTHUKa
NetworkAccessPointTypeCode Ko Tvna ToYku gocTyna K ceTu
NetworkAccessPointID MAeHTUMKaTOp TOHKN JOCTYMNa K CETH
CsssaHHoe AuditEnterpriseSitelD Ilornyeckoe pacnonoxeHue CUCTEMbl WUCTOYHKKA
C CUCTEMOMN U npoucXoxaeHus. McnonsayeTes ANA U3MEHeHUs
NCTOMHUKA nons AuditSourcelD
nponcxoXaeHns ) -
) AuditSourcelD M YHUKanbHbIA MAEHTUDUKATOP CUCTEMbI UCTOUHUKA
MPOUCXOXI EHNA
AuditSourceTypeCode U Koa Tuna cucTeMbl UCTOMHUKA NPONCXOXAEHUA
CesisaHHoe ParticipantObjectTypeCode M Kog Tuna obbekTa-ydyacTHUKa. YCTaHOBIEHO
¢ 06bekToMm- cnepgytowee aHadeHue: EV 2 (cuctema)
YYaCTHUKOM . .
(copepxaHue ParticipantObjectTypeCodeRole M Kog ponu obbekra-yyacTHWKa. YcCTaHOBEHO
sanpoca) (1) cnepymoulee aHadeHue: EV 3 (otyer)
ParticipantObjectDataLifeCycle U MaeHTudukatop stana >XU3HEHHOro LuKna Ans
obbekTa-yyacTHUKa
ParticipantObjectiDTypeCode Kop tuna, conepxallerocsa B none ParticipantOb-
M jectID. YcTaHoBneHo cnegytoulee 3HadeHune: EV 10
(dpopmyna 3anpoca)
ParticipantObjectPolicySet U [elcTByOLMIA KOMMMEKC MOMUTUK AocTyna Ans
nona ParticipantObjectID
ParticipantObjectSensitivity U YyBCTBUTENBHOCTb, OMpeAeneHHast MoNMUTUKOM
ansa nong ParticipantObjectID
ParticipantObjectID M MAaeHTudmrkaTop YacTHoro cnyyasa obbekTa-y4acT-
HWKa
ParticipantObjectName U Mmsa obbekTa-y4acTHUKa
ParticipantObjectQuery CopepxaHue 3anpoca AN oObeKkTa-yvacTHWKa,
3aKOAMPOBAHHOE METOLOM KOAWPOBaHWSA WHop-
M Mauuu B B64-paspsagHbii Kog. 3TO cofepxaHue
LOIMKHO BbITb NMpoaHanMavpoBaHO MOCTaBLUUKOM-
paspaboT4nkom
ParticipantObjectDetail U MopapobHas WHdopMauus Mo YacTHOMY CryYato

O6'I:EKTa-y‘-laCTHI/I Ka
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9 3awmueHHoe ynpaBrieHue AaHHbIMU ayauTa

9.1 Mepbl NpeaoCTOPOXHOCTH

Ana nogaepxaHus KOH(pMAEHUNANbLHOCTU U LIENTOCTHOCTU MEAULIMHCKUX KapT, a TakKe LEeroCTHOCTU 1
AOCTYNHOCTU cuctem meauumHckon nicpopmauuun B IETF RFC 3881 ykasaHbl cnefylolime Kputepum:

[arHbie ayduma 00imxHbl 6bimb 3awuiueHsbl, 1o KpaliHeli mepe, 8 molii Xe cmerieHu, 4mo U OCHOBHbIe
danHbie u delicmeus, nposepsaemble aydumom. B 3awumy exo0um KoHmpornb ocmyna, a makxe hyHKyuu
obecnedeHus yenocmHocmu 0aHHbIX U ¢hyHKYuU eoccmaHoeneHus 0aHHbix. [JanHbil 0okymeHm donyckaem,
HO He yKa3bleaem Ha Heobxo0uMoCMb 6 NMoNUMuUKax U MmexHU4ecKux memodax ocywecmereHus 3aujumsil.

MoxHo donycmumb, Ymo O0aHHble ayduma mo2ym rnodeepaambCs UCTIONMb308aHUIO HE 110 Ha3Ha4Y€HUIO,
Hanpumep, oMCeXusaHU0 4acmomel U xapakmepa UCrofb306aHusi cucmembl 01151 USMEPEHUS NPOoU360-
OumenbHocmu. CmaHO0apm ASTM E2147-01 [10] e n. 5.3.10 ycmanaenueaem: «3arnpemumb UCI0f1b306amb
10 APUYUHaM, OMIIUYHBIM OM 0becneqYeHuUs OCyulecmereHus 3alumal U ebisieneHus npobernos e 3aujume 6
UHhOPMAUUOHHbIX cucmemax MeOUUUHCKUX Kapm, Harpumep, ay0umbl He OOIKHbI UCTIONb308ambCs 051 u3-
y4eHus npocpuneli desmenbHocmu unu npocpuneli 08uxeHUs1 COMPYOHUKO8».

YnpaeneHue 3anucsamu ayauta AomkHo cooTBeTcTBoBaTb MCO 15489-1 [3] no ynpasneHuio 3anucsiMu.
TpeGoBaHuA 3aLULEHHOCTU ANSA apXUBUPOBaHUSA 3anucei ayamTa Cxoxu ¢ TpeboBaHusiMM NO apXMBUPOBA-
HUIO ANEKTPOHHBLIX MEAULIMHCKNX KapT, ykadaHHbix B UCO/TC 21547 [5].

PykoBOACTBO NO AONTOCPOYHOMY apXMBUPOBAHMIO NPU COOTBETCTBUM PYKOBOACTBY obecneyeHus ue-
NOCTHOCTU AaHHbIX Takke aaHo B IETF RFC 4810 u IETF RFC 4998.

Oco6oe BHMMAHWE cneayeT yaenuTh 3allimTe pacnpeaeneHHbIX crnejoB ayauta. B 1o BpeMs kak anek-
TPOHHbIE MEAULMHCKME KapTbl MOTYT ObITb pacnpeaeneHbl Cpeiu MHOXECTBA MH(POPMALIMOHHLIX CUCTEM U
0XBaTbIBaTb OTAENbHbIE NMPEAMETHLIE 0ONACTU MONUTUKU 3ALLMLLEHHOCTH, 3TO TaK XXe OTHOCUTCSA U K ayAuTOp-
ckum cneaam. [lomkHa noaaepmeaTbCs 3aLLUMLEHHOCTb IOMMYECKUX ayauTOPCKUX Crneaos.

9.2 ObecnevyeHne JOCTYNHOCTU CUCTEMbI ayauTa

Cuctema ayguTa gosmkHa obecneumBarb 4OCTaTOUHbIM 0ObeM Mep Ang TOro, YToObl rapaHTUpPOBaTh, YTO
B ayAUTOPCKWIA Crea BHOCATCA 3anucu BHE 3aBUCUMOCTM OT TOTO, KOT4a UCMNONb3YEeTCA CMcCTema MegULMHCKON
UHpopMaLmu.

CucreMa ayauTta JoOrkKHa AOKYMEHTUPOBaThL BCe Cry4yau, Korga ayauTopckuii crneg He pabortan, 6bin
BbIKIIOYEH UNK HE PYHKLMOHMPOBAn 13-3a c60s CUCTEMBI.

Cuctema ayguta AoOSHKHa NOKasbiBaTh MM cOObLLAThL, KAKUE ayAWTbl BKITHOYMEHbI/BbIKITIOYEHbI B 3aAaH-
HOE Bpemsi.

9.3 Tpe6OBaHUSA K XpPaHEHUIO

OpraHu3auusi, OTBETCTBEHHAsA 3a nogaepxaHue paGoTsl XKypHana ayauTa, 4omkHa onpeaenutb NonuTu-
Ky XpaHeHus1, PyKOBOASALLYIO 3an1CAMU ayauTa.

XpaHeHne 3anucei ayauTa [0/MKHO COOTBETCTBOBATL 3aKOHOAATENbHLIM TPEGOBAHUAM M COOTBETCTBY-
IOLLMM MOSIMTHKAM.

XpaHeHne 3anucen ayauta AOMKHO MOAAEPKUBATL HANMYNE MEAMLMHCKUX 3arnCeil, AaHHbIX 1 [0KY-
MEHTOB.

9.4 ObecnevyeHne KOHPUAECHUUANBHOCTU U LIENTOCTHOCTU CrNefoB ayauTa

Cucrema ayauta gormkHa obecnedmsaTh 4OCTaTOMHbIA 0OBEM Mep AN 3aLUMThl XKYpPHaroB ayauta oT
HEeCaHKLIMOHMPOBAHHOTO AocTyna. B 4acTHOCTH, OHa AomkHa:

a) obecneumBartb 4OCTYN K 3anUCAM ayauTa;

b) sawmwars 4OCTYN K CUCTEMHBIM MHCTPYMEHTaM ayauTa Ans npeaoTBpaLleHns 3noynotpebneHuns un
HEeCaHKLMOHMPOBAHHOIO AOCTYNA,

C) OTCNeXuBaTek BCE AENCTBUA CO CrieaaMn ayauta, NocpeAcTBOM 3alUMLLEHHOTO XypHarna, B KOTOPOM
yKa3blBaeTCA BPEMs, AEeNCTBUE U UCNOMHUTESNb AEWCTBUS;

d) AOKYMEHTMpOBATL BCE cryyau, Korga ayauTopckuii cnef He pabotar, Obin BbIKMIOYEH Ui He yHK-
LUMOHMPOBAn U3-3a 0TKa3a CUCTEMbI U

e) coobLiatb, Kakue ayauThl BKIKOYEHbI/BbIKMIOYEHBI B 3aaHHOE BPEMS.
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9.5 [locTyn K AaHHbLIM ayauTa

[ocTyn k AaHHbIM ayauTa AOSMKEH TLLATENBHO KOHTPONUPOBATLCH U CaM AOSHKEH NOANEXAaTb NpoBepke
ayautom. [locTyn AOMKEH OCYLUEeCTBNATLCA NoAXoasien MHEOPMALMOHHO! CUCTEMOI, CnocoBHoN obecne-
YMBaTb OCYLLECTBNEHUE 3TOr0 KOHTPONS, @ HE CaMUM ayAAMTOPCKUM CreaoM.

Cpeactea OCyLWECTBNEHNA ayanTa AOSMKHbI NO3BONATL aHanu3 ayaMTopCcKUX Creaos No O4HOMY U3 3a-
KOAMPOBAHHBIX UMW Ha3BaHHbIX NOMEN, ONpeAeneHHbIX B pa3aene 7, ¢ ykasaHueM Aatbl/BpeMeHu, No oTAenNb-
HOCTHU (rA€ 9TO BO3MOXHO) UMK Xe B COYETAHWUM (Hanpumep, BCE Crly4au OCYLLIECTBIEHNA A0CTYNa NonbL3osa-
Tenem X, Bce cobbiTus «delete» («yaaneHmey), oCyLUeCTBINEHHbIE NONbL30BaTeNnsaMu ponu Y, Bce cobbITUA ¢
y4dactuem cybbekTa nonyvyeHua MeAULIMHCKON NOMOLUM Z 3a NPOLLEALUNIA MECAL U T. A.).

B HeKOTOpbIX Cny4asix Nofb3oBaTeslb ayauTa MOXET NONy4uTb AOCTYN K UCTOMHUKAM MHopmaumu B
ZIOMNOMNHEeHWe K ayAUTOPCKUM crnieaam, Hanpumep Ansa obHapyxeHus WwabnoHoB noBeAeHun (Hanpumep, Bce
MOWUCKM [i€TEN, BLINONHEHHBIE NOMNb30BaTENEM, He ABNAIOLLMMCA NEANATPOM U HE CBA3AHHBLIM C NeanaTpuen).
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MpunoxeHue A
(cnpaBouHoe)

CueHapum ayauTa

A.1 O6Lume cBegeHun

CyLLeCTBYET MHOMO TUMOB ayAuTa: ayAuT 3alUuThi, ayiUT KOHUAEHUMATNBHOCTH, SKCNEPTHBIA ayauT, ayAuT Bhige-
NEHNs pecypcoB, ayauT Npou3BOAUTENBHOCTA CUCTEMbI, ayAUT NPOU3BOAMTENLHOCTU CETU, ayAUT yrpaBrieHNst KoHUry-
pauueii, ayauT oBGHapyxeHUs NPOHUKHOBEHUS U T. [j. JaHHOE NMPUIIOXEHWUE OMUCHIBAET pasnuuHble CLEEHapUK UCMOMb30-
BaHUsA XypHanos ayguTa.

A.2 Cnyuaii HeqOBONbHOW 3HAMEHUTOCTHU

Moka B 60mMbHNLIE HAXOAUTCA 3HAMEHUTOCTb, KTO-TO U3 NMEepcoHarna, 3Hasi 0 cTatyce 3HaMeHUTOCTU cybbekTa nony-
YeHUss MegULUHCKON MOMOLLM, UCNOMb3YET MHPOPMAaLIMOHHYIO CUCTEMY, CBSA3AHHYIO C YXOA0M 3a 60MbHLIM, YTOOLI Y3HaTb
HoMep Manatbl cybbeKkTa MonyvyeHuss MeaWLMHCKOA NOoMOLM U MHAOPMaLUIO U3 MEAULMHCKOW KapTel, U NpoAaeT ee B
raseTy UMM YacTHOMY FuLly.

CyObeKkT nony4eHus MefuLMHCKOWA MomoLyy, obHapyxuB cBoe ¢oTo Ha ObMNoXKe W3BECTHON ras3eThbl, XanyeTcs
LOMKHOCTHOMY NWLly, OTBETCTBEHHOMY 3a obecnedeHne KoHdUAeHUUansHocTu. JomKHOCTHOE NULO, OTBETCTBEHHOE 3a
obecneyeHne koHUAEHLMANBHOCTH, UCNONB3YET XpaHUNULLE AaHHbIX ayAuTa ANS NPOCMOTpa BCeX crydaeB AocTyna
K MEAULMHCKON KapTe cybbekTa nofnydeHns MeauLMHCKOW MOoMoLYM U oBHapyxXuBaeT, YTO OAWH chydYail npousolen 3a
npegenamu NpeaycMoTPEHHOro rpachMkoM BpemMeHu Nnposepku. B To Bpemsa pabotanu agee MeacecTpbl, U Nocne onpeae-
TIEHHOro paccriejoBaHNsA 0fHa U3 HUX co3Hanach, U eil bbin 0bbABNEH BLIFOBOP.

[aHHbli cLeHapuii 3aBUCUT OT BeleHUs 3anuceil ayauTa, a Takke oT Npouecca BLINONHEHUS ayauTa AeATENbHOCTH,
KoTopas 6bina 3anucaHa. OH foMkeH BKItoYaTh B cebs:

- co3jjaHue 3anucuixypHana ayguta;

- Nepefaya (BKIIOYasA OXWAaHWe B odepeAn W roKanbHble obnacTu xpaHeHus) 3anucu/kypHana ayauta B
XpaHunuLle;

- Mony4veHue 3anucuhxypHana ayguta,

- XpaHeHue 3anucuhkypHana ayauTa,

- ayAuT OCYLLEeCTBNEHUs 3anpocoB/NOUCKOB ANA onpeaeneHnsi Toro, YTo NMPOU3OLLIO.

3710, B cBOLO Ovepeab, TpebyeT:

- TMOUCK MO COOTBETCTBUIO AaThbl U

- cUcTeMbl ayauTa, KoTopble, N0 MEHbLUEN Mepe:

- MAEHTUULMPYIOT KaXA0ro Nonb3oBaTeNsa, KOTOPLIW, COMMacHoO oT4eTaM, NpocMaTpuBan KapTy AaHHOro cybb-
eKTa nonyyeHus MeguLUUHCKON NOMOLLIU,

- WAEHTUULMPYIOT KaXAbl CNyYaid JOCTYNa AaHHOro norb3oBarens K kapte nioboro cybbekTa norny4eHus Me-
JWULIMHCKOI NoMoLLM U

- MAEHTUULMPYIOT KaxAabl cnyyaii JOCTYNa y3na K KapTe cybbekTa nonyyeHust MEAULUHCKON NOMOLLY;

- cootBeTcTBME ¢ RFC 3881 ana obecneveHns BO3MOXXHOCTU NOMUCKA;

- cootBeTcTBUE ¢ MCO 12052 [1] (DICOM) B cnyyae ayauta TEXHOMOMMYECKOrO NpoLecca peHTreHONOrn4ecKoro
nccneoBaHus.

BrlleykazaHHbIA cLieHapuidi oXBaTbIBAET P BO3MOXHLIX CriyyaeB Ansi cybbeKToB NonyYeHUs MeaUWUHCKOK no-
MOLLM C KOHKPETHBIMU NOTPEGHOCTAMM B ayauTe:

- cybbeKTbl Nony4eHus MeMLUHCKON NOMOLLN, B Criydae KOTOPbIX 351I0YMbILWNEHHUK BbinN Cepbe3HO MOTUBUPOBAH,
HanpuMep, 06beKT nonyyYeHUs MEAULIMHCKON NOMOLLM, KOTOPLIA, caM TOro He Xenas, noABepraeTca npecnefoBaHuio;

- XepTBa HacuUnus:

- 06beKT Morny4yeHnss MeULMHCKOW MOMOLLU YBEAOMITAET JOMMKHOCTHOE NULO, OTBETCTBEHHOEe 3a obecneveHune
KOHUAEHLMANBHOCTU, 0 HEOBXOAUMOCTM 3aKpbITh AOCTYN K NEPCOHaNbHOW MeanUUHCKOW nHdopMaLmMKU NyTem Ucnonb-
30BaHWA AN 3TO MHOPMaLUM MapKUPOBKK, OTIIUYHOA OT MapKUpOBKWU, UCNONbL3yeMoi Ana uaeHTudukauun VIP na-
LUeHTOB (Y aAMUHUCTPaLMU MOXET ObiTb CTaHAapTHLIA Habop MapKMpoOBOK ANA WAEHTUUKALMKW AaHHLIX TAKOro Tuna
cybrekToB). [inA ayauTa B AAHHOM CIyYae He CTOMT 3anucbiBarb, YTO OGLEKT NONYyYEeHUS MEAULUHCKON NOMOLLYM SBMAETCA
«KepTBOW Hacunusi», a ckopee CTOWUT 3anucaTb, YTO JOMKHOCTHOMY MWLy, OTBETCTBEHHOMY 3a obecneveHne KoHpUaEH-
L1anbHOCTKU, UIU JOIDKHOCTHOMY IULlY, OTBETCTBEHHOMY 3a obecneveHmne 3almweHHOCTH Gbln oTNpaBneH CUrHas o Ha-
pywexun. Ham HeobxoaMMo 3anucatb «KOA» JaHHOro HapyLUeHUs, a He ABHO UASHTUULNPOBATL €ro NPOCTLIM TEKCTOM
B 3anucu ayauTa.

[nsa ayauta MOXHO CTaHAapTU3NpoBaTh:

- KaTeropuu cUrHasnoB TPeBOMM CUCTEMbI 3aLUTbl — HEOBXOAUM MEXaHU3M OTNPaBKKU CUrHaNoB TpeBorn. MoXHO
NPUMEHUTL CUrHaN TPEBOIU [11s CLieHapusi BO3MOXHOIO NpecrefoBaHnsa/He3aKoHHOW AeATENbHOCTH, a Takke 6onee MoLy-
Hbleé CUrHanbl 4NA cLieHapueB, pacCMOTPEHHBIX HUXE,
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- KOAbI U AOBEPUE K NPUTOXKEHUIO ANA BbISBNEHWA LIABNOHOB NoBeeHUS,

- NpUMEHeHWe NONUTUKK ANS BbiNonHeHNss 06paboTkn faHHbIX ayauTa, rae nonuTuKa onpefenserT, Korga 1 no Ka-
KoMy noBoAy nofaBaTb CUrHan,

- HeobXxoAMMOCTb B UCMOMBL30BaHWM criefytolleil PyHKLMOHANBHOCTU N3 CUCTEMHOTrO XypHana: BblBopoyHas oT-
rpaBKa XypHaroB, KOTOpble COOTBETCTBYIOT OnpefeneHHblM (MPOoCcThIM) WabnoHam NoBefeHNs B OTAENbHOE Npunoxe-
HWe, KOTOpOe He ABMAETCHA YacTbio OCHOBHOIO cepBuca ayauTa. 3To Apyroe npunoxeHwe-«Habnogatenb» Gyaer «cMmo-
TpeTb» 3a MNOXUM NoBefeHneM U nocklnaTe CUrHanbl (Takon TUMN NPUNOXKEHUA TakKe MOXHO UCNONbL30BaTk A48 npobrem
¢ obopygoBaHuem);

- CMOCOBHOCTb K U3BNEYEHUIO OCHOBHbLIX JaHHbIX U3 apxuBa ayauTa;

- AOMNOSTHUTENbHYIO BO3MOXHOCTE — 4006aBWUTb NMOAKMOMaeMyo NporpamMmMy A onpeaerieHHbIX BUAOB Noucka B
XpaHunuLe AaHHbIX aynTa, HO Kak MUHUMYM MpeocTaBUTh BO3MOXHOCTb BEIBECTU BCe AaHHble U3 6a3bl JaHHbIX ayguTa
Ha nevaTb, YToObl UMETb BO3MOXHOCTb NPOBOAWUTE aHanu3 BPyYHyHo Ha aTare 1.

CepBUC yBEOMMEHUA MOXET GblTb NMPOCTLIM UMK CIIOXHBIM, HO OH JOSDKEH 3HaTh, YTO Kyga nocklnatb. CepBuc
YBEAOMIEHWUIA MOXET BbITb YCNOBHO 3@BUCUMBLIM cepBUCOM. CyLLECTBYET ABa BapuaHTa STOro cnyyas, a UMeHHO:;

Cy6rbeKT nonyyeHWs MeAULMHCKON NOMOLLM BLICOKOTO YPOBHS U 3M10YMBILLIIEHHUK C/7a60 MOTUBUPOBAH.

HadansHble ycnoBuma yrpoabl. 3noyMbILLUMEHHWK, HaLUENeHHbIA Ha cyGbeKkTa nony4YeHUs MEAULIMHCKON NMOMOLLM, He
MMeEeT XopoLLero pUHaHCUPOBaHWSA UM CTUMYNA, T. €. 31T0yMbILLUMEeHHWK He ByAET fonro nofgKkynaTb COTPYAHWKa UMK Haxo-
OWUTBCA B yUpEXAEHUN Kak COTPYAHMK, @ OH HENOCPeCTBEHHO BbINOMHUT 3anpockl B 6a3y AaHHbIX. B Takux crnyyasx uwyT
TOMNBKO HEeMpaBoOMepHbIe «HOpManbHble» TpaH3akuuu. XpaHunuile AaHHbIX ayauTta LOMmMKHO NO3BONATL AenaTk 3anpockl
cnyyaes goctyna no |IP, PID, none3oBaTtento, MPOMeXyTKY BpEMeHU U T. 4.

Cy6beKT nonyyeHWs MEAULMHCKON NOMOLLM BLICOKOrO YPOBHS U 3/10YMBILLIIEHHUK CEPLE3HO MOTUBUPOBAH.

3noyMBbILLNEHHUKN AMA NOMyYeHUss MHopMaLMU NCNONb3YHOT BO3ZMOXHOCTM 3anpoca B OCHOBHble 6a3bl faHHbIX, a
He TOMbKO OCHOBHbIE (DYHKLMW NMOoUcKa MHTepdbeiica xpaHunuila (Hanpumep, cpeacTsa agMUHUCTpaTopoB 6a3 faHHbIX).

Tpebyemas dyHKLUMOHaNBHOCTL, 3anpoc B XypHarnsl ayguTa no ugeHtudukatopy cybvekra nonyyeHus MEaULMH-
CKO¥A moMoLLW, Mo BpeMeHu AoCTyna W WAeHTUdMKaTopy none3osaTtens, obwuit aHanus xpaHunuuwa.

XpaHunuile AaHHbIX ayauTta fOMKHO ObiTb cnocobHo cBpocuTh (B CepBUC OTHETOB) 3anUCK ayauTa Ansi COOTBET-
cTeytowlero PID, naeHTudukatopa cUCTEMbI, BOEMEHHOMO OKHa U T. 4.

CepBM1C OTHETOB MONYYUT U3 XpaHUIULLA 3aKOAUPOBaHHY0 UHopMaLuio U 0ToBpasuT oT4eT B N060M BbIGpaHHOM
BUAE (NpefnoYTUTENBHO MPUIOAHOM ANS UCNONb30BaHUS).

TpebyeMblil MHTepdeiic (Kyaa XpaHunuLLe AaHHbIX ayauTa A0MKHO OTNpaBuTb coobleHne, koTopoe GyaeT NOHATHO
cepBUCYy OTYETA U CEPBUCY aHanusa) (B cryyae, ecrim K XpaHunuily NOAKNIOYEH 3TOT UHTEpdeiic) UMeeT YeTbipe YPOBHS:

a) cobbITHS, CBA3AHHLIE C KOHKPETHBIM CYGBLEKTOM NOMyyYeHUs1 MEAULMHCKON NMOMoLLU: HET HeobxoaUuMOoCTU Npo-
cMarpuBaTh Nobble 3anpockl, NPOCTO 0TBEThL, €CTb NN coBLITUS ayauTa, CBsi3aHHbIEe € aHHLIM CyOLEKTOM NonyyYeHus
MEAMNLIMHCKON NOMOLL;

b) nokaxu 3anpockl, KOTopble, Kak 3BECTHO, BEpHYNU 6kl AaHHble 0 cyObLeKTe NonyYyeHus MeULUMHCKOW NOMOLLK,
Jaxe ecnn uaeHTUdUKaTop cybbekTa He yKasaH: AeTepPMUHUPOBaHHbIE 3anpockl / 3anpockl, He yuuThIBaloLue BpeMs
(Takue kak 3anpochl, XxpaHsawuecsa B XDS),

C) NoKaxu Bce coBbITUS, YAOBNETBOPAIOLME AUanasoHaM 3HaYeHU# HECKONMbKUX KPUTEPUEB: MONbL30BaTeNb, Bpe-
MEHHOe OKHO, TWUMN cobbITUSA U Habop cUCTeM, NPeACTaBNAOLWMX UHTEPEC (HanpuMep, Bce BXOALI B CUCTEMY U BbIXOAbI U3
Hee);

d) cnoxHele 3anpockl: nonb3oBaTefibckne 3anpockl, 3anpockl no MCO 12052 [1] (DICOM), sanpockl notoka paboT
nabopatopuu, KOTopble 3aBUCAT OT NOTOKa paboT n TpebyloT OT 3anpaluMBaloLLEro 3HaHWSA COCTOAHUS 6a3bl AaHHLIX Ha
MOMEHT OCYLLeCTBIIEHUA 3anpoca.

YpoBHM a), b) 1 ¢) MOryT OCYLLECTBNATLCA Yepes NpSMO MHTEPdENC K XPaHUNULLY.

CepBuc aHanmaa MoxeT 6bITb Ucnonb3oBaH ANA ypoBHS d) U pa3MeLleH CBEpXY.

Bo3aMoxHasa pyHKLMOHaANBbHOCTL. 3anpoc B XypHanbl ayauTta Bpy4HYIO UKW ¢ UCNONL30BaHUEeM CepBuUca aHanusa.

Bo3aMoxHasa HoBasi obracTb NnpuMeHeHns ansa ayauTa. OcylyecTBneHne aHanusa/ cpaBHeHUA/ CBA3N MeXAY Xyp-
Hanamu nnaHMpoBaHMUs W XypHanamu ayauta Ans obHapyKeHus1 HesannaHupoBaHHbIX/ HeOBbIYHBIX CNyYaeB AocTyna.

JononHuTenbHble cepBUCHl. XpaHWUNWLLE 3anpocoB/cepBUC aHanm3sa s BbIACHEHWUS CYLLECTBYIOT NI HEOObIYHbIE
3anpocsl?

A.3 Cnyyait npuHyaMTENbHO 06eCNeYeHHOro yCTaHOBNEHHOIO B 3aKOHOAATENbHOM NopAAKe NpaBa Ha He-
NPUKOCHOBEHHOCTb YaCTHOM XU3HU (OTHOCALMMICA K NPOLWIOMY, HE aKTUBHbIN)

B faHHOM cLeHapum cyGbekT Nofly4eHns MeaULMHCKON NOMOLLU He XoYeT, YTobbl ero coces, NOCTaBLLMK Mefu-
LMHCKOW nomoLyu, 6bin 0CBEAOMMEH O €r0 COCTOAHUN 340pOBbSA, CYOLEKT NONYYEHUA MEAULMHCKON NOMOLLUU MOXET
BbllaTb CBOEMY Bpayy Mo okasaHuio NepBUHHON MEANLIMHCKON NOMOLLM paspeLunTesbHbIA 4 O0KYyMEHT, NOCTaHOBMSAIOLL WA
NOSMHOCTLIO 3aKPbLITL OCTYN K €r0 MEAULMHCKOW KapTe CO CTOPOHbLI NMOCTaBLYUKa MeAULMHCKUX YCnyr. Yepes HecKonbKo
Hefenb AOMKHOCTHOE JIULO, OTBETCTBEHHOE 3a obecneyeHWe KOHDUAEHUMANbLHOCTA Bpaya No OKa3aHWIo NepBUYHON
MEAMLMHCKON NOMOLLM, Nony4vaeT CUrHan o ToM, 4YTO cocep NbiTancsA NonyvuTb AOCTYN K KapTaM, Hapyluas NosIuTUKY
yuYpexXaeHus, n uTo B gocTtyne 6bino oTkasaHo. [JOMKHOCTHOE NULI0, OTBETCTBEHHOE 3a o6ecneveHne kKoHdpuaeHumuans-
HocTH, onoBeLyaeT cybbekTa nony4eHus MeguMUUHCKON NOMOLLM O MONLITKE NOy4eHUs AOCTyNa U 0 TOM, YTO oHa bbina
HeycneLHOn.
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ObasaTenbHas dyHKUMOHaNbLHOCTL. PoOpMUpOBaHMe CNUCKa CryyYaeB AOCTYNA K MEAMLIMHCKUM KapTaM Yyepes NormH
Bpada/ nonb3osaTens; hopMupoBaHue / AEMOHCTPALMS CrUCKa HeyCMeLLHbIX MOMNBITOK AOCTYNa; U POpMUPOBaHNe CUrHa-
10OB TPEBOrn B MOMEHT, Koraa hukeupyeTcs cobbiTue, He YNONMHOMOYEHHOE pa3speLunTerbHBIMU JOKYMEHTaMM.

- Noboir cnyyait ncnonb3oBaHUs (HU3KOTO/ BLICOKOFO YPOBHS) TpebyeT BO3MOXHOCTUA PETPOCNEKTUBHOIO aHanusa
ayauTa: «faiTe MHe faHHbIe, U A NX NPoaHanu3nupyro».

- [aHHbli cueHapuit CyLLLeCTBYET TONMBLKO ANS YCTAHOBIEHUSA TOro, YTobbl ayauT Mor 6bITb «3anpoLueH» Mo geHTUu-
chukatopy npouecca (PID), a Takke no ycnelHbIM/ HeyCneLllHBIM peynsratam cobbITUS.

Mpo6nemsi:

- B peanbHOM MUpe cyllecTByeT MHOXECTBO CllydaeB aBTOMaTU3UPOBaHHON NpefBapuUTENbHOR NOAKAYKM U KILLK-
poBaHWA AaHHbIX. B 6onblUMHCTBE TpaH3aKLUMii NOCTaBLUUK UK UMA cyBbekTa NonyyYeHnst MEAULIMHCKOK NOMOLLM yKa3aHb!
He B flaHHbIX, @ B MHOPMaLMKM CBA3AHHOMO C HUMW NpUnoxeHna. HarnagHoll npumep. Ecnu Yyenoseky HasHayeH npuem,
TO €ro faHHble NpeABapuUTENLHO E@MOHCTPUPYIOTCA Ha aKpaHe B CMOTPOBOM kabuHete. CepBuc ayauTa AorxeH 6biTh B
COCTOSHUM CBEPATb, KTO ObIN NOAKIIOYEH K CMOTPOBOMY KabUHETY B TO BpeMs, Koraa Obin HasHayeH npuewm;

- HeaBTOPW30BaHHLIE MOMBLITKM NONYYUTL JOCTYM, KaK yKa3aHo BhbilLe, COCEAO0M NOCTaBLUMKa MEAULMHCKUX YCNYT,
JOMKHbI TMBO OTCNeXMBaTLCA NPUIOKEHUEM, NGO NPOSBNATLCA Kak 3anpockl OT HEOXUAAHHOTO UCTOYHUKA;

- «cepBUc-HabnoaaTenb» MOXeT UMeTb Genblil CNMCoK CMOTPOBLIX KaBUHETOB, KOTOpbIE MOTYT MpeABapUTENLHO
npocMaTpuBaTh AaHHble 1 OTNPaBNATb yBEAOMIIEHUE, €CIIU 3anpOC NOCTYNAET OT HEOXUAAHHOIO UCTOYHUKA W/MNK B Ha-
pyLleHWe paspeLUnTENbHbIX JOKYMEHTOB UMM JOKYMEHTOB M0 Nofy4eHuto goctyna. OnpeaenexHune Toro, Koraa u no Kakomy
noeogy cepBuc-Habriogartenb onoBeLLaeT, OTHOCUTCS K BOMPOCaM MECTHOW NOMUTUKMN.

A.4 Cnyuaii B3noMaHHoOro cepBepa

HepasHo Ha4an paboTaTb peecTp COCTOSIHUSA 3[,0pPOBbS HAaCeNEHWs, U NL, co3faBluee cepBep, 0TKa3anocb cMe-
HUTb Naporb agMuHUcTpaTopa. Hekuit Xxakep HaxoAWUT cepBep W Ha4YMHAeT UCNONb30oBaTL ero, 4Tobbl aTakoBaTb Apyrue
CUCTEMbI CMaMOM OT peecTpa COCTOSHWUA 340pOBbSA HaceneHws. Ms-3a HeobbivHO Gonblioro obbema cobubiTuii ayauta u
crnyvaeB [OCTyNa ypoBHS aj MUHUCTpaTopa ¢ HeM3BeCTHOro IP-agpeca AOMKHOCTHOMY NULY, OTBETCTBEHHOMY 3a obecne-
YeHue 3allWTbl OTMpaBsEeTCs CUrHar, 1 3To NULO cpasy Xe NpoBepseT XypHarnbl ayAuTa U NOHUMAET, YTO NPOU3OLLSIO, 1
MOXET 3TO MpeKpaTuTb. [JanbHenmnii aHanus XypHanos ayauta obHapyXWBaeT HEKOTOpble AONONHUTENbHbIE YS3BUMO-
CTW, KOTOpble He BbiNM BUAHLI NPU YCTAHOBKE CUCTEMBI, U NPOU3BOAUTCA YCUNEHWe 3aLUThl ANA NOBLILWEHUA 3aLULLEH-
HOCTU CUCTEMBI.

OTOo Apyroi TUN cepBrca NPUIIOXEHWS, a Takke Apyrow Tun ayauTa.

OTn sanucu ayguta OyAeT cosjaBaTb 3aluTHas cuctema. >KypHanbl maplpyTusaTopa He XapakTepHsl Ans
3[paBOOXPaHEHMS.

O6n3aTtensHasa yHKUMoHansHoCTb. HeobxoaUMo «apXUTEKTYPHO» COOTBETCTBOBATL TOMY, Kak NpodeccuoHanb-
Has [T-uHZYyCTpUA peLlaeT STy npobnemy.

daKT oTNpaBneHns cUrHana TPEBOru Takke NOANEXUT ayauTy.

A.5 Cnyyait ynonHOMOYEHHOro Nonb30Bartersi, KOTOPbIi 3roynoTpebnsier STMMM NONMTHOMOYUSIMU

Hekoe nuLO NpOCUT CBOEro NapTHepa YCTPOUTLCA Ha paboTy B KayecTBe perucTpUpyIoLLero areHta B HOBOW WH-
dopmMaumoHHoii Cucteme / PericTpe nocTaBLUUKOB MO JleKapCTBEHHLIM CPEACTBaM U 3aTEM 3aperucTpupoBarb 3TO JIULO
W ApYruX nnL Kak Bpadei ¢ npasamu aneKTPOHHOIO HasHaYeHusl, YTo6bl OHU MO HE3aKOHHO Ha3HaYaTb NeKapCTBeHHbIe
cpepcTsa.

YacTo efUHCTBEHHBIM CMOCOGOM pacKpbITb TaKoid TUN COBLITUIA ABNAETCA eCTECTBEHHasA MOJO03PUTENBHOCTL UK
CryYaiHelil aHanu3 XXypHanoB ayaura.

Kak MOXHO cBOEBpPEMEHHO Ha 3To pearnpoBaTb? MOXeT N ayauT U MOHUTOPUHT NOMOYL OBGHAPYXUTb HEO6bIYHLIE
cnyYan HasHavYeHWs noanexalyux KOHTPOro NekapCcTBEHHbIX cpeAcTB? (Pe3kuii ckayok B HaaHadyeHun mopduHa?) Hau-
MeHbLUIEe, 4eM MOXET NOMOYb CUCTeMa, — 3TO HeMefNeHHoe NpefocTaBfeHne [oKa3aTenbCTB HeCaHKLUMOHNPOBaHHLIX
perucTpauuii npu obHapyXeHUu nonb3oBaTensl, 3roynoTpebnsatoLero NoNMHOMOYUAMU, @ TakKe CMIMCOK BCEX «Bpadeit»,
3aperncTpupoBaHHbLIX NPYU UCNONbL30BaAHMK YYETHOW 3anncK Nosb3oBaTens, 3noynoTpebnaoLwero NoNHOMOYUAMM.

ObsasaTtenbHasn ¢yHKUMOHanLHOCTL. POpMUPOBaThL CMIMCOK YCNeLHbIX cOBLITUIA perncTpaLum Nonb3oBaTens.

HononnutensHaa dyHKUMoHaNbHOCTL. [lenatb nepekpecTHbIe CChINKU MEXAY CEPBUCOM ayauTa u Apyrumu cepBu-
camu Ans onpeaeneHna obnactu HapyLleHus.

MoTeHunanbHan dyHKUMOHaNLHOCTL AN cepBuca /D Mgmt. CBepsATb NMYHOCTb B PErUcTpe NOCTaBLYUKOB C yYeET-
HbIMW JaHHBIMU NOCTaBLLIMKOB.

A.6 Cnyvait HenpaBUNbLHO HaNpaBneHHbIX pe3ynLTaToB UCCreAoBaHUIA

Cy6beKT nonyyYeHnst MeaULMHCKON NOMOLLM XAan CBOW pesynkraThl NabopaTopHLIX UCCNeaoBaHUi yxe B TedeHne
ABYX Hefienb, Koraa Bpadv coobLyun emy, 4To Npu UCNofb30BaHUM HOBOW WHpopMaLMOoHHOW cucTemel nabopatopuu pe-
3ynbraThbl 4OMKHBI ObITh JOCTYNHLI MeHee YeM Yepe3 48 yacoB. Koraa cybbekT nonyveHus MeguuUHCKoN NOMOLU 3BOHUT
B odpuc cBoero Bpava, obHapyxusaeTcs, YTo B ouce UMEeTCA 3anucb 0 3akase pesynsratoB U3 nabopaTtopuu, HO He
camu pesyneraTel. MeacecTpa 3BoOHUT B nfabopaTtopuio U cnpalumMBaert, YTo CyYUNoch C pesynsratamMu UCCneaoBaHui.
JTabopaTopus npoBepsieT CBOW XypHanbl ayauTa U Haxo4uT HOMEP MOIyYEHHOro 3akasda pe3ynsratoB U3 nabopartopuu,
a TalKe pesyneraTthl nabopaTopHBIX UCNBITAHWIA, KOTOple BbINKU oTNpaBneHbl B 0TBET. JlTaGopaHT npoBepsieT, kyaa Guinn
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OTNpaBrieHbl pesynsTaThl ¥ MOHUMAET, UTO pesynbraTel 6binn oTrpaBneHsl B opuc apyroro Bpaya. JNlabopaHT nepecbinaer
pesynkraThl NpaBWUbHOMY Nonyyatento, U npoBepsieT ARR, utobbl ybeauTtbes, 4To pesyneratel 66N NOBTOPHO OTMpaB-
NeHbl JOMKHEIM 06pasoM (yCrneLlHbli pe3ynsTaT cobbiTUA U NpaBUNbHLIA NONy4aTens) U 3BOHUT MefcecTpe, 4Tobbl y3-
HaTb, Nony4una nu oHa ux. MeacecTpa 3BOHUT CYOLEKTY MONyYeHNs MeAULIMHCKOWH nomoLLy, 4Tobbl coobwuTb emy, YTo
pesynsraThbl Nony4YeHsbl.

HekoTopble AONONHUTENbBHbBIE YTOUHAOLLMUE AaHHbIE JOMKHbI BbITb A06GaBNEHbI B XypHanbl ayauta ANA NOAAEPXKKA
3TOro CLeHapus, Takue Kak: HoMepa ANs OTCIeXUBaHWUA 3aKkasa, Homepa oT4eToB U T. 4. Heobxogumo GyaeT ycTaHOBUTL
6anaHc Mexgy 4obaBneHneM B XypHanbl CIIMLLKOM 60MbLIOr0 06bema YTOUHSIOWMNX AaHHbIX U aHANU30M, KOTOPLIA MOXET
yCTaHaBnNMBaTb CBS3b MEXAY 3akasamu C 3anpocaMu B XypHane ayauta. BosHukaeTt Bonpoc o Tom, Heobxogumo nu cae-
naTb 3TO NPU NOMOLLM CPEACTB YNpaBneHnsi NOTOKOM paboT UK e Npu NOMoLLM XypHana ayauta? PeHTreHonorus gena-
€T 3T0 MO ABYM HanpaBneHWAM Npy NOMOLLY CPEeACTB YNpaBrieHus NoTOKOM paboT (NoaTBepXAeHne oTNpaBku, NONYyYEeHUN
W MPOYTEHUSA OTHETOB, a TakKe HoMepa KOHTEeiHepoB U T. A.). [pefocTaBneHne oT4ETOB NPU NOMOLLW CPEACTB ynpasne-
HWSI NOTOKOM paboT MoryT o6pabaThiBaThbCs C MOMOLLLIO OTAENBHOMO ayfuTa — NpefocTaBneHne oT4eTos nabopatopumn n
noaTeepxgeHne BL. NHTepdeiic MoxeT o6ecneunTb BO3IMOXHOCTbL COMTIAacoBaHUS XypPHanNoB 0THETHOCTU nabopaTtopum ¢
LPYrMMU XXypHanaMmu ayguTa B Xofe paccriefjoBaHuwii. Hanpumep, cepBuc conocTaBneHns XXypHanos.

MoxeT cyLecTBOBaTb OTHYETHOCTL MO NOTOKY paboT U cepBUC ayauTa B paMKax UHOPMaLMOHHOW cucTemsl, 6yab
To NabopaTtopuu HasHa4eHUs Unu paguonorus. Takke AOMKHA YYUTLIBATLCA MHTErpaLmMs ¢ NOTUCTUKON (ROCTaBKa U T. A.).

ObssarentHas yHKUMOHaNbLHOCTL. [oka3biBaTk COBLITUSA, @ Takke oTnpaBUTeNs U nonyvartens.

BoaMoXHas hyHKLMOHamNbHOCTL. PesynsraTsl 6binu oTnpaBneHsl B HENpaBUnbHOe MECTO U3-3a OLWUGKK B peecTpe
MOCTaBLUMKOB U UHUWAEHT 0BHapyXun HeobxoaMMocTb ucnpasneHus / o6HoBrNeHUs peecTpa nocrasLymkoB. Kak aTa He-
06X0AMMOCTb KOPPEKTUPYIOLLMX AeWCTBUA MOXET aBTOMaTUYecKu cpabaTtbiBaThb U pelatbea?

3TOT cleHapuii oTIIM4aeTcsa TeM, YTO OH He SBMSAETCA HA MOHUTOPUHIOM B pearibHOM BpEMEHU, HU yNpaBreHneM, a
1cnonL3oBaHMeM CUCTEMBI ayauTa ANA NpoBepKU NoToka pabor.

B faHHOM cLeHapuu ecTb Hekuid Mornb3oBaTerb, He SABMSIOLWMIACA a4MUHUCTPaTopoM, KOTOPbLIA MOXET WUCMOMb30-
BaTb UHTepdeic XpaHunuLla JaHHbIX ayfuTa, KOTOpPLIA JormKeH 6biTb YA06HLIM U OTNMYaTLECA OT 06bIMHOMO UHTepdelica.

B sTOM cueHapuu BO3HUKAKT CriefytoLLie Bonpochi:

- MOXET N1 cUcTeMa onpeaennTb, He noTepsanock nu cooblleHune?

- MOXET N cUCTeMa OonpegenuTb, He NpousoLna fnn onepauusa? Tak kak onepauuu SBASOTCA cOObITUAMK, NOA-
nexawmmu ayguTy, sTa uHdopmauus fornxHa ObITb NonyyeHa;

- CYLLECTBYET N cnocob aHanunsa Hanv4us Unmn oTCYTCTBUS YCMELLHO UM HEYCNELLHO OTNPaBeHHbIX coobLLeHnin?

- ecnu nosiensetcs coobujeHne o6 owmbke (owmbka OTKIMKA), TO OHO MOXET NPUBA3aTLCH K CEPBUCY MOHUTOPUH-
ra, T. €. €CfiM cucTeMa MOXET 3TO OBHapPYXUTb, TO COOBLWUTL O NOTepe;

- ANsi oGHapyXeHUst HeCOOTBETCTBUIA MeXAY NONYYEHHBIMU YBEAOMNEHNAMU W OTNPABNEHHLIMUA YBEAOMNEHUSAMU
CYLLECTBYET (hYHKLMA CONOCTaBeHns/ aHanusa, KOTopas HaxoauTca BHe cpepbl AENCTBUA HACTOALLEro cTaHaapTa.

CoTpyaHUKM cryxBbl 6e3onacHOCTH Takxke XoTenu 6bl 3HaTb: €CnW HagnexXalluii cneyuanncT He nony4un coobiue-
HWe 13 nabopaTopumn B HyXHOe BpeMs, TO nonyyan nu coobeHnsa KTo-Hubyab elle B 3To BpemA?

OtyacTn 3To cleHapuit notoka paboT / NpefocTaBneHns oT4eToB / NpoussoguTenbHocTn. CepBuUC ayauTa MOXeT
nepeaaTb 3Ty BO3MOXHOCTb CEpBUCY NOTOKa paboT.

A.7 Cnyuaii HenpeackasyemocTu onepauui

CucTeMHbI agMUHUCTpaTop 6onbHULLI 3aMedaeT HeoBbIUHOE KONUYECTBO HeyAavHbix onepauuii. Nocne nposeae-
HWS OWarHOCTUKW CUCTEMbI CUCTEMHBIA aMUHACTPATOP MOXET ONMpefenuThb, YTO KaXble HECKONBbKO YacoB NPOUCXOAUT
OrPOMHBIA cnaf B MPOMYCKHOW CNOCOBHOCTW, HO HE MOXET OnpeAenuTb novyeMy. AAMUHMCTPATOP NPOBEPSET XypHarbl
¥ MOHWMAET, YTO NpuUnoXxeHe B nockinaet Kaxablil 3akas B nabopartopuio Mo ABa pasa W, kak crnefcraue, NPOUCXoanT
reperpyska cucTemsi.

OTo cnyyail aAMUHNCTPUPOBaHUS CUCTEMBI U U3MEPEHUS MPOU3BOAMTENBHOCTU, TAKOI KaK cLieHapuii B3rIOMaHHOIo
cepBepa. NHdopmMaLms, KoTopas fomkHa GblTb NpoBepeHa ayAMToM, CYLLIECTBEHHO OTNMYaeTcs oT NPUMEPOB MCMONb30-
BaHWS KOHMUAEHLWNaNbHOCTU 1 3aLUULLEHHOCTH.

ObLwasn cuctema ayguTa MOXKET OCTaBaThCs NOCrefoBaTeNbHON NOBCEMECTHO U UCNIONbL30BaTh Te e BO3MOXHOCTM
OTMNpaBnATb U XpaHuTb XypHansl. MHdopMaumsa, koTopas 6yaeT 3aapeructTpupoBaHa U To, e oHa ByaeT 3arpyxeHa, byaet
onpeaensTeCa MECTHOW NONMMTUKOW KOHUrypaLumn.

Bo-neps.ebix, 310 Be6-cepBuc Ans ARR nHTepdeiica, KOTOpbIii TOBOPUT «BO3BpaLljaiiTe MHE BCE, YTO MOKaXETCS Bam
HeobbI4HbEIMY», e Heobbl4Hoe — 3TO, Hanpumep, «6onee NATW NocrefoBaTeNbHBIX HEYAla4YHbLIX MOMBLITOK MU HeYAa4YHbIX
pesynsraTtoB onepaLuiiy.

B coBpeMeHHOM MUpe STOT BUA ayauTa OCYLLEeCTBASETCA MyTeM NpefoCcTaBneHns afMUHUCTPATOPY BO3MOXHOCTU
npoaHanuanpoBaTh NOTOK HeobpaboTaHHbBIX JaHHBIX MPKU NOMOLLM Hanbonee o6LLUX MHCTPYMEHTOB.

CucTeMa MOXET He faTb aHanuTU4Yeckne AaHHble AN BXOASALLEro NoToka ayauTa, HO MOXET AaTb AOCTYN K Heo6-
paboTaHHOMY NOTOKY ayAuTa Yepes UHTepdEiAC B Cryyae, ecrii KTo-TO 3aX04ET OCYLECTBUTL €r0 aHamnus.

OTOT cnyyait MOXeT BbITh pacluMpeH, BKITIOYUB Takue nepeMeHHble, Kak 6ecnpoBofHOW MOHUTOPUHT C UCMONbL30Ba-
HWEM MeAULMHCKUX NPMBOPOB W yaaneHHbI# MOHUTOPUHI 06beKTaMK NoMyuYeHUs1 MeAULUHCKON NOMOLLU.
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A.8 Cnyyain ncuesalowmx sanucei ayaura. XpaHunuile AaHHbIX ayaAuTa Kak uenb

KTo-To nbiTaeTcs cKpbITh cBOU crnefbl. Bo Bcex cepBucax / cucTemMax AOMKHO GbiTb YCTAHOBIEHO OAHO U TO Xe Bpe-
MS Ans Toro, 4To6bl 3aMeTUThL Npobenbl B JaHHBIX, NOTOMY YTO ANS 3MI0yMbILWAEHHWKA NPOLLE BCEro YHUUTOXUTL YacTb
ayfuTa BO Bpems aTaku U He3akoHHOW onepauun. BbiGopouHoe YHUHTOXEHWE ayauTa ABNSETCH CIIOXKHOI 3agajein, Tak
YTO, KaK NpaBuno, pa3puls 3aMmeTeH. Bropas ocobeHHOCTb aTtaku, cBS3aHHOW ¢ ayAuTOM, 3TO aTaka caMoro cepBepa Bpe-
MeHMU, TaK 4To CyLiecTBYeT HeobX0AMMOCTb NPOBECTU ayAUT TOYHOCTU cepBepa BpeMeHU (6bino nn copocos Gornblue, Yem
06bIMHO?) U ayauT KITMeHTa ANS Toro, YTobbl pacKpbiTb BO3MOXHbIE MHUMAEHTBI.

MpumeyvaHne no BHeA peHuno. MapLUpyTU3aTophbl SBMSIOTCS XOPOLIMM MECTOM (3aKPLITLIM U MOAKMIGHEHHBIM ), YTOGbI
CNYXWTb B Ka4eCTBE CepBEPOB BPEMEHMU ANA TOro, YTOOLI rapaHTMpPOBaTb, YTO CUCTEMbI CUHXPOHU3UPOBaHLI. [punoxe-
H1e MOXeT/ AOIKHO BbiTb rOTOBEIM OGHAPYXUTL «HEHOpPMaribHBIE» NpoGentl B Tpacuke ayauTa. «HopMarbHbIi» Tpacuk
ayauTa JOmKeH onpefensTbCA Ha MECTHOM YPOBHE.

Tak KaKk cepBepbl ayauTa SIBMSIOTCS MaBHON MULLEHBIO, TO KaK MOXHO NPOBEPUTL ayAWTOM, MOABEPraeTcs nNu Ha-
naZeHuno cepsep ayauTa U YTO Mbl AOIKHBI KOHTPONIUPOBaTL, €CNU UMEET MECTO Kakoe-NnGo HeobblMHOE NoBeAeHne, U
BXOAMT 1M 3TO B obnacTb NpUMeHEHUs cepBUca(oB) ayauTa.

MpuMevyaHusa

1 BornbLMHCTBO cncTeM ucnoneaytoT NTP, KoTophlid co3gaeT 3anucu ayauTa; OHU JOMKHBI COXPaHATLCS B XpaHWUu-
LLie flaHHbIX ayuTa N KOHTPONUPOBAaTLCA.

2 CepBepbl ayguta camu no cebe AomKkHbI ObITb yCUNeHb! U 3aLynLLeHbl.
3 HeobxoAMMO paccMOTpeTb BO3SMOXHOCTE COXPaHEHNA MECTHLIX KOMMIA 3anucei ayauTa.

CornacoBaHHoOe BpeMsi SBNAETCA 06GA3aTENBHO! (hYHKLMOHANBHON BO3MOXHOCTLIO U 3aBUCUT OT CepBUca ayauTa
(OHO JOMKHO UCTONB30BaTLCA U paboTaTh, a He BbiTb NPOCTO AOCTYMHLIM).

TpeboBaHue. XpaHunuiie ayauTa U accoLMMpOBaHHbIE CepBUCHI AOMKHBI GbiTh 3alMLiEHbl, BKNIOYaa CpeacTea
yrnpaBneHusi AOCTYNOM W CpPeACTBa ayauTa.

A.9 Cnyyaii xakepa, co3aaloLLero NoXHble 3anucu ayauTa

CoBpeMeHHbIil 3MOYMBILUNEHHNK NOAKMOYaeT HOYTOYK, KOTOPLIA CO3AaeT NOXHbIE 3anncu ayauTa, Y4Tobbl CKpLITh
TOT paKT, 4UTO OH OTKITHOHWUI CUCTEMY ayAuTa MalUUHbI, KOTOpas NOABEpraeTcs aTake.

(HekoTopble NnokansHble NOAUTUKU MOTYT PELInTL UCNONB30BaThb LIGPOBLIE NOANUCH ANS TOro, 4TOOLI OGHaPYXUTL
COKpbITWE 3anucen ayauTa.)

A.10 Cnyyaii npocMoTpa 3anuceil ayauTa XxakepoM U UX 3NOHaMepeHHOro UCNONb30BaHUsA

3anucy ayauTa MOryT Takxe GbiTb YA3BUMbLIMM 411 aHanu3sa Tpadguka unu U3MeHeHWii ¢ Lenbto yaarneHusi BaxKHow
UHGOPMaLIMM HEeNOCPEACTBEHHO BO BpeMs Nepeaaun.

CwMsirdeHne. He BHOCUTB JIMYHYO MEAULMHCKYIO UHGOpMaLmio B 3anucu ayautal Ecriv STo HEBO3MOXKHO, 3anucu
ayauTa MoryT GbiTb 3aLlndpoBaHbl NMG0 NO kaxaoii 3anucu, Nubo no ceccuu / NOTOKY.

A.11 Cnyuyai cTpaHHOro (ynonHoMOUYeHHOro/HeynornHOMOYEHHOIO) U3MEHEHUSI KOHUIypaLUK

HekTo, AENCTBYA Kak CUCTEMHBI agMUHUCTpaTOp, yCTaHaBNuBaeT 06HOBNEHUE NporpaMMHOro obecrnedeHnsa MecT-
HOI cucTeMel. (ArsTepHaTMBa: BpeAOHOCHbIE aTaku / criyyaidHblil 3NoyMbILLNIEHHMK yeTaHaBnuBaeT HTTP-peructpatop n
dukenpyeT Becb Tpaduk HTTP ana o6HapyXeHUs yA3BMMOCTER CUCTEMBI.)

Mpouecc ayanTa formkeH uKkcupoBaTh AaTy, BpeMsl U MECTO OBHOBINEHMS, @ Taloke «ONUCAHUE U3MEHEHUA», KOTO-
poe BKro4aeT B cebs HOMepa Bepcuii NporpaMMHoro obecneqeHusl, KOHTPOsIbHbIE CyMMbI paiinoB U T. 4.

XpaHunuile ayauTta (UnNu XpaHUnuLLe ayauTa KoHpUrypaLmm) AomkHO BbiTb BpeMsi OT BpeMEHU UCCNEA0BaHO, YTo-
6bl yBeAnTbCS, YTO aBTOPM3OBaHHbIE OGHOBNEHUS KOH(MIypaLuu UMeNM MecTo, Korga AoIkHbI Gbinu, U 06HapYyXuTb He-
CaHKUMOHUPOBaHHbIE UMM HEOXUAaHHbIE U3SMEHEHWUA KOHUrypaLmn.

XKypHan / cepBuc ayauTa Takxe AOMKEH 3anucbiBaTb BCE U3MEHEHUs kKoHdUrypaLumn, oGHOBMEHNUA U T. 4., B TOM
yncre ycTaHOBKY nporpamMMHoro obecneyeHus), ycTaHoBKY 060pyAoBaHMsl U U3MEHEHWs KoHdUrypaumm.

Cuctema ayauTa [ormkHa NoAAEPKUBATL KOPPEKTUPYIOLLME AEHCTBUS, @ TakKe BEINONHAEMbI B peanbHOM BpeMe-
HW aHanus ans obHapyxeHns HebnaronpUATHLIX NPOUCXOASLLUX COBLITUIA.

XenarenbHo, YTo Gonee TpyAHO, pacnpocTpaHsATL 3T0 Ha o6opyaoBaHue.

A.12 Cnyyvaii nonb3oBaTens, NbiTaloLWeroca B3NoMarb naporib METOAOM rpy6oli cunbl

CepBep ayauTa nony4yaeT oT4eTE O MHOXeCTBe c60eB MNpu BXofe B CUCTEMY U JOMKeEH BbICTPO YCTaHOBUTL cdonar /
3anycTuTb CUrHasn TPeBoru.
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MpunoxeHune B
(cnpaBouHoe)

CepBucCbI XypHana ayauTa

B.1 CepBuchl B agnarpamMmme

Ovarpamma knacca ayauTa CepBUCHO-0PUEHTUPOBaHHOK apxnTekTypbl (SOA) Ha pucyHke B.1 cnyxuT unntoctpa-
Lu1eil CepBUCOB XYpPHanNoB ayauTa, onnucaHHbIX B HAaCTOALLEeM NPUMOXEeHUN.

XpaHunuLLe AaHHbIX ApxuB ayauta
ayauta <Cepsuc-
<CepBuC-CYLIHOCTE> NpUKNagHOA>

RetrleveAuditRecord
LocatlonAudItRecord
UpdateAudItRecord
CreateAuditRecord

7

MCNONb3YET UCMONb3YET

Z

CepBuC BEAGHWA KypHarIoB A
yauT
ayaura <CepBuc-NpHUKIaaHoH>
Mpouece A <CepBuc-npuKnagHon>
Tpurre MpepocTaenser sanuc Hana
e | SubmitAuditRecord _TlpenocTasnsier sanuc XypHana 1 o s ditRecord
cobbiTus ayauta RetrieveAuditRecord
RetrieveAuditRecordExerpts
QueryAuditRecord
SubscribeAuditRecord
QueryAuditArchive
RetrieveFromArchive
Tpurrep WUCMONL3YET
cobiTuA ayauta UCNONL3YET
leHeapTop 3anucen ayaura Orver no
ayauty
<CepBuC-CYWHOCTL>
Mpouecc B Hve . He 0Bn " <CepBUC-CYLHOCTL> UCNONb3YET
000LsA BYMTa | otoAuditEventRecond QueryAuditRecord
RetrieveAuditRecord
RetrieveAuditRecordExerpls
MpuunHb gna
cywecreosaHua MeHepatopa
3anuce: UCNONLIYET UCNONL3YET YCTpOoiACTBO KOHTpOI ayamTa
1) ®opmbi usMeHsioTca! (HaGnioparens) )
Bnaronaps emy HyXHO ‘ <Ceapavo-npwmianHoi>
W3MEHATL VI: TOALKO B OAHOM Karanor coGuitwii ayaura AddPattem (Refrieve,
ecre. <CepBnc-CywHOCTL> M AHanua ayguta Update, Diets)
2) He HyXHO BbI3blBaTbL He obnsareneH <CepBUC-NPUKNAAHON> SubscribeToAllerts
Kaxabi pas. floGasbTe . . .
hopMy B KIL-NAMATL AN FindAuditRecordServioe AHanua |
cnegywowero pasal ANIOC CTAHAAPTHLIE 3anpPockl, UCMONb3YET
BONPOCHI, NO KOTOPHIM AO/UKHBI *
pewarb OXPaHHNIA. ..
 Bosspamae I\ MpuanHa BEPHYTLCA Curian Tpesomm ayaura
Kylllaeual Nonnmka ayauta D K aHanuay. <CepBnC-npuKnagHoin>
cepeuc Audit Ecnu HoBbIe 3aNPOCHI
Record ans Tuna A0GaBNAIOTCA B CANCOK SubmitAllert
Audit Event cTal biX 3aNPOCoB,
T:Fy':g;:emuuue AddAllertRules — (Create,
Retrieve, Update, Deiete)
CUCTEMBI MOTYT
NPOACIIXHTL
MCNONL30BaTL UHTEpPdeiic daxTuuecikmin MeTog
6e3 nameHeHni; HoBbIe OnoBeLLSHMS]
CHCTeMbl MOTYT NONY4UTL (yBenomneHust)
ROCTYN K HOBbIM Nonb3oBarens
3anpocam. ¢ nomoiubio BB
ﬂon»(l;lo ObiTb neﬁnmpa wm
B WHTEPdeHCE, HO HUKTO 4ero-nubo eLLe 3aBUCHT
He ucnonb3aosan! OT peanusaLmm.

PucyHok B.1 — [lnarpamma knacca ayauta
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B.2 CepBuc BeaeHua xypHana ayauta (Audit Logger Service)

HassaHue dyHKUMoHansHon Bo3aMoxHocTu — SubmitAuditEvent (Mpepoctasuts CobbiTne AyauTa).
OnucaHnue. [lobaBnsieT cobbiTe ayauTa, koTopoe Heobxogumo obpabortaTb.

MpeaBapuTensHoe ycrioBue:

- 3anuck cobbITUA ayauTa He ABNSAETCA NYCTbIM 3HAYEHUEM;

- 3anuck cobbITUSA ayauTa COOTBETCTBYET CXeMe (3anuck He ByAeT OTKIIOHEHa, eClu OHa He COOTBETCTBYET).
BxogHble AaHHbIe. 3anuck cobbITUSA ayauTa (4eTanu nognexar onpeaeneHuto).

BobixogHble AaHHble. [MycToe 3HaueHue.

BeixogHble ycnoBus. 3anuck NpuHATa.

YcnoBus UCKIOYeHNs1

OtyeT 06 ownbKe, ecnu cobbiTUe He MOXET BbITb 3aNUcaHo U3-3a TOro, YTO:

- AuditEventRecord siBnsieTca NycTbiM 3Ha4YeHUEM,;

- AuditEventRecord He cOOTBETCTBYET CxeMme;

- CEpBUC BPEMEHHO HEAOCTYMEH;

- cepBUC HefoCTyMNeH (ocHoBHasA nNpobnema obecneveHns AUCTaHLIMOHHOW CBA3N).

MpumMmeyvyaHue — UcknodeHN MOryT BbiTb NPOUrHOPNPOBaHLI NMPOrpamMMoN, HO AOMKHbI OblITb BHEAPEHbLI CUCTE-
MO ayauTa.

Cessb C YPOBHAMU COOTBETCTBUA

Mpoune npumeyaHus. MNMpeanonoxeHns:

- Y CUCTEeMBI AOMKHO BbITb eanHOE BpeMms,

- y XpaHunuiya GyaeTt hyHKUMOHaNbHaA BO3MOXHOCTb «Pa3BETBIATb» €ro No cepBucam KOHTPONSA, Nenxepam,
BClofy, KyAa AorkHa 6biTb oTnpaBneHa UHopMaLus B 3aBUCUMOCTH OT CoObITUS,

- Heobxopuma cnocobHocTb coobuate Audit Event Record Schema (cxeMy 3anucu cobuitua ayauta),

- ANS HaJEeXHbIX Pe3ynbraToB Y KNUeHTa N CUCTEM cepBuCa AOMKHO ObITb cornacoBaHHoe BpEMS.

(Y xpanunuia 6yaeT BO3MOXHOCTb «Pa3BETBAATLY €ro NO CEpBUCaM KOHTPONS, neiaxepam, sciogy, Kyaa fomkHa
6bITb OTNPaBneHa MHOPMaLUA B 3aBUCUMOCTU OT COBLITUSA) — He BXOAUT B crieludukaLnio KNMeHTa, HO 3TO CTOMT pac-
CMOTPETbL NO3Xe.

[pyroe 3Haunmoe cogepxxanune. Mpu NoapoSGHOM onucaHnn HEOBXOAUMO paccMOTPETL BONPOCH HafEXHOMN flocTaB-
KM, KSLUMPOBaHWS, MOHUTOPUHMA U T. 4.

B.3 CepBuc reHepatopa 3anucei ayauta (Audit Record Generator Service)

HasBaHue dyHKUMOHanbHOW BoaMmoxHocTu — CreateAuditEventRecord (Cospatb3anucsCobbiTusAyauta)
(AOMOIMHUTENBHASRA).

OnucaHue. Cosdaem gukmugHylo 3anucb o cobbimuu ayduma.

MpenBapuTensHoe ycnosue. [lycmoe 3HavyeHue.

- BxogHele paHHble: AuditEventType (TunCobbiTusiAyauta).

- BblxogHble gaHHble: AuditEventRecord (3anucbCobbiTuaAyaura).

MocTycnosus. CospaH WabnoH (UKTUBHOW 3anucu o cobbituM ayauTa noaxogsulero Tuna. Ecnu 3HaveHue
AuditEventType — nycToe 3HayeHue, To Bo3BpalyaeTca PUKTMBHaA 3anuchk 0 cobbiTuM ayauTa, cogepxallan sce nons
Kaxgoro Tuna cobuiTus (Harnpumep, NpumeHsitoTes Bce ctaHgaptel RFC 3881, UCO 12052:2006 (DICOM) nntoc Bee, 4TO
onpeaeneHo MeCTHOW NONUTUKONM B KadecTBe 06s3aTenbHbIX Nnonei, nognexallux ayauty).

YenoBusa uckntounTenbHoit cutyauuu. AuditEventType He npusHaH. Ecnu Tun cobbiTua He pacno3HaH, To ¢ no-
MOLLIbIO (OYHKLMOHanbHoh BO3MOXHOCTH ByAET OTrnpaBneHo B OTBET NpeaynpexaeHne, CnMcok Bcex NPU3HaHHbLIX TUMOB
coBbITWIA MNIOC NonHasa cxeMa BCceX BO3MOXHbIX Monei.

CBs3b € ypoBHsAMU coOTBETCTBMSA. [lognexuT onpefeneHuio.

Mpo4yne 3ameyaHus

Llenbto aToi dhyHKLMOHANBHOI BO3MOXHOCTU SBnsieTcs fobaBrneHne BO3MOXHOCTM UBMEHEHUS CXEMbl B OAHOM Me-
CTe W pa3pelleHns Ans Bcex NPUNOoXeHWA AenaTb NPUMeYaHus KacaTenbHO TOro, YTO cXxema U3MeHUnach, U 0GHOBIEHUs
CXeMbl, KOTOPYHO OHM UCTONb3YIOT 6e3 HeO6XOAMMOCTU MEHATL KakoW-nmbo Koa.

C nomoupblo aTol pyHKLMOHAmNbLHOK BO3MOXHOCTU TakXKe MOXHO coobLaTe NPUNOXEeHUIo 0 TOM, Kakasa uHdopMa-
uus TpebyeTca AnsA npefcTaBneHusi cobbiTus ayamta. OHa Takke AaeT BO3MOXHOCTb UMETb HECKONBKO XPaHWUIULL, UK
XPpaHUTb Kak foKanbHo, Tak U yaaneHHo 6e3 HeobXoAUMOCTHN CTaBUTb B U3BECTHOCTL KNUEHTA.

AuditRecordGenerator (FeHepaTtop3anuceilAyauta) moxeT ucnonb3oBaTk AuditEventCatalog (KatanorCobbituit
Ayauta) Ana Toro, YTobbl onpefenuTb Hagnexalue cxeMbl Ans 3anpaluMBaeMoro Tuna cobeiTua. 3TO, HapsAy € uc-
KntoveHWeM HeTouHol cxeMbl B AuditLogger (YcTpoiicTBoBegenus>KypHanaAyauta), NO3BONUT KNMeHTaM obHapyxuBaThb,
Koraa nokanbHas Komusi CXeMbl, KOTOPYIO OHU COXPaHUIK B K3LL-NAMATH, yCTapena n paspeluaTts pacnpocTpaHuTb cpeaun
KNUEHTOB HOBblEe BEPCUU CXeMbl 6€3 M3MEeHeHUs Koaa.

Hpyroe aHaunmoe copepxaHue

3T0 AONONHUTENBLHLIA cepauc. OnbITHLIE pa3paboTYMKN COXPAHAT OTKNUK B KILW-NaMATU Ha CTOPOHE KNueHTa AnA
3KOHOMUW BPEMEHM AN CXEM, KOTOPbIE HE U3MEHUITUCH.
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B.4 CepBuc karanora co6bituit ayauta (Audit Event Catalog Service)

HasBaHue ¢yHkuoHaneHok BoaMmoxxHocT — FindAuditEventService (HaituCepsucCobuituaAygura).

OnucaHue. Bosspauwjaem (ccoinky Ha?) cxemy cobbimusi ayOuma Ona 3anpouwieHHo20 murna. 3mom cepsuc He
sensemcs HerocpedcmeeHHo suOUMbIM Ons KnueHma, Ho omKpbim Ona UCNoNb3osaHuUs cepaucamMu eefeHus XypHana
aybuma u 2eHepamopa 3anucel ayduma.

MNMpeaBapuTtenksHoe ycrosue. [Tycmoe 3HayeHue.

- BxogHule gaHHble: AuditEventType.

- BoixogHble gaHHble: AuditEventSchema (ccrinka?).

MuBapuaHThl

MocTtycnoBus

- YcnoBusa ucknovnTensHow cutyauuu. AuditEventType He siBnseTcA obuienpu3HaHHLIM TUMOM.

CBsi3b C YPOBHSIMU COOTBETCTBMSA

Mpoyne npumeyaHus

HaHHbli knacc npegocTaBnset 6a3sy LieHTpanu3oBaHHOro XpaHeHusi Ans onpegeneHus cxembl AuditEvent n gomkHa
UCTONbL30BaTLCA B KQYECTBE UCTOMHUKA NOKanbHLIX KOMUIA cXeMbl B cucTeMax krmeHToB. Yepes AuditRecordGenerator
CXeMbl MOTryT 6bITb @BTOMaTUYECKU pacnpocTpaHeHbl CpeAn KIUEHTOB.

Opyroe aHaunmoe cofepxaHue

310 npocTo cepBUC POHOBOI 06paboTkn. KocBEHHO AOCTYNHEIN ANS KIMeHTa Yepes NpeablayLLmMiA cepeuc.

B.5 CepBuc ycrpoiictBa koHTponsa ayauta (Audit Monitor Service)

MpumedyaHue — OnpefieneHne cUrHana TpeBorM — 3TO TO, UTO OTMNPABIISIETCS, KOIAa CEPBUC YCTPOWCTBA KOH-
Tponsi oGHapyXMBaET, YTO cepumn cobObLITUIA COOTBETCTBYIOT LLIAGMNOHY NOBEAEHUS.

alertName (Mms curHana TpeBorn) onpeAensieTca Kak WabnoH cobbIThiA C YHUKaNbHLEIM UMEHEM, HanpuMep, «NoncK
naeHTudukatopa gaHHoro cybbekra faHHbIX». B peanbHOR XKM3HKU, ecrn eCTb NOBOA NepeXmBaTb, UTO KTO-TO LUNUOHUT
3a cybbeKTOM AaHHbIX, TO KaXKAbIA cnyyai goctyna k MHpopmauum atoro cybbekra gaHHbIX AOSMKEH Bbi3blBaTb CUrHan
TpeBoru.

Ha3ssaHune dyHkLuMoHansHoi BoaMoxHocTU: SubscribeToAlert (MoanucatbcaHallpegynpexaeHue).

Onucanue. Bbisbieaemcsa cepsucamu AuditAlert dnsa yeeGomneHus cepguca ycmpolicmea KoHmpons ayduma o
mowm, ymo cepesuc AuditAlert xouem nonyyamp onoeeujeHue & crlydae cuaHana mpesoau cucmeMb! 3alyumel.

BxopHoe ycnoBue — alertName delicmeumensHo, m. e. uMeem accouuuposarHbill ¢ HUM wabnoH, komopbil 6bin
dobaeneH.

BxofHble gaHHbIE

- alertName (MpumevyaHune — HekoTopble umeHa alertName moryT 6bITe NpegonpegeneHsl, HO B NPOTUBHOM
cryyvae 4o6aBnsaroT TOMNBKO LWabnoHbl);

- subscriberReference (MpumevYaHune — B npotokone SOAP 310 6bin 6Bl KOHEUHLIW aapec Beb-cepBuca, B
Java — 3710 agpec uHTepdeiica. Cchlfika JorxHa ObITh YHUKanNbHON BO U3bexaHue KONmum3aui).

BeixogHble faHHble. [ycToe 3Ha4eHue.

MHBapnaHTLI

MocTycnosua

- Cepsuc AuditAlert, nocnasLumnii curHan TpeBory, Tenepb U3BECTEH ANA YyCTpokcTBa koHTponsa AuditMonitor;

- YcnoBusa UcknoumTenbHOW cuTyauun. HegectButensHoe umsa alertName.

Mpoyne npumevaHns

MpegnonoxeHue. A3blk WabnoHos 66l BCEMU COMacoBaH.

Ons Toro, 4Tobbl MMETbL BO3MOXHOCTb «nognucatbes, A TAKXKE nonyuuTe ucToputo cobbiTuiA 3a nocneaHuid
yac», UHTepdeiic MoXeT Bbi3biBaTe 06e 3T yHKUUOHanbHble Bo3aMOKHOCTU TJTKOC dyHKUMOHaNbHYI0 BO3MOXHOCTb
queryauditrecords n3 CepBuca OTYETOB ayguTa.

M pnMedaHune — Heobxoanmo 0603HauNTb, Kak 3axBaThiBaTb M UCNONb30BaTh napametTp, I'IOSBOJ'IFH'OLLWIVI nonb-
30BaTento obo3HavaTb AaTy OKOHYaHWNA CpoKa NoAgnNUCKK.

OKoH4aHWe cpoka nognuckn. B cepeuce ycTpoiicTBa KOHTpOns faTa He ykasaHa. Ecnu knneHT xoyeT, 4Tobbl noagnu-
CKa OKOoH4Wnack, BHefpeHWe cepBuUCa OMOBELLEHWA/yBeAOMITEHNIA MOXET NO3BONWUTL OCYLLECTBIATL NNaHWpoBaHWe nog-
nucok. CepBuC yCTPONCTBA KOHTPONS JOIMKEH ObiTb NErkum B aKcnyataymu.

Ha3BaHue cyHKUMOHanNbLHOR BoamoxHocTM — UnsubscribeFromAlerts (OtnuncatbeaOT IpeaynpexaeHuit).

OnucaHue. Bbisbigaemces cepsucamu AuditAlert dna yeedomneHus cepeuca ycmpolicmea KoHmpons ayduma o
mowm, umo cepauc AuditAlert 6onbuie He xodem nofydamb 0ogeweHuUs o cobbimusx ayduma.

Cnedyem ommemumsp, 4ymo nodrnucka Ha cepsuc ycmpolcmea KOHmMpona — 3mo He Mo Xe caMoe, Ymo U rnodnu-
CKa Ha cepsuc onogeuwjeHuli. Ha cepeuc onosewjeHuti nodnuceiearomces uya e pasHoe epems. Ha cepsuc yempoilicmea
KoHmMporns nodrnuceigaromes makue cepauchi, Kak cepsuc ornogeuweHul. 9mo bonee rnpocmol cepauc, HanpaeneHHbIl Ha
cpasHeHrUe uabioHos, Ha HEeCI0XKHbIe CuaHalbl mpegoau U OroeeueHus.

Mpenycnosue

BxogHble gaHHble
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- alertName;

- subscriberReference (cchinka Nognucynka).

BreixogHble agaHHble. NycToe 3HaueHue.

BeixogHble ycnosus: nognucka 6onblue He 3aperncTpuposana.

Ycnosua ucknioveHus

CBs3b C YPOBHAMU COOTBETCTBUSA

Mpoyune npumevaHus

[pyroe sHa4umoe cofepxaHue. OTnpasuTb cobbiTne aygutal

HaseaHve pyHKLMOHanbHo# Bo3aMoxHocT — AddPattern (Jo6asuTelliabnon)

Onwucanue. MTossonaem cepsucy AuditAlert ykasblieambb HO8bIT mun wabnoHa cobbimull dns noucka co cneyugu-
Kayueli KacamenbHO moao, Kak ofpedenamse, Ymo Hacmynuno ycnosue 018 omnpasku cueHana mpeeoau.

MpeaBapuTensHoe ycrnosune

- alertName He sABNAeTCA NyCTbIM 3HAYEHUEM U SABNAETCA YHUKANbHBIM,

- eventPattern (WabnoH cobbITHA) He ABNAETCA NYCTLIM 3HaYeHUeM U Hagnexalum obpa3oM ob6o3HavYeHo.

BxogHble faHHbIe: alertName, eventPattern.

BeIXOAHLIE AaHHBIE: MYCTOE 3HaYeHUe.

Moctycnosus. K wabnoHam, o koTopblX 3HaeT AlertMonitor, go6aBneH HoBLIA LIABGNOH, CBA3aHHLIA C MMEHEM
alertName.

YCroBus UCKIHOYEHUS:

- alertName yxe cylllecTByeT;

- alertName sBnseTcs NyCcTLIM 3HAYEHUEM,;

- eventPattern HepgelcTBMTENEH.

CBsi3b C YPOBHAMW COOTBETCTBMUSA

Mpo4yne npumeyaHmns

MpegnonoxeHue. A3bik WabnoHos Bbin BCEMU cornacosaH.

MpepnonoxeHue. LLabrnoHe! kakum-To 06pa3oM accoLuumMpoBaHbl ¢ cosgaTenem. ..

MonuTuKka gocTyna K onpefAenieHHbIM SK3eMnsisipaM MOXET BbiTb Takoid: «3ToT nonb3osartens/ URL/ n T. 4. MoxeT
MoanduLMpoBaTk. .. »

[pyroe sHa4uMmoe cogepxaHue. OTnpasuTb cobbiTe ayauTa.

HasBaHWe yHKLUMOHarbHOW BO3MOXHOCTM — RetrievePattern (BepHyTs LLiabrnoH)

Onucanue. Mossonsem cepsucy AuditAlert eepHymb wabnoH. Ecnu ums alertName HedelicmeumenbHo unu aens-
emcs NycmbiM 3Ha4yeHueM, mo sma DyHKUUOHalbHas 803MOXHOCIb 8038palliaem CrucoK ecex wabnoHos.

BxogHoe ycnoewe

BxoaHble AaHHble: alertName.

BeixogHble AaHHble: nogpobHble AaHHble O LWabnoHe WK CrUcKe BCeX 3aperncTpupoBaHHbIX WUAW AOCTYMHBIX
WwabroHoB.

MocTtycnosus: LLabnoH nnu cnucok LwabnoHos.

YCrnoBuMS UCKITIOUYEHNS: HET.

Mpo4une npumeyaHus

310 cobbiTe camo cebsa npoBepseT ayauToM. MecTHble NOANTUKW AOSMKHBI PellaTh, SBNAETCA NU 9TO CEPBUCOM,
KOTOpbIA OTnpaBnseT cobbiTue ayAuTa, UMK MPUIOXEHWEM, KOTOPOe €ro UCNONb3YeET, T. €. 3T0 JOMKHbLI OnpefenuTb
pa3paboTunku.

[pyroe 3HaunuMoe coflepxaHue (gononHuTenbHoe). OTNpaBuUTb cobbiTe ayauTa.

Ha3sBaHue dyHKUMOHanbLHo# BoaMoxHocTn — DeletePattern (Yaanute LLlabnoH)

Onucanuve. Ydansem wabioH, komopbill bonee He npumeHsemcs. Ecnu ece euwje ecmb nonydamenu, rnodnucaH-
Hble Ha wabnoH, u napamemp forcedDelete (npuHydumensHoeYdaneHue) npucymemeayem u S61emcs UCMUHHbIM, Mo
YdaneHrue sengemcs npuHydumenbHbim Delete. Ecnu napamemp HE npucymemeyem u ece ewe ecmb rnonydamenu, nod-
nucaxHble Ha wabinoH, mo cobbimue DeletePattern 6ydem HeycnewHbIM U 3anpawusarowemy nuyy 6ydem omnpaeaneHo
UCKIIOHEeHUe.

BxogHoe ycnosue. alertName He ABNSeTCA NYCTHIM 3HAYEHUEM.

BxogHble faHHble:

- alertName;

- napameTp ForcedDelete.

BeIxogHble AaHHbIE: MYCTOe 3Ha4YeHune.

MocTtycroBua

- LLlabnoH 1 Bce nognucyuku storo WwabnoHa yganeHs!.

- Hanpumep, BbixogHble AaHHbIE — NYCTOe 3HaYeHue.

YcnoBus uckntoveHns. Ecniv y npeaynpexaeHnsa cywecTsytoT noanucinku n forcedDelete He npucyTcTByeT n He
ABNAETCA UCTUHHBLIM, OTMPaBUTb UCKIMIOYEHNe yaaneHHOMY UHULMaTOpY 3arnpoca.

CBs3b C YpPOBHSIMW COOTBETCTBUSA

Mpoune npumedaHus. YaarneHue nognucyMKoB AOMKHO U3BECTUTb MHULMATOpa Wunu nNognnucU1KoB.
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He 3abyatTe «3anycTuTb cOObITUE» O TOM, YTO NOANUCHMKU Bee elle ecTb. [pyras AeATenbHoCTb No obpalyeHmio

nnn nepevncneHnio NoANUCYNKOB MOXeT ObITb OCcTaBneHa Ha sTan peanusayuin.

Ecnu ato gocTtynHo, DeletePattern gonmxeH nocbinaTe CNMCOK OCTalOWMXCA NOAMUCHUKOB NPU HeyAaqe yaaneHus.
Opyroe sHaunmoe cogepxanue. OTnpaBuUTb COGLITUE ayauTa.

B.6 CepBuc curHana Tpesorn nnu onoselleHusn (Alert or Notification Service)

Ha3ssaHune dyHkUnoHansHoi BosMoxxHocTn — SubmitNotification (HanpasutsbYBegomneHnue).
Onucanue. Hanpaensem coobuwjeHue ¢ cueHanom mpeesoau, kKomopoe GomkHo 6bimb obpabomaro.
Mpepycnosue

BxoaHule paHHble: NotificationMessage (CoobweHneYsegomnenus).

BbixogHbIe faHHble: NYCTOe 3HaYeHue.

BuixogHule ycnosus. AlertMessage oTnpaBneHo B COOTBETCTBMU € NPUMEHUMBIMU NMpaBUnamu.
YCnoBUsi UCKNIOYEHMS:

- AlertMessage aBnsieTca MycTelM 3HaYEHUEM;

- owwubka obpaboTkmn AlertMessage.

CBsi3b C YPOBHAMW COOTBETCTBMSA

Mpoyne npumevaHus

PeanbHbIil MeTOA ANA ONOBELLEHUS NoNb3oBaTeNs (HanpuMep, NeRKep UNmn Apyroe cpeficTBO) ABNAETCA 3aBUCH-

MbIM OT peanu3auun.

Opyroe 3Haunmoe copepxanue. OTnpaBuTb COGLITUE ayanTa Nocre HarnpasneHUs curHana Tpesoru.
HasBaHue dyHKUMoHanbHol Bo3amoxHocTu — SetNotificationRuleSet (YcraHoBuTsHaboplpasunOnoselyerus).
Onucanue. Cosdaem u noddepxxusaem coomeemcemeue fnpagunam, Ucronb3yembim Onsa onpedeneHus moeo, kaxk

Heobxodumo obpabambieamb AlertMessage.

Mpegycnoeue. AlertRuleSet (HabopllpasunCurHanaTpeBorn) He ABASIETCA MYCTbIM 3HAYEHMEM.
®opmart AlertRuleSet gomkeH 6bITb NpuM3HaHHBIM M 06pabaTsiBaeMbiM CepBUCOM.

BxogHble aaHHble: AlertRuleSet.

BeixogHble faHHbIe: NycToe 3HaYeHne.

Mpepycnosua. Bein yctaHoeneH HoBhIW AlertRuleSet.

YCnoBus UCKIIOYEHUS:

- AlertRule aBnaeTcs NycTbIM 3HA4YEHUEM,;

- HeWs3BecTHoe MpaBwuIo.

CBA3b C YPOBHAMMW COOTBETCTBUSA

HasBaHue ¢yHKUMOHaneHoN BoaMoxHocTn — RetrieveAlertRules (BepHyTblpasBunaCurtanaTpeBorn).
OnucaHue. Bosgpauwjaem Konuio npasun 0ns cuaHanos mpesoeu, delicmayiowjux e daHHOM cepauce.
MpeaycrioBue. HeT.

BxogHble faHHble: HeT.

BuixogaHble faHHble: AlertRules.

MHBapunaHThl. AlertRules He n3MeHeHsI.

MocTycnosus. Beixog AlertRules cogepXuT nonHelit Habop gelictaytowmx AlertRules.

Ycnosus UcKoveHuns. Her.

CBA3b C YPOBHSAMMW COOTBETCTBUS

Mpoyune npumevaHuns

Opyroe 3Ha4nMoe cogepxaHue

B.7 Cepsuc otueroB ayauta (Audit Report Service)

HasBaHue yHKLUMOHanbLHON Bo3aMoxHoCcTU — QueryAuditService (CepaucAygutoBOnpoca).
OnucaHue. Onpawusaem Cepsuc ayduma Ons 3anuced, coomeemcmsyowux wabnoHy unu napamempam orpoca,

3anpowieHHbIM & husbmpe ornpoca.

Mpenycnosue. QueryFilter (Qunomp3anpoca) He sengemcesa nycmbiM 3Ha4eHUeM. Ecnu 3anpawiusaromces ece 3a-

nucu, mo GomxeH ucnone3oeamsecsa ulabnoH * (UHU €20 IK8lUealleHm 8 02080PEHHOM A3biKe 38/7,00006).
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H3bik chunbmpa 3arnpoca GomKeH 6bimb 02080PEH.

BxogHble faHHble: QueryFilter.

BeixofHble faHHble: CMUCOK YHUKaNbHbIX MO EHTU(UKaTOpOB 415 3anpoLUeHHbIX 3anucei.
MocTtycnosus. NaeHTudukaTopsl 3anuceid, COOTBETCTBYOWME PUNETPY 3anpoca, Obinn NonyYeHsbi.
YCnoBus UCKIIOYEHUS:

- QueryFilter ABNAeTCA NYCTLIM 3HAYEHUEM,;

- QueryFilter He MOXeT BbITb NPOaHaNU3NPOBaH.

CBA3b C YPOBHSAAMW COOTBETCTBUSA

Mpoyne npumevaHns

Hpyroe 3Ha4nmoe cogepxarue

HasBaHue dyHKUMOHanbLHON Bo3MOXHOCTU — RetrieveAuditRecord (BepHyTe3anucsAyauTa).
OnucaHue. Bosgpauwjaem onpedeneHHyto sanuck ayduma.
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Mpegycnosue. Recordld (MdenmucgpukamopSanucu) He aengemcs MycCmbiM 3Ha4eHUeMm.

BxoaHble faHHble: Recordld.

BeIxoaHble flaHHbIEe: 3anpallvBaeMas 3anucb, €Crn TakoBas CyLLecTBYET. B NpoTUBHOM criydae — nycToe 3HaueHume.

MocTycnosusA. 3anuck, cooTBeTCTBYOW @A Recordld, nonyyena.

Yenosua ucknrodeHns. Recordld sBnseTes nycTeiM 3HaYeHUeM.

HasBaHue dyHKUMOHaneHoi BosmoxHocTn — RetrieveAuditRecordExcerpt (BepHyTeOTphiBOK3anucnAyanta)

OnucaHnve. Bosspatllaem ompblgoK, onpedenerHbili onucaHuamu noned us sanucu, nodxodaweld no udermugu-
Kamopy 3sanucu.

Mpenycnosue. MdeHmughukamop 3anucu He A8naemcs nyCcmbiM 3Ha4eHUeM.

OnucaHrusa noneli delicmeumensHei.

BxogHble AaHHbI€:

- Recordld;

- FieldDescriptions (Onucanusione).

BbixofHble AaHHbIe: OTPLIBOK 3anucu ayAnTa, COOTBETCTBYIOLLWIA NMONAM 3anpoca 13 3anucu, NoAxXoAsLLen no ngex-
TUUKATOPY, €CNN Takon UAESHTUUKATOP CyLLECTBYET. B NpoTUBHOM criydae — nycToe 3HaveHue.

MocTycnosus. 3anpalunBaemMblil OTPLIBOK NOMYyYeH.

YcnoBusa NCKIHOMEHNS:

- Recordld aBnseTca nycTbiM 3Ha4eHueM;

- FieldDescriptions HegeNncTBUTENBHBI.

CBs3b C YPOBHAMMW COOTBETCTBUSA

B.8 CepBuc aHanusa ayauta (Audit Analysis Service)

HasBaHue dyHKUMOHaNLHON BO3MOXHOCTU — Analyze (AHanusnposaTb).
Onucanue. Ocywecmenaem 3anpouleHHblll aHanus.

Mpenycnosue. 3anpoc aHanusa sensemesn Gelicmeayowum anaopummon.
BxogHble faHHble: AnalysisAlgorithm (AnroputMAHanuaa).

BeixogHble AaHHble: AnalysisReport (OtueTl oPesynsratamAHanusa).
MocTycnosua. AnalysisAlgorithm 6kl BEINONHEH W pesynsTaThl NOMyYeHsb!.
Yenosusa uckntodeHns. AnalysisAlgorithm HepelcTBuTeneH.

CBsi3b C YPOBHAMU COOTBETCTBUS.
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MpunoxeHune JA
(cnpaBouHoe)

CeeiIeHUs1 0 COOTBETCTBUM CChIFTIOYHbIX MEXAYHAPOAHbLIX CTAHOAPTOB
M OOKYMEHTOB HaLMOHaNbLHbLIM cTaHaapTam Poccuiickon degepaumm

Tabnuya JA1

OB 0o3Ha4YeHMe CCbINTIOYHOro
MeXAyHapoAHoro cTaHgapTa, AOKYMeHTa

CTteneHb
COOTBETCTBUSA

O06o3Ha4eHne n HauMeHoBaHue COOTBETCTBYHOLLEero
HalMoHanbHOro ctaHgapTa

NCO 8601:2004

*

NCO 27799:2008

* COOTBETCTBYHOLLMI HALWMOHaNbHEIA CTaHAapT OTCYTCTBYET. [10 €ro yTBepxaeHUs PEKOMEHAYETCS UCTONbL30BaTh
nepeBof Ha PYCCKWIA A3bIK AaHHOMO MeXAyHapogHoro ctaHgapta. lNepeBof AaHHOMO MeXAyHapoAHOro cTaHfapTa
HaxoauTcs B GefiepansHOM UHOPMaLMOHHOM (hOHAE TEXHUYECKUX PETMAMEHTOB U CTaHLapToB.
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