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Mpeancnosue

1 NOAIrOTOBJIEH ®eaepanbHbiM GLOMKETHLIM yupexaeHuem «KOHCynbTaunoHHO-BHEAPEHYeCKas
dupma B 06nacTu MexayHapoaHoi ctanaaptusauun u ceptucpukaummn «dupma «MHTEPCTAHOAPT» Ha oc-
HOBE COOCTBEHHOIO NepeBoa Ha PYCCKUI SA3bIK aHITMOA3bIYHON BEPCUKM CTAHAAPTA, YKa3aHHOTO B NYHKTE 4

2 BHECEH TexHuueckum komuteTom no cranaaptusauyum TK 58 «PyHkuMoHanbLHas 6e30nacHOCTb»

3 YTBEPX/EH 1 BBEJEH B OEVNCTBWE Mpukasom degepanbHOro areHTCTBa N0 TEXHUYECKOMY pe-
rynupoBaHuto n Mmetponorum Poccum ot 28 gekabps 2015 r. Ne 2220-ct

4 Hacroawmi ctaHaapT MageHTUYeH mexxagyHapogHomy ctadgapty IEC 61784-3:2010 «[pombILINEHHbIE
cetu. Mpodunu. Yactb 3. PyHKUMOHaNbHasa 6€30NacHOCTb NONEBbIX LWKH. O6WMe npaBuna u onpeaeneHus
npoduneny (Industrial communication networks — Profiles — Part 3: Functional safety fieldbuses — General
rules and profile definition, IDT).

MexxayHapoaHblIii cTaHgapT paspaboTaH TexHuy4eckum komutetom IEC 65C.

Mpu npuMeHeHun HaCToSALLEro cTaHaapTa PEKOMEHAYETCA UCMONb30BaTb BMECTO CCbINOYHbIX MEXAYHa-
POAHLIX CTAaHAAPTOB COOTBETCTBYIOLME UM HaUMOHarbHble cTaHaapTbl Poccuiickon ®egepauumn, csegeHna o
KOTOPbIX MPUBEAEHbI B AONONMHUTENBHOM NpunoxeHuu JA

5 BBEJEH BIEPBbIE

lpasuna npumeHeHuUs Hacmosuwezo cmaHdapma ycmaHoerneHsl 6 TOCT P 1.0-2012 (pasden 8).
UHbopmauusa 06 usmeHeHuUsX K Hacmosuwemy crmaH0apmy ny6nukyemcs 8 200080M (110 COCMOSHUKO Ha 1 siH-
8aps mekyuiezo 200a) UHhopMayUOHHOM yKa3amere «HayuoHarnbHble cmaHdapmbly», @ MeKem u3MeHeHuld
U r1onpasoK — 8 exxeMecsayHoM yKadamene «HayuonansHbie crmaHdapmbl». B criydae nepecmompa (3ameHbl)
unu ommeHbl Hacmosuwie2o cmaHdapma coomeemcemesyowiee ysedomreHue bydem onybruKkoeaHo 8 exeme-
CAYHOM UHGhOPMaYUOHHOM yKa3amerne «HayuoHaneHbie crmaHlapmbi». Coomeememsyrowias uHgopmayus,
yseldomrneHUe U meKkcmbl pasmewlaromes makxe 6 UHQOPMaUyUOHHOU cucmeme obujeeo rnosnb3oeaHus —
Ha oghuyuanbHom calime dedepanbHO20 azeHmemea o MexXHU4YeCKOMy pez2yniupoeaHuro U Memponoauu
cemu ViumepHem (www.gost.ru)

© CraHpaptuHcopm, 2016

HacTosilwmin ctTaHaapT He MOXKET ObiTb NMOMHOCTBIO UMK YaCTUHMHO BOCMPOU3BEAEH, TUPAXXMPOBAH U pac-
NPOCTPaHEH B kayecTBe odmLmanbHoOro usgauus 6es paspeluesuss deaepanbHoOro areHTCTea no TeEXHUYECKOo-
MY PETYNMPOBAHUIO N METPONOrn
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BBeaeHue

Oo6LwwKe nonoxeHus

CraHgapt M3K 61158, nOCBALLEHHbIN NONEBbIM LUKHAM, BMECTE C COMYTCTBYIOLLUMMU EMY CTaHAapTamu
MO3K 61784-1 n M3K 61784-2 onpeaensietr Habop NPOTOKOSOB nepeAayvn AaHHbIX, KOTOPbie NO3BOMAKT OCY-
LLUECTBNATb pacnpeseneHHoe ynpasneHue NpunoXxeHusiMu asTomaTusaumn. B HacTasLee BpeMa TeXHonorus
MONEBLIX LUMH UCMONb3YeTCA AOCTAaTOMHO LUMPOKO U xopowo cebs 3apekomeHaosana. MIMEHHO NosTomy ee
MoKa eLLe He CTaHAapTU3UPOBaHHbIE MPUMEHEHUS MOABASAIOTCA BO MHOMMX 00nacTsx, Takux Kak CUCTEMbI pe-
anbLHOro BPEMEHM, CUCTEMBI, CBA3aHHbIE C 6E30NaCHOCTLIO U 3aLLMTOMN.

HacToswumit ctaHaapT paccMaTpuBaeT BakHblE€ NPUHLMMBI PYHKLUMOHANBHON 6E30NacHOCTU KOMMYHMU-
Kauuin, Ha OCHOBE NoAXoAa, NPeACTaBnNeHHOro B Kommnekce craHaapTos MOK 61508, u onpenenset HECKOnb-
KO KOMMYHUKALIMOHHBIX YpOBHel 6e3onacHocTu (Npodhunen u COOTBETCTBYIOLLMX NPOTOKOMOB) HA OCHOBE NPO-
dunen nepeaayn 4aHHbIX U YPOBHEW NPOTOKONOB, ONUCaHHbIX B MOK 61784-1, MOK 61784-2 1 B komnnekce
cTaHpaptoB MOK 61158. Hacrosiuumii ctaHaapT He paccmaTpuBaeT BONPOCHI 911eKTpobe3onacHoCTh N NCKPo-
Ge3onacHocTH.

Ha pucyHke 1 npeacraBneHa CBA3b HACTOSILLEro CTaHhapTa ¢ COOTBETCTBYIOLUMMU CTaHAapTamMu, NOCBs-
LLEHHbIMU DYHKLMOHaNbLHOM 6e30NacHOCTU 1 NOMEBLIM LUMHAM B CpeAe MaLuMHHOro 060pyaoBaHus.

Ha pucyHke 2 npeacraBneHa CBA3b HACTOSALLEro cTaHhapTa C COOTBETCTBYIOLLUMMI CTaHAApTaMu, NOCBS-
LLEHHbIM (DYHKLIMOHanbLHOM 6e30nacHOCTM U MOMEBLIM LUMHaM B 06nacTu NpOMBILLIIEHHbIX NPOLECCOB.

KoMMyHUKaLUMOHHbIE YPOBHU 6e30NacHOCTU, peanv3oBaHHbIE Kak YacTu CMCTeM, CBA3aHHbIX ¢ 6esonac-
HOCTbI0, B cooTBeTCTBUM ¢ MOK 61508, 06ecneunBaor He06xoauMy0 4OCTOBEPHOCTL NpU nepeaayve coobLue-
HUIN (MHOpMaUMK) Mexay AByMsA u 6onee y4acTHUKamMu, UCMONb3YIOLWMMU NOMEBbIE LUMHLI B CUCTEME, CBS-
3aHHOIi ¢ 6e30MaCHOCTLIO, UMK XKe AO0CTAaTOYHYIO YBEPEHHOCTL B 6830MacHOM NOBEAEHUN NPU BO3HUKHOBEHUM
OLIMBOK UM OTKA30B B NMONEBON LLUMHE.

KOMMyHUWKaLMOHHbIE YPOBHM GE30MacHOCTH, ONpeaeneHHble B HAacTOsILEM cTaHgapTe, obecnevnsaior
YBEPEHHOCTL B TOM, YTO NOMEBbLIE LUMHbLI MOTYT MCMOMNb30BaTLCA B NPUMEHEHUAX, Tpebyowmx obecneveHue
(bYHKLMOHaNbHOM 6e30NaCHOCTU ANt KOHKPETHOrO YPOBHA NOSHOTLI (PYHKLUMOHanNbLHOW 6esonacHoctu (YIB),
ANSA KOTOPOro onpefeneH COOTBETCTBYIOLIMA eMy Npodunb KOMMYHUKaLUMK, YA0BETBOPAOLWMIA TpeboBaHu-
M hYHKLIMOHANbHON 6e30NacHOCTH.
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O603HaYeHuns:

J (>KenTblit) CTaHAapThbl, CBA3@HHbIE C 6E30MACHOCTbIO.
| (Fony6oi1) CTaHAapTbl, CBA3aHHbIE C NOEBLIMU LUMHAMM.
(BnepgHo-xenTblii) HacToswmiA cTaHaapT.

MpumMmeyvyaHne — MNoanyHKTbl 6.7.6.4 (BblcOKas CTeMeHb CNOXHOCTU) M 67.8.1.6 (HM3KasA CTENEHb CNOXHOCTUN
B M3K 62061 ycTaHaBnMBalT CBSA3b MexAay ypoBHeM 6e3onacHocTu (Kateropuein) n YMB.

PucyHok 1— CBa3b M3K 61158-3 ¢ gpyrumu ctaHgapTamu (MalnHHOE 060pyaoBaHue)

W
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M3K 61496
DYHKLUN } M3K 61800-5-2 MCO 10218-1
6e3onmacHocTH, E’Y:a 2:: E;lcl:;i 6 DyHKUMN TpeboBaHus
Hanpumep Hm? e 6e30nacHoCcTu 6e3onacHocTu
CBETOBble NS Np1BO/OB ANs po6oToB
3aBechbl
M3K 61784-4
3almeHHocTb M3K 62443
o 3awuieHHocTb
(cneundmyeckuii 6
ANA Npodonns) (06was vacte) CM. cTaHAapThbl 6€30MNacHOCTY 415 MALWHHOTO 060PYA0BaHUS
n (pucyHok 1).
M3K 61784-5 5K 61918 CTaH,qaprI TakKxe ,D,eVICTBI/ITeI'IbHH ana nepepa6aTb|Ba|0Lu,el7|
M3K 6191
Eg';%igﬂgig PYKOBOACTBO MPOMbILLTEHHOCTU Tam, r4e BO3MOXHO UX NPUMEHEHUE.
(cneundmyeckuii fo ycTaHoBKe

ANS NpocuMns) (o6wwas yacTb)

M3K 61326-3-2a>

M3K 61784-3 VicnbiTaHne 3MC u ©6
Mpodhunu hyHKLMOHANBHOW
6e3onacHocTu
KOMMYHMKauuii
CLA
ISA-84.00.01
M3K 61508 seriesb) Eg yactu = .
DYHKLMOHANbHAS MOAVHMLINPOBAHHbII
Mg:?gliéisflz M3K 61508 6e30nacHoCTb (PB). M3K 61511)
" DyHKUMOHAbHAS VIHCTpyMeHTa/IbHbIe CUCTEMbI
ﬂogisn;c;z;m:n;ﬁ?x Il%?;:g:m 6esonacHocTb (®B) 6e30MacHOCTM 419 cekTopa
p (6a30Bbilt cTaHaapT) nepepaGaTtbiBaowelt ®Pr. VDI 2180
ynpasnenna NPOMBILLIAIEHHOCTY Yactn 1-4
O603HaveHns:

(>KenTbin) CTaHaapTbl, CBA3aHHbIe ¢ 6e30NacHOCTbLIO.
(Fony6oii) CtaHAapTbl, CBA3aHHbIE C NONEBbIMY LWWHAMMW.

(BnepHo-xenTblil) HacTosAwmin ctaHgapT.

anOna ycTaHOBJ/IEHHbIX 3/1eKTPOMArHUTHbIX cpef. B npoTuBHom cnyvyae M3K 61326-3-1.
"PatnduumnposaH EH.

PrucyHok 2 — CBaA3b M3K 61158-3 ¢ Apyrumun ctaHgaptamu (MpOMblLlIIEHHbIE NPoLecchl)

PesynbTupytowmin YMNb6, 3asaBnsaemsiini gna cMcTeMbl, 3aBUCUT OT peanusaynn Bbl6paHHOro npodunasa Kom-
MyHUKaLun, yagosneteopsatLwero TpeboBaHuaM PyHKLMOHANbHON 6e30NacHOCTU, BHYTPW 3TOW cucTembl. Ho
peanusaynmn npodunaa KOMMyHUKaLUK, y40BNEeTBOPSAIOLLEro Tpeb6oBaHMAM PYHKLMOHANbHOV 6e30nacHocTu, B
CTaHg4apTHOM YCTPOMCTBE He J0CTaTOYHO AJ1S1 TOr0, YTO6bl YCTPONCTBO cuMTanocb 6e30nacHbIM yCTPONCTBOM.

HacToawmini ctaHgapT onucbiBaeT:

- OCHOBHbIE MPUHUMNLI peanusayun TpeboBaHnt koMmnaekca ctaHgapToB M3OK 61508 ans cBsA3aHHONM C
6e30MacHOCTbIO Nepefayn gaHHbIX, BKOYas BO3MOXHble cb6oun nNpu nepegave gaHHbIX, Mepbl MO yCTpaHeHunto
HeucnpaBHOCTER u hakTopbl, BANAOLWME HA NOMHOTY AaHHbIX;

-MHAVMBUAYaNbHblE onucaHua npoduneit, yaoBneTBoOpAwWUX TpeboBaHUAM (YHKUMOHaNbHON 6e3-
onacHOCTW, A/ HEeCKONIbKUX ceMeincTB npodunein nepepayn faHHbIX, NpeacTaBfeHHblx B MOK 61784-1 u
M3K 61784-2;

- pacwupeHns ypoBHsa 6e3onacHOCTU A0 cnyx6 nepefayun faHHbIX U pa3fesioB NPOTOKO/IOB B cTaHAap-
Tax komnsiekca M3K 61158.

Vil
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MareHTHasa aeknapauus

MexayHapoaHblii anekTpoTexHudeckuin kommtet (MOK) obpaluaer BHUMaHWe Ha To, YTO cobnioae-
Hue TpeboBaHWIl HACTOSLLEro CTaHAapTa MOXET BKIIOYaTb MCMONb30BaAHWE MaTeHTOB, OTHOCALLUMXCA K Npo-
hunsam KOMMYHUKaLUiA, COOTBETCTBYIOLUMX TpeBoBaHUAM (DYHKLMOHanNbHOW 6e30nacHOCTU, OMUCAHHbLIM B
M3K 61784-3-1, MOK 61784-3-2, M3OK 61784-3-3, M3K 61784-3-4, MOK 61784-3-6, M3K 61784-3-12,
M3K 61784-3-13, MOK 61784-3-14.

MO3K He 3aHuMaeTcs noaTBepxaeHUneM 060CHOBAHHOCTHW, NOATBEPXKAEHMEM COOTBETCTBUA U 06NacTbio
NPUMEHEHUSA NpaB AaHHbIX MaTEHTOB.

MpaBoobnagartenu Ha gaHHble naTeHTbl 3aBepunu M3K, 4To OHM rOTOBbI PACCMOTPETbL UCMONb30BaHUE
NULUEH3UIA Ha Pa3yMHbIX U HE AUCKPUMUHALMOHHbIX YCIOBUSX U MOSIOKEHUSAX C 3asABUTENSIMU NO BCEMY MUPY.
Takue 3asBneHua obnagarenen npae Ha AaHHbIE NaTeHTbl 3aperncTpupoBaHsbl B MOK.

MpuMeyaHue — [leTanu nNaTeHTa ¥ COOTBETCTBYIOLLIAS KOHTAKTHas MHGOPMALMS MOXeT BbiTb HailgeHa B
M3K 61784-3-1, MGK 61784-3-2, MOK 61784-3-3, MOK 61784-3-4, MOK 61784-3-6, MOK 61784-3-12, MOK 61784-3-13
n MBK 61784-3-14.

VIl
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HALMWOHANBbHBIN CTAHOAPT POCCMNCKOW OEOEPALUMN

MpoMbiwneHHbIE CeTU
nPO®UNN
Yactb 3

®DyYHKUMOHaNbHaA 6e3onacHOCTb NoseBbIX WHUH. O6WMe npaBuna n onpeaeneHua npodunen

Industrial communications networks. Profiles. Part 3. Functional safety fieldbuses. General rules and profile definitions

Oata BBegeHusa — 2016—11—01

1 ObnacTtb NpMMeHeHusA

Hacrosilumit cTaHaapT paccmaTpuBaeT HEKOTOPbIE O6LIME NPUMHLMNLI, KOTOPLIE UCNONL3YIOTCA NpU nepe-
Aaye CBA3aHHbIX ¢ 6€30NacHOCTLI0 COOBLLEHNI MeXay Y4acTHUKaMKU pacnpeaesieHHON CETU, NPUMEHSI TEXHO-
NOrMIO NONEBLIX LUMH B COOTBETCTBUM € TpeBGosaHuamu komnnekcal) MOK 61784, ansa obecneuyeHns QyHKLMO-
HanbHoM 6€30NaCHOCTM. STM NPUHLMNBLI MOTYT ObITb MCNOSIL30BaHbI B PA3NUYHbIX MPOMBbILLNIEHHbLIX TPUMEHEHUAX
TakKuX, KaK ynpaBneHue npoueccamu, asTomaTmusaumns npomM3BoacTBa U MalUMHHOE 060pyaoBaHKe.

HacToswmi cTaHgapT yCcTaHaBMMBAET HECKONbKO npodunein KOMMyHUKaLMI, YA0BNETBOPAIOLLMNX Tpe-
6oBaHUsIM pYHKUMOHANbLHON 6e30nacHOCTM, HA OCHOBE YPOBHEN NPodunein KOMMyHUKALUMIA U YPOBHEN NpPO-
TOKOMa TEXHOMOIMI NOMEBbIX LWMH, NpeacTaBneHHbix B MOK 61784-1, MOK 61784-2 n komnnekce MOK 61158.

MpumeyaHuns

1 MoryT cyllecTBoBaTE fpyrne cucteMbl KOMMYHUKaLWiA, cBsA3aHHbIe ¢ 6@30MacHOCTLIO, COOTBETCTBYIOLLME Tpe-
6oBaHuaM MOK 61508, koTopble He Bbinn BKIOYEHE! B HACTOSALLWIA CTaHAapT.

2 HacrosilWwuii cTaHaapT He 3aTparmsaeT BONPOCk! 3rekTpo6es3onacHOCTU U uckpobesonacHocTU. AnekTpobeso-
MacHOCTb CBsi3aHa C yrpo3amMu, TakMMmn Kak SneKkTpuYeckuii LWok. MickpobesonacHocTb cBsizaHa € yrpo3amu, OTHOCALLM-
MWCS K BOSMOXHBIM B3pbiBam B aTMocdepe.

Ha Toi unu nHoW cTagmm XXU3HEHHOTO LMKIa BCE CUCTEMbI NMOABEPraloTCs HECAaHKLIMOHUPOBAHHOMY A0-
cTyny. Heo6xoaMmo npegycMmarpuBarb AONOMHUTENBHbIE MEPbI A4NS 3aLluThl MOBOro ceaA3aHHOro ¢ 6esonac-
HOCTbIO NMPUMEHEHUS, YTOObI 3aLMTUTL CUCTEMbI MOMEBbIX LUMH OT HECAHKLIMOHMPOBAHHOIO AocTtyna. Kowm-
nnekc craHgapros M3K 62443 paccmarpuaeT MHOrO nogobHbIx npobnem. CBsA3b HACTOALEr0 cTaHaapTa ¢
MO3K 62443 nogpobHO paccMOTpeHa B NOCBALLEHHOM €My nogpasaene HacTosLWEero craHgapra.

MpumevyaHus

1 [donorHuTenbHbIe, XapaKkTepHble ANA Npodunsa TpeboBaHUA K 3awuTe UHopMaLum MoryT BbiTb Takxke YCTaHOB-
neHsl B MOK 61784-4 [10].

2 B COOTBETCTBUMM C HaCTOALWMM CTaHAAPTOM peanu3auuu B YCTPOWCTBE Npoduns KOMMYHUKaLuW, yaoBneT-
BOpStoLLErO TPebGoBaHUAM PYHKLMOHANBbHON 6€30NacHOCTH, He AOCTaTOMHO AN TOro, YTO6bl YCTPOWUCTBO CHUTANOCh
6e3onacHbIM, kKak onpefeneHo B KOMNNekce ctaHgapTos M3K 61508.

3 Pesynetupytowuii YIB, 3asasnaemblii 4Na CUCTEMBI, 3aBUCUT OT pearnusaLum BbiIbpaHHOro npoduns KOMMYHK-
Kauuu, yooBrneTBopsaoLwero TpeboBaHUAM (yHKUMOHaNbHOW 6e30nacHOCTM, BHYTPU 3TOW CUCTEMBI.

2 HopmaTuBHbIe CCbINKU

B HacTOALIEM CTaHAapTE UCNOSMb30BaHbl HOPMATUBHLIE CCbISIKM HA CIIEAYIOLLME MEXAYHAPOAHLIE CTaH-
[apThl U JOKYMEHTHI (415 AaTUPOBAHHbIX CChINTOK CREAYET NCNONbL30BAaTh yKasaHHOe U3faHue, Ana HeaaTupo-
BaHHbIX CCbINOK — MOCNEAHEE U31aHNE YKA3AHHOTO IOKYMEHTA, BKIIOYasi BCE MOMPaBKU K HEMY):

1) Nanee B HacToALEeM cTaHgapTe ucnonbayetcs «M3OK 61508» BmecTo «koMmnekc MOK 61508».

M3pnaHune oduuymansHoe
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IEC 61131-2, Programmable controllers — Part 2: Equipment requirements and tests (MOK 61131-2
MporpammMupyeMble KOHTponnepbl. YacTb 2. TpeboBaHus k 060pyAOBAHMIO U TECTAM)

IEC 61158 (all parts) Digital data communications for measurement and control — Fieldbus for use in in-
dustrial control systems (M3K 61158 (Bce uacrtu) Nepeaaya L poBbIX AaHHBIX A UIMEPEHUA W YNPABREHUS.
Monesas WwMHa ANsi CUCTEM ABTOMATMYECKOTO PEryNUpPOBaHUS U YNPABIEHUS TEXHONOTMYECKUMI NpoLeccamm)

IEC 61326-3-1, Electrical equipment for measurement, control and laboratory use — EMC require-
ments — Part 3-1: Immunity requirements for safety-related systems and for equipment intended to perform
safety-related functions (functional safety) — General industrial applications (MOK 61326-3-1 3nekTpoobopy-
AOBaHue Ans usMepeHud, ynpasneHus u naboparopHoro ucnons3opaHund. Tpebosanua SMC. Yactb 3-1. Tpe-
B0BaHMA YCTOWYMBOCTM ANS CUCTEM, CBSI3AHHBLIX C 6€30MaCHOCTLIO, U 060pYA0BaHMA ANA BbIMONHEHNSA PyHK-
LU, CBA3AHHbIX C 6e30MacHOCTbIO (PyHKLUMOHAaNbLHast 6e30nacHOCTb). OBLEeNnPOMBbILLIIEHHOE NPUMEHEHMNE)

IEC 61326-3-2, Electrical equipment for measurement, control and laboratory use — EMC require-
ments — Part 3-2: Immunity requirements for safety-related systems and for equipment intended to perform
safety-related functions (functional safety) — Industrial applications with specified electromagnetic environment
(M3K 61326-3-2 OnektpoobopyaoBaHue AN U3MEPEHUs, ynpaeneHus U nabopaTtopHOro UCrnonb3oBaHus. Tpe-
6oBaHusa OMC. YacTtb 3-2. TpeboBaHUs1 YCTOMYMBOCTM ANSA CUCTEM, CBA3AHHbIX C 6€30MacHOCTLIO, U 060pyaAo-
BaHUSA ANA BbINOSHEHMSA DYHKUWIA, CBA3AHHbIX ¢ 6€30nacHOCTbIO ((DyHKUMOHanbHas 6e3onacHocTb). ObLe-
NPOMBILUNEHHOE NPpUMeHeHKe. OBLIME NPOMBILLMEHHbIE NMPUMEHEHUS B 3a4aHHON 3NEKTPOMArHUTHONM Cpeae)

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic safety-related
systems (MK 61508 (Bce uactun) GyHkUMOHaNbHasA 6e30MacHOCTb CUCTEM SNEKTPUUECKUX/IMNEKTPOHHBIX/MPO-
rPamMMUpPYEMbIX SNMEKTPOHHLIX, CBA3aHHbIX C 6@30NacHOCTbIO)

IEC 61508-1:2010, Functional safety of electrical/electronic /programmable electronic safety related sys-
tems — Part 1: General requirements (M3K 61508-1:2010 ®yHKUMOHaNbHas 6€30MacHOCTL CMCTEM SNEKTPUYE-
CKknx/ ANEKTPOHHBIX/NPOrpaMmMmMpyeMbIX 3NEKTPOHHBIX, CBA3aHHbIX ¢ 6e30MacHOCTLI0. YacTb 1. Obwme TpeboBaHuA)

IEC 61508-2, Functional safety of electrical/electronic/programmable electronic safety-related sys-
tems — Part 2: Requirements for electrical/electronic/programmable electronic safety related systems
(M3K 61508-2 ®dyHKuMOHanbHasA 6e30MacHOCTb CUCTEM JMEKTPUYECKUX/OMNEKT POHHBLIX/MPOrpaMMUpyEMbIX
3NEKTPOHHBIX, CBA3AHHLIX C 6e30nacHOCTbI0. YacTb 2. TpeboBaHus k cucTemam)

IEC 61784-1, Industrial communication networks — Profiles — Part 1: Fieldbus profiles (M3K 61784-1
MpombiwneHHble cetu. Mpodunu. Hacte 1. MNpodunu nonesbIX LWWH)

IEC 61784-2, Industrial communication networks — Profiles — Part 2: Additional fieldbus profiles for
real-time networks based on MICO/M3K 8802-3 (M3OK 61784-2 MpombiuneHHbie cetu. MNpodunu. Yacts 2.
JononHutenbHble NPOcunu NONEBLIX LWKMH ANsi ceTel peanbHOro BpeMeHu, Ha ocHose MCO/M3K 8802-3)

IEC 61784-3-1, Industrial communication networks — Profiles — Part 3-1: Functional safety fieldbus-
es — Additional specifications for CPF 1 (M3K 61784-3-1 MNMpomMbiwneHHbie ceTu. Mpodunu. Yactu 3-1. GyHk-
uuoHanbHas 6e30nacHOCTb NONeBbIX WKH. [lononHutensHble cneundukauum ans CPF 1)

IEC 61784-3-2, Industrial communication networks — Profiles — Part 3-2: Functional safety fieldbus-
es — Additional specifications for CPF 2 (M3K 61784-3-2 NpoMbiwneHHbie ceTu. Mpodunu. Yactu 3-2. SyHk-
uuoHanbHan 6e30nacHOCTb NOMNEBbLIX WKH. [lononHuTenbHble cneundukauum ans CPF 2)

IEC 61784-3-3, Industrial communication networks — Profiles — Part 3-3: Functional safety fieldbus-
es — Additional specifications for CPF 3 (M3K 61784-3-3 MpombliwwneHHbie ceTu. Mpodunu. Yactu 3-2. SyHk-
LUuoHanbHasa 6e30nacHOCTb NONEBLIX WKH. JononHuTenbHble cneyudukauum ans CPF 3)

IEC 61784-3-6, Industrial communication networks — Profiles — Part 3-6: Functional safety fieldbus-
es — Additional specifications for CPF 6 (M3K 61784-3-6 MpombiwwneHHbie ceTu. Mpodunu. Yactu 3-6. SyHk-
LuoHanbHan 6e30nacHOCTb NONEBbLIX WKH. [lononuTenbHbie cneuudukauumn ans CPF 6)

IEC 61784-3-8, Industrial communication networks — Profiles — Part 3-8: Functional safety fieldbus-
es — Additional specifications for CPF 8 (M3K 61784-3-8 MpombiwneHHble ceTu. MNpodmnu. Yactu 3-8. dyHk-
LiMoHanbHas 6e30MacHOCTb NONEBbIX LWKMH. JononHuTenbHble cneuudukauum ans CPF 8)

IEC 61784-3-12, Industrial communication networks — Profiles — Part 3-12: Functional safety fieldbus-
es — Additional specifications for CPF 12 (M3K 61784-3-12 MpomeiwuneHHble cetu. Mpodunu. Yactu 3-12.
®yHKUMOHaNbHaa 6e30nacHOCTb NoneBbIX LWKMH. JlononHuTensHble cneuudukauuu ans CPF 12)

IEC 61784-3-13, Industrial communication networks — Profiles — Part 3-13: Functional safety fieldbus-
es — Additional specifications for CPF 13 (M3K 61784-3-13 MpombiuneHHbie cetu. Mpocumnu. Yactu 3-13.
dyHKUMOHanNbHaa 6e30nacHOCTb NONEBLIX LWMH. [lononHuTensHble cneuudukauun ans CPF 13)

IEC 61784-3-14, Industrial communication networks — Profiles — Part 3-14: Functional safety fieldbus-
es — Additional specifications for CPF 14 (M3K 61784-3-14 MNMpombineHHbie cetu. Mpocunu. Yactu 3-14.
®yHKUMoHanNbHas 6e30MacHOCTb NONEBLIX LUMH. [lononHuTenbHble cneuvdukauun ana CPF 14)

2
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IEC 61784-5 (all parts), Industrial communication networks — Profiles — Part 5: Installation of fieldbus-
es — Installation profiles for CPF X (M3K 61784-5 (Bce yacTtu) MNpomblwneHHbie cetu. Mpodunu. Yacts 5.
YcraHoBka nonesbix WuH. Npodunu ycraHosku ans CPF X)

|IEC 61918, Industrial communication networks — Installation of communication networks in industrial
premises (MIGK 61918 MpombIluneHHble CETU. YCTAHOBKA CETEN CBA3W B NPOMBILLMEHHbIX MOMELLEHUSIX)

IEC 62280-1:2002, Railway applications — Communication, signalling and processing systems —
Part 1: Safety-related communication in closed transmission systems (M3K 62280-1:2002 »Kene3Hble 4OPOry.
Cucrembl CBA3W, curHanu3auum u obpaboTkn AaHHbIX. YacTb 2. DKCTPEHHAs CBA3b B OTKPLITbIX CUCTEMAX
nepega4un. Yactb 2. O6ecneyeHne 6€30MNacHOCTU CBA3M B 3aKPbITbIX CUCTEMAX NEPEaqn)

IEC 62443 (all parts), Industrial communication networks — Network and system security (MOK 62443
(Bce yacTtu) MNpomblILLnEeHHbIe ceTU. 3alULLEHHOCTb (knbepbe3onacHOCTb) CETU U CUCTEMBI)

3 TepMuHbI, onpeaeneHnsa N coKpaw,eHus

3.1 TepMuHbI U onpeaeneHus

B HacToqiLeM cTaHpapTe NpUMEHEHbI CneayoLlmue TEPMUHBI C COOTBETCTBYIOLLIMMU ONpeaeneHuaMu:
3.1.1 O6GwWenpuHATLIE TEPMUHLI U ONpeaesieHunA
3.1.11

abcontTHaa MeTka BpemeHu (absolute time stamp): MeTtka BpemeHu, npuBsizaaHHas K rmobanbHOMY
BPEMEHMU, KOTOpas ABNAETCs 00LWeNn ANs rpynnbl yCTPOWCTB, UCNOSb3YIOLLUX MONEBbIE LUMHBI.
[M3K 62280-2, moandunumnposaHo]

3.1.1.2 rotoBHOCTb (availability): BepoATHOCTb TOro, 4TO B TEUEHUE 3aAHHOIO NPOMEXXYTKA BPEMEHU B
aBTOMAaTU3NPOBAHHON CUCTEME HE HAbnaaeTca HEMCNPaBHbLIX COCTOSIHUIA B CUCTEME, NPUBOASALLMX K NoTepe
npou3BOAUTENBHOCTHU.

3.1.1.3 yepHbIK kaHan (black channel): Kanan cB3u, Ans kOTOPOro OTCYTCTBYIOT AOKa3aTesnbCTBa Toro,
YTO NPOEKTUPOBAHWE U NOATBEPKAEHNE COOTBETCTBUSA ObINK BbINOMHEHLI B COOTBETCTBUM ¢ MOK 61508.

3.1.1.4 mocT (bridge): AGCTpakTHOE YCTPOWCTBO, COEAMHSIIOLLEE MHOFOYMCIIEHHBIE CETMEHTbI CETH ANA
BCEro YPOBHA KaHana nepegavu gaHHbIX.

3.1.1.5 kaHan cBA3n (communication channel): lornueckoe coeauHeHue Mmexay ABYMS OKOHEYHbIMM
TOYKaMMU B KOMMYHUKaLMOHHON CUCTEME.

3.1.1.6 KOMMYHUKaLMOHHas cucTtema (communication system): Cucrema (yCtpomcTeo), cocroauwas u3
TEXHUYECKUX CPEACTB, MPOrpaMMHOro obecnedYeHns u cpeabl pacnpocTpaHeHusl, kotopas obecneynBaer nepe-
aadvy coobLueHuin (npuknagHoii yposeHb no MCO/M3K 7498) oT 04HOr0 NpUnoXeHusi Apyromy.

3.1.1.7 coepuHeHue (connection): lornyeckoe CBA3bIBaHWE MEXAY ABYMS NPUKNAAHLIMU 0ObLEKTAMU B
OfHOM UMK B pasHbIX YCTPOINCTBAX.

3.1.1.8 UMKNMYeCcKui KOHTpornb U3bbiTtouHocTn (Cyclic Redundancy Check, CRC): MNonyyaemblie u3
6noka AaHHbIX (3Ha4eHUI) U3BLITOYHBIX AAHHbLIX, KOTOPbIE 3anOMUHAKOTCS U NepeaaroTcsl BMecTe ¢ aTum 6ro-
KOM AaHHbIX, A5 06HaPY>XEHUA UCKaXKEHWA AaHHbIX. MNpoueaypa (METoA), UCNONb3YIOLLAACA ANS BbIMUCTIEHUS
n30bITOYHbIX AAHHBIX.

MpumMeyaHuns

1 Tepmunbl «CRC koa» u «CRC noanucby» n o6o3HaqeHns Takue, kak « CRC 1» n «CRC 2», Takxe MoryT npume-
HATLCSA B HACTOSLLEM CTaH4apTe B OTHOLWEHUN N3BLITOMHBIX JaHHbIX.

2 Cm. Takxe [29], [30].

3.1.1.9
pasHoo6pasue (diversity): PaanuuHbie cpeactsa BhinonHeHus Tpebyemon pyHKLMK.
Il punMedaHne — PasHoo6pa3Me MOXET JOCTUraTbCA UCMONb30BaHUEM Pas3nn4HbIX qJVIGI/IHeCKVIX MeTo40B

UNK Pa3NNYHLIX NOAXOA0B K MPOEKTUPOBaHNUIO.
[M3K 61508-4:2010]

3.1.1.10

owubka (error): PacxoxaeHue Mexay BblYUCHEHHbIM, HAabnNogaeMbiM UM U3MEPEHHBIM 3HA4YEHUEM
Unu yCrnoBnemM n UCTUHHbIM, YCTAHOBIEHHbIM UIM TEOPETUYECKU BEPHBIM 3HAYEHNEM UMW YCITOBUEM.
[M3K 61508-4:2010], [M3K 61158]
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MpumMeyvaHus

1 OWmMBKW MOTYT BO3HWKHYTb BCie CTBUE OLUIMGOK NPoeKT1poBaHWs annapaTHLIX CPeACTB / nporpaMmmMHoro obecneve-
HWS W/UNK BCnepcTBUE NCKaXeHUs AaHHbIX, BbI3BAHHOMO 2NEKTPOMarHUTHEIMU NoMexaMu W/unm 4pyrumu Bo3aedCcTBUAMM.

2 OwubkmM He oba3aTenbHO ABNSATCA MPUYMHON OTKa30B Unu c6oes.

3.1.1.11

oTkas3 (failure): MpekpaLyeHne cnocoBHOCTU hYHKLIMOHANBHOIO 6r10Ka BbIMOMNHATL HE0GX0AUMYIO CDYHK-
uuto Nmbo pyHKUMOHMPOBAHUE 3TOrO Broka mobbiM CNOCOBOM, OTAUYHBIM OT Tpebyemoro.

MpumevaHune — B M3K 61508-4 npuBeaeHo Takoe xe onpegeneHne, Ho AOMOMHEHO NpUMeYaHUAMM.

[M3K 61508-4:2010, moauduumposaHo], [MCO/M3K 2382-14.01.11, MoagupuLmMpoBaHo]

MpuMmedaHue — [IpUdMHOIA 0TKa3za MOXET CIyXUTb owmnbka (Hanpumep, Npobnema, cBsisaHHas ¢ NPOEKTU-
poBaHueM nporpaMmHoro obecneveHns/annaparHbiX CpeCTB UNU € HapyLWeHUeM npu nepegade coobLueHuid.
3.1.1.12

coon (fault): HeHopmanbHbIM pPeXxuM, KOTOPbIA MOXET Bbi3BaTb CHUXKEHWE UMM NOTEPI0 CNOCOOHOCTH
OYHKLMOHANbLHOTO 6r10Ka BbINONHATL Tpebyemyto (hyHKLMIO.

MpuMeyaHne — MexayHapoaHblii anekTpoTexHuieckuit cnosapb (191-05-01) onpegenset «cboii» kak
COCTOsiHWE, XapaKTeprnayemoe HeCNoCOOHOCTBIO BEINOMHUTL HEO6X0AUMYIO (DYHKLMIO, UCKIIoYas HeCnocoGHOCTb, BO3-
HUKaloLLYo BO BpeMs npodunaktuyeckux paboT unu Apyrx nnaHoBbIX MeponpusiTuii, nubo B pesynsraTe HefocTaTka
BHELLIHWX pecypcoB.

[M3OK 61508-4:2010, moauduumuposaHo], [MCO/MIK 2382-14.01.10, moanucdmumposaHo]

3.1.1.13 nonesas wwuna (fieldbus): KommyHukaumoHHas cucrema, OCHOBaHHAas Ha NOcneaoBaTeNbHON
nepegave AaHHbIX U NPUMEHSIOLIAACS B NPOMbILLIIEHHOW aBTOMAaTU3aUMM WU NPUNOXKEHUSX yNpaBneHus
npoueccamu.

3.1.1.14 cucrtema noneBbix wuH (fieldbus system): Cucrema, ucnonb3yroLwas NONEBYIO LUMHY C NOA-
KINIOYEHHbIMW YCTPOUCTBAMM.

3.1.1.15 kapp (frame): YnpoweHHbl cuHoHuM ana DLPDU (Bnok JanHbix MpoTtokona Kanana Mepe-
Aaun [aHHbIX).

3.1.1.16 nocnegoBaTenbHOCTL NpoBepku kaapa (frame check sequence, FCS): [lononHutenbHble
AaHHble, Nony4YeHHble AnA 6noka aaHHbix DLPDU (kagpa) ¢ noMoLwblo XeL-(yHKLMK, KOTOPbIE 3aNOMUHAIOT-
Csl U NepeaaoTcsl BMECTE C 3TUM BIOKOM AaHHbIX, AN 00HAPYXEHUA UCKAXKEHUS JaHHbIX.

MpuMevyaHusa

1 BHaueHne FCS MoxeT ObiTb nony4eHo, ucnonbays, Hanpumep, CRC unu apyryto xeL-gyHKLMIO.
2 Cm. Tarxe [29] v [30].

3.1.1.17

xew-cpyHkuma (hash function): (Maremartuyeckasn) dyHKuMA, kotopas npeobpasyer 3HaveHns us (se-
POSAITHO O4YeHb) GonbLuoro Habopa 3HaYeHUI B (0ObIYHO) MEHLLUMI AMANA30H 3HAYEHUIA.

MpumevyaHus

1 XeLU-byHKLIMN MOTYT NPUMEHSTLCA ANst OGHapYXEeHUA UCKaXEeHWUI AaHHbIX.

2 PacnpocTpaHeHHble Xell-pyHKLMK BKIIOHaOT B ¢e6a KOHTPONb YE€THOCTH, BbIMUCTIEHUE KOHTPOMbHOW CyMMBI
unu CRC.

[M3K/TO 62210, moaumumpoBaHo]

3.1.1.18 onacHocTb (hazard): CocrosiHue unu Habop yCnoBuii B CUCTEME, KOTOPbIE BMECTE C APYIUMMU,
CBSI3aHHbIMU C 3TUM, YCIOBUSIMU HEU3BEXXHO NPUBEAYT K NPUYMHEHWIO Bpeaa YeroBeKy, UMYLLECTBY UIN OKPY-
XarLlen cpeae.

3.1.1.19 Begyuee ycTpoicTBO (Master): AKTUBHbIN 0OBbEKT KOMMYHUKALIMK, CNOCOOHbIN MHULMUPOBATL
W yNpaensiTb BO BPEMEHW KOMMYHUKALIMOHHON AEATENbHOCTLIO APYIMX CTaHLMIA, KOTOpble MOryT ObiTb Kak
BeyLUMMU, TaK N BEAOMbIMU.

3.1.1.20

coobleHue (message): YnopaaoyeHHble NOCNeAoBaTENbHOCTU OKTET, NPeiHAa3HaYeHHbIe ANA nepe-
Aayn nHpopmaumu.

[MCO/M3K 2382-16.02.01, MoandpuumpoBaHo]
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3.1.1.21

NpUEMHUK coobLeHUn (message sink): YacTb KOMMYHUKALMOHHON CUCTEMBI, B KOTOPYIO, KaK Npeano-
naranocb, NOCTynarT coobLIeHus.
[MCO/M3K 2382-16.02.03]

3.1.1.22

MCTOYHMK COOBLIeHUA (message source): YacTb KOMMYHUKALIMOHHOM CUCTEMBI, B KOTOPOIA, kaK npea-
rnonaranocs, BO3HUKAIOT COOBLLEHNS.
[MCO/M3K 2382-16.02.02]

3.1.1.23 noxHoe cpabaTtbiBaHue (nuisance trip): JloxxHoe aBapuitHOe OTKIMIOYEHUE, HE NMPUYKHSIOLLEE
HMKaKoro Bpeaa.

Il pnmMevYyaHunue — B KOMMYHWUKaUWOHHBIX CUCTEMaX TaKuX, Kak CUCTeMbI 6eCI'IpOBO[J,HOl7I nepefadvn AaHHbIX
MOryT BO3HWKaTb BHYTPEHHNE aHOMallbHble OIJJM6KVI, Hanpumep, BcrieCctBmue CruLLKOM 6onbLIOro KonuyecTsa MOBTOPHbIX
NONBITOK NPW Hanu4nunm nomMmex.

3.1.1.24

ypoBeHb 6e3onacHocTm (performance level, PL): [ucKpeTHbIN ypoBEHb, NPUMEHSOLLMIACS ANS onpe-
AeneHnst CnocoBHOCTU CBA3AHHbIX C 6E30MaCHOCTLIO YacTell CUCTEMbI YNPaBMNEHNUSA BbIMOMHATb (DYHKLMIO
Be3onacHOCTM B 3apaHee npeanonaraemMbix yCnoBusX.

[MCO 13849-1]

3.1.1.25

3alWMTHOE CBEepPXHU3KOoe HanpsikeHue (protective extra-low-voltage, PELV): Snekrpuyeckas uens, B
KOTOPOW 3HAYEHUE HaNpPsKEHUS HE MOXKET NPEBbIWATL CPeAHEKBAAPATUYHOE 3HAYEHME NEPEMEHHOIO Ha-
nps>xkeHus B 30 B, nukoBoe HanpsixkeHne 42,4 B unu nocTosiHHOe HanpsbkeHue 60 B npy HOpManbHbIX YCNO-
BUAX U OAUHOYHOM 0606, 3a UCKINK4YEeHNnEeM KOPOTKOro 3aMmblkaHMA HaA 3eMIi0 B Apyrux uensx.

MpumeyaHune — BnekTpuyeckan yens PELV ananornyHa uenn SELV ¢ 3aluTHLIM 3a3eMneHneM.
[M3K 61131-2]

3.1.1.26

n30bITOYHOCTL (redundancy): CywiectBoBaHme Gonee 0aHOIO CPeACTBa BbINOMHEHUA HeoOXoauMoNn
dYHKLMKM unu npeacrasneHus tHdopmawumu.

NMpuMmevaHune —BMIK61508-4 Takoe xe onpefeneHne, HoO AONONHEHO NPUMEPOM U NPUMEHAHUAMN.
[M3K 61508-4:2010, moaucuumposaHo], [MCO/M3K 2382-14.01.12, moanchuuymposaHo]

3.1.1.27

OTHOCUTENbHAA BpeMeHHaA MeTKa (relative time stamp): MeTka BpemeHu, NpuBA3aHHaA K NOKanbHO-
My BPEMEHM 00beKTa.

MpuMevyaHne — B obLeM cnyyae He CyLLECTBYET CBS3W C Yacamu Apyrux oGbeKkToB.
[M3K 62280-2, mogucmunpoBaHo]
3.1.1.28

HageXxHocTb (reliability): BepoATHOCTL TOro, YT0 aBTOMATU3MPOBAHHAA CUCTEMA MOXET BbINONHATh
TpebyoLyloca (byHKLUIO B 3a[JaHHLIX YCANOBUAX HA NPOTSDKEHUU 3a4aHHOTO NPOMEXYTKa Bpemenu (1, 12).

MpumevyaHuns

1 MpUHATO cunTaTh, YTO aBTOMaTU3NPOBaHHAasi CUCTeMa B COCTOSIHUM BbIMOMHATL AaHHY0 TpebytoLytocst hyHKLUI0
B Hayane 3afjaHHOro NpoMexyTKka BpeMeHH.

2 MoHATHe «HaAEXHOCTUY TakKe UCNONb3yloTes ANA 0603HaYeHUs nokasaTens HageXHOCTU, U3MEPAEMOoro JaH-
HOW BEPOSITHOCTbLIO.

3 Ha npoTaxeHuun cpegHero BpeMeHU Mexay otkasamu (MTBF) unu cpegHero BpemeHnu go otkasa (MTTF) BeposT-
HOCTb TOrO, YTO @BTOMaTM3UpOoBaHHasA CUCTEMA BLINOMHUT TpeByIOLLyOCS (DYHKLWIO — YMEHbLUAETCS.

4 HagexxHOCTb OTNIUYaeTCa OT rOTOBHOCTW.

[M3K 62059-11, moancuumposaH]
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3.1.1.29
puck (risk): CoueTaHvne BepOATHOCTU COOLITUS NPUYMMHEHWA Bpeaa U THKeCTH 3TOoro Bpeaa.

MpumeyvyaHune — Bonee nogpobHo aTo NoHATHe obcyxaeTcs B NpunoxeHun A MOK 61508-5:2010.
[M3K 61508-4:2010], [MCO/M3K PykosoacTeo 51:1999, onpeaenexue 3.2]

3.1.1.30 KOMMYHMKaLIMOHHbIN ypOBeHb 6e3onacHocTH, KYB (safety communication layer, SCL): Ypo-
BEHb KOMMYHMKaLWUW, BKIOYAOLWMA BCE HEOOXOAUMbIE Mepbl AnA obecneveHna Ge3onacHol nepegaum mH-
dopmanum B cooTBeTCcTBUM C TpebosaHusamm M3K 61508.

3.1.1.31 6e3onacHoe coeguHeHue (safety connection): CoeauHeHue, kOTOpoe NPUMEHAET NPOTOKON
0e30MacHOCTM AN TPaH3aKunii KOMMYHUKALIUNA.

3.1.1.32 6e3onacHoO nepepaBaemble AaHHble (Safety data): [laHHble, nepegaBaemMblie Yepe3 besonac-
HYIO CE€Tb, UCMOSIb3YA NPOTOKON 6€30MacHOCTH.

M punmMmedyaHne — KOMMYHWKaLMOHHLIN ypOBEHb 6e30MacHOCTH He rapaHTupyert Ge3onacHOCTL camoit nHdop-
Mauun, a TONBKO TO, YTO OHa nepepaeTcA BesonacHo.

3.1.1.33 ycTpoircTBo 6e3onacHocTu (safety device): YCTponCTBO, CNPOEKTUPOBAHHOE B COOTBETCTBUU

¢ M3K 61508 u peanusyioLee npodunb KOMMyHUKaAUWUW, YAOBNETBOPAIOWMI TPE6OBAHUAM (DYHKLMOHANBHOMN
0e30nacHOCTH.

3.1.1.34

6esonacHoe cBepxHU3Koe HanpspkeHue (safety extra-low-voltage, SELV): Onektpuyeckas uenb, B
KOTOPOI 3HAYEHWUE HaNPsSLHKEHUS He MOXKET NPeBbILLaTh CPeAHEKBAAPATUHHOE 3HaYEeHe NePeMEeHHOro Hanps-
enus B 30 B, nukosoe HanpsbkeHne 42,4 B nunu noctosiHHOE HanpskeHne 60 B npu HOpMmanbHbLIX YCIOBUAX U
OAMHOYHOM cB0e, BKNoYas KOPOTKOE 3aMblkaHne Ha 3eMnio B Apyrux Lensx.

MpumedaHune — Llene SELV He nogcoefmHeHa K 3alUTHOMY 3a3eMNEHNIO.
[M3K 61131-2]

3.1.1.35 dbyHKkuma 6esonacHocTu (safety function): ®yHkumna, peanusyemas 3/3/MD (anekTpuyeckon,
SNEKTPOHHOW, NPOrpaMMUpPYEMON SNEKTPOHHOW) CUCTEMOM, CBA3AHHON C 6E30NacHOCTbIO, UMK APYTUMU Me-
paMu No CHWXKEHUIO pUCKa, NpeAHa3HAYEHHAA ANA AOCTWXEHUSA unu noaaepxaHusa 6e30nacHoOro CoCToSHUA
YO no OTHOLLUEHWIO K KOHKPETHOMY ONaCHOMY COOLITHIO.

Mpumeyvyanune — BMOBKE1508-4 Takoe Xe onpefeneHne, HO JONOMHEHO NPUMEPOM U NPUMEHaHNUEM.

3.1.1.36 Bpemsa peakuumn dyHkuum 6e3onacHocTu (safety function response time): Hauxyawee spe-
MS BbIMOMTHEHUS, Ha4YMHaloLeecs nocne cpabaTbiBaHWA faTumka cucteMbl 6€30NacHOCTU, NOAKIIIOYEHHOTO K
NoneBoN LUMHE, KOTOPOE MOXET MPONTM [0 TOrO, Kak OblNo AOCTUIHYTO COOTBETCTBYIOWEe Ge3onacHoe Co-
CTOSIHWE C MOMOLLbIO MCMOSNTHUTENBHOIO YCTPOICTBA 3TON CUCTEMbI 6€30MacHOCTU, NPU HanNU4YUM oWKNGOK UnNu
0TKa30B B KaHane pyHkuum 6e3onacHoCTU.

MpumMmevanune — [aHHasa KoHUenuus BeefeHa B 5.2.4 n peanuayeTca npodunem KOMMyHUKaLuu, yaoBneT-
BopsitoLMM TpeboBaHNUAM PYHKLUOHamNbLHOK 6esonacHOCT, onpeAeneHHbIM B HACTOALEM CTaHAapTe.
3.1.1.37

ypoBeHb NonHoOThbl 6e3onacHocTu, YINB (safety integrity level SIL): [AuckpeTHbIi ypoBeHb (NPUHK-
MaloLLMI OAHO U3 YETbIPEX BO3MOXKHbLIX 3HAYEHWIT), COOTBETCTBYIOLLMI ANANA30HY 3HAYeHUN NONHOTLI 6e3-
0NacHoOCTH, NPU KOTOPOM YPOBEHb NOSIHOTLI 6€30NaCHOCTM, paBHbIi 4, ABNAETCA HAUBLICLLUMM YPOBHEM MNOSI-
HOTbl 6€30NaCHOCTYU, a YPOBEHb MOSNHOTLI 6€30NaCHOCTU, paBHbIi 1, COOTBETCTBYET HAUMEHbLUEN NOSHOTE
Ge3onacHOCTH.

MpumeyvaHusna

1 LleneBble 3HaveHua oTtkasoB (cM. MOK 61508-4:2010, nyHkT 3.5.17) ANs YeTbipex ypoBHeN NonHoTel 6esonac-
HoCTH ykasaHbl B MOK 61508-1:2010, Tabnuubl 2 1 3.

2 YpoBHU nonHoTbl 6e30NacHOCTU UCMONL3YIOT NpU onpeaeneHnn TpeboBaHWi NONHOTHI 6830NacHOCTU ANA yHK-
Lt 6e30NacHOCTU, KoTopble AOIKHEI BbITb pacnpegeneHbl No 3/3/M3 cuctemaM, CBA3AHHLIM C 6€30NaCHOCTLIO.

3 YposeHb nonHoTbl 6esonacHocTu (YI1b) He ABNAETCA CBOWCTBOM CUCTEMBI, NOACUCTEMbI, ANEMEHTa UNKU KOMNO-
HeHTa. MpaBunbHaa UHTepnpeTauus gpasbl «YTE cncTembl, cBsizaHHON ¢ 6e30nacHOCTLI0, paBeH N» (e n =1, 2, 3
unu 4) o3HavaeT: cucTemMa NoTeHuMarnbsHo cnocobHa Kk peanusauuun dyHKUUA 6€30NacHOCTU ¢ ypOBHEM NONHOTLI 6e3-
OMNacHOCTW 10 3HAYEHURA, PaBHOIO N.

[M3K 61508-4:2010]
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3.1.1.38 mepa 6e3onacHocTu (safety measure): CpeacTBo ynpaBneHuss BO3MOXHbBIMU OLLUMOKAMU KOM-
MYHWKaLMiA, CNTPOEKTMPOBAHHOE U peanu3oBaHHOE B COOTBETCTBUM C TpeboBaHuamu MK 61508.

MpumevaHus

1 Ha npakTuke, Kak npaBuno, oGbefUHSAOT HECKONbKO Mep 6e30NacHOCTH ANs [LOCTUXEHUS Tpebyemoro ypoBHS
norHoTsl 6esonacHocTu.

2 OLMBKM KOMMYHUKaLMIA U CBSI3aHHBIE C HUMU Mepbl 6e30MacHOCTU NogpobHO paccMoTpeHbl B 5.3 1 5.4.

3.1.1.39 npunoxeHue, cBA3aHHOe ¢ Ge3onacHocTbio (Safety-related application): Mporpammel, pas-
paGoTaHHble B cooTBeTcTBUM ¢ MOK 61508 u yaosnereopsiowme TpebosanusamM YIB npunoxeHus.

3.1.1.40 cuctema, cBA3aHHaA ¢ 6e3onacHocTbilo (safety-related system): Cuctema, BblinonHsoLWasn
yHKLMI0 GesonacHocTu B cooTBeTcTBUM ¢ MOK 61508.

3.1.1.41 BegomMoe ycTpoicTBO (slave): MaccuBHbIi 0GBLEKT KOMMYHUKALMKU, CNOCOBHBLIA NPUHUMATL
COOOLLEHNS M OTNPAaBMATL UX B OTBET HA APYroi 06bLEKT KOMMYHUKALMW, KOTOPBIN MOXET OblTb BEAOMbIM UK
BEAYLLUM.

3.1.1.42 noxHoe aBapuitHOe OTKJIHOUeHue (spurious trip): ABapuiiHOe OTKIIOYEHNE, BbI3BAHHOE CUCTE-
moii BesonacHocTu, 6e3 3anpoca OT npouecea.

3.1.1.43 BpemeHHast MeTKa (time stamp): IHcdopMauus 0 BpEMEHU, BKIOYEHHAs B COOOLLEHME.

3.1.1.44 6enbinn kanan (white channel): Kanan cBA3u, B KOTOPOM BCE COOTBETCTBYIOLLME KOMMOHEHTHI
annapaTHbIX CPEACTB U NPOrpaMMHOro 06ecneYeHust CpoOeKTMPOBaHbLI, Peanu3oBaHbl U UMEKOT NOATBEPXKAE-
HWe COOTBETCTBUA B cooTBETCTBUM ¢ MOK 61508.

3.1.2 CPF 1. JononHutenbHble TEePMUHBI U OnpeaeneHus

He TpebyioTcs B HacToALEM CTaHfapTe.

3.1.3 CPF 2. lononHuTenbHble TEPMUHBLI U ONpeaeneHnsa

He TpebyioTca B HacToALEM CTaHapTe.

3.1.4 CPF 3. JononHuTtenbHble TEPMUHBLI U ONpeaeneHuns

He TpebyioTca B HAaCTOALLEM CTaHAApTE.

3.1.5 CPF 6. lononHuTtenbHble TEPMUHBLI U ONpeaeneHns

He TpebyioTcs B HACTOALLEM CTaHAapTe.

3.1.6 CPF 8. lononHuTenbHble TEPMUHLI U ONpeaeneHus

He TpebyioTcs B HACTOALLEM CTaHfapTe.

3.1.7 CPF 12. JlononHuTenbHbIe TEPMUHbI U ONpeaesieHns

He TpebyioTcs B HACTOAILLEM CTaHgapTe.

3.1.8 CPF 13. lononHUTerbHble TEPMUHbI U OonpeaeneHna

He TpebyioTcsi B HACTOALLEM CTaHAapTe.

3.1.9 CPF 14. JlononHUTesNbHbIE TEPMUHLI U OnpeaeneHna

He TpebyioTcsi B HACTOALLEM CTaHAapTe.

3.2 CokpaweHus

B HacTosweM cTaHaapTe NPUMEHEHbI CreayloLMe COKpaLLEeHuUA.
3.2.1 O6Gwue cokpalleHua TePMUHOB

CokpalyeHve MonHoe BLIpaxeHwe McTouHunk
CP Mpodpunnb KOMMYHUKaLWiA [M3K 61784-1]
CPF CemeiicTBO Npochuneit KOMMyHMUKaLMm [M3K 61784-1]
CRC Linknuyeckmnii KOHTPONb U3BBLITOYHOCTH
DLL YpoBeHb kaHana faHHbIX [MCO/M3K 7498-1]
DLPDU Brok gaHHBIX NTPOTOKONa KaHana nepefayvmn faHHbIX
3MC OnexkTpoMarHuTHass COBMECTUMOCTb
oMM OnexkTpoMarHuTHbIe MoMexu
YO Ynpasnsiemoe obopyaoBaHue [M3K 61508-4:2010]
3/3/M3 OnekTpuyeckne/aneKTpoHHbLIe/MporpaMMupyemble NeKTPOHHLIe [M3K 61508-4:2010]
FAL MpuknagHoi ypoBeHb noneson WwuHel (Fieldbus Application Layer) [M3K 61158-5]
FCS MocnepoBaTenbHOCTL MPOBEpPKM Kagpa
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CokpalyeHue MonHoe BeIpaxeHne MCTouHMK
b ®yHKUMOHanbHas 6e3onacHoCcTb
FSCP Mpodhnnb KOMMYHUKaLMK, Y40BNETBOPAOLMA TpeboBaHUAM (yHKLMOHaAmNb-

HoW 6e30MacHoOCTH

MTBF CpenHee BpeMs Mexay oTkasamu
MTTF CpenHee BpeMs Jo oTkasa
NSR HecassaHHbIi ¢ GesonacHocTbio (Non Safety Relevant)
PDU Brnoka faHHbIX NpoTokona [MCO/MOBK 7498-1]
PELV 3alnTHOE CBEPXHU3KOE HanpshkeHne
PES MporpamMmMupyemMas anekTpoHHasi cuctema [M3K 61508-4:2010]
PFD CpenHas BepoATHOCTL ONacHbIX OTKa3oB Mo 3anpocy [M3K 61508-6:2010]
PFH CpefHAs yacToTa onacHbix oTkasos (h™) B yac [M3K 61508-6:2010]
PhL Pranyecknii ypoBeHb [MCO/M3K 7498-1]
PL YpoBeHb 6e3onacHocTu [MCO 13849-1]
PLC MporpamMupyemelid MOrm4eckuini KOHTponnep
SCL KoMMyHWKaLMOHHbI ypoBeHb BesonacHocTu
SELV BesonacHoe cBepxHU3Koe HanpsxeHne
YMb YpoBeHb NonHoTLl 6esonacHocTH [M3K 61508-4:2010]
SR CBsi3aHHblii ¢ 6€30MacHoOCTLI0

3.2.2 CPF 1. dononHuTenbHble COKpalleHUA TePMUHOB

SIS — UHcTpymeHTanbHas cucrema 6esonacHoctu (safety instrumented systems).

3.2.3 CPF 2. lonofnHuTeNbHbIe COKpPalleHUA T PMUHOB

CIP™ — O61mit npombiLLneHHbIi npoTokon [Common Industrial Protocol (application framework shared

among CPF 2 communication profiles)].

3.2.4 CPF 3. flononHuTenbHbIe COKPalLeHUA TEPMUHOB

DP — [eueHTpanusosaHHoe nepudepuiiHoe yctpoicteo (Decentralized Peripherals).
3.2.5 CPF 6. flononHuTenbHble COKPalLeHUA TEPMUHOB

He TpebytoTcA B HacCTOsALIEM CTaHaapTe.

3.2.6 CPF 8. lonornHuTeNbHbIE COKPalleHUA TEPMUHOB

ASE — MpuknagHoi cepeucHbli anemeHT (Application Service Element);

SASE — Be3sonacHblit npuknagHon cepBucHblin aneMmeHT (Safety Application Service Element).
3.2.7 CPF 12. flononHuTenbHble COKPalleHUA TEPMUHOB

FSoE — Ortkasoycroinuuselii no CPF 12.

3.2.8 CPF 13. lononHuTenbHble COKpaLeHUsi TepPMUHOB

He TpebytoTcA B HACTOALLUEM CTaHAapTe.

3.2.9 CPF 14. lononHuTenbHble COKpaWeHUs TepPMUHOB

IP — Mpotokon cetn UHTepHeT (Internet Protocol);

UDP — lMpoTokon nonb3osartensckux gatarpam (User Datagram Protocol).

4 CooTBeTCcTBUE

B HacTosiLleM CTaHZapTe Kaxablii M3 Npodunein KOMMyHUKaUUKW, YAOBNETBOPSAOWMIA TpeboBaHMaM

PYHKLUMOHaNbHOW 6e30MacHOCTH, OCHOBaAH Ha npodhunsix kommyHukauui craHgaptos MOK 61784-1 u M3K
61784-2, a Take ypOBHAX NPOTOKONOB, NpeacTtaBneHHbix B MOK 61158.

CooTBeTcTBUE NPOUMIO KOMMYHMKaLMKU, yAoBNeTBOpsiioeMy TpeboBaHMsM (OYHKLUOHANMbHON 6es-

onacHoctu (FSCP), HacToAILLEero craHaapra AOMKHO yCTaHaBNMBaThes kak cooteeTcTeme MOK 61784-3:20xx
FSCP n/m <Tun> unu kak cooteerctane M3K 61784-3 (Ed.2.0) FSCP n/m <Tun>, rae Tun, 3akniOYeHHbIN B
ckobku, siBNsieTcs HeobA3aTenbHbIM U CKOOKM HE AOMKHBI UCNONb30BaTLCA.

8
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B npoTUBHOM Crny4yae COOTBETCTBME MOXET yCTaHABNUBATLCS Kak ccooTBeTcTBUE MOIK 61784-3-N:20xx
unu kak coorsetctene MOK 61784-3-N (Ed.2.0), rane N — 970 HOMeP, HAa3HaYeHHbI cooTBeTCTBYOWEMY CPF.

CootsetctBre M3K 61784-3-N o3Hauaert, 4to BCe obs3aTenbHble TPEOOBAHUSA COOTBETCTBYIOLLETO(MX)
FSCP ans KOHKPETHOro yCTpOMCTBa, CUCTEMbI UMW NMPUMNOXKEHUST AOMKHbI ObITb BbINOHEHbI.

CTtaHpapThbl Ha n3genue He AOSHKHbI BKNOYATh B CeOs1 HUKAKUX JApYrux acrnekToB OLEHKU COOTBETCTBUS
(BKNIOYAA NONOXEHWUA YNpaBneHUst Ka4eCTBOM), HOPMATUBHBIX UMK MHADOPMATUBHBIX, KPOME MONOXEHUI 06
ucnbiTaHMK n3aenus (OLUEHKe U NpoBepke).

5 OCHOBHbIe npeacraBrieHUs 0 CBA3aHHbIX ¢ 6€30NacHOCTbLIO CUcCTeMax
noneBbIX WUH

5.1 exomno3uuma pyHKuMn 6€30nacHOCTH

B cooteetctBMM ¢ MOK 61508 B pesynbrate aHanu3a pUckoB onpeaensaoTca dyHkuum 6e3onacHoOCTH.
3TN yHKUMM 6e30NacHOCTU MOTYT ObiTh AEKOMNO3UPOBAHbI HA YaCTK, KOTOPbLIE BHOCAT CBOW BKnaz B (hyHK-
umm BesonacHocTu Bcel cuctembl (Hanpumep, Oatuuk (aaTumku) — Be3onacHblit KOMMYHUKALIMOHHLIA Ka-
Han — MNporpammupyemas(ble) anekTpoHHasa(blie) cuctema(bl) — besonacHbln KOMMYHUKAUMOHHBIN KaHan —
McnonHutensHoe(ble) yCTPOncTBo(a).

B HacTroswem craHgapTe paccmaTpuBaeTca KOMMYHUKALUMOHHAsA CUCTeMa, KOTOopasi caMa BbIMOMHAET
dyHKumMio 6e3onacHo nepegaBaemMbixX AaHHbIX. [1pu 3TOM HACTOATENBHO pekOMEHAYeTCA, YToObI 3Ha4YeHus PFD
unu PFH 6e3onacHOro kKOMMYHUKaLIMOHHOTO KaHana coctaBnsanu He 6onee 1 % mMakcumanbHOro 3Havyenus PFD
unu PFH 3agaHHoro sHadeHuem YIB, ans kotoporo 6bin paspaboraH 4aHHbI KOMMYHUKAUMOHHBIM Npodunb
(cM. pucyHok 3).

lNpumep — Ha pucynke 3 3HaveHue PFH cpynkyuu 6esonacHocmu paeHo PFHy,..... ¥ PFHpsc +
PFH,

- +
ucnosiHumesribHo20 ycmpoucmea 2x PFHGesonacHoao KOMMYHUKalYUOHHO20 KaHana.

®yHkuuA GesonacHOCTU

BeaonacHbIv BeaonacHbii
KOMMYHMKaLW- KOMMYHUKaLW-
OHHBbIV KaHan OHHLIN KaHarn WcnonHu-
TenbHoe
YCTPOICTBO

1% 1%
PFD, PFH dyHkumn 6e3onacHoCTU

PucyHok 3 — BesonacHasi KOMMYHUKaLMsA SBISIETCS YacTbto PYHKLMM Ge3onacHocTy

5.2 KoMMyHUKaLMOHHAsA cuctema

5.2.1 OGLMe nonoxeHus

Hwxe npuBeaeHa uHpopmaymsa gns obLero NOHMMaHNSA TEXHONMOTUU U MOHATUN.

Mpumevyanne — bBoénblas 4acTs UHPopmMaLum saumcTeoBaHa 13 [28].

5.2.2 NoneBble wuHbl B MOK 61158

Xotsa B M3K 61508 HeT orpaH1yYeHnin Ha UCNONMb30BaHNE KOMMYHUKALMOHHbIX TEXHOMOMMIM, OCHOBHOE BHU-
MaHue B HaCTOsILLEM CTaHAapTe yaeneHO WCNONb30BaHUIO (PYHKLUMOHANbHOM 6€30MacHOCTU KOMMYHUKaLUOH-

HbIX CUCTEM Ha OCHOBE NONEBbIX WMH. Ha pucyHke 4 npeacTaBneH npuMep Moaeny NpUMEHeHUs (OyHKLMOHarb-
HOW 6e30MacHOCTM AN KOMMYHMKALUIA C MOMEBLIMM LUMHAMM, UCTIOMNbL3YS NOAXOA HA OCHOBE YEPHOTO KaHana.

9
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PykosogcTBysicb M3K 61158 npu MCNOMb30BaHUKN CTPYKTYP NOMEBLIX WWH 6€3 M3MEHEeHU npu 3agaHun
KaXk,0ro ypoBHA KOMMYHUMKaL UK, BCe Mepbl, Heo6Xxo4nMble 41 BbINONHEHNSA 6e30nacHo nepejaBaeMblX faH-
HbIX B COOTBeTCTBUU € TpeboBaHnsaMU MIK 61508, fo/mKHbI 6bITb BbINOIHEHbI HA [ONOMHATE/IBHOM «KOMMY-
HWKaLMOHHOM ypOBHe 6€30MacHOCTM», PaCcMo/IOKEHHOM, Kak Noka3aHo Ha pucyHke 4.

KoMMyHMKaLMOHHbIA npodunnb, KOMMYyHUKaLMOHHbIA npodunnb,

LnHax LIMHax

MpnmeuvaHns

1 Ana BHYTPEHHUX KaHa/0B CBSA3M YCTpOiicTBa TpebyeTcA peanunsauuns NpuKNagHOro ypoBHS Nnonesoit wuHbl (FAL),
B TO BpeMms Kak npuknagHbiM ypoBHeM (AL) MOXHO npeHeb6peyb.

2 OYHKUMM MONb30BaTEbCKOrO YPOBHS, HE CBA3aHHble C 6e30MacHOCTbIO, MOTYyT MPOMyckaTb KOMMYHMKALMOHHbIN
ypoBeHb 6e30MacHOCTM 1 NpAMo o6pawatbesa K FAL.

PucyHok 4 — Mpumep MOAeNn KOMMYHUKALNOHHOW CUCTEMbI, YAO0BNETBOPSIOLLel Tpe6oBaHNAM (DYHKLMOHANbHOW 6e3-
onacHocTu

5.2.3 Tunbl KOMMYHWKaLLMOHHbIX KaHanoB

M3K 61508 ncnonb3yeT KOHLENUUIO Tak Ha3blIBAEMOI0 «4YEpHOro kaHana» uin «b6enoro kaHana», 4Ytobbl
onpegenutb TpeboBaHNs K 6a30BOV NONEBON WKNHE AN nepefayn 6e3onacHblx AaHHbiX. Kakoi 6yaeTt kaHan,
YyepHblil N Genbiii, onpeaenseTca Tem, rae peann3oBaHbl Mepbl 6€30NacHOCTM OTHOCUTENbHO 6a30BOW Mo-
NeBoi WWHbIL. HacToAwmi cTaHgapT ycTaHaBInBaeT KOMMYHUKaLMOHHbIe npodinaun, yaoBAeTBopstowWwme Tpe-
60BaHNAM (PYHKLMOHaNbHOM 6€e30MacHOCTU, 471 YEPHOrO KaHana.

B TakomM KOHTEKCTe cuMTaeTcs, YTO 6e30MacHbIi KOMMYHUKALWOHHbIA KaHas HayMHaeTCAa Ha BepxHem
KOMMYHMKaLMOHHOM YpOBHe 6e30nacHOCTM WMCTOYHUKA W 3aBepluiaeTcs Ha BepXHEM KOMMYHUKaLWOHHOM
ypoBHe 6€30nacHOCTU NpueMHuka (CM. PUCYHOK 4).

5.2.4 Bpemsa peakunnm oyHKUMN 6€30nacHOCTu

Bpemsa peakuun dyHKUUKM 6€30MacHOCTM — 3TO Hauxyfllee 3aTpayeHHOe BpeMs, HauyuHawoleecss oT
cpabaTbiBaHMA gaTyvMka cuctembl 6e3onacHocTU (Hanpumep, CETEBONO KOMMYyTaTopa, gaTynka M36bITOYHOro
[aBneHvs, CBETOBOW 3aBechbl), NOAK/IOYEHHOrO K NOMEBOi LWKNHEe, [0 COOTBETCTBYOLWeEero 6e30nacHoro cocTo-
SAHWA, [OCTUTAeMOro MCNONHUTEbHbIM(bIMK) YCTpOiCTBOM(aMKn) cucTeMbl 6e3onacHocTu (Hanpumep, pene,
KnanaH, ABuratesnb) Npy HaAUuUM OWMGOK UM OTKA30B B KaHasie yHKLMM 6e30MacHOCTM.

3anpoc Ha cpabaTtbiBaHne OYHKUUN 6e30NacHOCTU BbI3bIBAETCA UM aHa/I0roBbIM CUrHA/IOM, Nepeceka-
IOLWMM MOrpaHnYyHoe 3HavyeHne, Wi LMgPOBbIM CUTHANIOM, MEHSAIOLNM COCTOAHME.

Ha pucyHke 5 nokasaH npumMep TUNUYHbIX KOMNOHEHTOB, (hOPMUPYIOLW KX BpeEMA peakuun pyHKuun 6es-
onacHocTw.
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| Bpems peakuum dyHKLMKM Ge3onacHOCTU
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WHavBuayanbHble KOMNOHEHTH BpeMeHW peakuuy yHKLUM 6e3onacHoCTy

PucyHok 5 — MNpumMep KOMNOHEHTOB, COCTABINAIOMX BPEMSs peakumn dyHkumm 6esonacHocTn

KOHKpeTHbIE KOMMYHUKALMOHHbIE Npoduny, yaoBneTsopsoLmue TpebosaHuam gyHKLMOHanbHON 6e3-
ONacHOCTU, Mory obnagarb oTnMYalLLMMCc HaboPOM KOMMOHEHTOB, HO NPU OLIEHKE BPEMEHMN peakumu dyHK-
Uum 6e30NacHOCTU AOMXKHbLI YYUTBIBATLCH BCE 3HAYUMbIE KOMMOHEHTDI.

5.3 OWMOKM KOMMYHHKaLIMIA

5.3.1 OOwmue nonoxeHumn

Cnegywowine pasgensl yCTAaHABNMBAIOT BO3MOXHbIE OWMOKU KOMMyHUKauui. Taioke npuBeaeHbl [oNon-
HUTEMNbHLIE NPUMEYaHUs, ONMChIBaIOLLUE TUMUYHOE NOBEAEHUE YEPHOro KaHana.

5.3.2 UckaxxeHue

CoobLeHns MoryT ObiTb MCKaXKEHBI M3-3a OLUMOOK OAHOTO U3 YYACTHUKOB LUMHBI, OWMGOK cpeabl nepe-
Aavu JaHHbIX U BANAHUA NOMEX Ha COOﬁI.LleHI/IH.

MpumevyaHus

1 OwmGkM coobLLEeHNA BO BpeMsi NEPECHITKM SIBNSIIOTCA HOPMarnbHbLIM COObITueM ANna nioboi KOMMYHUKALMOHHON
CUCTEMBI, Takne COOLITUS C BLICOKON BEPOSITHOCTbLIO OOHapY)XMBAIOTCA NPUEMHUKaAMKU NPU NOMOLUN XeL-hyHKLMK, U CO-
obLLeHue urHopupyercs.

2 BONbLIMHCTBO CUCTEM KOMMYHUKaLMI BKIIOYAIOT B ce0s NpoToKonbl Ansi BOCCTaHOBNEHUs! owmbok B coobLue-
HUSX, NO3ITOMY 3TU COOBLLEHUA HE AOMKHBbI KnaccuMUMpOBaTLCS KaK «NoTepy» A0 TEX NOp, NoKa He Obinv NpeaAnpUHATLI
npoueaypbl BOCCTAHOBNEHWUS UM MOBTOPHOI Nepeaavu.

3 Ecnu npoueaypbl BOCCTaHOBIEHUS! UMW NOBTOPHOW NepeaaYy NpeBbiLLAIOT YCTAHOBIEHHbIE CPOKM BbINOMHEHUS,
coobuienne knaccuuMpyeTes Kak «HeaonycTuMas 3aaepxka.

4 B cobblTun ¢ 04eHb HU3KOW BEPOATHOCTbIO, B KOTOPOM MHOXECTBEHHbIE OLWMOKK NPUBOASIT K HOBOMY COObLLe-
HUIO C NPaBUNbLHON CTPYKTYpOI (Hanpumep, agpecauus, AnvHa, xew-dyHkuus, Takasa kak CRC u 1. 4.), coobwenne byaer
NPUHATO M NEpeaHo Ha AarnbHelllyio 06paboTky. OLIEHKM, OCHOBLIBAIOLMECS HA NOPAAKOBOM HOMEPE COOOLIEHUs unm
BPEMEHHOI METKE, MOTyT KrnaccuuumpoBarb COOU, Takue kKak «HenpefHaMepeHHbIA NOBTOP», «owMOoUHas nocneaoBa-
TENbLHOCTbY, KHEAOMYCTUMANA 3alepXKKay, «NOSIBIIEHNE HEU3BECTHOTO COOBLLEHUSY.

5.3.3 HenpeaHaMmepeHHbIA NOBTOP
B cBsa3m c ounbkoin, c6oem unu noMexamu crapbie HeoBHOBNEHHbIE COOGLLEHMS MOBTOPSAIOTCH B HE CO-
OTBETCTBYIOLUIA MOMEHT BPEMEHMU.

NMpumeuanue — [osropeHus OTNPaBUTENEM SIBMISIETC HOPMANBLHOIW NPOLIEAYPOIA, KOrAa OT CTaHUuMK, Ans
KOTOPOW NpegHasHauanoch coobLeHne, He NosyYeHo oXnaaemoe NoaTBEPKAEHNE/OTBET UK KOTrAa NPUHMMAaIoLLAas CTaH-
uvs obHapyXWBaeT Nponaxy coobLUeHVs U 3anpPaLUMBAET €ro NoBTOPHYIO OTMPABKY.

B HeKOTOpbIX Cry4asx MOXeT GbiTb 0GHAPY>KEHO OTCYTCTBME OTBETA U COOBLUEHME NepenaeTcs NoBTop-
HO C MUHUMATbHOW 3aaepKoi n 6e3 HapyLLeHUs NOCNEROBaTeNbHOCTH, B APYrUX CRyYasix NOBTOPEHWE npo-
UCXOAUT NO3XKE W NPUXOAUT BHE NOCNEAOBATENLHOCTU C APYTMU COOGLLEHUIMU.

NMpumeuaHue — HekoTopbie NOMNEBLIE LWUHBI UCMOMNL3YIOT M3GLITOYHOCTb M OTNPABMSIOT OAHO U TO Xe CO-
OBLLEHWe HECKOMBKO Pa3s UMM HECKOMLKMMU ankTePHaTUBHLIMU MapLUpyTamu, YToBbl NOBLICUTL BEPOSITHOCTL XOPOLUEro
npvema.

5.3.4 OwubouyHan nocnepoBaTeNbHOCTL

B cBs13u ¢ owmbkon, cboem unu nomexamu npeaonpeaeneHHas nocnefoBaTenbHOCTb (HanpuMep, HaTy-
panbHbIX YMCEN, BPEMEHHbIX CCbIMOK), CBSI3aHHAA ¢ COOGLLEHUAMM N3 KOHKPETHOMO MCTOMHUKE, OKa3biBaeTCs
OLWMBOYHOMA.
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MpumevaHunsa

1 CUCTeMbl MONEBLIX LUWH MOMYT CoflepXaTb SNeMeHTLl, XpaHsawme coobuieHunst [Hanpumep, anemeHTsl FIFO (nep-
BbIM NpULLEN — NepBbLIM BhILLEN) B CETEBLIX KOMMYTaTOpax, MOcTax n MapLipytusaropax], UnuM MoryT Uucnons3osarb Npo-
TOKONbI, CNOCOBHEIE M3MEHMTBL NOCNEA0BaTENBLHOCTL (HanpuMep, N03BoNAs coobLyeHusM ¢ Gonee BLICOKUM MPUOPUTETOM
06roHATL coobLyeHus ¢ Gonee HU3KUM).

2 Ecnun akTUBHbI HECKOMNBKO UX NOCIEeA0BaTENbHOCTEN, Takne Kak cOOGLLEeHMs U3 pasHbIX UCTOYHUKOB UK OTYETOB,
CBSi3aHHbIX C pasfiMyHBIMK TUNaMKU 0GBLEKTOB, TO TaKkue NocrefoBaTenbHOCTA KOHTPOMNUPYIOTCH MO OTAENBHOCTU U ONOBE-
WweHna 06 owmbkax NoCTynawT OT KaXA40W U3 HUX.

5.3.5 Notepna

M3-3a owmbku, cb6oa unm noMexm coodLLEHNE HE NPUHMMAETCA U HE NOATBEPKAAETCA.

5.3.6 HeponycTtumasn 3agepxka

3ageprxka cooOLLUEeHUIN MOXET NPEBbLILLATL AONYCTUMOE BPEMEHHOE OKHO UX JOCTABKMU, HANnpumep, u3-3a
ownboK B cpeae nepenayvu, Neperpy>KeHHbIX NMHUIA Nnepefaym, NoMex unm U3-3a Toro, YTO YYaCTHUKU LUMHbI
NoCLINAIT COOOLWEHNA TakuM 06pa3om, UTo CnyObl 00pabaTbIBaIOT UX C 3a4€PXKKON MU OTKa3biBaKOTCA 00-
pabartbiBaTh (Hanpumep, FIFO B ceTeBbiX KOMMYTaTOpax, MOCTax U MapLUpyTU3aropax).

n pumMmedyaHue — B onucaHHbIX HWXe noneBbiX WnMHax, ucnornb3yrLiux nnaHupyemoe unmn LUKNn4eckoe cka-
HUPOBaHWe, BOCCTAHOBIEHMNE Nocne OWNBKU MOXET OblTb OCYLLECTBNIEHO OHUM U3 CIIEAYIOLLUX CNOCO6OB:

a) HeMeANeHHOoe MOBTOPeHUe;

b) nosTOpeHune, Ucnonbaylowee pesepBHOE BpeMsi B KOHLE LMKNa,

¢) obpalyeHne ¢ coobLEHNEM KaK C NOTEPSHHBEIM U OXUAaHWe CreAYIoLero Lukna, YTobel Mony4nTs cneayoliee
3HaJeHue;

B cny4ae a) Bce nocnegytolue coobLieHuns B LMKIe HEMHOTO 3aiepX1BatoTcsl, B TO BpeMsi Kak npu b) 3agepxuvsa-
eTCA TONBKO TekyLee cooblleHune.

Cnydau a) n b) o6b1MHO He knaccudUUMpyIoTCA Kak HegonNycTMMas 3agepxka.

Cnyuaii ¢) He ByAeT cunTaTbCA HEAONYCTUMOI 3a4ePXKKON, €CNK MHTepBan NOBTOPEHUS LMKITa HAaCTOMNBKO KOPOTKUIA,
YTO 3aAePXKU MeXAY LMKNaMW He3Ha4YUTEeNbHLI, W Cneayoliee 3HadeHne LuKna MoXeT ObiTb NPUHATO Kak 3aMeHa no-
TEPSHHOrO NPeAbIAYLLEro 3Ha4eHus.

5.3.7 MNosiBneHne HEM3BECTHOIrO COOOWEHURA
M3-3a c60s1 unn nomexu nosaenseTcs coobuleHne, CBA3aHHOE C HENPEABUAEHHLIM UMM HEU3BECTHBLIM
NCTOYHUKOM.

MpuMedvyaHune — Takue coobLLEHUS ABNAIOTCS AOMONTHEHUEM K OCHOBHOMY MOTOKY COOGLLEHUI U, TaK KaK y
HUX HET OXWAaeMbIX MCTOYHWUKOB, Takue COOBLUEHNsI He MOryT GbiTb KraccuuUmMpoBaHbl Kak «BepHOe», «HenpeaHame-
PEHHBbI MOBTOP» UMK «OLLIMGOYHas NOCNeA0BaTENbHOCTbY.

5.3.8 MoameHa

Ms3-3a cO0s unm nomexu nosiBnsieTcs coobLueHUe, CBA3AHHOE C HAAEXHbIM UCTOYHUKOM, B pe3ynbra-
Te yero cooblleHne, He OTHocsLLEeeCca K 6e30MacHOCTU, MOXKET ObITb MPUHATO OTHOCALLMMCA K 6e3onacHOCTU
Yy4aCTHUKOM, KOTOpPbI 3aTem o6pabaTbiBaeT aro coobLleHue, kak oTHoOcALeecs K 6e30nacHOCTH.

MpumMmedyaHne — KOMMYHWKALMOHHLIM CUCTEMaM, MPUMEHSIIOLLMMCS ANSi NPUIOXEHUI, CBSi3aHHbIX ¢ 6e3-
OMacHOCTLI0, MOTYT NoTpeGoBaTLCs AOMNOMHUTENBHLIE NPOBEPKU, UTOGHI BLISBUTL NogMeHy. Takue NpoBepku MoryT GbiTh
OCHOBaHbI Ha: paspelleHHbIX UAEHTU(MUKATOpax UCTOMHUKOB, NapofbHBIX hpasax, Kpuntorpaguu.

5.3.9 Agpecauus
W3-3a c60q unu nomexu coodLueHue, oTHOCAWMECA K Ge30NacHOCTU, OTNPABIEHO HEBEPHOMY YHACTHUKY,
OTHOCSALLEMYCA K B830MacHOCTK, KOTOPLIN 3aTeM BOCNIPUHUMAET NPUHATOE COODLLEHUEe Kak NpaBUnbHOE.

5.4 Mepbl N0 yCTpaHEHUIO AeTEPMUHUPOBAHHbIX HEUCNPABHOCTEN

5.4.1 O6wue nonoxeHus

B naHHOM pasgene nepeyucrneHbl Mepbl, NPUMEHSIIOWMECH Ans OOHAPYXXEeHUA AETEPMUHUMPOBAHHBIX
OLUMOOK M OTKa30B B KOMMYHUKaLMOHHOW CUCTEME, Takue OLMOKM NPUHUMUNUANBHO OTIIMYAIOTCA OT CTOXaCTu-
YecKux oLIMBOoK, Takux Kak uckaxeHuwe coobLieHns us-3a nomex.

5.4.2 NopaakoBbIN HOMEP

MopsaKoBbLIA HOMEP MHTErPUPOBAH B COOBLLEHMSA, KOTOPbIMM 0GMEHUBAETCA UCTOMHMK U NPUEMHUK CO-
00LweHnin. OH MOXET ObITb peanu3oBaH Kak AONOMHUTENbHOE NOMne AaHHbIX, coAepxallee Homep, onpeae-
NeHHbIM 06pa30M M3MEHSAIOLLMIACH OT COOBLLEHUA K COOBLLEHUIO.

5.4.3 BpemeHHasa meTKa

B 6onblUMHCTBE CnyyaeB coAepaHue CooOWeHUs UMeeT 3HAaYUMOCTb TOMNbKO B ONpeaeneHHbIn Mo-
MEHT BpemeHu. BpemeHHasi MeTka MOXeT ObiTb BpEMEHEM UK BPEMEHEM U JaTOM, BKIIOYEHHbIMU B COO0LLIe-
Hue oTnpaBuUTENEM.
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MpumeyaHusa

1 MpuMeHstoTCA OTHOCUTENbHBbIE U abCONOTHBIE BPEMEHHBIE METKU.

2 [Ins BpeMeHHbIX METOK o6s13aTenbHa CUHXPOHU3aLUus BpeMeHHoW 6a3bl. [ns npunoxeHuit 6e3onacHoctu Tpeby-
eTcsl, UTo6bl CUHXPOHU3ALMUS KOHTPONMpOBanach.

5.4.4 Bpema oxnaaHua

Bo Bpemsi nepegaumn coobLueHMs NpUeMHUK cOoOLIeHUst NPOBEPSET, HE MpPEBbLICUMNA NWU BENUYMUHA 3a-
OEPXKM MeXAy NpMeMOM ABYX NocneaoBaTenbHbIX COOOLWEHUII 3apaHee onpeaeneHHoe 3HaveHue. U ecnu
npeBbiLLeHMe NPOU30LLIIO, TO NONAraeTCsl CUUTaTb, UTO BO3HUKNA OoLuMbKa.

lMpumep — Memod docmyna opueHMupoeaH Ha 8PeMeHHbIe C/IombI.

O6MeH coobuwjeHUsIMU ocyujecimerisiemcsi e npedesiax NOCMOAHHbLIX UUKII08 U 3apaHee onpedenieHHbIX C10-
moe epeMeHU 07151 Ka)x0020 y4JacmHuUKa.

Heobs13amernbHo: Kaxobill y4acmHUK GOJDKeH omnpaeniimes ceou OaHHbIe e npedenax daHHO20 eMy c/ioma
epemeHu, 0axie ecsiu He 6bI10 U3MEeHeHUll 3Ha4YeHUs1 (3Mo NpuMep YUKIuYeckoll KOMMYHUKayuu).

[ns onpedeneHus yyacmHuka, Komophblil He coeepuius nepedayy e 3a0aHHbIl Ofis1 He20 CJIOM 8PeMeHU,
dobaensiemcst uGeHMuUGuKamop UCMOYHUKa.

5.4.5 lNpoBepka NOANIUHHOCTU COeAUHEHUSA

CooOLeHus moryT obnagartb YHUKanbHbIM MAEHTUDUKATOPOM UCTOYHMKA U/MMK NMOMy4vaTens, KOTopbIn
ONUCLIBAET NOTMYECKMI aApeC y4aCcTHUKA, OTHOCALLEerocs k 6e30nacHOCTM.

5.4.6 CoobweHne ob6paTHON CBA3MN

MpueMHuk coobLueHui BO3BpaLLaeT coodLueHne 0bpaTHON CBA3U MCTOUYHUKY, YTOObI NOATBEPAUTD MOSY-
YeHue HavanbHoro coobieHns. CoobueHne o6paTHON CBA3U AOMKHO ObITb 06PaboTaHO HAa KOMMYHUKALIMOH-
HbIX YPOBHsIX 6€30nacHOCTH.

Mpumevanus

1 HekoTopble crieumdukalmn nonesbIX LWWH UCNONL3YIOT crioBa «3xo» (echo) U «noATBepXAeHUe Nnorny4veHus» (re-
ceipt) Kak CUHOHUMBL.

2 Takoe BepHyBLUeecsi coobLUeHne 0BpaTHON CBA3WM MOXET COAepXaTb, Hanpumep, TONMbKO KOPOTKOE MOATBEPX-
JeHWe WK Takke C MCXOAHBIMM AaHHBIMK, a Takke rtobyto Apyryto MHgopMaLuio, NO3BONSIOLLYI0 UCTOYHUKY NPOBEPUTH
npaBWIbHOCTL Npuema.

5.4.7 ObecneyeHue NOSIHOTbI AAHHbIX

MpuknagHo Npouece, CBA3aHHbIN ¢ 6€30NacHOCTbLIO, HE A0SMKEH NonaraTtbCa Ha MeToabl o6ecneveHuns
MOMHOTbI AAHHbIX, €CNIKM OHU He OblNM CNPOEKTUPOBAaHBLI C TOYKM 3peHUs hYHKUMOHanNbHOW 6e30nacHOCTH.
Takum o6pasom, B coobLueHne 1o6aBnaoTCs M3BbITOYHbIE AaHHbIE, YTOObI CTano BO3MOXHLIM OOHapyXeHue
NCKa)EHHbIX AaHHbIX C MOMOLLbIO KOHTPONSA U30bITOYHBIM KOAOM.

MprnMevyaHUe — KOMMYHWKALMOHHLIE CUCTEMBI, MPUMEHSIOLLMECS ANS NPUNOXEHUIA, CBA3AHHBIX ¢ Gesonac-
HOCTbIO, MOTYT NpuGeraTs K METOAaM, TakuM Kak KpunTorpadus, Ans o6ecne4eHns NONHOTLl AaHHbIX, KaK K ansTepHaTuee
TUNWYHBIM MeTogaM, TakuM kak CRC npoBepku.

5.4.8 N306bITOYHOCTb C NepeKpeCcTHON NPOBEPKOM

B npunoxxeHusIX NOneBbIX LUMH, CBA3AHHbIX ¢ 6e30NacHOCTbIO, 6e3onacHo nepegaBaemble JaHHbIE MO-
ryT OTNPAaBRSATLCA ABaXAbl OOAHUM WU ABYMSA OTAENbHbIMWU COOOLLUEHMSAMM, UCMONb3YIOLMMU UAEHTUYHbIE
Unu pasnuyaroLmeca Mepbl NOMHOTbI, HE3ABUCUMbIE OT HUXKENEXKALLEN LUMHBI.

MpumMeyvyaHue — [ononHuTENbHbIE N3BLITOYHBIE MOAENM KOMMYHUWKALWiA, YAOBNETBOPSAOLLMX TpeboBaHUAM
yHKLMOHasbHO 6e30MacHOCTW, NpUBeAEHb! B MPUMOXEHUN A,

Be3sonacHo nepenaBaemble AaHHblE AOMOSIHUTENBHO NPOXOAAT NepPeKPECTHYIO NPOBEPKY Ha AOCTOBEp-
HOCTb B MOSIEBON LUMHE UMM B OTAENbHOM GI0Ke MCTOYHMKA UMM MpUeMHUKa coeanHenusi. Ecnu Gbinn 06-
Hapy>eHbl pas3nuyna, TO 9TO 03Ha4aeT, YTo MpousoLuna owmbka B npouecce nepeaayun, B 6roke o6paboTku
NCTOYHMKA unu 6noke 06paboTkn NpueMHuKa.

Ecnu npumMeHsioTca n3bbITouHbIE CNOcobbl CBA3W, TO NPeanonaraeTcs, YTo OObIYHbIA PEXUM 3aLlUTbl
UCMOosb3yeT Noaxoasiume mepbl (Hanpumep, pasHoobpasue).

5.4.9 Pa3nuyHble cucteMbl obecnevyeHua NOfIHOTbI A4aHHbIX

Ecnu gaHHble, oTHocsiwpmecs k 6esonacHocTH (SR), M AaHHbIe, He oTHocAwwmecs k 6esonacHocTn (NSR),
nepeaaroTcs Yepes O4HY LUMHY, TO NPUMEHSIIOTCS pasHble CUCTEMbI 06eCrnedeHNs NOMHOTbI AaHHbIX UMW NPUHLK-
MNbl KOAUPOBAHUA (PasHble XeLU-PyHKUMK, HANPUMEpP, Pa3HbI€ NONMHOMbI U anropuTMbl, reHepupyowme CRC),
YTOObI BOCNPENATCTBOBATL BNMsHUIO N0BbIX NSR coobLUeHnin Ha dyHKLKIo BeszonacHocTh SR npuemMHuka.

MpumedyaHune — [onycTUMO UMETb JOMOMHUTENBHYIO CUCTEMY 0BecneveHnst NosIHOTLI AaHHbIX AnA SR co-
obLUeHWiA N He UMETb HU o HOW Takol cuctembl ana NSR coobLyeHui.
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5.5 B3auMOOTHOWEHNA Mexay ownékamm u mepamu 6€30NacHOCTH

Mo>KHO NpOBECTU CBSI3b MEXAY Mepamu 6e30nNacHOCTU, BbiAENEHHbIMU B 5.4, 1 HAGOPOM BO3MOXHbIX
owmbok B 5.3. 3Ta CcBA3b NPOAEMOHCTpUpOoBaHa B Tabrmue 1. Kaxgaa us mep 6e3o0nacHoCTH npeaocraens-
€T 3alUUTY OT OJHOW WUNN HECKOMbKUX OLUMGOK nepegayu AaHHbiX. JOMKHO ObiTb NPOAEMOHCTPUPOBAHO, YTO
CYLLECTBYET X0TA Obl 0flHA COOTBETCTBYOLLAsA Mepa 6e30nacHOCTU unum kKoMbuHauus mep 6e3onacHoCcTu Ans
onpeaeneHHbIX BO3MOXHbIX OLUMOOK B COOTBETCTBMK C Tabnuuen 1.

dakTuyeckan sawmTa mepbl 6€30MacHOCTU OT OLUMOOK 3aBUCUT OT KOHKPETHOW peanu3auuv AaHHOW
Mepbl.

MpumedaHue — Mepa GesonacHoCT MOXeT BbITb BHECEHA B COOTBETCTBYIOLLYHO Tabnuuy ANS 3agaHHOro
FSCP, TornbKo ecnu faHHas Mepa BCTyNaeT B CUITy 40 OKOHYaHWS rapaHTUPOBaHHOro BpeMeHMW peakuun dyHkuumu 6esonac-
HOCTW NONEBOW LUNHBI.

Ta6nuuya 1 — AHanua speKTUBHOCTU NPUMEHEHNS PasNNYHbIX MepP K BO3MOXHbIM OLUMBKam

Mepbl 6esonacHocTu
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WckaxeHue (cm. 5.3.2) Tonbko Ans nocnepo-
xd) X BaTeNbHOI LWMHLI®)
HenpegHamepeHHbIA  MoBTOP
(em. 5.3.3) X X X
OwwnboyHas nocnegoBaTenb-
HocTb (cM. 5.3.4) X X X
MoTepsa (cM. 5.3.5) X X X
HegonyctuMasn 3afiepxka (CM.
5.3.6) X xP)
MosiBNeHne HensBecTHOro co-
obuenust (cM. 5.3.7) X x@) X X
MoamMeHa (cMm. 5.3.8) X X X
Aapecauus (cm. 5.3.9) X
MpumevyaHne — Tabnuya 3aumcTBoBaHa U3 MOK 62280-2 [15] u [28].
a) Tonbko ANA uaeHTUbMKaLMN oTnpaBuTens. OBHapYXMBAET TOMNLKO NOSBIIEHUE HEBEPHOTO UCTOYHMKA.
b) HeoBxoauUMo AN Bcex cryyaes.
©) [laHHas Mepa cOMoCTaBUMa C MexaHW3MOM 0BecredeHnst BLICOKOTO KauyecTBa [JaHHbIX, TONbKO €Cri BbluNCTIeHNe
MOXET NoKa3saTb, YTO YacToTa NOABEHUS OCTAaTOMHbLIX OLIMBOK A flocTurma 3HadeHus, Tpebytoweroca B 5.4.9, korga ABa
co06LLeHUA NOCHINAKTCA Yepe3 He3aBUCUMbIe NepefaTUnKu.
9 3chchekTUBHO, TonbKo ecnu cooblueHne o0BpaTHOI CBA3M COAEPXUT HauamnbHble [aHHbIe UNKU MHGOpPMAaLMIo O Ha-
YanbHbIX AaHHbIX.

5.6 MonHoTa AaHHbIX

5.6.1 BbolyucneHne UHTEHCUBHOCTU OCTATOYHbIX OIMOOK
Jaxe koraa coobLIEeHMA NOCTYNaloT NPaBubHO (IETEPMUHUPOBAHO), 6e3onacHo nepegaBaeMble AaH-
Hble MO-NPEXHEMY MOTyT ObiTb UCKaXKeHbl. Takum 06pasom, o6ecneveHne NONHOThl AaHHbLIX ABNAETCS yH-
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AaMeHTanbHbIM KOMMOHEHTOM KOMMYHUKALIMOHHOTO YPOBHA 6€30NacHOCTH, HEOOX0AUMBIM AN JOCTUXEHUA
YPOBHS1 NONMHOTLI 6e3onacHocTu. B Takmx crnydasx gosmkHbl NPUMEHATLCA NOAXOASALME XeL-PYHKLMK, Takne
Kak GUTbl YECTHOCTM, UMKNNYECKMiA U30bITOYHbIA kog (CRC), noBTOpeHue coobLeHnin u apyrue Metoabl us-
ObITOMHOCTU COOOLLEHWIA.

KOMMYHUKaLMOHHLIN kKaHan He A0SHKeH UCMNOMb30BaTh TY XKe XeLU-PYHKLUIO, YTO U A0DABNEHHbIN CBEPXY
KOMMYHUKALIMOHHBIN ypoBEHL GezonacHocTu (cM. Takke M3K 62280-1), ecniu Ans Takux cnyvyaes He npume-
HeHbl creunansHble Mepbl. BesonacHbil kog AomkeH BbITb PYHKLMOHANBHO HE3aBUCUMbIM OT Nepeaasaemo-
ro koga.

MpumedyaHue — Ecnu CRC ucnonbayercs B Ka4ecTBe XeLU-PYHKLUNU, TO KOMMYHUKALMOHHBIA KaHan He
JOMKeH Mcnonb3oBaTk TOT e nonuHom CRC, 4To 1 fo6aBrieHHbI CBepXy KOMMYHUKaLMOHHbIA ypoBeHb 6e30nacHoCTH.

Bce aTM metoabl NpedoCTaBnsioT CpeacTBa Ans obecnevyeHus HW3KOM MHTEHCUMBHOCTU MOSBIEHUS
OCTaTO4HbIX OLLMOOK. BCe mepbl 06ecnedeHUs NOSHOTEI AAHHbLIX AOMKHBI Peann3oBbIBaTbCA B 400aBMNEHHbIX
CBEpPXY YPOBHSIX (KOMMYHUKaLMOHHLIX YPOBHAX 6E30MacHOCTH) CPeacTB yNpaBreHUs, CPOEKTUPOBAHHbIX C
pacyeTom Ha cooTBeTcTBUE YT1B.

MocraBLyMK MOXET BblOpaTb pasnUyHbie METOAOB BbIYUCIEHMS OLEHOYHbIX AaHHbIX ANS MEXaHU3MOB
obecneyeHunst NONMHOTbI AaHHbIX CETEN MOMEBbIX LWUMH. Pe3ynbtaTbl TaKUX BblMMCNEHMA BeayT nmbo k Heobxo-
AUMOCTU NPUMOXMUTL DOSbLUE YCUNKIA NPU NPOEKTUPOBAHUM annapaTHbIX CPeACTB M NporpamMHOro obecne-
YeHus ans obecnevyeHus NOMHOTLI, NGO K HEOBXOAMMOCTM NPUNOXUTL DONbLLE YCUIUIA NPW BIMUCIEHUSX U
npeaocTaBneHmn aokasarenscrs 6€30TKa3HOCTU BCEN CUCTEMbI YNPABIEHUS.

MNHTEHCUBHOCTb OCTaTOYHbIX OLUMBOK BEIMUCIIAETCA U3 BEPOATHOCTU OCTATOYHbIX OLUMBOK A06aBNEHHOIO
CBEpXy MexaHuszMa obecrnieveHusi NonHoThl (6e3onacHo nepegaBaembix) AaHHbIX U CKOPOCTU nepeaaun 6es-
onacHbIX coobLeHuni. [na oueHku AOMOMHUTENBHO CMEAYET YYUTbIBATb MaKCUMArbHOE YUCIO NPUEMHUKOB
AaHHbIX (M), AoNyCTUMOeE AN 0AHON PyHKUMM 6e30nacHOCTH.

MokasaHHOEe Hike ypaBHeHMe (1) AOMKHO MCNONb30BaTLCH, YTOObI BLIMUCIIUTL UHTEHCUBHOCTbL OCTa-
TOYHbIX OLLMOOK U3 Rg| (Pe), ecnu He NPUMEHSAETCA OCHOBHAsA MOAESb UK ECNU APYro METOA MOXET ObiTb
bonee noaxoaawmm. MapamMeTpbl ypaBHEHUA onpeaeneHbl B Tabnuue 2.

NMpuMedaHue — [aHHaa dhopMyna npegnonaraeT LMKIUYECKYIO Nepeaady 6e3onacHbiX COoBLEHNN.

Tabnu Ua 2 — Onpe,qeneHme napameTpoB, Ucnonb3yemMmblX 4nA BelHYUCIIeHUA UHTEHCUBHOCTU OCTaTOYHbBIX ownbok

MapameTp ypaBHeHUS Onpepenexue

Ag (Pe) YacToTa MHTEHCMBHOCTU OLIMGOK B YaC KOMMYHMKALMOHHOIO YPOBHSA 6e30NacHOCTU OTHOCU-
TENbHO BEPOSITHOCTU BGUTOBOM OLLMGKM

Pe BeposiTHOCTb GMTOBOW OWMOKU. Ecnv He AokasaHa nydllasi BeposATHOCTb owunbkn, cneayet
Mcnonb3oBaTk 3HadveHne 102

Rg (Pe) BeposiTHOCTb ocTaTouHol owmnbku B 6e3onacHoM coobLeHun

v MakcumarnbHoe Ymcno 6esonacHblx coobLueHuit B Yac

m MakcmMmansHoe YMCNo NPUEMHUKOB faHHbIX, JONyCTUMOE Arsi ofHOW dyHKUMM Ge3onacHoOCTu

(CcM. pucyHok 6)

a) 3HauveHNe BEpPOSTHOCTM BUTOBOI olnbkn (Pe), pasHoe 1074, B NPUCYTCTBMM HeNpepbIBHBIX MarHUTHLIX NOMEX
NPUBOAMUT K NPEeKpaLLeHnto KOMMYHUKaLUWA (NoxHoMy cpabaTbiBaHUIo) NpU LUUMKIMYECKOM obMeHe AaHHbIMKU (Hanpu-
Mep, BPEMSI CTOPOXEBOro TalMepa UCTEKaeT M3-3a CULLIKOM GonbLLOro KonuyecTsa NOBTOPHLIX NOMNbLITOK). Ucnonk-
3ysi NPaBUMbHYIO YCTAHOBKY (3KpaHWpoBaHWe, ypaBHUBaHWE MOTEHLMUAroB), MOXXHO YMEHbLLUUTL BEPOSTHOCTb NOXHBIX
cpabaTbiBaHMA.

MpoekTupoBaHue ypoBHSA 6e30MacHOCTU He MOXET OCHOBLIBATLCA Ha TAKOM MPefnoSIoKEHUN, Tak Kak OAUHOMHbIN
BCMMECK MOMEX C MHOXECTBOM UCKaXKEHHLIX BUT SBNSIETCA pacnpoCTpaHEHHBIM SABIEHMEM B NPOMBILLIIEHHOW cpefe.

Ons Toro YTobbl 0GHaPYXWUTb Takne HapylueHWUs, HeoBxXogUMbl MOLLHbIE MexaHU3Mbl 0BHapyxeHusi ownbok, ao-
CTaTouHble 4117 A0CTWKeHNs Tpebyrolleiica BEpOATHOCTM OCTATOMHbIX OLUMGOK Rg) (Pe) npyn cTOKpaTHO Gofiee BLICOKOM
3Ha4eHUn Py, To ecTb paBHOM 102,

PucyHoK 6 geMOHCTpUpYEeT NpUMEHEHNE Npu m = 4,
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" MeTounmk 1 McTounmk 2
Qﬁﬁpmmm% Mpouscc HakonuTensb
MpreMHuK 1 MpuemHmk 2
Hakonurens
MprvemHuk 3
HakonuTens
MpuemMHwuk 4

PucyHok 6 — MNpumep npumeHeHuns

5.6.2 IHTEHCUBHOCTb OCTaTO4HbIX OwnbGok n YINb

KoMMyHUKaLUMOHHAa cucTtemMa, yaoBneTeopsiiollas TpeboBaHUsaM (yHKUMOHaNbHOW 0e30nacHOCTH,
JomkHa obecneunmBaTb UHTEHCUBHOCTb OCTaTOMHbIX OLLMOOK, YCTAHOBNEHHYIO B Tabnuue 3.

Kak ans cuctem, pabotarolmx B pEXMME C HU3KOM YaCTOTON 3anpoCoB, Tak U CUCTEM, paboTaloLuX B
peXuMme C BbICOKOI YacTOTOM 3anpocoB, AOMKHO ObITh 3a4aHO0 BpEMS peakumun yHKUMKU BEe30MacHOCTH, YTO-
Obl rapaHTUpoBaTh Heobxoanmoe Yncno Be3onacHbiX COOOLLEHUI B CeKyHAY. BbluucneHme MHTEeHCUBHOCTH
OLUMBOK OCHOBAHO Ha PeXUMe C BbICOKOWM 4aCTOTOW 3anpoCOB M, TAKMM 00pa3omM, MOXET BCEra NMPUMEHATLCS
W ANA peXxMma ¢ HU3KON YacToTOl 3anpocos.

Tab6nuuya 3 — CBA3b MeXAy UHTEHCUMBHOCTbBIO OCTATOMHLIX OLWKNGoK 1 YT1B

I_Ipl/IMEHI/IMO ana MakcumanbHasa AonyctumMan Yactota BO3SHUKHO-
o BepOFlTHOCTb BO3HUKHOBEHMA ONaCHOro oTKasa B Yac
cbyHKLWIVI 6esonac- " BEHWA OCTATOUHBIX OLLIMGOK ANA KOMMYHUKaL1-
Ana KOMMYHUKaLMOHHOW CUCTEMBI, YAOBNETBOPALO- - "
HOCTU BMNNOTb 40 el TheBOBaHNSM d)yHKLWIOHaJ'IbHOVI 6e30MaCHOCTH OHHOW CUCTEMbI, yaoBneTsopAowen TpeGOBaHM—
YMNB tenp AM PyHKUMOHaNBHO Ge3onacHocTU
4 <1010/y A<10107/y
3 <10°9/y A<10°/y
2 <108/y A<108/y
1 <107/ A<107 /4y
MpumevyaHne — 3HadeHWs B JaHHOW Tabnule OCHOBLIBAIOTCA Ha NPEANONOXEHUN O TOM, YTO OTKa3bl KOMMY-
HWUKaLWOHHOW cucTeMbl, yaoBneTBopstoLiei TpeboBaHUAM yHKLMOHaNbHONW 6e30nacHoCTH, cocTasnAlT 1 % obLux
0TKa30B yHKLMM GezonacHoCTH.

5.7 CBfA3sb Mexay (OYHKUMOHANIbHOMU 6€30NacHOCTbLIO U 3aLULEHHOCTBIO

MpuMmeyvyaHne — OLueHKa yrpo3 3aluTe U OLEHKa pUCKOB 06LIMHO HEOBX0AUMBI ANA 3aLWUTEI NPUMEHEHWN,
CBA3aHHbIX ¢ 6e30MacHOCTbIO, OT NPeAHaMepPEHHbIX aTtak UnKu criyvaiHbiX U3MEHEHWIA. 3alnWEHHOCTb MOXET BbITb A0-
CTWUrHyTa yCTaHOBNEHNEM COOTBETCTBYHOLMX NONUTUK 6e3onacHocTi U Mep 6e30nacHOCTH, TakUX Kak dousndeckue (Hanpu-
Mep, MexaHU4ecKune, SNeKTPOHHLIE) UMW OpraHW3aLMOHHEIE Mepbl.

Korga npunoskeHuto TpebyoTcs aNeKTPOHHbIE Mepbl 3aLUMThI, 3aLUULEHHOCTb AOMKHA ObiTh peanu3o-
BaHa B YepHOM KaHane. PyHkuus 6e30nacHOCTM MOXET ObITb peanu3oBaHa Kak BHYTPU YCTPOWCTB, TaKk U HA
BHELUHUX TOYKax gocTtyna. HekoTopble TpeGoBaHUA 3aLUMULLIEHHOCTM NOAPOOHO paccMaTpPUBAIOTCH B KOMIIEK-
ce MOK 62443.

MpuMedaHne — [ONOMHUTENBHBIE KOHKPETHLIE ANS Npoduns TpeGoBaHWUS MOryT Takxke GbiTb yCTaHOBMEHDI
B M3K 61784-4 [10].

5.8 MNpenenbHbIe YCIIOBUA U OrpaHUYeHUs

5.8.1 dnekTpuyeckas 6e30NacCHOCTb
OnekTpuyeckan 6€30nacHOCTb ABNSAETCA NPEABAPUTENbHBLIM YCIOBUEM ANs KOMMYHUKALMOHHOW CUCTe-
Mbl, YAOBMNETBOpPSIOLWLEl TpeGoBaHMsM (yHKUMOHAanNbHOM Be3onacHocTn. Takum 06pa3om, BCe YCTPONICTBA,
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MOAKIIOYEHHbIE K TAKON KOMMYHWKALIMOHHON CUCTEME, AOIKHBI COOTBETCTBOBATEL TPEOOBAHUAM COOTBETCTBY-
owum cneyudmkaymam MIK ans SELV/PELV (Hanpumep, M3K 61131-2).

MpumMmedaHus

1 TpebytoLmnecs JOMNOMHEHUSA K PYKOBOACTBY Mo ycTaHOBKe (Hanpumep, kabenu, npoknagka kabens, sKkpaHbl, 3a-
3eMneHune, BbipaBHNBaHUe NoTeHUManoB) ycTaHoBneHsl B MOK 61918 n MOK 61784-5.

2 TpeGosaHua ana 6nokos NUTaHUA (HanpUMep, YCTORUMBOCTL K OAUHOYHBIM CBOSIM, UCTIONb30BaHWE pasfenbHbIX
6nokos nuTanusa, SELV/PELYV, cneyududeckne Ans cTpaHbl orpaHUyeHus no ToKy W T. A.) ycTaHosneHsl B MOK 61918 u
M3K 61784-5.

3 Tpe6oBaHua ANA CTaHAAPTHLIX YCTPOWUCTB LUMHEI (HanpuMep, oLeHka) cneuuduyHbl Ans npodunei KOMMYHWUKa-
LuiA, ynoenetsopstowmx TpeboBaHnsAM dyHKLMOHanLHo 6e3onacHocTy.

5.8.2 OnekTpoMarHuTHaa coBMecTUMocTb (SMC)

M3K 61508 TpebyeT «noBbILLEHUSI NOMEXO3ALUMLLEHHOCTUY, HO HE YCTaHABMMBAET, KaK 3TOr0 MOXHO A0-
cTuyb. B HacTosAwem ctangapre npounu KOMMYHUKaLMIA, YAOBNETBOPAIOLWUE TpeboBaHUAM (DYHKLIMOHANb-
HOIN 6e30NacHOCTU, UCMOSb3YIOT ANl 3TOW LENU MOBbLILLUEHHbIE YPOBHU TECTUPOBAHUSI U COOTBETCTBYIOLLME
KpuTepun ka4yectea paboTbl, ycTaHOBNEeHHble B M3OK 61326-3-1. MOK 61326-3-2 MOXET UCMONb30BaThCA, Kak
UCKNIOYEHWE, ecnu npeanonaraemoe nNpUMeHeHUe B TOYHOCTU NOAX0AMT Noa o6nacTb NPUMEHEHUS U npea-
BapuTenbHble ycnosus MOK 61326-3-2.

MpumevyaHune — OtaenbHble NPUNOXeHUA MOTYT TpeboBaTb Gonee BbICOKWIA YpOBEHb, YEM YCTAHOBNEHHbIA
B MOK 61326-3-1, cornacHo cneuudmkalmsam TpebosaHuit kK 6esonacHocTn (SRS).

5.9 PykoBOACTBO NO YCTAHOBKE

TpeboBaHus kK yCTaHOBKE 000pyAOBaHUSA, UCTIONbL3YIOLLET0 KOMMYHUKALUMOHHbIE TEXHOMOIUMU, YCTaHOB-
NeHHble B Hactodwem craHgapre, onpegenedbl B MOK 61918 u B yactax MOK 61784-5 Ana KOHKPETHbIX
npodunen, kak u B Ni0ObIX APYrMX COOTBETCTBYIOLLMX AONOMHUTENBHBLIX CTAHAAPTAX, TPEOyIOLLMXCA AN 9TUX
KOHKPETHbIX NpoUnen.

HenogaepxvBaeMble yCTPOMCTBA, MOAKIMIOYEHHbIE K LUMHE, MOTYT CEepPbe3HO NOMeLlaThb BbIMOMHEHUIO
paboTebl U, TakMM 06Pa30M, HEFAaTUBHO CKa3aTbCH HAa FOTOBHOCTU (MO NPUYMHE NOXHBLIX aBAPUIHBIX OTKIIOYe-
HUR, BKNIOYasn NoxHoe cpabatbiBaHKUe), NPUBOAS K OTKNIOYEHUIO Nofb3oBarenem cnyobl 6e30nacHOCTHU.

[03TOMYy HaACTOATENBHO PEKOMEHAYETCA, YTOOLI BCE U3AENuA, COeAUHEHHbIE C NONIEBON LUMHOW B NPU-
NOXeHWM, CBA3aHHOM ¢ 6e30MacHOCTbIO (daXe CTaHAapTHbIE), NpeaocTaBnsAanu Tpedyioleecs noaTeepxae-
HWE COOTBETCTBMSI CBA3AHHOMY C HUMMW MPOTOKOMY MONEBON LUMHbI (Hanpumep, Aeknapauuio M3roToBuTens
UNnn NOATBEPXKAEHUE COOTBETCTBUA TPETbEN CTOPOHDI).

MpumeyaHune — [ononHuTenbHas MHOpMaLMs MOXET GbITb HallieHa B pasjenax HacTosLiero cTaHpapTa,
paccMaTpUBaloLWMX KOHKPETHbIE TEXHOINOMK, ECRN 3TO HEOOXOANMO.

5.10 PykoBoacTBO NO 6€30NMacCHOCTH

CornacHo ¢ M3K 61508-2 nocTaBLMKK YCTPOWCTBA AOMKHbI MPEA0CTaBNATbL PyKOBOACTBO No Gesonac-
HOCTU. OnucaHme MMHUMyMa MHAOPMaLnm, BKIOYEHNE B PYKOBOACTBO KOTOPOW TpebyeTtca npodunem, npe-
[OCTaBMEHO B COOTBETCTBYIOLLMX YACTSIX CrieyndUyHbIX ANs NPodUns.

5.11 MNonutuka 6e3onacHocTn

[Nonb3oBarenu HACTOSILLErO CTaHAAapTa AOMKHbI MPUHATb BO BHUMAHWE CReayloLUMe OrpaHuyYeHust BO
usbexxaHne HeZONOHMMAHUS, HEONPaBAAHHbIX OXUAAHWUI Unu CyaebHbIX MCKOB NO BOnpocam paspaboTok K
MPUNOXEHWUIA, CBSI3AHHbIX C 6€30MAaCHOCTBIO.

MpuMeuyaHue — Vx oBcyxgaroT, HanpuMep, Npu oSy4YeHWN, Ha CeMUHapax, CUMMo3nyMax W B npoLecce
KOHCYNETUPOBAHMUSI.

Mcnonb3oBaHWe yCTaHOBNEHHLIX B HACTOSILLEM CTaHAapTe KOMMYHUKaLMOHHbIX TEXHOMNOIUIA B YCTPOii-
CTBE HE rapaHTUpPYeT, YTO BCE HEOOXOAUMbIE TEXHUYECKUE, OPraHU3aUUOHHbIE U HOPMAaTUBHbIE TPeboBaHuUSA
YCTPOMCTBA, UCMOJIb3YEMOTO B MPUIOXEHWUM, CBA3AHHOM C 6€30MacHOCTbIO, BbiNM BbINOMHEHbI B COOTBETCTBUM
¢ TpeboBaHusaMm M3K 61508.

YT06bl YCTPOWCTBO, yaoBneTeopsiowee TpeboBaHWAM HACTOAILLEro craHgaprta, Obino MpUrogHo Ans
MCNONb30BaHUS B MPUMOXEHUSIX, CBA3AHHbIX C 6E30NacHOCTbIO, AOMKHbI COOMIAAaTLCS Haanexaluue npo-
LecCbl MEHEKMEHTA (PyHKUMOHANLHOW Ge30nacHOCTU ANSA BCEro XXM3HEHHOro LMKNa yCTPOMCTBA, KOTOPbIE
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JOIKHLI COOTBETCTBOBATL CTaHZapTam 6e30MacHOCTW M COOTBETCTBYIOLUMM 3aKOHOAATENbCTBAM/HOPMAM.
3OTO0 AOMKHO ObITh OLEHEHO B COOTBETCTBUM C TPEOOBAHMAMU HE3ABUCUMOCTM M KOMNETEHTHOCTU, ONUCAHHLIMK
B MOK 61508-1.

B koHTeKCTe nonHoThl 6e30nacHOCTK annapaTtHbIX CPEACTB, HAUBLICLLUMIA YPOBEHbL NOMNHOTLI BE30NacHo-
CTU, KOTOPbI MOXET ObITb 3asBrneH AnA yHKUMM 6€30NacHOCTU, OrpaHUYEH NpeAenbHbIMY 3HAYEHUAMU NOM-
HOTbI 6830MaCHOCTH annapaTHbIX CPEACTB, KOTOPbIE JOCTUTAIOTCA CNOCOGOM 1, OnMcaHHbIM B MOK 61508-2,
OCHOBaHHbLIM Ha KOHLENUMSX 0TKa30yCTOMYMBOCTM annapaTHbIX CPeAcTB U gone 6e3onacHbiX 0Tkasos (pea-
TIN3YIOLLIMXCA HA YPOBHE CUCTEMbI WU MOACUCTEMBI).

M3roToBUTENbL YCTPOCTBA, UCMONb3YIOLLIET0 KOMMYHUKALIMOHHBLIE TEXHONOMMU, ONPEeAENEHHbIE B HACTO-
sILleM CTaHjapTe, HeCeT OTBETCTBEHHOCTD 3a NPABUITLHYIO peanu3auuio TpeboBaHuin HaCTOALLEro cTaHAapTa,
NpPaBWMbLHOCTb U MOMHOTY JOKYMEHTALMM HA YCTPOMCTBO U MH(bopmaLmu.

HacrositensHo pekomeHAyeTcsi, 4ToObl pa3paboTuMkm KOHKPETHOTO NPoUnA BLIMOMHANN HaaANexawme
UCMbITAHUSI HA COOTBETCTBME U NPOBEPKUA B COOTBETCTBYIOLLEW OpraHu3auuu, KOMNETEHTHOW B KOHKPETHOW
peanu3yemMoii TexHonoruu. iudopmauusa o TeCToBbIX naboparopusix, NPOBOASLLMX TECTbl HA COOTBETCTBUE U
NoATBEPXKAEHUE COOTBETCTBUSI B COrnmacum ¢ TpeboBaHUAMM AAHHOTO pa3fena, NpuseaeHa B npunoxeHun B
KaXxaoW MHaMBuAyanbHOM Yactu npoduns.

MpumMeuvyaHue — OTu TpeGoBaHMA U peKOMeHAALUU BKITIOMEHBI, MOTOMY YTO HenpaBUMbHbIE peanusauyuu
MOTYT NOBIeYb 3a COGOW Cepbe3Hble TeNecHbIe NOBPEXAEHNs Unu rubensb.

6 CemencTBo 1 KOMMYHUKaUMOHHbIX npodunen (MoneBas wWuHa
FOUNDATION™). Mpodunu ana pyHKUMOHaNLHOM 6e30MnacHOCTU

6.1 KoMmyHMKaLMOHHBIN Npocunb 1/1, yaoBneTeBopsiowmni Tpe6oBaHUAM (PyHKLMOHANBHON
6e30nacHOCTHU

CeMeiicTBO 1 KOMMYHUKALIMOHHBIX npoduneit (o6LUen3BecTHOE Kak nonesble LWMHbl FoundationT™2))
onpeaenser KOMMYHUKAUMOHHblE nNpodunM, OCHOBaHHble Ha MOK 61158-2 Tun 1, MOK 61158-3-1,
MO3K 61158-4-1, MOK 61158-5-5, MOK 61158-5-9, MOK 61158-6-5 u MOK 61158-6-9.

Basosble npogunu CP 1/1, CP 1/2 u CP 1/3 onpeaeneHbl B MK 61784-1. KOMMyHUKaLIMOHHBI Npodurb,
yOooBneTBOpsOLWMi TpeboBaHUAM PyHKUMOHaNbLHON 6e3onacHocTu, FSCP 1/1 (FF-SIS™) cemeitcTBa 1 KOMMy-
HUKaUMOHHbIX npocunein (CPF 1) ocHosaH Ha 6a3osoM npocdune CP 1/1, npeacrasneHHom B MOK 61784-1,
“ cneumuKkaumuax KOMMYHUKaLMOHHOTO ypoBHS 6e30nacHoCTH, onpeaeneHHbix B MOK 61784-3-1.

6.2 TexHU4eckuin 063op

CyLLeCTBYIOT NMPUNOXEHNSA, TpebytoLume YypoBEHb MONHOTLI 6€30MaCHOCTU C NEPBOTO MO YETBEPTbIN, KaK
onpeaeneHo B MOK 61508.

MpuMeyaHune — Takue NpUNOXEHUS, CBA3AHHLIE ¢ 6€30MACHOCTLIO, TaKXKe Ha3blBalOTCA UHCTPYMEHTarbHbI-
Mu cuctemamu B6ezonacHoctu (SIS) (cm. MOK 61511 [9]).

KomMMyHUKaUMOHHBI ypoBeHb GesonacHoctu FSCP 1/1, ycraHoBneHHbin B MOK 61784-3-1, naer Bo3-
MOXHOCTb MUCMOMb30BaTh MHTENNEKTYarbHbIe YCTPONCTBA B CUCTEMAX, CBA3AHHbIX C 6e30NacHOCTbIO, U TEM
CaMbIM pacLIMpSET BO3MOXHOCTU CUCTEMBI, MO3BONASA CUCTEME COOTBETCTBOBaThH TPeOOBAHMSAM €€ YPOBHSA
NonHOTLI 6e30nacHOCTU. KOMMYHUKaLUOHHBI YpoBeHb Be30nacHoCTH, onpeaeneHHsiii B IEC 61784-3-1, npu-
MeHuM Tonbko kK CP 1/1, kak onucado B IEC 61784-1.

B M3K 61784-3-1 He onpeneneHbl TPeOOBaHUA ANA MHCTPYMEHTarnbHbIX CPEACTB Ui PyHKLMOHAnNa us-
MEpEHUN BHYTPEHHEr0 COCTOSAHUS YCTPOWCTB. KOMMYHUKALUMOHHBIV YPOBEHE OE30MaCcHOCTW rapaHTUPYET, YTO
KOHMrypaumsi, co3faHHas npy rnomoLLM UHCTPYMEHTanNbHbIX CPeACTB, 3arpy>KaeTcs B yCTpOWCTBa 0esonac-
HoCTM 6e3 HeraTMBHOIO BMMSIHWSI NPOTOKOMA Ha YPOBEHb MOMHOThLI 6e3onacHocTu. Obnacte npumeHeHus MOK
61784-3-1 onpeaeneHa Ha pUCyHke 7.

2) Monesble WHE FOUNDATION™ 11 FF-SIS™ ABRsoTCS TOProBEIMU MapKaMy HEKOMMEPYECKOHA opraHuaaLum
Fieldbus Foundation. [JaHHaa uHdopmaLusa npuseaeHa ANs yaobcTeBa UCNONb30BaHUA JaHHOMO MEeXAYHAaPOAHOro CTaH-
AapTa u He o3HavaeT, YyTo M3K noapepxusaeT MHeHUA oBnagaTens ToproBoi Mapku Unu ero npoaykumuto. CooTseTcTBME
3TOMY CTaHAapTy He TpebyeT ucnonb3oBaHusa HaumeHoBaHWin Foundation Fieldbus™ unu FF-SIS™. Wcnonb3osaHue Top-
roBblx Mmapok FOUNDATION™ Fieldbus unu FF-SIS™ TpebyeT paspelueHus co ctopoHbl Fieldbus Foundation.
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Monesas wuHa CP 11

FSCP 171

Jlornka

hyHKL MM
CTEK 6e3onacHoCTn

YepHblIii kaHan

PyHKUMOHaN
KOHKpPEeTHOro

CP 11 ycTpoiicTBa
PacwunpeHuns

npoTokona
FSCP 11

ViHTennektyansHoe yCTpOI7ICTBO

PucyHok 7 — O6nacTb npumeHeHnsa FSCP 1/1

Cam no cebe FSCP 11 He obecneunBaeT PYHKLMOHA/IbHYO 6e30MacHOCTb. MOMMMO permcTpauumn mH-
TeponepabenbHocTM npoTokona FSCP 1/1, nocTaBLiMK TaKXe MOMYyYUT OLEHKY hYHKLMOHa/IbHO Ge3onac-
HOCTW ANs1 U3genuid, CUCTEM 1 NporpamMMHoOro obecneveHusi. Monb3oBaTento cnegyeT yA0CTOBEPUTLCS B TOM,
Nnoaxo4uT N BCe CBA3aHHOe C 6e30nacHOCTbio 060pyfoBaHNe AN peanusaunm qyHKuum 6e3onacHocTn B
cooTtBeTcTBUN ¢ M3AK 61508.

JononHntensHas nHgopmauus npveegeHa B MIK 61784-3-1.

7 CeMeNCcTBO 2 KOMMYHUKaUWOHHbIX npodunein (CIP™). NMpodwunu gnsa
hyHKUMOHaIbHOW 6e30nacHOoCTH

7.1 KOMMYHUKaUMOHHBIV npodunb 2/1, yaoBneTBopsAoLWni TpeboBaHnAM OYHKLNOHa/TIbHOM’
6e3onacHocTn

CemelicTBO 2 KOMMYHUMKaUMOHHBLIX npodonneinn (o6uenssectHoe kak CIP™3)) onpegenseT KOMMYyHMKa-
LMOHHbIE Npodnan, ocHOBaHHble Ha M3K 61158-2 Tun 2, M3K 61158-3-2, M3K 61158-4-2, M3K 61158-5-2 n
M3K 61158-6-2.

Baszosbie npocunan CP 2/1, CP 2/2 n CP 2/3 onpegeneHbl B M3K 61784-1 n M3K 61784-2. Kommy-
HUKaLUMOHHBI Npotnb, YAOBNETBOPAIOWMIA TpeboBaHUAM (PYHKLMOHANLHOI 6e3onacHocTn, FSCP 2/1 (CIP
Safety™3)) cemeiicTBa 2 KOMMYHMKaLUNOHHbIX npodhunnein (CPF 2) ocHoBaH Ha 6a30Bbix npocunnsax CPF 2 u3
M3K 61784-1 n M3K 61784-2, a Takxe cneundumkaunsax KOMMYHUKaLMOHHOIO YpOBHS 6e30nacHocTu, onpe-
LefieHHbIX B MOK 61784-3-2.

7.2 TexHn4yecknin o63op

FSCP 2/1 ocHoBaH Ha mogenun CPF 2 otnpasutens/nonydatens. O6bveanHeHne otnpaButeneit n nony-
yaTenei AABNSETCS BaXHON YaCTbi0 B3aMMOOTHOLUEHUS, KOTOpoe obecneymBaeT BbICOKM YPOBEHb MOMHOTHI,
HeobX0AVMbIN AN MPUMOXKEHWUIA, CBA3AHHbLIX C 6€30MaCHOCTbHO.

KOMMYHMKaLMOHHBIA ypoBeHb 6e3onacHocTy npodmnsa FSCP 2/1 ycTaHaB/ivBaeTCcs Npy NOMOLM 06b-
ekTa Safety Validator (noaTBepxaeHne cooTBeTCTBMSA TpeboBaHmAM 6e3onacHOCTK). [aHHbli 06bEKT oTBeYa-
€T 3a ynpasneHne 6e3onacHbiMU coeguHeHusMyn FSCP 2/1 n cnyxuT uHTepdeiicom mexay npuknagHbimu
o6bekTamu, CBsA3aHHbIMU C 6€30NaCHOCTbIO, U COEAUHEHUSMI KaHa/IbHOTO YPOBHS, Kak 3TO NokasaHo Ha pu-
cyHke 8. O6bekT Safety Validator o6ecneuvBaeT nonHOTYy 6e30MacHO nepefaBaeMbiX AaHHbIX.

3 CIP™ (O6LWumit NnpombiweHHbIi npoTtokon) u CIP Safety™ sABNsAOTCA TOProBbIMW Mapkamy HEKOMMep4eckol
opraHusauun ODVA, Inc. [laHHaa wHopmaumsa npusegeHa Ans yaobcTea MCNOMb30BaHUSA [AAHHOTO MeXAyHapoAHOro
cTaHgapTa u He o3HauyaeT, YyTo M3K nogaepxvBaeT MHeHUs1 06n1agaTens TOproBoli Mapku unv ero npoaykuuo. CooTeeT-

CTBME 3TOMY CTaHAapTy He TpebyeT UCNo/b30BaHNsa HanMmeHoBaHuii CIP™ unu CIP Safety™. cnonb3oBaHue TOProBbixX
mapok CIP™ wunu CIP Safety™ TpebyeT pa3peLueHusi co cTopoHbl ODVA.
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PucyHok 8 — CBsasn mexpgy o6bektamu Safety Validator

MonHoTa 6e3onacHo nepegasaeMblX faHHbIX obecneynsaeTca cnegyrwowmnm obpasom:

- oTNpaBuTe/NIb CBA3AHHOIO C 6€30MacHOCTbI0 MPUNIOXEHNSA UCNOMb3YyeT ak3eMnnap ob6bekTa Safety Validator
Ha CTOpOHe KNneHTa, YTobbl BblfaTh 6e30nNacHO nepefaBaeMble AaHHble U 06ecneyYnTb BpeMeHHoe cornacoBaHue;

- KIMeHT B3aumogeiicTByeT C OTNpaBUTeNieM aHHbIX KaHana nepefauyv faHHbIX 415 nepegayn faHHbIX
1 C nonyyatenem AaHHbIX KaHana nepegayv AaHHbIX 418 NONYYEHUA COOGLWEHUA cornacoBaHua BPeMeEHMU;

-0TNnpaBuTeNlb CBA3AHHOTO C 6e30NacHOCTbID MPUIOXKEHUA UCNONb3yeT 3k3emnnap obbekTa Safety
Validator Ha cTopoHe cepsepa A4/19 NONYYEHUA U NPOBEPKN LaHHbIX;

- cepBep B3auMMojeicTByeT Cc mosyyaTesieM AaHHbIX KaHana nepegayn faHHbIX N8 MOAYYEHUA faHHbIX
1M C oTNnpaBUTeNleM AaHHbIX KaHana nepegayn AaHHbIX AN nepegayn coobleHnii cornacoBaHua BpeMeH!.

FSCP 2/1 npumeHaeT KOHLENUUo YepHoro kaHana. OTnpaBuTenu u nonyvyaTenu faHHbIX KaHana nepe-
Aayn fAaHHbIX He 06n1ajalnT HUKAKUMW 3HAHUSAMU O COAepXaHuM naketa 6e3onacHoO nepefaBaeMblX AaHHbIX U
He peanu3yeT HUKaKnx yHKLUnin 6es3onacHocTM. OTBETCTBEHHOCTb 3@ BbICOKMA YPOBEHb NOMHOTLI nepegauu u
npoBepkn 6es3onacHo nepefaBaeMblX AaHHbIX EXUT Ha ak3emnnapax ob6bekta Safety Validator.

FSCP 2/1 ncnonb3yeT cnegyrowmne mepbl 4na o6ecnevyeHns nosiHOTbl 06MeHa 6e30nacHbIX COO6LLEeHWI:

- BpEMEHHYI MEeTKy;

- NpoBepKy NOANIMHHOCTN COeAUHEHUSN;

- obecneyeHne NOSIHOTHI JaHHbIX;

- U36bITOYHOCTb C NEpPeKpecTHOl NpoBepKoi;

- pasnuuHble cucTeMbl obecneyeHns NOMHOThl AaHHbIX.

CoobLeHna oTnpaBnATCA C BPEMEHHOW MeTKoW, KoTopasi No3BoasieT nosiyyatesno nNpoBepuTb «BO3pacT»
nocblNaeMblX AaHHbIX. M aeHTUudnkaunsa KoanpyeTcs B Kax4om coobuieHumn, cBA3aHHOM ¢ 6e30NacHOCTbIO, YTOObI
obecneynTb UCNONb30BaHNWE COO6LEHNA NpaBUIbHbIM MofyyaTenemMm. Bce coobuieHns, cBa3aHHble ¢ 6e30nacHo-
CTbi0, UCNOMb3YIOT YHUKaNbHbIi CRC. [laHHble, cBAA3aHHble C 6€30NacHOCTbLI0, OTNPaBNATCA C AOMNOHUTENbHOW
MHpopmaumeii. Mpn oTnpaBneHUn coobueHnid, CBA3aHHbIX C 6e30MacHOCTbIO, WMCMOJb3YITCA pa3HoobpasHble
cpeacTsa, 4Tobbl cTaHgapTHble coobuweHns CPF 2 He BocnpuHUManucb Kak coobleHna 6e3onacHocTu.

JlononHuTenbHaa uHdopmauus npusegeHa B M3K 61784-3-2.

8 CemelicTBO 3 KOMMYHUKaLMWOHHbIX npoduneii (PROFIBUS™, PROFINET™).
Mpocnnn gna dyHKUNOHaNbHOW 6€e30MacHOCTHU

8.1 KoMMyHMKaLMOHHbLIN npodunb 3/1, yaoBneTBopsatowmnii Tpeb6oBaHNAM PYHKLMOHANbHOW
6e3onacHoCcTn

CemMeicTBO 3 KOMMYHUKaLLMOHHBIX Npodnneit (obuwenssectHoe kak PROFIBUS™, PROFINET ™ 4)) onpe-
nensieT KOMMYHUKaLWOHHbIE Npoduamn, ocHoBaHHble HAa M3K 61158-2 Tun 3, M3K 61158-3-3, M3K 61158-4-3,
M3K 61158-5-3, M3K 61158-5-10, M3K 61158-6-3, n MOK 61158-6-10.

4) PROFIBUS™, PROFINET™ u PROFIsafe™ qBnatTCA TOProBbIMM Mapkamum HEKOMMEpPYECKOi opraHusaynu
PROFIBUS Nutzerorganisation e.V. (PNO). lanHas nHdopmauus npusefeHa ns yaob6cTBa NCNoNb30BaHNUA AAHHOTO MEXAY-
HapoAHOTo cTaHAapTa W He o3HayaeT, 4To MOK nogfepxuBaeT MHeHWs o6nagaTtens TOProBON Mapkm WAM €ro MPOAYKLMI0.
Co0TBETCTBME 3TOMY CTaHAapTy He TpebyeT ucnonb3oBaHua HaumeHoBaHuit PROFIBUS™, PROFINET™ unn PROFIsafe™.
Wcnonb3osaHue Toprosbix mapok PROFIBUS™, PROFINET™ u PROFIsafe™ Tpe6yeT paspeweHus co cTopoHbl PNO.
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BazoBble npocunan CP 3/1 n CP 3/2 onpegeneHbl B MK 61784-1. CP 3/4, CP 3/5 n CP 3/6 onpegene-
Hbl B M3K 61784-2. KOMMYHMKaLMOHHbIA Npodnsb, YA0BNETBOPSOLWNIA TpeboBaHUAM (DYHKLUNOHaIbHON 6e3-
onacHoct, FSCP 3/1 (PROFIBUS™, PROFINET™5)) cemeiicTBa 3 KOMMYHMKaLMOHHbIX npoduneli (CPF 3)
OCHOBaH Ha 6a30BbIx Npocnnsax CPF 3 n3 MK 61784-1 n M3K 61784-2, a Takke Ha cneumnukaLnsx KoMmmy-
HUKaLMOHHOTO YPOBHS 6€30MacHOCTU, onpegesieHHbix B M3K 61784-3-3.

8.2 TexHu4yeckuii 0630p

FSCP 3/1 ocHOBaH Ha LMKINYECKOM O6MeHe JaHHbIM MeXAy KOHTPOo/1epoM (LUMHOM) M CBA3aHHbIMU C
HUM (NONEeBbIMK) YCTPOKCTBaAMW, NCNOMb3YS HEMNOCPEACTBEHHYI0O KOMMYHUKALMOHHYIO CBSA3b (CM. PUCYHOK 9).
OpVH KOHTPONep MOXeT ynpaBnAaTb M06bIM HA60POM CTaHAAPTHBLIX YCTPOWCTB U YCTPOWMCTB, CBA3AHHBIX C
6e30MacHOCTbI0, COEUHEHHbIX C CETbID. Takke BO3MOXHO pa3HbIM KOHTPO//iepaM HasHauyaTb 3afaun 6e30-
NacHOCTW U CTaHAApTHbIE 3a4aun. /Tlo6ble 13 Tak Ha3biBaeMbIX aUMUKINYECKUX KOMMYHUKaUN Mexay yCcTpoii-
CTBaMM W KOHTpOepamMmu Wav gucnetyepamu, TakMMu Kak nporpammMmupyemble YyCTPONCTBa, NpefHasHa4YeHbl
ONS uenein koHpMrypnpoBaHus, napameTpmsaumm, AMarHoCTUKN U nogaepXxaHmus paboTocnocobHOCTH.

Onsa peannsayun FSCP 3/1 6b11n BbibpaHbl criegytowme YeTbipe Mepbl:

- (BMpTyasibHas) nocnegoBartesibHasi Hymepauus;

- KOHTPO/Ib BPEMEHUN CTOPOXEBLIM TaliMepoM C yBeAOM/IEHNEM;

- KOOOBOE UMS /18 KaXKA0r0 KOMMYHWKALMOHHOTO OTHOLUEHUS;

- MpoBepKa MOIHOTbI JaHHbIX LMKANYECKUM N36bITOUYHBLIM KOLOM.

1 YctpolictBo CTPOWCTBO ~ JYCTPOICTBO YcTpolicTBo
| 1 2 3 3
Linknunyeckunii goctyn Aumkanueckuii gocTtyn
K KOHTpONepy K KOHTpOSIepy

PucyHok 9 — Ba3oBble npegBapuTesibHble YCI0BMA KOMMYHuKauun ans FSCP 3/1

Ansa 3awuTbl OT /11060r0 HENPaBWU/ILHOTO (DYHKLUOHMPOBAHUS, BbI3BAHHOTO 3/1EMEHTaMU CeTu, Xpa-
HALMMNUCA B COOGLLEHMN, UCMOJIb3YeTCs AO0CTAaTOYHO 60/bLUOK AvanasoH nocnefoBaTesibHOW Hymepauuu.
Kaxpoe ycTpoiicTBO 6e30macHOCTM B KayecTBe yBeLOM/IEHMs BoO3BpaliaeT coobuieHne ¢ PDU 6e3onacHo-
CTW, Jaxe ecny HeT AaHHbIX npouecca. s Kaxaolh HenocpeACcTBEHHOW KOMMYHUKALMOHHOW CBA3M ycTa-
HaB/IMBAETCSl OTAE/bHbLIA CTOPOXEBON TaliMep Kak Ha CTOPOHE OTNPaBUTESISA, Tak U HA CTOPOHEe MosyyaTesns.
YcTaHaBNMBaeTCs YHUKaNbHOE KOAOBOE MMS Ha KaXA0e KOMMYHVKALMOHHOE OTHOLLEHWe 4715 MPOBEepPKU nod-
JINHHOCTM, KOTOpOe KOAMPYeTCs B MCXOAHOM 3HauyeHun curHaTypbl CRC Ansl LMKIMYECKU paccyuTbiBaeMoin u
nepepaBaemoit curHatypbl CRC2 (cm. pucyHok 10).

5) PROFIBUS™, PROFINET™ u»n PROFIsafe™ sBNsOTCS TOProBbIMM MapKkamy HEKOMMEPYECKO opraHusayum

PROFIBUS Nutzerorganisation e.V. (PNO). laHHas uHdopmaumsa npusegeHa ans yao6crsa ncnosib30BaHUs faHHOro Mexay-
HapoHOro cTaHAapTa M He o3HavaeT, 4To M3K noggepxuBaeT MHeHWs1 06n1adaTens TOProBoi Mapku UM ero NPOAYKLMIO.
CooTBeTCTBME 3TOMY CTaHAAPTy He TpebyeT UCnob3oBaHus HavMeHoBaHuii PROFIBUS™, PROFINET™ unu PROFIsafe™
Mcnonb3oBaHue Toproebix Mapok PROFIBUS™, PROFINET™ un PROFIsafe™ TpebyeT pa3peLueHns co cTopoHbl PNO.
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PDU BesonacHoct npotokona FSCP 3/1
PucyHok 10 — Ctpyktypa PDU 6e3onacHocTtu npoduns FSCP 3/1

FSCP 3/1 obecneuvBaeT ABa pexuma paboTtbl: pexum V1 n pexum V2. B TO BpeMs kak Mep pexuma
V1 pocTtatoyHo Ana 6e3onacHoil nepedayn AaHHbIX Ha ceTsax CP 3/1 6e3 pacwwupenunii, 6onee «weapble
cBolictBa» Ethernet / CP 3/4 no CP 3/6, Takne kak 60siee LUMPOKOE NPOCTPaAHCTBO afpecoB u 6ydepusauns
KOMMOHEHTOB MapLupyTu3aTopa, TpebyloT HEKOTOPbIX paclumpeHuii k npotokony FSCP 3/1, Tem cambIiM npu-
BOAA K pexumy V2. Pexum V1 orpaHuumsaetcs npotokosiom CP 3/1, B TO Bpemsa kak pexum V2 TpebyeTtcs ans
npoTtokonos ¢ CP 3/4 no CP 3/6 u/vnn CP 3/1. M3K 61784-3-3 nogpo6HO onucbiBaeT TObKO pacCLUMPEHHbIi
OyHKLMOHa Tak HasbiBaeMoro pexuma V2. besonacHas KOMMyHuKauusa mexgy komnoHeHtamym PROFINET
CBA (cm. PC 3/3) ewle He 6bina onpegeneHa. O63op FSCP 3/1 B pamkax apxutektyp CP 3/1 n CP 3/4 no CP
3/6 npmBefeH Ha pucyHke 11.

PucyHok 11 — Pexumbl 6e30nacHbiX KOMMYHUKaLWiA

JononHuTtenbHas nHdopmauuns npueegeHa B MOK 61784-3-3.
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9 CemencTBO 6 KOMMYHMKaLMOHHBLIX Npodunein (INTERBUS®). NMpodunu ans
(hpyHKUMOHaNbLHOM Ge3onacHoOCTU

9.1 KOMMYHUKaUUOHHBLIN npocunb 6/7, ynoeneTeopaowni Tpe6oBaHUAM hyHKUMOHANBHOMN
6e3o0nacHoOCTH

CeMeiicTBO 6 KOMMYHMKALMOHHLIX npocuneii (oblienssectHoe kak INTERBUS®®) onpepens-
€T KOMMYHWUKaLWOHHbIE Npochunu, 0CHOBaHHbIe HAa MOK 61158-2 Tun 8, MOK 61158-3-8, MOK 61158-4-8,
MO3K 61158-5-8 u MOK 61158-6-8.

Basosble npocounu CP 6/1, CP 6/2, CP 6/3 onpeaeneHbl B MOK 61784-1. KOMMYHUKaLMOHHBIA NPodunb,
YAOBINETBOPAIOLLMIA TpeBoBaHMAM dyHKLUMOHanbHON GesonacHoctu, FSCP 6/7 (INTERBUS Safety™9) ce-
MeicTBa 6 KOMMYHUKaLUMOHHBLIX npodouneii (CPF 6) ocHosaH Ha 6a3oBbix npochunsix CPF 6 nua MOK 61784-1,
a TaKKe Ha cneundukaunsix KOMMYHMKALIMOHHOTO YPOBHS Be30nacHoCTu, onpeaeneHHbix B MOK 61784-3-6.

Mpocounn CP 6/1, CP 6/2 n CP 6/3 coaepxaTt Heobs3aTenbHble CnyxObl, yCTAHABNMBAEMbI€ UAEHTU-
dukaTtopamu npochuns. Maentudukaropsl npochunsa, noaxoasme ans CP 6/7, npeacraesneHsl B Tabnuue 4.

Tabnuya 4—MaeHTudukatopsl npocduns, ncnonbsyemsle ans FSCP 6/7

BedyLuee yCTpoMCTBO BedoMoe yCTpoiicTBO
Mpocpun LMKIYHOE 1 HeLw- LUMKNUYHO® U He-
LMKNMYHoe LMKnMYHOe HeLWMKNMHOE
KnuuHoe LpKNMYHoe
Mpodpune 6/1 618 619 611 — 613
Mpodoune 6/2 — 629 — — 623
Mpodoune 6/3 — 639 — — 633

Cneumndukauma ypoBHst KOMMYHUKauuin 6esonacHocTu, AaHHasa B MOK 61784-6, npuMeHMMma B NOMHOW
mepe.

9.2 TexHM4YeCKU 0630p

FSCP 6/7 ncnonb3yer CyLLeCTBYIOLUIA TPAKT nNepeaaqu Ans UMKNMYeCcKon nepegaqmn gaHHelX (AnNA aaH-
HbIX npouecca). 10 CyTu 3T0 ABMNAETCHA KOHUENUMI BEAYLUMA/BEAOMBIA C TONONOrMEN «PU3NYECKOE KOMbLIO»
1 NOrMYEeCKUMN HENOCPEACTBEHHBLIMU CBA3AMU MEXAY OAHUM BEAYLLMM YCTPONCTBOM U KaXAbIM U3 BEAOMbIX
(cM. pucyHok 12). JanHble nepeaaoTcs ¢ NOMOLLbIo 6noka PDU (M3BECTHOTO Kak CyMMAapHbIi Kazp), U3 KOTO-
poro Kaxkaoe u3 BeAOMbIX YCTPOWNCTB U3BNEKAET CBOU BbIXOAHBLIE AaHHbIE U BHOCUT CBOU BXOAHbIE AAHHLIE.

8 INTERBUS® 1 INTERBUS Safety™ senstotcst ToproseIMi Mapkamn Phoenix Contact GmbH & Co. KG, ynpas-
TNeH1e ToproeBeIMU Mapkamu nepegaHo HekoMmepyeckon opraHusauum INTERBUS Club. [JaHHas uHdopmauns npusese-
Ha Ans yaobcTea MCnonb3oBaHUA AaHHOrO MeXAYHapPOAHOro cTaHjapTa u He o3HadvaeT, 4To MOK nogaepxuBaeT MHeHUA
obnagaTtens Toprosoil Mapku unu ero npoaykuuo. CooTBETCTBUE 3TOMY CTaHAapTy He TPeGyeT NCMoNb3oBaHUA HauMe-
HoBaHuiA INTERBUS® 1 INTERBUS Safety™. Wcnonb3oBaHue Toproebix Mapok INTERBUS® u INTERBUS Safety™
TpebyeT paspelueHus co ctopoHbl INTERBUS Club.
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CwvicTema ynpas/ieHust CyMMapHblii kagp

YctpoiictBo 1 YcTpoiicTteo 2 YcTpoiictBo 3 YCTpOIiCcTBO 4 YCTpPOWACTBO 5

-[aHHble Kaapa;

-AaHHble Nnonb3oBarens

PucyHok 12 — BxogHble ycnoBusl gnasa KoMmmyHukauun FSCP 6/7

KoMMyHUKaLMOHHBIA ypoBeHb 6e3onacHocT FSCP 6/7 npepoctaBnseT cnegyowme mepbl 6e30nacHo-
CTV 4N peanusaumn KOMMYHUKaLMOHHOTO YPOBHSA 6e30nacHOCTY;

- NOPSAKOBLIA HOMEP;

- BpeMeHHas MeTka,;

- NpoBepKa MoA/IMHHOCTY CoeANHEeHUs;

-NpoBepKa MoHOTblI 6€30MacHbIX JaHHbIX LUKIMYECKUM U30bITOYHBIM KOLOM.

Hymepauua nocnegosatesisHOCTM MCNOb3yeT Anana3oH ot 001 go 111 6e3 000. MNMposepka NOA/IMHHO-
CTV coeguHeHust (MHhopMauua oTnpaBuTens/nonyyarens) MCnosb3yeT ceMb GUT, MO3TOMY C MOSIEBON LUNHOM
6e30nacHOCT! MOXeT ObITb MHTErpupoBaHoO A0 126 BefOMbIX YCTPOWCTB. BesonacHo nepejaBaemble faHHble
MOryT nepefasaTbCa OT BeAyLLero ycTpoincTea 6e30nacHOCTY KaX4oMy Be4OMOMY YCTPOMCTBY 6e30nacHOCTU
M OT KaXAoro BefoMOro ycTpoicTBa 6e30MacHOCTU KaxAoMy BeAylemy YCTPOWCTBY 6e30MmacHOCTM B pam-
Kax 0O4HOro umkia gaHHbiX. OTAEebHbIA CTOPOXEBON TaliMep, YCTaHOBMEHHbIV Ha KaXXAO0M BbiXOAe BeAO0MOro
ycTpolicTBa 6e3omacHocTV, obecneyvnBaeT BpPeMs peakumn gyHKUMM 6e30nacHOCTU ANns KaxAon (yHKuun
6e30MacHOCTM 1 MOXEeT LUMPOKO perynmpoBatbcsi. CTOPOXEBON TaiMep MOXHO HAacTPOUTb AN KaXAOro Bbl-
XO[HOTO KaHana 6e30MacHOCTU BbIXOAHOTO BEAOMOrO yCTpoiicTBa 6e30nacHOCTY.

KOMMYHUKaLMOHHbIA ypoBeHb 6e3onacHocTn npodpuns FSCP 6/7 MOXET NPpUMEHATLCA ANS OYHKUWiA
6e3onacHocTV ypoBHeM A0 YTMB 3. MoaTomy noneBasi WiMHa 6e30nacHOCTU cocTaB/sieT MakcumyM 1 % Bceid
PFH (cpegHei 4acToTbl onacHbIX OTKa3oB). /19 NOMEBOI LWKMHbI AocTUraeTca 3HadeHue J1 < 10~7. BcTpoeH-
HbIi CTOPOXEBOU TaliMep, obecneunBas BPemMs OXWUAAHUS KaKOro BbIXOAHOTO KaHana KaXAoro BbIXOAHOrO
BE/IOMOro ycTpoiicTBa 6e30nacHOCTU, rapaHTUpyeT Bpems peakuumn tyHKuuyn 6esonacHocTu. Bpems peakuun
OyHKUMM 6€30NacHOCTU BK/IOYAET:

- BpeEMA nepefayn AaHHbIX N0 MOMEBON LWMHe OT BXOAHOrO BEAOMOr0 yCcTpoiicTBa 6e30nacHOCTV Beay-
LemMy YCTPOMCTBY M OT BeAyLlero ycTpoiicTBa BbIXOAHOMY BEAOMOMY YCTPOMCTBY 6e30MmacHOCTW, Bk/IOYas
Takxe BO3MOXHble nosTopeHns PDU 6e30nacHOCTU, BO3HMKAOLME MO NPUYMHE OLIMOOK nepefayn faHHbIX;

- Bpems 06paboTky Ha KaAOoM BEeLOMOM YCTpoiicTBe 6e3onacHOCT (BXOAHOM W BbIXOLHOM) W Bpe-
MA 06paboTkm B M3C (06bIMHO ucnonb3lyetca 6Ge3onacHbli MAK, Ha KOTOpOM peanvM3oBaHO Beayllee
YCTPOWCTBO);

- BpeMs TOPMOXEHUSA MaLUUHbI.

Ecnn ycTtaHOBMeHHOe BpeMs BCTPOEHHOr0 CTOPOXEBOrO TaliMepa KOHKPETHOro BbIXOAHOTO kaHana
BbIXOAHOrO BEAOMOro ycTpoiicTBa 6e30nacHOCTM MPEeBbILEHO, TO COOTBETCTBYHOLLMIA BbIXOAHONW kaHan ne-
peBoAnTCA B cBOe 6Ge3onacHoe COCTOsHWE, KOTOpOoe, Kak NpaBu/io, AB/MSAETCA COCTOAHWEM C OTK/IHOYEHHBLIM
niTaHnemM.
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CtpykTypa PDU 6e3onacHoCTH BKNoYaeT Mepbl 6e30nacHOCTU (NOPAAKOBLIA HOMEDP, BPEMEHHYIO METKY,
npoBepKy NoasiMHHOCTU coeanHeHns, CRC) u 6e3onacHo nepegasaemble AaHHble. BesonacHo nepeaasae-
Mble AaHHbIe U Mepbl 6830MaCHOCTU ANA Ka)XA0ro Be4OMOro yCTpoincTea 6e3onacHoCTV ByayT MHTErpMPOBaHbI
B CyMMapHbIi Kaap.

HdononHutenbHaa uHgopmauma npusegeHa B MOK 61784-3-6.

10 CemencTBO 8 KOMMYHUKaAUMOHHLIX Npodunen (CC-Link™). Mpodunu ana
pyHKUMOHaNbHON 6€30MacHOCTH

10.1 KoMMyHUKaLUMOHHbIW npodunb 8/1, yaoBneTBopAl WU Tpe6oBaHMAM DYHKLMOHANBHON
6esonacHoCTH

CeMeilcTBO 8 KOMMYHUKALMOHHBIX npoduneit (oBLienssectHoe kak CC-Link™7)) onpeaensiet kommy-
HUKaUUOHHbIE Npodunu, ocHoBaHHble Ha MOK 61158-2 Type 18, MOK 61158-3-18, MOK 61158-4-18, MOK
61158-5-18 n MOK 61158-6-18.

Basosble npocdunu CP 8/1, CP 8/2, CP 8/3 onpeaeneHbl B MOK 61784-1. KOMMYHMKALMOHHBINA NpO-
cunb, yO0BNETBOPSIOWMIA TpeBoBaHNAM dyHKLMOHANLHOI BesonacHocTn, FSCP 8/1 (CC-Link Safety™7))
ceMeincrea 8 KOMMYHMKaUMOHHbIX npocunen (CPF 8) ocHoBaH Ha 6asoBbix npodwmnsax CPF 8 wu3s
M3K 61784-1, a Takke Ha cneuudukaumax KOMMYHUKALMOHHOTO YPOBHA 6e30MacHOCTHU, onpeaeneHHbIX B
M3K 61784-3-8.

10.2 TexHUuyeckui 0630p

FSCP 8/1 siBnsieTca NpOTOKONOM ANS nepeaayn AaHHbIX, CBA3AHHLIX ¢ 6€30MacHOCTLIO, TAKUX KaK Cur-
Han CPOYHOW OCTaHOBKM, MeXy y4YaCTHMKamu B pacnpeaesieHHON CETU, UCMOMb3ys TEXHOMOrMI0 MOseBbIX
LLUWH, B COOTBETCTBUM C TpeboBaHusmu MIK 61508 no dyHkuMoHanbHOM 6e30nacHOCTU. [laHHbIN NPOTOKOS
UMeeT pasnnyHble NPMMEHEHUS, TaKUe KaK ynpaBneHue npoueccom, aBTomMaTusaumsa npom3BoACcTBa U MaLlLMH-
Hoe obopyaoBaHue.

MpoTtokon FSCP 8/1 cnpoekTuposaH ana noaaepxkun YMNbB3 (MAK 61508) Ha ocHose CPF 8 npu nomoLuym
[OMNOSTHUTENBHO YCTaHOBMEHHbIX MEXAHU3MOB, peanu3yloLMX MOPSAKOBbLIi HOMEDP, BPEMSA OXUAAHUA, Npo-
BEPKY NOANMHHOCTU COeIMHEHUST, COOBLLIEHNS 0BpaTHOI CBA3M, obecrneyeHne NoNMHOTLI AAHHLIX U PA3fIUYHbIE
Mepbl 6€30NACHOCTU, rapaHTUpyloLmne 0becneyeHusi NONHOTLI AAHHbIX.

BosmoxxHocTn FSCP 8/1 npeaocTaBnsaorca BMECTE C BBEAEHMEM CneLmaribHbIX NPUKNAAHbIX CEPBUCHBIX
anemeHToB (SASE). 3Tn SASE aneMeHTbl UCNOSb3YIOTCA BMECTO COOTBETCTBYIOLLIMX UM NPUKNAAHBIX CEPBUCHBIX
3M1EeMEHTOB, KaK yctaHoBneHo B MOK 61784-3-8. Ho, Tak kak OHM HacnegoBanucb HaNnPAMYIo OT CBOMX poau-
TenbCKUX Knaccos, onpeaeneHHbix B CPF 8, atu SASE anemeHTbl ycTaHaBnuBaloT gononHexwus k CPF 8,
Tpebyowmeca Ans PyHKUMOHaNLHON 6e30NacHOCTU, UCNONb3YIOLEN METOA YEPHOTO KaHana.

[ononHutensHaa nHdopmaums npuseaeHa B MOK 61784-3-8.

11 CemencTBO 12 KOMMYHMKAUUOHHbIX Npodunen (EtherCAT™). Npodunu gns
¢pyHKUMOHaNbLHON 6e30MacHOCTH

11.1 KOMMyYHUKaLUOHHbIN npocdunb 12/1, ynoBneTBOpAKOWMA TPeOOBaHUAM (DYHKLIMOHASNIbHOM
6esonacHoCcTH

CeMeiicTBO 12 KOMMYHUKALMOHHBIX Npoduneii (obLiensBectHoe kak EtherCAT ™8)) onpepensiet kom-
MYHWKaLWOHHbIE NPOdUNKM, ocHoBaHHble HA MOK 61158-2 Type 12, MOK 61158-3-12, MOK 61158-4-12,
MO3K 61158-5-12 1 MOK 61158-6-12.

7) CC-Link™ n CC-Link Safety™ sarsitoTCS TOProBLIMI MapkaMit HeKOMMepUeckoii opraHnsaumu CC-Link Partner
Association. [JaHHas nHdopmaumsa npuseaeHa Ans yaobcTea UCMONb30OBaHUS [AaHHOTO MeXAYHapOAHOro cTaHAapTa u
He o3HavaeT, 4yTo MGK nogaepxumsaeT MHeHUA obnaaartens TOProsoil Mapku MW ero npoaykuuio. CooTBeTCTBME 3TOMY
cTaHaapTy He TpebyeT ncnonb3osaHMs HaumeHoBaHuil CC-Link™ u CC-Link Safety™. Mcnonb3oBaHue TOproBbIX Mapok
CC-Link™ n CC-Link Safety™ TpebyeT paspeluenus co ctopoHbl CC-Link Partner Association.

8) EtherCAT™ 1 Safety-over-EtherCAT™ sBnsiotca ToproBbiMu Mapkamu Beckhoff, Verl. [JaxHas nxdopmaums
npuBeAeHa AN yao6cTBa Mcnonb3oBaHNs AaHHOrO MEXAYHapOAHOro cTaHAapTa U He osHadvaeT, yto M3K nogaepxusaet
MHeHUs obnafaTens TOproBo mMapku unu ero npogykuuio. COOTBETCTBUE ITOMY CTaHAapTy He TpebyeT ucnonb3sosa-
Hust HaumeHoBaHuin EtherCAT™ u Safety-over-EtherCAT™. Ucnonb3soBaHue Toproebix Mmapok EtherCAT™ u Safety-over-
EtherCAT™ TpebyeT paspelueHusi co ctopoHsl Beckhoff, Verl.
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BasoBble npocmnn CP 12/1 n CP 12/2 onpegeneHbl B MOK 61784-2. KOMMYHMKALMOHHbBI npodunb,
YO0BNETBOPAKOLWMIA TpeboBaHNsAM (YHKUMOHaNbHONM 6e3onacHocTn, FSCP 12/1 (Safety-over-EtherCAT™)
cemeiicTBa 12 KOMMYHMKaUMOHHbIX npocouneir (CPF 12) ocHoBaH Ha 6as30Bbix npodwmnsx CPF 12 u3
M3K 61784-2, a Takke Ha cneumgukaymax KOMMYHUKALMOHHOIO YPOBHA 6€30MacHOCTU, OnpefesieHHbIX B
M3K 61784-3-12.

11.2 TexHun4deckuini 0630p

FSCP 12/1 onucbiBaeT NpoTOKOA ANs nepefayn 6e30nacHbIX faHHbIX 40 YPoBHS YMB3 mexay ycTpoli-
ctBamn FSCP 12/1. PDU 6e30nacHOCTV MepechiialnTcs NOAYMHEHHON NOMEBON LUMHON, HA KOTOPYK He pac-
npocTpaHsaTCcsa TpeboBaHua obecneyeHns 6e30NacHOCTM, Tak Kak OHa MOXEeT CUMTATbCH YEPHbIM KaHasoM.
PDU 6e3onacHoCTi, KOTOpbIMM O6MEHMBAIOTCA [Ba napTHepa Mo KOMMYHMKaLMW, BOCMPUHMMAOTCA NOAYM-
HEHHOI NONEBOI LUMHON Kak AaHHble npouecca, KOTOPbIMY 06MEHNBAKTCS LUKINYECKN.

FSCP 12/1 ucnonb3yeT yHWKaNbHY0 CBA3b BeAyLiuii/BefOMbI MeXAy Befylwum U BeAOMbIM YCTPOI-
ctBamn FSOE, koTopasi HasbiBaeTcs coeauHeHve FSOE (cm. pucyHok 13). B coeguHeHumn FSoOE kaxgoe
YCTPOMCTBO, Kak TO/IbKO MNOJlydaeT HOBOe coobLieHve OT yCTpoicTBa-napTHepa, BO3BpallaeT TOMbKO CBOE
cob6CTBEHHOE HOBOe cooblieHne. Becb nyTb mepefjaun mexay BeAOMbIM YCTpoicTBoM FSoOE v Begywym
ycTpoiictBom FSOE koHTponvpyeTcsi OTAeNbHbIMU CTOPOXEBbIMW TaliMepaMu, YCTaHOBMEHHbIMU Ha 060MX
YCTPOWCTBax B KaxXaom uykne FSoE.

Beayuiee yctpoiictBo FSOE MoxeT obpabatbiBaTe 6051ee ogHOro coegmHeHnss FSOE gns nogaepxku
HeCKO/IbKMX BeOoMbIX yCTpoiicTB FSOE.

PucyHok 13 — BasoBas cuctema FSCP 12/1

MonHoTa nepefayn 6e3onacHbIX AaHHbIX 06ecneynBaeTcs Npu NOMOLLU:

- HOMepa ceaHca A1 obHapyxeHus 6ydepusauuy NONHOW NocnefoBaTelbHOCTU 3arpysku;

- NOPAAKOBOro HoMepa Ans o6GHapyxeHuss obMeHa, MOBTOPEHWS, MOSBAEHUS WAM NOTepu LEeforo co-
0o6LEeHns;

-YHUKaNbHON naeHTUdUKauum coeamHeHnsa ansa 6e30nacHoro o6HapyXeHus HenpaswubHO MapLupyTu-
3MPOBAHHOMO COO6LLEHNS M3-3a YHUKA/IbHOW afpecHON CBA3u;

- KOHTPO/IA CTOPOXEBbIM YCTPOUCTBOM A1 6€30NacHOro 06HapyXeHMs HeAOMYCTUMbIX 3a4ePXKeEK B KOM-
MYHVKaLWOHHOM MyTW;

- MPOBEPKM Ha MOJIHOTY AaHHbIX LUKANYECKUM M3ObITOYHBLIM KOAOM A1 OGHApPYXXEHUS UCKaXKeHUst Co-
06LLEHNIA OT NCTOYHUKA MPUEMHNKY.

CMeHbI COCTOSHWI MHULMUPYIOTCA BeAyLUM yCTpoiicTBOM FSOE 1 noaTBepXaatoTcs BeAOMbIM YCTPOiA-
cTBOM FSOE. KoHeuHblin aBTomat FSOE Takke BktoHaeT 06MeH nHhopmaumein 1 ee NpoBepKy 415 KOMMYHU-
KaLMOHHOW CBS3N.

[JononHutensHan vHdopmauns npegoctasneHa B MOK 61784-3-12.
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12 CemeiicTBO 13 KOMMYHUKaLNOHHBbIX npoduneii (Ethernet POWERLINK™).
Mpodnnu gna yHKUMOHaIbHOW 6e30MacHOCTM.

12.1 KOMMYyHUKaUMOHHbIN npodunb 13/1, yaoBneTBopsAlowWwmin TpeboBaHNAM PYHKUNOHaNTbHOM
6e3onacHocTn

CemelicTBO 13 KOMMYHUKaLMOHHbIX npodhunneli (obwenssecTtHoe kak Ethernet POWERLINK9)) onpege-
NseT KOMMYHUKaLMOHHbIE NPOgUAN, OCHOBaHHble Ha M3K 61158-3-13, M3K 61158-4-13, M3K 61158-5-13 n
M3K 61158-6-13.

BasoBblit npocunb CP 13/1 onpegeneH B MOK 61784-2. KOMMYHUKaUWOHHbLIA npodusb, YAOBNETBO-
psAlowniA TpeboBaHMAM yHKUMOHaNIbHON 6e3onacHocTn, FSCP 13/1 (Ethernet POWERLINK safety9)) ce-
MencTBa 13 KOMMYyHMKaLWOHHbIX npodmnein (CPF 13) ocHoBaH Ha 6a3oBbix npodunnsax CPF 13, npeacrtas-
NeHHbIXx B M3K 61784-2, 1 cneyndukaynsax KOMMYyHUKALUOHHOIO YPOBHSA 6e30nacHOCTU, onpefenieHHbIX B
M3K 61784-3-13.

12.2 TexHu4eckuii 0630p

KOMMYHUKaUMOHHbIV Npoduib, yaoBAeTBopsowunii TpeboBaHnAaM (YHKUMOHAIbHOW 6e3onacHocTy,
FSCP 13/1 cnpoeKkTUpoBaH C Lefibio 06ecneyeHmss KOMMYHUKaL WA Ha NONEeBOI LWINHE A1S1 YA0BNETBOPSOLLMNX
Tpe6oBaHMAM (DYHKLMOHaNbHOV 6€30MacHOCTU NPUMEHEHNI B MUKPOCEKYHAHOM Avana3oHe.

Cnyx6bl 1 npotokon FSCP 13/1 onpepgenstoT nepegadvy 6e30MacHbIX AaHHbIX MeXAy YCTpoicTBaMu
6e3onacHocTu. TexHonorna npotokona FSCP 13/1 cnpoekTupoBaHa An1a peanusaumm yHkuMn 6e3onacHo-
ctn ¢ ¥MNb 3 B cootBeTcTBUM ¢ MOK 61508.

OnpegeneHsbl cnegytoline cryxobi:

- KOHurypaums cetu;

- ynpasJsieHne ceTbio (3anyck, onepaTuBHas ANarHoCTUKa);

- 06MeH NPOU3BOJIbHBIMU AaHHbIMU U

- 06MEH CMHXPOHWU3NPOBAHHLIMU AAHHBIMU.

Mepefaya CUHXPOHU3NPOBAHHbLIX AaHHbIX MeXAy YCTpoicTBaMu 6Ge30MacHOCTM UCMOoJIb3yeT MoAefb
«mn3patenb-noAnnucUmnK» (CM. pUCYHOK 14), B TO BpeEMS Kak nepegaya npon3BOJIbHbIX JaHHbIX UCMONb3yeT MO-
OeNb «KNNeHT-cepBep» (CM. puUcyHok 15).

PucyHok 14 — lMpumep Modenu «npou3BoauTenb-noTpebntenbs»

9) Ethernet POWERLINK and Ethernet POWERLINK 5iBASiOTCS TOProBbIMW Mapkamyv HEKOMMEPYECKOW opraHusa-
uun Ethernet POWERLINK Standardization Group (EPSG). JaHHas uHdopmaLlma npusejeHa Ansa yqoocresa ncnonb3osa-
HUSt JaHHOTO MEXAyHapoAHOro CTaHAapTa W He o3HayaeT, 4To M3K noafepxuBaeT MHEHUA 06naAaTens TOProBoii Mapku
nnu ero npoaykuuo. CooTBETCTBME 3TOMY CTaHAAPTY He TpebyeT UCNOMb30BaHNA HaumeHoBaHuii Ethernet POWERLINK
and Ethernet POWERLINK. Vcnonb3oBaHue Toprosbix mapok Ethernet POWERLINK n Ethernet POWERLINK Tpebyet
paspeLueHus co ctopoHbl Ethernet POWERLINK Standardization Group (EPSG).
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PucyHok 15 — lMpumMep MOAEeNmn «KNneHT-cepBep»

JononHuTtenbHas vHdopmauns npepcrasneHa B M3K 61784-3-13.

13 CemeicTBO 14 KOMMYHUKaLNOHHBbIX npoduneii (EPA®). Mpodunn ansa
dPYHKUNOHaNbHOW 6e30MacHOCTH

13.1 KOMMYHUKaLMOHHbIA Nnpodunb 14/1, yaoBnetBopsowmnii TpeboBaHnAM yHKLMOHaIbHOM
6e3onacHocTn

CeMeiicTBo 14 KOMMYHMKaUMOHHbIX Npodunneit (06wenssecTHoe kak EPA®10) onpegensieT KOMMYyHMKa-
LMOHHbIE Npocunn, ocHoBaHHble Ha M3K 61158-3-14, M3K 61158-4-14, M3K 61158-5-14 n M3K 61158-6-14.

Baszosble npocunn CP 14/1 n CP 14/2 onpegeneHbl B MOK 61784-2. KOMMYHUKaLUMOHHLI npodunsib, y40B-
neTeopAlOWMA TpeboBaHUAM (DYHKLMOHaTbHOM 6e3onacHocT, FSCP 14/1 (EPASafety®10)) cemelictBa 14 Kom-
MYHMKaLMOHHbIX npodhunen (CPF14), ocHoBaH Ha 6a30Bbix Npocunsx CPF14, npeactaBneHHbix B MOK61784-2,
1 cneundmkaumsax KOMMYHUKaLMOHHOIO YpOBHA 6e30nacHoCTy, onpegeneHHbix B MOK 61784-3-14.

13.2 TexHM4Yecknii 063op

EPASafety onucbiBaeT cneuundmkaunio 6e3onacHoii KOMMYHMKaL MU, UCMOMb3YIOLLYHCS ANS coeguHe-
HVS1 MONEBbLIX YCTPOWCTB 6€30MacHOCTU 1 KOHTPO/I/IepoB B EPA cucTemax. 31O AOMNOHUTEIbHAA TEXHOOMMSA,
OCHOBaHHas Ha npoTokosne EPA, yctaHoBrieHHOM B M3K 61158 n M3K 61784-2, ANA CHWXEHUA BEPOATHOCTU
oTKasa wn ownbkn B nepefave AaHHbIX Mexay 6e30nacHbIM1 nepegatynkamm, UCNONHUTENbHbIMU YCTPOIA-
CTBaMu ¥ NOMIEBLIMU KOHTPO/AEpamMn A0 YPOBHS, YCTAHOBMEHHOTO COOTBETCTBYHLUMMU CTaHAapTamn unm
HUXe.

KommyHukauun EPA ocHOBaHbl Ha MPUHLMNE YepHOro KaHasa, Kak 3T0 NnokasaHo Ha pucyHke 16. Uep-
HbIA KaHan BK/OYaeT B cebs yCTPolCcTBa, He OTHOCALMECs K 6e30MacHOCTU, Takne Kak NpoBOAa, BOSIOKOH-
HO-OMTUYECKNE SINHUN CBA3UN, NOBTOPUTE b, NOTEHUMaNbHbIA 6apbep, 6/10kM NUTaHUS, Cneunann3npoBaHHble
NHTerpanbHble cxeMbl (ASIC), KOMMYHUKaLMOHHbIA CTeK, MOCT EPA, nHtepdeiic. KOMMyHUKaUNOHHbIV CTeK
BK/IHOYAET B Ce6s1 cneaytowme ypoBHU: hmnsnyecknii, kaHana gaHHbix, cetu (IP), TpaHcnopTHbli (UDP) v npu-
KNafHOW ypOBEHb.

Bo Bpems nepegaun faHHbIX B YEPHOM KaHasle MOryT BO3HMKaTb OWMOKM 1 c6on no cnegyowum npu-
ymHaMm:

- CNyYaWiHbIi cOOoW;

I°)EPA® 1 EPASafety® sBnaloTCA TOProBbIMM MapkaMu HEKOMMepYeckoi opraHusaummn Zhejiang SUPCON®
Sci&Tech Group Co. Ltd. China. lJaHHas uHcopmauus npveeeHa s yao6CcTBa UCMOMb30BaHUA AaHHOTO MeXAyHapoa-
HOro cTaHfapTa v He o3HayaeT, 4To M3K noaaepxuBaeT MHeHWUs o6nafartens TOProBoii Mapku Ui ero npogykuuo. Coot-
BETCTBME 3TOMY CTaHAapTy He TpebyeT Mcnosib3oBaHns HaumeHoBaHuii EPA® n EPASafety®. Mcnosb3oBaHne TOProBbix
mapok EPA® n EPASafety® TpebyeT paspelueHns co ctopoHbl Zhejiang SUPCON® Sci&Tech Group Co. Ltd. China.
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- oTkas/c60oil cTaHAapTHbIX annapaTHbiX CPeACTB;

-0TKa3 CUCTeMbl, Bbl3BaHHbIV CTaHAAPTHbBIMU KOMMOHEHTaMMN annapaTHbIX CPeACcTB WU NMPOrpaMMHOro
obecneyeHus.

B cuctemax EPASafety npnnoxeHus 6e3onacHoCT 1 cCTaHAapPTHbIE NPUIOXEHUA OL4HOBPEMEHHO MOJb-
3yl0TCA OAHUM KaHanom nepejayn AaHHbiXx. PyHKLMW 6e30macHoOl nepegayn AaHHbIX BkAOYaeT B cebsa Bce
Mepbl A1 TOro, 4TO6bl AeTepMUHUPOBAHO O6GHApyXuMBaTb BCe MepevYucnieHHble Bbille 0TKa3bl/onacHOCTU, KO-
TOpble MOXEeT MPOoMnyCcTUTbL CTaHjapTHasa cucTemMa nepefadyn [aHHbIX, WU Xe AN1A TOro, 4tobbl obecneynTb
BEPOATHOCTb OCTATOYHbLIX OWINGOK B ONpefeneHHblX npejenax.

PucyHok 16 — FSCP 14/1 apxuTekTypa KOMMYHuKauuu 6e30nacHoCTm

JononHnTenbHas nHgopmayna npuBegeHa B MOK 61784-3-14.
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MpunoxeHue A
(cnpaBo4Hoe)

Mpumepbl MoAeneil KOMMyHMKaUWi, ya0BAETBOPAOWMX TpeboBaHUAM DYHKLNOHAILHOIA
6e3onacHocTn

A.1 O6WMe NosnoxeHus

HacTosilee npunoxeHne paccMmaTpuBaeT pasfiyHble MOLENN CTPYKTYpbl peanusauum ycTpoicTB MOMEBbIX LUMH
6e3onacHocTv. [laHHble MOAENV NPefoCTaB/soT pasHble MeXaHN3Mbl 06HapYyXeHUst c60eB. Mogenu, nokasaHHble HUXe,
npefHasHaueHbl TOSIbKO /151 TOTO, YTOGbI MPOWIICTPUPOBATL BO3MOXHbIE CTPYKTYpbI peasninsauun. MK 61508 crenyet
“CMosb30BaTh A/1s MPOEKTUPOBAHUSI CUCTEMbI B LIESIOM.

[Janee npviBegeHbl HEKOTOPbIE MPUMEPBI, HO MOTYT NPUMEHATLCS U APYrue Mogenu.

A.2 Mogenb A

Mogenb A, nokasaHHasi Ha pucyHke A. 1, cnyXuT 6a30BOiN MOAENbIO ANS APYrMX Mogenei. Tonbko OAWH KaHal nog-
COEAVHEH K LUMHE.

[JaHHble ¢ 060MX KOMMYHMKALMOHHBLIX YPOBHEl 6e30nacHOCT MPOXoAaT NpoBepKy 6e30MacHOCTU U MepekpecT-
Hyto npoBepky. Ob6a KOMMYHUKALNMOHHbIX YPOBHSA 6€30MacHOCT! NPUHMMAaOT yyacTue B hopMmMpoBaHmMmn coobleHns. Ecim
nepekpecTHas NpPoBepKa nokKasbiBaeT OTK/IOHEHWE, TO NpeAnpyHUMaeTCs COOTBETCTBYHOLLEE AelicTBME A5 NoAAepXKaHus
6e3onacHoCTU.

MpumeuvuaHune — Peanmsaums MOXET GbiTb BbINOMHEHA, MCMOMb3ys pasHOOGpasne annapaTtHbIX CPeacTB
W/ NPOrpamMmMHOro 06ecneyeHus.

KOMMYHMWKaLNOHHBbI KOMMYHMWKaLNOHHBbI
YPOBEHb YPOBEHb
6esonacHocTn M- p 6esonacHocTun

FAL
DLL
PhL
CoobLeHne
O

PucyHok A.1 — Mogernb A

A.3 Mogenb B

Mogenb B Ha pucyHke A.2 npefcTaBnsieT CUCTeMy, B KOTOPO BCE KOMMYHMKALMOHHbIE YPOBHU 6e30MacHoCTH,
YPOBHU Mepefayn faHHbIX U CPeACTBA Nepefayn faHHbIX NPoay6/IMpoBaH.I.

Coo06LLeHNs ¢ 0601X KOMMYHUKALMOHHBIX KaHa10B 6e30nacHOCTV NPOXOAAT NPOBEPKY 6E30MacHOCTU U NepekpecT-
Hyl0 NpoBepky. Ecnn nepekpecTHas NpoBepka MokasblBAeT OTK/IOHEHWE, TO MPeAnpUHUMAETCS COOTBETCTBYHOLLEE Aeii-
CTBUE ANs nofaepxaHusi 6€30MacHoOCTy.

MpumMeuyaHne — YPOBHM Nepedaun faHHbIX 1 CPEACTBA Nepefaun AaHHbIX MOTYT 6biTb PasHbIX TUMOB.
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KOMMYHVKaLMOHHBII KOMMYHVIKaLIOHHBbIV
ypOoBeHb YPOBEHb
6e30MacHoCTu <> 6e30nacHocTu
FAL FAL
DLL DLL
PhL PhL

CoobLueHne

Takol xe um OTI'IVILIaIOLLI,I/IIZCH TN LWUAHBI

CoobuieHne

PucyHok A.2 — Mogenb B

A.4 Mopgenb C

Mopenb C Ha pucyHke A.3 onucbiBaeT M3ObITOYHbLIA mogxond, NoAOGHbIM mModenn B. laHHass mMogenb MCMNOb3yeT
TONIbKO OfHO CPefCTBO nepefayvu faHHbIX.
Coob6ueHns ¢ 060MX KOMMYHUKALWOHHBIX KaHanoB 6e30nacHOCTM NPOXOANAT NpoBepKy 6e30nacHOCTM U NnepekpecT-

Hylo npoBepky. Ecnu nepekpecTHas npoBepka nokasbiBaeT OTK/IOHEHWEe, TO NpeAnpuHUMaeTcs COOTBETCTBYWLUee Aeii-
cTBUE AN NOAAEPXaHUs 6e30MacHOCTU.

PucyHok A.3 — Mogenb C

A.5 Mogenb D

Mogenb D Ha pucyHke A.4 npepcTtaBnsfeT CUCTEMY C ABOWHbLIM KOMMYHWKALWUOHHLIM YypOBHEM 6e30nacHOCTM, B TO
BpeMsa Kak ypoBHU nepejauut faHHbIX CYyL,eCTBYIOT TO/IbKO B O4HOM 3k3emnasape. O6a KOMMYHUKaLMWOHHbLIX YPOBHA 6e3-
onacHocTn obpaljalTcs K ypoOBHAM nepejayn HesaBUCMMO Apyr oT apyra. besonacHo nepepaBaemble gaHHble MOryT
nepefaBatbCa OAHUM WU [ABYMS COOGLLEHUAMMU.

Coob6ueHnss ¢ 060UMX KOMMYHUKALMOHHBIX YPOBHE 6€30NacHOCTU NPOXOAAT NpoBepKy 6e30nacHOCTM U NepekpecT-

Hyl npoBepky. Ecnm nepekpecTHas nNpoBepka NokasbiBaeT OTK/OHEHWE, TO MpejnpuHMMaeTCs COOTBETCTBYHWLEE Aeii-
cTBME ANS nogfepxaHusa 6e3onacHocTu.
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MpunoxeHne B
(cnpaBo4HOE)

Mogenb KOMMYHUKaLUMOHHOIo KaHasia 6e30nacHOCTM C NPOBEPKOi OLWM60K, ocHOBaHHO Ha CRC

B.1 O630p

HacTosauwee npunoxeHne onucbiBaetT MOAesb, CO34aHHYK A/1A COMOCTaB/IeHUSA METOAO0B, KOTOpble YyXe NMpUMeHs-
NTNCb yypexgeHnamm, saHnmaruwmmnca OueHKOIZ.

MpumeuvuaHne — PaccMoTpeHHble B fJaHHOM pasfesie acnekTbl He 0XBaTbiBalOT BCEX BO3MOXHbIX OTKA30B U
OWKNBOK cucTemMbl Nnepefadn AaHHbIX YepHOro kaHana. JononHuTenbHble TpeboBaHuA npuseaeHbl B MOK 62280-1:2002,
paspen 7.

B.2 Mogenb KaHana gns BbIYUCIEHWIA

Mogenb, nokasaHHas Ha pucyHke B.1, npuMeHseTca AN BblYUCNEHUA/OLEHKN (HA MEepPBOM Liare) BEPOSITHOCTU BO3-
HUKHOBEHWSA WCKaXEHHbIX GUT BHYTPW KOMMYHWKALMOHHOTO YPOBHS 6€30nacHoCTW. JaHHblii nogpasfen He 3atparupaeTr
BOMPOC BO3HWKHOBEHNS KOHKPETHbLIX OWMNB0K BHYTPY YEpPHOro KaHana.

Mogenb npeanonaraeT, 4TO W YepHbI KaHan, M KOMMYHUKALWOHHbLIA ypoBeHb 6€30MacHOCTM MCNOMb3YHT Hesa-
BUCUMbIE MEXaHU3Mbl 06HapYXeHUs ownbok. Ecnu mexaHnsm ob6HapyXeHUs owmnboK 4YepHOro KaHana He cpabartbiBaer,
TO AN1A onpejeneHns Heo6Xo4MMON WHTEHCUBHOCTU BO3HWKHOBEHWS OCTATOYHbIX OWMWNGOK LOMKHO 6bITh OCTATOYHO Me-
XaHn3Ma 06HapyXeHUs OWN60K KOMMYHUKALMOHHOIO YypPOBHSA 6e30nacHOCTU. PYHKLMOHUPYOWNI B npegenax 4epHoro
KaHana MexaHu3m o6HapyXeHus oWwn60K OTHUNLTPOBLIBAET ONpegesieHHble BUAbl GUTOBbIX OWNGOK, MOITOMY MEXAHU3M
06HapyXeHNs OWNBOK KOMMYHUKALWOHHOTO YPOBHS 6€30MacHOCTU AO0/DKEH Y4YUTbiBATb ONpefAefieHHYl MOAeNb 3TUX
owmn6oK. Cnepytoume 6a3oBble POPMY/bl MOTYT UCMOML30BATLCA A/ YNPOLWEHHOW OLUEHKN WHTEHCUBHOCTEN OCTATOUHbIX

OWKNBOK UNN CNYXUTb OCHOBHOW AN ApYyrMx 60/51€e CNOXHbIX METOA0B.
KOMMYyHUWKaLMOHHbIe

YPOBHMU
6e3onacHocTH YepHblii kaHan
1010 101011
y i X
KomupoBaHme MpuknagHon YcTtpoinctso Moaynstop SMM
ypOBEHb KoAMpoBaHus J (Hanpumep)
Mepepava |_|)K"
[aHHbIX
1010 101111
MpuknagHoii YcTpoiicTBo
[ekognpoBaHune ypOBEHb AEKOANPOBAHNS Nemopynatop

PucyHok B.1 — KOMMYHMKALMOHHBIV KaHa/m C UCKaXKEeHUAMU

[NBOWNYHbII KaHan Ha3blBaeTCA CUMMETPUYHbIM KaHanoMm, Korga BepOosATHOCTU P nckaxeHus 6GMTOBOro anemeHTa B
060MX HanpaB/eHnUsX paBHbl: 1—0 n 0—1 (cM. pucyHoK B.2). B ganbHeliwem nonaraeTtcs, 4YTo BCeE GUTOBbIE 3/IEMEHTHI
MMelT O4MHAKOBY BEPOSATHOCTb BO3HUKHOBEHUSA 6MTOBON ownbkn Pe = P.

PucyHok B.2 — [IBOUYHbI/i cMMMeTpuUYHbIA kaHan (BSC)
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Kak npaeuno, 6esonacHo nepefaBaeMbie laHHbIE NepefaroTcs 6nokamu onpefeneHHon AnuHel n. B Takom cnyyae
BEPOATHOCTb BO3HUKHOBEHUS OLUMOKM ANs Yncna K UCKaXeHHbIX 6uT (B 6noke ANMHON n) MOXeT ObiTb BbIYMCIIEHA NO
opmyne

Pn(k)=(:)~P§ (1-R)". ®.1)

Ecnu cogepxnmoe 6rnoka cofepXuT UKTUBHBIA Kog Ans o6HapyXeHUs BMAoB oLinbok Ao ypoBHs d — 1, Kak 310
rokasaHo Ha pucyHke B.4, ¢ paccTosHneM XeMMuHra d, TO BepXHWUil Npeaen BepOATHOCTA BO3HMKHOBEHNS OCTaTOMHbIX
OWMNBOK R,(P) MOXET ObiTh BEIMUCTIEH MO hopMyne

2(n K n—k
Ru(Pe)= 2 (k)"’e (1-Rs) (B.2)
k=d
M pumedaHune — I'Io,quHoe KoaunpoBaHue B peanbHOCTU He NCNONb3YETCA, NOSTOMY Ha3biBa€TCA ((qJMKTMBHblM».

TeM He MeHee B 3TOW YNpOLUEeHHOW OpMYySie He Y4uTbIBAETCA, YTO Aaxe NpOCToN GUT YETHOCTU (paccTosHue
XeMMUHra d = 2) nossonsieT obHapyxuTb 6onblue TUNoB oWKnBoK, YeM NPOCTo B 0f4HOM 6uTe. py TOYHOM BbIMMCNEHNM,
ecnv Gonblue HeT AOCTYMNHLIX METOA0B UMK anmnpoKCUMaLMiA, AOMKHA UCNONb30BaTbCA CyMMa BCeX UHAUBUAYANbHBIX He
o6HapyXuBaeMbIX TUMOB OLUMGOK.

B.3 MNpoBepka LMKNUYECKNM U3BLITOYHBLIM KOAOM

B.3.1 O6wue nonoxeHus

NHTEHCUBHOCTE BO3HMKHOBEHUS! OCTATOMHBLIX OLUMGOK MOXET BbiTb paccuuTaHa Ha OCHOBE MeToAa oGHapyXeHus
oLnboK ¢ NpuMeHeHneM MexaHuama CRC Ans [BOMYHOIO CUMMETPUYHOrO KaHana npu noMowu dopmynel (B.3) (BeposAT-
HOCTb BO3HMKHOBEHMSA OCTATOYHON OLMGKK Ansa nonmHoMos CRC).

n .
Rorc(Pe)= Y, A-PS-(1-Ps)",
i=0 (B.3)
rae A,— KoadpuLNeHT pacnpegerneHuns koga (onpegenseMbil IM6o KOMNBLIOTEPHOM| cuMynALned, NMBo MaTeMaTUIecKum
aHanusom);
n — uucno 6uT B Brioke, BkNtodas curHatypy CRC;
P, — BepoATHOCTL 6UTOBON OLUIMGKN.

AHanua meToAa NpoBepKN LIMKINYECKUM n36bITOuHBIM kogoM (CRC) nokasar, YTo ANs onpegeneHHoro krnacca Tak
HasbiBaeMbIx obpasytowux nonuHomo CRC B cdopmyne ana annpokcuMauvu NpUMEHUM BECOBOMN KO3hUUMEHT 27"
[em. cbopmyny (B.4), onuckiBaiowlyto annpoKcuMaLuio BEpOATHOCTU BO3HMKHOBEHMWS] OCTAaTOYHOIA oLLMGKM AN nonuHOMoB
CRC].

n
- n —k
r k n
Rerc(Po)=27" X | | 'R -(1-P)" B4
k (B.4)
K=

DyHKUMSA (KpuBas) AaHHOW annpokcumauun (cM. hopmyny B.4) MOXET AaTb MeHbLUME (Nydlune) 3Ha4EHUA BEPOAT-
HOCTN BO3HUKHOBEHMSI OCTATOUHBIX OLIMBOK, YEM TOUHbIE BBIYUCIEHUS. [INs BLICOKOW BEPOATHOCTU BOSHUKHOBEHUS BUTO-
BbIX OLUMGOK (3Ha4eHne, Gnuskoe Kk 0,5) HauxyaLwmnm 3HadeHnem Gyaet 277

3HaveHune r — a0 uucro 6ut CRC, aobasneHHbIX K coobuleHuto B kauectBe CRC curHaTypbl Ans o6HapyxeHus
oLIMBOK, KaK 3TO Noka3aHo Ha pUcyHke B.3.

Bnok (n=m+1r)

7 N
m 6wt rour
\ A J
Y Y
CoobweHne N3bbiTouHoe
coobLueHne

PucyHok B.3 — Mpumep 6noka, cogepxaluero coobueHune n 6utsl CRC (M36bITOMHBIN Koa)

Ha pucyHke B.4 npeacTtaBneH KOHTEKCT ansa dopmyn (B.2) u (B.4).
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cnosa
O603HauYeHus:

- 06Hapy>KMBaeM0e UYNCO NCKAKEHHbIX BUT;

n- gnnHa 6n10kKa;
d - paccTosiHMe XeMMUHra;
dmin- MUHMManbHOE pacCTosiHME XEMMUHTa,;

T - 4/IMHA CO06LLeHMs
PucyHok B.4 — Kopgpl 610K0OB oN1s1 06HapYXeHUst oLn60oK

Kak npaBwio, npu nomowm mexaHuama CRC MOXHO MOSyUYWUTb fy4yllyr) BEPOSITHOCTb OCTATOYHON OLIMOKU YeM,
ecnu ucnosb3oBaTh 6/10K MeHblUel A/MHbI ML TakuMm o6pasom, ans obpasyowero nonnHoma CRC cyllecTByeT 3aBUCU-
MOCTb MexXay AMMHOW 610Kka M U MUHUMasIbHbIM paccTossHnem XeMmmuHra dmn (cm. Taébnuuy B.1).

Tab6nuuya B.1 — Mpumep 3aBucumocty dmin_un AnnHbl 6/10Ka M

min Unax 1
12 17
8 8 28
6 23...130
4 131...258
2 >259

B.3.2 O nonunHomax CRC

O6pasyouume noavHombl CRC xapakTepusylTcs KpUBOA (OYHKLMM BEPOSATHOCTM OCTATOYHON OLIMGKW, MOHOTOHHO
pacTyliein Hag KpuBOW BEPOATHOCTM BO3HUKHOBEHUSA GUTOBOW ownbkn. PucyHok B.5 nnnoctpupyeT pasHuly mexay obpa-
3ylOWUMn 1 He obpasywmy nomHomamn CRC. HacTosaTenbHO pekoMeHAyeTcs MCNo/b30BaTb TOIbKO Takne o6pasyto-
Lwme MHorouneHbl CRC ansg ynpolieHnsa npowuecca noATBepXAeHUsA 4OCTaTOMHON UHTEHCMBHOCTU BO3HMKHOBEHUSA OCTaTOu-
HbIX OLUMGOK. Hayke M3BEeCTHO HECKO/IbKO METOA0B BblYMCAEHNSA NOA0GHbLIX yHKUMIA, Hanpumep [30], [36] n [37]. ABnseTtcs
NoIMHOM 06pasyloLLINM UK HET, HEO6X0AMMO NPOBEPUTL AN BCEX NpeAnonaraemMbix pasmepos 6/10K0B 6e3onacHocTy (Cwm.
Tabnuuy B.1). Heobpasylouwme noMMHOMbI MOTYT A€MOHCTPMPOBATH /IYULIY BEPOATHOCTb BO3HUKHOBEHMS OLUMGKM Mpun
BbICOKO/ BEPOSAATHOCTWM BO3HWKHOBEHMS GUTOBOI OWWIMOKM (2_T), YEM NPU MEHbLUEn BEPOATHOCTU BO3HWKHOBEHUS GUTOBOW
owmbkn (> 2'r). Mpu ucnonb3oBaHun Heobpasywwmx noaMHomos CRC, cnegyeT MCNoNb3oBaTb Havxyjllee 3HaYeHne Be-
POATHOCTU BO3HUKHOBEHWS OCTATOYHOM owwnbku (> 2'r), B TO BPpEMS Kak Ana 06pasyoLmMx noJIMHOMOB MPU OLLEHKEe BEpoAT-
HOCTU BO3HWKHOBEHUS OCTATOYHOW OLIMOKM AOCTATOYHO 3HAYeHUs 2'T.

B HekoTOpbIX Criyyasx KOHKpeTHas yHkuus (Kkpvusas) BblbpaHHOro obpasytouwero nonnHoma CRC MoxHO obecne-
YATb MeHbLUMeE (NyYlune) 3HaYeHUs BEPOATHOCTM BO3HUKHOBEHUSA OCTaTOYHbIX OLWIMBOK BN/IOTh A0 Tpebylouerocsa npegena
BEPOATHOCTN BO3HUKHOBEHMSA GUTOBbLIX OLWIMGO0K, paBHoro 10"2. B TakoM cnyvyae HacTOSTe/IbHO PEKOMEHAYEeTCS UCMO/b30-
BaTb Hamxyfwme 3HayeHms 2"t uNn >2_ T COOTBETCTBEHHO, Tak Kak TO/IbKO COO06LLeHUs ¢ ownbkammn ctaplimx 6uT (He paBHO
pacnpegeneHHble 6UTOBblE OLWMOKM) MOTYT AOCTUUYb KOMMYHUKALMOHHOTO YPOBHSA 6€30MacHOCTH.
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BepoATHOCTb BO3HUKHOBEHUSA

BO3HUKHOBEHUA GUTOBOWA
owmnoéKNM

PucyHok B.5 — O6pasywoune n He obpasyoune noamHomsl CRC

Yron Hak/loHa sIBNSieTCA Mepoil MUHMMAasIbHOro paccTosiHua XeMMUuHra o6pasytouiero nonnHoma CRC n pasmepa
6noka.

KoavposaHue CRC npefocTaBfiseT XOpoLyto 3aWuTy oT 3/1eKTPOMarHUTHbIX nomex. /lto6as owmnbka B IMHUK nepe-
[auy MeHbluas W paBHas B 6utax curHatype CRC 6yaeT o6HapyxeHa.
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Mpunoxexue C
(cnpaBouHoe)

CTpyKTypa CTaHOAPTOB, CBA3aHHbIX C KOHKPETHLIMU TEXHOSIOTUAMU

Bce cBAzaHHblE C KOHKPETHBIMU TEXHOSOMUSIMM YacTW HaCTOALLEro cTaHfapTa NPOHYMepoBaHkel B COOTBETCTBUM C
ux CPF Homepom B MOK 61784-1 unun MOK 61784-2.

Tpumep — CeszaHHas ¢ KOHKpemHoll mexHoJsloauell Yacmb cmaHOapma, codepKaujas crneyucuxayuu npo-
cuneli koMmyHukayuu cemelicmea CPF 33, ydoenemeopsirowjux mpeboeaHusiM (pyHKUUOHaslbHolU 6e3onacHo-
cmu, umeem Homep MOK 61784-3-33.

Bce Takue yactu obnagatoT ofHo obLLel CTPYyKTYpoii AN YNPOLLUEHUS] CPaBHEHUSA pa3sHblX TexHonorun. JaHHas
CTPYKTYpa npegctasneHa B Tabnuuye C.1.

Tabnuya C.1 — O6was cTpyKTypa YacTei cTaHAapPTOB, CBA3@HHBLIX C KOHKPETHOI TexHonormei

Homep pasge-
na u noapas- 3aronosok CopepxaHue
aena
BBegeHune BBegeHne ogmHakoBo Ans Bcex Yacteil MOK 61784-3
1 ObnacTb NpUMeHeHUs ObnacTb NPUMEHEHUS CTaHAapTU3NpoOBaHa AN BCcex Ya-
cteit MOK 61784-3
2 HopmaTuBHbIE CChINKM HopmaTuBHbIe JoKyMeHTbI, TpebytoLimeca Ana AaHHo Ya-
cTH
3 TepMuHEI, onpedeneHnsa u cokpatleHns —
3.1 TepMUHEI U onpeaeneHns —
3.1.1 TepMUHEI U onpeaeneHns ObLme TepMUHBI, UCMOSB3YHOLLUECS B JaHHOW YacTu
31.2 CPF X. OononHuTeneHble TEPMUHBLI U | TepMUHBI, CBA3AHHbBIE C KOHKPETHON TEXHONMOrMEN, UCTONb-
onpefeneHns 3ytoLLuecs B JaHHON YacTu
32 O60o3Ha4eHns 1 cokpalleHus —_
321 CokpalleHus CokpalleHus, ncnonb3ayolmecs B aHHOW YacTu
322 CPF X. JononHuTensHeble 0603Ha4eHnsa | O6o3Ha4YeHus, CBsA3aHHbIE C KOHKPETHON TeXHOMNOrMen, uc-
1 CoKpaLlLieHus nonb3yloLmecs B JaHHON YacTu
3.3 CokpalyeHus CokpalleHusi, UCnonb3ywmnecs ANS ONUcaHus pas3Ho-
o6pasHbIX 3reMEeHTOB KOMMYHWUKaLMOHHOTO YpOoBHSA 6es3-
OMacHoCTH (Hanpumep, Tabnuubl COCTOSIHWIA, AnarpamMbl
nocnefoBaTernbHOCTER)
4 O63op npoduneit FSCP X/1 (Safe- | O63op npodunsa KOMMyHMKaLWiA, Y40BNETBOPSIOLLEro Tpe-
tyname™) 6oBaHUAM pyHKLMOHaNbLHOW 6e30NacHOCTU, U COOTBET-
CTBYIOLLWIA BBOAHBLIA MaTtepuan (BKITo4as Lienv 1 MOTUBHI,
CBsi3aHHble C TEXHOIMOruen)
Ob6wue nonoxeHns —
51 BHewHne AoKyMeHTHl, copepxalyme | CNUCOoK CCbINOYHLIX JOKYMEHTOB, Tpebylowuxca Ana Tex-
cneuundmrkaymm ana npoduna HOIMOrUiA, B YACTHOCTM Te, KOTopble He MOryT ObiTb BHe-
ceHbl B pasfien 2 (T. K. OHU He ABnsalTca ouLmanbHbIMA
ctaHaaptamu MOK unu UCO, Hanpumep JOKYMEHTbI KOH-
COpLIMYMOB), NMo3ToMy 6bInu BKIoYeHbl B Gubnuorpaduio
BMeCTe CO BCEMU MH(POPMaLMOHHBIMUA JOKYMEHTaMU
52 TpeboBaHua dyHKUMOHanNbHOh 6e3- | MoxeT BkniovaTb onuMcaHus 6e3onacHbliX COCTOSHWIA (CM.
ONacHOCTH MO3K 61508-1:2010, nognyHkT 7.10.2.6)
53 Mepbl obecnedeHns 6esonacHoCcTU MoxeT BrntoyaTb Mepbl U3 5.4, KOTopble CreayeT NPUHATL
BO BHUMaHue
54 CTpyKkTypa KOMMYHWKaLMOHHOrO ypoB- [ MoxeT Bkntoyath Aekomnosuuuio SCL

Hs 6e3onacHoCTH
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MpodomxerHue mabnuypi C.1

Homep paspe-
na u nogpas- 3aronosok CopepxaHune
Aena
55 Cssasu ¢ FAL (n DLL, PhL) MoxeT BKnto4aTb CyLLECTBYIOLWMUE ANArHOCTUKK, OXuaae-
Mble cryX6bl, orpaHUYeHUss (Hanpumep «NPUMEHSATb CO-
BMecTHO ¢ FSCP x/y»)
5.5.1 Tunbl faHHbIX Cnucok TMNoB AaHHbiX M3K 61158, ucnonbaylowmxca B
AaHHOM npodune
6 Cnyx6bl  KOMMYHWKaLMOHHOTO YpoBHA | MoxeT BkntovaTb WUCMONb3yloWMecs NpuknagHble obbek-
6e3onacHocTH Thl, cnyX6bl AUarHOCTUKU
7 MpoTOKON KOMMYHUKaLMOHHOrO YPOBHSA | [MepBblid nofgpasaen onucaH HWUxe, nocneayrolme MoryT
GesonacHocTu pob6aBnsATECA N0 Mepe HeobxoaUMOCTH.
MoxeT BKo4aTe crneluansHele BpeMeHHbIE MEXaHN3Mbl,
KOHeYHble aBTOMaThl, Anarpammbl MNocnefoBaTensHOCTH,
peakuuto Ha BKHOYeHUE/OTKITIoYeHWe NUTaHUs, NMPOTOKON
ANArHocTUKW U COOTBETCTBYIOLLME AUArHOCTUKN
7.1 ®opmat PDU 6esonacHocTu Bkrtovaet nogpo6Hoe onpegenexne dpopmartos PDU (co-
obleHuns) BesonacHocT. byaeT BkmodaTe B cebs He-
CKOMbKO MoApas3fenoB AN YCTaHOBNEHUA SMeMEHTOB
dopmara (Hanpumep, cneuyudmkalmm CRC 6esonacHocTm)
8 YnpaeneHue KOMMYHWKaLMOHHLIM | BkrtodaeT cneundukaumm ans criefyrowyx acnekToB na-
ypoBHeM 6e3onacHocTH pameTpusaumu:
- GesonacHblX AaHHBIX NapameTpoB, MPeAoCTaBIEeHHbIX
Apyrum ycTpoiicTBoMm GesonacHocTu (Hanpumep, cepse-
poOM napameTpoB);
- 6esonacHbIX AaHHbIX NapaMeTpoB, NPeAoCTaBIEHHbIX ApY-
MM MHCTPYMEHTOM (Hanpumep, onucaHuem ycTpoincTea).
(Mpwu aToM BKrto4atoTcs Ntobble Heobxogumble Mepebl, YTOGbI
rapaHTupoBaThb xpaHeHue, 06paboTky u nepeaavy faHHbIX)
9 CuctemHble TpeboBaHus MepBLIA nNogpasfen onucaH HWUXe, nocnegyowue mMoryT
pob6aenATECA N0 Mepe HeobxoAUMOCTU
9.1 WHankaTopel U ceTeBble kKoMMyTaTopbl | Cheuudukalum UHAMKATOpPOB YCTPOICTB, @ Takke dyHK-
LK U NOBEAEHUSI CETEBOTO KOMMYTaTOpa
9.2 PykoBofCTBO NO yCTaHOBKe Moapo6Hble cebinku Ha pasgen M3K 61918 wnu gpyrux co-
OTBETCTBYIOLLUX JOKYMEHTOB
93 Bpemsa peakuun dyHkuumn Ge3onacHo- | BeluUCNEHNS M CBA3@HHLIE C HUMU NPUMEPLI BPEMEHU pe-
cTH aKuuu, CBAI3aHHbIE C KOHKPETHOW TexHonoruen (Hanpumep,
XyZLlee BpeMsi peakumu KoHTypa 6e3onacHocTH)
9.4 HAnutenbHocTb 3anpocoB Cneuudukaummu ANUTENBHOCTA 3aNPOCOB B YCTPONUCTBAX
9.5 OrpaHuyeHus AnNA BbLIYUCNEHUA CcU- | BkniovyaeT NOBTOPHLIE MOMLITKUM B YEPHOM KaHane, 4ucno
CTEMHBIX XapaKTepUcTuK CPOYHbLIX GrOKOB flaHHbIX B CEKYHAY, YUCNO NPUEMHUKOB
coobLeHui
9.6 ConpoBoxzaeHue Cneundukaumu noBefeHUA CUCTEMbI B Cny4Yae peMoHTa
WK 3aMeHbl YCTPOWCTBa
9.7 PykoBogcTBo no 6e3onacHocTH Ecnu Heobxogumo, BKMOYaeT MUHUMYM MWHOpMaLum,
Tpebylowmiicss Ana BKMOYEHNA NPoduUNa B PYKOBOACTBO
no 6esonacHocTu
9.8 KaHnanel 6ecnpoBoaHoii nepedayn fax- | aHHblil nogpasgen HeobsizaTeneH. Ecnu Heobxogumo,
HbIX BKIOM@ET KOHKpeTHble TpeboBaHuA gna GecrnpoBogHoi
nepefayun AaHHbIX
9.9 Knacckbl cooTBETCTBMSA JaHHbli noppasgen HeobssateneH. Ecnn HeoBxogumo,
BKIIOYAET [OMNOSHUTENbHble TpeboBaHUS COOTBETCTBUS
4ns 6a30BOro NPOTOKOMa NofeBoM LWUHbI
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Homep pasne-
na u nogpas- 3aronosok CopepxaHue
Aena
10 OueHka Bkntovaet uHdopmaumio o TpeboBaHUSX K OLEHKe
Mpunoxe- DononHuteneHaa uHdopMauua o npo- | ObasartenbHoe cnpaBoYHOE NPUNOXEHWE, NpeaocTaBns-
HWe A (cnpa- | dune KoMMyHWKauui, yAOBRETBOPSIO- | lOWEe [OMOMHUTENbBHYIO HEHOPMaTUBHYHO WHopMaLmio
BOYHOE) wem TpeboBaHUAM dyHKLUMOHaNEHOW | 0 nNpoTokone. Ecnu Takas uHopmauua OTCYTCTBYET, TO
6e3onacHocTu, cemeiictea CPF X B MPWUITOXEHUN AOMKHO ObITb cneaytowee npeanoxeHue:
«HeT gononHuTensHon MHdopmauun ana gadHoro FSCP»
A1 BbluncneHue Xaww-gyHkuun Hanpumep, anroputMmbl 4ns Buldncnenna CRC
Mpunoxe- UHdopmauuma ana oueHku npodunei | ObsszaTenbHoe cnpaBoqHOE NPUNOXEHWe, NpefocTaBns-
HWe B (cnpa- | kKOMMyHUKaLWiA, YOOBINETBOPSAIOWMX | towee UHdoOpMaLUuUio O UCTbITaTeNbHBIX NabopaTopusix,
BOYHOE) TpeboBaHUAM dyHKUNOHaNbHOW 6e30- | KOTopble BLINOMHAOT TECTUPOBAHUE U NOATBEPXAEHUE CO-
nacHoctu, cemelictea CPF X oTBeTcTBUA M3genuint FSCP X/1 ctangapty MOK 61784-3-X
Bubnuorpadus Bubnuorpaduyeckue ceuinkn Ana AaHHOW YacTu
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MpunoxeHue D
(cnpaBouHoe)

PykoBOoACTBO MO OLIEHKe

D.1 O630p

[aHHoe pyKOBOACTBO NpeAHas3Ha4eHo A51A OLEHKN U UCTILITaHUA KOMMYHUKaLMOHHBIX CUCTEM Ha COOTBETCTBUE 3a-
JadaM nepepavu cooblueHUit, cBsi3aHHBIX ¢ BesonacHocTbio. OBMeH AaHHbIMU 6e30MacHOCT MOXET OCYLLECTBATHLCS
Mexay pasnuyHbiMu Gnokamu 06paboTkn cucTeMbl obecnedeHns 6e30nacHOCTU U/MNU MEXAY UHTENMeKTyanbHbeIMU faT-
YuKaMuU/MCIONHUTENBHBIMI yCTpoicTBaMu BesonacHocTh U Bnokamu o6paboTkn cuctemel obecneveHns 6e3onacHOCTH.

HacTosATenbHO peKOMeHAYETCA UCMonb30BaTh 3TO PYKOBOACTBO AN OLIEHKU onpefeneHHoro KoOMMyHUKaLMoHHOro
npodounsa 6e30MacHOCTU UM KOMMYHUKaLUMOHHOM cucTeMbl 6e30MacHOCTM Tak Xxe, Kak U ANs yCTPOACTB, cBsA3aHHbIX ¢ Bes-
OMacHOCTLIO, UCMOMBL3YILLUX 3TN NPOoUNL.

B AOKyMeHTaLUuu, NpesoCcTaBneHHOI AN UCMBbITaHWA U OLEHKW, AOMKHBI BbITh yCTaHOBMEHb! TOMHbIE ycroBus pabo-
Tbl B COOTBETCTBUU € 5.8.2. HW Npu Kaknx yCnoBUsX He AONYCKaTCA OTKIOHEHWS OT STUX OrpaHUYeHuA.

Ecnv KOMMYHUKaLMOHHas cucTemMa Ge30MacHOCTU ABMSETCH COCTaBHOW YacTblo YCTpoicTBa, cBAsaHHoro ¢ 6es-
OMacHOCTLIO, ANA KOTOPOro CyLecTBYeT cTaHAapT Ha usgenue (HanpuMep, M3K 61496-1 [5]), To oTo n3genune n ceAsaH-
Hblé C HUM KOMTMOHeHTLl BezonacHoi KOMMYHUKaLWUKW JOMKHBl COOTBETCTBOBaTL TpeboBaHUAM B TO CTeNeHU, B KOTOPOK
OHMW onpefeneHsl B 06nacT NPUMEHEHNs COOTBETCTBYHOLLEro cTaHAapTa U B KOTOPOR OHW onpeferneHbl B KOHKPETHOM
KOMMYHUKaLMOHHOM npodure 6esonacHocTh B cepun ctaHfaptoB MOK 61784-3.

D.2 Tunbl KaHanoB

D.2.1 O6wue nonoxeHusa

JaHHblii noapasaen onpenenseT Ase obLme KoHuenuuu 6e3onacHoi KOMMYHUKaLWKU, TO €CTb METOALI YEPHOro U
Benoro kaHanoB. [lJaHHOe pyKOBOACTBO oxBaTkiBaeT obe koHUenuun 6esonacHbiX KOMMYHUKaLWIA.

D.2.2 YepHblii KaHan

B cootBeTcTBUU ¢ onpeaenernem 3.1.1.3 agns Tuna 6esonacHoil KOMMYHUKaLUW YepHbliA kaHan TpebyeTcs TONbKO
[l0Ka3aTenbCTBO BLIMOMHEHUS NPOEKTUPOBaHUS W MOLTBEPXKAEHUSA COOTBETCTBUA ANS €ro KOMMYHWKALMOHHOIO YPOBHSA
GesonacHocTu (SCL) B cootBeTcTBMM ¢ MOK 61508. MpoekTUpoBLLMK ycTpoiicTBa 6€30NacHOCTM MOXET BOCTONb30BaTLCA
3apaHee OLEeHeHHbIM U MPUHATEIM KOMMOHEHTOM annapaTHbIX CPEeACTB UMM NporpamMMHoro o6ecne4eHuns, KoTopbli Bbl-
MONHAET PYHKLUMM KOHKpeTHoro SCL. Ecnn NpoekTMpoBLUMK pearnsyeT AaHHbLIA KOMMNOHEHT Tak, KaK ero NnpeaycMoTpeHo
peanu3oBbIBaThb, TO B cooTBETCTBUM ¢ MOK 61508 oueHKy cooTBETCTBUA 6€30MacHOCTU ANA AAaHHOMO KOMMNOHEHTa MOXHO
onycTuTb. Takum o6pasom, BCe yCUIUA MOTyT OrpaHUYMBaTHCS OLE@HKOW, CBA3aHHOW ¢ 6€30NacHOCTLIO TEXHONOMMK YCTPOWA-
CTBa W NpaBuNbHONR peanusaynein komnoHeHta SCL.

OueHka coomeemcmeus. MNpoBepKa JOKYMEHTaLMn 1 peanusayumn B cucteme, kak 6bino onpegeneHo; NoaTBEpPX K-
[leHne COOTBETCTBUSA U BepuUdUKaLMs BEIMUCTIEHUIA, NPEAOCTaBNEeHHbIX U3roToBUTENEM, BepudUKaLua napameTpos, He-
06X0AUMBIX ANS STUX BBIMUCIEHUNA.

D.2.3 benblit KaHan

B cooTBeTCcTBUU C onpegenennem 3.1.1.44 ans 6esonacHoit KOMMyHUKaLuu TpebyeTcs 6enblit KaHan, YTobkl Bee co-
OTBETCTBYOLLME KOMMOHEHThI anmnapaTHbIX CPefCcTB U NporpaMMHoro obecrnedeHns Gbinu cnpoekTUpOBaHkLl, peanun3oBaHbl
W ANs HUX 6biNO BLINOMIHEHO MOATBEPXAEHUE COOTBETCTBUSI cormacHo MOK 61508. B cBasn ¢ 60nbWWUM KONMMYECTBOM
BO3MOXHbIX peLUeHWl faHHOe PyKOBOACTBO MNPeAoCTaBNsAeT NOMOLLb TONLKO Arsl onpegeneHHblX acnekToB obecneyeHus
MONHOTEI faHHbIX. JansHenwas nHdpopmayuma npmeegeHa B MOK 62280-1.

Kak npasuno, uHgvemgyaneHele MeTogbl Genoro kaHana mMoryT 6biTb OLEHEHbI MPU NOMOLLM OAHON U3 MOAENeH,
OMUCaHHbLIX B MPUMNOXeHUN A.

D.3 NMonHoTta faHHbIX Ana meToaoB 6enoro KaHana

D.3.1 O6wue nonoxeHus
[ns aHanuaa NorHOTLI faHHbIX MOXHO MAEHTUdMLUMpOBaTL fBa krnacca Heroro kaHana, onucanHelx B D.3.2un D.3.3
COOTBETCTBEHHO.

D.3.2 MogenuBucC

B AaHHOM MeTofle Kaxzblii KaHan CUCTEMbI KOMMYHWUKaLMOHHBIX LWKMH He npeanonaraetca 6e3onacHLIM. YpoBHU
MPOTOKONOB M3BLITOUHBI U OTNPABNAKTCA ABa cO0BLLeHNs. TakuM o6pasomM, Mepbl 06ecrnedeHNs MOMHOTEI faHHbIX CUCTe-
Mbl KOMMYHUKaLIMOHHBIX LUMH UCTOML3YIOTCA B NOMHON Mepe. JocTaTodHoe oBHapyxeHne onBoK He BO3MOXHO B criyyae,
€CNN OfMH U3 KaHamnoB oTKasbiBaeT. BCreAcTBUE UX apXUTEKTYphbl HEKOTOPLIE N3BECTHLIE CUCTEMBI KOMMYHUKALMOHHBIX
LUMH AaKT BO3MOXHOCTb APYTMM y4aCcTHUKaM CeTU NPOBepsiTh Kaxgoe cooblieHne 1 3a cHeT TONbKO 3Toro MoryT o6Hapy-
XNTb GOMBLUMHCTBO BOSMOXHOCTEN BO3HUKHOBEHUS OLLMBOK.
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MpumevaHua
1 Mogenu B n C MoryT 6biTb peanusoBaHbl, kak pelueHust Ans 6enoro, Tak 1 AN YepHOro KaHasnos.
2 ®opMynbl AaHHOro Nofpasfena MoryT TakkKe NPUMEHSATLCA ANA CUCTEM YEpPHOro KaHana.

Cnegyrowunit METOA OCHOBAH Ha KOHLENLMKN «M36LITOYHOCTU C NepeKpecTHON NpoBepKoW», oNUcaHHoOW B 5.4.8. 310
O3Ha4aer, YTo B cny4ae AByKpaTHoOI nepefaym 6e3onacHoro coobLyeHUs n NobuToBoro cpaBHEHUA B NpUeMHUKe coobLe-
HWA, NPeANOCLINKON HeoBHapyxXeHHoMN ownbkn Byaet To, YTo 06a cooblueHnss 0 ANHAKOBO McKaxeHbl. MNpu nomMolym Mo-
Aenun BSC, BepoATHOCTL OCTaTOMHOW OLUMOKM MOXET ObiTb BhHIYMCIIEHA MO MPUHLUMNAM, OMUCaHHBLIM B NpUrioxeHun B.
BepoAaTHOCTb onpeaeneHHoin KoMbuHaLmn 6UTOBbLIX OLLUMGOK B KaXA0M COOBLLEeHMN B ;JaHHOM cfly4ae TakKas Xe, NosToMy
BblpaXKxeHne BO3BOAMUTCA B kBagpaTt. Bo3aMOXHOCTM BO3HUKHOBEHUS KOMBMHaLWl GUTOBLIX OLLMBOK COOTBETCTBYIOT BEPOAT-
HOCTAM BO3HUKHOBEHUS 3TUX OLUMOOK B OfUHOYHOM cOo0bLLeHM (BUHOMUHANbHBIE KO3PULIMEHTDI).

MpumeuaHue — TMpoTokonsl FSCP AomkHbI HACTPOUTL UHAUBUAYANEHEIE MEPbI TakUM 06pa3oM, YToObI
6bIn JOCTUTHYT MakCUMyM He3aBMCUMOCTU. B NpoTUBHOM crydae Heo6GxoMMO Ucronb3oBaTh Gorlee croxHble opMyrbl,
yuuTHIBaKOLLME 3aBUCUMOCTb.

Ecnu npeanonaraetca ocyLlecTenATb obecneveHne NonHoTHl faHHbIX NpY noMolum curdatypel CRC, To cuuTaetca
3P peKTUBHEIM TOT Xe KoadduumeHT 27 (cM. npunoxeHue B), a npu nomowu dpopmyribl (D.1) MOXKHO MOMYYUTL OLIEHKY
BEPOSATHOCTU BO3HUKHOBEHUSI OCTaTOYHOW OLLMGKM.

—r 4 n K n—k\2
Remc(Fe)=27"- X |, '(Pe (1-F.) ) (D.1)
k=tin
MpumevyaHune — [daHHasA popmyna NpMMeHMMa TorbKo A obpasytowmx nornmHoMos (cM. B.3.2).

[ns nonHoi oUgHKN BepOSTHOCTU BO3HMKHOBEHUSA OCTaTOYHbIX OLLMBoK Ans 6ernoro kaHana Tpebyerca aHanus, npo-
BefeHHbI B cooTBeTeTBUM ¢ D.3.3, a Takke pacder no dopmyne (D.2). MOK 62280-1 crnegyeT yunTbiBaTb HACTOMLKO, Ha-
CKOJBbKO HacTOSILMIA cTaHAapT NPUMEHUM.

BbiducneHne Ag (P,) ocyLLecTBnseTcs No npasunam, onucateiM B 5.6.1 [hopmyna (1)].

MonHas oueHka cooTBeTCTBUS TpeboBaHusAM 6OesonacHOCTU [oOrkHa ObiTb BbLINONHEHa B COOTBETCTBUM C
M3K 61508 (Hanpumep, y4uTbIBas W WCNOMb3ysS aHanu3 BUAOB W NOCNEACTBUA OTKa3oB, Aonto Ge3onacHbIX OTKa3os,
oLwn6GKM No obLmMm NpudmHam).

OueHka coomeemcmeus. lpoBepka [JOKYMEHTaLMN U peanuaaunmn B cucteMe, kak 6bino cneundguumposaHo; nog-
TBEPXAEHNe COOTBETCTBUA M BepUPUKaLMUA BbIYUCIEHUA, NPefoCTaBNEHHBIX W3roTOBUTENEM; BepudmMKaLma napame-
TpoB, HEOBXOAUMBIX ANA STUX BbIMUCNEHUA.

D.3.3 MopennAunD

Ons goctmxerns Tpebytowerocs YE faHHbIi MeToA OCHOBaH Ha Mepax o6Hapy»eHUst oLLMGOK B CYLLLECTBYIOLLMX
KaHanax nepefavu faHHbIX Ha LWMHax W AOMOMHAET UX MepamMun, peanusyroLummnca B Ao6aBrneHHOM cBepxy KOMMYHUKa-
LMoHHOM ypoBHe 6esonacHocTy.

B faHHOM MeToAe B CBA3M C Yrpo3oi 6e30MacHOCTU 13-3a 0TKa3oB B CXeMax NPOoToKoMa LUHbI HEOBXOAMMO YHUTbI-
BaTb OTKa30yCTOMUMBOCTb annapaTHbIX CPEACTB 1, TakuM 06pa3om, OXUAAEMbIA UX CPOK CIYXObI.

B aaHHOM cnyyae aHanua MapkoBa MOXeT 6biTb 06ycnoBneH Tpems yHAaMeHTanbHEIMU BO3MOXKHBIMU Npobne-
MaMu nepefaydun gaHHblx (cM. pucyHok D.1) B cooTBeTeTBUMM ¢ MOK 62280-1:

- He oBHapyxvBaeMble cbon coobLLeHUI B pesynsTaTe oTkasa annapaTtHbiX CPefCTB Ha YPOBHSIX Nepeaayn JaHHbIX,
KOTOpble NPUBOAAT K pacnpoCTPaHEeHNIO NCKaXKEHHEIX COOBLeHNA (R

- c6ou B co0BLeHUsIX C HE OBHapyXuBaeMblMW BUTOBLIMU OLLMOKaAMM, BbI3BaHHBIMU ANIEKTPOMarHUTHLIMU NOMexa-
Mu (SMI), KoTopble NPOUCXOAAT B NpoLiecce HopManeHoi paboTsl (Reye):

- He oGHapyxunBaeMble c6ou coobLLEeHUI B pe3ynsTaTe 0TkasoB B COOTBETCTBYIOLLEA YacTu, NPoBepSEMOiA LKHLI B
kaHane nepefaqu faHHbIX (Ryg)-
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CocTosiHue.

Bce B nopsake >

aMn
Owwubka koga
Otka3 nepegauu
3HHBIX (annapaTtHb . nepzﬁp,g;map“,nﬁ:blx
cpeacTsa) porp

MPOBEPKMN LUMHbI)

<)naCHOCTb

PucyHok D.1 — ba3osas mofesnb MapkoBa

BepoATHOCTb BO3HWKHOBEHWUS OCTaTO4YHbIX owmnbok RAD B cucteme onpegensetcs CyMMOi MHAUMBUAYas/bHbIX Be-
poaTHocTen [chopmyna (D.2)]. BeluncneHne ASL(Pe) BbinonHAeTcAa B cooTBeTCTBMU C 5.6.1, 3Has 3HaYeHWe BEPOSATHOCTU
BO3HWKHOBEHWNSA OCTATOYHbIX OLINGOK:

rad =* hw + remc + rtc- (D-2)
MonHaa oueHka COOTBETCTBUSA TpebGoBaHUAM 6Ge3onacHOCTU AOJ/KHA 6GbiTb BbiMOSIHEHA B cooTBeTCTBMM ¢ M3IK
61508 (Hampumep, yunTbiBass M UCMOJb3YA aHanuW3 BUAO0B W MocnefcTBUiA 0Tka3oB, J0/10 6e30MacHbIX OTKa30B, OWMNGKK
no o6wum npuuynHam). M3K 62280-1 g0MKeH OblTb PACCMOTPEH TaMm, r4e OH NPUMEHUM.
OueHKa COOTBEeTCTBUA. MNpoBepka AOKYMEHTaUUN 1 peanusaunn B cucteme, kak 6bi710 cneyuduLMpoBaHo; nog-
TBepXJeHue COOTBETCTBUA W Bepudukauus BblYMCAEHWI, MpeAoCTaBNE€HHbIX W3rOTOBUTENeM; Bepudukauma napame-
TPOB, HEOOXOANMbBIX ANA 3TUX BbIUNCIEHNIA.

D.4 Bepudukauns mep 6e30nacHoOCTu

D.4.1 O6wume NnonoxeHns

[laHHas yacTb pyKoBOJCTBa MO OLEHKe ycTaHaBnuBaeT TpeboBaHWa A1 Bepudukayun onpegeneHHoro KOMMyHu-
KaunoHHOro npocunna 6e3onacHoOCTU.

D.4.2 Peanusauuns

[Ana 6e3onacHoil nepegayn coobleHnii Heob6xoanmMo, 4To6bl COO6LWEHNS TeHepupoBannck 6e3onacHbiM 06pasom
(B cooTBeTCcTBUM cTpebytowmmca YMB). CpeactBo nepegayn (Hanpumep, NUHUSA WKHLI, BKAoYas nHtepdgeic ASIC) camo
no cebe He cumtaetca 6esonacHbiM. OTBETCTBEHHOCTb 3a Mepbl o6ecneyeHus 6Ge3omacHOCTV BceLesio Bo3naraeTcs Ha
6110k 06pabOTKM MCTOUYHMKA W NPUEMHMKA COOOLLeHNli. DTO KacaeTca peleHnin YyepHoro 1 6en0ro KaHanoB.

OueHka coOOTBETCTBUA. Tpeb6oBaHua MOK 61508 mau fOMONHUTENbHbIX CTaHAAPTOB, Taknx kak M3K 61784-3
[O/MKHbI 6bITh YUTEHbI U NPOBEPEHbI. 3TM TpeboBaHNA BbIXOAAT 3a paMkun 06nacTm NPUMMEHeHUsa faHHOro pykoBoAcCTBa Mo
oueHKe n onpefesieHbl HOPMATUBHO.

D.4.3 MpuHumn «cpabaTbiBaHWe 3alWnTbl NPU OTKAKYEHUUN NUTAHUA»

MexaHu3M BPEMEHHOT0 OXWAaHusa (Hanpumep, CTOPOXEBOW TaliMep) AO/HKEH NMPUMEHSATHCSA BO BCEX Cy4vasnX.

OueHka cooTBeTCTBMA CMm. 5.4.4.

D.4.4 Be3onacHoe cocTosiHNe

B npuemHuke AONXeEH 6biTb YCTAHOB/IEH MeXaHU3M O6GHapyXeHus OWnbOoK M peakuunm Ha WX BO3HUKHOBEHWE, Ha
KOTOPOM N1eXMUT OTBETCTBEHHOCTb 3a obecneyeHne cBA3aHHbIX C 6€30NacHOCTbIO felcTBUI N0 AOCTMXEHUID 6e30nacHoro
COCTOAHMA B TeYeHne BPeMeHN HeBOCMPUUMUYMBOCTKN K cboaM.

OueHKa cooTBeTCTBUA. MNpoBepka AOKYMeHTaLun n peanusaynn; n3MepeHne BpemMeHu peakuum yctpoincrea 6es-
onacHocTy, ucnonb3ylowero 6e3onacHyo nepegavy AaHHbiX, Npu paboTe cUCTeMbl B HaWXyAWWX yCcnoBuAx (Hanpumep,
B MPUCYTCTBUMN OLWIMBOK UNN OTKA30B).

D.4.5 Owunbkn nepegayn faHHbIX

Ecnn BO3HMKaKT OWNGKN, onucaHHble B 5.3, TO f0/HKHA UHULMMPOBATLCA OnNpedeneHHas peakuua Ha cboi (Hanpu-
Mep, 3anpoc OCTaHOBKM paboThl).

OueHKka COOTBETCTBUA. lMpoBepka AOKyMeHTauuu, peanu3auum u BbIYUCNEHWA, ecnum Heob6xoAMMO, a Takxke
(hYHKLMOHaNbHbI TECT; pacwmnpeHHble PYHKLMOHAIbHbIE TECTbl MO NPUHLMNAM, OnUcaHHbIM B M3OK 61508.

D.4.6 Bpemsa 6e30nacHOCTM peakuuv u Bpems 6e30nacHOCTU OTKAMKA

MakcumanbHoe Bpema peakuun yHKLMM 6€30NacHOCTU, YCTAHOBMIEHHOE M3roTOBUTENEM, U BpeMs, Tpebywueecs
ANA 3aBeplleHnNs CBSA3AHHOIO ¢ 6e30MacHOCTbI0 AeliCTBUA, He AO/KHbI 6bliTb NPEBbIWEHbl AaXe MNPy Haauuymm owmnbok u
0TKa308.
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M pumMmedyaHune — B HeKoTopbIX cucTemax LWWH, MHTEHCUBHOCTL Nepedadvu JaHHbIX U peaKkLns Unn oOTKINUK 3a-
BUCAT OT YMcna y4aCTHUKOB nepefadu aHHbIX. Ecnu nHTeHcmMBHOCTb nepefadun gaHHbIX U peakuna Unn OTKNUK CBA3AHbI
C 6e3OI'IaCHOCTbIO, TO MOXeT I'IOTpe§OBaTbCF| CHWXeHWe Yncna y4acTHUKOB.

OueHka coomeemcmeus. [poBepka JOKYMEHTaLMW U peanuaalnu; U3amMepeHue BpeMEHN peakuun Wunu oTknuka
npu paboTe onpeperneHHol CUCTEMbl B HAUXYALIMX YCMOBUSX. M3roToBUTENb WM KOMMYHUKALMOHHLIA npodunb 6e3-
OMaCHOCTU AOMXHbI NPEAOCTaBMNATL ONpefeneHus Yucna u pacnpefeneHus BO BpeMeHn owmnbok, KoTopele Heobxoaumo
YYecTb.

D.4.7 KomBuHauusa Mep

Ansi nepegayn cBAsaHHbIX ¢ 6€30MacHOCTLIO COOBLLEHMIA Yepe3 CUCTEMBI LUMH AOMKHa BbITb NpUMeHeHa KoMBU-
Hauus Mep, cobpaHHas U3 mMep, NpuBefeHHbIX B 5.4, Takum obpa3somM, 4Tobbl kaxaasa owunbka, onucaHHas B 5.3, 6bina
obHapyxeHa B Te4eHWe BpeMeHM HeBOCNPUMMUMBOCTU K c6oaM. Tabnuua 1 nomoraet B Beibope MHAMBUAYaNBHLIX Mep.

OueHka coomeemcmaus. Bece ncnonb3yemble TEXHUUECKUE Mepbl AOMKHbI ObITb BEpUdULMpOBaHLI Ha NONHOTY B
cooTBeTCTBUM ¢ Tabnuueit 1. Peannaaunsa Mep AOMKHA OCYLLECTBNATLCA B COOTBETCTBUM ¢ Tpebytowmmes YTb.

D.4.8 OrcytcTBUE NOMex

JormkHo 6bITb JOoKasaHo, YTO YHacTHUKM KOMMYHUKaLMKU, He OTHocsLMecs K 6e30nacHOCTU, He MeLLialT y4acTHU-
KaM, cBs3aHHBIM ¢ 6€30MacHOCTbHO.

OueHka coomeememeus. lNpoBepka JOKYMEHTaLUWUW 1 peanusauum AormkHa BKMOYaTb KOHKPETHbIe dyHKUMOHaNb-
Hble TeCTbl, B TOM YKCre TECTLI, HanpuMmep, YYUTHIBaOLME MPU CUMYTISILIUK NEpPCOHanbHLIA KoMnbtoTep (PC), Takne kak
TeCTUpOBaHUe Harpy3ku SIMHWIA CBA3M UK NpoBepKa CMeHbl aipeCcoB NpU U3MEHEHUMN BXOAHbBIX AaHHbIX.

D.4.9 JononHuTenbHble NpUYMHLI c6oeB (Genbii KaHan)

B pononHeHuWe K yxe onucaHHLIM MeTogam, Ucnonb3yowmm Mogerns BSC ansa oueHKn BEPOATHOCTU OCTATOUHLIX
owmnbok, HeobxoanMOo yUnTHIBaTL U yNpaBnsATb APYrMMU npudnHaMu c6oeB. MogpobHocT npuseaeHsl B MOK 62280-1
unu [29].

OueHka coomeemcmeus. Bce npuMeHsiioLMecs TeXHUYeckue Mepbl AoMKHbI B6bITh MPOBEpPEHLl HA COOTBETCTBUE
TpeboBaHuAM, onucaHHbIM B MOK 62280-1.

D.4.10 3TanoHHble UcnbiTaTeNbHbIE CTEHALI U YCIOBUA IKCNyaTauum

Bce yacT KOMMYHVKaLMOHHOK cUcTeMbI 6€30NacHOCTU AOMKHEI UCTIBITHIBATLCS BMECTE HACTONBKO, HACKOMBLKO 3TO
npeacTaBnAeTcA BO3IMOXHbLIM. B NpOTUBHOM criyyae YacTh KOMMYHUKaLMOHHOW cucTeMbl 6e30MacHOCTU NPOXOAAT UCMbI-
TaHWsA No oThenbHoCcTU. Bo BTOpOM crnyyae, aTanoHHble CUCTEMBI (UCTbITATENbHbLIE CTEHALI) W/WUMKU CUMYIIITOPLI OSMKHbI
ObITb cO3AaHbl ANS ONpeAeneHHoro KOMMYHUKaLMoHHoro npocdunsa 6e3onacHoCT U peannu3oBaHbl NpU NOMOLLM onpege-
TNleHHoro Habopa pasHbIX YCTPOUCTB, NOMyHYEHHBIX MO BO3MOXHOCTU OT pasHbIX NOCTaBLUWUKOB.

McenblTaTenbHbld CTEHA AOMKEH peann3oBbiBaTh HaUXyALUMe YCNoBus, HanpuMep, No ANUHE COEAUHEHUS UMK YnC-
ny ycTpoiicts. Curtansl, Tpebyrowmecsa Ans dyHKUMM 6e30nacHOCTH, AOMKHBI MOAENNPOBaTLCA MM hOpMUpOBaTLCA
Apyrum crioco6om.

CooTBeTcTBYIOLLME peXUMBl paboThl, Takne Kak LMKNUYEeCcKAi oBMeH AaHHBIMW 3HaYEHUIA MpoLecca Uinu auuknuye-
CKWil 0BMeH jaHHbIMU NapamMeTpusaumu, LOMKHbI ObiTe OnpegeneHsl ANs UCNONb30BaHUA BO BPEMS UCTILITAHWIA.

OueHka coomeememeus. VcnblTaHne M NpoBepkn B COOTBETCTBUM C ONpPeAeneHNaMU NpoBEpPsSEeMOoro nNpoTokona
FSCP unu cneuyudukayusamm nsrotoButens ucneltyemoro o6opygosanus (EUT).

D.4.11 TecTep coOTBETCTBUSA NapamMeTpam

CooTBeTcTBUE OnMpefeneHHoMy npotokony FSCP [OMKHO NpoBepATLCH TECTEPOM COOTBETCTBUS Npoduns, onpe-
JeneHHbIM U NpefycMOTPEeHHbIM OTAeNbHBIM NpoTokornioM FSCP.

MpumeyvyaHne — TeCTMpOBaHVIe Ha COOTBETCTBME BKIOYaeT B cebs Kak NO3UTUBHbIE, TaK U HEraTtuBHbIE
TeCThl.

OueHka coomeememeus. VcnbiTaHne v NPpoBepkU B COOTBETCTBUW C ONpefeneHusiM1 NpoBepseMoro npoTokona
FSCP.
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Npunoxenue JA
(cnpaBoyHoe)

CBeneHUs 0 COOTBETCTBUM CCLUTOYHbIX ME@XAYHaPOAHBLIX CTAHAAPTOB HAUUMOHANbLHLIM CTaHAAPTaAM

Tabnuya AAA

0O6o3HaYeHne CCbINoYHOro MeXayHa- CreneHb Ob6o3HayeHne U HauMeHoBaHWe COOTBETCTBYIOLL|ENO HaLMoHanLHoro
poAaHoro craHgapta COOTBETCTBUA cTaHjaprta

M3K 61131-2 IDT IOCT IEC 61131-2—2012 «KoHTponnepsl nNporpaMmMmupyemele.
YacTb 2. TpeboBaHus k 060pya0BaHNIO U UCNBITAHUSA»

MO3K 61158 (Bce vwacTu) — *

M3K 61326-3-1 — *

MO3K 61326-3-2 — *

M3K 61508 (Bce vactu) IDT MOCT P M3K 61508—2012 «®yHKkymoHanbHasa 6e3onacHoCcTb
cUCTEM  SNeKTpuYeckux/  ANEeKTPOHHLIX/MporpaMMUpyemblX
3NEKTPOHHLIX, CBA3aHHLIX ¢ 6e3onacHocTeio. YacTn 1—7»

MO3K 61508-1:2010 IDT FOCT P M3K 61508-1—2012 «®yHKUMOHanbHasa 6esonacHocTb
cUCTEM  SNeKTpUYeckux/  ANEeKTPOHHLIX/MporpaMMUpyemblX
3NEKTPOHHBIX, CBA3aHHbLIX ¢ 6e3onacHocTblo. YacTb 1. Obwue
TpeboBaHus»

MO3K 61508-2 IDT FOCT P MOK 61508-2—2012 «PyHKUMOHanbHasa besonacHocTb
CUCTEM  SMEKTPUYECKUX/ ANEKTPOHHLIX/ MporpaMMUpyemblX
3NEKTPOHHBIX, CBA3AHHLIX ¢ GesonacHocThio. YacTb 2. Tpebo-
BaHWA K cucteMam»

M3K 61784-1 — *

MOK 61784-2 — *

M3K 61784-3-1

M3K 61784-3-2

M3K 61784-3-3

M3K 61784-3-6

M3K 61784-3-8

M3K 61784-3-12

M3K 61784-3-13

M3K 61784-3-14

M3K 61784-5 (Bce 4acTu)

M3K 61918

M3K 62280-1:2002

MOK 62443 (Bce 4acTu)

BETCTBUA CTaHJapTOB!

- IDT — naeHTU4HbIE CTaHaapThI.

* COOTBETCTBYIOWMIA HALWUOHasbHEIA CTaHAapT OTCYTCTBYET.
MpumevyaHue — B HacTosiwel Tabnuue UCMONL30BaHO criedytoliee ycrioBHoe obo3Ha4YeHne cTeneHn cooT-
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