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BBeneHue

Hactoawuint crangapt npeacraenser cobOoi PyKOBOACTBO ANS MEAWULMHCKUX OpraHu3auuin u apyrux
XpaHutenew nepcoHanbHON MEAULUHCKOW MHAOPMaLIMN O TOM, KakK fydylle BCero COXPaHuTb KOHPUAEHLIM-
anbHOCTb, LIENIOCTHOCTE M AOCTYMHOCTL Takoii MHAopMaLmMn nytem BHeapeHus MCO/MIK 270021, B yact-
HOCTU, HaCTOALLMIA CTaHAapT KacaeTcs 0coOblX NOTpeBHOCTEN B 00nacT MeHeZXMeHTa 3aluTbl MHAOP-
Mauuu B chepe 34paBOOXPaHEHUs U cneuuduyHbIX YCNOBUAX €ro BbINONMHEHUA. B TO BpeMs kak 3awmrta u
6e30MacHOCTb NMEePCOHanbHOW MHAOPMALMKN OYEHb BaXHbl ANS BCEX YaCTHbIX Nuu, KOpnopauui, opraHu3a-
LW M NpaBUTENbLCTB, B chepe 34paBoOOXPAHEHMA CYLLECTBYIOT 0CO0ble TpeboBaHuUsl, KOTOPbIe AOMKHbI ObITb
cobnioaeHbl ana obecneveHns KOHpMAEHUMANbHOCTU, LENOCTHOCTU, BO3MOXHOCTM MPOBEPKU U AOCTYNMHOCTH
NnepcoHanbHON MEAULMHCKOW MHpopmaummn. 3TOT TUN UHEPOPMaLIMM PaCCMaTPUBAETCSt MHOTUMU KaK OAMH U3
CaMbIX KOHbMAEHUMAnNbHLIX BUAOB NEpCOHanbHON MHpopmaumu. 3awmra 9Toi KOH(MAEHUMAnbHOCTU He-
obxoguma, ecnv AormkHa NoAAePXKUBATLCA KOH(PUASHUNANBLHOCTL 0ObEKTa OKa3aHUSA MEAULIMHCKON NOMOLLI.
Ons oGecneyeHns 6e30NacHOCTM NaUMEHTOB AOMKHA ObiTh 3aluyLUeHa LieNnoCTHOCTb MeAULIMHCKOW MHop-
MauuK, U BaKHLIM KOMMOHEHTOM 9TON 3alMThl ABAAETCA obecnevyeHme Toro, YTobbl BECb KU3HEHHbIW LIMKN
MHGOPMAaLMK MOMHOCTLIO Noaaasanca nposepke. JOCTYNHOCTb MEAULMHCKON MHOpMaLmMM Takke UMeeT
GonbLuoe 3Ha4YeHue Ana adhpPEKTUBHOIO NPeAoCTaBNeHUss MEAULMHCKUX yenyr. Cuctembl UHpopMaTmsaumm
300pOBbA AOMKHbI COOTBETCTBOBATH CneLM@UIHbIM NOTPEOHOCTAM ANns TOoro, YToObl 0CcTaBaTbCA B paboyem
COCTOSIHUM Ha (POHE CTUXMIHbIX BegCTBUIA, CUCTEMHBLIX COOEB U aTtak TUNAa «oTKa3 B obcnyxueaHumy». Cnepo-
BaTEnNbLHO, 3alUTa KOHUMAESHUMANbHOCTU, LLENOCTHOCTU U AOCTYNHOCTU MEAULIMHCKON uHdopMauum Tpebyet
onbITa, cnelyucU4HOro Ans CEKTopa 3ApaBoOOXPAHEHUS.

OdbekTnBHbIN MeHeMKMEHT IT-3awuThl B 06nacTu 3apaBoOXpaHEHUs CTAaHOBUTCS Bce Bonee Heobxo-
AWMBIM Npu BCce Boree LULMPOKOM UCNOSNb30BaHUKM 6ECNPOBOAHBIX U UHTEPHET-TEXHONONMIA NPU NpPeaoCTaBIe-
HUWM MeauUMHCKMX ycnyr. [py HeHaanexaweM NpUMEeHEHUU 3TU CIIOXKHbIe TEXHONMOrMM NOBLICAT PUCKU AN
KOHMAEHUMANBHOCTH, LIeNOCTHOCTM U AOCTYNHOCTU MeauLMHCKOW MHdopmauummn. Hesasucumo ot pasmepa,
pacnonoXeHNa U MOAENN NPeLOCTaBEHUA YCnyr, BCE MEAULMHCKUE OpraHMsauumn JOSMKHbI UMETb CTPOrUi
KOHTPOnb, YTOOb! 3aLUMTUTL BBEPEHHYIO UM MEAMLMHCKYIO uHOopMauumio. Tem He MeHee, MHOTue cneyuanu-
CTbl B 06nactu 34paBooXpaHeHUA pa60Ta|0T KaK caMoCToATENbHbIE BpA4u Unu HebBonbLuMe KITMHUKU, KOTOpPbIE
HE UMEIOT BblAeneHHbIX MHHDOPMALIMOHHO-TEXHONOTMYECKUX PECYPCOB AN ynpaBneHus 3awmTon nidopma-
uum. NMo3sTOMYy MEeAULMHCKUE YUPEXAEHUA AOMMKHLI UMETb YETKOe, CxaToe u cneuuduyHoe ana 3apaBooxpa-
HEeHUs1 PYKOBOACTBO MO BLIGOPY W peanu3auumn Takoro KOHTpons. 3TO PyKOBOACTBO AOMKHO ObITb agantupye-
MO K LULMPOKOMY AKnanasoHy pasMepoB, MECT NPUMEHEHUA U MOAENEN NPEAOCTaBNEHUA YCNYT, UMEIOLLUXCA B
31paBOOXpaHeHun. HakoHel, ¢ POCTOM 3MEKTPOHHOTO 06MeHa NepCoHanbHOW MeaAULMHCKON UHOopMaumnen
Mexay paboTHMKamu 34paBOOXPaHEHUA B NPUHATUKU OOLMX pekOMeHAauMin ANa ynpaBneHusa 3awuTon UH-
dopmauum B cpepe 34paBOOXPAHEHUA UMEIOTCA O4EBUAHBIE NPEUMYLLIECTBA.

NCO/M3K 27002 yxxe LUMPOKO MCNOSNb3yeTcs ANs ynpasneHna 3awmuton MH(OPMaUNMOHHBIX TEXHONO-
rMin ANA uHopMaTm3aumum 300POBbA Yepes HaLMOHAsbHbIE UMM PErMoHanbHbIE PYKOBOACTBA B ABCTpanuu,
Kanape, ®paHuun, Hugepnanaax, Hoeow 3enanauu, KoxHon Adpuke n Benukobputanun. B apyrux ctpaHax
TaKKe pacTeT MHTepec K 3TOMy. HacTosiLmiA cTaHAapT ONMPAaETCs Ha OMbIT, HAKONMEHHbINW B X04€ NONbITOK
CTpaH 06ecneyvnTs 3aLuTy NEPCOHaNbHOM MeAULMHCKON MHApOPMAaLMKU U NPeaHAa3HAYeH B KayecTBe AOKYMEH-
Ta, conytcreytowero MICO/M3K 27002. OH He npeaHasHayeH ans sameHbl MICO/M3K 27002 unu UCO/MIK
27001. OH, cKkopee, ABNSIETCA AOMNONMHEHNEM K STUM Bonee 0606LUEeHHBIM CTaHaapTaM.

Hactoawuit ctaHgapt npumenser WCO/M3K 27002 k obnactu 3apaBoOXpaHeHUs Takum obpasom,
4yTOObI TLUATENLHO PAaCCMOTPETL BONPOC O Haanexalem npuMeHeHun Mep 6e3onacHOCTH B LEnsAxX 3aLumThbl
NepcoHanbHON MeAULMHCKOW UHDopMauun. 3TU coobpaXeHnsi, B HEKOTOPLIX CRy4asix, NPMBENN aBTOPOB K
BbIBOAY, YTO NPUMEHEHUE OMNpeAeneHHbIX Lenei KOHTPons, ykasaHHbix B MCO/M3K 27002, Heobxoaumo,
€Cnu nepcoHanbHasi MeauLMHCKasi MHpopmaums AomkHa ObiTh 3alyuLieHa Hagnexawmm obpasom. Moaro-
MYy HaCTOSILLMIA CTaHAapT yCTaHABNMBAET OrpaHUYEHUs HA NMPUMEHEHNE OnpeaeneHHbIX Mep 6e3onacHocTy,
ykasaHHbIx B UICO/M3K 27002. 3T0O B CBOIO 04epeab NPUBESNO K BKIOYEHUIO B pasaen 7 HeCKONMbKUX HopMma-
TUBHBIX aKTOB, COFNacHoO KOTOPbIM NMPUMEHEHWE AaHHOIo KOHTPOosA 6e3onacHOCTM ABMAETC 06A3aTeNbHbIM.
Hanpumep, B 7.2.1 onpeaeneHo cneaytoLiee:

«OpeaHu3auyuu, 3aHuMarowuecs obpabomkoli meduyuHcKol uHghopmayuu, 8 mom yucre nu4dHoli medu-
YUHCKOU uHbopmayuu, OOIHKHBI UMEMb MOUMUKY 10 3awume UHgopmayuu 8 nucbMeHHoM aude, 0006peH-

M 310 pyKoBogfcTBO oTBeYaeT TpeboBaHWAM nepecMoTpeHHoro BapmaHta MCO/MBK 27002:2005.
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HyI0 pykoeodcmeom, onybnukosaHHyto, a 3amem 0osedeHHyo 00 ecex compyOHUKO8 U COOmMeememeayowux
CMOPOHHUX OpeaHu3ayuli».

B o6nacTu sgpaBooxpaHeHns opraHu3auus (Hanpumep, 6onbHULA) MOXeET BbITb CepTUdULMpoBaHa Ha
cooteerctBue MCO/M3K 27001, npu atom He TpebyeTca cepTudmkaumsa unu gaxe npuaHaHue COOTBETCTBUSA
HacTosLeMy ctaHgapty. OgHako cneyeT HageaTbCs, YTO, BBMAY TOrO, UTO MeAULMHCKME opraHu3auum crpe-
MSATCA YMyYLUUTb 3aLLMTY NEPCOHANBbHON MEAULMHCKONW MHAOPMALIMK, 8 COOTBETCTBUE HACTOSILLIEMY CTaHAap-
Ty, Kak bornee CTPOroMy CTaHZapTy AN8 34PaBOOXpaHEHUsi, OyAeT Takke UMETb LUMPOKOE pacnpoCTPaHeHue.

Bce 06bekTbl KOHTPONSA 3awmThl, onucaHHble B UCO/M3K 27002, umetoT OTHOLUEeHME Kk MHdopmaTu3a-
LMK 300POBbSA, HO HEKOTOPLIE SNIEMEHTHI YNpaBneHns TPeOyT AONOMHUTENBHbIX Pa3bACHEHUI KacaTenbHO
TOro, Kakum 06pasom OHM MOTYT BbITb UCNONbL30BaHLI, YTOObI 3aLLUTUTL KOHPUAEHUMANBHOCTb, LLENOCTHOCTh
1 AOCTYNHOCTb MH(POPMAaLMKU O COCTOSAHUM 340POBbSA. CyLLECTBYIOT Takke 4ONONHUTENbHbIE TPeboBaHus, xa-
pakTepHble ansa ccepbl 3apaBoOXpaHeHns. HacTosawmii cTaHaapT COAEPXUT AOMONHUTENbHbIE YKa3aHusa B
dopmMare, KOTOPbIN NuLa, OTBETCTBEHHbIE 33 3aLLMTY MEAULIMHCKON MHAOPMaLUM MOTYT MErko NOHATL U NPu-
MEHUT.

ABTOpPbI HACTOALLEro cTaHgapTa He HaMepeBaloTCs NMUcaTb NOcobue No KOMMNbLIOTEPHON Be30MacHOCTH
Unu 3aHOBO HOPMYNMPOBATb TO, UTO Y>ke ObiNo HanucaHo B ICO/M3K 27002 nnm NICO/M3K 27001. Cywie-
CTBYET MHOro TpeboBaHuin 6e30nMacHOCTH, KOTOPLIE ABMAIOTCA OOLLMMU AN BCEX CUCTEM, CBA3AHHbLIX C NMPU-
MEHEHUEM KOMMbIOTEPHOW TEXHMKU, MCMONb3YeMbIX B (DMHAHCOBOM OBCMYX1BaHUW, MPOM3BOACTBE, ynpasne-
HWUM NPOM3BOACTBEHHBIMU NpOLiEccamMmn Unm B NboW Apyron opraHM3oBaHHON obnacTu AeATenbHOCTU. bbinu
npeanpuHATbl 00beaUHEHHbIE YCUNUA ANS TOro, 4ToObl COCPEAOTOuMTLCA HA TpeboBaHusAx 6e3onacHoCTH,
HeoBXx04MMOCTb KOTOPbIX BbI3BAHA YHUKAMNbHLIMK 3aZa4amu No NpeoCTaBneHunio 311EKTPOHHOI MeAVLIMHCKOW
UHGOPMaLuK, KOTOpas NOAAEPXKUBAET OKa3aHME MOMOLLIN.

Komy apnpecoBaH HacTosiwui cTaHaapT?

Hacroawmi crangapTt npegHasHayeH Ang TeX, KTO0 OTBEYAET 3@ KOHTPOMNb 3alLyUTbl MEAULIMHCKOW WH-
dopmaLmm, n AN MEAUUMHCKUX OPraHM3auuin n Apyrux xpaHutenen MeauumMHCKONW MHpopMaLmm, KOTOPbIM
Heo6Xo4MMO PYKOBOACTBO MO JaHHOM TeMe, a TakkKe Afsi UX COBETHUKOB MO 6€30MacHOCTU, KOHCYNLTAHTOB,
ayauTopos, NPOAABLOB U TPETbUX NUL, OKa3biBAKOLLUX YCIYTU.

MpeumywecTea UCNONb30BaHMA HACTOAWEro cTaHaapTa

MCO/M3K 27002 siBnsieTca LUMPOKMM KOMMNAEKCHBIM CTAHAAPTOM, U €10 peKOMeHAAuMK He aganTupo-
BaHbl crieuuarnsHo nog TpeboBaHus 3apaBooxpaHeHus. HactoAawmi ctaHaapt no3BoNseT NnocneaoBaTensHo
npumeHuTs MCO/M3K 27002 B yCnoBusix 34paBOOXPaHEHUS U NPU 3TOM 0C060€ BHUMAHUE YAEenuTb cneuu-
anbHbLIM 33a4aM, NoCTaBneHHbIM chepoii 3gpaBooxpaHeHun. COOTBETCTBUE HACTOALLEMY CTaHAAPTY NOMO-
raet MeauLMHCKUM OpraHm3aLmsiM COXpaHaTb KOH(UAESHUMANBHOCTb N LENOCTHOCTb BBEPEHHBIX UM AAHHbIX,
obecneynBaTb AOCTYMHOCTb K OCHOBHbIM MH(POPMALMOHHLIM CUCTEMAM 34PaBOOXPAHEHUs U pacnpeaensTb
OTBETCTBEHHOCTb 38 MEAULMHCKYO MHAOPMALMIO.

MpuHATME HaCTOALLEro cTaHfapTa MEAULMHCKUMU OpraHu3auusammn B Nnpeaenax oaHon opucankummn u
MEXAY IOPUCAUKLUAMW NOMOXKET B3aMMOLENCTBUIO U NO3BONUT 6E30NacHO BHEAPUTL HOBbLIE COBMECTHbIE TEX-
HOMOrnM OKa3aHus MeAULMHCKON nomoLLuy. BesonacHbiit U KOHMAESHUMANbLHLIN 0OMEH UHhopmaLmen MoOXeT
3HAUUTENBHO YNYYLLUTbL PE3ynbTaThl NPeaoCTaBreHNa MeAULIMHCKUX YCAYT.

Bnaropgapa HacTosiLieMy cTaHAapTy MEAULIMHCKUE OpraHn3auuyu MOryT OTMETUTb CHUXKEHUE KONUYEeCTBa
U TSDKECTU MHLMAEHTOB B cucTeMe 6e30macHOCTH, NO3BOMAS NepepacnpeaenuTb pecypcol Ansa 6onee npoayk-
TUBHOW AeATenbHOCTU. 3awmTa |T no3BonNuUT pacnpeaenuTb pecypebl 34paBoOXpaHeHUA peHTabensHo u Npo-
AyKTUBHO. Ha camoM fene, uccneaoBaHue, nposeaeHHoe GopyMom no 3awmTe uHgopMauum n aHanuTukamu
pbIHKa, NMokasano, 4YTO XOpOLLAs pa3HOCTOPOHHSA 3aLuuTa MOXET yBENUYUTL 3PdEKTUBHOCTL OpraHu3auun
Ha uenbix 2 %.

HakoHeu, nocnegoBaTenbHbIN NOAX0A K 3awmTe T, MOHATHLIA BCEM nUUAM U OpraHuM3auusam, OTHOCS-
LUMMCS K 30paBOOXPAHEHUIO, YNYULLUUT MOpanbHOe COCTOAHME KOMMEKTUBA WU NOBLICUT JoBepue obLuecTsa K
CUCTEeMAaM, XPaHALLMM NEPCOHANbHYI0 MEANLMHCKYIO MHCDOpMALUIO.

Kak ucnonb3oBarb HaCTOAWMIA CTAaHAAPT

Yutatensam, ewe He 3HakombiM ¢ MCO/M3K 27002, HacTOATENbHO PEKOMEHAYETCS 03HAaKOMUTLCS ©
BBOAHbLIMW pa3denamu HacTosALero ctaHaapTa, npexae YeM NpoaorikuTb ero usydeHue. Cneunanuctel no
BHEJPEHUIO HACTOSLLEro ctaHgapta A0MKHbI cCHadana BHUMaTtenbHo npountatb MCO/MOK 27002, Tak kak B
TekcTe Hmke OyayT HeOAHOKpPAaTHO AenaTbCs CCbINKM Ha COOTBETCTBYIOLLME pasaenbl 3Toro craHgapra. Ha-
CTOSALLMI CTAHAAPT HE MOXET BbITb NONHOCTLIO NOHAT 6€3 3HaKOMCTBA C nonHbIM TekcTom MCO/M3BK 27002,

YuTarensam, He 3HaKOMbIM C 3aLUTON MEAULIMHCKOW MHpopMauun n ee LensMu, 3agadamu, U NOSHbIM
KOHTEKCTOM, ByzieT NonesHo NpounTaTh KpaTkoe BBeAEHUE, KOTOPOe MOXHO HaiiTu B pasaene 5.

\
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Yutarenu, MHTEpeCyoLmMecs pykoBoACTBOM N0 BHeapeHuto MCO/MOK 27002 B obnacTb 3apaBooxpa-
HEeHUSA, HaWZYyT B pasaene 6 npUMEHSAEMbIA Ha NpakTUKe nnaH AeicTBuit. [JaHHbIN pasgen He coaepkuT obs-
3aTenbHbIX TpeboBaHMin. BMeCTO 3TOr0 AaHbl 00LLIMe COBETbLI U PEKOMEHAALMU O TOM, Kak nyyLie NpucTynuTb
K BHeapeHuto MCO/M3K 27002 B 3gpaBooxpaHeHue. Pasgen BbICTPOEH BOKPYI LMKNa AeATenbHoCTU (nna-
HUpoBaHue/agencrene/nposepka/ynyyiueHume), kotopoin onucad B MICO/M3K 27001, u KOTOpLIW, B Criyyae ero
BbIMONHEHUS, TPUBEAET K HAAEXKHOMY BHEAPEHUIO CUCTEMbI MEHEKMEHTA UH(POPMALIMOHHON 6E30NacCHOCTH.

YuTarenu, Hy>kgaroLmecsa B KOHKPETHLIX COBETAX NO OAWHHAALATM pasaenam yrnpasneHus 3almTon u
39 OCHOBHbIM KaTeropuam ynpasneHusa 3awmToun, onucanHbiM B MICO/M3K 27002, cMOryT HaWTK ux B pas-
Aene 7. OTOT pasgen paccMaTtpuBaeT Kaxabii U3 oguHHaguatu pasgenos MCO/MOIK 27002 no ynpasneHuto
sawwmToi. MNpu HeOBXOAMMOCTU YKa3bIBAKOTCA MUHUMArbHbIE TPEOOBaAHNSA, @ B HEKOTOPbIX CIy4asx U3noxe-
Hbl HOPMaTMBHbIE PYKOBOACTBA NO Haanexatlemy npMMeHeHUIo onpeaeneHHbIX BUAOB YNpaBreHus 3aLluToi
ANA 3aWmnTbl MEAULMHCKOW MHA)OpMaUMK, ykasaHHbix B MICO/MOK 27002.

B koHue HacToAWero craHgapTta AaHbl Tpu nNpunoxeHus. MNpunoxenuwe A onucbiBaeT obLume yrpo3sbl
MeAULUMHCKON nHdopmaumun. MNMpunoxeHne B KpaTko onucbiBaeT 3agadn M CONyTCTBYKOLWME AOKYMEHTbI Cu-
CTEMbl MEHEIKMEHTA MHAOPMAaLIMOHHON BesonacHocTu. B npunoxeHun C paccmaTpuBaloTcsl NPEMMYLLIECTBA
CpeaCTB NoaAep kKU AN OKasaHusa NOMOLLM Npu BHeapeHun. B Gubnuorpadum nepeuncneHbl COOTBETCTBYIO-
LiMe cTaHaaptbl B 00nacTu 3almThl MEANMLMHCKOW MHOPMALUN.

VI
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HAUMWOHANBbHBIN CTAHOAPT POCCUUCKOWN GEQLEPALUUMU

UndopmaTusaumsa snopoBbs

MEHEDKMEHT 3ALWNTbI UHOOPMALIMKA B 3APABOOXPAHEHMN NO NCO/M3K 27002

Health informatics. Information security management in health using ISO/IEC 27002

Nara BBegeHua — 2016—11—01

1 O6bnacTb NpUMeHeHUA

1.1 O6wue nonoxeHus

Hacrosiwmi craHgapTt onpegensieT pykOBOACTBA ANA MOMOLUM NpU TONMKOBAHWM WU BHEAPEHUM
MCO/M3K 27002 B MHOPMATU3ALIMIO 310POBbSA U SABNAETCA JONOMHEHUEM HacToswWwemy cranaapTy ).

HacTosiwmi craHaapt ycrtaHaBnuBaeT noApoOHbIii HAbop 3neMeHTOB ynpaBfeHus AnSA ynpasneHus
3aWmUTON MeaNLMHCKON MHOopMaLMK U NpeaocTaBnsieT PyKOBOACTBA NO MyYlUMM NpaKkTUKaM Ans 3awuThl
MEeAULUMHCKOW MHopMauun. BHeapss HACTOSILLMIA CTAaHAAPT, MEAULMHCKUE OpraHu3auum u Apyrue XpaHu-
Tenn MeauuUHCKON uHdopmauum cMoryT 06ecneunTb MMHUMArbHbIA HEOOXOANUMBIN YPOBEHb 3aLLUTbI, COOT-
BETCTBYIOLLMIA YCNOBUSAIM OpraHu3aLuMu U CMOCOOHbIA NOAAEPKUBATbL KOH(DUAEHUMANbHOCTb, LENOCTHOCTL U
AOCTYMHOCTb NEePCOHAaNbLHOW MeAULIMHCKON MHAOpMaLUK.

HacrosAwuit cTaHgapTt pacnpoCTpaHSeTCcs Ha MHPOPMALMIO O 310POBLE BO BCEX €€ acnekTax, He3aBu-
CMMO OT hopMbI NpeacTaBneHns nHdopMaumum (Cnosa un UUdpbl, 3ByKO3anucu, pUCYHKU, BUAEO U MEAULIMH-
CKMe CHUMKM), CPEACTB, UCNOMb3YEMbIX AN €€ XpaHeHus (HanevyaTtaHHas UM HanucaHHas Ha Gymare unu B
3MEKTPOHHOM BMAE) U CPEACTB, UCMONb3YEMbIX ANS €€ nepefayn (BPy4Hylo, no gakcy, Yepes KOMNbIOTEPHbIE
CEeTU UNK No NoYTE), Tak kKak MHpopmMaumsa BCeraa formkHa ObiTb COOTBETCTBYIOLLMM 06pa3oM 3aLmLLeHa.

Hacrosiwumii ctangapt u MCO/M3K 27002 B cBOEI COBOKYNHOCTM ONPEAENAIOT, 4mo TpebyeTca B pam-
Kax 3almTbl MHopMauum B 06racTu 3gpaBoOXpaHEHUs; HO He ONpeaensioT TO, Kak 9T TpeBoBaHUsA 4O0IDKHbI
ObITb BbINOMHEHbI. HbIMM CRnOBamMu, HACTOSALLMI CTAHAAPT B MaKCMMarnbHO BO3MOXHOW CTEMEHU ABMSAETCA
TEXHOMOrM4YeCKM HelTpanbHbIM. HEMTPanbHOCTb MO OTHOLLEHUIO K BHEAPEHUIO TEXHONOIMIA SIBNAETCA BAXHOW
0COBEHHOCTLI0. TEXHOMOTUA 3aLMThI NO-MPEXHEMY NEPEXUBAET BypHOE pasBUTUE, U TEMM 3TUX USMEHEHUI
Tenepb U3MEPAETCA B MecsAUax, a He B rogax. B npoTMBONOMOXHOCTL STOMY, OXXMAAETCA, YTO CTaHAapThl B
LierioM OCTaHYTCA B CUMe B TEYEHUE MHOTUX IET, MPU TOM, YTO OHU NOANEXAT NEPUOANYECKOMY NEPECMOTPY.
He MeHee BaXKHO M TO, YTO TEXHONOIMYECKas HEMTPaAsIbHOCTbL OCTaBNSiET NpojasLaM U NocTaBLUyMKamM ycnyr
BO3MOXHOCTb MpeAnararb HOBbIE UM Pa3BUBAIOLLMECH TEXHOMOMMM, OTBEYaloLme HeobxoanmMbiM TpeboBaHu-
AIM, KOTOPbIE OMUCLIBAET HACTOSALLMIA CTAHAAPT.

Kak oTme4anocb BO BBEASHUU, ANA MOHUMAHKUA HACTOALLErO cCTaHAapTa HeobXxoAMMO cHadyara 03Hako-
MuUTbCA € coaepxaHneM MCO/MIK 27002.

1.2 NcknrovyeHus n3 oonacTu npuMeHeHus

CreayioLime obnactu 3awuTbl MHGOPMaLUK BbIXOAAT 3@ PaMKU HACTOSAILLErO cTaHaapTa:

a) METOAMKM U CTATUCTUYECKUE UCMbITAHUA ANA 3MEKTUBHOW aHOHUMU3ALMU NEPCOHANbLHON Meau-
LIMHCKOW MHbOpMaLnm;

b) MmeToankn nceBaoHUMU3ALMM NEPCOHANBHON MeAMUMHCKOW uHdopmauum (cMm. [10] ana npumepa Tex-
Huyeckon cneumdukaumm NCO, HenocpeaCTBEHHO KacaloLmeca 4aHHON TEMbI);

C) kKa4ecTBO paboTbl ceTU 0GCNY>KMBAHUA U METObl MU3MEPEHUS AOCTYNMHOCTU CETEN, UCMONb3YEMbIX AIS
nHdopmaTusaumy 340pPOBLS;

d) KauecTBO AaHHbIX (B OTAUYKE OT LIEMTOCTHOCTU AaHHBIX).

2) [lanHoe pykoBOACTBO OTBEYAET TpeboBaHUsIM nepecMmoTpeHHoro BapmaHta MCO/M3K 27002:2005.

M3paHue ocouuymanbHoe
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2 HopmaTUBHbI€ CCbIIIKU

CregyoLme HOPMaTUBHbIE 4OKYMEHTbI SBAAIOTCA 00A3aTeNnbHbIMW ANA NPUMEHEHUA HACTOSILLErO A0-
KyMmeHTa. [ns 4aTMPOBAHHBLIX CCbINIOK NMPUMEHSIETCA TONbKO LIMTUPOBAHHOE usaaHue. [nA HegaTUupOBaHHbIX
CCbINOK NPUMEHSIeTCA NocnegHee u3gaHue CCbINOYHOro AOKyMeHTa (BKMoYas BCe NONpaBky).

ISO/IEC 27002:2005, NHpopmaLmoHHbIe TexHonornu. TexHonorun 6esonacHocTu. MNpakTuyeckue npa-
BUNa MeHemKMeHTa uHopmauuoHHol GesonacHocTu (Information technology — Security techniques —
Code of practice for information security management)

3 TepMuHbI 1 onpeaerieHus
B HacTosaweM craHgapTe npUMeHeHb! criegyiowme TePMUHbI C COOTBETCTBYIOLUIMMY ONPEAENEeHUsMU:

3.1 TepmuHbI 3apaBOOXpaHEeHUA

3.1.1 uncdopmaTusauma sgopoBbs (health informatics): HayuHas gucumnnuHa, kotopasi 3aHMMaeTcs
KOTHUTUBHLIMU 3a4a4amMu, 3agadamu no obpaborke nHdopmaLm U KOMMYHUKALMOHHBLIMU 3a1a4aMuy NPaKTK-
KW 34paBOOXPaHEHUs, 3agadyamMu obpasoBaHns n UCcneaoBaHUsIMU, B TOM Yucne B obnactu uHgopmaruku u
MHMOPMAaLMOHHBIX TEXHONOTUI, 06ECnevYMBaIOLLMX BbIMOMHEHUS 3TUX 3aJau.

[MCO/TP 18307:2001, onpeaeneHue 3.73]

3.1.2 uHdopmMauuoHHas cuctema sapasooxpaHenua (health information system): XpaHunuwe uH-
dopmauun 0 300poBbLE CyOBLEKTA OKa3aHUSt MeAWLIMHCKON NnoMoLuM B yA0OHOM Ans MalLMHHOW 06paboTku
BuAe, kotopas 6€30MacHO XpPaHUTCH U NEPEAAETCA U ABNAETCA AOCTYNHOW ANl HECKONbKUX YMOMHOMOYEHHbIX
nonbL3oBaTeneil.

MpumeyaHue — OcHoBaHO Ha onpeaenennn 2.25, UCO/TP 20514:2005.

3.1.3 3gpaBooxpaHeHue (healthcare): MoGow Bua ycnyr, npeaocTaBneHHbIX MeAULMHCKUMU PabOoTHU-
KaMu unu cpeaHNM MEAULIMHCKUM NEPCOHANOM U OKa3bIBAIOLMX BIUSIHWE HA COCTOSHUE 30POBbLS.

[EBponevickuii napnamMeHT, 1998, cornacHo uutate BO3]

3.1.4 meguumHckaa opraHusauma (healthcare organization): O6WwMiA TepMUH, MCNONb3yeMbli Ansi
onucaHusi MHOTMX BWAOB OpraHu3aLunin, NpeaocTaBnAoLMX MeAULIMHCKME YCIYTU.

[MCO/TP 18307:2001, onpeaeneHue 3.74]

3.1.5 paboTHuk 3gpaBooxpaHeHus (health professional): Jluuo, KOTOpOE yNONMHOMOYEHHBLIE OpraHbl
npusHanu KBanuLUUpPOBaHHbLIM AN BbIMOMHEHUS ONPeAEneHHbIX MEANLIMHCKMX CIYXKeOHbIX 006593aHHOCTE.

MpumeyaHue — OcHoBaHo Ha onpeaenexun 3.18, UCO/TC 17090-1:2002.

3.1.6 noctaBwmnk meguuuHckon nomowm (healthcare provider): Jiuua wnu opraHusaumm, KOTopbie
Kakum-nmbo o6pa3om BoBreveHbl B OKasaHne MeaULMHCKOM NOMOLLM KIUEHTY, unu 3abotswmecs o 6narono-
Ny4nmn KUeHTa.

3.1.7 npentudpuumpyemoe nuuo (identifiable person): Jluuo, koTopoe MOXET ObITb NPSIMO MU KOCBEH-
HO UAEHTUULMPOBAHO, B YACTHOCTU MO UAEHTU(PUKALMOHHOMY HOMEDY UMM OAHOMY UITU HECKOMBKUM (hak-
TOpaMm, XapakTepHbiM AN\ ero husnyeckon, U3Monormieckon, NCUXUIECKONW, SIKOHOMUYECKON, KyNnbTYPHOW
UK coumMarnsHOi MOEHTUYHOCTH.

[MCO 22857:2004, onpeaenexue 3.7]

3.1.8 naumeHT (patient): CybbekT okazaHmsa meauumHckoin nomowm. (Cm. 3.1.10.)

3.1.9 nepcoHanbHaa meauuuHckasi mHdgpopmaumna (personal health information): Undopmauusa o6
naeHTUpULMPYEeMOM YernoBeke, KOTopasi OTHOCUTCA K (DU3UHECKOMY UITU NMCUXMYECKOMY 310POBbIO YernoBeKka
UM K OKA3aHWIO MEeAMLMHCKOM NOMOLLM YErOBEKY, KOTOpasi MOXET BKIio4aTh B ce0s:

a) MHpopmMaLmMio 0 perucTpauumn GU3M4ecKoro nuua Anst NpeAoCTaBneHua MeANULMHCKUX yCnyr,;

b) nHdopmaumto 0 nnarexax unM OCHOBAHUSIX AN BKIIOYEHUSI YENOBEKA B CNUCOK NUL, NOAYyYatoLwmx
MeaULIMHCKME YCIyru;

C) HOMEp, CUMBOI UMK 0COBEHHOCTL, NPUNUCLIBAEMAS KOHKPETHOMY Y€ENOBEKY ANS TOro, Ytobbl 0AHO-
3HAYHO YCTAHOBWTL €ro JIMYHOCTb B LIeNsX NpeaoCcTaBNeHns MEAULMHCKUX YCNYT;

d) nobyto nHhopmauUmIo 0 YenoBeke, COBpaHHYIO B XoAe NPeaoCTaBNeHUs emy MEAULMHCKOW NOMOLLY;

€) CBefleHus, NoJly4YeHHble BO BPEMS NPOBEPOK UMM SKCNEPTU3bl HaCTU Tena unu usnyeckon cybcTaHumu,;

f) naenTudukaumio Yenoseka (Hanpumep, paboTHUka 34paBOOXpPaHEHUS) B KA4YE€CTBE NOCTaBLUMKA Me-
AULMHCKON MOMOLLM ANS YEnoBeka.

2
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MpuMmevyaHune — lNepcoHanbHasa MeauLUHCKan MHdopMauua He BkMoYaeT B ceba uHdopmaumio camy no
cebe unn B codeTaHUU ¢ Apyroil MHopMaLeid, MMetoLeica B pacnopsPKeHNN BriagenbLa, KoTopasi SIBNSIETCA aHOHU-
MU3MPOBaHHO, TO €CTb N0 MH(POPMAaLIMN HEBO3MOXHO YCTAHOBUTL NINYHOCTL YenoBeka, KOTOpbIi ABMAeTCA cybbekToM
UHpopmaLum.

3.1.10 cyOobeKT okasaHuA MeauLMHCKOW nomowm (subject of care): OauUH UNU HECKOSILKO YENOBEK,
KOTOPLIM [JOIDKHbI NPEeAOCTaBUTb, MPEAOCTABASAIOT UMK Y)XXe NPeAOCTaBUNM MeAULIMHCKOE 0BCny>XuBaHue.
[MCO/TC 18308:2004, onpeaenenune 3.40]

3.2 TepMuHbI NO 3awmTe UHOpMaLUK

3.2.1 akTuB (asset): Bce, YTO MMEET LIEHHOCTb AN OpraHn3auuu.
[MCO/MS3K 13335-1:2004, onpeaeneHue 2.2]

MpumevyaHUe — B KOHTeKCTe MHAOPMALMOHHOW Ge30NacHOCTU B MeAUUMHE, WH(OPMALMOHHbIE aKTUBLI
BKIIHOMaIOT:
a) MEJULMHCKYI0 MHOpMaLMIO;

)
C) annapaTHble CpeacTBa;

d) nporpaMmHoe obecneyeHue;
e)

f

g) IT-cpeacTsa;
h) MeauLmnHckne npubopbl, KOTOpbIe 3anUChLIBalOT AaHHbIe UNKU POPMUPYIOT OTHETHI AAHHBIX.

3.2.2 nopotyeTHOoCTb (accountability): CsolicTtBo, obecneumBaioliee OAHO3HAYHOE OTCREXUBAHUE
cOBCTBEHHBIX AEMCTBUIA NMOBOro NorMyeckoro obwekTa.

[MCO 7498-2:1989, onpeaenenne 3.3.3]

3.2.3 poBepwue (assurance): Pe3ynbtat cepum NPOLECCOB YCTAHOBMIEHUS COOTBETCTBUSA, MOCPEACTBOM
KOTOPbIX OpraHu3aumsa 4OCTUraeT yBEPEHHOCTU B CTaTyce MeHeaKMeHTa MHopMaLUUoHHON 6e3onacHocTu.

3.2.4 poctynHocTh (availability): CBOWCTBO AaHHbIX UNKU PECYPCOB ObITb AOCTYNHLIMUA U NPUTOAHBIMU K
MCNOMb30BAaHMIO NO 3anpocy aBTOPU3OBAHHOIO NOrMYECKOro obvekTa.

[MCO 7498-2:1989, onpeaeneHue 3.3.11]

3.2.5 oueHka cooTBeTcTBUA (compliance assessment): Mpouecchl, NOCPEACTBOM KOTOPbIX OpraHu3a-
LMA NOATBEPXKAAET, YTO 3a4EMCTBOBAHHbIE CPeACTBA ynpaBneHus MHhOPMaLUMOHHON Be30nacHOCTH OCTaloT-
CA UCrnpaBHbIMU U 3DPEKTUBHBLIMU.

MprnmeyvyaHue — HopMaTUBHO-NpaBOBOE COOTBETCTBME OTHOCUTCS HEMOCPEACTBEHHO K arieMeHTaM ynpasne-
HUA Ge3onacHOCTbIO, 3aeiICTBOBaHHLIM B LIENSIX BLINONMHEHUs1 TpeGoBaHMiA COOTBETCTBYHOLLETO 3aKOHOAATENbCTBA, TaKo-
ro kak upekTvea EBponeiickoro cotosa o 3aluTe NepcoHanbHbIX AaHHbIX.

3.2.6 koH¢puaeHunanbHOCTb (confidentiality): CBOMCTBO AaHHBIX, NO3BONAIOLLEE HE AABaTbL NpaBa Ao0-
cTyna K uHdopmaLuu nnu He packpbiBaTb €€ HeaBTOPM30BAHHLIM NULIAM, NPOLLECCaM UMKn ApYrUM nornye-
CKMM oBObeKTam.

[MUCO 7498-2:1989, onpeaenenne 3.3.16]

3.2.7 uenocTHOCTb AaHHbIx (data integrity): CnocoOGHOCTb A@aHHbIX HE NOABEPraTbCsl U3MEHEHUIO UMK
YHUUTOXEHUIO NPU HECAHKLIMOHMPOBAHHOM JOCTYMeE.

[MUCO 7498-2:1989, onpeaenenne 3.3.21]

3.2.8 ynpasnenune uHdopmaumei (information governance): MNMpoueccbl, NOCPEACTBOM KOTOPbIX Op-
raHu3auMsa NonyyaeT rapaHTUIO TOro, YTO PUCKU AN ee MHopMaumm, a NnoTomy M paboTocnocobHOCTb U
LlEeNOCTHOCTbL opraHu3auun apEKTUBHO UAEHTUDULIMPYIOTCS U YNPaBRSIOTCS.

3.2.9 3amurta uncdopmauuu (information security): NogaepxaHme KOHMAEHUMANLHOCTU, LEMNOCTHO-
CTU W AOCTYNHOCTU UHOPMALMK.

MpumeyaHue — [dpyrue cBoiCTBa, B YACTHOCTU NOZOTYETHOCTL MONb30OBaTeNeld, a Takke ayTeHTUYHOCTb, OT-
Ka30yCTOMUMBOCTL U HaJleXHOCTb, YacTO YNOMUHAIOTCS Kak acnekThbl 3aluTbl MHGDOpPMaLMK, HO Takke MOryT paccmaTpu-
BaTbCA Kak NPOU3BOAHbIE OT TPEX OCHOBHLIX CBOWCTB B ONpefeneHuu.

3.2.10 pwmck (risk): CoyeraHue BEpOATHOCTU COOLITUS U €r0 NOCNEACTBUN.

[PykoBoactBo UCO 73:2002, onpeaenenue 3.1.1]

3.2.11 oueHka puckoB (risk assessment): OB NPOLECC aHanNu3a pucka U OLIEHUBAHUS PUCKOB.
[PykoBogctBo UCO 73:2002, onpeaeneHue 3.3.1]
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3.2.12 meHemxmMeHT puckoB (risk management): CornacoBaHHble BUAbl AEATENbHOCTU NO PYKOBOA-
CTBY W YNpaBfeHuto opraHu3aumneit B OTHOLLEHUWU PUCKOB.

MpuMmedyaHue — MeHeAXMEHT pucka oGbIMHO BKITHOUAET B cebsl oLeHKy pucka, 06paboTKky pucka, NpUHSTUE
puUcKa 1 MHOPMUPOBaHME O PUCKaX.

[PykosoacTteo MCO 73:2002, onpeaenexune 3.1.7]
3.2.13 pa6ota ¢ puckamum (risk treatment): Mpouecc BbLIOOpaA M OCYLUECTBNEHMS MEP MO U3MEHEHUIO
(06bIMHO CHUMKEHUIO) PUCKA.

Mpumevanue — OcHoBaHo Ha onpeaenexunn 3.4.1, Pykoeoactee NCO 73:2002.

3.2.14 uenocTHOCTb cucTeMbI (System integrity): CBOMCTBO, NOKa3bIBAIOLLEE, YTO CUCTEMA BbIMOSHAET
npeayCcMOTPEHHYIO AN Hee (PYHKLUUIO B HOPMAarnbHOM pexumMe, CBOO0AHOM OT NPeHAMEPEHHOTO UMK CryJan-
HOro HECAHKLUMOHUPOBAHHOTO BO3AENCTBUSA HA CUCTEMY.

3.2.15 yrpoa3a (threat): MoTeHUMansHas nPUUYMHA MHUMAEHTA, KOTOPbIA MOXET HAHECTM yLepb cucrteme
Unu opraHusauum.

[MCO/M3BK 13335-1:2004, onpegeneHue 2.25]

3.2.16 yasBumocTb (vulnerability): CnabocTb 0AHOr0 UNU HECKONbKMX aKTUBOB, KOTOPasi MOXET ObITb
UCMOMb30BaHa OLHON UMM HECKOJIbKMMU YTpO3amu.

[MCO/M3BK 13335-1:2004, onpegeneHue 2.26]

4 CokpaueHust

ISMF — ®opym no MeHemXMEHTY 3awmtbl nHdopmaummn (ISMF — Information Security Management
Forum);

CMUB — Cucrtema meHemxmeHTa uHdopmaumoHHon 6eszonacHoctu (ISMS — Information Security
Management System);

IT — UHpopmaymoHHaa TexHonorus (IT — Information Technology);

SLA — CornawueHue o kadectse npegocraenaemblx yenyr (SLA — Service Level Agreement);

SOA — 3assnexue o npumeHumoctn (SOA — Statement of Applicability).

5 3awura meauuMHCKON uHgopMmauumn

5.1 Lienu sawurbl MeguLMHCKONU MH OpMaumun

CoxpaHeHue KOHMUAEHUMUANbHOCTU, AOCTYNHOCTU U LIENOCTHOCTU (BKNIOYAsA NOANUHHOCTbL, NOAOTYET-
HOCTb M KOHTPONMMPYEMOCTb) UH(POpMAaLUK ABNSIETCA MMAaBHENLLEN LENbIo 3awmnTbl uHdopmauuu. B 3apaBoox-
paHeHUn KOHMUAEHUMANbHOCTb OOBLEKTOB OKA3aHUA MEAULIMHCKON MOMOLLM 3aBUCUT OT COXPAHEHUA KOHU-
AeHUNanbHOCTU NEPCOHAaNbLHON MEAULIMHCKOW uHopmaumnu. YToObl COXpaHUTb KOH(PMASHUNANBHOCTD, TaKkke
AOMXKHbI ObITb MPUHATBI MEPbI N0 COXPAHEHUIO LIENMOCTHOCTM AaHHbIX, €CNU 3TO MOXET ABMATLCA €AUHCTBEH-
HOW NMPUYUHON, MO KOTOPOMN MOXKET ObITb HAPYLUEHA LIENOCTHOCTb AaHHbIX YNPaBneHus AO0CTYNOM, XypHanos
ayauTa u Apyrmx CUCTEMHBIX AaHHBIX Cnoco6amu, KOTOpble NO3BONSIOT HaPYLUEHUAM KOHDUASHUMANbHOCTH
NPOUCXOAUTL UINK OCTaBaTbCA He3ameveHHbIMU. Kpome Toro, 6e30nacHOCTb NALMEHTOB 3aBUCUT OT noaaep-
>KaHUs! LIENOCTHOCTU NEPCOHANbHON MEAULIMHCKOW MHOpMALIMKM; HECOCOOHOCTL cAenaTth 3T0 MOXET TakkKe
npuBecTu kK 60Ne3Hun, TpaBMe Unm Aaxe CMepTh. TOYHO TaK Xe, BLICOKUI YPOBEHb AOCTYNHOCTU ABAAETCA 0CO-
O€EHHO BaXKHbIM aTpubyTOM CUCTEMbI 34PAaBOOXPAHEHUS, T1€ NTIEYEHME YacTO CTPOro OrpaHMYEeHO BO BPEMEHM.
HelicTBUTENBLHO, CTUXMIHBIE BEACTBUSA, KOTOPbIE MOTYT NPUBECTU K nNepebosaM B APYrUX, HE CBA3AHHLIX CO
300pOBbEM, UHPOPMALIMOHHBIX CUCTEMAX, MOTYT MPOUCXOAUTH UMEHHO B TO BPems, koraa uidopmauus, co-
JAepXaLlasncs B CUCTEME 3paBoOXpaHeHus, Haunbonee Heobxoauma. Kpome Toro, atakm Ha ceTeBble CUCTEMBI
TUNa «oTKa3s B 00CNy>XXMBaHUWY CTAHOBATCA BCe Oonee pacnpoCTpPaHEHHbIM ABMEHUEM.

OneMeHTbl ynpaBneHusi, ONUCaHHbIE B pasgene 7, 310 aneMeHTbl, KOTopble 0603HaYeHb! Kak noaxoasLue
ANsi 3APaBOOXPAHEHUSA B LIENSAX 3aLUMThl KOHPUAEHUMANBHOCTH, LENOCTHOCTU U AOCTYNHOCTU NEPCOHANLHOW
MEeAULIMHCKOI MHopMaLun u obecneyeHust Toro, YTo AOCTYN K Takon MHGOPMAaLUKN MOXET ObiTb NPOBEPEH U
obecneyeH. OTU aneMeHTbl yrpaBrieHUs MOMOraloT NpeAoTBPaTUTb OLMOKW B MEAULIMHCKOW NPaKTUKe, KOTO-
pbie MOTyT ObITb Bbi3BaHbl HECMTOCOOHOCTLIO NOAAEPKUBATH LIENOCTHOCTb MEAULMHCKON MHpopMaumun. Kpome
TOro, OHM NOMOraloT rapaHTUPOBAaTb NOAAEPXKaHUE HEMPEPLIBHOCTM NPEA0CTaBNEHNA MEAULIMHCKUX YCAYT.
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CyLuecTBYIOT A0NONHUTENbHbIE haKTOPbl, POPMUPYIOLWME LUENN 3amTbl MEAULIMHCKON MHAOpMaLUK.
OHu BKINIOYAIOT B ceba:

a) cobnioaeHune 3akoHoaaTenbHbIX 0053aTenbCTB, 3aKPENSEHHBIX B AEWCTBYIOLLIMX 3AKOHAX U NONOXKEHW-
SIX O 3alUMTe AaHHbIX, 3almLaLwmx npasa 06bLEKTOB OKa3aHUA MEAULIMHCKOW NOMOLLM HA HENPUKOCHOBEH-
HOCTb YaCTHOM XM3HN2);

b) nogaep>xaHne yCTaHOBNEHHbIX B 00nacTu uHgopmatnusaumum 300poBbsi pEKOMEHAO0BAHHBIX METOAO0B
KOH(PUAESHUMANBHOCTU U 3aLUUThI;

C) noaaepxaHne NoA0TYETHOCTU Ha YPOBHE OTAENBLHOrO YeNoBeKa U OpraHu3aLmmn cpean MeanLMHCKNX
opraHu3aumin 1 MeaULUMHCKNX PaBOTHUKOB;

d) noaaepxka oCyLLEeCTBIIEHUA CUCTEMaTUYECKOro yNpaBneHua puckaMm B MEAULIMHCKUX OPraHn3auunsXx;

€) yaosneTsopeHue TpeboBaHuM 3aLUMTbl, BbISBNEHHbIX B 00LWMX CUTYaUuUsX chepbl 30paBOOXpaHEeHUS;

f) cHWXEHUe SKCnnyaTaLMOHHLIX PACXOA0B 3a CHET coaencTBUA Gonee LUMPOKOMY UCNONb3OBAHMUIO TEX-
Homnoruu B 6€30NacHO, HaAEXHOMW, U XOPOLLIO YNPaBNsieMol MaHepe, KOTOpas NoAAeP>KMBAET, HO HE OrpaHu-
UYMBAET, TEKYLLYIO AEATENbHOCTb B ChEPE 34PABOOXPAHEHUS;

g) noaaep>xaHne o6LWeCTBEHHOTO JOBEPUSA K MEAULMHCKUM OPraHn3auuam U UHGOPMAaLMOHHLIM CUCTE-
MaMm, Ha KOTOpbIE 3TWU OpraHWu3aLM NOnaraloTCs;

h) noaaepxaHue npodeCcuoHarnbHbLIX CTaHAAPTOB U STUKKW, YCTAHOBMNEHHLIX ANS 340POBbLA, Npodeccu-
OHanNbHLIMKU OPraHM3aUUAMHK, CBA3aHHLIMU CO 3A4paBOOXPAHEHUEM (B TaKOIW Mepe, 4TO 3awmTa uHdopmMaummn
COXpPaHAET KOHPUACHUUANLHOCTb U LIENOCTHOCTb MEANLIMHCKOW nHAOpMaLum);

i) ynpasneHue 3aneKkTpoHHbIMU MHPOPMALIMOHHBIMKU CUCTEMaMK B 06NacTu 3apaBoOXpaHEHUs B cpeae,
Hagnexawmum o6pasom 3aLULLEHHON OT Yrpos;

j) coaencTena BO3IMOXHOCTU B3aMMOAENCTBUA MEAULMHCKMX CUCTEM, TaK Kak MeaULMHCKaA nHdopma-
LS BCE YaLle UMPKYnuMpyeT MExXay OpraHu3aumsamm u Yepes rpaHnLbl iopucankuui (0COGEHHO B CBA3U C 3TUM
COBMECTMMOCTb BMaronpuATCTBYET HaANEXawweMy o6paLLeHunio ¢ MeaMLMHCKON uHdpopmaumen ansa obecne-
YEHMA ee MNOCTOAHHOW KOH(PMAEHLUMANbHOCTK, UENOCTHOCTU U AOCTYNHOCTH).

5.2 3awuTta MHopMaLMM B paMKax ynpasnenns undopmaumen’)

B nocneaHue roael ynpasneHue opraHu3auuen crano OgHUM U3 BaXKHENLLMX BONPOCOB ANA OpraHusa-
LK BCEX TUMOB, B OTBET HA HOPMATUBHbIE TEHAEHLMU, 3aKpENNeHHbIE B TAKUX 3aKOHOAATENbHbIX UHULIMATU-
Bax, Kak amepukaHckuit 3akoH CapbeliHca-Okcnu o 6opbbe ¢ kopnopaTUBHbLIM U ByXranTepCKUM MOLLUEHHU-
4eCTBOM M 3aKOH O HEenpepbIBHOCTU AENCTBUS U MPO3PAa4YHOCTM MEAULMHCKOIO CTpaxoBaHus, EBponenckun
Basens I, noknag Tepubynna B BennkoGputaHum u 3akoH 0 KOHTpone U Npo3pa4HocTu koMmnauuin (KonTraG)
B lepmaHuu. Kpome Toro, pactyLyas 3aBuCUMOCTb OpraHu3aumin ot uHcopmaLum u obecnevmBaloLmx el Tex-
HOMOruiA, AenaeT ynpaeneHue nHopmMaLmein BaXKHbIM KOMMOHEHTOM MEHEKMEHTA ONepPaLUOHHbIX PUCKOB.

MHorue obnacTtu ynpasneHus MHopMaumnein, Takme Kak akkpeauTauuu v 3aluTa AaHHbIX, MOXHO CYK-
TaTb nonagawwymMu B 06nacte NPpUMEHeHNs ynpaeneHus nHdopmauuei. OueHb BaXkeH TOT hakT, uto 06-
nactb NPUMEHEHUA ynpaBneHua HOPMaLMer OXBaTbiBAET U NOMOTaeT HENPEPbIBHOMY Pa3BUTUIO 3aLLUTHI
uHdopMauum Tak, 4ToObl BCErga yaensnocb JOMMKHOE BHUMaHWe KOHUAEHLUMaNbLHOCTU, LEMOCTHOCTHU U J10-
CTYMHOCTU. 3awumTa MHopMaLummn, 04EBMAHO, ABNAETCHA Hanbonee BaXkHbIM S1IEMEHTOM, AENAIOLLMM BO3MOX-
HbiM 60nee LUMPOKNI CNEKTP ynpaBneHus nidopmauuei.

5.3 YnpaBneHue nHdopmaumen B paMmkKax ynpaBrneHUA opraHu3auuen u KNnmHU4eCcKomn
NPaKTUKOMN

B TO Bpems kak MegULUHCKME OpraHM3aLum MOryT OTNMYaTLCA B CBOUX B3rNSAaX HA yNpaBneHue Knu-
HUYECKOW NPaKTUKOW U OpraHu3aunen, BaXKHOCTb MHTErpaLun U 3anHTEPEeCOBaAHHOCTL B yNpaBneHun MHAop-
MauuK A0MKHbI ObITb Bbille BCAKMX pasHOrnacui, Oyayum KpanHe BaXXHON Noaaepxkon ans obomx. Tak Kak
MeaWLMHCK1E opraHn3aLummn CTaHOBATCS BCe 6onee 3aBUCUMbIMUY OT MHAPOPMALIMOHHBIX CUCTEM AN NOAAEPK-
KM NpefocTaBneHnss MegMUMHCKUX yCnyr (HanpumMmep, NyTem UCNoNb30BaHUA TEXHOMOMUIA U TeHAeHUUIA noa-
OEPXKKN NPUHATUA PELUEHUIA B OTHOLLUEHUM «OCHOBAHHOW Ha (PaAKTUYECKMX AAHHbIX», @ HE «OCHOBaHHOW Ha

2) B ponornHeHWe k NpaBoBLIM 0BA3aTENbLCTBAM, OFPOMHOE KOMMYECTBO WH(OPMALMU JOCTYNHO NO 3TUHECKUM
o6s3aTenbCcTBaM, CBA3AHHBIM C MELULUMHCKOW WH(popMaLuei, HanpuMmep 3TUYECKUi kogekc BceMupHoii opraHusauum
3[paBooxpaHeHus. 3TN aTu4eckne obs3aTensCcTBa B onpefeneHHbIX 06CToATeNbCTBaX MOTYT Takke UMeTb BIMSHUE Ha
NOMUTUKY 3aLLUTEI MEAULIMHCKON MHDopMaLMH.

3 CnegyeT OTMeTMTb, YTO B HEKOTOPLIX CTPaHax YrpaBlieHWe WHbopMaLMeli HasbiBaloT obecriedeHnem
6e3onacHoCTU UHdopMaLmU.
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OMbITE» MEAULMHCKON NOMOLLM), CTAHOBUTCA BCE 60sIee 04EBUAHBIM, YTO COOLITUS, PN KOTOPbLIX NPOUCX0AUT
noTepsl LenoCTHOCTW, AOCTYMHOCTU M KOH(MUAEHUMANbHOCTU, MOTYT 0Ka3aTb CYLLECTBEHHOE KAWHWUYECKOE
BO3ENCTBUE, U YTO NpobneMbl, CBA3aHHbIE C TAaKUMK BO3aenCTBUSAMM, OyayT npeacTaBnsaTb coGow Hecno-
COBHOCTb NPUAEPXMBATLCS STUYECKUX U NPABOBLIX 00513aTENLCTB, NPUCYLLUX ANst «0DA3aHHOCTH NPOABNATL
BHUMaAHUE.

Bce cTpaHbl U I0PUCAMUKLIMKM, HECOMHEHHO, ByayT NPOBOAUTL TEMATUYECKUE UCCNENO0BAHUA, B KOTOPbIX
OyayT paccmaTpuBaTbCa Clydau, KOraa Takue HapyLLEHWs NPUBENW K HEBEPHO MOCTaBEHHLIM AUArHO3am,
CMEpTU UMK 3aTAHYTOMY BbI3JOPOBMEHUIO. [O3TOMY PAMOYHbBIE OCHOBbLI YNPaBNEHUSI KITMHUYECKON NPaKTUKOM
AOIKHBI paccmaTtpusaTh 3pdEeKTUBHOE ynpaBneHne puckamm 3awwnTel MHPOPMAaLUK, Kak paBHOE NO 3Haue-
HUIO C NflaHaMW NPeAoCTaBIIEHUA MEAULMHCKUX YCIYT, CTpaTerusaMn ynpasneHus UHMEKUUAMU U ApYrUMU
«KMIOYeBbIMU» BONPOCaMMN YNPABIEHUS KINUHUYECKOW NPAKTUKON.

5.4 MeauuuHckaa uHgopmauusa, nognexailas sammre

CyLUECTBYET HECKOMBKO TMMOB MHAPOPMAaLMK, KOHPUAEHLUMANLHOCTb, LENOCTHOCTb U J0CTYNHOCTLY KO-
TOPON A0SHKHbI ObITb 3aLUULLEHBI:

a) nepcoHanbHan MeauumMHckas uHopmauus;

b) nceBAOHMMN3NPOBAHHBIE AaHHbIE, NOSIYYEHHbIE U3 NEPCOHANBHOW MEAULMHCKOW UHOpMaLmMK no-
CpeacTBOM OnpeaeneHHoNn METOAUKM ANA naeHTudukaLmmn no nCesaoHuMy;

C) CTaTUCTUYECKNE U Hay4Hble AaHHbIe, BKMI0YasA aHOHUMU3UPOBAHHLIE AAHHbIE, B3ATbIE U3 NePCOHaNb-
HON MeaULUMHCKON UHAOPMALIMKM NOCPEACTBOM yAaneHnsi NepCoOHanbHO AEHTUPULNPYIOWNX AAHHDIX;

d) KNMMHKUYEeCKMe/MeaULIMHCKUE 3HAHUS, HEe CBA3aHHbIE C KAaKUM-NUBGO OTAENbHLIM 0OBLEKTOM OKa3aHus
MEANLIMHCKON MOMOLLM, BKITIOYAs KITMHMYECKUE AAHHbIE NOAAEPXKKU MPUHATUA pPeLLeHna (HanpuMep, AaHHble
0 HeXernarternbHOM NeKapCTBEHHOW peakuuu);

€) AaHHble 0 paboTHUKAX 34paBOOXPAHEHUS, NEPCOHANe u BONOHTEpaXx;

f) uHdbopmaumsn, cBA3aHHaA C HAA30POM B cchepe COCTOSIHUS 34,0POBbS HACENEHUS;

g) AaHHbIE XXypHanoBs ayauTa, Co3aaBaeMbiX MEAULIMHCKUMU UHAOPMALMOHHBIMK CUCTEMAMU, KOTOPbLIE
coaepXat nepcoHanbHy MEAULMHCKYIO MHGOPMAaLUMIO UMK NCEBAOHUMU3UPOBAHHbIE AAHHbIE, NONYYEHHbIe
U3 NepCoHanbHOW MeAULMHCKO MHCPOPMAaLMKM, UNU COAiepXKaLLME AaHHbIE O AEWCTBUSAX NONb30BaTeneli B OT-
HOLLEHUW NEPCOHANLHOW MEANLIMHCKON MHOPMaLMK;

h) paHHble 6e30nNacHOCTU CUCTEMBI AN MH(MPOPMALMOHHBIX CUCTEM 34PABOOXPAHEHUS, B TOM Yucne
[aHHble KOHTPONsi AOCTyNa W Apyrue CBA3aHHble ¢ 6e30NacHOCTLIO AAHHbIE O KOH(Urypaumm cuctembl ans
MH(OPMAaLMOHHBIX CUCTEM 3 PABOOXPAHEHUS.

CTeneHb 3alWuTbl KOHPULEHUMANBHOCTH, LENOCTHOCTU U AOCTYMHOCTU 3aBUCUT OT TUNa MHOpMauuu,
uenen, Anst KOTOPbIX OHA YKa3bIBAETCA, U PUCKOB, KOTOPLIM OHA MoaBepraerca. Hanpumep, ctatucrnyeckne
JaHHble [nepeuncrneHmne C) Boille] MOTyT He BbiTb KOHPUAEHUMANBHBIMKU, HO 3aLUMTa WX LENOCTHOCTU MOXET
ObiTb OYEHb BakHa. AHANOMMYHO, AN AaHHLIX ayauTa [nepeqncnerune g) Boiwe] MOXET He noTpebGoBaTbeA
BbICOKWUI YPOBEHb JOCTYNHOCTU (4AaCTOro apXuBUPOBAHWUA CO BPEeMEHEM NOUCKA, U3MEPSAEMbIM B Yacax, a He
cekyHAax, MOXeT ObITb JOCTaTOMHO B JAHHOM MPUIOXEHUU), HO UX COAEPKAHNE MOXKET ObITb CTPOro KOHMU-
AeHumanbHbiM. OLeHKa pucka MOXET NPaBUMbHO ONPEAENUTb KONMYECTBO YCUNUNA, HEOOXOAUMDIX ANA 3aLm-
Tbl KOHPUAEHUMANBHOCTU, LENOCTHOCTM U AOCTYMHOCTU (CM. 6.4.4). Pe3ynbraThl perynapHoi OLEHKN PUCKOB
[ OMKHbI COOTBETCTBOBATb NPMOpUTETaM M pecypcam OpraHu3auun-uCcrosHUTENS.

5.5 Yrpo3bl 1 ysi3BUMOCTH 3aLUTbl MEOULIMHC KON MHGOpMaLmmn

Buabl yrpo3 n yassumocTeli 3awuTel MHPOPMAaLUK, Kak U UX ONUCAHUA, LUMPOKO BapbupyloTcs. XoTa
HUKTO He SIBMAETCA AENCTBUTENBHO YHUKASbHBLIM C TOYKU 3PEHUA 34PAaBOOXPAHEHUS, YHUKATIbHLIM B 34paBo-
OXPaHEHWM g8/19€MCS KOMMNEKC PpakToOPOB, KOTOPLIE BYAYT YYUTLIBATLCA NPU OLIEHKE Yrpo3 U YA3BUMOCTEN.

Mo cBoelt npupoae, opraHu3aummn 34paBooXpaHeHns PYHKLUMOHMPYIOT B Cpeae, rae HUKOr4a Hemnb3s nor-
HOCTbO UCKIIOYUTb HaNM4ue NoceTuTenen U NOCTOPOHHUX NKL B LienoM. B 6onbLunx opraHn3auuax 34paBoox-
paHeHUst cCamo KONIMYeCTBO Nioaei, nepeaBUraloLLMXCs B ONepaTuBHbIX 30HaX, ABNSAETCA 3HAYNTENbHbIM. OTH
(haKTOpbl MOBLILLAIOT YI3BUMOCTb CUCTEM K PM3NYECKMM Yyrpo3am. BepoAaTHOCTL TOro, UTO Takue yrpossl OyayT
BO3HUKAaTb, MOXET YBEMUYUTLCS B CIy4ae NPUCYTCTBUS SMOLIMOHANBHBIX UMM NCUXUYECKU BOMNbHBIX 06LEKTOB
OKas3aHua MEeAWLMHCKON NOMOLLM UMK POACTBEHHUKOB.

MHorme MefuuMHCKME OpraHM3auuy UCMbITLIBAIOT NMOCTOAHHYIO HEXBATKy (DMHAHCUPOBAaHWUA, U UX CO-
TPYAHUKM UHOTAA BbIHYXAEHbI paboTaTh B YCNOBUAX 3HAYUTENBHOIO CTpecca. 3TO 4acTo MOXET NPUBECTHU K

4 CTeneHb 4OCTYMHOCTY 3aBUCUT OT LIENeN, ANs KOTOPLIX MHGOpMaLms ByaeT ykasbiBaThbCs.
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yacTbiM owmbKam, B TOM YKUCHE BbIMOSIHEHUIO HENpAaBUIIbHBLIX Npoueayp. [pyrue nocneacTesus Takux orpa-
HUYEHUI B pecypcax, BKIIOYaloT B ceOs cucTeMbl, K pa3paborke, BHEAPEHUIO U SKCNyaTaLMm KOTOPbIX OT-
HeCInucb KpaﬁHe HeCepbe3HO, UnNu CUCTeMbI, UCNONb3yeMbIE B T€H4EHUE AONTOro BpEMEHWU Nocrne Toro, Kak ux
cneaoBano CHATb C akcnnyarauuu. 3mm (baKTOpbl MOryT YBENUYUTb BO3MOXKHOCTb BOSHUKHOBEHUA OTAENbHbBIX
BUAOB Yrpo3 U yCyryouTtb ysi3BUMOCTb. C ApYroli CTOPOHbI, KIMTMHUYECKOE NEeYeHUe No-npexHeMy sIBMsieTcA
NpoLEeCcCcOM, KOTOPbIA BKIOYaeT B cebs 60nbLuoe KOnM4ecTBO NpopeCcCMOHanbHbIX, TEXHUYECKUX, aAMUHU-
CTPaTUBHbIX, NOACOOHLIX U 0OPOBOMBHLIX COTPYAHWUKOB, MHOTME U3 KOTOPbIX pACCMAaTPUBAIOT CBOIO paboTy
Kak npu3BaHue. Nx npeaaHHoCcTb u pasHoo6pasne onbiTa 4acTo MOXKET YMEHbLUUTbL NOABEPXKEHHOCTb YA3BU-
MOCTSIM. BbICOKMiA ypoBEHb NpoheCCUOHANbHOW NOATOTOBKM, MOJNYYEHHbI MHOrMMU pabOTHMKaMKU 34paBo-
OXPaHEHUs!, TAKKE OTNMYAET 3APABOOXPAHEHME OT MHOTMX APYrMX OTpacrei NPOMbILNEHHOCTU B CHUXEHUU
BO3HMKHOBEHUSA BHYTPEHHUX Yrpoa3.

Pelsaiowiee 3HaueHne npaBunbHOTO onpeaeneHus 00beKTOB OKa3aHus MeAULMHCKON MOMOLLM U npa-
BUNbLHOrO UX cONocrasneHuna ¢ MeanuuHCKUMKU KapTamu NpUMBOAUT MEAULIMHCKNWE opraHM3auun K HBOﬁXO}:lI/IMO—
¢t cobuparb noapobHYI0 uaeHTUULMpYIOLWYI0 nHopMaLmIO. PErMOHanNbHbIE WU IOPUCANKLMOHHBIE peru-
CTPbl NAUMEHTOB (TO €CTb PErucTpbl 00bEKTA OKa3aHMS MEAMLMHCKON MOMOLLM) MHOMAA SBMAOTCA Hanbonee
MOMHbLIMWU U COBPEMEHHBIMU XPAaHUNULLAMU UASHTUDULMPYIOLLEN MH(OPMALIMKM, AOCTYNMHOW B IOPUCANKLIMM.
Ota naeHTuuumpyiowas nHgpopmaumsa uMmeet 60nNbLIYIO MOTEHLUMANbHYIO LEHHOCTb AN TeX, KTO XoTen Obl
MCNONb30BaTh €€ AN COBEPLUEHUS KPaXKM NEPCOHANbHBLIX AAHHbIX, U MOSTOMY AOIMKHA ObITb CTPOrO 3aLum-
LieHa.

Moatomy cneayeT ¢ 0co6OM TWATENLHOCTLIO paccMaTpuBaTh cpeay 34paBoOXpaHeHus ¢ ee cneumdu-
YECKMMM Yrpo3amMu U ya3BUMOCTAMU. MNpunoxeHue A cogepXUT MH(OPMALUOHHLIA CNUCOK BUAOB Yrpos,
KOTOpble AOMKHbI ObITb PACCMOTPEHbI MEAULMHCKUMU OPraHM3auusiMU NPpU OLIEHKE PUCKOB Ans KOH(PUAEH-
LUManbHOCTU, LUENOCTHOCTU U AOCTYNHOCTU MEAULUMHCKON MHAOPMALMK U ANst LENOCTHOCTU U AOCTYNHOCTU
COOTBETCTBYIOLLMX UHOPMALMOHHBIX CUCTEM.

6 MpakTnyeckuit nnaH gencteun no BHegpeHuto MCO/MOIK 27002

6.1 Cuctematusaumna ctangapros MICO/M3K 27002 u MICO/M3K 27001

MCO/M3K 27002 npeaocTaBnsieT CTaHAAPTHLIN nepedyeHb uenen koHTpona B 11 obnacrtax, cogepxa-
LmMX B 0BLLEN CMOXHOCTM 39 OCHOBHBIX KaTeropuii 6e30nacHOCTH, kaXxaas ¢ ONMCaHMEM OAHOTO MU HECKOSb-
KUX CPeaCTB KOHTPONs 3awmtbl. Cneynanuctbl no BHeagpeHuio NCO/M3IK 27002 B cpeae 3apaBoOXpaHeHns
MOTYT OTMETUTb, YTO OOMbLUMHCTBO LiENel KOHTPOMsi MPUMEHMMO NOYTH BO BCEX CUTyauuax. Tem He meHee,
nonb30BaTensAM CTaHAAapTOB B 34PABOOXPAHEHUM TAKKE HEOOXOAUMO Pacno3HaBaTb CUTyaLUW, B KOTOPLIX
MOMET BO3HUKHYTb HEOOXOAUMOCTb B AONOSHUTENbHbIX LENsAX ynpasneHus. 3TO 4acTo NPoucxoauT, Koraa
KIMHUYECKME MpOLEeCChl NepecekaloTcsl CO Crneuuanu3MpoBaHHLIMU YCTPOWCTBAMM, TaKUMU KaK CKaHepbl,
MaLLUHbI Ana UHAY3MA U T. 4., AaXe €CNU CPeACTBa KOHTPONA 3aluTbl OTHOCATCH TONbKO K NOAAEPKAHUIO
LerNOCTHOCTU JaHHbIX YCTPOMCTBA. B pasHbIX OpMCOAUKLMAX TAKOKE UMEIOTCA Pa3nNUYHbIE NPaBOBbIE CUCTEMDI,
KOTOPblE MOTYT U3MEHUTL Tpebyemyio 06nacTb NPUMEHEHUS AEATENLHOCTU NO COTMAacOBaHMUIO.

MCO/M3K 27001 BBOAUT NOHATHE «CucCTEeMa MeHeMKMEHTa UHopmaumoHHoi 6esonacHocTu (CMUB)»
U OMUCLIBAET HEOOXOAUMOCTb 3TOW NOAPOGHOIN CUCTEMBI SNIEMEHTOB YNPABIEHUSA, KOrAa NPMNaraioTca younus
no AOCTWXEHWIO LENEN 3aLyTbl, MPUMEHUMbIE COrNacHO OLEHKe PUCKOB. MexayHapOoAHbIN ONbIT U NPU3HAH-
Hble NepeaoBbIE NMPAKTUYECKUE NPUHLMNLI 3aLWMTbl MHpOpMALIMKM NOKA3bIBAIOT, YTO NOCTOSAHHOE COBnoaeHne
MNCO/M3K 27002 moxeT ObiThb Hauny4wmuMm o6paszom obecneyeHo NOCPEACTBOM BHEAPEHUS CUCTEMbI YNpaB-
NeHus1, KaK MoKa3aHo Ha pUCYHke 1.

Mpu HaNMUMM BO3MOXXHOCTU MeAULIMHCKUE OpraHu3auumu AosmkHbl 06beanHaTb ceou CMUB ¢ npouec-
caMu ynpaeneHusi UHpopmaumen, onucaHHbIMU B 5.2 1 5.3, a Takke NPUHATL BO BHUMAHME peKkoMeHaauun,
npuBeaeHHble B 6.2—6.7.

PacnpocrpaHeHHas oLmbka, B 0COGEHHOCTU cpean MeAULIMHCKMX OPraHn3auuii, y KOTOpbIX 0ObIYHO OT-
CYTCTBYIOT OCHOBHbI€ TpeOOBaHus, NPeabABNAEMbIe K 0hMLManbHOW akkpeauTauun unu ceptudukaumnu, 3a-
KnioyaeTcs B TOM, uto coorBeTcrBue ¢ MCO/M3K 27002 onncaHo kak OCHOBaHUE ANA YTBEPXAEHUA NepeYHsl.
[na nornHoro COOTBETCTBUSI OpPraHM3auumn AOMKHbI ObITb B COCTOSSHUM NPOAEMOHCTpUpOBaTh paboTaioLlyio
CMUB, coaepkallyio COOTBETCTBYIOLLME NPOLECChI MPOBEPKU COOTBETCTBUA. 3TO COOTBETCTBME XOPOLUO BNU-
CblBAETCA B HOPMATUBHO-NPaBOBYIO 6a3y, B COOTBETCTBMU C KOTOPON 06bIMHO paboTaloT MeauumuHCKue opra-
Hu3auuu. Cm. Takke 7.12.
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Ha6 CMUE O6ycnosnvBaeTcs
abop AOKYMEHTOB «TEeXHOMOTYECKoM
o OKyMeHTauuein»

*  [Monntuka MHhopMaLOHHO AOKY! 4

3aluThI CobbITnA
* OnvcaHve obnactu

MpUMEHERNA VIHUMOEHTbI B CHICTEME 3aLLTDI
*  3asB/ieHe 0 NPUMEHNMOCTH Mpegnonaraemble criabble CTOPOHbI
»  Cnucok umetoLlelics HewucnpasHocTu

MHpOpMALWK 1 CUCTEMHbIE

CPeACTBa /1A NpoekTa HapyLueHus, HaligeHHble BO BpeMst
*  OueHKa puckos ayata
* MeToauka 1 NpUMeHNMbIe [laHHble rcnbiTaHnii

CTaHaapThbl [aHHble BbIGOPOYHbIX MPOBEPOK
e KoHTpakTbl (cornaLleHus

0 KayecTBe NpeaocTaB/isieMbIX Mpowv3BoacTBEHHAA

YCIyT, OTOBOpPbI O AOMYCTUMOM [esiTeNIbHOCTb

MCMOMb30BaHUN U T. f.)

MpoBepka [okymeHTpoBaHue
n obHoBneHne CMNB A U 1 aHanus3
OtueT(bl) «JlokazarenbHas»
ansa copyma [LOKyMeHTauus

PucyHok 1— CucTemMa MeHe[pKMeHTa UH(OpMaLMOoHHO 6e30MacHoCTU

6.2 O6sA3aTenbCTBO pykoBoAcTBa No BHeapeHuio NCO/M3K 27002

Mpexae yem npeAnpuHMUMAaTbL NOMbITKM A06UTbCA cooTBeTcTBMA ¢ MICO/M3IK 27002, o4yeHb BaxHO ybe-
OUTbCA BTOM, YTO MeAULUMHCKas opraHn3auns nMmeeT NoALEpXKYy pykoBoacTBa. OUeBMAHO, YTO aKkTUBHASA npu-
BEPXXEHHOCTb M NOAAEpXKa PYKOBOACTBA HEOOXOAMMBI ANA ycnexa. 3Ta NPUBEPXEHHOCTb AO/KHA BKAOYaTb
B ce65 NUCbMEHHbIE U YCTHbIE 3asB/IEHNS O BaXXHOCTU 3aliUTbl MeAULWUHCKOA MHOpMauun 1 npusHaHusa ee
NpenMyLLecTB.

OueHKa pUCKOB MPUHOCUT € c060li BO3MOXHOCTb OBGHApPYXEHUS Cepbe3HbIX PUCKOB, YTO, B CBOK OuYe-
peab, TpebyeT CyLleCTBEHHbIX N3MEHEHUI B CyLLECTBYHOLMX NpoLeccax AN CHWKEHNS 3TUX PUCKOB. [onxHa
6bITb ABHO MOKa3aHa MyHasa roToBHOCTb PYKOBOACTBA K TOMY, YTOObl NOABEPrHYTbH Ce6A 1 opraHu3aunio us-
MEHEHMAM B MpoLueccax u ctaTb MHULMATOPaMU 3TUX U3MEHEHWNA.

Ecnu 3tv warn He 6yayT NpeanpuHSTbI, NMPUBEPXEHHOCTb APYrMX 6yAeT A0 KOHUa MOoJHOi. MoryT no-
SAAIBUTbCSA HEHYXHble NOA03PEHUS CpeAn 3auHTEPECOBAHHbIX CTOPOH O «peasibHOW Lenun» nporpamMmmbl (Hanpu-
Mep, AenaeTcsa M 3TO ANA TOro, YTo6bl NOBbICUTL 3PP EKTUBHOCTL 3alUTbl MHOPMAUNN, WK Xe ANA Toro,
4YTO6bl YMEHbLNTb KOIMYECTBO HEOOXOANMbIX COTPYAHUKOB?).

Kpome TOro, pykoBoACTBO AO/HKHO ObiTb TOTOBO K BEPOATHOCTU TOrO, YTO, BO3MOXHO, B KPATKOCPOUHO
nepcrnekTuBe yBe/iMYeHUe pacxofoB, BO3HMKaKLee 13-3a nepexoja kK HOBOMY pexumy, 0CO6eHHO B 06/11acTu
3/1paBOOXpaHeHuns, BbI30BET OTpULaTE/IbHbIE OT3bIBbl. Takne OT3bIBbl MOTYT TakXe BO3HWUKHYTb U3 psifia npej-
cTaB/ieHWli O 3aTparvBaeMblX Lensax u nnaHax. fBHas NpMBEPXEHHOCTb PYKOBOACTBA MOXET MUHUMU3UPO-
BaTb NOA06HbIE MPOGIEMBI.

6.3 CospgaHue, akcnayaTtauus, o6cnyxmsanne n ynydywexHmne CMUB

6.4—6.7 HacToAlero cTaHjapTa falT pekoMeHgauunm OTHOCUTENbHO CO3f[aHuAa 1 nocnepyrowei aKc-
nnyataumn CMWB B obnactu 3gpaBooxpaHeHus. [na 3Toro TpebyeTcs NPOBECTU LMK MeponpusiTUii, Kak
nokasaHo Ha pUCYyHKe 2.

B npunoxeHun B gaHbl MHOpMaTUBHbIE NPUMEPbI LWaros, 06bIYHO NUMEKLMNXCA B KaXAOM 3Tane Xus-
HEHHOTo uMKNa, a Takke Npumepsbl BUAOB [OKYMEHTOB, CBA3@HHbIX C KaxAolh tha3oii.
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1. MnaHnpoBaHwue: 2. BbinonHeHue:
3anHTepecoBaHHble Ninua Cozpganne CMUB BHeapeHne 3auHTepecoBaHHble Sinua
(cm. 6.4) n akcnnyatauma CMVB
(cm. 6.5)

YKM3HEHHBIM UWKN
co3pgaHus,
peasimsaumm, KOHTpoNs
nynyduweHna CMNB

Tpeb6oBaHus
n oxugaemMble
pesynbTathl Ynpasnsemas
3aWUTHI sawuta
nHopmaLmu 4. BospgeiictBue: 3. MpoBsepka: MHopmaLmm
O6cnyxunBaHue KoHTponb
v ynydwenne CMNB v nposepka CMNB
(cm. 6.7) (cm. 6.6)

PucyHok 2 — O630p CUCTEMbI MEHEIKMEHTA UH(DOPMALMOHHON 6e30MacHOCTM

6.4 TnaHupoBaHne. Co3pgaHue CMUB

6.4.1 Bbi6bop n onpegeneHne o6nactu NpUMEHEHUA COOTBETCTBUA

6.4.1.1 O6wue ceBegeHus

TeopeTtuyeckn, MCO/M3IK 27002 moxeT ObiTb NPMMEHEH K Lenoin opraHusauun. OfHaKo onbiT BHeApe-
HVUA B BenunkobputaHuy u 4pyrux cTpaHax nokasasn, 4to o4yeHb 60/bWMM KOMNAHWAM C/I0XKHO C NepBOro pasa
[006UTbCA TOro, YTOo6bLlI 3aBepWnNTb He06XxoaMMYy paboTy M NpefocTaBUTb HEOOGXOAMMbIA YPOBEHb COOTBET-
CTBUA.

Bblno BbISBAEHO, YTO 06n1acTV NPUMEHEHUA COOTBETCTBUA, KOTOpble O0XxBaTbliBalT He 6onee 2 wnn 3
y4acTKoB, Uv 0kono 50 COTPYAHWNKOB, AN OKOSI0 [EeCATM npoueccoB, paboTalT o4eHb xopowo. o aTol npu-
YyMHe, BCe OpraHM3auuyu No okasaHU NepBUYHON MefWLMHCKOW NOMOLLMW, KAWHWKW, TPYNnbl ANA npepocTas-
NeHna MefuUMHCKUX YCNYTr Ha AOMYy, CneunanucTtbl 1 OTAeNeHusa B 60NbHULAX M T. A. caMu ycTaHaB/MBaioT
aeiicTByowmne obnact npumeHeHusa. Takum o6pa3om, Ana AOCTVKEHWUA NOTHOTO PacnpocTpaHeHWUs 1 Makcu-
MasibHOW BbIroAbl 06bIYHO CAeAyoT NowaroBoMy M UTepaTMBHOMY npoueccy. MepcnekTuBbl 4OCTUXEHNUS Ta-
KMX pe3ynbTaToB He [O0/MKHbI 6biTb NOAOPBaHbI BbIOGOPOM Ype3MepHO 06LINPHON 06nacTn NPpUMEHEHNs coOoT-
BeTcTBMA. OfHaKo Tam, rge NpuBeYeHbl CTOPOHHME nocTaBlwumkn IT-ycnyr, B kayecTBe 061acTn NpUMeHeHus
AN COOTBETCTBUA LUMPOKO M C 60MbLIMM YyCNexoMm NpuMeHseTcsa «YnpasfeHne npegoctasnenvem IT-ycnyr».

B MefuuMHCKMX opraHusaunax, kak u Besfe, B nocnefHve rofbl 3awmra nHpopmaymmn nepecrtana 6uiTb
TEXHNYECKOW UM «KOHTOPCKOW» (hyHKUMEN, N cTana BaxHON 0653aHHOCTbIO Koprnopayuid.

B 3gpaBooxpaHeHnn o6WwMpHas B3anM0O3aBUCMMOCTb (PYHKLUIA yCNoXHAET onpeAenexHve obnactn npu-
MeHeHuns. o 3TO NpuynHe OYeHb BaXHO MpPaBWU/IbHO ee onpeaennTb.

6.4.1.2 KpuTepumn onpegeneHus ob6nactym npMMeHeHUss COOTBETCTBUSA

YT06bI Hagnexawmnm obpasom ypaBHOBECUTb «NPOAYKTUBHOCTb» COOTBETCTBUSA C KOPMOPaTUBHON BbITO-
[Ol, MHOTUE OpraHn3auny rocy,apCTBEHHOIO CeKTopa, B TOM YMC/ie MeAuLUHCKMe opraHusauum, onpegenunm
HavyasbHYl 06/51acTb NMpUMeHeHus «besonacHoro npegocTtaBsieHus IT-ycayr». XoTa 3Ta o6nactb npumeHe-
HMA 60nblle cBA3aHa C MHMPAaCTPYKTYpOi, YeM MPOU3BOACTBEHHON AEeATeNbHOCTbI0, OHa AaeT peasibHYIo
KOopnopaTuBHYI BbIrOAY, NOCKO/IbKY BbIMOJIHAET 3ajayy NepBOCTENEHHOM BaXHOCTW, B TOM 4ucC/e 3awuTy
MHPAaCTPYKTYpbl B L,e/OM, NoowWwpsAs BHeApeHne nobbix Heo6xoAUMbIX 06HOBNEHWI ANA NPOLECCOB KOPMOo-
paTMBHO 6e30NacHOCTU U yNy4yleHns ynpasBneHns naeHTndunkaunoHHol nidopmatmeii, 0CBEAOMIEHHOCTH
0 3alunTe UHhopMaLmmn 1 ynpaBneHnsa HenpepbIBHOCTLIO 6u3Heca. Kak npaBuio, BO MHOMMX 13 3Tux obnacteit
KopnopaTvBHas BbIrofa BbIXOAUT 3a pamkn BbibpaHHOW 06/1acTu NPUMEHEHUS.
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MosToMy BaxkHO, YTOOBI ANA onpeaeneHus cdepbl MCNONb30BaNUCL HeKUe kputepun. Kputepuu, kak
npaBuIo, ABMSATCA «KMATKUMU» U OXBATLIBAIOT TAKUE TEMbI, KaK:

a) XXenaemas creneHb BUAUMOCTH;

b) Mpeanonaraembiit 6anaHc BOBNEYEHUS TEXHUKN U BU3Heca;

¢) XKenaemas cTeneHb PErMOHanNbLHOrO UMK LEHTPaNbHOMO 3HAYEHUS;

d) CteneHb ynpaBnsieMoCTu, NnpeacraBnseMasn 00nacrbio NpUMeHEHUs.

6.4.1.3 Ananus npo6enos BO3MOXHOro 0606LLEHHOr0 YPOBHA Npu onpeaeneHun 06nactu NpUMEHEHUN
COOTBETCTBUSA

Mpexxae yem caenatb OKOHYATENbLHOE onpeaeneHne obnacTu NPUMEHEHUs1, MOXeT ObITb Lienecoobpas-
HbIM NPOBECTW aHanu3 npobenos Ha BbIGOPOYHON OCHOBE, YTOOLI TakKMM O6pPa3OM NONYyYUTh «OLLYLLIEHUEY
TOr0, CKOSbKO paboThkl B pa3NnYHbIX 06MacTAX MOXET NOTpeb0oBaTbCs A0 NPUHATUS OKOHYATENbHOTO PELLEHUS.
BbiBop «nerkon» unu «CrnoxHon» obnacTu ocTaeTca 3a opraHusauuen, XoTs, Mo JIorMke Belei, Npu Bbi-
Bope «TsKenbixy acnekToB 006MacT NPUMEHEHNS MOXHO MONY4YUTb COM3MEPUMO BOMbLLYIO KOPNOPaTUBHYIO
BbIFOAY.

6.4.1.4 KoHTponupyemoe BOBEeYEHUE/BKIIOYEHNE TPETLUX CTOPOH

Apyroi Tunu4HON 06nacTbio, B KOTOPOW LONYCKalOTCA OLMOKW, ABNSETCA TONKOBaHME 06nacTu npu-
MeHeHusA. ObnacTb NPMMEHEHNS BKNOYaeT B cebs ycnyru, npeaocTaBnseMble TPETbMMU CTOPOHAMM, U Npo-
BefeHne HeoOX0AMMbIX BCMOMOTaTENbHbIX NPOLECCOB, HO HE ONpeAeneHne Toro, Kak 3TU BCOMOraTenbHble
npouecckl NPOBOAATCA.

6.4.1.5 CornalwieHus 0 Ka4ectBe npeaocrasnsembix yenyr (SLA) n KOHTPakTbl, MOMOraloLme ycraHo-
BUTbL 0bnacTtb NPpUMEeHEeHns

SLA 1 KOHTpaKTbl MOTYT TaKKE NOMOYb NPU onpeaeneHun o6nacTu NPUMEHEHUS B TOW Mepe, B KOTOPOM
9TWN MHCTPYMEHTBI 3O EKTUBHO ONPEAENAIOT rpaHnuLbl 06nacTn npuMeHeHus. flaxke eCrnm B HEKOTOPbIX Cny4a-
AX OHW HE AENaloT 3TOr0 ABHO, PACCMOTPEHNE 3TUX AOKYMEHTOB BCE paBHO OyAeT MonesHbIM A5isl BbIACHEHUS
BEPOATHbLIX MPUOPUTETOB YNy4dLUEHUSA.

6.4.1.6 MoaroToBka u pacnpocTpaHeHne onucaHus 06nacTu NPUMEHeHns

Heobxoanmo noarotoBuTb ocmumanbHoe onucaHme obnacTu npuMmeHeHusi, 0COGEHHO ecnu Xenarerb-
Ha cepTudukauma no MICO/M3IK 27001. OnucaHue AOMKHO ObITb LLMPOKO 0BHAPOAOBAHO B pamKax opraHu3sa-
umu. OyeHb BaXHO, UTobbI B ONUCaHMK 06nacTU NPUMEHEHUs Obinin onpeaeneHbl rpaHnUbl AEATENLHOCTHU Mo
COrnacoBaHUIO B NNaHe Noaen, NpoLeccoB, MECT, NNaTgopM U NPUNOXKEHUNA.

B cnyyae MeaMuuHCKMX OpraHu3auunii, 3T0 ONUCaAHUE AOIDKHO ObiThb LLUMPOKO O0GHApOA0BaHO, paccMo-
TPEHO 1 NPUHATO rpynnamu ynpasneHus MHQOpPMaLuen, KNMIMHUYECKMMM NPAKTUKAMU U KOMMAHUSIMU OPraHu-
3auuun. B camom aene, U3BECTHO, YTO HEKOTOPbIE MEAULIMHCKUE YUPEXAEHUS ULLYT OT3biBbl HA 3asiBNEHMS,
caenaHHble npodeccmoHanbHbIMKM OpraHaMn HaA3opa 3a NPakTUKYIOLMMU Bpayamu, KOTopble MOryT GbiTh B
Kypce ApYrux opraHu3aumii, cneayiomx COOTBETCTBUIO Unu cepTudpukaumm.

Cwm. 7.3.2.1 ans uncphopmaLum 0 MMHUMATbHbIX TPEOOBAHUSAX MO OMMCAHUIO 00NACTV NPUMEHEHUS.

6.4.2 AHanu3 npo6enoB

Mocne Toro, kak bbina BbibpaHa 06nacTb NPUMEHEHUs, CReAyIoLMM 3TanoM npoLlecca niaHUpoBaHUA
SIBNETCSA aHanu3 npobenos, Npu KOTOPOM OCYLLECTBRIETCS 06L1as oLeHka cooTBETCTBUS. [NepeaoBas npak-
TUKa nokasarna, 4to 3TOT aHanu3 AoMmkeH ObiTb CHOKYCMPOBAH HA CTPYKTYPHOW OpraHu3auuu, BHEAPEHUM,
JOKYMEHTUPOBaAHWU MPAKTUYECKON AEATENLHOCTM No obecneyeHnio 6e30NacHOCTU U CBUAETENbLCTB, UCNONb-
3yeMbIX B KA4ECTBE ONopbl A1 aHanu3a. 3T0 ABHO COrMacyeTcs C NPakTUKamu 34PaBOOXPAHEHUS, TAE BaXHbI
COOTBETCTBYIOLLIME HABLIKKU, 3aMUCK U Npoueaypbl.

OO6Lmii cOol BO BPEMS Takux aHaANWU30B 3aKIMIOYAETCA B HEBO3IMMKHOCTU MONYYEHUSI CPABHUTENbHbIX
TOYEK 3PEHUS U NOATBEPXKAECHUA AONONHUTENbHBLIMKU (hbakTamu. CyLIeCTBYET BEPOSATHOCTb, YTO AHANUTUK No-
TNYYMUT OT3bIBbI, KOTOPbIE MULLL OTPAXKAIOT XKEMAHUSA OTAENbHbLIX NUL, a8 HE 0OLLYIO TOUKY 3PEHUA, UMEIOLLYYIOCSA
B CyLLeCTBylOLLel npakTuke. [ina Toro 4to6bl ONPOCUTL CNELManUCTOB U PyKOBOAUTENEN B cdhepe 3apaBoox-
paHeHust C LeNbIo NMONyYUTh PA3HOCTOPOHHEE NPEACTaBNEHUE O BONPOCE, HYXKHO BPEMS.

Llenbio aHanu3a npoGenoB siIBNAETCA NpeaoCcTaBreHne NnepBoHavYanbHbIX pekoMeHaauuin ansa Tpebye-
MbIX YRYYLLEHWIA, A0 NONyYeHUs1 NOAPOOHON OLUEHKN pUckoB (CM. 6.4.5.1) n obpabotku puckos (cm. 6.4.5.2).
Kpowme Toro, aHanu3 npo6enoB MOXET NPeAnoXUTL NEPBOHAYASIbHBIN NOPAA0K O4EPEAHOCTU ANA TaKUX ynyy-
LUEeHUWN.
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6.4.3 Co3spgaHue unu ycoseplueHCcTBOBaHue hopyma no sawure MeguUUHCKOW MHpopMaLum

B ocHose CMWB gomxkeH ObiTk CO34aH COOTBETCTBYIOLLMI (hOPYM MO YNpaBneHUto 3aLuToi MHdopma-
uum (ISMF) ans KOHTpONSA U ynpasneHus 3awmTon uHgopmaumm. U 1o, 4to ABNseTca «COOTBETCTBYIOLMMY B
9TOM KOHTEKCTE, BapbUpYeTCa B 3aBUCUMOCTM OT OpraHu3auui, a Takke B 3aBUCUMOCTH OT obnactu 3gpaso-
OXpaHeHwus.

CTpykTypupoBaHue dopyma OygeT CroxHbIM, Tak Kak ero npuaeTcs npucnocobuTb K B3rnsgam MHOTUX
3aUHTEPEeCOBaHHbIX CTOPOH, U HAaCTPOUTbL ANS COOTBETCTBMA MHOMMM HOpMaTWMBHbIM oBsizaTenbcTBaM. Kak
dyHkuum ISMF Henb3s nepepatb unu pacnpeaenuTb 6e3 notepu ahdheKkTMBHOCTU, Tak U co3aaHue ISMF
Henb3a BOCNPWHUMATbL Kak MOMMHOMOYME Ha CO3JaHUEe «eLle OAHOro KomuTteTay. Kak npasuno, nydwe pac-
LUMPUTL HaMpPaBNeHHOCTb CYLLECTBYIOLLEro KOMUTETA, TaKOro, HanpUMep, Kak TOT, KOTOPbIK 3aHMMAaeTCs pac-
CMOTPEHWEM PUCKOB MNK yNpaBneHnem uHdopmaLlmen.

dopym AOIMKEH COCTOATb U3 NPEACTaBUTENEN BCEX CYXO 3awuTbl MHpopMaLUMu U ynpasneHus MHAOp-
Mauuen, a TakKe npeacraBUTenen pasnuyHbIX rpynmn nonb3oBarenen U npeacraBuTenein KnYeBbiX PYHKLUIA
noaAaepXku. Takxke Tyaa 0OblYHO BKMIOYEHbI NpeacTaBuTeny cnyobl BHYTPEHHEro ayauTa u ynpasneHus nep-
COoHanom.

OTBETCTBEHHBIN 3a 3aLUMTY UHPOPMaLUKU opraHusauuu (BUPTYanbHbIA UNKU peanbHblil) AOIDKEH, KPOME
BCEro npoyero, genarb Aoknaabl Ha hopyMe 1 NpefoCTaBnsATh HA HEM YCIyrM CekpeTapumara, a Takke JoImkeH
ObITb OTBETCTBEHHBIM 38 NMPOBEPKY, NyONMKaLMIO U KOMMEHTUPOBaHUE COOOLLEHMIA, NONyYaeMbIX y4acTHUKa-
MK cpopyma.

Kak onucaHo B 5.2 1 5.3, LieHTpanbHbId XapakTep 3awmTbl UHGOPMaLMM B pamMmkax ynpasneHust MHGop-
Mauuei genaert pasmeLwleHue ISMF B CTpykType ynpasneHnsa nHopmaymm o4eHb pasyMHbIM, HO TONbKO €Chu
NoCneaHsNa rpynna, B CBOK 04epeab, CBA3aHa co CTPYKTYPON ynpasneHus KIMHUYECKOW NPaKTMKOW. Ynpasne-
HWE KIIMHWUYECKON NPaKTUKON 3aTparMeaet BONPOCHl 6€30NacHOCTU NauMeHTa, a OHU YacTo TECHO CBA3aHbI C
3aLUMTON MEAULMHCKON MHAOPMaLMK, B YEM U 3aKNOYaeTca ynpasneHne nHpopmaumen.

Mcnonb3oBanue noaxoaa ynpasneHna uHgopmaumen noa4epkMBaET KPUTUUYECKUMIA XapakTep 3aliuThbl
nHdopMaLuK, a TaKkke Aenaer BO3MOXHbLIM MHTErpupoBaHHbLIA NPOLIECC NpU COAEWCTBUM aHanu3a pUCKOB,
YTO HanpAMYIO NOAAEPXKMBAET yNpaBneHUe KNMHUYECKOW npakTukoi. OTKa3 OT 3aMKHYTOrO MbILLIEHUS], pas-
JensoLero sawuTty HopMaLuu, 3awuTy AaHHbIX, CBOOOAY MHMOPMALMK, U T. 4. MOXET TOMbKO NOMOYb
n3bexarb ABOMHbIX 3aTPaT U 00ECNEUNTb MOBLILUEHHYIO YBEPEHHOCTb B LIENOCTHOCTM NpoLEecca.

6.4.4 OueHka pUCKOB MeaULMHCKOWU uHhopmaumum

6.4.4.1 OOwume nonoxeHus

OueHKa pUCKOB SABNSETCA MEXaHU3MOM, NOCPEACTBOM KOTOPOro AOMMKHA UAEHTUDIULMPOBATLCA CUCTE-
Ma 3MeMEeHTOB ynpaBneHusl, Kotopas BbinonHseT 3agaum MCO/M3K 27002. 3ToT npouecc xopowwo otobpa-
»eH B UICO/M3K/TO 13335-3.

CyuiecTByeT psg 0cobbix cooOpaxeHuin B cdpepe 34paBoOXpaHeHust, KOTopble cneayet o6CyanTb.

6.4.4.2 Ponb OLEHKM PUCKOB 3aLUMThI MHpOpMaLUK B 34paBOOXpaHeHU

O4yeBuAHO, YTO 3PABOOXPAHEHNE NOABEPKEHO OTHOCUTENBHO BLICOKUM pUCKaM, OCOGEHHO B Takux 06-
nacrsx, kak naboparopuu, OTA€NEHUsi HEOTIOXHON MOMOLLM U ONepaLmoHHbIe. [03TOMY HanUYMe HU3KUX pu-
CKOB B 1€CTBUSIX, CBA3AHHBIX C MEAWLMHCKOW MHpOpMAaLMeit, NOAAEPXKMBAIOLLMX BbiLLEYKa3aHHble 06GnacTu,
cnegosano 6bl NOCTaBUTL NOA BONPOC, X0TA 660 Obl OLUMOKOW Npeanonararb, 4To nbdas AesATENbHOCTD,
HanpsiMylo CBA3aHHas ¢ MEAULMHCKOW MHOopMaLmMer UMEEeT OTHOLLEHUE K MpefoCTaBneHnI0 MeANLMHCKUX
yCIyr.

OueHKa pUCKOB 3aLLUTbl MHAOPMALMK B 3APaBOOXPAHEHUN JOIDKHA BKIMIOYaTb B Ce6sA paccMoTpeHue
KaK Ka4eCTBEHHbIX, TAK U KONUYECTBEHHbIX (PAaKTOPOB. PUHAHCOBBLIE NOTEPU HE AOIMKHbI ObITb OAHON U3 OC-
HOBHBIX paccMaTtpuBaembix Npobrnem, HO MOryT ObITb NPUHSATEI BO BHUMaHWE Tam, rae eCTb 40Kas3aTenbCcTea
BbINNAThl KPYMHbLIX CYMM 3a XanaTHoOCTb. [oTpebyercsa TwarenbHas paspaboTka pekomeHgauuii no oueHke,
UMEIOLLMX OTHOLLIEHUE K 3PaBOOXPAHEHMIO, HAaNPUMEpP, PYKOBOACTB, MPU3HAIOLLMX BaXXHOCTb 6e30nacHOCTH
naLMeHTOB, HENPEPbLIBHON AOCTYMHOCTM aBapuiiHbIX CNyx0, NnpodeccmoHanLHOW atTectaummn U perynuposa-
HUS KNMUHUYECKON NPaKTUKN.

6.4.4.3 CoOICTBA OLEHKN PUCKOB C NpUMepamMu u3 sgpaBooxpaHeHuns u ceoinkamu Ha MCO/M3IK 13335

Puck coctouT U3 NpUYUHHO-CNEACTBEHHON CBA3KU MEXAY HECKONbKUMU UCTOYHUKAMU pucka. Ha pucyh-
ke 3 nokasaHa B3aMMOCBSA3b MeXay puckamum n MCTo4HuKkoB pucka B MICO/M3K 13335, nokasbiBatoLLas, 4to
3HaYEHUE PUCKa ONPEedEenAEeTCca UCXOAA U3 OKPYXKaOLLMX 3HAYEHUI aKTMBOB, YIPO3 U YS3BUMOCTEN.
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PucyHok 3 — OTHOLLEHWSI MEX/Y pUCKaMK U UCTOUYHMKAMU PYICKOB B YNPOLLEHHOM Moaenu pricka

OueHKa puckoB 3almMTbl MHChOPMaLUUM ¥ Nocneaylollee yrnpasneHne VMY, Kak npasuio, npeacrasneHo
TakK, Kak nokasaHo Ha pucyHke 4.

PucyHok 4 — YnpasneHve puckamu C UCMOoMb30BaHMEM aHaM3a pPUCKoB
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M UCO/M3K 27001, 1 ICO/MIK/TO 13335-3 onpeaenstoT KOMMOHEHTbI pUcKa 1 ynpasneHue puckom
Kak:

a) naeHtTudurkaumio GU3HeC-akTUBOB, Yrpo3 U YA3BUMOCTEN;

b) ouenky nocneacreuii ans GusHeca;

C) BEPOATHOCTb YIrPO3 U OLEHKY YSA3BUMOCTEN;

d) onpeaeneHue ypoBHEN pUcka;

€) naeHTudunKaunio peKoOMeHA0BaHHbIX CPEACTB KOHTPONS 3aLUuUThI;

f) cpaBHeHwWe C CyLLeCTBYIOLMMI CPEACTBaMU KOHTPORS, YTO NO3BONAET ONPeaenuTb obnactu octaToy-
HOrO pUCKa;

g) BO3MOXHOCTU Ansi 06paboTku pUCKOB, BKIKOYAs NPSMOE yNpaBieHUe, NPUHATUE PUCKOB, UCKITIOYEHMUE
PUCKOB, YNPaBnsieMblii NEPEHOC U T. 4.;

h) nnaubl No oueHke n 06paboTke PUCKOB;

i) oToOpakeHue peLueHun, BbIGPaHHbIX COrnacHo cnucky B pykosoacrsax MCO/M3K 27002.

Bce 3TO NMpUMEHMMO K 3APaBOOXPAHEHUID, XOTS «OLEHKa NocneacTBuil Ans GusHeca» sIBHO JOSMKHA
BKNOYaTb B c€651 MHOTO PasnuyHbIX MeAULMHCKMX npodeccuii. OLueHka pUCKOB 3aLuuTbl MHPOPMALIUK, Bbl-
nonHAeMasi MEAULIMHCKUMMW OpraHn3auusiMu, NPUHECET BbIroay, ecnv OyaeT cnegoBath 3TOW MOAenu.

B nononHeHue K BbILLEYKAa3aHHOMY CMIUCKY, BaXHO Takke chopMUpOBaTh NpeacTaBneHue o0 3aBUCUMO-
cTu 6usHec-npoueccos oT IT-ycnyr, 06opygoBaHus, nporpaMmMHoro obecnevyeHus, mynstuMeamna un mecra. bes
3TOro NpeaCTaBnEHUs], CNEAYIOLLEr0 3a OLEHKOM nNocneacTBuil Ans 6usHeca, NOHUMAHNE COOTBETCTBYIOLLMX
cueHapueB Heyaavum 6yaeT noYTU HEBO3MOXKHO. B cBETE BO3MOXHOIO CUIBLHOTO BO31€MCTBUSA HA MEAULIMHCKUE
opraHusaummu, NOHUMaHWe 3TUX 3aBUCUMOCTEN UMEET DONbLLIOE 3HAaYEeHue.

6.4.4.4 Tpebyemble HaBbIKM U BKNaAbl

Kak npaBuno, aHanm3 puckoB He MOXeET ObITb NPOBEAEH FNIOOLIM YENMOBEKOM B OAMHOUKY, 32 UCKITIOYEHU-
€M Tex Cry4aeB, Korga Nmuo BblpaXKaeT CBOe COOCTBEHHOE MHEHue. Ckopee, 3T0 AeATENbHOCTb, HANPaBneH-
Hasi Ha JOCTUXKEHWE AOrOBOPEHHOCTM, TaK YTO BCE TOYKW 3pEHUsi COOUPAIOTCA U AENCTBUTENBHO YYUTLIBAIOT-
cs. B nefcTBMTENLHOCTM BCE NIOAN UMEIOT PasHble TOYKM 3PEHUSA M pa3Hble B3MMsAbl Ha A0NyCTUMOCTL pUcka.
Ons Toro, 4tobbl 4OBUTLCA PeanCTUYHbIX «CLIEHApUEB HaUXyALUMX Cly4yaeB» BO3AEWCTBUIA, BEPOATHOCTEN
Yyrpo3bl U yS3BUMOCTEN, CKopee Bcero, Oyaer Heo6x0AUMO yuYuTbIBaTb NPOONEMbl, AaXe rMnoTeTudeckne u
ManoBepOSTHbIE.

EcrecTBeHHO, pearbHble Criy4an U3 NPOLLFIOro MO YMOM4YaHMIO ABMAOTCA PEanuCTUYMHLIMU, HO OHW MOTYT
He ObITb XyALWMMK. [N onpeaeneHus HanxXyaLMX cry4aeB MoOryT noTpeboBaTbCa cneuuanucTbl B 3Toi obna-
ctn. OgHaKo cueHapun C HECKONbKMMM YCNOBHbIMK onepaTopamu Bpaa nu 6yayT peanuctudHbiMu. PaboTHu-
K1 31paBOOXPaHEHUs1, CKOPEE BCEr0, U3BMEKYT Bbiroay u3 pabotsl IT-nepcoHana, KoTopbliii 6yaer B COCTOSHUK
UaEeHTUPULMPOBAaTL BUABI OTKA30B U CLIeHapun, TPeOyIoLLIME OLIEHKN.

SO dekTnBHAA OLEHKA PUCKOB 3aluMTbl MHGOPMAUMK B chepe 3apaBOOXpaHEHUs1 TpebyeTr Hanuuus
CrneayoLWmnx 3HaHWA U HABLIKOB:

a) 3HaHuA B obnactu yxoaa 3a 60nbHbIM U KITMHUYECKOW NPAKTUKK, B TOM YUCIIE BEEHME 3anucei 1 co-
CTaBrieHne HanpaeneHuin Ana npeaocraBneHns MeauUMHCKUX YCNyr,;

b) 3HaHKe hopMaToB KNMHUYECKUX AaHHBIX U BO3MOXHOCTb 3110ynoTpeOtneHust 3aTMMmu A aHHbIMU;

C) 3HaHue (pakTOpPOB BHELLHEN CPEAbI, UTO MOXET YCUNUTL UINU CMAMMUTL MIOOOW UMK BCE YPOBHU KOM-
MOHEHTOB pPUCKa, ONUCAHHbIX BbILLE;

d) nadhopmauma 06 arpubytax IT u meamuuHckoro npubopa U xapakrepuctuku paborocnocobHocTu /
0TKa3a MeJMLMHCKOro 000pyA0BaHuUs;

€) 3HaHMe npegblayLLMX NPOUCLLECTBUI U CLIEHAPUEB peanbHbIX CIyYaeB BO3EACTBUS;

f) AeTanbHOE 3HaHWe CUCTEMHOW apXUTEKTYPbI;

g) 3HaHWe NporpamMm rno KOHTPOMIO HaZ U3MEHEHUSIMU, KOTOPbIE MOTYT BHECTU U3MEHEHUs B Ntoboi ypo-
BEHb KOMMNOHEHTOB pPUCKa Unn BO BCE Cpasy.

6.4.4.5 TpebGyemble pesynbrarhbl

MCO/M3K TP 13335-3 onpeaensiet cneayoLme 00blYHbIE pe3ynbrarhbl:

a) otyeT 06 OLEHKE PUCKOB;

b) nnan 06paboTKu PUCKOB.

Kpome TOro, MeanUMHCKUe opraHnu3aunmn AOMKHbI TaKXKe BbINOSHATD:

C) MOAENU akTUBOB/3aBUCMMOCTEN (B NOAAEMKKY OLEHKU PUCKOB);

d) OTYETbI O COCTOAHUM CPEACTB YNPaBNEHUS;

€) UTOroBble OTYETbI N0 06paboTke pUCKOB (B NOAAEPIKKY aHanu3a npobenos u 3asBneHuin 0 NPUMEHU-
MOCTH).
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MockonbKy 3apaBoOOXpaHEHUE — 3TO CEKTOp, UMeloLLMin 06s13aTenbCTBa (KakK lopuandeckne, Tak u npo-
deccnmoHanbHbie) No cobnioaeHuo COOTBETCTBMA U OTBETCTBEHHOCTU NO YNPAaBAEHUIO puckamu, pesynbrar,
KOTOPbIi 0TOOpaXaeT BCe CBA3AHHbIE OLIEHKM PUCKA, BbINOMHEHHbIE CELManucTaMmn pasHbiX HanpaBneHU
unm OyHKLMOHANbHbIX Py, CrieayeT pacCMaTpuBaTh Kak NOMOLb B 3(peKTMBHOM ynpasneHun nHgopma-
uuen n obecneyeHnn LIenoCTHOCTU OTAENbHbLIX OLIEHOK pUcKa.

6.4.5 YnpaBneHue puckamm

6.4.5.1 OueHka puckoB

OLeHKa p1CKOB NpeHa3Ha4YeHa ObiTb CPeACTBOM AOCTMKEHUS Lienu. OHa He AoSiHA OblTb CaMOLENbIO,
HO YaCTO MMEHHO TaK M OKa3bIBAETCA. ITO 0COOEHHO OTHOCUTCSH K CpeAaM C OrpaHUYEeHUAMU NO pecypcam,
Kak, HanpuMmep, BO MHOTUX MEAULIMHCKUX OpraHn3auusx. YnpasneHue puckaMmm pearupyer Ha OueHKy BbisiBre-
HWEM TOrO, KaKMe 3NeMEHTbI YNpaBrneHusi creayer yCUnuTb, Kakue arieMeHThl ynpaBneHus yxe 3 deKTMBHO
pa3smeLleHbl U Kakue AOMNONHUTENbHbIE ANEMEHTbI YNpaBreHusl opraHu3auus AOMmkHA BHEAPUTb ANs TOro,
YTOObl CHU3UTb OCTATOYHbIN YPOBEHb PUCKA A0 NPUEMIIEMOTO YPOBHS.

Bo3spacrariolyasi B3aumoCBsi3b MH(OPMAaLMOHHbIX CUCTEM 31paBOOXPAHEHUS AenaeT ynpaeneHue pucka-
MU B 34paBOOXPAHEHUN OCOBEHHO CMOXHBIM, TaK KAK HEMHOTUE MEeAULIMHCKME OpraHusauuu moryt pabortarb
Tak, kak OyaTo UX CUCTEMBI MH(OPMALIMK ABNISIIOTCA U30NMUPOBAHHLIMU. OLEHKA PUCKOB B 34PaBOOXPAHEHUN
4yacTo 3aTparuBaeT BONpockl 0 6e30nacHOM XpaHeHuu uHcopmMauumn, npase COGCTBEHHOCTH Ha MHGOPMAaLIMIO
1 OTBETCTBEHHOCTHU 3a MHOPMaLMIO. [leiCTBEHHOE yNpaBneHne puckamm JOMKHO obecneunsarb perynupos-
Ky OTBETCTBEHHOCTM 3a 3aLuTy MHCOPMAaLMU U MOMHOMOYMIA HA MPUHATUE PELLIEHWIA NO YNPABAEHNIO PUCKAMMU.

6.4.5.2 O6paboTka puckoB

UToObl YETKO OTNUYATH NPOLIECC YNPAaBNEHUsI pUCKAMU B LIENIOM OT YNpPaBneHus BbIABNEHHbIMU PUCKa-
MU, B cTaHgapte Asctpanuu un Hosoit 3enanaun AS/NZ 4360 6bino BBeIeHO NOHATUE «0BpaboTka pUCKoB».
3710 NoHsiTMe BnocneacTsum Obino npuHaTo craHaaprom MCO/M3K 27001.

«OBpaboTka pMckoB» 0003HAYaET AEATENBLHOCTb MO CHWKEHUIO pUCKa A0 NPUEeMNEMOro YPOBHA (Npu-
3HaBas, HEMb3S NPEAOCTaBUTL AOCTATOUHbIN 00bEeM PECYPCOB ANIA TOr0, YTOObI AaXe NONLITATLCA NOMHOCTbLIO
npeaoTBpaTuTh pucku). ObpaboTka pUckoB 0COGEHHO YMECTHA ANS MEAULMHCKUX OpraHu3auui, hakTuiecku
NpuHOCS ¢ coboli NoHATUs «obpabarbiBath, NepeaaBaTk UMK AONYCKaTby MO OTHOLLEHUIO K PUCKaM.

OnpeaeneHue TOro, YTO ABNSETCS NpUeMNEMbIM, SBNSETCS U JOIDKHO 0CTaBaTbCa cneunduyHbiM ans
opraHusauumu u paboraioulero B Hew nepcoHana. OHO AOMMKHO OTPaXKaTb CKMOHHOCTb OPraHU3aLmmn K puckam
U AomkHa BbiTb MCNonb3oBaHa Ana obecneveHns Toro, YTO PacxoAbl Ha ynydlIeHUe 3alumTbl MHOPMaLn
onpasfaHbl, U nNpeacTasnaeT coboin ABHO XOpOoLLEe UCNONMb30BaHUE OrPaHUYEHHbIX PUHAHCOBBLIX PECYPCOB.

6.4.5.3 Kputepuun npueMnemoctu puckos

MeauuuHckne opraHusaumm A0SHkHbI ONpeaenuTs U 3aA0KYMEHTUPOBATbL CBOM KPUTEPUM NPUEMIIEMO-
CTU puckoB. GaKTOPOB, KOTOPbLIE CNEAYET YYMTLIBATb, MHOXECTBO U OHWU ABNAIOTCS NEPEMEHHbLIMU, OJIHAKO
cnegyeT pacCMOTPETb ANA BKAIOYEHUA cneayloLee:

a) cTaHfapTbl CeKTopa 34paBoOOXPaHEeHUs, NPOMBILLIIEHHOCTU UK OpraHu3aLuu;

b) KNUHKUYecKkne unu apyrne NPUOPUTETHI;

C) COOTBETCTBUE KOPNOPAaTMBHON KyNLType;

d) peakymmn 06LEKTOB OKa3aHMA MEAULIMHCKON NOMOLLM;

€) COrmacoBaHHOCTb CO CTpaTernen NPUemMnemMocTn puckos IT, KNUHUKU N KOMMAHWUK;

f) croumocCTb;

g) 9hPEKTUBHOCTD;

h) Tun 3awmTbl;

i) KONMUYECTBO OXBaTbIBAEMbIX YrpO3;

j) YypoBEHb pucka, Npu KOTOPOM 3IEMEHTLI YNPaBAeHUA CTAHOBATCA ONPaBAAHHbIMMU;

k) ypoBeHb pucKka, KOTOPbII NPUBEN K CO3AAHUI0 PEKOMEHAALIMIA;

I) y>ke gencreyomne ansTepHaTuBDI;

m) AOMNOSIHUTENbHBIE NOMYYEHHbIE BLIFOADI.

B3ATble BMecTe, 3Tn (hakTophbl AaAyT OLEHKY peHTabenbHOCTU, KOTOpas MOXET NOAKPenuTbL Heobxoau-
MO€ 3KOHOMMUYeckoe 000CHOBaHME ANA NOMCKa PUHAHCUPOBAHUA.

PeweHue, kak npaBuno, npuHaTtoe ISMF, cornacHo KOTOPOMY OnpeaeneHHbIN 3NEeMEHT yNpaBneHus He
JOIKEH ObITb BHEAPEH, UMEET MOMHYIO CUMY, HO AOSHKHO ObiTb OULMANBEHO 3apErncTpUpoBaHO ANA NEPUo-
Aunyeckoro ob3opa u nepeoueHkn. MeamuuHckne opraHusaummn 40SmkHbl AOKYMEHTUPOBATL NPUHATBIE PUCKM.

6.4.5.4 MnaHbl N0 ynpasneHuio 0cobbiMn 06NacTAMKU PUCKOB

BelleykasaHHbI NPOLECC AOMKEH BKNOYaTb B ceba cornawieHne o Tom, Koraa (XOTa AnsA Hero npu-
eMNIeMO U «HUKOrAa») GyayT NPUHATHI MEPbI MO CHUXXEHUIO BLIABIIEHHOTO pUCKa NOCPEACTBOM BHEAPEHUSA
anemeHTa(oB) ynpasreHus.
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Mnaxbl no ByayLiemMy BHEAPEHUIO AOMKHBI ObITb OTPAXXEHb! B NAIAHE NO YNY4LIEHUIO 3aLLMUTBLI OpraHu3a-
Lum.

6.4.6 MnaHupoBaHue yJyyvlIEeHNA 3aWUTbI

MonHoMOouMs MO NaHy ynyylleHus 3aLmThbl Mo Nopy4eHuto ISMF A0mKHbI NOSTYYUTb NULA, OTBETCTBEH-
Hble 32 3aWuTy MHGOPMaLMKU OpraHu3auuu, nNuua, OTBETCTBEHHbIE 3A 3alUMTY AAHHLIX, CNELManuUcTbl Nno
yNpaBneHuIO pUCKaMu, UK aHANOTUYHbIE OTBETCTBEHHbIE NULA OpraHu3auuu.

YacTo BbINONHEHHbIE B hopMare aguarpammMbl MaHTTa, NnaHbl 40MKHbI ObITb AOCTYMHBLI ANSi NepcoHana
MEeULIMHCKOrO YYpEeXAEHUS U APYrnX COTPYAHUKOB, TaK KaK OHMW, KaK NPasBuno, He SBASIOTCA KOHUAEHLMU-
anbHbIM JOKYyMEHTOM. Ha camoM aene, oHM 4acto MOryT GbiTb MOME3Hbl ANA AEMOHCTpaLUuKu nporpecca u
yny4LLEeHNs npouecca.

Takue nnaHbl 6yayT Haubonee adhheKTMBHBLI NPU CBEAEHUM K MMHUMYMY NepepbiBOB B paboTe, ecnu
OHM 00BbEAUHSIIOT BHECEHUE ynydlueHui B obecneveHue 3awmtbl MHpOpPMaUMKN C NIAHMPYEMbIMU U3MEHE-
HusiMu B | T-cpeacTBax u nNpeaocTaBneHneM MeauLUMHCKUX yenyr. OHKM Taloke A0MKHbI OTPAXaTb NPU3HaAHHbIE
nepuoabl HEOOLIMHON aKTUBHOCTU B 31pABOOXPAHEHUU, TAKUE KaK MOCTYNAEHUE HOBOM FPyNnnbl BpaueH-uHTep-
HOB UNU CTYAEHTOB-NPAKTUKAHTOB.

6.4.7 3asBneHue o NPUMEHUMOCTH

3asBneHue 0 NPUMMEHUMMOCTU MOXHO pacCMaTpuBaThb Kak KpaTkuit 0630p COCTOSHUA 3awmTbl MHGOP-
MaLuun B OpraHv3aumu, TPaKTOBKM OpraHusaumein TpebosaHui 3amTbl U ee cTpaTeruu Ans peanusauuu pe-
LUeHKit B 0bnacTu 3awuTbl. TOT JOKYMEHT BEAETCA NULOM, OTBETCTBEHHbIM 3a 3awmTy MHdOpMauun, unu
aHanorMyHbiM OTBETCTBEHHbIM NMULIOM MO nopy4venuto ISMF, u oH gormkeH ObiTb NnpeaocTasneH cnyxbam no
ynpasneHuio opraHm3aumen u KINMHUYECKOW NPaKTUKON C uenbio (hpopMmpoBaHUs OCHOBHON 4acCTu naketa ao-
KYMEHTOB No ynpasneHuto. Takoke ero oopmar, Kak npaBuno, NoaAxoauT AN UCNONb30BaHUA B KAYeCTBE UH-
CTPYMEHTA AN OLIeHKU UNU NOATBEPKAEHMSA ANA NOAAEPKKU BHELLHEro ayauTa, KnMHU4eckoro o6ecneveHus
U APYrMX HaA30PHBIX NPOBEPOK.

6.4.8 Habop nokymenroB CMUB

Moaene CMUWB, ykasaHHas B 6.1, onucbiBaet TpeGyeMyto 4OKyMeHTaumio (CM. pUCYHOK 1). OCHOBHbIE
[OKYMEHTbI 3T0:

a) nonuMTUKa KoMNaHun B 06nacTu 3awmTtbl WHAOPMALUMK;

b) onncaHne obnacTu NPUMEHeHuUS;

C) 3asiBNEHME O MPUMEHUMOCTH;

d) nepeveHb MHOPMALMOHHbBIX aKTUBOB U BU3HEC-aKTMBOB, KOTOPble HE0OOX0AUMO 3aLMLLATD;

€) NnaHbl U OTYETHI MO OLEHKE PUCKOB;

f) NPUHATBIE METOAUKM U CTAHAAPTSI,

g) cornalleHusi, OCHOBaHHbIE Ha AOroBopax (BKIOYasA COrnalueHme 0 KauyecTBe NnpefoCcTaBnsiemMbiX yc-
nyr v cornaueHne o oMyCTUMOM UCMONb30BaHUN).

Kpome Toro, pa6ota CMWB u ee ycnexu B COOTBETCTBUM NOTPEOHOCTAM U NPUOPUTETAM KITMHUYECKOM
NPaKTUKN MOXET 3HAYUTENbHO OBMEerYynTLCA, eCnu 3TU NPUOPUTETLI 0CHOPMNAIOTCH Cry>xbamu ynpasneHus
KNMHWYECKOW NPaKTMKKU U KOMMNaHuK, a 3atem xpaHarca CMUB kak 4actb Habopa AOKYMEHTOB. 3areM aToT
JOKYMEHT NpeaoCTaBnsAeT BCroMoraTenbHblii Matepuan Anst noaAepKku peLueHunii 0 NPUHATUU PUCKOB, NPU-
HATLIX CMWB.

MpunoxeHune B coagepxuTt Habop aokymeHToB CMUMB M CBA3aHHbIE C HUM AOKYMEHTbI MO Pa3nUyHbIM
aTanam cosgaHus unu ynydwernus CMUB.

6.4.9 MoTteHUManbHaaA BO3MOXHOCTb YNPOLIEHUA NOCPeACTBOM UCNONbL30BaHUA UHCTPYMEHTOB

Mpouecc npuBeaeHusa B cooteeTcTeue ¢ MCO/MOK 27002 npeanonaraeT psj STanoB, B X04€e KOTOPbIX
€0344a€eTCsA 3HA4YUTENBHOE KOMMYECTBO MHCDOPMAaLMK U AOKYMEHTauun. TeM He MEHee, MEAULIMHCKUE OpraHu-
3aUMKM CYLLECTBYIOT B U3BMEHYMBOI OKpY>KaloLLEn cpele, B KOTOPON MEHSIIOTCA PUCKU M BHEAPSIOTCA HOBble
3NeMeHTbI ynpasneHusa. MosTomy Heobxoanmo noaaepmBarb 0OLLYIO LENOCTHOCTL 9TOM MHbopMaLum U ao-
KyMeHTaLuu.

Kpome TOro, ctyneH4aTblii, COCTaBHOM, PaCLUMPSIOWMICA U LMKNUYHBIA XapakTep 3aeWCTBOBAHHbIX
NpOLIECCOB CBMAETENBbCTBYET O TOM, YTO MH(pOPMaLMSA HEOAHOKpAaTHO 06pabaTbiBaeTcs U NOBTOPHO MCMOSb-
3yeTCA B HECKOMbKUX NPOLECcax, Mpu 3TOM pe3ynsrarbl NOCNEAHEro npoLecca 4acro TpedyloT BHECEHUS No-
npaBok Ha 6onee paHHeM aTane. HakoHel, pelueHust ByayT NPMHMMAIOTCS B CBETE LIENOro psiaa akTopos,
KoTOpble TpebyloT MHOXEeCTBA NePEeKPECTHLIX CCbIOK.

MeauumHckue opraHusaumMm AOIHKHBI PACCMOTPETL BONPOC O NMPUMEHEHUMM WHCTPYMEHTOB AN noa-
aepxku cootserctauna MCO/MIK 27002. Npunoxenue C coaepxut noapobHoe o06cyxaeHne noTeHuuanbLHOn
Nonb3bl U HEOOX0AUMBIX aTPUOYTOB TAKMX UHCTPYMEHTOB.
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6.5 [einctBue. BHegpeHue u akcnnyataumua CMUB

BHeapenne CMUB BkntoyaeT B cebs HECKONbKO 3Tanos.

a) CoszaaHue nnaHa o6paGoTKM PUCKOB: MOCNE BbISIBMEHUA PUCKOB B XOAE aHanu3a, OHU AOMKHbI
ObITb PaCCMOTPEHbI U NMMBO NPUHATbI BbICLUMM PYKOBOACTBOM, MO0 MUHUMM3MPOBAHLI, €CNU PUCK CHUTA-
eTca HenpuemMnembiM. MnaH 06paboTKu PUCKOB PA3bACHAET MEPONPUATUS, KOTOPble He06X0AMMO NPOBECTH
ANS CHWKEHUS Henpuemnembix puckoB. OH BKMiovaeT B ce6A nnaH BHEAPEHUS CPEACTB KOHTPONSA 3awuThl,
BbIOpaHHbIl (HA OCHOBE pE3ynbLTaTOB OLIEHKW PUCKOB) AN CHUXXEHUSA UM CMAMMEHUS 3TUX HEeAOMYCTUMbIX
puckoB. ISMF HeceT OTBETCTBEHHOCTb 3a OCYLUECTBAIEHWUSA 3TOr0 nnaHa. TeopeTudecku, nnaH obpaboTku
puckoB OyaeT BknoYaTb B cebsi pacnucaHusl, nPMOpUTETLI U NoAPOOHbIE NNaHbl paboTel, a Takke Oyaer pac-
npeaensTb 0653aHHOCTU NO BHEAPEHUIO CPEACTB KOHTPONS 3awuThl. B cdepe sgpaBooxpaHeHus yreepxae-
HUE TaKMX NIaHOB MOXKET 3a/1eMCTBOBATb Kak crny»Obl ynpasneHue nHopmaumen, Tak U crny>x0bl ynpasneHus
KNMUHUYECKON NPaKTUKK.

b) Pacnpeaenenue pecypcoB: BaXKHasi ponb yNpasieHus 3akniodaercs B 06ecnevyeHnm Heooxoanmbl-
MK pecypcamu (NMoabMU, CUCTEMaMKU U (PMHAHCUPOBAHUEM) ANA 3aLUUTLI aKTMBOB MEAMLIMHCKOW MHdOopMa-
uum.

¢) Bbi6Gop 1 BHegpeHue cpeAcTB KOHTPOSA 3aWUTbI: pa3aen 7 pacCMaTpuBaeT KaXabii U3 OAMHHAA-
uatu nyHkToB 0 3awmTe MCO/M3K 27002 u naet CoBeThI U PeKOMEHAALMM MO NPaBUITbHOMY BbIOOPY CPEACTB
KOHTPOMA 3aluThl B Cpeae 34paBoOXpaHeHuUs!.

d) MogroroBka u obyyeHue: B 7.5.2.2 06cyxaaoTca TpeboBaHUs NO NOArOTOBKE U 0BYYEHUIO BCEX
COTPYAHUKOB, NOAPSAYUKOB, CNELMANUCTOB 34paBOOXPAHEHUA U APYIUX NUL, UMEIOLMX AOCTYN K MHOpMa-
LIMOHHBLIM CUCTEMAaM 3[1PaBOOXPAHEHUS U NEPCOHANBHON MeAULMHCKON HbopmaLmu.

e) YnpaBneHue paboToii: Haanexallas HenpepbisHas patota CMUB sensetca cywecTBeHHbIM dak-
TOPOM, ecnu Heo6x0AUMO NOAAEPKUBATL KOH(UAEHLUNANBHOCTL, LIENOCTHOCTb M AOCTYNHOCTb MEANLIMHCKOW
MHbopMaLUMKU U MHGOPMAaLMOHHbLIX cucteM. B 7.7 roBoputcs 06 acnektax ynpasneHus paboTon, CBA3aHHbIX
CO 340POBLEM.

f) YnpaBneHue pecypcamu: adpcekrusHoe obecneveHune 3awmtbl MHopmaumm MoXxeT ObITb 4OPOrUM
U MOXeET OblTb HEAOCTATOMHO KOMMETEHTHBIX YENOBEYECKUX pecypcoB. [eCTBEHHOe onpeaeneHne npuopu-
TeToB nocpeacteom ISMF v TwaTtensHoe ynpasneHue niogbMu U pecypcamm Heobxoaumbl Ana obecneveHna
9(hPEKTUBHOI HENPEPBLIBHON PaboThI.

g) YnpaeneHue nHUMAEHTaMU B cucTeme 6€30NacHOCTU: 451 MUHUMU3aLMKM NOCNEACTBUIN MHUMAEH-
TOB B cUCTEME 6E30MACHOCTU, BAXHO, YTOOLI MHUMAEHT Obin Hagnexawmm obpa3oM 0OHapyXXeH, a Koppek-
TUpYyIOLLMe AeiiCTBUA NpeanpuHATHl. MeToauyeckoe pykoBOACTBO MO MHUMAEHTAM B cucteme 6e3onacHoCcTu
[OMKHO 6bITb MOArOTOBMNEHO U NOANEXMT PErynspHoOn npoBepke. 3TO OCOGEHHO BaXXHO ANS onpeaeneHus
00513aHHOCTEN W LUAroB AENCTBMS HA HA4YanbHOM 3Tane pearupoBaHusA, Tak Kak CoObITUA MOryT passopavu-
BaTbCA ObICTPO, a KPUTUYECKUI XapakTep MHDOPMALIMOHHBLIX CUCTEM 34PAaBOOXPAHEHMA AAET ManNo BPEMEHU
Ha pasMblLLUneHUs B TO BpeMs, KOraa B cucteme 06e30nacHOCTU BO3HUKAET MHLUMAEHT. YeTkne npoueaypbl
OTYETHOCTU ANSi UHUMAEHTOB B cUcTeme 6€30nacHOCTM Taloke UMEIOT BaXXHOE 3Ha4YeHne aAns Toro, 4tobbl Co-
XPaHANOCh JOBEPUE 3aUHTEPECOBAHHBIX CTOPOH CUCTEMbI 34PaBOOXPAHEHNA U YTOObI NULA, OTBETCTBEHHbIE
3a ynpaBreHUe KNUHMYECKOW NPAKTUKON U KOMNAHUEN, Gbinu B Kypce BaXKHbIX COOLITUI U UX NOCNEACTBUN.
B 7.10 cogepxutcs nogpo6Hoe 06CyaeHue ynpasneHns UHUuaeHTaMu B cucteme 6e30nacHOCTY.

6.6 Mpoeepka. MOHUTOPUHT U npoBepka CMUB

6.6.1 HeoOxoaMMOCTb B NOCTOAHHONW rapaHTumn

OpraHusauun, CMUB n ISMF B pamkax CMUB TpebyioT rapaHtum ero a¢hchekTMBHOCTU Npu noaaepa-
HUW HbIHELLHETO YPOBHSA 3aLLUUThl U NPU €€ NOCTOAHHOM YNy4LLeHUn B COOTBETCTBUM CO CTpaTeruen obecnede-
HUSI 3aLUTbl MHpOPMALIMKM B COOTBETCTBUM C LENAMU OpraHu3auuu.

[Onsa obecneyeHns gaHHOW rapaHTUK JOCTYNEH paa BapuaHTOB. 3TW BapuaHTbl MOTyT ObiTb UCNOMNb30-
BaHbl B kKOMOWHaLun apyr ¢ Apyrom. MeHee fgoporne BO3MOXHOCTU NPEAOCTaBAAIOT COPA3MEPHO MEHBLLYIO
rapaHTuio, OTpakatoLLyto npegnaraemMble UMW OrpaHUYEHHYI0 CTPOroCTb U He3aBucuMocTb. MeauuuHckue op-
raHu3auum AOMMKHbI CO3AaBaTh NPOrpaMMbl A NPOBEPKU COOTBETCTBUA, KOTOPLIE UCNONb3YIOT KOMOUHALMIO
TEXHOMOMMU 1 NOAXOAbI.

6.6.2 OueHKka COOTBEeTCTBUA

6.6.2.1 CamocroaTernbHas oueHka

Ha 6a3zoBoM ypoBHe, 0cOBEHHO TaM, rae BHegpeHue MCO/MIK 27001 npoBOAMTCS UCKIIOYUTENBLHO ANA
BHYTPEHHUX LIENeN, OLeHKa, BbINMONHEHHAs HeGOoMbLUON rpynnoi U3 Apyrux noapasfeneHuin opraHusauuu,

16



FOCT P UCO 27799—2015

Aacr HekoTopoe npeactaeneHune o6 acpdpektusHocTn CMUB. Tem He MeHee Takoi NoAX0A YacTo MOXET ObITb
CKOMMPOMETUPOBAH MOSINbHOCTBIO U NMUYHLIMU U OPraHW3aLMOHHLIMKU 06A3aTeNnbCTBaMM KOSJIEr.

6.6.2.2 PeueHanpoBaHue

OuyeHb NOXOXMM, HO anbTePHATUBHLIM BapUAHTOM ABMAETCS NPOBEAEHUE PELEH3UPOBaHUSA, NpU KO-
TOPOM Pa3nNUuHble OpPraHM3aLUUOHHbIE CBA3U PELIEH3EHTOB CNOCOGHbLI NPUBECTU K POCTY OOBLEKTUBHOCTYU WU,
cneaoBartenbHO, 06eCneYeHuIo rapaHTuun.

OTOT BapuaHT TaKke MOXET ObiTb OCywecTBneH 6ecnnaTHo, eCnu OH OPraHn3oBaH Ha B3aWMHOW OC-
HOBE, HanpuMep, Mexay nMuamu, OTBETCTBEHHbIMM 3a 3awmTy UHdopMauun. Tem He MeHee, 3TO, KOHEYHO,
MOXET 03Ha4aTb, YTO NPUCYTCTBYET BO3MOXHOCTb AOFOBOPEHHOCTH O B3aUMHO NOMOXUTESbHbIX OTYETaX.

6.6.2.3 HesaBucumbin ayant

HesaBucumMble ayauTbl MOTYT ObITb MO ONpeAeneHHON CTOMMOCTU NPOBEAEHbI Pa3fIMYHbLIMU OpraHU3aLy-
AMM, TAKMMU KaK ayaUTOPCKME M KOHCANTUHIOBbLIE KOMNAHWUKU UM COOCTBEHHbIE BHYTPEHHWE ayauTOpbl opra-
Hu3auuu. BeposiTHO, UTOrOBbIN OTYET ByaeT HageXHbIM U Bonee BbICOKOrO Ka4ecTBa, OTpaXas, Kak npaBuno,
fonee BbICOKUIA YPOBEHb KOMNETEHTHOCTU. TakMe NPOBEPKU AAIOT «CPABHUTENbBHYIO OLIEHKY», MOCKOSIbKY BO-
BIIEYEHHbI NEPCOHar, CKopee BCETO, yxe NpoBoAuN Apyrue noaobHble HE3aBUCUMbIE ayauTbl, HA OCHOBE
KOTOPbIX OHWU MOTYT MPOBOANTL CPABHEHUS.

6.6.2.4 CeprudukaumMoHHbIn ayaut Ha cooTeeTcTene NCO/M3K 27001

CepTudmkaumoHHble ayauTbl 00bIYHO BKAOYAIOT B ce65 coBeLuaHue no onpeaenexHnio o6bemos pabor,
0630p AOKYMEHTA, a 3aTeM camy NpoBepPKy COOTBETCTBUS.

OCHOBbLIBAsACb Ha OMbITE, HAKONIEHHOM APYTMMU CepTUCOMLMPOBAHHLIMU OPraHU3auuaMn, MeaULMH-
CKMe OpraHusauuy AOSKHbI NPUBMEKaTb ayAUTOPOB STUX OpPraHW3auui, cpasy nocne NPUHATUA pelueHus o
nposegeHun ceptudpukauum. 3atem ayautop CTaHOBUTCA CKOpee nNapTHEPOM MO NPOBeAEHMIo ayauTa, a co-
OTBETCTBME MOXET ObITh AOCTUTHYTO NOCTENEHHO, HanpuMep, NO NpeaBapUTENbHON AOTOBOPEHHOCTU O TOM,
YTO onucaHue obnactu NPUMEHEHUN, OroBOpeHHoe B 6.4.1, npaBUsbHO CAHOPMYNMPOBAHO U MOXET ObiTb
npesocTasnieHo. Tem He MeHee, Takke CTOUT PacCMOTPETb BO3MOXHOCTb NPOBEAEHUSA PELIEH3UPOBaHUS UIK
He3aBUCMMOTO ayaMTa Ha NPOMEXYTOYHOM dTane Ans AanbHenwero npeaoTepaLleHus nodol BO3MOXHOCTH
BO3HUKHOBEHUS COOS.

PacnpocTpaHeHHbIM 3a0nyxaeHueM ABNAETCS TO, YTO cepTUdUKaLUS OCYLLECTBRSIETCA, TONbKO €Cu
Habnogaemas 3alumta nHpopmaumm, Tak Unu nHade, ABNAETCa «uaeansHoiy. TpeboBaHueM ABNAeTCs Nuwb
Hanuyue yxe dyHKkunoHupyowein CMUB, yeTkoe NOHUMaHWe PUCKOB M BO3AENCTBUIA, U NNaH ynpaBneHus
ANA CHUXEHUA TUX BO3AEHCTBUI A0 NpMEMNEMOro ypoBHs. Ha camom aene, B npouecce ayaura MOXeT ObiTb
BbISIBNEHO OrPaHW4YEHHOE YUCINO HEUCTIPABHOCTEN, KOTOPbIE, B 3aBUCMMOCTU OT UX 3HAYUMOCTU, HE NMOMELLA-
10T YCNELHOMY NPOBEAEHUIO CepTUdMKaLIUMK.

CyLLecTBYeT Takke OLWMOOYHOE MHEHUE, YTO cepTuduKkaunsa Tpebyer MHOrO BpemMeHu. TeM He MeHee,
OMbIT NOKA3bIBAET, YTO CEPTUPUKALMUOHHBbIE ayAUTbLI MEANLIMHCKMX OpPraHn3auuin He 3aHMMaloT y ayautopa no
ceptudmkaumu 6onee 5—6 pabounx AHe.

OKOHYaTenbHLIM HE3aBUCUMbIM ayAUTOM SIBMNSETCA ayauT, NPOBEAEHHbIN KOMNETEHTHLIM, HE3aBUCK-
MbIM ayAUTOPCKMM OpraHoM B COOTBETCTBMM C pykoBoacTBamu MCO 27001, kak 3TO yCTAHOBNEHO BO MHOTUX
cTpaHax. [JaHHblll BUA ayauta sBMSETCA HAUNMyYLLMM U3 NEPEYNCIEHHBIX 30€Cb BaPUAHTOB, TaK Kak OH OCy-
LLECTBNAETCA NPOGECCUOHANbHBIM ayauTOpoM. Takoi ayauTop AOMKeH Takxke ObiTb KOMNETEHTEH B obnactu
IT u 3awmTLl UHGOPMaLun. CnenoBaTenbLHO, YPOBEHb TLLATENLHOCTU NPOBEAEHHOrO ayAnTa U CPaBHUTENb-
HOW OLIEHKM METOAMK, KOTOPbIE MOXHO OXXMAATbL OT TAKOrO ayaAWTa, BbICOK. TeM He MeHee, OMbIT NOKA3bIBAET,
YTO CTOMMOCTb TAKOro ayauTa BCE paBHO SABMSAETCA NPUEMNEMON.

Monb3oBaTensam HaCTOALLETO MEXAYHAPOAHOrO CTaHAAPTA, KOTOPLIE PELUNAN CNONL3OBATL 3TOT Bapu-
aHT, HaCTOATENbLHO PEKOMEHYETCA NPUBIEKATL TAKUX ayAUTOPOB NPKU 3anyCcke CBOEN NPOrpammbl Tak, UTOObI
UX Noafepka U y4actue NpOsBASNUCL MOCTENEHHO M TakK, YTOOblI UX OKOHYATENbHOE YyTBEpXAeHue Obino
Gonee BEPOATHbIM, YUUTbIBAs, YTO HE BO3ZHUKHET HUKAKUX «HEOXMAAHHOCTElHy HA 3aKNoYUTENbLHOM 3Tane
aygura.

6.7 Ynydvwenue. OGcnyxuBanue u ynyymweHne CMUB

Pesynbratbl MOHUTOPUHIA, ONUCaHHOIO B 6.6, 40omKHbI ObITb Nepeaanbl ISMF ana aanbHenwero pac-
CMOTPEHUs, Tak kak umeHHo ISMF oTBeuaet 3a obecneveHne ncnpasneHua HeaoCcTaTkos, U 3a 1o, uto CMUB
OCTaeTcs aKCnnyaTaunoHHO-aWPEKTUBHBLIM.

SOA, onucaHHoe B 6.4.7, MOXeT ObiTb 3PPEKTUBHLIM UHCTPYMEHTOM ANA UHPOPMUPOBAHUSA NULL, OT-
BETCTBEHHbIX 3@ yNpaBfieHne KITMHUYECKOW NPaKTUKOW U KOMNaHWen, o Tekywem coctosHun CMUB. dopmar,
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ucnonbayemblii Ansa SOA, Takoke 00bIYHO NOAXOAUT AN UCMNONb30BAHWA B KAYECTBE UHCTPYMEHTA OLIEHKM UK
NOATBEPXKAEHUA B NOAAEPKKY BHELLUHEro ayamnTa, KNMHUYECKOro 06ecne4eHuns u apyrux Haa3opHbIX MPOBEPOK.

[naH no yny4ylweHuio 3aLumThbl, ONUCaHHbIN B 6.4.6, Takxe ABMAETCA BaXKHbIM UHCTPYMEHTOM B AEMOH-
cTpauuu Nporpecca u yCcoBepLUEeHCTBOBAHMS NPOLIECCOB.

7 Ucnonb3oraHne UCO/M3K 27002 B 3apaBOOXpaHEeHUN

7.1 O6wume nonoxeHusi

[aHHbI pazaen coaepimT KOHKPETHbIE peKOMEeHAAUMM NO OAMHHAALIATU NYHKTaAM YNPaBneHUs 3aluu-
TON U 39 OCHOBHbIM KaTeropusiM ynpasfeHus 3awmTtoin, onucaHibim B UCO/MOK 27002.

OCHOBHbIM NPUHLUMMOM, Yka3aHHbIM B ICO/M3K 27002, aBnseTca To, UTO KaXzaas opraHusauus MOXeT
paccMaTpuBaTh U TPAKTOBATh AaHHbIN JOKYMEHT B CBOEM COOCTBEHHOM KOHTEKCTE U C YYETOM HOPMaTUBHbBIX
n 6usHec-tpeboBaHuii. TeM HEe MeHee, OnMbIT, HAKONNEHHbLIN B pAAe CTpaH, Bknioyasa ABcTpanuio, Kanaay,
®paHumio, Hugepnanasl, Hosyto 3enanauio, KOxnyio Acdpuky n Benukobputanmio, nokasan Heo6xoaumMocTb
BKIIOYEHUSA ONpeAeneHHbIX Pa3aenoB U Kateropuin ynpasneHus, ecim pedb UAET O 3alure nepcoHanbHOW
MeauuMHCKONW nHdopmauumn. OCHOBLIBAsACH HA 3TOM ONbITE, B COOTBETCTBYIOLUMX Cry4asx ykasaHbl MWUHU-
ManbHble TPeGOBaHUSA, @ B HEKOTOPbIX CNyYasixX U3NOXEeHbl HOPMATUBHbIE PYKOBOACTBA, ONUCHIBAIOLLME HAA-
nexawee NPUMEHeEHUe onpeaerneHHbIX ANEMEHTOB KOHTPONA 3awuTbl, onucaHHbix B MCO/MO3K 27002, ansa
3aLWWUTBI MEAULIMHCKO MHpOpMaLMKn. STU MUHUMAasbHBIE TPe6OoBaHNA MMEIOT HAacTOMbKO B60NbLIOE 3HAaYeHne
ans obecneveHuns 3aluMTbl NEPCOHANbHON MEAULIMHCKOW MH(OPMALMK, YTO NMobble MEANLIMHCKME OpraHu3a-
UuK, KOTOPblE HE COOTBETCTBYIOT UM, HE MOTYT CUMTATLCA COOTBETCTBYIOLUMMM STOMY CTaHAAPTY.

B Kaxxaom nocneayrowem nogpasaene AaHbl pykosoacrea B 40NONIHEHUE K pyKOoBoACTBaAM, UMEIKOLLIMMCA
B UICO/M3K 27002, HO He B Ka4eCTBe 3aMEHbI A1 HUX.

7.2 Nonutuka 3awmTbLI MHOpPMaLUn

7.2.1 N OKyMeHTbI N0 NONUTUKE 3aWmnTbl MHPOpMaLMK

KoHTpornb

OpraHusauum, saHumaromecs o6paboTKon MeaAULMHCKON WHOPMAaUUK, B TOM YUCNE NUYHON mMeau-
LIMHCKON MHpOpMaLMK, OOMKHBLI UMETb MOAMTUKY NO 3awmTe MHdopMauun B MMCbMEHHOM Buae, 0ao6peH-
HYIO PYKOBOZCTBOM, ONyBnMKOBaHHY!O, a 3aTEM AOBEAEHHYIO 40 BCEX COTPYAHUKOB M COOTBETCTBYIOLLUMX CTO-
POHHUX OpraHu3auuii.

PykoBOACTBO N0 BHEAPEHUIO

Momumo cobntogeHns HCTPYKUMIA, ykasaHHbix B MCO/MOK 27002, kacarenbHO TOro, YTo AOIMKEH CO-
AepaTb OKYMEHT O MonuTuKe no 3awuTe MHOpMaLumn, 3TOT AOKYMEHT [OFKEH COAEPXaTb 3asBNEHUS:

a) 0 Heo6X0AMMOCTH 3aLUUTbl MEANLMHCKON MHbopMmaLuu;

b) uensax sawmTel MHpOpMaLUmu;

¢) 06nacTn NpuMeHeHUs1 COOTBETCTBUSA, Kak onnucaHo B 6.4.1.6;

d) 3akoHoZaTenbHbIX, HOPMATUBHLIX W KOHTPAKTHBIX TPEBOBaHMSAX, BKMOYAA T€, KOTOPbIE KacaloTcs 3a-
LUMTbI NEPCOHANbLHON MEAULMHCKON MHpOPMALIMK, A TAKKE IOPUANYECKUX U 3TUYECKUX 0BA3aHHOCTEl paboT-
HWKOB 31 paBOOXPaHEHNUS ANS 3aLLUTLI 9TON MHPOPMaLUK;

€) cpeacTBax Ans onoBeLleHns 06 MHUMAEHTaxX B CUCTEME 3aLuThl MHOPMALMKU, B TOM YMCne KaHan
CBSA3U ANt NOAHATMSI BONPOCA 0 KOHPUAEHUMATBHOCTH, HE OnacasCb 0OBMHEHUI UK B3AUMHBIX YNPEKOB.

TeopeTn4eckn nepecmMoTp CoAEPKaHUA 3TON NONUTUKKU ByaeT 3aBUCETb OT Pe3ynbraToB OLEHKN PUCKOB
opraHusauumm, XoTsi cama nonuTuka AOoMmKHa TONbKO 3a4aBaTh HaNpaBneHne, yCTaHaBMMBaTh NPUHLIMMLI U yKa-
3bIBaTb Ha ApyrMe AOKYMEHTSI, [€ CrneayeT HaWTu (4aLle MeHsiIoLmecs) 0CO6EHHOCTH.

Mpu cospaHum cBOEro AOKYMeHTa O MOMWTUKE MO 3almTe MHdopMauum, MEAULIMHCKUE opraHusauun
JOMmKHbI ByayT cneuuanbHO yYnMTbiBaTh cnegyowme hakTopbl, KOTOpbIE SABMAIOTCA CneuudUdHBIMU ANA CeK-
TOpa 34paBOOXPaHEHUsN:

f) 0Obem MeanLMHCKON MHOpMaLUK;

g) NpaBa u 3Tuyeckme 0653aHHOCTU NepcoHana, kak OroBOPEeHO B 3aKOHE U NMPUHATO YneHamu npodpec-
CUOHanbHbIX OpraHn3auuii;

h) rae BO3MOXHO, npaBa 0O6bEKTOB OKA3aHMA MEAULMHCKON MOMOLLUM HA HEMPUKOCHOBEHHOCTb YaCTHON
JKU3HW U Ha JOCTYN K 3arMUCAM O HENR;

i) 06A3aHHOCTU NPaKTUKYIOLLMX BpaYen KacaTteslbHO NonyYeHus cornacusi Ha rnosydvexdune uHgpopmauum
0T 06BLEKTOB OKasaHMsi MEAULMHCKOR NOMOLLM U COXPaHEHUSA KOH(MAEHUMANBHOCTU NEePCOHanbLHON Meau-
LMHCKOW MHpopmMaLmu;
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j) 3aKOHHbIE OCHOBAHUSA MPAKTUKYIOLMX BpaYeENn U MEANLMHCKMX OpraHm3auuii npu HeobxoauMOCTH He
crnefoBartb NPOTOKONaM CucTeMbl 6€30MacHOCTH, ECMU NPUOPUTETLI 34PABOOXPAHEHUS, YACTO CBA3AHHbIE C
HECNOCOOHOCTbIO OTAENBHLIX 0OBEKTOB OKa3aHWA MEAULIMHCKOV MOMOLLM BbIPA3UTh CBOU NPEANOYTEHUS, Tpe-
OytoT noagobHoe HecobnioaeHue NPOTOKONa; Takke Mpoueaypbl, KOTOpble HEOOXOAUMO OCYLLECTBMATb ANS
OOCTWXEHUA STOW Lenu;

k) 06513aHHOCTM COOTBETCTBYIOLLUX MEAULIMHCKMX OPraHM3aumi 1 06BbEKTOB OKa3aHUs MEQULIMHCKON MO-
MOLLM B criyvae, Korga okasaHue MeAMLMHCKNUX YCIyT NpOUCX04UT Ha OCHOBE «COBMECTHOTO yX04a» Ui «CTa-
LMOHAPHOI NOMOLM C peabunutaymneny;

[) npoToKkonbl M Npoueaypbl, KOTOPbIE AOMKHbLI MPUMEHATLCS NPpU 0OMEHe MHopMaumen ¢ LEenbo npo-
BEAEHWA UCCNEeAoBaHUA U KITMHUYECKUX UCTbITaHWI;

m) CpeLCTBa U Npeaernbl MONHOMOYNIA ANSt BpEMEHHbIX PabOTHUKOB, TAKUX KaK BPEMEHHLIE 3aMeCcTUTe-
1M Bpayeii, CTyAeHTbl M NepcoHan, ABNAIWMIACA Ha paboTy «No BbI3OBY»;

n) cpeacTsa U YCTAHOBIIEHHbLIE OrPaHUYEHNA Ha AOCTYN K NEPCOHANbLHOW MEeAULIMHCKOW MHpopMaLmm
AN BOJIOHTEPOB WM BCMNOMOraTenbHOro nepcoHana, Takoro Kak CBALEHHWKM M nepcoHan, paboTalowmin Ha
6naroTBOpPUTESIbHON OCHOBE.

MHorue opraHusaumm 3apaBoOXpaHEeHNs NOCYUTaNK NOME3HbIM caenarb AOKYMEHT O NOMUTUKE AOCTYM-
HbIM A8 COTPYAHWKOB B SNEKTPOHHOM BMAE NOCPELCTBOM UCMONb30BaHMS 00nacTy 3awmTbl MHPOPMaLnUmn BO
BHYTPEHHEN CETU OpraHu3auuu 34paBoOXpaHeHus.

Ecnu MeauumHckas opraHusauus nonyyaer noaaepky OT CTOPOHHUX OpraHu3auuin unu coTpyaHu4aeT
C TPETbUMU CTOPOHAMM, B YACTHOCTU B Cry4asix, KOrga oHa nofy4aeT yernyru ot Apyrux OpUCanNKLUIA, CTPYKTY-
pa NONUTUKW AOMKHA BKMOYaTh B cebsA 3a40KyMEHTUPOBAHHYIO NMOSIMTUKY, CPEACTBA KOHTPONA U NPOLIEAYPbI,
KOTOpble OXBaTbIBAIOT 9TW B3aUMOAENCTBUSA M yKasbiBaloT 06A3aHHOCTM BCEX CTOPOH. B cnyvasx, korga nnd-
Hble JaHHble NepeaaloTCA 3a Npeaenbl CTpaHbl, AOMKHBI MPUMEHATLCA nonoxeHua NCO 22857.

7.2.2 MpoBepkKa AOKYMEHTa O NOMUTUKE 3awWwuTbl MHhopMauumn

KoHTporb

MonuTuka 3awmTbl MHGOPMAaLMW MEAULIMHCKON OpraH3aLum OOKHA NoANnexaTb NOCTOSHHOW noatan-
HOW NpoBepkKe, Tak UT0Obl BCA COBOKYMHOCTb MOJIUTUKK MOAMEXarna eXerogHoMy pacCMOTPEeHUI0. JTy NONUTKU-
Ky crieqyeT nNepecMOTPETb NOCNe BO3HUKHOBEHUS CEPbE3HOTO MHUMAEHTA B cucreme 6e30nacHoCcTu.

PykoBOACTBO MO BHEAPEHWUIO

MoMuMMO coGnaeHNA MHCTPYKUMIA, YkadaHHbiXx B UICO/MO3K 27002, Takaa nposepka AOMKHA 0XBaTbl-
BaTb:

a) M3MEHYMBBIN xapakTep paboTbl MEAVLMHCKUX OPraHM3auui U COnyTCTBYIOLLME USMEHEHUA, BHOCK-
Mble B NPOHUIN PUCKOB U YNpaBIiEHNE PUCKAMU;

b) nameHeHus, BHOCUMbIE B | T-MH(PpaCTPYKTYpYy OpraHu3aumm, u CONyTCTBYIOLLUME U3MEHEHUA B NPOdu-
ne pucKOB opraHusauuu;

C) N3MeHeHus, oOOHapY>XeHHbIE BO BHELUHEN cpeae, KOTOpble CXOXMM 00pa3om BAMAIOT Ha npodunb
PUCKOB OpraHu3aLum;

d) HoBelMLLME cpeacTBa KOHTPONS, TPeBOBaHMSA NO COOTBETCTBMIO M 00ECNEYEHNIO COOTBETCTBUSA, a Tak-
)Xe CpeACTBa, YCTAHOBMEHHbIE OpraHamy 34paBOOXPaHEHUS IOPUCANKLMKM UMM HOBbIMW 3aKOHOAATENbHbLIMU
aKkTamu Unu NOCTaHOBMNEHUAMMW B KA4YECTBE 00s3aTeNbHbIX;

€) HOBENLLUME PYKOBOACTBA W PEKOMEHAALMMN B OTHOLUEHWUM NEPCOHaNbHON MEANLIMHCKON MHMOPMaLmn
OT npodheccroHanbHbIX accouuanuin 34paBoOXPaHEHNS U OT KOMUCCUIA MO KOHUAEHUNANBLHOCTU HAOPMa-
Lun;

f) pesynesratbl cyaeGHbIX A€, NPOBEPEHHbLIE B CyAax, KOTOPbIE YCTAHOBUIIU UMM ONPOBEPrnu nNpeueaeH-
Thbl UNK OOLLENPUHATBIE MPAKTUKK;

g) 3ajauyu M BOMPOCHlI KacaTenbHO MOSIMTMKM, NOCTABNEHHbIE Nepes opraHu3auuen ee nepcoHanom,
06beKTamn oKasaHus MeaULMHCKOW NOMOLLM, a TaKkxe UX napTHepamu u MmeapaboTHUKaMu, uccneposarens-
MU U OpraHamu rocyaapCTBEHHOrO ynpaBneHus (Hanpumep, NPeAcTaBUTENsIMU KOMUCCUIN NO oBecneveHunto
KOH(UZEeHUNanbHOCTH).

7.3 OpraHusaums 3awuThbl UHOpPMaLUU

7.3.1 O6wue ceBeaeHus
PykoBOACTBO MEAULMHCKON OpPraHn3aLuy HECET OTBETCTBEHHOCTb 3a 3aLLUTY NepPCOHaNbLHON MEAULIUH-
CKOW MHCpOpMaLMK U APYrMX 3aLUMLLEHHbIX AAHHBIX O 370poBbe, obpabarbiBaembix opraHusaumen. Ha ato
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0COBEHHO CTOMT 00PaTUTL BHUMAHKUE OPraHM3aumMsam, KOTOPbIE NONAralTCa Ha YCNYry BHELLHErO YNpaBneHus,
npegocraBnsgemMble TPETbUMU CTOPOHAMU. DPAEKTUBHOE B3aUMOAENCTBUE TAKKE SIBNSIETCA BaXHbIM 3ne-
MEHTOM B NOAAEMKAHUM 3aLMThl MHOpMaumu. U 1o, u apyroe TpebyioT ABHOM M YETKOW MHPACTPYKTYPSI
MEHEeKMEHTa MHPOPMALIMOHHON 6e30MacHOCTH.

7.3.2 BHyTpeHHAA opraHusauus

7.3.2.1 HanpaBneHHOCTb PYKOBOACTBA Ha 3aLmTy uHpopmMaLmmn, cornacoBaHue sawuTbl MHpopmMaymm
N pacnpejgerneHne oTBETCTBEHHOCTEN 3a 3alUMTy MHdopmayum

KoHTponb

OpraHusauumm, 3aHumatomecs o6paboTkoi NepCoHanbHOW MEAULIMHCKOW HGOPMAaLUK, AOMKHbI:

a) YeTKo onpeaensaTb U pacnpeaensiTe OTBETCTBEHHOCTb 3a 3aluTy MHdopMauuu;

b) umeTb ISMF ana yBepeHHOCTU B TOM, UTO CYLLECTBYET YETKOE YNPaBEHUE U OLLYTMMas NoAAEpKKa
PYKOBOACTBA B MEPOMNPUATUAX N0 00ECNeYeHNtO 3aLLmThl, 3aTparmBamoLLmMX 3aWmuTy MeauLmMHCKon nicgopma-
LMK, KaK ykasaHo B 6.4.3.

MuHUMYM OAQWH YenoBeK AOSKeH HECTWM OTBETCTBEHHOCTb 3a 3alumTy MeauumHckon uHdopmauum B
opraHusaumu.

dopyM MO 3aLUMTE MEAMUMHCKOW MHAOPMaLMK AOSIKEH NPOBOAUTL COOPaHUA MUHUMYM pa3 B Mecsl,.
(Kak npaBuno, Haubonee athhekTUBHO cOBUPATLCA B MPOMEXYTKE MeXAy CoOOpaHUsIMU PYKOBOASILLETO opra-
Ha, BO Bpems KOTOporo ®opym npeaoCTaBnsieT OT4YETbl. OTO NO3BOMSET OOCYAUTL HEOTNOXHbBIE BOMPOCHI HA
cobpaHuu 3a HeOOoMbLUOE BpeMs.)

[omkHo ObiTb COCTaBNEHO OPULIManbLHOE OnNMcaHne 00NacTu NPUMEHEHUS, KOTOpOe onpeaensieT rpa-
HULBI MEPONPUATUIA MO 0BECNEeYEeHNI0 COOTBETCTBMA B OTHOLLUEHUW FMIOAEW, NPOLEeCcCoB, MecT, nnardopMm u
NPUITOXEHWNA.

PyKOBOACTBO MO BHEAPEHUIO

MomumMo cobniogeHnst MHCTPYKUMIA, ykasaHHbix B MICO/MOK 27002, BaHO OTMETUTbL CYLLECTBEHHBLIN
XapakTtep OTBETCTBEHHOCTU PYKOBOACTBA B OpraHn3auusX, KOTopble SIBAIOTCA XPaHUTENSAMU NEPCOHANbHOW
MEAULMHCKOWH MHGOPMAaLMK, KaK ONMMCaHO B 6.2. MOoAOTYETHOCTbL M COrNMacoBaHMe MOXHO 06eCneunTb TONbKO
B [ONTOCPOYHON NEPCNEKTUBE, €CNKU OPraHn3aLus UMEET SIBHYIO MHAPACTPYKTYPY MEHeMKMeEHTa nHdopma-
LIMOHHOI 6e30NacHOCTH.

HesaBucnmo oT yTBEpPXKAEHHOW OPraHU3aLMoOHHON CTPYKTYPbI, O4EHb BAXXHO, YTOObLI OHA Obina cnpoek-
TUpOBaHa W CTPYKTypuMpoBaHa Takum o6pa3oM, utobbl 06ner4ntb A0CTYNn 0ObEKTOB OKa3aHWUs MeQULIMHCKOW
nomoLuy (HanpumMep, 4ToBbl CAenarb 3anpocbl HA NOMyYEHWe NEePCOHaNbLHON MEAULIMHCKOW MHOopMaLuum),
4YTOObI 06NErYMTL OTYETHOCTL B PaMKaxX OPraHM3aLMoOHHON CTPYKTYpPbl M obecneunTb CBOEBPEMEHHOE Npeao-
CTaBfneHue nHgopmMaLmu.

Kak otMeuanoch B 6.4.3, OTBETCTBEHHbIN 3a 3aLMTy UHpOPMaLKn opraHu3auum (BUPTyanbHbIl UIu pe-
anbHblif) JOYKEeH, KPOME BCETO NPOYEro, Aenatb Aoknaabl Ha hopyme U NpeaoCTaBnsATb YCNyrM cekpeTaps.
OH pgomkeH ObITb OTBETCTBEHHbIM 3a NPOBEPKY, NyOnukauumio 1 KOMMEHTMPOBaAHUE COOOLLEHMI, NonyYaeMbIxX
yyactHukamu ¢popyma.

MeauumHckue opraHusaumm AOyDKHbI 06HApoAOBaTL onucaHwe obnacru NnpuMeHeHus B npeaenax op-
raHusauum, 3aTemM nNepecMoTpPeTb ero U yoeauTbCsi, YTO OHO NPUHATO UHOPMaLMeEl opraHusaumu, rpynnamm
ynpasneHus KIMHUYECKOW NPaKTUKOW U OpraHn3aumen.

7.3.2.2 lMpouecc aBTopu3auumn cpeacrts 06paboTku nHdopmauum

HeT AONONHUTENBLHBLIX PYKOBOACTB N0 MEHEIDKMEHTY 3aLuThl MHOPMAaLUM B 34PAaBOOXPAHEHUN.

7.3.2.3 CornaweHus 0 KOH(PMAEHLMANLHOCTH

KoHTponb

Momumo cobnioaeHus MHCTPYKLUMIA, ykasaHHbix B UCO/M3K 27002, opraHu3auuu, 3aHumatoLmuecs o06-
paboTKOI NepCOHanNbLHON MEANLIMHCKON MH(pOPMALIMK, AOSHKHBI UMETL COrnaLueHue 0 KOHPUASHLUMANBLHOCTH,
onpeaensioLiee KOHUAEHUMArbHLIA XapakTep 3Toi uHdopmauun. CornalueHue AoMKHO GbITb NPUMEHUMO
K nepcoHany, UMetoLemy AoCTyn K MeauLMHCKOW uHdopmManuu.

PyKOBOACTBO NO BHEAPEHUIO

BblLeykasaHHOE cornalleHne AOSNKHO BKIoYaTh B €05 CCbINKW Ha B3bICKaHUS, BO3MOXHbIE NpW 06Ha-
PY>XEHUM HAPYLLEHWA NOANTUKN 3aLUWUTBLI MHpOpMaLMK.

7.3.2.4 CBAa3b C BNacTAMM, CBA3b CO creuManbHbIMU FPyNnaMu No MHTEpecaM W He3aBUCUMBbIN 0630p
3awuTbl MHpopmauun

HeT AONOnHUTENbHLIX PYKOBOACTB MO MEHEIDKMEHTY 3aLLMThbl MHOPMAaLUK B 34PABOOXPAHEHUN.
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7.3.3 TpeTbM CTOPOHbDI

7.3.3.1 UaeHtudukaums puckos, CBA3aHHbIX CO CTOPOHHUMMU OpraHu3auusamMm

KonTtponb

OpraHusauum, 3aHuMaromecs 06paboTkon MeauLIMHCKOW MH(OopMaLKU, AOMKHbI OLIEHUBATb PUCKK,
CBA3aHHbIE C JOCTYNOM TPETbUX CTOPOH K 3TUM CUCTEMAaM UINM COAEPXALUMMCA B HUX AAHHLIM, & 3aTE€M BHe-
APATb SNEMEHTbI KOHTPONS 3aLUTbI, NoAXoAsiLLMe A1t ONPeAeneHHOro YpOBHA PUCKa U ANSA UCNOSb30BAHHbIX
TEXHONOTUNA.

PyKOBOAICTBO MO BHEIPEHUIO

OueHka puckoB Heobxoauma ana adEKTUBHOIO ynpasrneHus AOCTYNOM TPETbUX CTOPOH K CUCTEMAaM,
coaepXaLmmM MeAULIMHCKYI0 MHGOPMAaLUMIO, 8 B OCOGEHHOCTU NEePCOHANbHYI0O MEAULMHCKYIO MHGOPMAaLUIO.
LomkHbl 3aWMLLAaTLCA NpaBa CyObekTOB OKa3aHus MeAULIMHCKOW NMOMOLLM, AAXEe KOrAa CTOPOHHAS opraHusa-
uus, UMetoLas BO3MOXKHOCTb AOCTYNA K NEPCOHANbLHOW MeAULIMHCKOM UHAOpMaLMK, pacnonaraeTcs B IOpUc-
AVKUMK, OTIIMYHOW OT TOM, KOTOPAs PYKOBOAUT CyOBLEKTOM OKa3aHus MeAULIMHCKON NOMOLUW UNU MeAWULIUH-
CKOW opraHn3aumen.

7.3.3.2 Pewienune Bonpocos 6e3o0nacHOCTM npu pabore ¢ knmeHTamm

HeTt AONONHMTENBHBIX PYKOBOACTB MO MEHEXKMEHTY 3aLUMThl MHOpMaLK B chepe 34paBOOXPaHEHHS.

7.3.3.3 PelueHune BonpocoB 6€30nacHOCTM Npu COrnaLleHusIX C TPETbMMU CTOPOHAMU

KoHTponb

MeauuuHckme opraHu3saumm, NONb3YIOLLMECS YCRyraMu TPETbUX CTOPOH, NMPU KOTOPbIX CEPBUCHI TPETbUX
CTOpPOH 06pabarTbiBalOT NEPCOHANBHYI0 MEAULIMHCKYIO MH(OPMAaLMIO, AOMKHbI UCNOMbL30BaTb OPULManbHbLIE
KOHTPAaKTbl, B KOTOPbIX OFTOBApUBAETCA:

a) KoHuAEHUManbHbIN XapakTep U LUEHHOCTb NePCOHaNbHOW MEeAULIMHCKOW UHAOPMALUK;

b) Mepbl NO 3aLMTE, KOTOPbIE AOMKHbI ObiTb NMPUMEHEHBI M/MNKU TPEOOBAHUS KOTOPbIX AOSDKHbI ObiTh
cobnioaeHxsl;

C) OrpaHUYeHns 4OCTYNa TPETbUX CTOPOH K 3TUM CepBUcaM;

d) Ka4ecTBO NPEAOCTaBNAEMbIX YCAYT, KOTOPOro HYXXHO AOCTUrHYTb B Crlyyae NpeaocTaBneHus aTux ycnyr,

e) chopmat u YyacToTa npegocrasneHus oryetos B ISMF MeauUmMHCKON opraHusauuu;

f) opraHusaums y4actua TpeTbeil CTOPOHbI HA COOTBETCTBYIOLLMX CODpaHUAX MEAULMHCKOW opraHusa-
uuun, a Takke B pabouunx rpynnax;

g) cpeacTea Ans OCYLUECTBNEHUS HAA30PHOTO ayanuTa TPETbUX CTOPOH;

h) B3blCcKaHus, Npou3BoAMMbIE B Crly4ae HecobnogeHus noboro n3 BbilLeyKasaHHbIX YCNOBUA.

PyKkOBOACTBO N0 BHEAPEHUIO

Momumo cobrnitoaeHmMst MHCTPYKLUMIA, yKa3aHHbIx B ICO/MOBK 27002, BbilueykasaHHble TpeboBaHus A0mK-
Hbl FapaHTUPOBATL TO, YTO KOrAa MEAULIMHCKAs OpraHusauus nepectaer HanpsMmylo KOHTPONMUPOBATL MOTOK
nHMOpMauun, KOHPUAEHUNANbHOCTb, LLeNOCTHOCTb U AOCTYMHOCTb NEPCOHaNbHON MEAULMHCKON MHdOopMa-
uum 6yayT coxpaHeHbl. Ans uHopmaumm, nepecekaroLLen rpaHnLbl OPUCAUKLMIA, CYLLECTBYIOT UHCTPYKLIMM,
yKasaHHble B ICO 22857.

B cnyuasix, korga TpeTbsl CTOPOHa He 3aHumaeTcst 06paboTkoin nepcoHanbHON MeguUUHCKOW Hdopma-
LMK, BCe PaBHO MOXET ObITb yMECTHa COOTBETCTBYIOLLAA NOATPYNMa Bbilleyka3aHHbIX SNIEMEHTOB KOHTPAaKTa.
Bo BCex cnyyasx npegocTaBneHus ycryr TpeTbel CTOPOHOI JOSMKHO ObiTh BHEAPEHO COrnalleHme, oropapu-
BaKOLLEE MUHUMATNbHbI HABOp SNEMEHTOB YNpPaBNEHUs 3aLLUMTON, KOTOPbIN AOIMKEH ObITb NPUMEHEH.

7.4 YnpaBneHue akTusammu

7.4.1 OTBETCTBEHHOCTb 3a aKTUBblI MEAULIMHCKON MHOpMaLIMK

KoHTponb

MomuMo cobntoaeHns MHCTPYKUMIA, ykasaHHbix B MICO/M3K 27002, opraHu3saumu, 3aHumaowmecs 0o-
paboTKOI NepcoHanbHON MEeANLUMHCKOW MHOPMAaLIMK, OOSNXKHbI;

a) oTBeYaTb 3a aKTUBbI MEAMLMHCKOW MHdOopMauum (T.€., NOAAEPKMBaTb YPOBEHb TAKUX aKTUBOB);

b) nMeTb Ha3HaYEHHOro XpaHUTENs STUX aKTMUBOB MEeAULIMHCKON UHAOpMaLuy;

C) UMETb MpaBua Anst HaaneXaLlero NPUMEHEHUs 3TUX akTUBOB, KOTOPbIe UAEHTUULMPOBAHLI, 38J0-
KYMEHTUPOBaHbLI U BHEAPEHDI.

PykoBOACTBO MO BHEAPEHUIO

OpraHusaumm, 3aHuMatoLmecs 0opaboTKon MegNLMHCKOW MHCpOPMAaLMK, AOMMKHbI UMETL NpaBunia Ans
noaaepXaHusa akTyanbHOCTU 3TUX aKTMBOB (HaNpumep, akTyanbHOCTL 6a3 AaHHbIX MO nekapcTeam) U LEnocT-
HOCTW 3TUX aKTUBOB (Hampumep, PYHKLMOHANbHAsA LENOCTHOCTb MEAULMHCKMX NpuBOpOB, 3anuchiBaOLLUX
Unn CooBLLAIOLLMX AaHHBIE).
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MegauuuHckue npubopbl, 3anuchbiBatoLLmne unu coobLiaoLme gaHHble, MoryT notpebosarb 0COBbIX Mep
NpeaoCTOPOXKHOCTU B CBA3U CO CPEAOI, B KOTOPON OHW (PYHKLIMOHUPYIOT, @ TaKXKe B CBA3W C NEKTPOMarHuT-
HbIM U3Ny4YeHUEM, NPOUCXOASLLMM BO BpeMs ux paboTbl. Takne npubopbl AONXKHbI ObiTb 0COOEHHbIM 06pa-
30M MAEHTUDULMPOBAHDI.

7.4.2 Knaccudukauma MmeguumHCKon uHdopmaumm

7.4.2.1 PykoBoacTBa Mo knaccugumkaymm

KoHTponb

MNomumo cobniogeHust MHCTPYKLUIA, ykazaHHbix B MICO/M3K 27002, opraHusayum, 3aHnmatomecs o6-
paboTkoin NepcoHanbHON MeAULIMHCKON MHOopMaLmMu, AOMKHbI €AMHO00pa3HO KnaccuduumpoBath Takue
JaHHbIe Kak KOH(pmaEHUManbHble.

PyKOBOACTBO 10 BHEAPEHUIO

OnpeaeneHne ypoBHEN 3alimTbl MHOPMALIMOHHLIX aKTUBOB B 34PaBOOXPAHEHUU SBMSIETCA KOMIIEKC-
HbIM, @ CpaBHEHME C Knaccudukaumen NpaBUTENbLCTBEHHOW UM BOEHHOW UHOpMaLMK MOXET BBECTU B 3a-
oGnyxaeHue. Hke ykasaHbl BaXHbIE XapakTEPUCTUKN MH(POPMALIMOHHLIX aKTUBOB B PaMKaXx 3/1paBOOXPAHEHUSI.

a) KondmaeHumanbLHOCTb NEPCOHANbHOW MEAULIMHCKON MHAOPMaUMK BCeraa ckopee CybbekTuBHa, Yem
obbekTMBHA. [ipyrumu cnoBamu, B LIENOM TOJNbKO CyOLEKT aHHbIX (T.€., 00bEeKT Oka3aHusi MeAULIMHCKOW No-
MOLLIM) MOXET HaAnexaLum obpasom onpeaenuTb OTHOCUTENbLHYIO KOH(PMAEHLUMANbHOCTL PasnuyHbIX obna-
CTeN unu rpynn AaHHbix. Hanpumep, yenoBek, n3beraowmin HaCUNbCTBEHHbIX OTHOLLEHUIA, MOXKET NOCYMTATb
CBOI HOBbIW agpec n Homep TenedoHa KoHUAEHUMANbLHOW MHOPMaUmMen, B OTNMYKUE OT KNUHUYECKUX [aH-
HbIX O COCTOSIHUM €r0 CMIOMaHHOWN PYKU;

b) KoHdumaeHumanbLHOCTb NepCOHaNbLHOW MEeAULMHCKOW MHGOopMauMu 3aBUCUT OT KOHTEKcTa. Hanpu-
Mep, uMsl M aapec obbekTa OKa3aHUs MEAULIMHCKON MOMOLUM B CNUCKE AOMYyCKa K OTAENEHUIO HEOTNOXHON
nomoLy 60nbHULILI MOXET PACLIEHUBATLCH MM Kak HE 0C000 kOH(uaeHuMansHaa uidopmMaums, a ero uMs u
agpec B CNUCKE AOMNyCKa K NEYEHUI0 UMNOTEHLIMM MOXKET PacLEHMBATLCA UM KakK B KPanHen cTeneHu KoHu-
AeHuumanbHasa uHdopmauus;

¢) KoHhmaeHumanbHOCTb NepcoHanbHON MEAULMHCKON WH(pOpMaLMK B MEAULIMHCKOW KapTe nauueHTta
MOXET CO BPEMEHEM MeHATbCA. Hanpumep, nameHeHne o0LECTBEHHbIX MHEHUI 3a nocnegHue 20 net npu-
BEIO0 K TOMY, YTO MHOTE 0OBEKTbI OKa3aHNsl MEAWULIMHCKON NOMOLLY HE CTPEMSATCSA CKPbITb CBOIO CEKCyaribHYIO
opueHTaumio. M Hao6opoT, OTHOLLEHWE K HAPKOTMHECKOW U anKkoronbHOM 3aBUCMMOCTU NPUBENO K TOMY, YTO HA
JaHHbIA MOMEHT MHOMMe OBbeKTbl OKasaHus MEAUUMHCKOW NOMOLUM PacLeHUBAalOT AaHHbIE O NPOXOXKAEHUU
KOHCYnbTaLuMmM y Bpaya no Bonpocam 3aBUCUMOCTH B O0onbLUEN CTeneHn KoHdunaeHumansHbIM1, Y4em 310 6bIno
20 net Hasag.

MockonbKy Henb3s npeackasarb YyBCTBUTEMBHOCTb AAHHOIO dfiEMEHTA NEPCOHANbHON MEAULMHCKON
MHGOPMAaLMK B OTHOLLEHUU BCEX €0 MPUMEHEHWUI U BCEX STAMOB €r0 XXU3HEHHOTO LMKNa, NepCoHanbHasa Me-
AuumnHCKan MHAOPMaLUs QOMKHA BCEraa noarnexars COOTBETCTBYIOLLEMY YPOBHIO 3awmTel. O6paTute BHU-
MaHue, 4YTO B TO BPEMS Kak BCA NEPCOHAaribHas MeauuUMHCKasa MHopMaLus AOMmKHa ObITb B PaBHOW CTENEHN
KnaccuduumpoBaHa Kak kKoHpuaeHUmansHas, u3 npakTu4ecknx coobpaxeHunini MoxeT notpeboBaTbCa NAeH-
Tudbukauus 3anucein o6 obbekTe okasaHUs MeaULMHCKOR NOMOLLU, KOTOPLIE MOABEPXKEHbLI NOBLILLEHHOMY PU-
CKy AOCTyna HeynonHOMOYEHHbIMU nuuamu. Cpean HUX paboTHUKKM CaMol opraHu3auum (0COBEHHO ecnu nx
COCTOSIHUE BreYveT 3a coboin aMOLMOHanNLHOe NOBEAEHMUE), [MaBbl NPaBUTENLCTBA, 3HAMEHUTOCTK, NONMUTUKMN,
paboTHukm CMW 1 y4aCTHMKM rpynn, NOABepralowmecs 0cobeHHO BbLICOKUM puckam (Hanpumep, moau ¢ 3a-
boneBaHusMU, NepesaroLUMUCA MOMNOBLIM MYTEM UMK Te, YbsS NEepCOoHanbHas MeauuMHCKaa uHcdopmaums
COEPXUT 3anncy O NPeapacnonoXeHHOCTM K Cepbe3HbiM 3abonesaHusamM). MoxeT notpeboBarbcs ocobasn
MapKMpOBKa 3anucei 0 Takmx MIOASAX, Tak YTOObl MOXHO BbINO YETKO KOHTpONMpoBaTk Aoctyn. OaHako, npu
NPUMEHEHUN TAKUX CXEM HY>KHO ObITb KpanHe OCTOPOXHbLIMMU, TaK Kak Takas MapKMpoBKa MOXET 060CTpUTb
npobnemy, AnA peLeHnss KOTOPON OHa CO3AaeTCs, HampuMep, OHa MOXET MPUBIEYb BHUMAaHWUE K onpeae-
NEHHbIM YacTAM UHAOPMAaLUK, KOTOPbIE NPOMApPKMPOBaHbI. TakXKe CTOUT NOAYEPKHYTb, YTO B TO BpEMS Kak
HEKOTOpbIE NMMLUA NOABEMKEHbI NOBLILLEHHLIM PUCKAM, WX NEPCOHanbHas MeauumHckas uHdopmauus usHa-
yarnbHO He siIBNAeTCA B 60nbLUel CTENEHN KOHMUAEHUMANbHOW, YeM MHopMaLMSA APYrMX 0ObEeKTOB OKa3aHUA
MEAULMHCKOM NOMOLUM. Bcs nepcoHanbHas meguuuHekasa uHdopmaumsa SenseTca KoHuaeHumansHom u ¢
Hel crneayet o6palwatbCs Haanexawmm oopaszom. Cm. Takke obcyxaeHue B 7.5.2.1.

Boisinenue u (B cnyvyae He0GX0AUMMOCTU) HAHECEHUE 3ALLMTHOW MapKUPOBKW O KOH(UAEHLMANBHOCTH
WUHOPMALMOHHBIX aKTUBOB MOXET CTaTb BaXXHbIM UHCTPYMEHTOM B NOATOTOBKE KaApOB U B COOTBETCTBUM MNO-
nutuke. 3TO NyyLue BCero paboraer, koraa knaccudukauusa AeWCTBYET B KAYECTBE MHAMKATOPA HEOOXOAUMBIX
MeToauk obpaboTku undopmauum. Knaccudumkauyusa takke MOXET ObiTb BaXKHbIM KOMMNOHEHTOM COrnalleHumn
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0 3aLUuUTe AAHHbIX MeXAy IOPUCAUKLUAMU U CO CTOPOHHUMU OPraHu3auusamm u ux cotpyaHukamu. Maentudu-
Kaumsa 1 MapkMpoBKa MHAOPMAaLMOHHBIX aKTUBOB TaKXe ABNSAETCH BaXHbIM KOoMnoHeHToM NCO/M3K 27002.

B aononHeHne K TpaaMUMOHHOW knaccudukauum AaHHbIX HA OCHOBE UX YYBCTBUTENbLHOCTU K packpbl-
TUI0, B KnaccuuKaLmum Takke HyXaaetca KPUTUYHOCTb MHAOPMALIMK, T.€. HACKOMNBbKO OO0nbLUOE 3HAYEHUE
UMEIOT HanMuue v LUenoCTHOCTb MHAOPMAaLMK AN HEMPEPLIBHOTO NPEAOCTABNEHUS MEAULMHCKON NMOMOLLM.
dakTopbl BpEMEHM, BOBMIEYEHHbIE B NPOLIECCHI KITMHUYECKON NPAaKTUKK, YaCcTO UrpatoT peLuaioLlyo posb B
onpeaeneHnn TpeboBaHuii K AOCTYNHOCTU ANs NEPCOHaNbHOW MeauUMHCKOW uHopMauun. Knaccuduka-
UUsi B OTHOLUEHWW LOCTYMHOCTM, LEMNOCTHOCTU M KPUTUHHOCTU Takke AOIDKHA MPUMEHATLCS K METOAMKaM,
IT-ycTpoiicTBam, nporpaMMHOMY 0BecrnedeHuto, pacrnonoXeHuto u nepcoHany. KputuyHocTb AoskHa 6biTb
naeHTuduumMpoBaHa ¢ NOMOLLLIO OLEHKU PUCKOB.

7.4.2.2 MapkupoBka un o6paboTka uHdopmMauum

KoHTponb

Bce nHopmMaLMOHHbIE CUCTEMbBI 34PAaBOOXPAHEHUS, 3aHUMaoLmecss 006paboTKON NepcoHanbLHOW Me-
OUUMHCKOW MHAOpMAaLIMK, AOMKHbLI MHPOPMMPOBATL NONb30BaTenen 0 KOHMPUAEHUMaNnbHOCTU NepPCcoHarnb-
HOW MEeAULUMHCKOW MHpopmauun, K KOTOPOW cuctema UMeeT AoCTyn (Hanpumep, npu 3anycke unu BXxoAe B
CUCTEMY) U OOMMKHbI MApKUPOBAaTh MEYaTHYIO KOMUIO Kak KOHuAEHUUanbHyto, KOrga oHa coaepXut nepco-
HanbHY0 MEAULIMHCKYIO MHDOPMALIMIO.

PykoBOACTBO M0 BHEAPEHUIO

He BCA MeauumHckasa uHopmauusa ABNAETCA KOHPUAEHUMANbHON, U HE BCE MH(POPMALIMOHHbIE CUCTe-
Mbl 34paBOOXpPaHEHUS NPeAOoCTaBNAT NONb30BaTENsAM AOCTYN K NePCOHAaNbHOW MEAULIMHCKON MHGpopMaLmu.
Monb3oBaTenu MHPOPMAaLMOHHLIX CUCTEM 34PaBOOXPAHEHUS AOMKHbI 3HATb, KOrAa AlaHHble, K KOTOPbIM OHU
UMEIOT AO0CTYN, COaepKaT NepCOHANbHYI0O MEAULIMHCKYIO MHpOpMAaLMIO.

7.5 Be3onacHOCTb YenoBeYeCcKUx pecypcoB

7.5.1 [lo nocTtynneHus Ha paboTty

7.5.1.1 Ponu 1 OTBETCTBEHHOCTK

PykoBOACTBO MO BHEAPEHUIO

B nononHeHue K cneaoBaHuIo pykoBoacTBam, gaHHbiM B MCO/MOK 27002, BCce opraHusauum, Yemn nep-
coHan yyacTeyeT B 06paboTke nepcoHansHOW MeaULMHCKON MHGOpMaLMK, AOFKHbI AOKYMEHTUpOoBaTh dak-
Tbl TAKOTO y4acCTUs B COOTBETCTBYIOLLMX AOMMKHOCTHBIX MHCTPYKLUAX. POnu n OTBETCTBEHHOCTH MO 3aLuTe, Kak
YKa3aHO B NONUTUKE 3aLUMTbl MHOPMALMKU OpraHM3aLum, 0IDKHbI TAKKE OroBapUBaTLCA B COOTBETCTBYIOLLIMX
JOMKHOCTHBLIX MHCTPYKLIMSX.

Crtout 06patuth 0c060€ BHUMAHUE HA PONU U OTBETCTBEHHOCTU BPEMEHHOTO unu paboTaioLero no
KPaTKOCPOYHLIM KOHTpaKTam nepcoHana, Takoro Kak BpeMEHHble 3aMeCTUTENU, CTYAEHTbI, BPaYu-UHTEPHbI
T 4.

7.5.1.2 Otbop

Kowtponk

B gononHeHue k cnegoBaHuio pykoBoAcTBaMm, AaHHbIM B MCO/MOK 27002, BCe opraHu3auum, Yen nep-
CoHan, NoApPAAYMKM UNKM BONOHTEPbl ob6pabartbiBaloT (MnM AOMmkHbI 00pabatbiBaTh) NEPCOHANbHYI0 Meau-
LMHCKYI0 MHOPMaLMIO, AOMMKHLI, NO MEHbLWEW Mepe, NPOBEPSTh NIMYHOCTD, AENCTBYIOLMI aapec n MECTO
npeabiaywen paboTbl TaKOro nepcoHana, nogpsiAYUKOB U BOTIOHTEPOB NMPU NoAaYe 3asBnNeHUs O NpueMe Ha
pabory.

PyKOBOACTBO NO BHEAPEHUIO

Ba)kHO 3HATb, KaK U rAe CBA3bIBATLCSA C MEAULIMHCKMM MEPCOHANOM, XOTS, TaK KaK HEKOTOPbIEe MEAULIUH-
ckue paboTHUKM NOCTOSIHHO MEepeMeLLaloTcsl, aapec MOXET UMETb OFPAaHUYEHHYIO LEeHHOCTb. [o3Tomy Me-
AULMHCKME OpraHM3auuu AOIDKHbI PAcCMarpuBaTk BO3MOXHOCTL cOOpa HEOOXOAMMOro KOMMYECTBA CCbINOK
M MCNONb30BaHUA ApYrux hOpPM MPOBEPKU, HANPUMEDP, NPOECCMOHANbHLIMU OpraHaMn U akaaeMu4eckumn
yypexaeHuaMm.

[0 BO3MOXXHOCTU AOSMKHbI OCYLLECTBNATLCA NPOBEPKU KPUMUHANBHOTO NpoLunoro. Cm. Takke 7.8.2.1.

7.5.1.3 Ycnosua npuema Ha paboty

PyKOBOACTBO NO BHEAPEHUIO

B aononHeHue k cnegoBaHuIO pyKOBOACTBaM, AaHHbIM B MCO/M3K 27002, BCe opraHusauumn, 3aHuMa-
owmecs 06paboTkoN NepcoHanbHON MeAULIMHCKOI MHopMaLMK, AOIMKHBI BKIIOYATb B YCNOBUA NPUEMa Ha
paGoTy nepcoHana, koTopblii obpabarbiBaeT unu 6yaet 06pabarbiBaTb NEPCOHANBHYI0 MEAULMHCKYIO MH(OP-
Maumio, 3asBneHne 00 OTBETCTBEHHOCTM NEepCoHana 3a 3awury uHgopmMauum.
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YcnoBus npuema Ha paboTy AOSMXKHbI:

a) Bkniouatb B ce05 CCbINKW Ha B3bICKAHMA, BO3MOXHbIE NPU OOHAPY>XEHUU HApYLUEHUS MONUTUKW 3a-
WuThl UHCpOpMaLmK;

b) MapaHTupoBaThb, UTO YCNOBUA, CBA3aHHbIE C KOH(PUAEHLNANBHOCTBLIO NEPCOHANbLHOW MEAULUHCKON
MHOPMaLMK, COXPAHATCS NPY Npueme Ha paboTy Ha HEOrPaHUYEHHbIN CPOK.

Mo OTHOLIEHMIO K NepCoHany KNMHUKK YCNIOBUA NpueMa Ha paboTy AOMKHbI YKa3biBaTb, Kakue npaBa Ha
AOCTyn K 3anucsim 06 00bEKTax 0Ka3aHua MEAULIMHCKOW NOMOLLM U K CBSAA3AHHBIM MH(OPMALIMOHHBIM CUCTE-
MaM 3paBOOXPaHEHUs B Criy4ae 3asBNEeHUIN TPETbUX CTOPOH OyAeT MMETb 3TOT NepcoHan.

Ecnu mexay npuemom Ha paboTy u gartou Hadana paboTbl COTPyAHWKA NPOLUIO MHOTO BPEMEHU, cre-
AyeT cepbe3Ho 3ayMaTbCs 0 NOBTOPE Npouecca 0Téopa MM €r0 OCHOBHbLIX SNIEMEHTOB.

7.5.2 B nepuoa pa6otbl

7.5.2.1 OTBETCTBEHHOCTU PYKOBOACTBA

PykoBOACTBO N0 BHEAPEHUID

B pononHeHue k pykoBoactesam, gaHHbiM B UCO/M3K 27002, BaXHO OTMETUTb, YUTO CTOUT cAenaTb ak-
LUEHT Ha 06eCNOKOEHHOCTb OOBLEKTOB OKa3aHWMA MEAWULIMHCKON NOMOLLM, KOTOPbIe He XOTAT, YToObl K UX nep-
COHanNbLHOW MEeAMLMHCKOW UHOPMAaLMN MENU JOCTYN MEeAULMHCKME pabOTHUKM, KOTOPbIE SIBNSIOTCA UX CO-
cesiMu, KOMneraMmm unm poacTBeHHUkamu. Takue onaceHus 4acTo COCTaBMAIOT OOMNbLUIOK NPOLEHT anob or
Tex, KTO onacaercsl 3a KoHhnaeHUManbLHOCTb CBOEN NepCoHanNbHON MeanuMHCKOW MHAOpMaummn. TOYHO Tak
e, COTPYAHMKM YaCTO He XOTAT CTaNnkuBaTbCa ¢ 0630pOM UHOpMaUUKN O APY3bsiX, POACTBEHHUKAX UIU CO-
ceasx. OpdeKkTuBHOE ynpasneHne MHOPMAaLMOHHbLIX CUCTEM 34PaBOOXPAaHEHMS HEOBX0AMMO ANs peLleHUs
3TuX npobnem.

7.5.2.2 OcBegOMNEHHOCTb, 00y4eHMe U NOAroToBKa B 06NacTu 3awwmTbl MHGOPMALMK

KoHTponb

B nononHeHue k cneaoBaHuio pykosoacTeam, aaHHbiM B UCO/M3K 27002, Bce opraHusauum, 3aHuma-
omecsa o6paboTkon NEPCOHANBHON MEANLIMHCKON MHOPMALMK, AOSMKHBI FAPAHTUPOBATL NPEAOCTaBNEHNE
00y4eHus 1 NOAroTOBKM B 06NacTn 3awmTthbl MHOPMaUMKU NpU BBEAEHUN B KypC 00A3aHHOCTEN, a Takke TO,
YTO perynsipHbie 0GHOBNEHUS B NonuTUke 6€30NacHOCTU U METOAUKAX OpraHn3aummu AOBOAATCA A0 NepCoHa-
nau, rage 9To yMEeCTHO, A0 CTOPOHHMX NOAPAAYUKOB, Uccneaosartenei, CTyAeHTOB U BONIOHTEPOB, 3aHMMalo-
wmxca 06paboTkoM NepcoHanbHOM MeaULIMHCKON MHGbOpMaLMK.

7.5.2.3 OucumnnuHapHbiv Npouece

PyKkOBOACTBO NO BHEAPEHUIO

B aononHeHue kK cneaoBaHuio pykOBOACTBAM, AlaHHbiM B MCO/MO3K 27002, aucuunnuHapHbie NpoLecChbl
opraHusauuu 34paBOOXPAHEHUS] MO OTHOLLEHUIO K HApyLUEHUsIM 3almTbl UHPOPMaLUM [OMKHbI CNeaoBaTh
METOANKaM, OTPaXKEHHbIM B NMONUTUKE U, CIE0BATENbHO, M3BECTHLIM 0OBLEKTY AMCLMMIIMHAPHOIO NpoLecca.
B aononHeHue Kk COOTBETCTBUIO NPUMEHUMBIM 3aKOHAM, TAKUE MPOLECCHI AOIDKHLI COOTBETCTBOBATL COrnatue-
HWAM, JOCTUTHYTbLIM MEXAY paboTHUKaAMK 34paBOOXPAHEHUS U NPOdEeCCUOHANbHBIMU OpraHaMM 3 paBooOXpa-
HeHuA.

7.5.3 OKOHYaHue cpoka paboTbl NN CMeHa paboTbl

7.5.3.1 OTBETCTBEHHOCTU NPY OKOHYAHUM CPOKa paboTbl M BO3BPAT aKTUBOB

PyKkOBOACTBO N0 BHEAPEHUIO

B pononHenue k pykoBoacream, AaHHbIM B UCO/M3K 27002, BaXKHO OTMETUTb, YTO B 34PaBOOXPAHEHUN
MHOTUe BuAbl COTPYAHUKOB, HANPUMEP, AOKTOPA U MEACECTPbI 00bIYHO Pa3BUBAIOTCA NOCPEACTBOM 00yvalo-
LWUX NpOrpamMm U Apyrux «nepemeLLeHunii», npu KOTopbIX MX NpaBa AOCTYNAa MOTYT 3HAYUTENbHO U3MEHUTLCA.
Ina obecneyeHus npekpaLleHns NpeabiayLumx npas, KOTOPbIE B MX HOBOW AOMMKHOCTMU He TPebyloTcs, npouecc
CMeHbI paboTbl OIHKEH NPOXOAUTL MO TOMY KE anropuTMy, YTO M B CRyYae ¢ N0AbMU, NpeKkpaLyalowmmm pa-
60Ty B OpraHusaumu.

7.5.3.2 JlnweHue npas Ha gocrtyn

KoHTponb

Bce opraHu3auuu, 3aHuMaioLmecsi 00paboTkoin NepcoHanbHON MeAULIMHCKON UHOPMaLMK, AOMKHbI
KaK MOXXHO CKOpee NMULUMTL NOMb30BaTENbCKUX MPaB HA AOCTYN K STOM MHMOPMAaLUKU YBOMBHAIOWMXCA MNOo-
CTOSAHHBIX UMW BPEMEHHbIX COTPYAHWUKOB, CTOPOHHUX NOAPAAYUKOB UMW BOMOHTEPOB NO OKOHYAHUIO CPOKa
paboTbl, KOHTPAKTA UKW BOSIOHTEPCKOI AEATENbHOCTU.

PyKOBOACTBO N0 BHEAPEHUIO

B pononHeHue k pykoBoacTBaM, AaHHbiM B UICO/M3K 27002, BaXXHO OTMETUTb, UTO B 34paBOOXpaHe-
HUU CYLLIECTBYET MHOXECTBO NPUMEPOB CTYAEHTOB, BPEMEHHbIX 3aMECTUTENEN, Y KOTOPbIX MOCNE OKOHYaHMUS
pa6oTbl octanuch npaea Ha goctyn. OcobeHHo B Gonblumx GonbHULAX, GONbLUOE KONMUYECTBO BPEMEHHBIX
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paboTHUKOB MMEET KPaTKOCPOUHLIN JOCTYN K NEPCOHANLHON MeAULUHCKON uHpopmaumu. Heobxogmmo Twa-
TeNbHO KOHTPONMPOBATbL NPeKpaLLeHne npae Takux paboTHMKOB Ha JOCTyn. B TO e Bpems, B 3apaBooxpa-
HEHUU MHOrMe AENUCTBUA BbINOMHAOTCA NOCMNe BPEMEHW NPefoCTaBMNEHUS MEAUUMHCKMX YCnyr (HanpumMep,
OKOHYaHWe pacLnPOBKM MEAULMHCKUX 3annucen). STO MOXET 3HAYUTENbHO YCMOXHUTL NPOLECcC CBOEBpe-
MEHHOrO NpeKpaLLeHMs npas, U 3TW AENCTBUA AOIDKHbI YYUTbIBATHCA NPU NPOEKTUPOBAHUM U BHEAPEHUU NPO-
ueayp npekpaileHus npae Ha JOCTyn.

MeauuuHckue opraHvMsaumMm AOMKHbI Cepbe3HO 3aAymMaTbCs Hag HEMeANEeHHbIM npekpalleHueM npas
JOCTyna nocne nony4YeHus 3aseneHns o6 yBONMbHEHUM NO COGCTBEHHOMY KEMAHUIO UNKU yBEAOMMEHUsA o6
YBOMbHEHUU U T. 4., B Clly4ae, eCru CyLLIecTBYET BO3MOXHOCTb PUCKOB NPU COXPaHEHMU 3TUX Npas Ha AOCTYn.

7.6 dusnyeckan 6e30MaCHOCTb U 6e30MacHOCTb cpeabl

7.6.1 Be3onacHble 30HbI

7.6.1.1 MepumeTp duanyeckon 6e3o0nacHoOCTm

Kontponb

OpraHusayuu, 3aHumaromnecs obpaboTkon NEPCOHaNbHON MEAULMHCKOW MHAOPMAaLMUK, OOMKHbI UC-
nonb30BaTh NepUMETPLI 6€30MacHOCTM ANs 3aLUUThl 30H, CoAepKalumx cpeacTBa 06paboTkM, NoaAepKUBato-
LMe 3TV NPUMEHEHNS B 34paBOOXPaHeHUn. TN Be30nacHble 30Hbl AOMKHbI 3aLUMLLATLCA COOTBETCTBYIOLLIMMU
MepaMn No KOHTPOMK Aoctyna AnAa obecneyeHuna TOro, Y10 TOJSIbKO YNOJIHOMOYEHHbIE COTPYAHUKU UMEIOT
Jocryn.

PyKoBOACTBO NO BHEAPEHUID

B nononHexue Kk pykoBoacTsaM, AaHHbIM B MCO/MOK 27002, BaxkHO 0CO3HABATb, YTO BO MHOTUX CUTYa-
UMsX 34 paBOOXPAHEHNSA YCTAHOBKA NEPUMETPOB Ge30NacHOCTM 0COBEHHO cnoxHa. MHorue pabouune obnacru
3anonHATCA 00bEKTaMM OKa3aHWsa MEAULMHCKOW MOMOLLM. Ha caMoMm aene, BO3MOXHO, HET TaKkoro NMPOMbILL-
TNIEHHOTO CeKTopa, rae NN UMEIOT Takow A0CTyn K pabounM obnactsim, KpOMe Kak B 3ApaBooOXpaHeHun. B 1o
e BpeMsi, He0OXo0AMMO NoAAEPXKUBaTEL 6€30MaCcHYI0 Cpeay, COXPaHSIOLLYIO (huanyeckyio 6e30nacHoOCTb u 6e3-
ONacHOCTb OO6BLEKTOB OKa3aHUA MEAULMHCKON MOMOLLM, a Takke 6e30nacHOCTb AAHHbLIX U CUCTEM, KOTOpble
MOTyYT ObITb AOCTYMNHLI B 3TON Cpeae.

B oTnuyue ot KNMEHTOB B APYrMX NPOMBILLNEHHBLIX CEKTOPaX, KNUEHTLI B 34PaBOOXPAHEHNN HacTo hu-
3MYECKN HE MMEIOT BO3MOXHOCTM 06ecneunTb NMUHYI0 3awmTy u 6esonacHoctb. Mepbl no o6ecneveruio u-
3uyeckoii 6e3onacHoCTH A4Ns uHdopMaLumn AOMKHBI ObITb COFrNacoBaHbl ¢ MEpaMu No obecneveHnio usnye-
cKkoi 6e30nacHOCTU U 3awmThl AN 00LEKTOB OKa3aHUA MEAULMHCKON nomowm. MeauumHckne opraHusauum
06s3aHbl 3aLMLLaTh U TO, U TO.

7.6.1.2 Cpeacrea ynpasneHus pusn4ieckum 4octynom; obecneveHue 6e3onacHocTu ochpucos, nomeLe-
HWUIA K COOPY>KEHWUI; 3aLLMUTA OT BHELLHUX YIPO3 U YIpo3 BHYTPU cpeabl; paboTta B 6e30nacHbIX 30Hax

PykoBOACTBO MO BHEAPEHUIO

B aononHexune k cneaosaHuio pykoBoacTeaM, AaHHbIM B UCO/M3K 27002, opraHu3sauum, 3aHumaroLme-
¢a 06paboTkon nepcoHanNbHON MEAUUMHCKOW MHCbOpMaLMK, BOMXKHBbI AenaThb uenecoobpasHbie wwaru no obe-
CNEYEHMIO TOTO, YTO NIoaM umeloT agoctyn k IT-o6opyaoBaHuio (cepeepam, yCTpOWCTBAM XpaHEHUS, TEPMUHA-
nam u aKpaHam) B TOI CTENEHM, B KOTOPOW 3TOro Tpebyiotr dhmusnyeckue nperpagbl U KNMHUYECKUE NPOLECCHI.

7.6.1.3 MybnuuHblit agoctyn, obrnacTu 4OCTaBKK U 3arpy3ku

PyKoBOACTBO NO BHEAPEHUIO

B AoNOnNHEeHUe K UHCTPYKUMAM, ykazaHHbIM B MICO/MOK 27002, BaxkHO OCO3HaBaTh, YTO OKa3aHWe Meau-
LUMHCKOWM NOMOLLM BKNIOYaET B cebA pasnuyHble 06CTOATENLCTBA, NPU KOTOPbIX 06WeCTBO (06bEKTbl OKasaHuA
MeAULMHCKON NOMOLLUM M noaaepkuBaloLime ux nuua) umeet usndeckuin Aonyck B obnactu, rae xpaHutcs
OFPOMHOE KONMUYeCcTBO KOH(PMAEHUManbHO MHcopmMauun (Hanpumep, nabopaTopHble UCNbITaHus, Iae pabo-
unit npouecc moxeT notpebosartb cbopa uHopmauum no ob6bLEKTaM 0Ka3aHUst MEAULIMHCKOW NOMOLLM B TOM
ke obnacTtu, B KOTOPOI B HacTosILIee Bpems 06pabaTbiBaloTCs AaHHbIE NpeablayLmMx 06bEKTOB; 30HbI TEepa-
NUN C OTAENEHUAMMU OKA3aHWUS HEOTIIOXKHOW NOMOLUM, rae OnMuM3kue Unu PoACTBEHHUKW NOTEHLMANbHO MOryT
CTOMKHYTHCA CO 3HAYUTENBbHBLIM KOSIMYECTBOM 3alumLiaeMoii BepbanbHOi U BU3yanbHOW uHopmMaumm o apy-
rmux o6bekrax okasaHWa MEAULIMHCKON NoMoLLM; paboune Mecta Ansa yxoaa 3a 60nbHbIM C UCTONb30BAHMEM
BbIMUCANTENBHOW TEXHUKKU, PACNOSOXEHHbIE PAAOM C nanaraMu nauueHToB). 3To BCe dm3nyeckme obnacrtu
B chepe 3apaBOOXPaAHEHUA, KOTOPbIE COOUPAIOT MEAULIMHCKYIO MHGPOPMALIMIO Yepe3 ONPOChI U KOTOPbIE CO-
AepxaT CUCTEMBI, rAe AaHHbIE 0TOOpaXKaloTCA Ha IKpaHe, U, CrneaoBaTenbHO, AOMKHbI ObITb NPEAMETOM A0-
NOMHUTENBHOTO U3Y4YEHUS.
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UtoObl yOeanTbCa B TOM, YTO NOAAEPKUBAETCA KOH(PUAEHUMANLHOCTL OOBEKTOB OKa3aHUs MeaULUH-
CKOW NOMOLLM, 3apaBOOXpaHeHne yacto TpebyeT Toro, Ytolbl B nudptax, Ha ABepsX NOMELLEHUI, B KOTOPbIX
MOTYT MPOBOAMTLCA OMPOCHI, M B APYrMX obnacTax Obinu pasMeLleHbl yBeAOMNeHus. Takue yBeaoMneHus
cny>kat HanOMMHAHUEM O BO3AepPXKaHUM OT 0BCYXXAEHUA CriyYaeB, CBA3aHHbLIX C NauueHTamm, B 30Hax obLue-
CTBEHHOIO NOJ1Ib30BaHUA.

7.6.2 Be3onacHOCTb 060pyaoOBaHUsA

7.6.2.1 PasmeuweHune u 3awmta obopya0BaHus

PyKOBOACTBO MO BHEAPEHUIO

MoMumo cobnoaeHnsa MHCTPYKLMIA, ykasaHHbIx B UICO/M3K 27002, opraHu3auum, 3aHumatowmuecs o0b-
paboTKOM NepCcoHanbHON MeaNLMHCKOW MHAOPMaLMK, AOMKHbI pacnonaratb Bce paboune MecTta Tak, 4tolbl
UMETb JOCTYM K NEPCOHAaNbLHON MeAULMHCKON MHpopMaumm Takum obpas3om, 4Tobbl usbexarb Cry4anHoro
pasrnaweHunsa unmn 4octyna 00beKTOB OKa3aHUA MEAMLMHCKOWM MOMOLUM MM NOCTOPOHHUX JIOAEN.

MeanumHckne npubopsbl, KOTOPbLIE 3aMMCbIBAIOT UMK NEPeaaloT AaHHble, MOTyT Takke noTpeboBarhb crne-
ymanbHbix Mep obecnevyeHna 6e30nacHOCTH N0 OTHOLLUEHUIO K Cpeae, B KOTOPOM OHU (PYHKLIMOHMPYHOT, a Takxke
B CBSI3W C 3MNEKTPOMArHUTHbIM U3NydYeHUEeM, NPOUCXoAsALLMM BO Bpems ux pabotbl. MeauuMHCKUE opraHu-
3auum, a 0cob6eHHO BOMbHULIbI, JOMMKHbI 00ECNeYnTh TO, YTO PYKOBOACTBA MO Pa3MELLEHUIO U 3aluTe Ans
IT-060pyn0BaAHUA MUHUMU3UPYIOT KOHTAKTbI C TAKUMU U3MYYEHUAMMU.

7.6.2.2 BcnomoratenbHble 3HepreTuyeckue cucTembl, 6€30nacHOCTb KabenbHOM CUCTEMBI U OBCIYXK-
BaHue obopyaoBaHna

PyKkOBOACTBO MO BHEAPEHUIO

Mommumo cobniogeHnsa MHCTPYKLUMIA, ykasanHbix B MICO/MO3K 27002, meanUMHCKUE OpraHn3aumnmn gomKHbl
CEepbe3HO OTHECTUCH K 3aLUTe CETU U APYTNX kabenbHbIX cUCTEM B 0Bnacrsx ¢ nanyyeHmem ot MmeanumnHCKnX
npubopos.

7.6.2.3 Be3onacHOCTb Hapy»HOro o6opyaoBaHUs

KoHTpornb

MoMumo cobnoaeHnsa MHCTPYKLMIA, ykasaHHbix B UICO/M3K 27002, opraHu3auum, 3aHumatowmuecs o06-
paboTKON NepCoHanbHOW MeAULMHCKOW MHCpOPMAaLMK, OOMKHbI rapaHTUPOBAaTh, YTO N0G0E UCMOoNbL30OBaHME
MEeAULMHCKUX NPUBOpPOB, KOTOPbIE 3aNUCLIBAIOT UMK NEPEAaloT AaHHbIE, 3a ee npefenamMu, paspeLueHo. 310
OOMXKHO PacrnpoCTPaHATbLCA Ha 060pyaOBaHUE, UCMONb3YEMOE yaaneHHbIMU paboTHMKaMu, AaXe eCnu 310
MCNOMb30BaHNE HeNnpepbIBHO (Hanpumep, Korga oHO hOPMUPYET KIOYEBYH 0COBEHHOCTL paboTbl TakUX CO-
TPYAHWKOB, KaK COTPYAHUKM, paboTaloLme Ha MaluMHe CKOpOW NOMOLUM, TepaneBTbl U T. A4.)

7.6.2.4 BesonacHas yTunusaums unu noBTOPHOE UCMONb30BaHUE 060pya0BaHUSA

KoHTpornb

MoMumo cobnoaeHnsa MHCTPYKLMIA, ykasaHHbix B UICO/M3K 27002, opraHu3auum, 3aHumatowmuecs o06-
paboTKOM NepCOHANbLHOW MEAULIMHCKON MHAOPMaLMK, AOIMKHbI 6e30MacHO nepenucaTb UNK Xe YHUUTOXUTb
BCE CpeACTBa, coaepxalume npuknagHoe MO ans paboTbl C MEAULMHCKON MHOPMAaL el UM NePCOHANbHYIO
MeANLIMHCKY0 MHAOPMaLUIO, KOraa 3TU CpeacTBa CTAHOBATCH HE HYXHbI.

7.6.2.5 YHUUTOXEHUE COBCTBEHHOCTU

KoHTpornb

Mommumo cobnogeHust MHCTPYKUMIA, ykasaHHbix B MICO/M3K 27002, opraHusauuu, npeaocrasnstowme
WNn ucnons3ytollee 060pyaoBaHNE, AaHHbIE UMK NPOrpaMMHOE oBecrneyeHne B NOAAEPXKKY nporpamm 3apa-
BOOXPAHEHUS!, HEe AOMMKHbI AONYCKaTb, YTOOLI 9TO 0O0PYAOBAHUE, AAHHLIE UMM NPOrpaMMHOe obecneyeHne
ObInu yaaneHsl ¢ y4acTka Unm NepemeLLeHbl B €ro npeaenax 6e3 paspeLueHns opraHm3auuu.

7.7 YnpaBrieHue KOMMYHUKaLUAMU U OeATENbHOCTbLIO

7.7.1 TpousBoacTBEHHAA OeATENIbHOCTb M 3KCNIyaTauUMOHHAA OTBETCTBEHHOCTb

7.7.1.1 [OKymeHTanbHO 0hOPMIEHHbIE TEXHONOIMYECKUE UHCTPYKLIMK

Het gononHUTENbHbIX PYKOBOACTB MO MEHEAXMEHTY 3aLUWThl MHPOPMAaLIMKU B 34PaBOOXPAHEHUM.

7.7.1.2 KOHTPONb U3MEHEHUI

KoHTpornb

MoMumo cobnoaeHnsa MHCTPYKLMIA, ykasaHHbIx B UICO/M3K 27002, opraHu3auum, 3aHumatomuecs ob-
paboTKON MepcoHanbLHON MEAULUMHCKON MHAOPMauMK, OOSKHbI NOCPEACTBOM OIMUMANBHOIO CTPYKTYpU-
POBaHHOTO MPOLIECCA KOHTPONS U3MEHEHUI, KOHTPONMMPOBAaTL M3MEHEHUS B CpeacTBax, obpabaTbiBaroLLmx
UHGOPMaLMIo, U cuctema, obpabaTbiBalOLMX NEPCOHANbHYIO MEeANLMHCKY UHdOpMauuio 06paboTkn UH-
dopmauuu, Ans obecneveHna HagNEeXaLLero KOHTPONA NPOorpaMM ynpasnsoLwen CUCTEMbI U CUCTEM, a TaKke
HenpepbLIBHOIO yxo4a 3a nauyeHTamu.
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PyKoBOACTBO N0 BHEAPEHUIO
BaxkHO OTMETUTB, YTO Henoaxoasiuue, HENPaBUbHO NPOTECTUPOBAHHLIE MU HEKOPPEKTHLIE U3MEHE-

Husi B 06paboTke NepcoHanbHOW MEANLIMHCKON WHOPMAaLUMKU MOTYT NPUBECTM K kKaTacTpodu4eckuM nocnea-
CTBUAM ANA yxoAa 3a 6onbHbLIM U Ans ero 6e3onacHocTU. BHeceHue nameHenui B npouecc 06paboTku 4omxK-
HO ABHbIM 06pa3om (hUKCUpPOBATb U OLIEHUBATb PUCKU M3MEHEHWUN.

7.7.1.3 PacnpeneneHue o6s13aHHOCTEN

PyKoBOACTBO MO BHEIPEHUIO

B pononHeHue k cnepoBaHUMIO pykOBOACTBAM, AaHHbIM B UCO/MOK 27002, opraHusauyuu, 3aHumaio-
wueca o6paboTkoi NEepCoOHaNbLHOW MEANLIMHCKON UHGOPMaLMKU, BOMKHBI, NPU HANUYMKU BO3MOXHOCTH, pac-
npeaensaTb 0053aHHOCTU M 00NAacT OTBETCTBEHHOCTU C LIENbIO CHUXEHUS BO3MOXKHOCTU HENPaBOMEPHOTO
BHECEHUS U3MEHEHUI UNU 3noynoTpedneHna NepcoHanbHoOW MeauUMHCKON uHdopmaumen.

Opranusauum, 3aHuMaiomecss o6paboTkon NepcoHanbHON MeaNUUHCKON MHOPMaLuU, AOMKHbI ra-
paHTMpOBaTb, YTO 3aAEWCTBOBAHHbIE IT-CUCTEMbI coaepxaT (PYHKLUMOHANbHOCTb NPUMEHUMOCTU, KOTOpas
obecneunt noaaepXKKY KIMHUYECKUX NPOLECCOB Pa3nuYHbIMU AOMKHOCTHLIMU NULAMU, rae 3TO TpebyeTcs.

7.7.1.4 Pa3penenue cpeacrts pa3paboTku, UCNbLITAHUA U AKCnnyaTaumm

KoHTtponb

B aononHeHue Kk cnegosaHuio pykoBoacTeaM, AaHHbIM B UCO/M3K 27002, opraHu3auum, 3aHumatoLime-
ca 06paboTKol NEPCOHANLHOW MEAMLIMHCKOW UHAOPMAaLUK, AOMKHbI pa3aensaTb (PU3NHECKU Unu BUpPTyanb-
HO) cpeAbl pa3paboTKu U UCMLITAHUA AN MHAOPMALMOHHBLIX CUCTEM 34paBOOXPaHeHUs, 06pabaTbiBalOLLMX
Takylo MHAOPMaLMIO U3 IKCNIyaTaLUOHHON Cpeabl, yNpaBnaowen STuMu WHGPOPMaLMOHHBIMU CUCTEMAMU
3apaBooxpaHeHus. lNpasuna cmeHbl cratyca uHdopmauum ¢ paspaboTku Ha akcnayaTaumio A0MKHbI ObiTb
onpeAeneHbl U 3a0KYMEHTMPOBAaHbI OpPraHn3auueit, ynpaensiowen 3aTpoHyTbiMu chepammu NpUMEHEHUS.

7.7.2 YnpaBneHue npeaocTaBrieHueM ycnyr TpeTbUMU CTOPOHaAMKN

PyKoBOACTBO N0 BHEAPEHUIO

Ynpasnexue npegocraBrneHnemM yenyr TPETbMMU CTOPOHAMU 3HAYUTENBLHO YNPOLLAETCS, KOrAa NPUHATO
oduumanbHoe cornallieHue, KOTopoe onpeaenseT MUHUManbHbI Habop CPeACTB yNpaBneHus, KOTOpble He-
06x04MMO BHEAPUTb

7.7.3 MnaHupoBaHue U NpueMKa CUCTEMbI

7.7.3.1 YnpaBneHue npousBoaAUTENbHOCTbIO

Het gononHUTenbHbIX PYKOBOACTB MO MEHEMXMEHTY 3aLUuThl MHOPMALMK B 34PAaBOOXPAHEHUMN.

7.7.3.2 lNpuemka CUCTEMBDI

KoHTponb

MomuMo cobnoaeHUA MHCTPYKUMIA, YkazaHHbiXx B MCO/MOK 27002, opraHusauuu, 3aHuMaiowmecs 06-
paboTKOWM NEPCOHAanNbLHOW MeAULMHCKON MH(OpMALIMKM, AOMKHbI YCTAHOBUTL KPUTEPUU NPUEMNEMOCTU ANS
3annaHUupPOBaHHbLIX HOBbIX MH(OPMALMOHHBIX CUCTEM, OOHOBMNEHUI U HOBbLIX BEPCUI. OHU AOMKHBLI NPOU3BO-
OWTb NOAXOASALUME UCTLITAHUS CUCTEMBI NEpPes €€ NPUEMKON.

PykoBOACTBO MO BHEAPEHUIO

OObeM M CTPOroCTb TUX UCMILITAHWUI AOMKHbI ObITb HA YPOBHE, COOTBETCTBYIOLLEM 0003HAYEHHBIM PU-
ckaM nsMeHeHui. Cm. Take 7.7.1.2.

7.7.4 3awuTa oT BpaxaeoHOro NporpaMMHOro U MOOUNLHOIO Koaa

7.7.4.1 Cpeqncrea ynpaBneHusi NpOTUB BpaXkaeObHOro nporpamMMHOro koaa

KoHTporb

Momumo cobniofeHuss MHCTPYKUMIA, yka3aHHbix B MCO/M3K 27002, opraHusauuu, 3aHumalowmecs
06paboTKON NEepCOHaNbHOW MEAULIMHCKOW WH(OPMaLMKU, AOMXHbI BHEAPUTL COOTBETCTBYIOLUME CPEACTBA
yNpaBneHus npeaoTepaLleHusl, 0OHapy>XeHUst U pearmpoBaHus Ans 3aLuyTbl OT BPEAOHOCHOTO NPOrPaMMHOro
obecneveHuns, U AOMKHbI BHEAPATL COOTBETCTBYIOLLYYIO NOATOTOBKY A 0CBEAO0MINEHHOCTU NONL30BATENA.

7.7.4.2 CpepacrBa ynpaBrneHusi NpOTUB MOOUMNbLHOIO koaa

Hert gononHutenbHbIX PyKOBOACTB MO MEHEMKMEHTY 3aLLmUThl MHOPMAUUMK B 34PABOOXPAHEHUN.

7.7.5 Pe3epBHOe konupoBaHue uHopmMaumm

KoHTtponb

Momumo cobnioaeHus MHCTPYKLMIA, ykazaHHbix B MCO/MOK 27002, opraHusauuu, 3aHuMaioLmecs 06-
paboTkon nepcoHarnbHON MEAULMHCKON UHOpMaLMK, AOMKHBI OCYLLUECTBAATL PE3ePBHOE KOMUPOBAHMUE
BCEil NepCoHanbLHOW MeAULMHCKON MHAOPMALUK U XPaHUTL €€ B (OM3NYEeCKU 3alMLLEHHOW cpeae ans obe-
crneyeHns ee nocneayowen JOCTYNHOCTU.

Ona sawmTtbl KOHMAEHUMANbHOCTM NEPCOHANbHON MEAULIMHCKOW MH(popMauuu, OHa AOmKHA ObiTb
ckonupoBsaHa B 3aLLuMcpoBaHHOM BUAeE.
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7.7.6 YnpasneHue 6e30nNacHOCTbLIO ceTein

7.7.6.1 Cpeacrea ynpaBrneHuUsi CETbIO

Het nononHUTENbHbIX PYKOBOACTB MO MEHEAXMEHTY 3alMTbl MHCpOpMaLMKN B 34paBOOXPAHEHUN.

7.7.6.2 Be3onacHOCTb CEeTeBbIX CIyX0

PykoBOACTBO M0 BHEAPEHUIO

MoMuMo cobnoaeHusa UHCTPYKLUMIA, ykasaHHbix B UICO/M3K 27002, opraHu3auum, 3aHumarouecs 06-
paboTKOIi NepcoHanbLHOW MEAULMHCKOW MHOPMALMK, AOMKHbI TLWATENLHO NPOAYMAaTh, KAKOe BIIUSTHUE MO-
XET 0Ka3aTb NOTepsi AOCTYNHOCTU CETEBbIX CNYX0 Ha KNMHUYECKYIO NpakTuKy. CM. Takke 7.11.

7.7.7 O6pa6oTka HoCcuTenen

7.7.7.1 ¥YnpasneHue CbeMHbIMU 3NEKTPOHHBLIMU HOCUTENSAMU

PykOBOACTBO NO BHEAPEHUIO

MoMumo coGnoaeHusa UHCTPYKUMIA, ykasaHHbix B UICO/M3K 27002, opraHu3auum, 3aHumarouecs o06-
paboTKO NepCcoHanbHON MEAULIMHCKON MH(OPMAaLUK, AOMKHBI FAPAaHTUPOBATh, YTO BCA NEPCOHANbHAA Me-
AULMHCKas UHGOPMaLMSA, XPaHALLAACH HA CbeMHbIX HOCUTENSAX,

a) 3awmncpoBaHa, Noka ee HOCUTENb HAXOAUTCA B NPOLIECCE NepeMeLLEHUs, Unn

b) 3awmieHa ot kpaxxu, noka ee HOCUTENb HaXOAUTCH B NPOLECcce NepeMeLLeHNs.

7.7.7.2 YTunusauus HocuTenen

KoHTponb

MoMumo coGnioaeHuss MHCTPYKUMIA, ykaszaHHbiX B MICO/M3K 27002, BCcA nepcoHanbHas MeauuuHckas
nHdopMauua aomkHa ObiTb 6e30nacHO nepenucaHa, unu e HOCUTENb AOMKEH ObiTb YHUUTOXEH, Koraa
nepecTaHeT ObiTb HY>KHbIM.

PykoBOACTBO NO BHEAPEHUIO

HecooTBeTCTBYIOLLAA YyTUNU3ALUMA HOCUTENEN NPOAOIDKAET ObiTb UCTOYHMKOM CEPbEe3HbIX HAPYLUEHWUI
KOH(bMAEHUManbHOCTM naynenta. OCOGEHHO BAXHO OTMETUTb, YTO 3TU MepPbl KOHTPONSA AOIMKHbLI ObiTb NPU-
MEHEHbI nepea PEeMOHTOM uiu yTunu3auuen nioboro cBazaHHOro obopyaosaHus. 3To TpebosaHue Takke
NPUMEHUMO K MEAULIMHCKMM NpubopaM, 3anucCbiBaOLLMM MK COOBLLAIOLMM AaHHbIE.

7.7.7.3 Mpoueaypa 06paboTku uHcopmaumm

KoHTponb

MomumMo cobmniofeHnsa MHCTPYKUUIA, yka3aHHbix B MCO/M3K 27002, HocuTenu, coaepxalume nepco-
HanbHY MEAULMHCKYIO MHOPMALMIO, OOMKHbI ObITh (OU3NUECKM 3aLLMLLEHDI, UMK XKe AAHHbIE JOIDKHBI ObITb
3awmdpoBaHbl. COCTOSIHME U MECTONONOXEHUe HOCUTENEN, CoAEeKALLUX NEPCOHANbHYI0 MEAULIMHCKYIO UH-
dhopmMauuio, AOMKHO KOHTPONMMPOBATLCS.

7.7.7.4 Be3onaCcHOCTb CUCTEMHOW AOKYMEHTaLUn

HeTt AoNonNHUTENbHbLIX PYKOBOACTB MO MEHEXMEHTY 3aLMTbl MHpOpMaLIMK B 3paBOOXPAHEHUN.

7.7.8 O6MeH nHdopmaumen

7.7.8.1 MonuTuka u npoueaypsl 06MeHa MeaULIMHCKON MHopMmaLmel u cornaeHusa ob obmeHe meau-
LIMHCKOW MHbopMaumen

PykOBOACTBO N0 BHEAPEHUIO

MoMuUMO MHCTPYKUMIA, ykaszaHHbix B UICO/M3K 27002, B UCO 22857 MOXXHO HaWTM 0COBbIe pyKOBOACTBA
no nonutuke obMeHa MeaAUUMHCKON MHpopmaumein. XoTa 9TOT MEXAYHAPOAHbIA CTaHAAPT SIBHO CCbINaeTcs
Ha nepeMeLleHne nepcoHanbHOW MEAULIMHCKON MHOopMaLun Yepes rpaHnubl Ipucaukunini (rae B AaHHOM
KOHTEKCTE rpaHuLbl 0003HAYAIOT IOPUCAMKLNU YUPEXEHUI 34 PABOOXPAHEHNSA, a HE 00A3aTENbHO rpaHULbI
cTpaH), bonbluasn YacTb ero pekomMeHAauun MoOXeT ObITb UCMONbL30BaHa, rae Heobxoaumo, ansa paboTbl ¢ 06-
MEHOM AaHHbIMU MEeXY OpraHu3auusmMu.

OpraHusauum [OMKHbI rapaHTMpoBaTb, YTO 6e30MacHOCTL Takux 06MEHOB MHAOpMauueli SBMAETCS
nNpeaMeToOM pasBUTMA NOMMTUK U HAA30PHOTO ayauta (cMm. 7.12).

Be3sonacHocTn obmeHa HAOpMaLUnen MOXET 3HAYUTENbHO NOCNOCOBCTBOBATL MCMONL30BAHUE COrna-
LweHuin 06 odmMeHe nHgopmaumeil, KOTopble ONPEeAEnsoT MUHUMAarbHbIA HABOP SNEMEHTOB YNpPaBreHus, KO-
TOPbLIA HEOBXOAUMO NPUMEHUTb.

7.7.8.2 dusnyeckme HOCUTENM B NpoLEecCe nepemeLleHns

HeTt AononHUTENbHbLIX PYKOBOACTB MO MEHEAXMEHTY 3aLUuThl MHPOPMAaLMKU B 34PABOOXPAHEHUM.

7.7.8.3 OneKTPOHHbI 06MeH COOBLLEHNAMN

PyKOBOACTBO MO BHEAPEHUIO

MomumMo cobrnioaeHnst MHCTPYKUMI, ykasaHHbix B UICO/M3K 27002, opraHusaumu, 3aHumatoLmecs ne-
peaayeii nepcoHanbHON MEAULMHCKOW MHopMauuu nocpeacTBOM IMEKTPOHHOTO obMeHa COObLUeHUAMM,
OOMXKHbI NMPeANPUHUMATL MepPbl N0 0BecneYeHunio ero KOHPUAEHLUMANLHOCTU U LLENOCTHOCTU. BaxHo oTme-
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TUTb, 4YTO obecnevyeHme 6e3onacHOCTN OOMeHa SNEKTPOHHLIMU U MFHOBEHHBIMU COOOLLEHMSIMU MOXET BO-
BMeKkaTb npoueaypbl ANs MeAULUMHCKOrO NepcoHana, KoTopble HeMnb3s NepenoxuTb Ha 00bekTbl OKa3aHua
MEeAMLIMHCKON NOMOLLU U NOCTOPOHHUX NIOAEN.

OnekTpoHHasi nepenucka Mexay MeguUUHCKumMu paGoTHUKaMK, KOTopasi COAEpPXMT NePCOoHanbHYI0 Me-
OULMHCKYI0 MHOpMaLMIO, AOMmKHA ObiTb 3awmdpoBaHa B npouecce nepeaaqu. OauH U3 NOAX0A0B K 3TOMY
BKIIOHaeT B cebsa ucnonb3oBaHue umdposbix ceprucpukaros. Cm. anemeHt «bubnuorpacusi» ona nonyyeHus
nHgOpMaLMK O CIMCKe CTaHAAPTOB, CBA3AHHbLIX C UCNOMb30BaHUEM LMPPOBLIX CEepTU(MKATOB B cpeae 3apa-
BOOXPaHEHUS.

Cwm. Takke 7.12.2.2 ana obcyaeHus nonyvyeHust paspelueHus nepeq obLieHnem 3a npegenamu opra-
HU3auuu.

7.7.8.4 VIHbOpMALIMOHHBIE CUCTEMbI 34 PaBOOXPAHEHUS

Het gononHuTenbHbIX PYKOBOACTB N0 MEHEMKMEHTY 3aLLuThl MHOPMALIMK B 31PAaBOOXPAHEHUN.

7.7.9 OnekTpoHHOE O0GCyXUBaAHUE MeAULIMHCKOW uH(OpmaLum

7.7.9.1 OneKkTpOHHAasA TOProBfA U CeTEBbIE TPaAH3aKUUU

PykOoBOACTBO MO BHEAPEHUIO

Momumo CoOMIOAEHNA UHCTPYKUMIA, YkadaHHbIx B ICO/M3K 27002, BaXXHO OTMETUTL OCTOPOXXHOCTD, C
KOTOpPOIi CrieayeT onpeaensTb, COAepXaT nu AaHHble, UCTIONb3yeMble NPU AMEKTPOHHOW TOPrOBMe U CETEBLIX
TpaH3aKUmMsAX, NEePCOHaNbHYI0 MEeAUUMHCKYI0 uHopmaumio. Ecnu aTo Tak, ata uHdopmauma aomkHa ObiTb
Hagnexawum obpasom 3awyeHa. Ocob6eHHO B 34paBOOXpaHEHUU crieqyeT 0O6paTuTb BHUMaHUE Ha AaHHbIe,
CBSI3aHHbIE C BLICTABIIEHUEM CHETOB, 3aSBNEHUSIMU O BbIMAaTe CTPaxOBOr0 BO3MELLEHMUS 3a NONy4YeHue me-
OULMHCKNX YCIYT, pAOM MHBOWCOB, TPEGOBaHUAMM U APYTMMU AAHHBLIMU STNIEKTPOHHON TOPrOBMU, U3 KOTOPbIX
MOXHO MONYYMTb NMEPCOHANbHYI0 MEAULMHCKYIO HDOPMALMIO.

7.7.9.2 O6wenocTynHas MeguumMHekasa uHdopmaums

KoHTponb

OO0wenocTynHas MeauumHekas uHdopmaumua (B OTnMUMe OT NEPCOHANbHON MEeAULUHCKOW UHopMma-
LUM) OOIKHA apXMBUPOBATbLCS.

LlenocTHOCTL 06LLEAOCTYNHON MEAMLMHCKOW MH(pOpMaLuM AOMKHA COXPaHATLCA ANA NPeaoTepaLle-
HWUSI HECAHKLMOHUPOBAHHOIO BHECEHUA N3MEHEHWIA.

McTouHmk (aBTOPCTBO) 06LLEA0CTYNHOW MHAOPMAaLIMK AOSKeH ObiTb yKa3aH, a ero LienoCTHOCTb Ok~
Ha b6bITb 3aLyuLEHA.

7.7.10 MoOHUTOPUHT

7.7.10.1 O6Lme NnoNnoXxeHus

Cpean Bcex TpeboBaHUIi MO 3alMTE NEpPCOHANbHOW MEAMLMHCKON MHAOPMALMU, OAHUMU U3 CaMbIX
rMaeBHbIX ABNATCA Te TpebOoBaHMSA, KOTOPLIE CBSI3aHbI C ayAMTOM U BEAEHUEM NMPOTOKONOB. OHU rapaHTUpy-
t0T NOAOTYETHOCTL OOBLEKTOB OKa3aHWUSI MEAULIMHCKON MOMOLLM, AOBEPSIOLLMX CBOIO MHAOPMALMIO CUCTEMAM
3NEKTPOHHbIX MEAMLMHCKUX KapT, a Talke AaloT Nonb3oBaTensM CTUMyn Ans COOTBETCTBUSI NONMMTUKAM HaA-
NeXxaLlero Mcnonb3oBaHus aTux cucteM. S EKTUBHBII ayauT M BeleHe NPOTOKONOB MOTyT NoMo4b oOHa-
pPY>UTb 3noynotpebneHne nHOPMaLUOHHBIMU CUCTEMAMU 34PABOOXPAHEHUS UMW NEPCOHANbLHON MEeAULUH-
CKOIM nHopMmaumen. 3TU NPOLECChl TAKKE MOTYT NOMOYb OpraHM3aumMsiM U 06bEKTaM OKa3aHMa MeULIMHCKON
MOMOLLM NOMyYnUTb KOMMEHCALMIO OT MOMNb30BaTENel, HapyLLaLMX NpaBa A0CTyna.

7.7.10.2 BeaeHue KOHTPOSbHbIX XXypPHaNoB

PykoBOACTBO MO BHEAPEHUIO

Momumo cobrioaeHnsa UHCTPYKUMIA, ykasaHHbix B UCO/M3K 27002, opraHusauum, 3aHumaroLumecs 06-
paboTKOI NepcoHanbHONW MeaAULUUHCKON MHOPMaLuK, AOMKHBLI co3aaBaTh 6esonacHble NPOTOKOMNbl ayauTa
Kaxablil pa3, korga nonb30Barenb OCYLLIECTBNSAET AOCTYMN, CO3/1aeT, OOHOBNAET UMM apXUBUPYET NEPCOHArb-
HYI0 MEeAULIMHCKYIO HopMaLmio Yepes cuctemy. XKypHan ayaura AOrmxkeH 04HO3HAYHO pacno3HaBarhb NOsb-
30Barens, OAHO3HAYHO pacno3HaBaTb CYOLEKT AAHHbIX (T. €. 00bEKT 0Ka3aHWUsA MeAULUMHCKOW MOMOLLM), pac-
no3HaBaTb (DYHKUMIO, BbINOMHAEMYIO NONb30Barenem (Co3gaHne 3anucu, 4oCTyn K Hel, 0OHOBneHue 3anucu
U T 4.), n 0OTMeYaTb AaTy u Bpems, koraa yHKUMs Obina BbiNOMHEHA.

Korga obHoBRsieTcss nepcoHanbHasi MeguuuHckas uHopmaumus, AoymkHa ObiTb COXpaHeHa 3anuchb O
npeablayLle BEPCMU CoAEepXKaHUS JaHHbIX U CBA3AHHbIW C HEN NPOTOKON ayauTa (T. €. uHdopmauums 0 ToM,
KTO BBOAMUIN JAaHHbIE U KOTAA).

Cucrembl 06MeHa coodLEeHusiMU, UCnonb3yembie Ana nepeaayn coodleHui, cogepxalumx nepcoHarnb-
HYI0 MeAMULIMHCKYIO MH(pOpMAaLMIO, AOMKHBbI BECTU XXypHan o0MeHa coobLweHnamu (Takon ypHan AOosmKeH
coaepxartb Bpems, AaTy, OTNpaBUTENs U nonyyarens CooOLeHUs, HO He ero coaepXXaHue).
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OpraHusauus 4ormKHa TLLATENbHO OLEHUTb U YCTAHOBUTbL BPEMS COXPaAHEHUS 3TUX XKYPHAaroB ayauTa ¢
onpeaeneHHbIMU CCbITKaMM Ha KIUHUYeCKue npod)eccuMoHarnbHbie CTaHaapThl U NpaBoOBble 00A3aTENLCTRA,
C Uenblo caenartb BO3MOXHbIM NPOBEAEHUE paccneoBaHuii npu HeoOxoAMMOCTH U NPeACTaBUTb AOKa3aTerb-
CTBa 310ynoTpebneHns nepCoHanbHOW MegMLMHCKONW MHdopMaumen.

7.7.10.3 Ncnonb3oBaHue cUCTEMbI MOHUTOPUHIA

PyKoBOACTBO M0 BHEAPEHUIO

Momumo cobnitoaeHnst MHCTPYKLUMIA, ykasaHHbix B UCO/M3K 27002, cpeacTBO COCTaBNEHUsI MPOTOKOMNOB
UHOPMALMOHHONW CUCTEMBI 3PaBOOXPAHEHUS OOIKHO OblTb (HDYHKLMOHUPYIOLLUMM KaXKabIl pa3, Korga uc-
nonb3yeTca MHPOPMaLIMOHHAA CUCTEMA 3A4PaBOOXPaHEHUs, nogBepraeMas ayauTy.

MHdopMaLMOHHbIE CUCTEMbI 34PAaBOOXPAHEHUS, CoAEePXalLUMe NEPCOHAmNbHYIO MEeAULMHCKYIO UHAOP-
MaLmio, AOMKHbI ObiTh CHaBXeHbl CPEACTBaMM AN aHanm3a NpoTOKONOB U XKypHAanoB ayauTta, KoTopble:

a) No3BONAT UAEHTUULMPOBATL BCEX NONb30BATENEN CUCTEMbI, KOTOPbIE NOMyYanu 4OCTyn K 3anu-
caM 00 ykazaHHOM OObEKTE OKa3aHWsa MEAULMHCKOW NOMOLLUM UM BHOCKUIM B HUX U3MEHEHUS 3a OnpejeneH-
HbI NEpPUOA BPEMEHMU;

b) no3BonAT naeHTUULMPOBaTh BCE 0OBEKTbI OKa3aHUS MEAULIMHCKON NMOMOLLIM, K YbUM AAHHbLIM MO-
iyqanu gocTyn UM BHOCUMW B HUX U3MEHEHUS OnMpeaeNieHHbIe MONb30BaTenu CUCTEMbI 3a onpefeneHHbI
nepuos BpemeHMu.

7.7.10.4 3awmTa nHdopmayum B XXypHanax

KoHTponb

MpoTokonbl ayauTa AOMKHbI ObiTh 3aLUMLLEHHLIMU OT HECAHKLUMOHMPOBAHHOIO Aoctyna. JocTyn K WUH-
CTPYMEHTaM ayauTa CUCTeMbl AOIMKeH ObITb 3aLUMLLEH ANS NpeaoTBPaLLeHWs 3roynoTpedbneHns unm HecaHk-
LMOHMPOBAHHOIO A0CTyNa.

PyKoBOACTBO M0 BHEAPEHUIO

Momumo cobnioaeHus MHCTPYKUUIA, ykaszaHHbiX B MCO/MOK 27002, Ba)HO OTMETUTb, YTO AOKa3a-
TenbHasi LenoCTHOCTb MPOTOKOMOB ayAnTa MOXET ChIrpaTb BaXHYI0 pPosb Npu paccneaoBaHusX KOPOHEpOos,
paccnegoBaHuaX KacaTtenbHO BpayeOHOl owmnbkn u apyrux cyaebHbix U KBazucyaebHbIX paccneoBaHusX.
B Takux paccrnemoBaHusX AENCTBUA MEAUUMHCKUX paGOTHMKOB W BPEMEHHbIE MPUBA3KM COObLITWI MHOr4A
06yCnoBneHbl U3y4eHneM M3MEeHEHUI M OOHOBMNEHWIA B NEPCOHANbLHON MEANLMHCKON MHPOPMaLMM NauueHTa.

7.7.10.5 XypHansl perncrpaumm agMMHucTpartopa u oneparopa

HeTt gononHUTEnbHbIX PYKOBOACTB MO MEHEAXMEHTY 3aLnThl MHOPMAaLIMKU B 34PaBOOXPAHEHUM.

7.7.10.6 Perucrpauus oTKa3os

Het 4ononHUTENbHbIX PYKOBOACTB MO MEHEIKMEHTY 3aLWThl MHPOPMAaLIMKU B 34PaBOOXPAHEHUMN.

7.7.10.7 CUHXpPOHU3aLMA YacoB

KoHTpornb

MHdopMaLMOHHbIE CUCTEMbI 34pPaBOOXPAHEHUS, MOAAEPKUBAIOLLME KPUTUYECKYIO NO BPEMEHU aes-
TENbHOCTb MO COBMECTHOMY YXOA4y, AOFXKHbI NPEAOCTaBNATL CEPBUCHI AN CUHXPOHWU3AUUWU BPEMEHU ANSA
NMOMOLLY NPU NPOCNEXMBAHUN U BOCCO3AAaHUU BPEMEHHbIX PAMOK AENCTBUIA, KOraa 9T0 He0BX0AMMO.

PyKkOBOACTBO MO BHEAPEHUIO

MOMUMO MHCTPYKUMIA, yKazaHHbIX B MICO/M3K 27002, BaxHO OTMETUTb, YTO XPOHOMETPAaXK COObLITUA,
3aperucTpupoBaHHbLIX B 3MEKTPOHHOM BUAE B MEPCOHANLHOW MEeAMLMHCKON MHopMauuM U B dXypHamnax
ayanTa, MOXET CbIrpaTb BaXKHYIO POfib MPW TaKMX MPoLeccax, kKak paccneqoBaHus KOPOHEPOB, paccrneaoBa-
HUs1 BpavyebHom owmbkmn n apyrue cynebHble u KBasucygebHble paccneaoBaHus, rae BaXHO TOYHO ONpeaennTb
KIMHUYECKYIO MOCNEA0BATENBHOCTL COOBITUN.

7.8 KoHTponb goctyna

7.8.1 TpeGoBaHMUA K KOHTPOSIO OOCTYNA B 34PaBOOXPaHEHUN

7.8.1.1 Obwme NnonoxeHua

KoHTpornb

OpraHuzauuu, 3aHumarowmecss obpaboTkol nepCcoHanbHOW MeAUUUHCKOW WH(OopMauuun, OOMXKHbI
OCYLLECTBNSATb KOHTPONb A0CTYNA K Takon nHdopmauumn. OBbIYHO Nonb3oBaTeny MHPOPMALMOHHBIX CUCTEM
304 paBOOXPaAHEHNUS AOIMKHbI UMETb AOCTYN K NEPCOHamNbHOW MEAULMHCKON MHOPMAaL MU TONMbKO B CyYasix,
Korga:

a) CyLLeCTBYIOT OTHOLLEHUA B 00MacTh 34paBOOXPAHEHUS MEXAY MOMNb30BaTenem u CyObEeKTOM AaHHbIX
(06bEeKTOM OKasaHus MeauLUMHCKONM MOMOLLM, Ybsl MEPCOHAaNbHan MeauUUHCKasa MHpopMaLmnsa OLEeHNBAETCS);

b) nonb3oBarenb BbINOMHAET AENCTBME OT NuLA CyObekTa AaHHbIX;

C) €CTb HEOOX0AMMOCTb B 0COObLIX AAHHBIX AN NOAAEPXKKN 3TOW AeATENbHOCTU.
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7.8.1.2 MonuTtuka KOHTPONA AocTyna

KoHTponb

Opranusauum, 3aHumalowmecs 00paboTkoi NepcoHanbHON MeaULMHCKOW MHAOpPMAaLUUK, AOMKHbI
UMETb AOCTYN K YNPABAEHWIO NOAUTUKON KOHTPONS AOCTYNA K 3TUM AaHHbIM.

MonuTuka opraHn3auuu KacaTenbHO KOHTPOrS A0CTyna AOSDKHA ObiTb YCTAHOBIIEHA HA OCHOBE MpPELo-
npeaerneHHbIX ponen co CBA3aHHLIMU OPraHaMM, KOTOPbIE OTBEYAIOT TPeOOBAHUSAM, HO OTPAHUYEHbI HYXKAAMU
3TOW ponu.

MonuTuka KOHTPONA AOCTYNA Kak KOMMOHEHT OCHOBHbIX MPUHLMMNOB MOMUTUKM 3aLUMTbl MHCpOpMaLmu,
OMMCaHHOM B 7.2.1, AOMXHA OTpaxaTb NPoeCCMoHanbHbIE, 3TUMECKUE, HOPMATUBHbIE TPEOOBaHUS, a Takke
TpeboBaHusi, CBA3aHHbIE C 06BLEKTOM OKa3aHWUA MEAULMHCKON NOMOLLY, U AOFDKHA YYUTbLIBATh 3aaHUS, Bbl-
NONHAeMble MEAULMHCKUMKU pabOoTHUKaMMK, a Taloke NPOLECC BbINOMHEHUS 3aJ4aHus.

PyKkoBOACTBO MO BHEAPEHUIO

MomMuMO MHCTPYKUMI, yKasaHHbIXx B MCO/M3K 27002, BaXKHO OTMETUTL, YTO ANA NpeaoTBpaLLeHus 3a-
JepXXKA Unu oTkasa npeaocTaBNeHnst MeaWLIMHCKMX YCNyr CyLLECTBYIOT Bonee cTporue, yem obbluHO, Tpe-
6oBaHWsA ANA YETKOro NOHMMAHMA MONMUTUKM M MpoLecca ¢ COOTBETCTBYIOLMMU Pa3peLleHUsIMU Ha OTMEHY
JeNCTBUA «OBbIYHBbIX» NMPAaBUM KOHTPOMSA AOCTYNa B aBAPUIHBIX CUTYaLUSX.

MeauuuHckue opranmsauum nobygaktT K pacCMOTPEHUIO BO3MOXHOCTU BHeApeHus eaepaTtuBHOM
NAEHTUPUKALMOHHOW MHAOPMALMK U PELLEHWI ANA ynpaBneHns AOCTYNOM C y4ETOM BO3MOXHOCTM 0MNOr-
HUTENbHON NOAAEMKKM U CHUXEHUS aAMUHUCTPATUBHBIX PACXOA0B, KOTOPOE OHO AACT MOSIUTUKE KOHTPONA
pocryna. Kpome Toro, ato GyaeT nogaepmearb NpoLEecchbl 4ocTyna ¢ Gonee BbICOKMM ypoBHEM Besonac-
HOCTU, Takne Kak AocTyn, OCHOBAaHHbIN Ha WMHTEeNNEeKTyarnbHbIX KapTovkax, 1 BO3MOXXHOCTb «OAHOKpPAaTrHOro
npeabABNEHUA Naponsay.

7.8.2 YnpaBneHue OOCTYNOM Nonb3oBarernen

7.8.2.1 Peructpauus nonb3osarenei

KoHTpornb

JocTyn K MHPOPMALMOHHBIM CUCTEMAM 3APAaBOOXPAHEHUS], KOTOPbIE 3aHUMAIOTCA 06paboTkoi nepco-
HanbHOW MEAULMHCKON MHChOpMaLMK, AOFDKeH Noanexarb npoueaype permcrpauuu nonb3osatenen. po-
ueaypa peructpauuu nonb3oBateneil AoKHa rapaHTUpoBaTh, YTO YPOBEHb ayTeHTUUKaLUK, NpeabsaBns-
oW MAEHTUPUKALMOHHYIO MHAOPMaLMIO NONbL30OBaTeNs, COOTBETCTBYET YPOBHIO(AM) A0CTYna, KOTOpble
OyayT AOCTYMHbI ANSA NONb30BaTENs.

[aHHble perucrpaumnu nonb3oBaTens AOMKHbI NEPUOANYECKN NPOBEPATLCA ANSA TOr0, YTOObI rapaHTu-
poBaTb, YTO OHW NOJIHbIE, TOYHLIE W YTO AOCTYN BCe eLle Tpebyercs.

PyKoBOACTBO NO BHEAPEHUIO

MoMUMO MHCTPYKLMIA, YkazaHHbix B MCO/M3K 27002, BaXkHO NOHATbL, UTO 3agaya no uaeHTudmkaumum n
perucrtpauumn nonb3sosarenen MHGOPMaLMOHHBIX CUCTEM 34PaBOOXPAHEHUS BKIlOYaeT B ceba BCe HMXKeyKa-
3aHHoE:

a) To4HOE onpeaeneHne NUYHOCTM nonb3oBarens (Hanpumep, [koaH CmuT, pogunack 26 mapta 1982
roga, cenvac NPOXXUBaET NO TaKkOMy agpecy);

b) TouHOE onpeaeneHue, Nnocne NPOBEPKU, HAAEXKHBIX JOKYMEHTOB 0 NpO(peCCUoHanNbLHON NOAroToBKe
(Hanpumep, aoktop [HkoaH CMUT, KapaMonor) u/unu 3aHMMaemon AOIKHOCTU (Hanpumep, Cblo3eH [DKOHC,
CceKkpeTapb NpUeMHON 60nNbHULBI);

C) HasHa4YeHWe OAHO3HAYHOro naEHTUdMKaTopa NonbL30BaTeEnNs.

O6partuTte BHUMaHWe, YTO 0OBLEKTbI OKa3aHUst MEAULIMHCKON NMOMOLLM, KaK NPaBUIO, HE ABAAIOTCA NOSb-
30BaTeNsAMM CUCTEMBbI, XOTA T€, KTO MOXXET UMETbL JOCTYN KO BCEM CBOMM NEPCOHASNBHLIM AAHHbLIM UMK K UX
yacTtu (HanpumMep, Yepes CETEBOI NOpTarn), Ha CamMOM ZieNne MOTYT CHUTaTbCS NONb30BaTENAMM (XOTA U UMEIO-
LMMU OrpaHUYEHHbIR 4ocTyn). CTOUT Takke 0OpaTtutb BHUMaHUE, YTO CyLLECTBYIOT Takue MeguunHckue cge-
pbl NPUMEHEHUA, KOTAA NOMb30BaTESNb ULLET 0OLMIA COBET UM MHGOPMAaLMIO KacaTenbHO 340poBbA. U xota
3TOT 3anpoc Ha nHdopmauumio 6yaer BHeCeH B MPOTOKOI, UMs1 NOMNb30BaTersi OCTAeTCsA Heu3BeCTHbIM. MHorue
cauTbl, npeaocrasnaowme nHopmauuio no 6epemenHoctu, CrAdy, unu apyrum temam kKacatensHo 340-
poBbsi, paboTtaloT B Takow maHepe. MNonb3oBaTeny CanToB C Takow obLeil MeaMUUHCKOW nHGopMaLnen, Kak
NpaBuIO, HE HYKAAIOTCA B PErMCTPAaLMM U NIOSTOMY UCKIMIOYEHbI U3 PACCMOTPEHUA B NOCneayoLlem obcyxae-
HUKU. Cm. Takke 7.5.1.2.

7.8.2.2 Peructpauus nonb3oBarenei

B nocneaytowem obcyxaeHum 0603Ha4eHO HECKONBLKO CTPaTerni KOHTPONs AOCTyna, KOTOPbIE MOTYyT
OYEHb NOMOYb NPW 0BECNeYEeHMN KOHMUAEHLMANBLHOCTU U LENOCTHOCTU NEPCOHaNbHON MEAULMHCKOW WH-
dopmaumu:
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a) KOHTPOSb 40CTYNa, OCHOBAHHLIN HA PONSAX, KOTOPLIA NOMnaraeTcs Ha AOKYMEHTbI O NpodheccuoHanb-
HOI MOArOTOBKE W 3aHWMaemoW JOMMKHOCTM MOfib30BaTenen, YCTaHOBIEHHbIE BO BPEMS perucrpauun ans
OorpaHnyYeHus 4oCTyna TONbKO AN TeX, KTO AOMXEH BbINOMHATb O4HY UMM HECKONbKO YETKO OnpedeneHHbIX
ponen;

b) KOHTPONb AOCTyNa, OCHOBAaHHLIN Ha pabouvei rpynne, KOTOPbIM MONAraeTca Ha NPUHaANEXHOCTb
nonb3oBarenen kK paboyum rpynnam (Takum Kak KIMMHWUYECKUE TPYyNMbl) AN OnpeaeneHus Toro, K Kakum 3a-
NUCSIM OHW MOTYT UMETbL AOCTY;

C) NPOM3BOSIbHBIN KOHTPOSb A0CTYNA, KOTOPbLIA NO3BONSET NOMb30BaTENAM UHOPMALUOHHBLIX CUCTEM
304paBOOXPaAHEHNS, CBA3AHHBIM C NEPCOHANbHON MEeAULMHCKON MHpopmaumei o0bekTa okazaHua MeauUnH-
CKOM NOMOLLM Ha 3aKOHHbLIX OCHOBaHMAX (Hanpumep, CEMENHbIN Bpay), NpeaocTasnaTe 4OCTYN APYrMM Nofb-
30BaTensaM, KOTopble paHee YCTaHOBUIIN CBS3b C NEPCOHANLHOW MEAULMHCKON MHAOopMaLmMen obbekTa oka-
3aHMA MeAULUMHCKON noMoLwm (HanpuMep, cneynanucr).

PyKoBOACTBO M0 BHEAPEHUIO

MomMmumo cobntogeHnsa MHCTPYKUMIA, ykasaHHbix B MICO/M3K 27002, nHdopmaumMOHHbIE CUCTEMBI 3apa-
BOOXPaHEHUSA, coaepkalLme nepcoHanbHy MEAULMHCKYIO MHPOPMAaLIMIO, AOMKHbI NOAAEPHUBATL KOHTPOIb
[0CTyna, OCHOBAHHbIA HA PONsX, CNOCOOHLIN MPUCBOUTL KaXAOMY MOMNb30BATENO OAHY MIIM HECKOMbKO pPO-
nen, a Kaxgou ponum — OAHY UIN HECKONbKO (PYHKLMIA.

[Nonb3oBarenb WUHPOPMALMOHHON CUCTEMBbI 34PaBOOXPaHEHUs, codepXallen nepcoHarnbHyl Meau-
LMHCKYI0 MH(pOpMaLMIO, AOMKeH Mony4yarb AOCTYN K €€ CepBUCaM MO OAHOW ponu (TO eCTb, NONb30BaTeNH,
KOTOpble OblNM 3aperncTPUpoBaHbl C HECKOMbKMMU PONSMU, OOMKHbI YKa3biBaTb OAHY M3 pOnel BO Bpems
KaXaoro ceaHca goctyna K MHpopMaLnoHHON cucTeMe 34paBo0XPaHEHNs).

MNHpopmaynoHHble cucTemMbl 3apaBoOOXPaAHEHMSA AOIMKHBI 00beAMHATL Nonb3oBaTenen (Bknvas Megm-
LUMHCKMX pabOTHUKOB, BCMIOMOraTenbHOro nepcoHana u Apyrux) ¢ sanucammu o6 o6bekTax okazaHus MeguLuH-
CKOW NOMOLLU, YTO MO3BONSET B AaNbHEWLLEM UMETb AOCTYMN HA OCHOBE 3TOr0 00bLEANHEHUS.

JononHutenbHble PYKOBOACTBA NO YMNPABAEHUIO MOMHOMOYUAMU B 34PABOOXPAHEHUU MOXHO HaWTW B
MCO/TC 22600-1 1 UCO/TC 22600-2.

7.8.2.3 YnpasneHue naponsamMu nonb3oBarenen

JononHuTenbHbIX PYKOBOACTB MO MEHEAXXMEHTY 3aLUnTbl MHpOPMAaL MK B 31paBOOXPAHEHUN HET, OHa-
KO CTOMT OTMETUThb, YTO OFPAHUYEHHOCTb BO BPEMEHU, OOHAPYXXEHHASA B CUTYyaLMAX OKa3aHUs MEAULUHCKOM
NOMOLLY, MOXET nomeLuaTb 3PQEKTUBHO MCNONb30BaTh naponu. MHorme MeauuuMHCKMe opraHu3aumm npea-
NOYnM BHEAPUTL anbTEPHATUBHbLIE TEXHONMOMMW ayTeHTUMUKaLUW ANSA peLueHns JaHHON npobnembl

7.8.2.4 TlpoBepka npaB A4ocTyna nonb3oBarenen

MoMUMO MHCTPYKUMIA, yKaszaHHbIX B MICO/M3K 27002, Heobxoaumo obpatute 0coboe BHMUMaHWE Ha
nonb30BaTenen, OT KOTOPbIX Pa3yMHO OXUAaTb NPEAOCTaBMNEHUS HEOTNOXKHON MOMOLLM, TaK KAk UM MOXET
noTpeboBaTbCA AOCTYN K NEPCOHANbHOW MEAULIMHCKON MH(POPMALIMUM B 9KCTPEHHbLIX CUTYaLMsX, KOraa o0bekT
oKasaHua MegULMHCKON NOMOLLM HE MOXET COOOLLUUTL O CBOEM COrfacuu.

7.8.3 O6a3aHHOCTU NONb30OBaTenA

PyKoBOACTBO M0 BHEAPEHUIO

Momumo cobnogeHnss MHCTPYKUMIA, ykasaHHbix B MCO/MO3K 27002, opraHusaumu, 3aHumaromecs
06paboTKON NEepCcoHanbHON MEAULMHCKONW MHAOpMaumu, npu onpegeneHun obs3aHHOCTEN Nonb3oBartens
OOMXKHbI YBaXKaTb NPaBa U 9TUYECKME 00A3aHHOCTU MEAULIMHCKMX PabOTHUKOB, KaK YKa3aHO B 3aKOHE W Kak
MPUHATO YneHamu NPOECCUOHAaNbHbIX MEANLIMHCKUX OPraHn3aLuii.

7.8.4 KOHTpoOnb 4oCcTyna K CeTu U KOHTPONb AOCTYNa K OnepauuoHHON cUCTeMe

HeTt gononHUTEnbHbIX PYKOBOACTB MO MEHEAXMEHTY 3aLUnThl MHpOPMAaLIMKU B 34PaBOOXPAHEHUM.

7.8.5 KoHTponb gocTyna K npunoxXeHUsam u uHdopmauum

7.8.5.1 OrpaHu4veHue gocryna K uHopmaumm

KoHTpornb

MHpopmaynoHHble cUCTEMbI 34PpaBOOXPaHEHUs, 3aHUMarowmecs obpaboTKoW MepcoHanbLHON Meau-
LIMHCKOW MH(pOopMaL MK, JOIMKHbI ayTeHTUMUMPOBaTb NONbL30OBAaTENEN U AOSKHbI AenaTb 3TO NOCPEACTBOM
ayTeHTUMKaLMm ¢ UCNoNb30BaHUEM, NO KpanHen mepe, AByX (pakTopos.

PyKoBOACTBO M0 BHEAPEHUIO

MOMUMO MHCTPYKLMIA, yKa3aHHbIX B MICO/M3K 27002, Heobxoammo 0bpatutb 0co60€e BHUMaHUE Ha Tex-
HUYECKME MEPOMPUATUS, MO KOTOPbIM OOBLEKT OKaszaHWs MEAMLMHCKOW MOMOLUM TOYHO ayTeHTuduumpyetca
npu JOCTyne KO BCEN NMIMYHON MHApOpMaLIMK UK K ee 4YacTu (B TeX cuctemax MHdpopmMaumu, rae 3to onycTu-
MO0). Takoe >xe BHUMaHWe CTOUT YAEeNUTb NPOCTOTE UCMONb30BAaHMA TaKMX MEPONPUATUI, OCODEHHO AnA 00b-
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€KTOB OKa3aHusl MEAULUHCKOW NOMOLLUM C PU3M4eckuMu HegocTaTkamMm, a TaKkke NpeaoCcTaBneHnio AocTyna
3aMEHSAILWUMIA NMLAMWU, OTBETCTBEHHBIMU 3@ NPUHATUE PELLEHUN.

7.8.5.2 V3onauns 3aBUCMMOIN CUCTEMBI

Het gononHuTenbHbIX PYKOBOACTB MO MEHEIAXKMEHTY 3aLUMTbl MIHPOPMALIMK B 34PaBOOXPAHEHUN.

7.8.6 MoOunbHble KOMNbLIOTEPHbIE Cpeabl U AUCTAHUMOHHbIN PEXUM paboTbl

7.8.6.1 MobunbHble KOMNLIOTEPHbIE Cpeabl U CBA3U

PyKkOBOACTBO N0 BHEAPEHUIO

Momumo cobnoaeHuss MHCTPYKLUUIA, YkazaHHbiX B MICO/MOK 27002, opraHusauuu, 3aHumatoLmecs o6-
paboTKOM NepCoHANbHON MEANLMHCKOW MHAOPMALIMK, OOSKHbI:

a) UMETb 0COOLIN AOCTYN K PUCKaM, UMEIOLLIMMCS B MODUIBHBIX KOMMbIOTEPHBIX CPeiax 34PaBOOXPAHEHNS;

b) noAroToBUTE MONMTUKY NO Mepam NPEeAOCTOPOXHOCTU NPU UCNONBL30BAHUU MOBUMBHBIX YCTPOUCTB,
BKkIovas 6ecnpoBoAHbIE YCTPOWCTBA;

¢) TpeboBaTb OT MOOMIbHBLIX NOfb30BAaTENEN CNeaoBaTb 9TOM NOUTUKE.

Kak otmevyeHo B MCO/M3BK 27002, 6ecnpoBOAHbIE COEANHEHUSA MOOUIMBHbBIX CETEN, XOTb U MOXO0XMN HA
COeIMHEHNS1 MPOBOAHbIX CETEN, UMEIOT HECKONbKO CYLLECTBEHHbIX OTNNYMI, C TOYKU 3PEHUS 3aLmThl MHOp-
mMauumn. Hekotopble 6eCnpoBOAHbIE NPOTOKOMbI LUIMDPOBAHUS, TAKME KaK SKBMBANEHT KOHDPUAEHUMUANbLHOCTU
nposoaHbix ceten (WEP), A0 Cux MOp NPUMEHSIIOTCS, HECMOTPSI Ha WU3BECTHblE YA3BUMOCTU, KOTOPbIE MO-
Kas3bIBalOT UX He3(heKTUBHOCTL. Kpome Toro, nHopMauus, XpaHawascs Ha MoOOUIbHbLIX YCTPOMNCTBAX, He
BCerga MOXeT ObITb CKOMMpoBaHa (pe3epBHOE KONMpOBaHWE) (HanpuMmep, M3-3a OrpaHUYeHHON NPONYCKHO
CNOCOBHOCTM CETU UMM U3-3a TOTO, YTO YCTPOICTBA HE BCEraa MOAKMIOYEHbl BO BPEMS 3annaHMpPOBaHHOIO
pe3epBHOr0 KOMUPOBAHUS).

7.8.6.2 OUCTaAHUMUOHHLIN pexxum paboTbl

PyKOBOACTBO N0 BHEAPEHUID

Momumo cobntogeHns MHCTPYKUUIA, yKkazaHHbiXx B UICO/M3K 27002, opraHusauumn, 3aHnmaroimecs oo-
paboTKOM NepcoHansHON MeaAULMHCKON MHpOpMaLUK, BOFKHbI;

a) NoAroTOBUTbL NOMUTUKY NO MEpPaM NpPefoCTOPOXHOCTW NPU AUCTAHLUMOHHOM pexxume paboTsl;

b) y6eautbes, UTo nonb3oBatenu, paboraloLlue B AUCTAHLMOHHOM PEXUME, CNeayIoT 3TON MONUTUKE.

HekoTopble HauuoHanbHbIE LPUCAUKUMK (Hanpumep, FepmaHus) yxe yCTaHOBUIMU OrpaHUyYeHnsa Ans
MEAULMHCKUX pabOTHUKOB HA AUCTAHLIMOHHBIA PEXUM paboThl.

BakHo 06paTuTb BHUMaHWE Ha TO, YTO B 34PABOOXPaAHEHUU AUCTAHUMOHHLIA PEXUM paboTbl MOXET
nepecekatb HPUCANKUMOHHbIE rPaHULIbl U JaXe MOXET NPOMCXOAWUTL Ha 6OpTy camonera unu kopabns, Ha-
XOASALIErocs B AaHHbIN MOMEHT BHE Kakux-nmbo HauuoHanbHbIX LOPUCAUKUMIA. TepanerThl y>Ke AaBHO Ha Mo-
CTOSIHHOW OCHOBE 0BMEHMBAIOTCA CHUMKaMM U T. 1. YEPE3 BNEKTPOHHYIO NOYTY, Nepecekas IopUCANKLMOHHLIE
rpaHuubl, AnNA NOMyyYeHUss MHEHUs cneuuanucta. MexayHapoaHble rpynnbl, y4acTBYKOLME B MOMOLLM Npu
CTUXUIHbIX 6eacTBUAX, CMOryT B ByayLiem nonaratbC Ha MHPOPMALIMOHHbIE CUCTEMbI 34PaBOOXPAHEHUS B
IOPUCAMKLMAX, OTNINYAIOLLNXCA OT UX KPUCAUKUMUU. HY>XHO yunTbiBaTh NPaBOBbLIE U STUMECKME COODpaKEHUS
no AaHHOMY BOMpPOCY Npu pa3paboTke u BHeAPEHUU MHCADOPMALIMOHHLIX CUCTEM 34paBOOXpaHEHUs (0COBEHHO
HaLMOHAamNbHbIX CUCTEM), KOTOPbIE MOTYT UCMONb30BaTbCsl NOAOOHbLIM 06pa3om. Cm. Takke 7.7.7.1 n 7.7.8.3.

7.9 3akas, npoeKTupoBaHue U o6CcnyxuBaHue UHHOPMaALMOHHBIX CUCTEM

7.9.1 TpeboBaHus 6e3o0nacHOCTU ANA UH(POPMALIMOHHBLIX CUCTEM

Het pononHuTenbHbIX PYKOBOACTB MO MEHEAXKMEHTY 3aLUMTbl MHPOPMALIMK B 34PaBOOXPAHEHUN.

7.9.2 MpaBunbHas o6paboTka B NPUIIOKEHUAX

7.9.2.1 OgHO3Ha4yHOE pacno3HaBaHWe OObLEKTOB OKa3aHUs MEeAMLMHCKOW NOMOLLN

KoHTponb

OpraHusauumm, 3aHuMmaromeca o6paboTkon NnepcoHanbHON MEAULUHCKON MHCpOPMAaLMK, OOFMXKHbI:

a) rapaHTUpoBaTb TO, YTO KaXAblii OOBEKT OKa3aHUs MeAUUMHCKON nomowy OyaeT OAHO3HA4yHO pac-
NO3HaH;

b) 6bITb B COCTOAHUM 0ObEANHUTL ABA UMM HECKONbKO MPOTOKOMNOB, €CNU NPegyCMOTPEHO MPOU3BOSb-
HOe cO3aHue HEeCKOMbKUX MPOTOKONOB ANSA TOro Xe 00bekTa oKazaHua MEAMLUHCKOW NOMOLLM UMK BO BpeMs
BO3HUKHOBEHUS HEOTIMOXHOIO COCTOSIHUS.

PyKOBOACTBO N0 BHEAPEHUID

OkasaHue HEOTNOXKHON MOMOLLM U ApYyrue cuTyauumn, Npu KOTOPbIX MOFMO He CyLUeCTBOBaTb BO3MOX-
HOCTUM Hagnexawmm o6pasom pacno3HaTb 00LEKTbI OKa3aHUsi MEAULUHCKOW MOMOLLM, HEU3DEXHO NpUBEayT K
CO3aHMNI0 HECKOMbKMX KapT MO OAHOMY U TOMY e nauueHTy. B npegenax kaxxgon MHoOpMaLMOHHON CUCTEMBI
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3A4paBOOXPAHEHUS JOIDKHA CYLLECTBOBaTb BO3MOXHOCTb 00beAUHEHUS] HECKOMbKUX KapT NaUMEHTOB B OAHY.
Takoe oGveauHeHne TpebyeT BHUMATENbHOCTU, U NO3TOMY NOTpebyeTcs He TONbKO NepcoHan, 0by4YeHHbIN
ANA TaKoro 06beAUHEHUs, HO, BO3MOXHO, U TEXHNYECKUe CpeacTBa AN ynpoLweHusa oobeauHerns nHopma-
UMM U3 UCXOOHBIX KapT B 0ObEeAUHEHHYIO.

Opranusauum, 3aHumaiouecs o6paboTkon NepcoHanbHOW MeAULIMHCKON UHAOPMaLUK, BOMMKHbI ra-
paHTupoBaThb, UTO AAHHbIE, UCX0AA U3 KOTOPbLIX MOXHO YCTAHOBUTb NMUYHOCTb, COXPAHATCA TONbKO TaMm, rae
3T0 He06X0ANMO, M YTO METOAWKM YAANEHUSA, aHOHMMU3ALUK U NCEBAOHUMU3ALMN UCTIONbL3YIOTCA HaANexa-
wum o6pa3oM B MAKCMMAarnbHO BO3MOXHOW Mepe Ansi CBEAEHUA K MUHUMYMY PUCKOB HENMPEAHAMEPEHHOro
pasrnalweHunst nepcoHanbHoOn uHdopMaLmu.

7.9.2.2 lNpoBepka BXOAHbLIX AAHHbIX

Het aononHUTenbHbIX PYKOBOACTB MO MEHEAXMEHTY 3aLlUMTbl MH(hbOpMaLIMK B 34paBOOXPAHEHUN.

7.9.2.3 KoHTpOnb BHyTpeHHeh 00paboTku

Het aononHuTEnbHbIX PYKOBOACTB N0 MEHEAXKMEHTY 3aLLMThbl MH(pOPMaLMK B 3paBOOXPAHEHMUMN.

7.9.2.4 LlenoctHOCTb COOOLLIEHUSI

Het aononHUTEnbHbIX PYKOBOACTB M0 MEHEKMEHTY 3aLUMThl MHpOpMaLIMK B 31paBOOXPAHEHUN.

7.9.2.5 lMpoBepka BbIXOAHBLIX AaHHbIX

KoHTponb

MHdOopMaLMOHHBIE CUCTEMDBI 3 paBOOXPAHEHUS, 3aHMMAIOLLMeCs 00paboTkoi nepcoHanbHON Meau-
LMHCKOW WMH(pOpMaLmMK, AOSMKHbLI NPEAOCTaBNATb MAEHTUMPULMPYIOLLME NIUYHOCTb CBEAEHUSI AN NOMOLUU
MEAULMHCKMM pabOoTHUKAM B MOATBEPXAEHUU TOTO, YTO HAWAEHHBLIE BMEKTPOHHLIE MEAMLMHCKME KapTbl OT-
HOCATCA K 00BEKTY OKa3aHUa MEAULIMHCKON MOMOLLU, MPOXOASLLEMY NEYEHUe.

PyKOBOACTBO N0 BHEAPEHUIO

B aononHeHue K pykoBoacTBaMm, ykazaHHbiM B MCO/MOK 27002, HeoOX0aAUMO yunTbIBaTb HEKOTOpPbLIE
JONOnHUTENbHBbIE BaXHbIE (hakTopbl. Mpexae yem nonararbCA Ha NEPCOHANbHYI0 MEAULIMHCKYIO MHGOpMAa-
U0, NPeaOCTaBNEHHYIO MH(OPMALIMOHHOW CUCTEMO 34 PAaBOOXPAHEHUS, MEANLIMHCKUM PAabOTHUKAM A OIKHO
ObITb NPEAOCTaBNEHO AOCTATOMHO MHAOPMALMK ANS TOro, YToObl YOeauTbCsl B TOM, YTO OObLEKT OKa3aHusi
MEANLIMHCKON MOMOLLM COOTBETCTBYET MONy4YeHHON UHdopMmaumu. COOTBETCTBME 0OLEKTA OKasaHusi Meau-
LMHCKOW MOMOLLM, NPOXOAALLEro SieYeHue, CyLLECTBYIOLLEN 3anucu MOXET CTaTb HETPUBMANLHOW 3aJayen.
HekoTopble cuCTEMbl MOBLILIAKT ypoBEeHb Ge3onacHocTu nytem gobasnenus dotorpadunm B MEAULIMHCKYIO
KapTy Kaxaoro o6bekTa okasaHus MeAULMHCKON nomoLuy. Takue ynyylieHus MoryT camm no cebe cospasartb
npo6nembl ¢ KOHPUAEHUMANBHOCTBIO, TaK KaK OHU AEeNaloT BO3MOXKHBIM CIly4aliHOe 3anoOMUHAHWE XapakTepu-
CTUK, TAKMX KaK pacoBasi NPUHAANEXKHOCTb, KOTOPbIE HE BKMOYEHbI B MONSA AaHHbLIX. TpeGOBaHMA NO UAEHTU-
dumkaummn o6bLEKTOB OKa3aHWUA MeAMLMHCKON NOMOLLM M HAMMYUIO AAHHBIX, MCMNOMNb3YEMbIX AN €€ NOAAEPXKKM,
TaKkKe MOryT BapbUpOBaTbCA OT OPUCAUKLUMW K lopUCAUKUMK,. Bonblioe BHUMaHWE HeobXoAMMO NPOsBAATL
npu NPOEKTUPOBAHWUMN UHDOPMALIMOHHBIX CUCTEM 3A4PaABOOXPAHEHUS, AN TOrO YTOObLI pabOTHMKKM 3ApaBoOXpa-
HEeHUS MOIMW AOBEPATbL cucTeMe B obecneveHnn nHdopmavmeii, HeobxoanMon AN NOATBEPKAECHUSA TOTO, YTO
Kakaas HangeHHas KapTa COOTBETCTBYET 0OBEKTY OkasaHUs MEAULMHCKON NOMOLLM, NPOXOASLLEMY NeYeHue.

MHpopMaLMOHHbIE CUCTEMbI 3APABOOXPAHEHUST AOMKHbI AE€naTe BO3MOXHOW NMPOBEPKY TOro, yto Oy-
Ma)kHble pacneyarku ABMATCA NOMHbIMU (Hanpumep, NOCPeACTBOM 3anucK «cTpaHuua 3 us 5»).

7.9.3 KoHTponb goctyna ¢ ucnosib3oBaHMeM Kkpuntorpadgumn

7.9.3.1 MMonuTuKa UCNONbL30BaHUA KOHTPOSA AOCTYMAa C UCNOMb30BaHWEM KpunTorpauu u ynpasneHue
Krnoyamm

PyKOBOACTBO N0 BHEAPEHUIO

MoMuMO MHCTPYKUUM, yKasaHHbIX B MICO/M3K 27002, B UICO 17090-3 MOXXHO HaWTW pyKOBOACTBA MO
pPa3MELLEHMUIO U UCNONb30BaHNIO UMPOBBLIX CEPTUDUKATOB 3APABOOXPAHEHUS U MO YNPABNEHUIO KIHOYAMMU.

7.9.3.2 YnpaBneHue Knioyamu

HeT A0NONHNTENbHbLIX PYKOBOACTB MO MEHEIXKMEHTY 3aLUMThl MHPOPMAaLMKM B 34PABOOXPAHEHUN.

7.9.4 Be30onacHOCTbL CUCTEMHbIX hainos

7.9.4.1 KOHTpOnb OnepaTmBHOro NporpammMHoro o6ecneyeHus

HeT A0NONHNTENbHbLIX PYKOBOACTB MO MEHEIXKMEHTY 3aLuMThl MHEPOPMAaLMKM B 34PABOOXPAHEHUN.

7.9.4.2 3awmTa AaHHbIX UCMbITAHUA CUCTEMBI

PyKOBOACTBO N0 BHEAPEHUIO

MoMUMO MHCTPYKUMIA, YkasaHHbiX B MICO/MIK 27002, opraHusaumu, saHumatoLmecs 06paboTkoii nep-
COHAanbHON MEeAMUMHCKOW MHGOpMaLMK, He JOFKHbI UCTMONb30BAaTb PEarbHYI0 NEPCOHANMbHYIO MEAULIMHCKYIO
MHAOPMALMIO B KAYECTBE AaHHbIX UCTbITAHMSA.
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7.9.4.3 KoHTpOnb 40CTyNa K UCXOAHOMY KOAY MPOorpaMmbl

HeT gononHuTensbHbIX PyKOBOACTB MO MEHEAXKMEHTY 3aLUMTbl MHAOPMAaLMK B 34PAaBOOXPAHEHUN.

7.9.5 be3onacHOCTb B npoueccax paspadoTku 1 noaaepXXKu U KOHTPOSIb TEXHUYECKON YA3BMMOCTH
HeT gononHuTenbHbIX PyKOBOACTB NO MEHEAXKMEHTY 3aLUUThbl MHAOPMAaLMK B 34 paBOOXPaHEHUN.

7.10 YnpaBrneHue UHUMOEHTaAMMU 3aWUTbl UHOpMaLKn

7.10.1 CobbiTna n cnaboctn B cucreme 6€30MacHOCTM OTYETHOW MHAOpMALIUK

PyKOBOACTBO MO BHEAPEHUIO

MoMUMO MHCTPYKUMIA, yKa3aHHbIx B MCO/MOK 27002, opraHu3aumu, 3aHumatomecs oopaboTkon nep-
COHanbHON MeaWLMHCKON MHAOPMAaLMK, AOMKHbI YCTAHOBUTL OTBETCTBEHHOCTU U MPOLEAYPbl KacaTernbHO
WHUMIEHTOB B cucTeMe 6e30macHOCTH, ANs TOro YTOObI:

a) obecneuntb ObICTPbINA, IPAEKTUBHBIA U NOCNEA0BAaTENbHbLIM OTKIIMK HA MHUMAEHTLI B cucteme 6es-
OMacHoOCTH;

b) rapaHTupoBaTb TO, YTO CYLLUECTBYET AEWCTBEHHbIN MepapxXuYeCcKuin NOPSAOK ANa Takux UHLUUOEHTOB,
Tak YToBbI MOXHO ObINO UCMONL30BAThL YNPABMNEHNE B KPUUCHBIX CUTYaLMSIX U NNaHbl N0 YNPaBneHuto Henpe-
PbIBHOCTM BM3HEca Npu NOAXOASALLMX YCIOBUSIX U B HY)XKHOE BpeMS;

C) cobupatb U COXPaHATL AAHHbIE MO MHUMAEHTY, TAKMe KaK MPOTOKOIbI U >XypHanbl ayauTta, a Takke
Apyrue CBMAETenbLCTBA.

MHumpeHTel B cucteme 6e30nacHOCTU BKITHOHAKOT KOPPYNUUIO UMM HEMPeaHaMEPEHHOE pasrnalleHue
nepcoHanbHON MEAULMHCKOW MHPOPMALIMK, UK NOTEPIO AOCTYNMHOCTU MH(POPMALMOHHbBIX CUCTEM 34PaBOOX-
paHeHus, rae Takas noteps oTpuuaTernbHO CKa3blBAETCA HA yxoae 3a OOoMbHbIM UM CnocobCcTBYET Hebnaro-
MPUATHBLIM KITMHUYECKUM COOBITUSAM.

OpraHusauumn OOMKHbI YBEAOMINSATL 00bLEKT OKa3aHMsA MEAULMHCKON NOMOLLM KaXablA pas, korga nep-
CoHanbHaa MeguuuHcKasa uHopmauma Obina HenpeagHamepeHHO pasrnalueHa.

OpraHusauuu OOMKHbI YBEAOMIATb OOBLEKT OKa3aHUS MEAULIMHCKOW MOMOLLU KaXKabli pa3, koraa oTcyT-
CTBME AOCTYNHOCTU UH(POPMALMOHHBIX CUCTEM 31PAaBOOXPAHEHUS, BO3MOXHO, HEBNaronpusATHO CKa3anoch Ha
UX NEYEHUN.

B meauuMHCKMX opraHusauusix CyLlecTBYET TEHAEHLUMUS UCKYCCTBEHHO OTAEMNATb MHUMAEHTbI 3aLUUThbl
uHdoOpMaLun OT APYrux TUNOB UHLUUAEHTOB Kak B 0OpaLleHum, Tak U B OTYETHOCTU. YuuTbiBas TOT PakT, 4To
NPOHMKHOBEHWE B CUCTEMY MOFTO NPUBECTU K Kpake IT-060pyaoBaHMsa (4TO NPUBOAUT K HAPYLLEHUIO KOHGU-
AEHUManbHOCTU) UMK YTO NoXap MOr ObITb YCTPOEH NpefHaMEPEHHO, YTODbI CKpbITb (hakT 3noynoTpedneHus
IT-0o60pyaoBaHUEM, UNK YTO OMpPeAEeNeHHOe 3NoynoTpedneHme nnu HenpaeubHOE UCMONbL30BaHUE CUCTEMBI
MOTFTIO MMETb KITMHMYECKUE MOCNEACTBUS, OLEHKA 3aLuTbl UHOPMaLuM AoMmKHa ObITb NPOBEAEHA B OTHOLLE-
HUM BCEX NOAOOHBLIX UHUMAEHTOB UM UHUMAEHTa-06pa3ya aAns ganbHenwen oueHkn 3 (eKTMBHOCTHU yCTa-
HOBJIEHHBIX 9NIEMEHTOB YNPAaBMNEHUS U OLEHKU PUCKOB, KOTOPbIE NPUBENU K UX BHEAPEHUIO.

7.10.2 YnpaBneHue UHUUAEHTAMMU U YNyUYlEeHUAMU

7.10.2.1 OBs13aHHOCTK M Npoueaypbl

Hert gononHuTensHbIX PyKOBOACTB MO MEHEXKMEHTY 3aLLUMUTbl MHPOPMALIMK B 34 PaBOOXPAHEHUN.

7.10.2.2 N3BnevyeHne ypoKOB U3 UHLMAEHTOB

Hert gononHuTensHbIX PyKOBOACTB MO MEHEMXKMEHTY 3aLLUMUTbl MHPOPMALIMUM B 34 PaBOOXPAHEHUN.

7.10.2.3 C6op cBMAETENLCTB

PyKkOBOACTBO N0 BHEAPEHUIO

MoMUMO MHCTPYKUMIA, ykadaHHbiX B MICO/MOBK 27002, opraHusaumu, 3aHumaroLmecs o6paboTkoi nep-
COHAnNbHON MEAWLMHCKOW WMHopmaLmmu, MOryT nogymMaTb O NOME3HOCTU cOopa U CBUAETENLCTB C LENbIO
BbISIBNIEHUS BpayeBHON OLMOKK, a TaKke UM MOXET NOTPebOoBaTbCA YHECTb MEXAY-IOPUCAUKLMOHHBIE Tpe-
6oBaHWA B cnyyae, Korga MHAOPMALMOHHbIE CUCTEMbI 34PAaBOOXPAHEHNUS AOCTYMHbI 3a Npeaenamu rpaHuy,
IOPUCAMNKLIMN.

7.11 AcnekTbl 3aWMTbl UH(OPMaLUKN B yNpaBsieHMU HENPEepPbIBHOCTLIO Ou3Heca

PyKkOBOACTBO MO BHEAPEHUIO

MoMuMO MHCTPYKUMIA, yka3aHHbiXx B UICO/M3K 27002, cneaytowime cooBpaXKeHUs BaXkHbl B YCIOBUSX
cpeabl 3paBOOXpPaHeHus. YnpaeneHue HenpepbIBHOCTLIO BU3Heca, KOTOPoe BKMYaeT B ceba aBapuiiHoOe
BOCCTaHOBIIEHUNE, BCE Yalle NPU3HAETCH B kadyecTBe TpeboBaHUS AN MEAULIMHCKUX OpraHu3aLmii, u npuopu-
TET, KOTOPOE OHO MMEET, npodormkaer pactu. OTpaxas cTporme TpeboBaHWUA K AOCTYNHOCTU B 34paBoOXpa-
HEHUN, OCHOBHbLIE YCUIMNUA OOJDKHbI ObITb HanpasneHbl Ha OTKaBOyCTOVILIVIBOCTb n ncnpasneHne M36bITOYHOTO
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KOAAa, U He TONbKO ANS CAMOW TEXHOMOIMM, HO U ANs 00yYeHUss MEAULIMHCKUX KaApOB CMEXHBLIM cneuuanb-
HOCTAM.

[naHupoBaHne HenpepbIBHOCTM BU3HeCa B 34paBOOXPAHEHMMN ABNAETCA 0CODEHHO CNOXHON 3ajaden
ANsl CneumManucToB 3almTbl MHOpMaLMK, Tak Kak nobble nnaHbl J0DKHbLI ObITb COOTBETCTBYIOLMM 06pa-
30M 00bEAMHEHbI C NNaHaMK Mo OpraHu3auumM ucnpaeneHusi CO0EB NUTaHUSA, peanu3auun UHAEKLUUOHHOTo
KOHTpOns u pabore C ApYrMMU YpEe3BbIYAWMHBIMU CUTYALIMSIMU KITMHUYECKOW NPaKTUKK. [leNCTBUTENbLHO, 3a-
nyck moboro u3 HMX, BEPOATHO, NPUBEAET HEMOCPEACTBEHHO K 3anyCKy NnaHa ynpasneHus HENPepbIBHOCTbIO
Ou3Heca, ecnu TONbKO 06eCneYnTb AONONMHUTENBHYIO NOAAEPXKY K TOW, KOTOpas uMmeetcs obbluHO. Tem He
MeHee, HeaBHUE UHUMUAEHTbI, Takue KakK BCMbILLKM aTUNWYHOW MHEBMOHUM, NOKA3anu, 4tTo CepbesHble NHUK-
OEeHTbl MOMyT NPUBECTU K HEXBATKe MEepCcOoHarna, koTopas 3areM MOXET Cepbe3HO OrpaHUyYMTb BO3MOXHOCTb
YCMELIHOW peanu3auum nnaHoB ynpasneHusi HenpepbIBHOCTLIO Ou3Heca.

MeauumHckue opraHn3auum 34paBoOXPaHEHUs AOMKHbLI FAPAHTUPOBATh TO, YTO MX MMAaHUPOBAHUE He-
NpepbIBHOCTU OM3Heca ynpaBneHus BKMIOYAEeT B cebs NnaHUpOBaHUE YNPAaBNEHUS B KPUUCHBIX CUTYaLMAX
30paBOOXPAHEHMUSI.

MeauumuHCKue opraHu3auun Takke AOIMKHbI rapaHTMpOBAaTb TO, YTO MNaHbl, KOTOpble OHWU pa3spaba-
TbIBAKOT, PETYNAPHO TECTUPYIOTCA HA «MPOrPaMMHON» OCHOBE. MCnbITaHWs, BKIIOYEHHbIE B 3TY NPOrpamMmy,
JOMXKHbI BbICTPanMBaThCA APYr Ha Apyre, OT CTALMOHAPHbLIX UCTbITAHUIA K MOAYSMbHBLIM UCMLITAHUAM, OT HUX —
K 0606LLEHUI0 BaPMAHTOB BEPOSTHOIO BPEMEHU BOCCTAHOBIIEHUS!, @ 3aTEM, HAKOHELL, K FeHEpanbHON peneTu-
uun. Takum o6pasom, nogobHasa nporpaMMa UMEET HU3KUM YPOBEHb pUCKa M obecneumBaeT AeNCTBUTENBHOE
ynydLieHue obLero ypoBHa 0CBEAOMITEHHOCTU CPEaU ee Nonb30BaTenen.

712 CoorBeTCcTBME

7.12.1 OGwme NONOXeHUsA

PyKoBOACTBO MO BHEAPEHUIO

MoMumo cobniogeHnUst MHCTPYKLMIA, ykazaHHbIXx MCO/M3K 27002, MeaULMHCKME OpraHu3aumu AOMKHbI
3anycTuTb NPOrpamMmmy NpOBEPKU COOTBETCTBUS, KOTOPAs yuuTbiBana Obl BECb XM3HEHHBIA LUK AENCTBUN, T.€.
He TONbKO MPOLECCHI, B KOTOPLIX UMEIOTCA NPOGNEeMBbI, HO U Te, YTO AenalotT 0030p pesynsTaToB U NPUHUMAIOT
peLieHus 06 oGHoBneHusax 8 CMUB.

Mporpammbl ayauta MeauLMHCKMX OpraHn3auuin AOSkHbI ObiTb (POPManbHO BLICTPOEHBI Tak, YTOObI
OXBaTUTb BCE 3MEMEHTbI HACTOSALLEro MEXAYHapOAHOro craHaapTa, Bce obnactu pucka u BCe BHEPEHHbIe
3NeMeHTbl ynpaeneHus, B npeaenax 12—18-meca4qHoro yukna.

B crporo ynpaBnsemon u npoBepsemMon cpeae MHOrmx MeauumuHckux opradusauun ISMF gomkeH no-
CTaBuTb Nepep cobol Lenb co3aaTtk OCHOBY ANA ayauTa rpaayMpoBaHHOIO COOTBETCTBUSA, HUKHUM CITOEM KO-
TOPOW ABMSIETCS BHYTPEHHSSA NPOBEPKA, OCYLLECTBAAeMan KBanuuumpoBaHHbIMK paBouuMKU 1 pyKOBOAUTE-
namu. Mocne aroro ayaut CMUB ot nuua ISMF, BHYTpeHHUI ayauT, oueHka paboTbl 9N1eMEHTOB YNpaBreHUs
M BHELUHWUI ayauT AOSDKHbI OblTb onpeaeneHbl Takum 06pa3om, YToObl KaxAbIN CoN Yepnan yBEPEHHOCTb U3
BCEX HWXKenexalumx.

7.12.2 CoorBeTCcTBUE 3aKOHOAATENbHbLIM TPEGOBaHUAM

7.12.2.1 OnpeaeneHne NPUMEHUMOrO 3aKOHOAATENLCTBA, NPAB HA UHTENNEKTYanbHY CODCTBEHHOCTb
1 3aLUTYy OPraHM3aLUMOHHON JOKYMEHTALUN

Her fononHUTEnbHbIX PYKOBOACTB MO MEHEAXMEHTY 3aLlmMThl MHpopMaLMKn B 34paBOOXPAHEHUN.

7.12.2.2 3awmrta AaHHbIX M KOHUAEHUMANbHOCTN NePCOHarnbHON UHopMmaLmm

KoHTponb

MoMUMO MHCTPYKUMIA, ykasaHHbIX B MCO/M3K 27002, opraHusauumu, saHumatomecs o6paborkoi nep-
COHAasbHOW MeAULMHCKON MHopMaLMK, BOMKHbI KOHTPONUPOBATL COrnlacue 00LEKTOB OKa3aHMsi MEAULUH-
CKOI MOMOLLM Ha NpeaocTaBneHme nHopmauun.

Mo BO3MOXHOCTH, cornacue 00bLEKTOB OKasaHWA MEAULUHCKOW MOMOLLM HA npegocTasneHne uHAdop-
MaLMK JOMKHO ObiTb NONy4YeHo 0 TOro, kak NepcoHanbHas meauumHekas nidopmauus Gyaer nepegaHa no
AMNEKTPOHHO noyTe, No dhakcy unum no TenedoHy, UNK pasrnaweHa UHbLIM Cnoco6oM CTOPOHAM, HE BXOASALLMM
B MEAULIMHCKYIO OPraHU3aLMmio.

PyKOBOACTBO M0 BHEAPEHUIO

Mpumepom 3aKkoHOAATENLCTBA UMK NpeanucaHus, Tpebylowero cornacua o6bLEKTOB OKasaHusa Meau-
LMHCKOW NOMOLUM Ha npegoctraBneHue uHdopmaumu, aenaerca PekomenOayus Cosema Eeponbi R (97)5
«O 3awume meduyuHckoli uHgopmayuu», Coeem Eeponbi, Cmpacbype, 12 ¢heepans 1997 (Council of
Europe Recommendation, R (97)5 On the Protection of Medical Data, Council of Europe, Strasbourg, 12 Feb-
ruary 1997):
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[Neped ocywecmerneHuemM 2eHeMU4eCcKo20 aHanu3a cybbekm 0aHHbIX 00mxeH 6bIMb NPoUuHEGOPMUPO8aH
0 Uernsx aHanu3a u 603MOXHOCIMU HEOXUOaHHbIX Pe3ynbmarmos.

OH OosmxeH 6bImb NPOUHPOPMUPOBaH 0 HEOXUOaHHbIX pe3ynbmamax, ecru:

a) amo He 3anpeuweHo HayuOHabHbIM 3aKOHOM;

b) yenosek cam 3anpocus amy uHgopmayuio;

C) MarioeeposimHO, 4mo UHGOpMayUsi HaHecem cepbe3Hbili epeod:

i. eeo/ee 300poebio,
ii. ezofee eOUHOKPOBHBIM unu eOUHOYMPOOHbIM POOCMEEHHUKaM, 4rleHy ezo/ee cembu, unu
4es108eKy, Komopblii umeem ¢ HUM/Hel NPsiMyI0 2eHEMUYECKYIO Ce53b;

d) ama urHghopmayusi umeem HerocpedcmeeHHOE 3HadeHue 0ns e2o/ee nedeHus unu npedomepawieHus
6onesHu.

MpumepoM npocheccuoHarnbHbIX pekoMeHaauuii, Tpebylowmx cornacus 06bEKTOB OKa3aHUA MeAULINH-
CKOW nomoLu, ABMSAETCS XenbCUHKCKasa Aeknapaumsa no MeAULIMHCKUM MCCNEeJOBaHUAM Ha Noasax.

7.12.2.3 MpepotBpawyeHue anoynotpebneHuns cpeacts 06paborku nHopmaLmmu u perynupoBaHue KOH-
TpONs 4OCTyNa C UCMONb30BaHMEM KpUnTorpadum

HeT gononHuTenbHbIX PYKOBOACTB NO MEHEAXKMEHTY 3aLUMThl MHGOPMALMKU B 34 PABOOXPAHEHUMN.

7.12.3 CooTBeTCcTBME NONUTUKE U CTaHOAPTAM 6€30MacCHOCTU U TEXHUYECKOE COOTBETCTBUE

PykoBOACTBO MO BHEAPEHUIO

Oco6oe BHUMaHWE yaenseTca cobrogeHno COOTBETCTBUS C LESNbI0 TEXHUMYECKOW BO3MOXHOCTHM B3a-
MMOAENCTBUA, TaK KaK KpynHble MHOPMALMOHHbIE CUCTEMBI 34PAaBOOXPAHEHUA, KaK NPaBUNo, COCTOAT u3
GOnbLIOro KONMYECTBa B3auUMOAENCTBYHOLLMX CUCTEM.

7.12.4 PekomMeHpmauuu no ayauTy UH(OPMaALMOHHBLIX CUCTEM B cpeae 3ApaBOOXPaHEeHUA

HeT AononHUTENbHbIX PYKOBOACTB NO MEHEAXKMEHTY 3aLLUThl MHOPMALMK B 34 PABOOXPAHEHUMN.
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MpunoxeHue A
(cnpaBouHoe)

Yrpos3bl 3amThbl MeAULMHCKOW H(OpMaLmumn

Yrpo3bl KOHUAEHUWANbHOCTH, LENMOCTHOCTU U JOCTYNHOCTU aKTUBOB MEeAMLMHCKOW WH(OpPMaUuUK BKIOYaloT B
ceba Bce HUXecneayioLlee.

1) UmuTauua apyroro nuua COTPYAHWMKOM OpraHuMsauumn (BKNIOYMAs MMUTaLMIO APYroro nuua MeauuuHCKUMK
paboTHukamMu 1 BcromoraTefbHLIM NepcoHanom)

Mmutauma apyroro nuua coTpyaHUKaMm opraHusaLum 3aknio4aeTea B UCNONb30BaHWM CUCTEMbI TEMMU, KTO U3BNEKa-
€T BbIrOAY M3 YYETHbIX 3anucen, He NpuHaanexalymx uM. OHa npeacTasnaeT coboil cboiil B HagexHoW ayTeHTUdMKauun
noneb3osatenei. MHorue crnyyan umnuTaumm 4pyroro nuLa coTpyaHuKaMu opraHusaumu bbinu coBepLUeHBl NPOCTO NOTOMY,
47O 3TO Obnervaet noAsaM paboty. Hanpumep, koraa oguH MeAULMHCKWIA paBOTHUK MOXET 3aMeHUTb ApYroro Ha paboveit
CTaHUun 1 npogormkaeT paboTaTb NO yxe OTKPLITOW KapTe 06bekTa oKasaHUA MEAULMHCKON MOMOLLM, CYLLECTBYET CUNb-
HO€ MCKYLUIEeHUe NponycTUTL NpoUeAypY BbIXoAa NnepBoro NONL3OBATENSA U3 CUCTEMBI U BXOAA BTOpOro nones3osatens. Tem
He MeHee, UMUTaLMA APYroro nuua CoTpyAHUKaMMU opraHusauuu Takke ABNAETCA UCTOYHUKOM CEePbEe3HbIX HapyLUeHUH
KoHdbMaeHumansHocTU. B camom gene, 6onbluas YyacTb HapyLIeHW KOHPUASHLWANBHOCTU COBEPLLIAETCS] COTPYAHUKaMU
opraHusauyuu. MiMutauuma Apyroro nuua coTpyaHUKaMu opraHu3aLmmn Takke MOXET OCYLLECTBAATLCS C Liefbilo COKpLITUA
cny4aeB NPUMUHEHUA Bpeaa.

2) AmuTaumsa gpyroro nuua NOCTaBLUMKAMKM YCAYT (BKIIOYasa COTPYAHUKOB nNo obcnyxusaHuio, paboTalowmx Ha
DOroBOPHOI OCHOBE, TaKUX Kak pa3paboTynKkn CUCTEMHOrO NPOrpaMMHOro o6ecneveHus], COTpYAHNKOB Mo PEMOHTY 060-
PYAOBaHWA W APYruX fUL, KOTOpbIe MOrYT UMETb GPOpMabHOe 3aKOHHOE OCHOBaHWE Ha [OCTYM K CUCTEME M faHHbIM)

NMuTauma Apyroro nuua NocTasLLMKaMKU YCNYT 3aKno4aeTcsa B UCNONBL30BAHUN COTPYAHWUKaMK, paboTalowmMmn Ha
[LOrOBOPHOI OCHOBE, NMPUBUNErMPOBAHHOrO AOCTYNa K cucTeMam (Hanpumep, BO BPEMA UCNLITAHNS Ha MecTe U PeMOHTa
HewucnpasHoro 06opyaoBaH1sA) ANA NONYYEHUA HECAHKLMOHUPOBAHHOrO A0CTyNa K AaHHbIM. CaMo no cebe aTo siBNAETCA
HapyLUeHWeM, Unn HecrocoBHOCTbIO AoMKHBIM 0bpa3om obecneunTb 6e3onacHoe UCNONb30BaHUE BHELLUHUX CTOMHUKOB.
XoTA 1 pexe, YeM B cny4qae ¢ UMUTaLMeEn Apyroro nuua YneHamu opraHusauumn, UMUTaLnAa Apyroro nuua nocTasLyuKa-
MW YCRyr TakkKe MOXET OblTb MCTOYHUKOM CEPbEe3HbIX HapyLeHWA KOHDPUAEHUMANbHOCTU NEPCOHANBbHON MEAULMHCKOM
UHopMaLmK.

3) muTauua apyroro nuua NOCTOPOHHUMU NULLAMU (BKNIOYAs XaKepoB)

WmnTauma Apyroro niMua NocTOPOHHUMU NULaMK NPOUCXOAUT, KorAa TpeTby fuua nonyyaroT A0CTYN K AaHHbIM
Ui pecypcam CUCTEMEI, BblAaB cebs 3a yNoNHOMOYEHHOro Nnonb3oBaTens unm obMaHHLIM MyTeM CTaB YNoTHOMOYEHHBIM
nonb3oBaTenem (HanpumMep, Yepesa Tak HasblBaeMblii «coLpanbHbil UHXUHUPUHIY). B ononHeHue K xakepam, UMUTaLMIO
Apyroro nuua nocToOPpOHHUMU fMLaMK Taloke COBEpLUAIoT XYPHaNUCTLI, YacTHblE ETEKTUBLI U «XaKTUBUCTBLI» (XaKepbl,
KoTopble paboTaloT OT UMEHM UNK B NOAAEPXKKY NMONUTAYECKUX rPyNNUpoBoK). UMUTauma apyroro nuua nocTOPOHHUMN
nuuamMu npefcTaBnaeT coboi 0Tkas OAHON UMK HECKOMbKUX HWKEYKasaHHbIX Mep 6e3onacHoCTu:

i) ngeHTUdmMKaLma nonb3oBaTens,

i) ayTeHTUUKaLmMA nons3osaTtens,

iil) ayTeHTUUKaLNSA UCTOUHUKA,

iV) KOHTpOfb AOCTYNa 1 ynpasneHue nofiHOMOYUSMU.

4) HecaHKLUMOHMpPOBaHHOE UCMONIb30BaHUe NPUIOKEHUA ANA A0CTYNa K MeAULMHCKOW MHdopMauuu

Mony4nTb HeCaHKLMOHMPOBaHHLIFA JOCTYN K NPUIOXEHUIO ANA AOCTYNa K MEAWLMHCKON MHpopMaLmn MOXeT GbiTb
Ha yAWBNEHWe nerko (HanpuMep, o6LEKTOM OKasaHUS MEAMLMHCKON NOMOLLMW, NPOHWUKHYBLUMM B He3aHATylo pabouyto
cTaHuuto B paboyeM KabuHeTe TeparneBTa M BKITHGMUBLUMM MOHUTOP). YNONHOMOYEHHbIE NONb30BaTENN Takke MOryT Bbl-
MOMHATb HECAHKLIMOHWPOBaHHbBIE AEUCTBUS, TaKUe Kak U3MEHEHWe faHHbIX CO 3NbiM yMbicnioMm. B Benuko6putaHum fokTop
laponba LLUunmaH nbiTancsa ckpbiTb ckaHAarnbHoe YOUIACTBO AECATKOB CBOMX MaLMEHTOB NyTEM WU3MEHEHUs 3anucei B
CBOE KOMMbIOTEPHO cucTeMe.

KpuTuueckasn BaxHOCTb NpaBUIIbHON MaeHTUDUKALMN 06LEKTOB OKazaHUA MEAWULMHCKOW NOMOLLM W NpaBuibHOE
YCTaHOBIMEHWEe COOTBETCTBUSA C MX MEAULMHCKOW| KapToi NPMBOAUT MeULIMHCKNe opraHn3auumn k c6opy nofgpobHbIX naeH-
TUDUKALMOHHBIX JaHHLIX MO MauueHTaMm, NpoxXoAsLUM feveHne. 3TU MASHTUMDUKALWNOHHBIE AaHHBIE MMetoT GonbLuyio
noTeHuManbHyto LIEHHOCTb A1 TOro, KTo MOXET UCMONb30BaTh €€ AN XUWEHUA NEPCOHanbHLIX JaHHbIX, U MO3TOMY OHU
AOMKHBI BbITb CTPOro 3aLLWLLEHbI.

B 06LeM, HecaHKLMOHUPOBaHHOE UCMONb30BaHUE NPUNOXEHWIH MeaULMHCKOW WHgOopMaLmK nNpeacTaBnseT coboi
c60il B OfHOW MW HECKOMBKUX HKEYKasaHHbIX Mepax 6e3onacHoCTy:

i) KOHTpoOrb focTyna paGodeii rpynmnbl (HaNpuMep, No3BoNAs NONL3oOBaTENO NOMy4YaTb JOCTYN K kapTam 06bekToB
oKasaHWUs MEAULIMHCKOA NOMOLLM, C KOTOPLIMW OH HE UMEET HUKaKUX 3aKOHHBIX OTHOLLEHWIA);

ii) MOAOTYETHOCTb U KOHTPOIb ayuTa (HanpuMep, No3BONAA HENOAXOAALUM ASWCTBUAM MOMb30BaTENA ocTaBaTb-
€l He3aMeUEHHbBIMU),

iii) GesonacHocTb NepcoHana (HanpuMep, NPEAOCTaBNAA COTPYAHUKAM HeJOCTaTOUHbIA ypoBeHb 06y4YeHUs nnu He
0BBbACHAS, YTO WX JOCTYN K 3aMUCAM NOANEXUT ayauTam 1 NpoBepkam).
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5) NonapaHne BpeAOHOCHOrO UNKU Pa3pyLUUTENLHOrO NPOrpaMMHOro obecneyeHuna (BKIYaa BUPYCHI, Yep-
Beil U apyroe BpefOHOCHOE NporpamMmmHoe obecneveHue)

Bonblwasa YacTb MHUWAEHTOB 3aluThl IT NpeacTaBneHa KoMNbIoTepHBIMU BUPYCamu. MonagaHue BpefoOHOCHOTO
Unu paspyLunTenbHOro NporpamMMHoro obecredeHns npeactaenseT coboii cbolt B aHTUBUPYCHOW 3alwuTe Unu B ynpas-
NeHUN N3MEHeHNsAMN nporpamMHoro obecrneyerus. B To BpeMA kak 06bl4HO OHW HaxXOAATCA B nNpefenax AOMKHOCTHBIX
MOSTHOMOYNIA CETEBBLIX OMEPaToOpPOB, PacrnpocTpaHeHUe YepBen ANEKTPOHHON NOYTHI U BUPYCOB, @ Talke UCNonb3osa-
HWe Xakepamu crnabbix MecT B NporpaMMHOM obecrnedeHnn cepeepa 0O6beAUHUNUCH, YTOOLI B 3HAYUTENBHON CTeneHn
OCMOXHUTb Mepbl, KOTOpble HeoBX0AMMO NPUHATL 4NA NPeAOTBPAaLLEHNS NoNajaHnA BPEAOHOCHOMO MW pa3pyLUMTENbHO-
ro nporpammHoro obecneveHus.

6) 3noynotpebneHue cMcTeMHbIMU pecypcaMmn

OTa yrposa npeAcTasnser coboil nonb3osaTenei, NCNONb3yWMUX MHPOPMALIMOHHBIE CUCTEMbI 3[paBOOXPaAHEHNS
U cepBUCHI ANA cobcTBEHHOW paboThl; Nonb3oBaTenel, ckaunBatowmx ¢ MIHTepHeTa He cBA3aHHYyo ¢ paboToi uHgopMa-
LU0 Ha KOMMbIOTEPDI, NpeHasHaYeHHbIe NCKMUNTENBHO ANA NOAAEPXKKN MHPOPMALIMOHHBIX CUCTEM 3[4PaBOOXPaHEHUS,
nonb3oBaTenei, cosgaroLmx 6a3bl JaHHbLIX UNK ApYrive NPUNOXEHNA ANA BONPOCOB, He CBA3aHHLIX ¢ paboToil, nu nonb-
3o0BaTenei, yxyjLlatoLwmx JOCTYNMHOCTb UHPOPMALIMOHHBIX CUCTEM 3[4paBOOXPAHEHUsA, HanpuMep, UCNonb3ya NPonycK-
HY0 CNOCOBHOCTL CETW AN 3arpy3ku NOTOKOBOrO BUAEO UNW ayAno ANSA NIMYHOMO NONL30BaHUA. Takoe 3noynotpebnexne
npeacTaBnseT coboil 60l B UCMOMHEHUM COrNalLeHUin 0 HagnexalweM Ucnonb3osaHu unu obydyeHnn nonb3oBatenem
BaXXHOCTU NMoAAEpXaHUsA LEOCTHOCTU N AOCTYNHOCTU NCTOYHNKOB MEAWULIMHCKOR MHpopMaLmN.

7) HecaHKUuMoOHMpOBaHHbLIN AOCTYN K NepeAaye AaHHbIX

HecaHKLMOHUPOBaHHbIA JOCTYN K Nepeaade AaHHbIX NO AMEKTPOHHBIM KOMMYHUKaLMAM NPOUCXOAUT, KOraa Yeno-
BeK (XaKep, HanpuMmep) BMELLMBAETCA B HOpManbHOe nepemelleHne AaHHbIX nNo ceTu. Hanbonee pacnpocTpaHeHHbIM
pe3ynsTaToM SBMAETCA aTaka Tuna oTka3 B 06CnyXMBaHUK (NpW KOTOPOIA cepBepbl UNK ceTeBble pecypcbl 3PHEKTUBHO
BbIBOAATCA U3 CTPOSA), HO BO3MOXHbI U Aipyrue popMbl HECaHKLIMOHUPOBAHHOIO A0CTYNa K Nepeaaye AaHHbIX (Hanpumep,
araka NoBTOPHOro BOCTMPOU3BEAEHUS, MPN KOTOPOW peanbHoe, HO ycTapeBLuee coobLleHne nepefaeTca NOBTOPHO Takum
obpa3soM, 4TO cosfaeTcs BnevatieHne, YTo OHO HOBOE). HecaHKUMOHUPOBaHHLIN AOCTYN K Nepeaade AaHHbIX NpeacTas-
nseT coboit cOoit B 0BGHapyXeHUU BTOPXEHUIA W/UNKN yNpaBneHna AOCTyNa K CeTW, W/UNKU aHanu3a pUcKoB (B YaCTHOCTH,
aHanuaa ysassuMMOCTH), /MW apXUTEKTYpbl CUCTEMBbI (KOTOpast AonXHa 6biTb paspaboTaHa ¢ 3aLWuTol OT aTaku TUNa oTkas
B 06CnyXunBaHUu).

8) MNepexsat uHcpopMaLMK B KaHanax cBA3N

Ecnu He WindppyeTea Bo BpeMs nepefayn KoHPUAEHUNanbHOCTb MHdopMaumn, cogepxalieiica B coobLyeHnn, Mo-
XeT OblTb aHHyNMpoBaHa NocpescTBOM nepexsata WHgopMauuu B KaHanax cBA3W. OTO Npolye, YeM KaxeTcs, Tak Kak
noboil nonb3oBaTenb NoKanbHOW CETU MOXET YCTaHOBUTbL Ha CBOel pabouyeil cTaHUMW Tak Ha3biBaeMblil «aHanusaTop
NaKkeToB» U KOHTPONMPoBaTh OOMbLLYIO YacTb CETEBOro Tpaduka B UX NOKarbHON CETU, B TOM YUCTIE YMTaTb AEKTPOHHYIO
MoYTy BO BpeMs ee nepefaqn. Xakepckue UHCTPYMEHTbLI MOMOratoT aBTOMaTM3nMpoBaTh U YNpoCTUTL 6orbLLYIo YacTb 3TOro
npouecca. [MNepexsaT MHdOPMaLMK B kaHarax CBSi3u npefcTaBnsieT coboii c6oii B 3aLLULLIEHHON CBSA3M.

9) OTKas OoT aBTOpCTBa

OTa yrposa nNpeacTaBnAeT coboli nonb3oBaTenei, OTpULIAIOLLIMX, YTO OHM nocrnanu cooblyeHne (0Tkas oT aBTop-
cTBa) U nornb3oBaTenei, oTpULaloLWMX, YTO OHWU MONy4unmn coobLyeHne (oTka3 oT nonyyeHus). OfHo3Ha4YHoe ycTaHoBMe-
HWe Toro, Men N MecTo hakT nepexofa NepPCoHanbHON MEAULIMHCKOR MHOPMaLUK OT OAHOTO Bpaya Ui MeALMHCKOro
YUYPEXAEHUA K PYromy, MOXeT BbITb OCHOBHLIM NPU3HAKOM paccriefoBaHuil BpadebHol ownbku. OTka3 oT aBTopcTBa MO-
XeT NpeAcTaBnsATb co6oii cO0i B NPUMEHEHWN 3rEMEHTOB YNpaBneHus, Takux Kak LudpoBble NOAMUCH Ha SNEKTPOHHBIX
pelenTax (NpuMep oTKkasa OT aBTOPCTBA) UK AIEMEHTOB YNpaBeHUs, Takux Kak yBefoMNeHNUs 0 NpoYTEHUN CoobLLeHUiA
3NEKTPOHHO NOYTHI (MPUMEp OTKa3a OT NOMy4eHus).

10) C6oii nogknioueHus (BKktodasa cbon B ceTsAX MeaMUUHCKON UHpopmMaLun)

Bce ceTu noaBepxeHbl Nepuoguyeckum oTkniodeHusm. KadyectBo obenyXusaHus sIBNSIETCA OfHUM W3 OCHOBHBIX
hakTOpOB B NpefoCTaBNEHNUSA CETEBLIX YCNYT B chepe 3apaBooxpaHeHns. C60i NogknodeHnst MOXeT BbITb Taloke pesynb-
TaToOM HenpaBWIIbHOIO HampaBfieHUst CETEBBIX YCNYr (HanpuMep, 3NOHaMepPeHHOro U3MeHeHWs! Tabnuy MapLUIpyTU3aumu,
KOTOpOe NPWBOAMUT K NepeafpecaLmn ceTeBoro Tpaduka). OTkasbl NOAKTHOHMEHUS MOTYT obnerynTb packpblTue KoHpuAaEeH-
LnanbHoi MHpopMaLmu, 3acTaensasa nonb3oBatenieil oTNpaBnsATe COOOLEHNS ¢ NOMOLbIO MeHee Be3onacHbIX MexaHU3-
MOB, HanpumMep no dakcy unu vyepes NHTepHeT.

11) BcTpanBaHue BpeaoHOCHOroO Koga

OTa yrposa BKIo4aeT B ce65 BUPYChl 3NEKTPOHHOMR NoYThl U BpaxaebHbIN MOBUMbHLIA kog. XOTS 9TO U He SBMSET-
cA cneyyudmryHON Yyrpo3oi AnA MHOPMaLMOHHBIX CUCTEM 3[paBOOXpaHeHns, bonee LUMpokoe ucronb3oBaHue becnpo-
BOAHBLIX W MOBWIbHBIX TEXHOMOMMIA CPeAn MEAULMHCKNX PaBOTHUKOB yBENMYMBaET BO3ZMOXHOCTL Yrpo3bl HAHECEHUS MO-
BpexaeHui. BcTpauBaHue BpefOHOCHOMO koAa npefcTaBnsaeT coboit cboit B 3hheKTUBHOM NPUMEHEHWU NPOrpaMMHOro
yNpaBieHns aHTUBUPYCOM UMW CPEACTB yNpaBneHns AnNA NpeaoTBpalleHUss BTOPXEHUNA.

12) CnyualiHag HenpaBunbHasA MapLUpyTU3aUua

OTa yrpo3sa BKIo4aeT B cebs BOZMOXHOCTbL TOr0, YTO MHGOPMaLMS LOCTaBNEHa NO HENpPaBUbHOMY afpecy, B CIy-
Yae nepefadun no cetun. CrnyyaiiHas HenpasunbHas MapLUpyTU3aLUusa MOXET NpeacTasnsaTs coboil c6ol B obpasoBaHuu
MoJ1b30BaTeNs U HeCNOCOBHOCTL NOAAEPXKUBATb LIENOCTHOCTL KATanoroB Bpadeil U MeLUUUHCKUX yYpexaeHnit (Mnm
u TO, 1 fpyroe).

39



MOCT P UCO 27799—2015

13) TexHuuyeckass HeMCNPABHOCTb BeAyLIEero KOMNbIOTepPa, HakonuTenen N MHAPPaCTPYKTYpbl CETU

OTu yrpo3sl BiItovaloT B cebs oTkas obopygoBaHus, cboun cetu unu cbou B paboTte Hakonutenei uHdopmauuu. Ta-
Kue oTka3bl 06bIMHO NpeAcTaBnAlT cob0i CO0 OAHOrO UMM HECKONBKUX ANIEMEHTOB YNpaBneHna onepauuamu, nepedmnc-
neHHelMK B pasgene 10 MCO/M3BK 27002:2005. XoTa 3T0 M He aBnaeTca cneyuduyHbIM ANa MHPOPMaLUOHHBLIX CUCTEM
3/paBoOXpaHeHus], NOTepst JOCTYMHOCTU TaKUX CUCTEM MOXET BNOCNEACTBUN NPEACTaBNATL Yrpo3y XWU3HU NaLUEeHTOB.

14) C6oi B cucteMe xu3HeobecneueHus (Bkrovas nepebon B nogade sanekTposHepruu u nepebou c obcnyxu-
BaHWeM, CBSi3aHHble CO CTUXUAHBIMW B6eACTBUAMU UMK TEXHOTEHHBIMU KaTacTpodamu)

MHdopmaLmoHHble cucTeMbl 34 paBoOOXpaHEHUs MOFYT UMETL peluatoLLiee 3Ha4YeHne BO BpeMs CTUXUINHBLIX 6eacTBUiA
M Apyrux cobbiTUiA, KOTOpble MOTYT YrpoXartb >u3Hu BonbLioro Yucna nogein. 3Tn xe GeacTBUA MOryT HaHecTu yuwep6
cucTeMaM XusHeobecrneyeHus, HeobxoAMMBIM AN NpoBeAeHUs onepauuii. Hagnexalas oueHka yrpos U pUckoB Meau-
LMHCKOI MHdOpMaLMK O COCTOSIHUK 340poBbA ByAeT BKlovaTh B ceB6s OLEeHKY TOro, HaCKoNbKO BaXKHbl TakUe CUCTEMbI B
criyyae CTUXUIAHBIX 6eACTBUIR, N HACKOMNLKO ycTonumBomn 6yaet ux pabota npu Takux cueHapuax 6eacTeus.

15) CGoli cuctembl UNM ceTeBoro NporpaMMHoro obecneyeHus

ATaku TUna oTka3 B 06CNyXXUBaHUU 3HAYUTENLHO obnerdyaroTes cnabocTbio MM HEBEPHON HAaCTPOWKOI onepauu-
OHHOWM CMCTEMBI UITN NporpamMMHOro obecneyeHUs ceTeBol onepaunoHHoi cuctemebl. CEol CMCTEMBI MU CETEBOIO NPO-
rpaMmHoro obecneyeHus npeacraesnset coboil cboii B NnpoBepke LENOCTHOCTM NPOrpamMMHOro obecnedeHns, ncnbiTaHuin
CMCTEMBI UMW AMEMEHTHI YNpaBieHns CONpoBOXAEHUA NPOrpaMMHOro obecneyeHus.

16) CGoili npuknagHoro nporpaMmMHoro obecneveHusa (HanpuMep, NPUNOXeHNs ANA JoCTyna K MeAULMHCKON
MHpopmaLumn)

C6ou npuknagHoro nporpaMmMHoro o6ecnedeHns MoryT 6biTb UCNONB30BaHLI B aTakax TUNa oTkas B 06cnyxusaHuu,
a TaKke MOryT 6bITb UCMONb30BaHbl ANSA TOro, YTOOLl CKOMNPOMETUPOBATL KOHDPUASHUUANBHOCTL 3alUULEHHBIX AaH-
Hbix. C60# NpuknagHoro nporpaMmHoro obecneveHns npeactaenseT coboit c6oii B McnbITaHUM nNporpaMmHoro obecne-
YEeHWUs, KOHTpOrNe Haj, BHECEHUEM U3MEHEHWI B NporpaMMHoe obecnedeHne unu npoBepke LENOCTHOCTU NPOrpaMMHOro
obecneyeHus.

17) Owmnbka oneparopa

Cueta 06 owmbkax onepartopa o6pasyloT HeBONbLLIYIO, HO OLYTUMYIO YacTb HeNpeAHaMepeHHbIX pasrnalleHuit
KoHMAEHLManbHOW UHOPMaLIMN N 3HAYUTENbHYIO 4acTb HENpeaHaMepPEeHHbIX PackpbITUi AaHHbIX. Ownbka onepaTopa
npeacTaBnsaeT coboii cboii B 0AHOM UNKN HECKONBKUX CNeayoWUX AeNCTBUSX:

i) ynpaBneHvue paboToi.

ii) 6esonacHocTb NepcoHana (BKkNtoHas 3 hEKTUBHYIO NOATOTOBKY).

iii) aBapuitHoe BOCCTaHOBNEHUE (BKIIOYan pe3epBHOE KONUPOBaHUE U BOCCTAHOBMNEHUE AaHHbIX).

18) OwmnbKa TexHMuYeckoro obcnyxmBaHus

OWwmbKM TexHUYeCcKoro o6CnyXUBaHUSA STO OLUMOKM, AOMYLUEHHLIE TEMU, KTO OTBEYAET 3a TexHUYeckoe obcnyxusa-
HWe cucTeM annapaTHoro U nporpamMmHoro obecneveHuns. OLIMGKU TEXHUYECKOTO 06CIYyXMBaHUA MOTYT ObITh COBEpLUEHbI
COTPYAHWKaMK, @ Takke CTOPOHHUMU COTPYAHUKaMU, paboTaloumMmU Ha JOroBOPHOW OCHOBE W BLINOMNHSOWWMKU 06A3aH-
HOCTW MO TeXHUYeckoMy obcnyxumsaHuto. Takue oLLMBKKU MOTYT, B CBOIO 04epefib, MOCTaBUTL MOA Yrpo3y KoHduaeHunans-
HOCTb 3aLLMLLEHHBIX AaHHbIX. HenpaBunbHas HacTpoiika nporpaMMHoOro obecnedeHns BO BpeMs YCTaHOBKU SABMAETCA Ya-
CTON NPUYUHOA BOZHUKHOBEHUS YA3BUMOCTEN, NO3Xe UCnonb3yeMblx Xxakepamu. Owmnbkn obcnyxueaHua NpeacTaBnAlT
coboii c6oit B cpeacTBaX ynpaBneHus annapaTHoro obecnedeHnst TEXHUYeckoro o6cnyxuBaHus, B cpeficTBax ynpasneHns
nporpaMmHoro obecrnederHus TexHuydeckoro obenyxuBaHus, CpeAcTBax KOHTPOISA U3MeHeHU B NporpaMMHOM obecneve-
HUW UK KOMBWHaLWIO BhiLLenepevncrieHHbIX c6oeB.

19) Owwunbka nonb3oBaTens

Owmnbka nonb3oBaTensaMnM MOXET, HaNpUMep, NPUBECTU K TOMY, YTO KOHpUaeHUmansHasa uHdopmauus GyaeT oT-
npasrieHa K HenpasunbHoMy nornydatento. Owmnbka nonb3oBaTens UHOrAAa MOXET NpeAcTaBnsATL coboii cbolt B:

i) anemMeHTax ynpasreHus nonb3oBaTens.

ii) 6esonacHocTW nepcoHarna (BKrto4asi NOArOTOBKY).

20) HexBaTka nepcoHana

Yrposa HexBaTKku MepcoHana BKIoYaeT B cebsi BO3MOXHOCTb OTCYTCTBUS KIMOYEBOrO MepcoHana W CRoXHOCTb
€ro 3aMeHbl. YA3BUMOCTb K STOW yrpo3e 3aBUCUT OT CTEMNeHU, B KOTOPOW HexBaTka nepcoHana 6yaer BNuATb Ha 6u3-
Hec-mpoLieccbl. B 3fpaBooxpaHeHnn anuAeMUs, KoTopasi 3HaYMTeNbHO YBENWYMBAET CNpPOC Ha CBOEBPEMEHHbIN f0-
CTYN K MEAULMHCKON MHdopMaLMKn, MOXET Takxke co3fjaTb HEXBATKy MepcoHana, YTo CTaBuT NOA Yrpo3y Hanu4ue Takux
cucteM. C6oit nogobHoro poga npefcTaensier coboi cOoil B ynpaBneHUs! HeMpepbIBHOCTLIO GU3Heca (cM. pasgen 14
MCO/M3K 27002:2005).

21) Kpaxka coTpyaHMKaMKu opraHusauum (Bkrnovas kpaxy o6opyaoBaHus Unu gaHHbIX)

CoTpyAHUKM OpraHusaLm, Kak npaBuIio, UMetoT 6onee LUMPOKUIA AOCTYN K KOHDPUAeHUUaNbLHOW nHgopMaumn, Yem
NMOCTOPOHHWE, U NOSTOMY HaxoAATCs B BEIFOAHOM MOMOXEHWUU AN KpaxXu uHdopmauum ana Toro, 4Tobbl NpoaaTb ee unu
pacKpbITb ee ApYrMM nuuamM. XoTH yrpo3a Kpaxu nepcoHanbHoil MeAuLMHCKON MHdopMaunn COTPYAHNKAMKU opraHun3sa-
LUK SBNSETCA CPaBHUTENBHO PEAKOMW, OHa yBENIMUMBaETCA BMECTE CO CIaBOoi UIKM CKaHAanbHOW U3BECTHOCTLIO CybbekTa
[&HHbIX (HanpuMep, 3HaMEHMTOCTU WM MaBkbl FOCylapcTBa) U YMEHbLUAETCA € MOTEHLMANbLHOW Yrpo3oil nocnegytoLle-
ro HakasaHusi (HanpuMep, NoTepu BpayoM ero NULEH3UN Ha BpadyebHylo nNpakTuky). Kpaxa coTpyaHukamu opraHusauumn
npeacTasnseT coboil 0Tkas OAHOM0 U3 MHOMMX BO3MOXHBIX 31IEMEHTOB YMpaBMeHus, B TOM Y1CNe ynpaBneHns BbIxoaa
re4aTHo Konum, AOKYMEHTOB MK MHdgopMaumu, dusnyeckoii besonacHocTn unu pusndeckoin sawmTel 06opyaoBaHus.
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22) Kpaxxa nocTOpoHHUMM NULaMu (BKIodas Kpaxky o6opyaoBaHUS UK AaHHbIX)

Kpaxa aaHHbIX 1 06opyfoBaHUSA MOCTOPOHHUMU NUL@MKN SBMSIETCA Cepbe3Hoil Npobnemoit B HEKOTOpLIX BonbHM-
uax. Kpaxa MOXET NpUBECTMU K HapyLUEHNIO KOH(UAEHLWANLHOCTH, NOTOMY YTO KOHMUAEHLUMaNbHbLIE AaHHbIE HaXxoAATCcA
Ha cepBepe Wnn yKpajeHHOM HoyTOyKe, UMM NOTOMY, UTO CaMU JlaHHble ABMAOTCA Lenbio Kpaxku. Kpaxa NoCTOPOHHUMN
NMLaMn MOXET NpefcTaBnATbL cobol 0TKa3 OAHOr0 M3 MHOTUX 3MEMEHTOB YNpaBIeHUs], B TOM YACNE 3MEeMEHTOB yrpas-
NeHns MoBUIBHBIX KOMMbBIOTEPHBIX cpel, besonacHoro nepemellielus B cpefie, 0bpaboTku nocnefcTBuii NPoUcLIeCTBIS,
NpPOBEPOK COOTBETCTBUSA WU PU3NYECKOIA 3aLLUTLI OT Kpaxu.

23) YMbIWwneHHoe NpUYnHeHne Bpefa CoTpyAHUKaMKU opraH1u3auum

YMbILUNEHHOE MpUYMHEHWE BpeAa COTPYAHUMKaMKU opraHM3auuMu BKITIOYAEeT akTbl BaHAanuama u apyrue cnyqau
HaHeceHus dusnyeckoro Bpeaa IT-cuctemam unu Ux NoaAaepxuBaloLLeii cpefe niogbMu, KOTOpbIM BbINO NpeaocTaBne-
Ho npaBo gocTtyna. [Monb3oBaTenAMW MHMOPMAaLMOHHBIX CUCTEM 3[4 paBOOXPAHEHUN, KaK NpaBuno, SBNAKOTCA NpefaH-
Hble Aeny paboTHUKU 34paBOOXPaHEHUS, U YMBILLMEHHOE MPUYUHEHWE BCTPEYaETCA pefko. YMbIWNEHHOE NpudnHe-
HWe Bpefa COTpyAHWKaMu opraHusauuu npepcraBnseT coboil oTkas 6e3onacHOCTW NIOACKUX pecypcoB (cM. pasgen 8
NCO/M3K 27002:2005).

24) YMbIWneHHoe NpuYnHeHue Bpefa NOCTOPOHHUMM NULLIaMN

Yrposa yMbILLSIEHHOrO NMPUYMHEHUS BpeAa NOCTOPOHHUMU NLaMK BKNoYaeT B ceba akTbl BaHAanu3ma u apyrue
Crny4au HaHeceHuWst usndeckoro Bpeaa IT-cuctemam mnu ux NOAAEpXUBalOLLEN cpeae NIOABMU, KOTOPLIE HE UMEeIT A0-
CTyna K TakuM cuctemam. B To Bpemsa kak B GonblUMHCTBE oTpacnei NpoMbILLNEHHOCTU akThl TaKoro poaa npeacTasnsa-
kT coBoii HeCNOCOBHOCTb 3hHEKTUBHO NPUMEHATL U3nyeckue cpeacTBa 6e3onacHOCTH, A0CTYN 06LEKTOB OKasaHWs
MeJVULMHCKOW NMOMOLLUM U MX BNU3KUX U POACTBEHHMKOB B ONepaLnoHHbIe 30HbI GONbHULL, KIUHUK U APYTUX MEANLIMHCKUX
opraHusaLuil 3Ha4UTENBHO YCMOXHSAET YCTPaHeHUe Takux yrpo3 no CpaBHEHWUIO ¢ GONbLUIMHCTBOM [pYrUX OnepaLmoHHbIX
30H. OneMeHThl ynpasneHust 6esonacHoctyn B pasgene 9 UCO/MOBK 27002:2005 aosmkHbl ObiTh TLyaTerlbHO oTobpaHbl 1
NpUMEeHeHbI ANs MUHUMKU3aL MK Nogo6HLIX Yrpos.

25) Teppopusm

Yrposa Teppopuama BKMO4aeT B cebs AeiicTBMS IKCTPEMUCTCKUX rpynn, Xenawowux noBpeanTb U1 HapyLnTb
paboTy MegULUMHCKUX OpraHMsauuili unu HaBpeanTb MeSULMHCKUM paboTHUKaM, unn copeaTtb paboTy MHOPMaLMOHHBIX
CUCTEM 3 paBOOXpaHeHUs. XOTS Takux MaclTabHbIX atak ele He NPOUCXoAMNIo, NMaHNPOBLUMKN JOMKHBI pacCMOTPETb
BEPOATHOCTbL Yrpo3 TeppopuaMa, ocoGeHHO Koraa CNpOeKTUpOBaHbl KpynHoMacluTabHble UHOPMaLMOHHLIE CUCTEMBI
3[paBoOOXPaHeEHNs], Tak Kak ataku Ha Takue cucTeMbl MOTYT NOBbICUTL 3PEKTUBHOCTL BuUoTeppopuamMa 1 Apyrux arak,
KOTOpble BbI3bIBAT KPU3UC, CBA3EHHBLIA C COCTOSIHUEM 340POBbLA.
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MpunoxexHne B
(cnpaBo4HOE)

3apaun n conyTcTByrOWwMe AOKYMeHTbl CMUB

B.1 3apaun n conyTcTBylOULME AOKYMEHTbl A4nsa yctaHoBku CMUB (nnaHnpoBaHue)

MnaHvposaHne
(Co3ganne CMUIB)

x*

BbinonHeHve
(BHeppeHve

n akennyarauus CMNB)

X

[NpoBepka

(KoHTponb 1 nposepka |

CMVIB)

Bosgeiicteue
(O6enyxvBaHne
n yny4wenme CMUB)

42

3apaun

WAT 1 Onpegenexve %6’\}/|'IaCTVI npumMmeHeHns

LLIAT 2 MnaHnposaHvie nonmtnkm CMVB

WAT 3 [NnaHvpoBaHne cructeMaTnyeckoro
noaxoaa K OUeHke puckos

VaeHTVdmKauma prckos
LIAT 4 (noeHTMMKaLWS hakTopoB prcka
1 MHPOPMALMOHHbIX aKTUBOB)

BbINO/HEHVE OLIEHKW PUCKOB
WAr 5 (oLEeHKa prCcKoB)

MnaHnpoBaHue 06paboTky PUCKOB
LIAT 6 (BbI6OP NoAxoAALLero MeToaa
06paboTKN PUCKOB)

BbI6Op Lenn pykoBoacTBa
WAr 7 1 3/1EMEHTOB YNpaB/ieHNst

MoarotoBka 3asBneHns
LWAT 8 0 NpUMeHnMocCTn

YTBEPXAEHNE OCTATOUHbBIX PUCKOB
LA 9 1 paspeLLeHe Ha BbINOSHEHe
CMB

ConyTcTBytoLLEe AOKYMEHTBI (MPUMep)

[JokymeHT,
onpeaenstoLmii
NPUMEHNMbIN
[nanasoH
[narpamma
Mok CTPYKTYpbI
VHGPOPMaLIOHHO yrpaBeHms
6e30MacHoCT CMVB
Mpouienypo Jvet
YaeHTUAMKALIN OnpeAenenma Cnmcok
WHchOpMALWOHHbX  MHAPOpMaLy- pUCKOB
AKTVBOB OHHbIX
aKTMBOB
(onwuck
aKTVBOB)

Moueayps! Otuer
OLEHKN M0 OLeHke
pyckoB pyCKOB

Mouenypb! OT1y4eT no MnaH
06paboTKM obpaboTke 06paboTku
puckoB pyvickoB puckoB

Kputepun

[Ns onpefieneHns Mep

o 3awmre

nHopmaLmm

PucyHok B.1 — 3agayu v conyTcTBylOLW e AOKYMEHTbl ansa yctaHoskn CMUB
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B.2 3apauu v conyTcTByloUw,Me AOKYMEHTbH AN BHeApPeHWUs u akcnayaTaumn CMUB (gelicteue)

MnaHvpoBaHne
(Co3paHne CMUB)

e

BbinonHeHve
(BHeppeHue
n akcnnyataums CMUB)!

x*

MpoBepka
(KoHTponb 1 npoBepka
CMUB)

x*

Bo3zgeiicTere
(O6cnyxumBaHne
n ynydwerHve CMUB)

WAl 1

LWAT 2

LWAI 3

AT 4

WA 5

AT 6

WA 7

3agaun ConyTcTBytOLLME AOKYMEHTHI (MpUMeEp)
BbInonHeHe 06paboTki PUCKOB Mnan
no obpaboTke
puckos
PacnpepeneHue 6usHec-pecypcos
PYyKOBOACTBOM MNnaH no
MnaH ana MnaH no 06yyeHno
onepauyoHHol HenpepbIBHOMY U MOAFOTOBKe
Mcnons3oBaHve cpeacts CUCTEMbI 3aLLThI BeAEeHU0 B 0bniacTut
ynpassneHvs (MaHnpoBaHme VHchopmaLmn 6u3Heca 3almTbl
npoueayp, KoTopble AeiACTBUTENbHO VHcpopmaLymn
HeobXxoauMbl)
Mpoueayps!
0byueHus
OcyLiecTBneHne obyyeHus M NoAroTOBKK
n NMOArOTOBKM B 061acTv Mpoueaypbl
o AokymenTawn
VHchopmaumm
hopmay CMUB

YnpasneHue BbINo/IHEHNEM
onepaunn

OTYeT no pesynbraram
006YYEHVSI 1 NOATOTOBKN
B 06nacTy 3awwmTbl

YnpasneHue GU3HeC-pecypcamm UHhopmaLmm

OTYeT no onepauusam
[eiicTBusi No pabote 3aLmMTbl HopMaLmn

C MHUMAEHTaMM 3aLUmTbI

MnaH no NpuUHATUIO OT4eT No Mepam
Mep Mo OTHOLUEHWI0 N0 OTHOLUEHMWIO
K MHUMAEeHTaM 3aLuThbl K MHUMAEHTaM 3allinThbl
nHchopMaLyn nH¢hopMaLn

PucyHok B.2 — 3ajauu v conyTCcTBYKLWMNE JOKYMEHTbl ANA BHeApPeHUA u akcnnyaTtaumn CMUB
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B.3 3asauu v conyTcTBylWME LOKYMEHTbl A5 MOHUTOPUHra n nposepkn CMUB (npoBepka)

BosgelicTere
(O6enyxmBaHne
n ynydwexnve CMUB)

PucyHok B.3 — 3agaun u conyTCcTBylOLUWMNE AOKYMEHTbI ANA MOHUTOPUHra n nposepkn CMWNB
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B.4 3apgaun n conyTcTByWUINE JOKYMEHTbI ANA 06CNyXMBaHMa n ynydwenna CMUB (ynydweHue)

MnaHnpoBaHve
(CozpaHne CMVIB)

BbinonHeHvie
(BHeapeHve
n akcnnyatauus CMUB)

x

Mposepka
(KoHTposb 1 nposepka |
CMVIB)

3apaun ConyTcTByHOLLE AOKYMEHTbI (MprMep)
)l( OCyLLECTB/IEHE MEP MO Y/yULLEHUIO
LIAT 1 (npochnnakTunyeckme MpodhnnakTuieckme
. 11 KOPPEKTUPYHOLLWE AEMCTBIAS) Mnax o6paGoTky M?(o%)pemmpyroume
BosgeiicTene puckos npoLieaypbI
(O6enyxmBaHve
1 ynyuwexve CMUB) WAF 2 Mepeaaya HdopMaLmm

0 NPeANPUHATBLIX AEACTBUSX

PucyHok B.4 — 3agauun n conyTcTBYyOLWMNE AOKYMEHTbl AN 06CNYyXMBaHUA 1 ynydyweHus CMUB
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MpunoxeHune C
(cnpaBouHoe)

MoTeHUManbHaA NOsb3a U TpebyeMble CBOMCTBA MHCTPYMEHTOB NOAAE PKKU

C.1 MNoTeHuManbHas NOJib3a MHCTPYMEHTOB NOAAEPKKN

XoTS UHCTPYMEeHTHI Ans 6a3 AaHHBIX HUKOUM 06pa3oM He sABNsAtoTCs 06513aTenbHbBIMKA, CBUAETENBCTBA HEOAHOKPAT-
HO noKasanu, YTO OHU NPUHOCAT 3HAYUTENLHYIO MOrb3Yy.

CyLiecTBYeT LUMPOKUIA CMEKTP AOCTYMHBIX MHCTPYMEHTOB, OT MPOCTLIX U AelleBblX 40 CIOXHLIX U Bonee foporux.
[Mpu paccmoTpeHun Bonpoca O BHeAPEHUN UHCTPYMEHTOB MeWULMUHCKUE OpraHusauun AOMKHbI UCKaTb CBUAETENbCTBA
YCMeLIHOro NCnonb30BaHUA UHCTPYMEHTa APYrMMU OpraHusauMsiMi U JOJDKHBI TIaTenbHO obfyMaThb CBA3aHHbIe ¢ 3TUM
pacxofbl Ha NOAroTOBKY MepcoHana u TexHuyeckoe obcryXxmBaHue, XoTs 3To Bpsf N GyAeT OCHOBHLIM KpUTEPUEM.

BeposATHO, HaLMoHanbHbIe MeAULMHCKME OpraHu3aLMm 3aXoTAT MakCMMarbHO YCUSTIMTL COOTBETCTBUE NPU MUHUMU-
3auuu 3atpat. O4eBUAHO, YTO AN COTHM BONBHULL He ABNSIETCS HEOOXOAMMEIM BLINOMHATL B LIENOM T€ Xe CaMble OLIEHKM
pucka. [nsa pelueHna atol npobnemsl HauuoHanbHasa cnyxba 3gpaBooxpaHeHus BenukobputaHum, Hanpumep, paspa-
6oTana nakeT, oxBaTblBalOLWMiA YHUBEPCASIbHLIE MOJENU PUCKOB B TUMMYHLIX Cpeflax 3paBooxpaHeHus.. Bnocrneacteum
Ucnonb3oBaHWe MHCTPYMeHTa B MECTHOM MacluTabe poKycMpyeTcsl Ha co3f,aHuM MHAUBUAYarbHOro peLleHUsl B COOTBET-
CTBMM C MECTHLIMMW YCITOBUSIMU, COXPaHSAS COOTBETCTBUE C LIGHTparbHO onpeAereHHol Mofenbto. AHanormyHbelil noaxon
Taloke MoxeT 6bIThb Mcnonb3oBaH ANng atanos npouecca MCO/M3K 27002.

[MoTeHUuanbHOW Nonb3oi UHCTPYMEHTarnbHON NoaAepXKKN ABNSAETCS:

a) ynpoLyeHHbI BBOA AaHHLIX M BEAEeHUE [aHHbIX;

b) oTueThl B 3agaHHOM popMaTe U Apyrue BbIXOAHLIE JaHHbIE,

C) YNpoLLleHHoe ynpaBneHue BEpCUSIMU;

d) onTMM3npoBaHHOE MOBTOPHOE UCMONb30BaHUE AaHHbIX BO BPEMs! MpoLecca;

€) nocnefoBaTenbHOCTb NOAX0AA,;

f) BO3MOXXHOCTb NOBTOPHOIO UCMONbL30BaHUS AaHHBIX U pe3ynsTaToB B MOCIeAyOWUX 3aja4ax;

g) BO3MOXHOCTb CpaBHEHMUSA pe3ynLTaTos,

h

_— —

) BCECTOPOHHMIA noaxoa;
i) HafeXHOCTb TPETLUX CTOPOH, B OCOBEHHOCTU ayANTOpPOB;
) BAAUMOCTb NOCNeACTBUN OT NPUHATUA peLUeHUN;
K) noanepxka NPUHATUA peLIEeHUiA N Apyrue NpoLecchl yNpaBneHus,
[) cnocoBHOCTL NpeanPUHUMATL NOUCK U AeNaTb 3anpoch|;
M) 3HaYNTENLHO CHUXEHHBIE 3aTpaThl, CBA3AHHbBIE C YENOBEYECKUMMN pecypcamu,
N) OTHOCUTENbBHO Nerkas nepejada Matepuana nocneaoBaTenaMm.

C.2 Tpebyemble cBOIMCTBa UHCTPYMEHTOB NoAAEPKKU

TpebyeMbIMU cBONCTBAMMW TaKUX MHCTPYMEHTOB SBMSIOTCS:

a) obriagatoLLmii xopoluei penyTauuen NPOU3BOAMUTEND,

b) nocTynHocTb NoaAepXKN U NOAFOTOBKW NEpCoHana;

C) NnoagepxaHue cofepXaHUa B COOTBETCTBUMU C U3MEHEHWUSAIMU B CTaHAapTe,

d) appekTBHOE 06BLEANHEHNE C APYrMMU OCDUCHLIMU UHCTPYMeHTaMn o6ecneveHns NPon3BOAUTENBHOCTH;
e) acpdpekTuBHOE 06BLEANHEHNE C ONEPALMOHHOW CUCTEMOI;

f) adbheKTUBHbLIN, UHTYUTUBHO NOHATHLIA U TUMUYHLIA UK rpaduyeckuit BeG-nHTepdeic;

g) BO3MOXHOCTb HACTPOIKU COAePXaHWA U BLIXOAHBIX AaHHLIX (B uaeane),

h) MHorornones3oBaTeNbCKUIl BCNoMoraTenbHbIiA npolecc (B ugeane).

C.3 MNoanepxka MHCTPYMEHTOB AnA npouecca MCO/MIK 27002

MoaaepxKa MHCTpYMeHTOB Ansa npoyecca MCO/MOBK 27002 fomkHa pacnpocTpaHATLCS:

a) Ha cocTaBrieHue onpegeneHns obnactT NPUMeHeHUs! U onMcaHus obnacTu NPUMeEHeHUs,

b) aHanns npo6enos n OTYETHI NO pe3ynsTaTtam aHanuaa npobenos;

C) onpegerieHne akTUBOB U OTYET O COCTOAHUU U ABUXEHUN aKTUBOB,

d) cosgaHuve nnaHa no 6esonacHoOMy YNy4lIEHWIO, BeileHUe 3anuceil O NPeAOCTaBNEeHUNW OTYETOB W CTaTyce
BHEAPEHWS;

€) BeleHWe 3anmnceil U co3gaHne OTHETOB MO 3asBIEHUIO O MPUMEHUMOCTH;

f) 6esonacHoe onpegeneHne n npegocTaBneHUe OTHYETOB MO pecypcam.

CTOWUT OTMETUTb, YTO BCE 3TU NPOLIECCHI B3AUMOAEHCTBYIOT U JOMKHbI GbiTb B COCTOAHUM DYHKLUOHUPOBATEL MEXAY
co6oii.
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C.4 MNMoppepxKa UHCTPYMEHTOB A npolecca aHanu3a puckos

DYHKUMOHANBHOCTb aHarnu3a puckoB U yNpaBrieHnsi puckaMmu, KOTopble MOryT ObiTb NoAAepXaHbl UHCTPYMEHTaMMm,
oxBaTbIBalOT BCe MUHUMaNbHbIE Npouecchl, onpegeneHHule B C.3. TeM He MeHee Gonee crioxHele cpegctea AOMONHY-
TeNbHO UMEIOT OHO UIU HECKOMNBKO CNEAYHOLNX CBOWCTB:

a) bubnuoteyHas nogaepxka Mofenun pucka;

b) 6ubnuoteka akTUBOB;

€) UHCTPYMEHTBI OLIEHKN aKTUBOB,

d) nopaepxka MoAenupoBaHus 3aBUCUMOCTEN;

€) rpynnupoBaHue akTUBOB A5 9P PEKTUBHOCTU OLIEHKY;

f) MeTogonorun oLeHKK yrpos/akTuBoB/Bo3feiCTBUA 418 BbICOKON LIeNOCTHOCTU B Npefernax OLeHKY,

g) MHOroypoBHeBas OLiEHKa yrpo3 1 ys3BUMOCTE ANS COOTBETCTBUSA pasnnyHbLIM NOTPEOHOCTAM,;

h) 6ubnnoTekn KOHTpMep;

i) PyHKUMOHarnbHble cpefcTBa HazHavYeHUsi MPUopUTETOB;

j) ouyeHka 3aTpat MacLuTabupoBaHUsA BPEMEHU YNyYLLEHUIA;

k) nogaep>ka JoKymeHTaLuum no 6eaonacHocTy;

[) dYHKUMM NOAAEPKKN NPUHATUS PeLLEHWN;

m) nogAepxKa NpoBeAeHUs ayauTa;

n) cosgaHue oT4eTOB No 06paboTKe PUCKOB;

0) BO3MOXHOCTb MOAEMUPOBaHUA aBapun Npu NPOEKTUPOBaHUU;

p) cosgaHue rpadpnyeckux oTHETOoB.

OnATb e, CTOUT OTMETUTb, YTO MHOTUE M3 3TUX MPOLIECCOB B3aUMOZeACTBYHOT U [ OSKHEI ObITb B COCTOAHUM (OYHK-
LinoHupoBaTk Mexay coboil.
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Mpunoxexne JA
(cnpaBouHoe)

CBegeHusi 0 COOTBETCTBUM CChINMOYHbIX MeXAYHAPOAHbIX CTaHOApPTOB
HauMOHanNbHbLIM CTaHaapTam Poccuinckon ®Pegepaumm

Tabnuya A1

OB03Ha4YeHNe cCbIrnoYHOro CTeneHb 0O6o3HavYeHne U HaumeHoBaHWe COOTBETCTBYIOWEro HaljuoHarnbHOro
MeXJyHapo4HOro ctTaHaapTa COOTBETCTBUA cTaHgapTta
ISO/IEC 27002:2005 IDT MOCT P UCO/MBK 27002—2012 «MHDOopMaLMOHHAA TEXHONOTUA.

MeTtoabl 1 cpeactea oGecneveHust GesonacHocTu. CBoA HOPM U Npa-
BMIN MeHeIXXMeHTa UHOpMaLMOHHOK Ge3onacHocT»

MpuMmevyaHue — B HacTosAWwel Tabnuue MCNoNb30BaHo criegytollee ycrnoBHoe 0603Ha4YeHne CTeneHn co-
OTBETCTBUS CTaHAAPTOB:
- IDT — naeHTUYHble cTaHaapThl.
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