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BBeaeHue

CraHpapr paspaboTaH C Lenblo paclUMpeHust rpynnbl HAUMOHATIbHLIX CTAHAAPTOB NO HOpManu3auum
TpeGoBaHUil NPK CO3AaHUM UHTETPUPOBAHHLIX UHTENNEKTYanbHbIX CUCTEM MOHUTOPUHTA M 0BecneveHnsn 6es-
onacHoctu npeanpusatuin (ganee MMCMuOBIT), ux pacnpeaeneHHbIX 06LEKTOB U TeppuTopuii, dopmanu-
3aummn obwmx TpeboBaHuit Kk npoekTupoBaHuio MMCMuOBIT n ocHaleHMIO NPeanpuUsaTUA CPeacTBaMu MH-
hopMaLMOHHO-KOMMYHUKALIMOHHBIX TexHonornii (nanee — WKT) obuwero HasHa4eHusi, 06opyaoBaHNEM U
nporpaMMHbIMKU CpeacTBaMK ANA PELUeHUs NPUKNaAHbIX 3aAay OLEHKW COCTOSHUA LienocTHOCTU U 6esonac-
HOCTW 0OBLEKTOB, MPOLECCOB U PECYPCOB NPEANPUATMIA, OpraHn3aummn B3anMoaenCcTBUsA Cny>0 BOCCTaHOBMe-
HWSA LENOCTHOCTW WU NMUKBUAALMKN NOCNEACTBUNA aBapPUNHBIX U KPUTUYECKUX CUTYyaLuMiA Ha oObekTax npeanpu-
ATUA N CMEXHBIX TEPPUTOPUAX C YHETOM APYTUX MHOPMALMOHHBIX UCTOYHUKOB, OTPaXKAIOLLMX COBPEMEHHbIE
HanpaBneHus pa3BuTusA cucteM 6€30NacHOCTU MPOMbILLMIEHHbIX U COLManbHbIX 06BLEKTOB, paclumpeHus 06-
nacTu NpMMEHeHHUs1, a TaKke NpUBeAEHUS B COOTBETCTBME C AeNCTBYIOLLEN HOpMaTuBHON 6a3oi. MpumeHeHne
cTaHaapTa B3auMOCBA3aHO CO CTaHaapTamu:

FOCT P 22.1.01—95 «BbesonacHOCTb B YpesBblvaiHbiX cUTyauusix. MOHMTOPUHT U NPOrHO3MPOBAHUE.
OCHOBHbI€ MOMOXEHUAY;

FOCT P 22.1.12—2005. «CTpyKTypMpOBaHHAst CUCTEMA MOHUTOPWHIa U YNPaBNEeHUA UHKEHEPHbLIMU CU-
cTemMamu 34aHuii n coopyxeHuin. Obme TpeGoBaHUAY;

[OCT P 22.1.31—2013 «be3onacHOCTb B Ype3BblYaiHbIX cuTyauusax. CTpyKTypupoBaHHas cuctema Mo-
HUTOPWHIA W YNPABMNEHUS MHXEHEPHBIMU CUCTEMAMM 30aHWUI U COOPYXKEHWI TpeBoBaHus K NOpAAKY CO3aaHus
W 3Kcnnyarauuny,;

FOCT P 34.10—2012«MHdopmauuoHHasn TexHonorus. Kpuntorpaduyeckasa sawmta uHpopMauuu.
Mpouecchl PopMUPOBAHUA U NPOBEPKN ANEKTPOHHON LIMPPOBOIA NOANUCUY;

FOCT P 12.1.019—2009 «Cucrema craHgaptoB GesonacHocTu Tpyaa. dnektpobesonacHocTb. O6wue
TpeboBaHUA U HOMEHKNATypa BUAOB 3aLUWTLIY, a TaKXKe C MEXAYHAPOAHLIMU N HAaUUOHaNbHLIMKU CTaHAapTa-
MK MO0 BONPOCaM MHCPOPMALIMOHHOI 6e30NaCcHOCTM!.

Ha pbiHke peanusaumn UKT — pewenunii 8 MUCMnUOBIN Poccumn yd4acTHuku cosaatot nokanbHsle MUCBH,
KOTOPbIE N3-3a B3aUMHbIX PA3HOMMACKI 1 HECOrNACOBAHHOCTU B NPUHLMNAX CBOErO NOCTPOEHUS HEBO3MOX-
HO 06BLEAMHUTL C LIENbIO CO3AaHUsA €MHON cucTeMbl 6e30nNacHOCTU OOLEKTOB U TEPPUTOPUIA roCyaapcTBa.
depepanbHblii 3akoH 0T 9 hespana 2007 r. Ne 16-®3 «O TpaHcnopTHOW 6e3onacHoCTU», ctatbs 11 UHop-
MaLuoHHOe obecrneyeHne B 06nacTu TpaHCNOPTHOW 6e30MacHOCTHU, a Takke pacnopsbkeHue NpaBuTenbcTBa
Pd ot 17 pekabps 2010 r. Ne 2299-p «O nnaHe nepexoga ceaeparnbHbIX OPraHOB UCNONHUTENBHON BRa-
CTu u deaepanbHbIX OI0AKETHBIX YYPEXAEHUI HA UCNONb30BaHUe CBOBOAHOIO NPOrpaMMHOro obecneveHus
(2011—2015 roabl)» noaTBepaatotT hakT HeobXoAUMMOCTU CO3AAaHUA TaKOW UHMOPMALMOHHO-TEXHUYECKON
CUCTEeMbI, KOTOpas 0b6ecneyYnT KOMMNAEKCHYIO 3aLuTy Xutenen Poccumn u rocyqapCcTBEHHO BaXKHbIX 00bLEKTOB
W TEPPUTOPUNA.

na obecneyeHusi 6€30NaCHOCTU NIOAEN, IOPUANYECKUX NUL], X UMYLLECTBA AOCTYN K UHGOpMaLun
M ee nepegaya B euMHOM cucteme 6e30macHOCTU rocyapcTBa NOCPEACTBOM UCMONb30BAHUST AMEKTPOHHOW
noanucu, no3songaer paﬁOTHMKaM NpaBOOXPaAHUTESNbHLIX OPraHoB U APYrMM yrnommHOMOYE€HHbIM KOMMNETEHT-
HbIM MWLM MCNONb30BaTh B CBOENH paboTe 3aluuLLEHHYI0 Haanexawmm obpasom 6a3y uaeHTuduLMpoBaH-
HbIX 1aHHbIX CUCTEMbI 6€30MaCHOCTN BHE 3aBUCUMOCTHU OT TOro, 060pyA0BaHNE KAaKOro NPOU3BOAUTENS U Ybe
nporpaMMHoe obecneyeHue UCNOMb3yeTCs B Ka4eCTBE CTPYKTYPHBLIX 3NEMEHTOB B cucteme 6e30nacHOCTH,
KTO €e NPoeKTUpoBasn, NPoOM3BOANUNM MOHTAX U HACTPONKY. B CBA3M C 3TMM BO3HMKNA OCTpas He0O6X0AUMOCTb B
cO34aHuM CTaHAapToB, 00ycnasnuMealLWmMX eaUHCTBO TpeOoBaHUIM, KOTOPbIE A0MKHbI NPEABbABNATLCA K BHOBb
NPOEKTUPYEMbIM UMK MOANEXALUM PEKOHCTPYKLUM UHTETPUPOBAHHBLIM UHTENNEeKTyanbsHbIM cuctemam 6es-
ONacCHOCTHU.
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HAUMWOHANBbHBIW CTAHAAPT POCCUMUCKON GEAEPALUUNMN

UH®OPMALIMOHHbIE TEXHOJIOM MU CUCTEMbI BE3OINMACHOCTU KOMIMJNEKCHbBIE
N UHTEMPUPOBAHHBIE

Tunoebie TPe6OBaHUA K apXMTEKTYpe U TEXHONIOTUAM UHTENSIEKTYasNIbHbIX CUCTEM MOHUTOPUHIA
ana obecnevyeHus 6e30NacHOCTU NPeaNnpPUATUIA U TEPPUTOPUN

Information technologies. Comprehensive and integrated security systems. Standart requirements for the architecture,
hardware and software intelligent monitoring systems to ensure the safety of enterprises and territories

Dara BBeaeHua — 2017—01—01

1 O6nacTb NpUMeHeHus

Hactoswmii craHgapT onpeaensieT HasHa4YeHWe u yctaHaBnuBaeT obLme TexHudeckue TpeboBaHus K
apxXuTeKType, COCTaBy KOMNOHEHTOB U (OYHKLIMSIM UHTErPUPOBAHHBIX UHTENNEKTYanbHbIX CUCTEM MOHUTOPUH-
ra u obecneveHnss 6e3onacHOCTU pacnpeaeneHHbIX 0ObLEKTOB NPeAnpUsSTUA U TEPPUTOPUI CTPaTErMYECKUX
M counanbHO-3HaYMMbIX 06BLEKTOB B pernoHax Poccuiickon ®enepauuu. Onpeaensier obuwme TpeboBaHuA K
NPOEKTUPOBAHMIO AAHHBIX CUCTEM U OCHALLEHUIO NPEeANPUATUI CPeACTBaMU MH(OPMALIMOHHO-KOMMYHUKa-
LIMOHHbIX TEXHONOrMiA 06LLero HasHavYeHusi, 000pyA0BaHUEM U NPOrPAMMHbBIM CPEACTBAM AN PELUEHUS Npu-
KNnaZHbIX 3a4a4 OLEHKN COCTOSIHUSA LIeNOCTHOCTM U 6e30nacHOCTU 0ObLEKTOB, NPOLIECCOB U PECYPCOB Npea-
NPUATUIA, OpraHM3aLumM B3aumMoaencTeua cny>x6 BOCCTAHOBINEHUS LIENMOCTHOCTU U NUKBUAALIUM NOCNEACTBUI
aBaPUIHLIX U KPUTUYECKMX CUTYaLMIA HA 0ObEKTaxX NPEANPUATUIA U CMEXHBIX TEPPUTOPUAX.

MonoxxeHns HacCTOSALLEro cTaHgapTa pacnpocTpaHsIoTCA Ha cneaylowme 06beKTbl CTaHaapTu3auuu:

03.220.20 JOpO>XHbIA TPAHCMOPT;

03.220.30 PenbcoBbiin TpaHCnopT

03.220.40 BoaHbIin TpaHCcnopT

03.220.50 Bo3aywHbIi TpaHcnopt

03.220.99 Bugbl TpaHcnopTa npoune

13.020.30 OueHKka BO3AENCTBUS HA OKPYXKAIOLLYIO Cpeay;

13.200 Bopbba ¢ Hec4HacTHbIMM Cry4asaMu U Katactpodamu;

13.220.01 3awumTa OT NOXapoB.;

13.280 3awumTa oT pagmayMoHHOro U3Ny4YeHus;

13.310 3awumTa oT NpecTynneHni;

13.320 CucTeMbl aBapuitHOM CUTHaANU3aUmMm u ONoBELLEHUS;

33.020 TenekomMmyHMKaLUK B LENOM;

33.040 TenekOMMyHUKaLUOHHbIE CUCTEMBI;

33.050 TenekoMMyHMKaLIMOHHAA OKOHEYHas annaparypa;

33.060.30 PagnopeneiiHbie U CTaLMOHapHbIE CNYTHUKOBLIE CUCTEMBI CBA3M;

33.070 NoaewukHble cnyxObl;

33.080 Umndposas cetb cBA3M ¢ uHTErpaumen cnyxo (ISDN);

33.200 TenemexaHuka. TenemeTpus;

35.020 NHpopmaumoHHblie TexHonorum (UT) B Lenowm;

35.040 Habopbl 3HaKoB U KoaWpOBaHMe UHOPMaLnu;

35.080 MporpammHoe obecnevyeHue;

35.100. B3anMocCBsA3b OTKPbITLIX CUCTEM;

35.110 OpraHusauus ceTu;

U3paHue oduuymanbHoe
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35.140 KomnbtoTepHas rpadpuka;

35.160 MukponpoLeccopHbleé CUCTEMBI;

35.180 NHdopMaLMOHHO-TEXHONOrMYEeCKNe TepMUHanbl U apyrue nepudepuinHblie yCTponcTea;

35.200. NHTepdeiicbl 1 MEXCOEAUHUTENbHbIE YCTPOUCTBA;

35.220.01.3anomuHatoLLme yCcTpoiicTea;

35.240 NpumMmeHeHne MHPOPMaLIMOHHBIX TEXHONOIUNI;

47 CyaoCcTpOoeHne U MOPCKUE COOPYKEHUS,

49.140 KocmMu4yeckne cuctemsl 1 onepawuu;

93.080.30 JopoxxHoe 060pya0BaHUE U YCTAHOBKMK;

93.100 Coopy>xeHue xenesHblX 4opor;

93.120 CoopyxeHne a3ponopTos;

93.160 Coopy>KeHne rmapoTEXHUYECKUX OOBEKTOB;

95.020 BoeHHas TexHuKa. BoeHHbIe BONpoCkl. BoopyxeHue

TpeGoBaHua HacTosLEero CTaHaapTa npefHasHaveHbl Ans MCMONb30BaHus deaepanbHbIMU U Peruo-
HanbHbIMKU OpraHammn UCTONHUTENLHON BnacTu cybbvekToB Poccuiickoin degepaumm n MECTHOrO camoymnpas-
TNEHUs, Hay4YHO-UCCneaoBaTeNnbCKUMMU, NPOEKTHBIMU, CTPOUTENBHLIMU U MOHTXHBIMKU OpPraHU3auusiMu, ocy-
LLECTBMSALLMMU MPOEKTUPOBAHUE, CTPOUTENMbLCTBO, MOHTAaX, 3KCNMyaTauuio, TEXHUYECKOe OOCnyXuBaHUE
n conposoxaeHue cpeacte MMCMuOBI Ha 06bekTax MHXEHEPHOM, TPAHCMOPTHOM M coumarnbHOi MHGpa-
CTPYKTYPbI NPEANPUATUIA U PETMOHOB, TAKUX Kak:

- HauuoHanbHbIE 3NEKTPOCETH;

- MarucrpanbHble NIMHUA CBA3MW;

- 00beKTbl TenepaanoBELLAHUS;

- onacHble NPOM3BOACTBEHHbIE OOLEKTbI;

- MarucrTparnbHble XeNe3HOAOPOXHbIE CETH;

- marucrtpanbHble TPyOonpoBoAbl;

HedTerasonepepabarbiBaloLe NPOU3BOACTBA;

3HeproreHepupyoLmne o6LekTbl MOLIHOCTLIO Gonee 50 MBT;

- HauuoHanbHbIE NOYTOBLIE CETH;

- MexayHapoaHbIe a3pornopThbl;

MOPCKME NOPTbl MEXAYHAPOAHOIO 3HAYEHUS;

a9pOHaBUTALMOHHbIE CUCTEMBI YNPABNEHUS BO3AYLUHLIM ABUXEHUEM,;

CUCTEMbI U YCTPOICTBA, perynupyioLiue u rapaitupyiowme 6e3onacHoOCTb CyA0X0ACTBa;

- 0OBLEKTbI aTOMHOWN SHEPTeTUKY;

- 06BLEKTbI KOCMUYECKOI OTpacny;

- BOAOXO35IICTBEHHbIE COOPYXKEHUS;

- aBTOMOGUNbHBIE fOpOrU dheaepanbHOro 3Ha4eHus 1 ap., a Takke NPU opraHu3aunm n NNAHNPOBAHUN
MEPONPUATMIA NO NMPUBINEYEHMIO CUM U CPEACTB AN NpeaynpeXxaeHusa u NUKenaauun aBapuinHbIX U YpesBbl-
YaliHbIX CUTYaUUin B PErMOHaX pasnuyHoOro xapakrepa.

OTaenbHble NONOXEHUs cTaHJapTa crneayeT MCnonb30BaTb OPraHam TEXHUYECKOro perynupoBaHusa u
aKKpPeaMTOBaHHbLIMU B YCTAHOBMEHHOM MOPAAKE opraHu3auusamM (NpeanpusaTusaM), OCYLLECTBAAIOWNM OLEHKY
u ceptudukauuo 06opyaoBaHus 1 NPOrpaMMHbIX CPeICTB HA COOTBETCTBUE HALIMOHAMNbHBLIM U MeXAYHapoAa-
HbIM CTaHAapTam.

Ha ocHoBe NonoxeHuii HacTosALLEro CTaHaapTa crieayet pa3pabartbiBaTb, perMOHanbHble U OTPacneBbie
HOPMaTKBHbIE AOKYMEHTbI U npodunu cpencts MMCMuOBT, yuuTbiBatowme permoHanbHbieé 0COOEHHOCTU U
oTpacneByio cneLuduky oObEKTOB, NPOLIECCOB U PECYPCOB NPEANPUATUN.

2 HopmaTuBHbIE CCbINKK

B HacTosLweM cTaHaapTe MCnonb3oBaHbl HOPMATUBHbLIE CCbIMKU Ha crneaylowmue AOKYMEHTbI:

MOCT 27.002—89 HapexxHOCTb B TEXHUKE. OCHOBHbIE NOHATUA. TEPMUHBI U ONPeAEneHns

[OCT 34.003—90 NHpopmaymoHHasa TexHonorusa. Komnneke ctaHgapTos Ha aBTOMAaTU3MPOBAHHbLIE CU-
CTeMbl. ABTOMaTU3UPOBAHHbIE CUCTEMbI. TEPMUHLI U ONpeaeneHus

FOCT 34.601—90 NHpopmaymoHHasa TexHonorusa. Komnneke ctaHgapTos Ha aBTOMATU3NPOBAHHbIE CU-
CTEMbI. ABTOMATM3NPOBaHHbIE cucTeMbl. CTagum co3gaHus

[OCT 34.602—9 UHpopmaumoHHasa TexHonorna. Komnmnekc ctTaHgapToB Ha aBTOMAaTM3MPOBAHHbLIE Cu-
CTeMbl. ABTOMaTM3NPOBaHHbIE CUCTEMbI. TEXHUYECKOE 3a1aHNe HA CO3aHNe aBTOMATU3UPOBAHHBIE CUCTEMbI
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FOCT 34.603—92 NHhopmaumMoHHasa TEXHONOrNA. Buabl UCNbITAHNIA aBTOMATU3MPOBAHHBIX CUCTEM

FOCT 28147—89 Cucrembl 06paboTkm Hpopmaumu. 3awmra Kpuntorpadmyeckas. ANropuTm KpUnTo-
rpadyuyeckoro npeobpasoBaHus

FOCT P 1.0—2012 Crangaptusauua B Poccuiickon deaepaumm. OCHOBHbIE MONOXEHUS

OCT P 22.1.01—95 Bbe3onacHOCTb B 4Ype3Bbl4aiHbIX CUTyauUsiX. MOHUTOPUHT M NPOrHO3UPOBAHUE.
OCHOBHbIE NONOXEHUSA

FOCT P 34.10—2012 UudopmaumuoHHas TexHonorus. Kpuntorpadpuyeckasn sawmra nHpopmauuu. INpo-
Leccsl (hOPMUPOBAHUSA Y NPOBEPKM 3MEKTPOHHON LMMPPOBOA NognncK

MOCT P 34.11—2012 WHopmaumoHHasa TexHonorus. Kpuntorpadmueckas sawmra vwHOpMaumu.
PyHKUMA X3LIMPOBAHUSA

FOCT P 50739—95 CpeactBa BbIMUCINTENBHON TEXHUKKU. 3alLuMTa OT HECAHKLMOHUPOBAHHOIO A0CTYyNa
K uHdpopmayun. ObLme TexHnyeckue TpeboBaHus

FOCT P 50922—2006 3aiwumTa nHcopmauum. OCHOBHbIE TEPMUHBLI U ONPEAENEHUs.

FOCT P 51275—2006 3awuTa nHgopmaumm. O6bekTbl MHGOpMaTusauuu. Paktopsbl, BO3AEWCTBYIOLLIME
Ha uHdopmaumto. Ob6LuMe NoNoXeHus

[OCT P 52438—2005 leorpaduyeckne nHHopMaLUUOHHbIE CUCTEMBI. TEPMUHDBI U ONpeaeneHus

FOCT P 55062—2012 NHpopmauMOHHbIE TEXHONOMMKU. CMCTEMbI NPOMBILUINIEHHOW aBTOMAaTU3aLUK 1 UX
uHterpauusa. MuteponepabenbHOCTb. OCHOBHBIE NMOMNOXEHUSA

OCT P NICO/M3K 12207—2010 NHdopmauuoHHan TexHonorusa. CUCTEMHasA U NPOrpaMMHasn UHXKEHe-
pus. MNpouecchl XXM3HEHHOTO LUKNa NPOrpaMMHbIX CPEACTB

MOCT P NCO/M3K 15288—2005 NHpopmaumoHHaa TexHonorua. CucreMHas uixeHepusa. Mpoueccol
YKM3HEHHOTO LMKNa CUCTEM

FOCT P UCO/M3K 15408-1—2012 NHpopmaumoHHasa TexHonorua. Metoasl u cpeacrea obecneveHus
Be3onacHocTu. Kputepum oueHkn 6e3onacHOCTM MHAOPMAaLMOHHBLIX TexHonoruin. Yacte 1. BeeaeHue u 06-
wasa moaens

FOCT P UCO 15704—2008 NpoMbILLNEHHbIE aBTOMATU3MPOBaHHbLIE CUCTEMBI. TpeGoBaHMA K cTaHAapT-
HbIM apXUTEKTYpPam U METOAONOMMAM NPEANPUATUA

FOCT P NCO/M3K 29361—2012 NHdopmaumoHHas TexHonorus. MuteponepabenbHOCTb CETEBbIX YC-
nyr. Basosbin npoduns WS-1. Bepcua 1.1

MpuMeyaHue —pu NoNb3o0BaHUM HACTOALWUM CTaHAAPTOM LienecoobpasHo NPoBEpUTL AEHCTBUE CCINOYHBIX
CTaH4apToB B MHPOPMaLMOHHOW cucTeMe obLyero nonb3oBaHUA — Ha oduunansHoMm caiite defepanbHOro areHTcTBa o
TEXHWYECKOMY peryrnupoBaHuio U METPONOrUM B CETU MHTEPHET UNK No eXerogHoMy WHopMaLMoHHoMY yKasaTento «Ha-
LiMOHanbHbIe CTaHAapTbI», KOTOPLIA ony6rnMKOBaH Mo COCTOAHUIO Ha 1 AHBapA TEKyLLEro rogaa, U no BbiMyckaM exXeMecsy-
HOro MHOPMAaLIMOHHOrO yKasaTens «HauuoHanbHele cTaHAapTLI» 3a TeKyLWwui rog. Ecnu 3aMeHeH ccbinoYHbIi cCTaHAapT,
Ha KOTOpblii faHa HefaTUPOBaHHas CChifika, TO PEKOMEHAYETCA UCNONb3oBaTh ASUCTBYIOLLYIO BEPCUIO STOTO CTaHAapTa
C YY4ETOM BCEX BHECEHHbIX B JJaHHYIO BEPCUIO U3MEHEHUIA. ECNN 3aMeHeH CCbINOUYHLIA CTaHAapT, Ha KOTOPLIA faHa AaTu-
poBaHHaA CChiNka, TO peKOMeHAYeTCA UCNOoNb30BaTk BEPCUIO 3TOMO CTaHAapTa C YKa3daHHbIM Bbile rof oM yTBepXAeHUA
(npwHATKRA). Ecnu nocne yTBepXKeHWS HAaCTOSILLEro cTaHgapTa B CChINTOMHLIN CTaHAApT, Ha KOTOpbLI aHa AaTMpoBaHHas
CChblNka, BHECeHO U3MeHeHUue, 3aTparueatroLlee nornoXxeHue, Ha KoTopoe iaHa CChifika, TO 3TO NOoSIoXXeHUe pekoMeHayeTca
NPUMeHATL 6e3 yyeTa faHHOro U3MeHeHUs. Ecnun cchinoyHblid cTaHfapT oTMeHeH 6e3 3aMeHbl, TO NOSNoXEHUe, B KOTOPOM
faHa ccbinka Ha Hero, peKoMeHAYETCA NPUMEHSTb B YacTu, He 3aTparusatoLLeii 3Ty CCbinkKy.

3 TepMUHbI U onpeaeneHun

B HacToAweM cTtaHgapre UCnonb3yloTCsl CREeAYIoLME TEPMUHBI C COOTBETCTBYIOLUIMMKU ONpeaeneHnsIMM.

3.1 akTMBHbIe 3neMeHTbl: OpraHbl NPUHATUA PELLEHUI (YenOBEK-0NepaTop, KONMNEKTUB NNULL U TEXHM-
Yyeckue ycrpoictsea), pabora KOTOpbIX NOAAEMKUBAETCH CneumanbHbIMU METOAUYECKMMU U NPOTrPaMMHbBIMU
cpeacTsamu (MAeHTU(PUKaLMa CUrHaNoOB AaT4YMKOB, anropuTMbl 06paboTkM AaHHbIX, CLUeHapuw AeWCTBUIA B
KOHKPETHbIX CUTYaLMsiX 1 NPOLEAYPbI COrfAacoOBaHUSA U NPUHATUSA PELLEHUI B TUMOBLIX CUTyaUusXx).

3.2 apxuTeKTypa npeanpuATUA: YNOPsSAO0YEHHAs COBOKYMHOCTb OPraHW3aLMOHHO-NPaBOBbIX OCHOBA-
HUA AeATeNbHOCTW, OPraHW3aLUOHHbLIX CTPYKTYP YNpaBreHusi, 0ObEKTOB WMHXXEHEPHON, NpOU3BOACTBEHHOMN
U CouManbHOW MHAPPACTPYKTYPbl NPEeANPUATUS, ONPEaensaiowas LenoCTHOCTbL NPeAnPUATUA U YCNOBUS €ro
YHKLUMOHMPOBAHUA B OKPYXAIOLLISH cpeae.

3.3 apxutexkTtypa cuctem 6esonacHocTu: COCTaBHAs 4acTb apxXMTEKTYpbl NpeanpuaTua, obecneyu-
BaoLWan PyHKLUUOHMPOBAHWE NPEANPUATUS U €0 LENOCTHOCTb, a TaKKe UX 3aluuTy OT Pa3sHOro poaa Hera-
TUBHbIX BO3AEWUCTBUIA, ONpeaensiowas coctas OpraHM3aluMoHHO-NPaBOBOI0, METOANYECKOrO, TEXHUYECKOTO
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U NpPorpaMMHOro o6ecneveHns CUCTEM MOHUTOPUHIA COCTOSHUSI OOBLEKTOB, TPeBOoBaHMSA K PYHKUUAM cnyxG
6e30nacHOCTU, cneuuanbHOMy 000pYAOBAHMIO U SNEKTPOHHBIX KOMMYHUKALMKI, Nnpoueaypam NOAroToBKU WH-
chopmaLmu aAns NPUHATUA PELLEHUI N0 UX HEUTPanu3aLmMm MHUMAEHTOB-YIpo3 6e30NacHOCTM U MUHUMU3ALIUK
pUCKOB U yLiepba B OCHOBHON AEATESIbHOCTU NPeAnpUATUS.

3.4 6e30NacHOCTb: YCNOBUSA, NPU KOTOPLIX MPOLECCHI U pECYPChl NPEANPUSTUSI HE NOABEPXKEHbI BHELL-
HUM M BHYTPEHHUM HEraTUBHbLIM BO3AEHCTBUSM.

3.5 reounpopmaumorHan cucrema: MugopmaumoHHaa cucrema, onepupyioLas NpoCTPaHCTBEHHbI-
MM AAHHBIMU.

3.6 xu3HeHHbIN uukn: Mepuoa co3paHus U UCMONb30BAHUSI CUCTEMbI, OXBATLIBAIOLLMIA Pa3NUYHbIE CO-
CTOSIHMSI, HAYMHasi C MOMEHTa BO3HUKHOBEHUSI HEOOXOAMMOCTU B TaKOW CUCTEME M 3aKaH4YMBaAsi MOMEHTOM
BbIXOAA CUCTEMbI U3 YyNOTPEONEeHnsa n ee NUKBMAALMK.

MpumMmeyvaHue— BkniovaeT B cebs no FTOCT P UICO/MBK 15288 (MpunoxeHue B) craguu: sameicna, paspa-
60TKM, NpON3BOACTBA, NPUMEHEHUA, NOAAEPXKKA NPUMEHEHUs], NpeKpaLLieHnsl NPUMEHEHUs 1 cnucaHuns. Kaxaaa cragus
paspensieTcs Ha paj 3TanoB v NpefycMaTpuBaeT cocTaBleHne JoKyMeHTaLuK, oTpaxXarlolei pesynsrarthl pabor.

3.7 3aWUWEeHHOCTb 06beKkTa: COBOKYMHOCTL CBOWCTB 00bLEKTA (COCTOSAHME OPraHU3aLMOHHO-TEXHU-
YECKUX MEPONPUATUN N UHKEPHO-TEXHMYECKUX CPEACTB 3aLUUTbl MarepuanbHbiX U UH(POPMALIMOHHBIX PECYp-
COB NpeanpusaTUS), XapakTepu3yoLwas BO3MOXXHOCTU (PYHKLMOHMPOBAHUA 00bekTa npu BO3A4ENCTBMA HA HUX
BHYTPEHHUX U BHELUHUX HETaTUBHbLIX BO3AEIUCTBUI Pa3NMYHOW NPUMPOAbI (BKIOYas 3alumMTy oT oumbok onepa-
TOPOB, HENPABOMOYHOIO AOCTYNa HA OOBLEKTHI M TEPPUTOPUIO NPEANPUSTUS, UCNONb30BaHWE PECYPCOB, NpU-
POAHbLIX ABNEHUN N TEPPOPUCTUHECKUX aKTOB U Ap.).

3.8 nHchopMaLUOHHO-KOMMYHUKALIMOHHbIE TEXHONOrMM oowero HasHayeHus: COBOKYNMHOCTb METO-
[10B, MPOLIECCOB M MPOrPaAMMHO-TEXHUYECKMX CPEACTB, MHTENPMPOBAHHLIX C LiENbIo coopa, 06paboTtku, xpaHe-
HUS1, pacnpoOCTPaHeHusi, 0TOBGPAXKEHNUA U MCMONb30BaHUA MHGOPMALMK B MHTEPECAX HEONPEAENEHHOrO Kpyra
nonb3oBarenen.

3.9 uHdopMaLMOHHO-KOMMYHUKALMOHHbIE TEXHONMOMMU CneuuanLHOro HasHayeHua: COBOKYyIN-
HOCTb METOA0B, NPOLIECCOB M NPOrPamMMHO-TEXHUYECKUX CPEACTB, MHTErPUPOBaHHLIX C Lenbio coopa, obpa-
BOTKM, XpaHEHUs, pacnpoCTpaHeHus, 0TOOpaXeHns U UCnone30BaHUa MHOPMaLUK B MHTEPECaxX onpeaeneH-
HOro Y3KOro Kpyra nonb3oBaTtenein.

3.10 UHBapUAHTHOCTb aPXUTEKTYPbI: CBONCTBO apXMTEKTYPbl COXPaHATL CBOIO CTPYKTYPY U CBAA3M NMpU
onpeaeneHHbIX U3MEHEHUsIX 06CTOATENLCTB U MAPaMeTPOB BHELLUHEN cpeabl.

3.11 uHTennekTyanbHas cuctemMa: CnoxHasa cucrtema, cnocobHas BOCNPUHUMATL, CPaBHMBATb, Npe-
00pa3oBbIBaThL, CO34aBaTb U XpaHWUTb BHYTPU ce0a Moaenu onpeaenieHHbIX 0ObLEeKTOB.

3.12 uHTerpupoBaHHas cuctema: COBOKYNHOCTb ABYX UMK Gonee B3anMOyBA3aHHbIX CUCTEM, B KOTO-
pov (pyHKLUMOHUPOBAHME OAHOMN U3 HUX 3aBUCUT OT PE3yNnbTaToB PYHKLUMOHMPOBAHUSA APYrow (4pyrux) Tak, 4to
3TY COBOKYMHOCTb MOXHO paccMatpuBaTth Kak €QUHYI0 CUCTEMY.

3.13 nHUmMaeHT (coObITHE): 3a(PUMKCMPOBAHHLIN MOOLIMM AOCTYMHLIMW CPpeacTBaMKU DAKT HapyLUEHMSA
LIeNnoCTHOCTK M Ge3onacHoCTU 0ObekTa MK NOCAraTenbCTBO Ha HECAHKLMOHMPOBaHHLIN AOCTYN HA 0ObEKTHI
npeanpuATUA (30aHUA, COOPYXEHUS1, TEPPUTOPUIO) K MaTtepuarnbHbIM U MIHAPOPMALIMOHHBIM PECYPCAM U UX He-
CaHKLUMOHUPOBAHHOE UCMONb30BaHME.

MpumMmevyaHue — Kaxgoe cobbiTue onpefenseTcss 4atol U BpEMeHeM HacTyNNeHus!, UCTOYHUKOM yrpos (co-
OGLLUEHMA), YPOBHEM Yrpo3bl U BO3MOXHLIMU NOCIEACTBUSMU.

3.14 UCTOYHMK Yrpo3 (coobueHue 06 MHUMAEHTaX): BHYTPEHHUI UNKU BHELUHUI CYObLeKT AeATENbHO-
CTU NPeANnpPUATUA UNKU MaTepuarnbHbIil HOCUTENb MHAOPMaLMK 0 COBbITUAX (hakTax), NPUBOAALLMX K PUCKAM B
[eATenbHOCTN NPEAnPUSATUSA, BO3MOXKHOMY HapyLLEHUIO LeNOCTHOCTM U 6e30MacHOCTM 0OBLEKTOB, NPOLIECCOB
U PECYPCOB, a TakkKe UMUIXKY NPeanpUATUS.

MpuMevaHUe — VCTOMHUKaMN Yrpo3 TakxKe SBMAIOTCS HEKOPPEKTHBIE 3anucK B MPOEKTHO JOKyMEHTaLmMu, co-
rmaleHuax o COTPYAHWYECTBE, LOroBOpax Ha MocTaBKy 060pyAOBaHNUsA U okasaHue ycnyr, nybnukauum B8 CMW, Henpago-
MOYHbIe AeCTBUSA NepcoHana, KOHTPareHToB, a Takke HeyCTaHOBIIEHHbIX JINL U OpraHu3aLmii.

3.15 kpunTorpadma: Hayka o metogax o6ecnevyeHus KOHpuAEHUManbHOCTU (HEBO3MOXHOCTU NpoYTe-
HUA UHPOPMALMK NOCTOPOHHNUM) U AYTEHTUYHOCTU (LEMOCTHOCTM U MOANMHHOCTM aBTOPCTBA, a TaKkkKe HEBO3-
MOXHOCTK 0TKa3a OT aBTOPCTBA) MH(pOpMaLMK, a TaKKEe MPUKNAAHAs MHXEHEPHO-TEXHUYECKan AUCLMNNNHA,
KoTOopas 3aHumaercsa paspaboTKkoi, aHanM3om U 060CHOBaHUEM CTOWKOCTU KpUNTOrpacpu4ecknx CpeacTs 3a-
LWMTbI MHpOPMALIMKM OT Yrpo3 CO CTOPOHBbI NPOTUBHUKA, 0becneunBas KOHUAEHUMANBHOCTb, LENOCTHOCTD,
HEOTCNEXNBAEMOCTb.
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3.16 kpuTMUYECKU BaXHbIN 00BbeKT: Hanbonee BaXHbIN, ONpeaensiowmii, y3rnoBoi 06beKT CUCTEMBI, OT
HOPManbHOrO (hyHKLMOHMPOBAHUS KOTOPOro 3aBUCUT paboToCNOCOBHOCTL BCE CUCTEMBI.

3.17 kpoccnnardgopmeHHaa peanusauusn: VMcnonb3oBaHue nporpaMmHoro obecnevyenus, paboraio-
wero 6onee yem Ha OHOW annapaTrHoin nnargopme u/unu onepaLMoHHON CUCTEME.

3.18 mogenb 6e30MacHOCTU: YNOPSAOUYEHHAs COBOKYMHOCTb OPraHM3auUMOHHOW CTPYKTYPbl Npeanpu-
ATUA, MaTepuarnbHbiX U MHPOPMALMOHHBIX MOTOKOB (AOKYMEHTOB, COOOLLEHUIA, CUTHANOB), anNropuTMOB UAEH-
TUMKaUMM U U3MEPEHUS XapaKTEPUCTUK COCTOSIHMSA LIENMOCTHOCTU M 6€30MacHOCTM 00LEKTOB MOHUTOPUHIA B
TeKyLlen unm NPOrHO3HOM CUTyaLMK.

3.19 moHuTOpUHI: Cucremaruyeckui c6op u o6paboTtka nHcpopmaumm no npoueccam n 06bLeKTam BHU-
MaHUA ANS OLEHKN UX COCTOSIHUSA U NPOTrHO30B Pa3BUTUS C LIENbIO NPUHSATUSA PELUEHUS.

3.20 HapeXHOCTb aBTOMaTU3UMPOBaHHOMW cucTeMbl: KomnnekcHoe CBOMCTBO aBTOMAaTU3UMPOBaHHON
CUCTEMbI COXPaHATL BO BPEMEHU B YCTAHOBMEHHbIX NpeAenax 3Ha4eHus BCeX NapaMeTpoB, XapakTepu3syio-
LWMX CNOCOGHOCTb 4AHHON CUCTEMBI BLIMOMHATL CBOM (DYHKLMU B 33AaHHLIX PEXXMMAX M YCIOBUSIX IKCNNya-
Tauuu.

3.21 06 bEeKTbI MOHUTOPUHTA: [1POLECCHI M PECYPCHI NPEANPUATUS, 00bEKTbI MEDKEHEPHON MHPACTPYK-
Typbl NPeanpUATUS, BKNoYaowme B cebs 3HaUMMbIe ANsi HEr0 TEPPUTOPUIO, AaKBATOPUIO BOAHBLIX BACCENHOB,
atmocdepy u CBOWCTBA OKPY>KAlOWEWn Cpefibl, COCTOSIHUE KOTOPbIX MOXET U3MEHSTbCA U3-32 BHYTPEHHUX U
BHELUHUX HeraTUBHbIX BO3AEUCTBUI C BOSHUKHOBEHUEM YrpO3 HapyLUeHUs HOPManbHOTO PYHKLIMOHUPOBAHUA
npeanpuaTuA, UENOCTHOCTU 00bekToB, 6e30NacHOCTU NepcoHana, HaceneHus U HaHeceHus yulepba okpyxa-
1oLwen cpege.

3.22 oTKpbITana apxuTeKkTypa: ApXMTEKTYpa KoMMnbioTepa, nepudepuriHOro ycTpoincTea, NnporpaMmMHoro
o6ecneyeHusa UnNu CUCTEMbI B LIENIOM, HA KOTOPbIE ONMyBnukoBaHbl cneuudukaLum, YTo NO3BONSAET APYIMM Npo-
u3BoauTensm paspabarbiBarb AONOMHUTENbHLIE YCTPOMNCTBA K CUCTEMAM C TaKON apXUMTEKTYPO.

3.23 oTKpbITOE NporpaMmHoe o6ecneyeHue: NMporpaMMHoe oBecneyeHne ¢ OTKPbITbIM UCXOAHbIM KO-
JOM, KOTOPbIN AOCTYNEH ANA NPOCMOTPA, U3YYEHUS U USMEHEHUS, UTO NO3BOSSIET MONbL30BATENIO NPUHATL
y4yactue B 4opaboTke Camoi OTKPLITOW NPOrpaMMbl.

3.24 oTKpbITbIe NPOTOKOMbI: Haxoaswmecs B cBOGOAHOM AOCTyne CeTeBble NPOTOKOMbLI nepeaaqu
OaHHbIX,

3.25 nokasaresib COCTOSIHUA 00 bLEKTA KOMIJIEKCHBIN: MIHTerpanbHas oueHka LenoCcTHOCTU, DYHKUU-
OHarnbHON MONMHOTHI U YPOBHA Ge3onacHoCTU 06BbEKTOB, NPOLECCOB M PeCYpCOB NPEANPUATUS.

3.26 npeanpusaTue: AHTPOMOrEeHHas pearnbHO AeWCTBYIOLaa cucTema, Bkniovaowasa B cebs n obe-
cneynBaroLLas B3auMOAEeNCTBUE NMIOACKUX, MaTepuanbHbIX, (PMHAHCOBLIX U MPUPOAHLIX PECYPCOB, Npeanpu-
HUMarowasa BocTpeboBaHHble 0BLLECTBOM AEHCTBUSA, paboTatoLas BO B3aMMOCBA3W C APYrMMU NOAOOHbLIMU
CUCTEMaMM U HAcCeneHuem.

3.27 npuknagHasa 3agava: Llenb HameyeHHan ans peweHuss npobneMHoin cuTyaumu anst 3agaHHoro
OrpaHMYEHHOr0 MHOXECTBA OOLEKTOB YNPAaBNEHUA ONPeAeneHHON oTpacnu NyTeM peanusauuu OZHOW unu
HECKONbKMX PYHKLMUIA aBTOMaTU3MPOBAHHOW CUCTEMDI.

MpuMedaHUe — 3aaaun XxapaKkTepn3sytoTCs BXOAHBIMU JaHHbIMW, BbIMOMHAEMbIMU (OYHKLUAMM, BHELUHUMI BO3-
MYLLEHWUSIMU U OrpaHUYEHNsIMU, BEIXOAHBIMU LIENEBBIMU Pe3ynsTataMy U NnoKkasaTensiMu KauecTBa peLleHus.

3.28 nonnueHTpuyeckana cetb: CeTb, UMeOLLan asa u bonee BeayLmnx a4MUMHUCTPATUBHLIX (ynpaens-
IOLWMX) LeHTpa 6e3 ABHOro npeobnagaHna nuaepcrea O4HOrO Hag APYruMm.

3.29 nporpammHo-annapartHasa nnardgopma: CoBOKYNHOCTbL 060pyAOBAHUSA BbIYUCIUTENbHbBIX KOM-
NNekcoB, CPeACTB CBSA3W ONepaLMOHHbIX CUCTEM U NMPOrpaMMHbIX CpeacTB 0bLuero HasHaveHus, Ha 6ase Ko-
TOPbLIX CO34al0TCA aBTOMAaTU3UPOBAHHbIE CUCTEMBI ANS peanu3aummn npuknagHeix 3agad coopa, obpaboTku
[JaHHbIX 1 ynpaBneHusa obbekTaMmu B OHON WU HECKOMbKUX CAIepax AEATENbHOCTU NPEANPUSATUS.

3.30 pacnpeaeneHHas ceTb: pynna pasMeLleHHbIX Ha 60NbLIOM PacCTOAHUU APYr OT ApYra KOMMbHo-
TEPOB, B TOM YWCIE KaK OTAENbHbIX, TAK U UX NOKarbHbIX CETEN, COEAUHEHHbIX B €AWHYI0 CUCTEMY NIMHMAMU
npoBOAHON (kabenbHOW) U/Mnu BOMHOBOW CBA3M.

3.31 pexum 24/7/365: HenpepbiBHbI pexxum paboTbl 6€3 nepepbIBOB KPYrMOCYTOYHO MOMHYI0 Heaernto
B TEYEHUE BCErO KaneHaapHoro roaa.

3.32 puck: Bo3aMOXXHOCTb BO3HUKHOBEHUSA HEONAronpUATHON CUTYaLIMU UNU HEYAAYHOTO UCX0AA OT KaKo-
ro-nu6o Buaa aencremnsa unu 6esnencreus.

3.33 ceTb nepeaaumn gaHHbIX: COBOKYMHOCTb OKOHEYHbIX YCTPOWCTB (TEPMUHANOB) CBA3M, 00beAUHEH-
HbIX KaHanamu nepeaadn AaHHbIX U KOMMYTUPYIOLMMK YCTPOCTBamMK (y3namu cetun), 0b6ecneynBaioLmmMm
00MEH COOBLLIEHNAMU MEXIY BCEMU OKOHEYHBIMU YCTPOWCTBAMMU.
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3.34 cucrema 6e3onacHocTu: KomGuHaums nogcknx, MarepmanbsHbiX U PUHAHCOBbLIX PECYpPCOB, UC-
nonb3yemasi KOMNETEeHTHbIMU Cry>x0amu NPeanpUATUS B CNOXMBLLUMXCA YCNOBUSX, rpaHuULax yHKLUMOHAsb-
HbIX BO3MOXHOCTEN MMEIOLLErocsi o6ecnevyeHmsa 1 HanpaeneHHas Ha oOHapyXXeHUe UCTOYHUKOB BHELUHUX U
BHYTPEHHUX HeraTUBHbIX BO3AENCTBUI HA NPOLECCHl U PEeCcypChbl NPeANPUATUA, HA NUKBMAALMIO YKa3aHHbIX
WUCTOYHUKOB, HEWTPanu3aumio HeraTuBHOrO BO34EWCTBUA UMK HA YCTPaAHEeHWe ero nocneacTBUiA.

3.35 cuTyaumnoHHbI LeHTP: CTauuoHapHbIA UM MOBUMbHbIA UHXEHEPHO-TEXHUYECKMI KOMMNEKC, 0C-
HaLUEHHbI HEODXOAUMbIMU TENEKOMMYHUKALMOHHBIMU cucTeMamMu ans coéopa u o6paboTku uHdopMagum o
COCTOSIHUM OBOBLEKTOB MOHUTOPUHTA, NpeaHa3HaYeHHbIV AN obecneyeHns onepaTMBHOroO U COOTBETCTBRYIOLLE-
ro pearupoBaHus Ha yrpo3y BOSHUKHOBEHWS UNN BO3HMKHOBEHWE TPEBOXHbLIX UMW YPE3BbIYAWHBLIX CUTYALWA,
3P (PEKTMBHOIO B3aUMOAENCTBUA NPUBNEKAEMbIX CUI U YNPABNEHYECKOW AEATENbHOCTU U NPUHATUSA KOMMe-
TEHTHbIX PeLUeHnI

3.36 cutyaums: CyObekTUBHAsA OLeHKA COCTOSIHUA PeanbHOro UM BUPTYansHOr0 OrpaHUYeHHoro npo-
CTpaHCTBA B TEYEHUE PUKCUPOBAHHOTO NPOMEXYTKA BPEMEHM.

3.37 cTpaternyeckue M couuanbHO-3HaYMMbIe O0OBEKTbl: OOBLEKTEI MOHUTOPUHIA, CYLLECTBEHHO
BMUMSAIOLLME HA HOPMAanbHOE CyLLIECTBOBAHUE, pa3BuTue obuiectsa u Ha obecneyeHme ero 6e30nNacHOCTH.

3.38 cyOBbekTbl cucteM 6€30MacHOCTU: SNEMEHTLI CTPYKTYPbI YNPaBneHUsi NpeanpuUsiTUEM, BHELUHUX
KOHTpAareHToB, NpeanpusiTuid, OPraHoB TEXHUYECKOro PeryrnupoBaHus, a Takke OTAENbHbIE IopuanyYeckne u
du3nyeckne nuua, NPAMo UM KOCBEHHO BIIMAIOLLIME HA COCTOAHUE 0OBLEKTOB MOHUTOPUHIA W/WMKN 3auHTepe-
COBaHHbI€ B UCMOMb30BAHMKN PE3YNLTATOB MOHUTOPUHIA AN peanu3aumn CBOMX MPOBO3IMALUEHHbIX U CKPbl-
ThIX (MATEHTHLIX) Lenen u 3agau.

3.39 xapakrtepucTuku 6e3onacHoCcTH o6bekTa: KaueCTBEHHbIE U KONMUYECTBEHHLIE HOPMANU30BaH-
HblE MOKa3aTenu COCTOSHUS NPOEKTUPYEMbIX UM PeancHO CyLLECTBYIOLLMX OOLEKTOB MOHMTOPUHIA, 3adpuk-
CUPOBAaHHbIE Ha ONpeAeneHHbI MOMEHT BPEMEHU C YYETOM KOHKPETHOW (hakTUYECKOn unu npeanonaraemon
cuTyauumu.

3.40 anekTpoHHaa uudposas noanucbk: VMHdopmMauma B anekTpoHHOW hopMe, KOTopas npucoeau-
HeHa K Apyrovi MHOpMauuKu B 3MeKTPOHHOW hopme (MoAnUChIBAEMON UHpOpMAUMKM) UKW UHBIM 0Gpa3oM
CBfi3aHa C Takon MHpopmaLmeii u KOTopas UCNONb3YETCA AN ONpeAeneHus nuua, NogNMCLIBaOLWEro MHop-
Mauuio.

4 CokpalueHus

B HacTosiLeM cTaHAapTe NpUMEHEHb! CreayoLme CoKpaLLeHus:
AC — aBTOMaTU3NpOBaHHasA CUCTEMA;
ANC — aBTOMaTM3MpoBaHHas MHPOPMaLMOHHAS CUCTEMA;
MCB — reonHdopmMmaluoHHasn cucrema 6e3o0nacHoCTy;
UNCMNOBIT — nHTEerpupoBaHHaa UHTENNEKTYanbHas cuctemMa MOHUTOPUHIa M obecneveHns 6e3onacHoCTu
npeanpusATus;
HTO — HOpMaTUBHO-TEXHUYECKAA AOKYMEHTaLMS;

HC[ — HeCaHKLMOHUPOBaHHbIA 4OCTYN Ha TEPPUTOPULD, B 34aHUSA, OTAENbHbIE NOMELLEHUSI U HA CO-
OPY>XEHWA NPeanpPUATUS, K CUCTEMaM XPaHEHUS MaTepuanbHbIX U MHOPMALIMOHHBIX pecyp-
COB NpPeanpuATUS U NPaB Ha UX UCTOSIb30BAHUE;

MAIM — nporpamMHo-annaparHas nnatgopma;

MNTK — nporpaMMHO-TEXHUYECKNIA KOMMIEKC;

MMK — nporpaMMHO-METOANYECKUIA KOMMIEKC;

MJIK — nporpammMupyemblit TOrMYECKUiA KOHTPOMNNep;

MC — nporpamMMHble CpeacTBa MHOTOKPATHOIO NPUMEHEHUA, OTYYXK4aeMble OT paspaboTynka u as-
NALWMUEC NPEeAMETOM OTAEMbHOW NOCTABKM AN BKIIIOYEHUS B COCTaB NporpaMMHoro obe-
crneveHunsa AC 1 aBToMaTu3NpOBaHHOrO 060pPyA0BaHNUS;

MO — nporpaMmHOe obecneyeHne aBTOMaTU3MPOBaHHbLIX CUCTEM U 0BOpYAOBaHUS;
KT — nHdopMayMOHHO-KOMMYHUKALUUOHHbIE TEXHONOIMM;
TMP — TMNOBOE NPOEKTHOE peLLEeHUE;
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PWACL, — pernoHanbHblit MHPOPMALIMOHHO-aHANMUTUYECKUIA CUTYALIMOHHBINA LEHTP;
PUCMO — pacnpefeneHHble UHTErpMPOBaHHbIE CUCTEMbI MOHUTOPUHIA COCTOAHUSI OOLEKTOB;
CB — cucrema 6€30nacHOCTH;
CP[ — cucrtema pasrpaHu4eHus goctyna K MHOpMaLMOHHbIM pecypcam;
CK3WM — cpeactea KOHTPONA U 3auThl MHOPMaLmK;
Cro — cepeep rpynnosoro c6opa 06paboTku U XpaHeHUs AaHHBbIX;
PMIM — paboyee MeCcTO Nonb3oBaTens CUCTEMBI;
HUP — Hay4Ho-uccneaoBartensckue paboThi;
JINP — nuua, npuHUMaloLme peLueHue.

5 OCHOBHbIE NOMOXEHUsA UHTErpaLum CMCTeM MOHUTOPUHIa 1 obecneyeHus
6e3onacHoOCTU pacnpeneneHHbIX 06 bLEeKTOB NpPeaAnpUATUA U TEPPUTOPUNA

5.1 HasHaueHue

MHTerpupoBaHHble UHTENNEKTyarlbHble CUCTEMbI MOHUTOPUHIA M 6€30NacHOCTU NPEANPUSTUA NpeaHa-
3HauyeHbl Ana obecrneyeHnss HENPEPbIBHOrO MOHUTOPKUHIA TEPPUTOPUATIBHO pacnpeaeneHHbIX OObEKTOB U Tep-
puTopUit (MHTENNEKTyanbHOEe BUAEOHABMNIOAEHNE YA3BUMBIX AMEMEHTOB, OOHAPY>XEHUE ONAaCHbIX BELLECTB,
KOHTPOMNb TPAHCMNOPTHON U WHXXEHEPHOW MHMPACTPYKTYPbI, CUCTEM 00ECNEeYEHUs XKU3HEAEATENBHOCTH, Me-
TPONMOTNYECKON M 3KOMOTMYEcKol 06CTaHOBKM) HanpumMep, onacHblil 06BLEKT, MyHULMNanbLHoe o6pa3oBaHue,
CcyOBbEKT, pErMoH u Tepputopus Poccuiickoin Peaepauumu.

VIHTErpMpoBaHHble UHTENEKTYarnbHbIE CUCTEMBI MOHUTOPUHIA U obGecneyeHuss 6e3onacHoCTU pacnpe-
JeneHHbIX 0OGbEKTOB NPeanpUATU U TEPPUTOPUI pacCMaTpPUBaIOT Kak aBTOMaTM3UpOBaHHbIE UHGHOPMALIMOH-
Hble cucTeMbl obecnedeHnss OCHOBHON AeATEeNbHOCTM npeanpusaTtua. Llenesoe HasHaueHne MMCMuOBIT —
c6op n 06paboTka nHpopmaLmm 4Na peLUEHUS 3a4a4 OLIEHKUN TEKYLLIEro COCTOSHUSA nokasarenemn LeNnoCTHOCTH
1 6e30nacHOCTU MHPPACTPYKTYPLI NPEANPUSATUS, OKPY>KatoLen cpeabl, NPoAYKUMM, NPOLECCOB U pPeCypCcoB
NpeanpusiTUs B YCNOBUSAX BO3AEWCTBUS HA HUX BHYTPEHHUX U BHELLHUX HEraTuBHbIX PakTopoB, paspaboTka
MEPONPUATUIA U OPraHN3aLMOHHO-TEXHUYECKUX PELUEHUA NO NpeaynpeXXaeHnio 1 BOCCTAHOBMNEHUIO LIENOCT-
HOCTU OBBEKTOB B YCIOBUSIX aBAPUNHbBIX U KPUTUYECKUX CUTYaLIUNA.

MNCMuOBIN 6a3supytorca Ha npuMmeHeHun KT obuiero HasHaueHua U cneynanu3upoBaHHbIX MHXKEHep-
HO-TEXHUYECKUX CPEACTB 3aluThl 0ObLEKTOB, NPOLIECCOB U PECYPCOB NPEANPUATUIA U CeLManm3nupyioTcst Ha
peanusauuun cnegyruwero:

- BbINOMHAT YHKUMM cBopa U ynopsaoYeHUst AaHHbIX O COCTOSAHUM CTALMOHAPHBIX U ABUXKYLLIMXCS
06BEKTOB OT Pa3HO0BPAa3HbIX MACCUBHbIX U AUCTAHLIMOHHO YNPAaBsSieMbIX UCTOYHUKOB MH(DOPMaLMK, pacnpe-
JerneHHbIX N0 00beKkTam NpeanpusTUsi U TEPPUTOPUN PETUOHA;

- obecneunBaoT uaeHTUMUKAUNIO COOLITUI U aHanU3 COCTOSIHUA OOBLEKTOB, NOATOTOBKY PELLEHWid U
pekoMeHAaUMIA NO YNpaBneHno 00bEKTaMu B aBapUMHBIX U KPUTUYECKUX CUTYaLUAX;

- peLaloT NMPUKNaaHbIe 3a1a4n pacyeTa TEKYLMX Nnokasarenen COCTOAHUA LEeNnoCTHOCTU M Be3onacHo-
CTU OOBEKTOB MOHUTOPUHIA, OLEHKWN PUCKOB B AEATENbHOCTU NPEANPUATUA U €10 OTAENbHLIX NPOEKTOB;

- peLuaioT 3ajayn NnaHMpoBaHWA W pacnpeaeneHus pecypcos, HEOOXoAUMbBIX AN noaaepkaHus Le-
NOCTHOCTM OOBLEKTOB MHMPACTPYKTYPLI NPEANPUATUSA, 3aLLUThI MatepuanbHbiX U UHGOPMALMOHHLIX pecyp-
COB NPeAnpUATUSA, peanusaumum MeponpUATUA MO BOCCTAHOBIEHUIO LIENOCTHOCTM OOBLEKTOB B CIIOXUBLLENCA
cuTyaumm.

5.2 Chepbl npumeHeHus

OcHoOBHbIMK chepammn npumeHenna MMCMuOBIT asnstoTca crpaternyeckue m coumanbHO-3Ha4YuMble
06BbEKTbl MHPPaACTPYKTYPbl PETMOHOB (TPAHCMNOPT, SHeproobecnevyeHue, NPOU3BOACTBO, KOMMYHANBLHOE XO-
3AMCTBO, 3Konorua, odbecrTeseHHaa 6e30nacHOCTL U ap.).

HenocpeacteeHHoe ynpaBrieHue 0B6bekTaMu MOHMTOPUHIA, cobriogeHne pernaMmeHToB U HopMm 6eso-
MacHOCTU OCYLLECTBIISETCA UX BraZenbuamMu U NepcoHarnoM OCHOBHBIX GO NpeanpusiTus, a B aBapuiHbIX
N KPUTUYECKMX CUTYaUUAX — BHYTPEHHUMMU U BHELLHUMU cny>Damu 6e3onacHocTu (oxpaHa, NnpoTUBONOXap-
Hasa cnyx6a, opransl MMC, MB u ap.).
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5.3 PeXXUMbI MOHUTOPUHTA U yNPaBfieHUA 06 bLEKTaMu

MOHUTOPUHT 1 ynpaeneHne oObekTaMmu OCYLLECTBISIIOTCA MPU NOMOLLM CTAHAAPTHLIX CPEACTB CETEBOr0
ynpaenenus (Web, SSH, Telnet, koHconbHbIii nopr, a Takke SNMP), SMS-coobLyeHuii n e-mail B cneayiowmx
pexxuMax:

- PYYHOW MOHUTOPWHI — MONb30BATENb PErYNAPHO NOAKMIOMAETCA K YCTPOMCTBY permcrpauumn u/mnu
cneuuann3MpoBaHHOMY CEPBEPY U NPOBEPSAET COCTOAHME BXOAHbLIX CUrHanoB;

- perynsipHbii MOHUTOPUHE MO PacrnMcaHuio — CepBEP CUCTEMbl PErynspHO B COOTBETCTBUU C 3aaaH-
HbIM pacnucaHmem, NPOBEPSAET COCTOSAHUE UHADOPMALMOHHBIX CRYX0 U 0ObEKTOBbLIX KOHTPOMNIEPOB U NPU A0-
CTUXKEHUNU MUHUMAINBHO- NN MakCUMarbHO AONYCTUMbIX 3HaYEHUN MOPOroBbIX U APYIUX BENUYUH 3anycKaeTt
COOTBETCTBYIOLLME cueHapunm 06paboTku (popMUPOBAHME M PACCHISIKA KNMAcCU(PULMPOBAHHBLIX COOBLLEHUN
MO KOPPECMOHANPYIOLLUMM Cry>X0am NPUHATUA PELUEHUI U pearnpoBaHus, aKTUBALMA TEXHUYECKUX CPEACTB U
UCMONHUTENbHbIX YCTPOWCTB aBTOMATU3UPOBAHHOIO pearnpoBaHus );

- MOHWUTOPUHT COOBITUI, (DOPMUPYEMbBIX WHTEMMEKTYaNbHbIMU CEHCOPAMU U UX CETSIMU, OOBLEKTOBLIM
o6opyaoBaHMEM M UHPOPMALIMOHHBIMU CUCTEMAMU U OOCTABMAEMbIX HA CEPBEP CUCTEMbI B ACUHXPOHHOM
pexume, rae cobbitusi 06pabaThiBalOTCS B COOTBETCTBMU C UX MPUOPUTETOM U 3HAYUMOCTbIO;

- NPOAKTUBHbIN MOHUTOPUHI DOPMUPYIOLLMI NPOrHO3bI MO PUCKAM HA OCHOBE BCEX IOCTYMHbIX NOTOKOB
OaHHbIX N UX aHANUTUKK, Ba3 3HAHWA 1 NyYLIMX NPAKTUK C LENblo NpeA0TBPALLUEHUS BEPOSTHBLIX KPUTUUECKUX
coBbITUI.

5.4 BapuaHTbl peanusauum anropuTMoB ynpassieHUs

Ons peanusauuu anroputMoB ynpaBneHusi COObITUSMU AOMYCKAETCA UCNONb30BATh:

- BCTPOEHHbI MEXaHW3M KOHpUrypaummu no NpuHLUNY «CoObLITUE — peakumsiy;

- BCTPOEHHas KOMaHaHas obonoyka 06paboTkm cobbitui (Linux (ash) u eé

A3bIK CKPUMTOB);

- YTUNUTLI ANS BbI30OBA KOMaHA OCHOBHOM KOMaHAHOW 06ono4vku NSG Linux;

- nobon aApyron CKPUNTOBLIN A3bIK UMK A3bIK NPOrPaMMUPOBAHUSA, NO3BONSIOLLUIA KOMMUIIMPOBATh UMK
UMMOPTMPOBATL AONOMHUTENBbHOE NporpaMmHoe obecneveHue Ha nnarcgopmy NSG Linux B BUae 4BOMYHbIX
dainos.

5.5 NnTtepdpenic B3aumogencTeus

C6op nHdopmMaLmm OT JaTYUKOB M yNpaBreHue TEXHONOrn4eckum obopyaosaHneM Ha 0GbekTax Aomk-
Hbl 6a3upoBaTbCs Ha 6onee NPOCTbIX U TMOKMX TEXHUYECKMX BapUaHTax NOCTPOEHNE CUCTEMBI, BKNKOYAsA pac-
npeaeneHue 4aTtynukoB U KOHTPOMNEPOB B Npeaenax TEXHONOrMYeCcKoi NNOLWAaaKU, COBMECTHOE MCNONb30Ba-
HUE NPOAYKTOB Pa3sfMyYHbIX NPOU3BOAUTENEN.

MpumMmeyvyaHue — Hanpumep, Ansi 3Toro MoXeT GbITb UCNONbL30BAH OTKPbITHIN UHTEpdeic no cTaHaapTy RS 232
N HU3KOCKOpPOCTHaA LWnHa.

5.6 TpeboBaHUA K ONepaLNOHHON CUCTEME

OGopynoBaHue cneuuanu3MpoBaHHbIX CEPBEPOB U KOMMYTaTOPOB NOTOKOB AaHHbLIX, YCTaHaBUBaEMbIX
Ha o6bekTax nNpeanpusaTUs, AOMMKHbI paboTaTk NoA ynpaBneHWeM onepauuoHHbIX CUCTEM C OTKPbITLIMU UC-
XoAHbIMUK KOAaMUN U obecneumBarb BO3MOXXHOCTb KOHTpONA:

- cpabaTbiBaHUS1 AUCKPETHBLIX AaTYUKOB, NOAKIMIOYEHHBIX KO BXO4AM JOKamNbHLIX cepBepoB 00paboTku
[aHHbIX U yNpaBnsemMbiX KOMMyTaTtopax, NoAKIMOYaeMbIX K aCUHXPOHHbIM NOPTaM Yepe3 BHELLIHue afantepbl
Tuna RS-232/1-Wire;

- HaXXaTusi NporpaMMMUpPyeMbIX KHOMOK Ha YCTPOWUCTBAX ynpasneHus cepeepamu u kommyrtaropax NSG;

- 3a[]aHHbIX MOPOrOBbIX 3HAYEHUI HA BX0A4AX aHanoro-unuposbix npeobpasosarenen (ALIM), kOHTpO-
nUpyeMbIX MapaMeTPOB HA APYrMx CneLmanm3mpoBaHHbIX AaT4mnkax;

- OTCYTCTBUSA OXXMAAEMbIX COOLITUII O COCTOAHUM OGBLEKTOB MOHUTOPUHIA, hOPMUPYEMBIX MO pacnuca-
HUIO C 3a/1aHHLIM NEPUOOM ONPOCA MHTENNEKTYaNbHbLIX 4aTYUKOB COCTOSHUS.

B UCKNIOUMTENBHLIX CRy4asix B YCNOBUAX NOBLILUEHHOW CEKPETHOCTU AONYyCKAETCA NpPUMEHEHue cne-
uuanusuposaHHoro MO oTevyecTBEHHON pa3paboTku OrPAHMYEHHOTO NPUMEHEHUS C 3aKPbITbIMU NCXOAHLIMU
Kogamu.
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5.7 TpeGoBaHus K OPraHU3aLUOHHO-TEXHUYECKUM pelleHUsIM

5.7.1 OpraHnsaLmoHHO-TEXHUYECKNE peLLIeHUA N0 OCHaLLeHUuto npeanpuaTuin cpeacreamu UKT obuiero
HasHauyeHus U cneyunansHbiMu cpeacteamm MMCMuOBI A0MKHBI yUnThIBaTh BO3MOXHOCTU U HEODOXOAUMOCTb
MHTEerpaLum CUCTEM M CoaepXXaTb MHCTPYMEHTDI ANA NPOEKTHOW KOMMOHOBKMW, COOPKM U UCTILITAHUI «UHAVBU-
AyanbHbIX» CUCTEM ANA KOHKPETHLIX NPUMEHEHUN € npumeHeHnem TIP u o6opyaosaHus UKT npombILLneH-
HOro NPOM3BOACTBA, NPOLLEALUNX TECTUPOBAHNE HA (PYHKLMOHUPOBAHUE U COBMECTUMOCTb B MPOU3BOACTBEH-
HbIX YCNOBUAX NPEANPUATUA — MHTErpaTropa, NocTasLUMKa CUCTEM.

5.7.2 Paspabotka KoHUENTyanbHbIX, (PYHKLMOHAMNbHBIX, UH(POPMALIMOHHBIX U MaTemMaTu4eckux Moze-
nen 6e30MNacHOCTU NPeANPUATUS AOMKHA BbIMOSHATLCA HA YPOBHE NPEANPUATUS B LIENIOM, OCHOBHbIX CTPYK-
TYPHbIX NOAPA3AEneHunii U KIIoYEBbIX NPOAYKTOB, MPOLECCOB U PECYPCOB MPEANnPUATUS ANSA BCEX NOTEHLM-
anbHO BO3MOXHbIX UCTOUHUKOB U MHLMAEHTOB — Yrp03 HapyLUeHUs LENOCTHOCTU OOBLEKTOB U 6E30MacHOCTH
AeATenbLHOCTU NPeAnpUsTUsI.

5.7.3 dyHKUMOHANbLHO KoMMekc obecneyeHnsa 6€30nNacHOCTM NpeanpuATUA A0IKeH obecneunsarb pa-
6oty Bcex cnyxd u cuctem 6€30NacHOCTU B 3aMKHYTOM KOHTYPE ynpaBneHus npoueccamm (ycnyramm CUCTem
6Ge3onacHOCTH) Ansa KaXaoro 06bEKTa MOHMTOPUHIA C YYETOM MHTEHCUBHOCTU U OOGBEMOB BXOAHbIX — BbIXO/-
HbIX MOTOKOB AaHHbIX MEXAY 3NeMEHTaMn CUCTEM.

5.7.4 Pacnpeaenenne dyHKUui Mexay akTusHbiMu anemeHtamm MMCMuOBI1 u opraHamu nNpuHATHA
peLueHuii No ynpasneHuio o6bekTaMn B aBapuiHbIX U KPUTUYECKUX CUTYaLMAX ONPeaensaeTcs CNOXHOCTLIO U
XapakrepucTtukaMmm 06bEKTOB MOHMTOPUHIA, OPraHM3aLMOHHO-TEXHUYECKUMU PEernaMeHTaMu nNpeanpusaTus,
cTaHgapTamy opraHusaumm m JOSDKHO ObiTb OTPAXKEHO B AOKYMEHTUPOBAHHLIX COMMALLEHUAX O B3auMoaeu-
CTBMM U B TEXHONOMMYECKUX UHCTPYKLIMAX ANSA UCTIONHUTENEN.

5.8 CeMaHTU4YecCKMe CBA3N OCHOBHbIX MOHATUIA

OpraHusauuio paspaboTok u NPUHATUE peLLeHnin 0 co3aaHun unu moandukaumn MNCMnOBI cneay-
€T BbIMOMHATL HA OCHOBE CUMCTEMHOrO ONMUCaHUsi OOLEKTOB, MPOLIECCOB U PECYPCOB KOHKPETHLIX Npeanpu-
ATWUIA, NPEANPOEKTHON OLIEHKU XapaKTePUCTUK BHYTPEHHWUX W BHELLHUX HEraTUBHLIX BO3AEWCTBUI U PUCKOB
B AEATENLHOCTU npeanpusaTusi. bopmuposanHue Lenesoro HasHavyeHns MMCMuOBIT aomkHO 6biTb OCHOBA-
HO Ha pasrpaHUYeHun NoHATUIN «OOBLEKTbI MOHMTOPUHIa», «Mogens 6e30nacHOCTUY n «OOBbEKTHI NPOEKTU-
poBaHusl» U ONpPeaeneHnn CeMaHTUYECKNX OTHOLLUEHMI MeXay HUMU ANns KOHKPETHbIX chep AeATenbHOCTH
npeanpusaTus. Ha pucyHke 1 NpuBeAeH npumep onpeaeneHusl CEMaHTUYECKUX CBA3EN MeXay OCHOBHbIMU
NOHATUAMMU B 06NacTu nNpoekTupoBaHusi AC, KOTOpble MOXHO WCMONb30BaTk ANl 060CHOBaHUSI apXUTEKTYPbI
MNCMuOBI 1 cnoco6os ee peanusauuu, hopmmpoaHus TpeboBaHuin kK 6a30BbIM KOMMNOHEHTaM W TEXHOIO-
TMAM UX peanusauuu.
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Cpencrsa oueHim Basbl AaHHbIX:

1 ynpaBneHusi NpoeKTaMu: — - 06bexTh ¥ CyGbeKTb;

- cTaHgapTbl U COmalleHust; Pacnpenenel:l:e;g:::ﬁwux 3HaHuM - peectp cpeacts UKT;

- METOAUKU U UHCTPYKLIUK; ! - MPOEKTH! U MEPONPUATUR;
- - - - - - UCTOPUA MHUNAEHTOB;

- rpacbuku peanuaauuu; H

. TexHOmNorM4ecKMe NPoLECCH peanvaaLmmu - NOKA3ATENU U HOPMb!
- coo6LueHun o npobnemax; VKT-npoeiros
- CpeAcTBa TECTMPOBaHUS; '
- MPOTOKOSb M aKThI ‘
MpoekTupoBaHue WHTerpauma
'

1 Komnnekrauus ’
TexHu4eckoe obcnyxuBaHue

PucyHok 1 — CemaHTU4Yeckue cBA3N OCHOBHbIX NoHATMIA MMCMuOBIT

5.9 OTKPBLITOCTL apPXUTEKTYpbI

5.9.1 Apxutektypa MMCMuOBI1 gomkHa ObITk OTKPLITON U COAEMKATb KOMMNOHEHTLI OPraHM3aLUMOHHOTO,
METOAUYECKOro, TEXHUYECKOrO U NPOrpamMmmMHoOro obecneyeHuns, yHuuLMpPOBaHHbIE CUCTEMHbIE MHTEPENCDI
W OTKPbITbIE MPOTOKONbI B3aUMOAENCTBUSA SNIEMEHTOB CUCTEMbI U BHELLIHETO OKPYXEHUS.

5.9.2 Komnnekc mogenei opranusaumm 3aumogenctena MMCMuOBIT co CMmexHbIMM aBTOMAaTU3U-
pOBaHHbLIMWU CUCTEMaMKU NPEANPUATUS, UHAPACTPYKTYPbl PErnoHa, MYHULMNANbHbIMA WU PErMOHAaNbHbLIMU
cny>xx®amMu 6e30nacHOCTU AOMMKEH yAOBNETBOPATL TPeOOBaHUSAM OpraHN3aLMOHHOW, CEMaHTUYECKON U TEX-
HUYECKON MHTeponepabenbLHOCTU B COOTBETCTBUM C OCHOBHbIMK nornoxeHuamu FOCT P 55062 u MOCT P
MCO/M3K 29361.

5.9.3 MNpu NpoekTupoBaHUKN pernoHanbHbIX U MyHuumnanbHbix MMCMuOBIT gomkHbl ObiTb Npegycmo-
TPEeHbl OPraHN3aUMOHHO-TEXHUYECKME MEPONPUATIA U COrnaLLeHus No UCMnonb3oBaHWIo 000pya0BaHMUA, yCTa-
HOBMEHHOrO Ha 0ObeKTax AN MOHUTOPUHIA COCTOSIHUS CMEXHBLIX 0OLEKTOB U TEPPUTOPUIA (Hanpumep, npu-
MeHeHue 0030pHBLIX CUCTEM BUAEOHABMIOAEHMSA HA TEppUTOPUKM MyHULUMUNAanbHbLIX 00pa3oBaHWin, nepegaya
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coobLeHnin 06 MHUMAEHTax yrpo3 6e30nacHOCTU B Cry»Obl BOCCTAHOBMNEHUS LENOCTHOCTM W NMKBUAALMU
aBapUNHbLIX N YPE3BbLIYANHBLIX CUTYaLUUii, aHann3 TPaHCNOPTHLIX MOTOKOB U Ap.).

5.9.4 MNCMuOBI cTpaTternyecknx n counanbHO-3Ha4YMMbIX OObEKTOB M TEPPUTOPUIN AOMKHbI ObITh pe-
anu3oBaHbl HA OCHOBE YHU(PUUMPOBAHHbLIX NPOrpaMMHO-annapaTHbIX TexHonorndeckux nnarpopm MNCMu-
OBl 1 TMNOBLIX NPOEKTHLIX pewenunn (TIP), obecneynsarowmX:

- MHBapPUaHTHOCTb apxuTekTypbl MMCMnOBI oTHOCUTENBLHO cdhepbl AEATENLHOCTM NPEANPUATUS;

- (PYHKLMOHMPOBAaHWE NporpaMMHO-annapaTHbIX NnatopM Nog ynpaBneHneMm onepaLoHHbIX CUCTEM
C OTKPbITbIMW KOAAMMU;

- BO3MOXHOCTM HapawmBaHua pyHkuuin n gopabotkm TIP ana peleHns KOHKPETHbIX NPUKIaAHbIX 3a-
Jay 3aKkasuvMka MeToaamMu NPOEKTHON KOMMOHOBKM U COOPKM MHAUBUAYATbHbLIX CUCTEM U3 YHUMDULMPOBAHHOIO
paaa obopyaoBaHusi M NporpamMMHbIx cpeacts VKT o6uero u cneumanbHOro HasHauveHus;

- KpoccnnatdOpMEHHYIO peanm3auumio NPUKNaaHbIX KOMMTOHEHTOB U MOBUIbHLIX MPUIOXEHWUN, T. €. BO3-
MOXHOCTb UX (PYHKLIMOHUPOBAHUSA HA Pa3NUYHbIX NPOrpamMMHO-annapaTHbiX Nnargopmax;

- BO3MOXHOCTb MMNOPTa KapTorpanyecknx gaHHbIX U3 0BLLEA0CTYNHbIX 0OMEHHbIX (POpPMAaTOB;

- otobpaxeHune o6bekToB Ha 2D 1 3D nnaHe MECTHOCTU B MHOTOypoBHEBOM 3D n3o6paykeHnn camoro
00beKTa € pasMeLLeHneEM BCEX CUCTEM BE30MacHOCTU U KOHTPONSA C NPUBA3KON K reorpacuyeckum koopam-
HaTaM;

- obbeaguHeHne Bcex nogcuctem 6€30nNacHOCTU B €4MHYI0 reOMHAOPMALMOHHYIO CUCTEMY, NPeaCTaBns-
IOLLYHO COBOI CUTYaLMOHHBIN aHanu3 TeppUTOPUI U 0OBLEKTOB HA MHOTOCHONHbIX 3D KapTax ¢ BO3MOXHOCTbIO
0TOOpaXeHUSA UHLUMAEHTOB BO BPEMEHU;

- AOCTYN YNONHOMOYEHHbIX NNL K pa3peLleHHon Ana HUX MHAopMauum ¢ UCNONb30BAHWUEM 3aLLUMLLIEH-
HOI 3MEKTPOHHOM NoANUCHK NO NOOLIM KaHanam CBA3W, B TOM Yncne obweaocTynHbiM (MHTEPHET), C UCMONb-
30BaHWEM MEXaHU3MOB LLUMDPOBAHUS;

- OOCTOBEPHOCTb M UAEHTUAUKALUIO NepesaBaemblX AaHHbIX NPUMEHEHMEM 3MEKTPOHHOW NOANUCH OT-
npasuTens.

5.10 NHTerpauma n macwTabupoBaHMe NPOEKTHLIX pelueHUN

5.10.1 NHTerpauusa n macwtabmupoBaHue NpoekTHolx pewwednin MMCMuOBI ansa npeanpuatuin pasnuy-
HOrO YPOBHS CNIOXXHOCTU MOHUTOPUHIa Ha OCHOBe npumMeHeHnst 6a3oBbix MAM MMCMuOBIT mMoxeT ocyulecT-
BMATLCA ABYMSA OCHOBHbIMU cnocobamu:

- «BepTUKanbHasi» MHTerpauma — obbeguHeHme Ha ocHoBe 6asoBon MAIT pasnuyHbIX TUNOB NPUKNaa-
HbIX (PYHKLMOHANbHbLIX KOMMNOHEHTOB (kU3HeobecneyeHne 34aHni, IHeprocHabXXeHne, OXpaHHasa curHanusa-
Lusi, NoOXKapHas curHanusauusi, KOHTpOnb A0CTyna, BUAEOHAONIOAEHUE 1 A4p.), BXOAALLUMX B JIMHENKY NPOAYK-
uun paspabotumka nnaropmsl MIMICMuOBIT,;

- «TOpU3OHTanbHas» WHTErpauuss — obbeanHeHue Ha Gasosow MAI o6opyaoBaHMsA M NPOrpaMMHbIX
CPeACTB pa3sHbIX NpoM3BoAUTENEN B paMKax O4HON CUCTEMBI.

5.10.2 PeweHus no uHTerpayum cuctem 6e30nacHOCTM AOMMKHbLI 06ecneynBarb pacnpeaeneHHyto 06-
paboTky MHOpMaLMKU NO y3rnam NPUHATUSA PELUEHUI U NPOeCCUOHANBHO-OPUEHTUPOBAHHBIN AOCTYN MOSb-
30BaTenen-onepaTopoB, OCYLLECTBNSAIOWMX YNPABMNEHME 3aKPENNEHHbIMU 38 HUMWU OOBEKTAMU MOHUTOPUHTA,
aHanNUTUKOB CMyXO 6e30nacHOCTU, NULL, NPUHUMAIOLLMX PELLEHNUS NPU BOSHUKHOBEHWUM aBaPUIHBIX U KPUTUYE-
CKMX CUTYaUUiA, N BHELLHMX NOMnb3oBaTtenein — norpeburenein MHOPMaLUOHHbBIX PECYPCOB.

5.11 UHcTpyMeHTbI gocTyna K 060pya0BaHUIO U pecypcam

Pabota nonb3oeateneit MMUCMuOBI gomkHa noaaepkuBaTbCa Cneuuanm3upoBaHHbIMU UHCTPYMEH-
TanbHbIMK cpeacTBaMu goctyna k o6opyaosanuto MMCMuOBI, nHdpopmaumoHHbiM pecypcam (6aszam aaH-
HbIX MOHUTOPUWHIA) M NPUKNaAHbLIM nporpaMmamM cbopa, 06paboTkn, OTOOPaXKEHUst N NPUHATUA PELLEHUIA NO
3aKpenseHHbIM 38 HUMU PonsaM, (OYHKLUAM, KOMNETEHUMAM U cdhepam OTBETCTBEHHOCTH.

5.12 NMonuueHTpuYHOCTb apxutekTypbl MMCMuOBI

5.12.1 Mpu npoektuposaHnn MMCMuOBIT oTpacnein (kopnopauui), MyHULMNanbHbIX 00pazoBaHuin u
PErnoHOB AOIMKHO ObITh NPeayCMOTPEHO CO3AaHne pacnpeaeneHHon (NONMMUEHTPUYECKON) CeTU cneumanman-
POBAHHbLIX CUTYALMOHHbIX U MHPOPMALIMOHHO-aHANUTUYECKUX LIEHTPOB NMPUHATUS PELLIEHUN.

5.12.2 CnTyayMoHHble U MHPOPMALUNOHHO-aHANMUTUYECKME LEHTPbI NPEeAnpUATUIA, U1 MYHULMNANbHbLIX
o6pasoBaHuint U PETMOHOB AOMXHbI BbiTb pa3paboTaHbl HA OCHOBE 6a30BbIX NPOrPaMMHO-aNMNapaTHbIX TEXHO-
nornyeckux nNnatopmM n 0TpacneBbiX TUNOBbIX MPOEKTHbIX peLwueHnit MMCMuOBI, 6biTb OCHaLLEHbI cneyua-
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NMU3UPOBAHHBLIMK KOMMIIEKCAMM NPUKNAAHbIX 3aa4 06paBoTku JaHHBIX U MPUHATUS PELLEHUI B COOTBETCTBUM
C HanpaBneHUsIMU UX AESTENbHOCTU, a TaKkXKe AOMKHbI NOAAEPKUBATLCSA COTMaLLIEeHUsIMU O B3aUMOLENCTBUMN C
npesnpUsTUSIMU Briagensuamm 06bekToB, CMEXHbIMU LIEHTPaMU U APYTMMU BHELLHUMU MOMb30BaTeNsiMU-No-
Tpebutensmm MHHOPMALIMOHHbIX PECYPCOB U PE3ynLTaTOB MOHUTOPUHTA.

6 TpeboBaHusA K aHaNU3y apxXUTEKTYpPbl NPeaAnpUSTUS N €ro cBa3en

6.1 NUccnepoBaHue npeanpuaTuin npu cosgaiun MMCMuOBIN

6.1.1 PeweHnusa no cosganuio MMCMuOBIT gomkHbl OblTb OCHOBaHbI HA NPEANPOEKTHOM aHanu3e ap-
XUTEKTYPbI MPEANPUATUA U €r0 CBA3EN C BHELLUHUM OKPY>XEHMEM B YCIOBUAX UCXOAHOW HEOMpPEdENEeHHOCTU
XapaKkTepUCTUK BHYTPEHHUX U BHELUHWUX HEFATUBHbIX BO3ENCTBUNA.

6.1.2 icxoaHbIMKU AaHHBIMUW ANt NPOEKTHbIX uccneaoBaHuii u 06ocHoBaHusa apxutekTypbl MMCMuOBI
ABNAIOTCA CrefyloLLmne Ka4eCTBEHHbIE XapaKTepPUCTUKK:

- UH(opmaumsa 00 OTHECEHUM NPEeANPUATUSA K KPUTUHECKM BaXKHBIM 00beKTaM UH(PPaCTPYKTypbl PErMO-
Ha U HanNMuMM 06bLEKTOB MOHUTOPUHIA C NOBbLILLEHHBIMU TPEBOBAHUAMM K UX 3aLUULLIEHHOCTH;

- ofbwme ceeaeHnda O NpeanpuATMM (OpraHu3auuoHHas CTPYKTypa, pasmeLLeHne noapasaeneHum, ob-
Las YNCNEHHOCTb paboTalwmx Ha 00bekTe (MakcumarbHas YMCNEHHOCTh, YNCNo paboTalwmux B HEBHOE
M HOYHOE BpeMs, pexxum paboTbl 06bEeKTa, HanuumMe BOKPYr obbekTa Apyrux npeanpusitTuin, HaCeneHHbIX NyH-
KTOB, XXUIbIX 34aHUI U MHbIX OOBEKTOB MACCOBOrO CKOMMEHUS NMioAen, pasMmeLeHne 0O6bEeKTa No OTHOLLEHUIO
K TPAHCMOPTHLIM KOMMYHUKaLMAM, CBeAeHNs1 06 OnacHbIX BELLECTBAX U Marepuanax, MCrnonb3yeMblx Ha 00b-
eKTe);

- BO3MOXHbI€ YCIOBUSA BO3HUKHOBEHUA U Pa3BUTUA aBapUINHbBIX U YPE3BbIYaNHbIX CUTYaLIMI C ONAaCHbIMM
COLManbHO-3KOHOMUYECKUMI NOCNEACTBUSIMMU;

- macLTabdbl BO3MOXHbIX COLManbHO-3KOHOMUYECKUX NOCNEACTBUIA MHUMAEHTOB — Yrpo3 HapyLueHus
LIeNoCTHOCTM 1 6€30NacHOCTM NPEANPUATHS, B TOM YUCTIE B Pe3ynkrarte COBEPLUEHUS aKTOB HE3aKOHHOIO BMe-
LIATENbLCTBA, TEXHOTEHHbIX aBapuil U KaTacTpod U BO3MOXKHbIX TEPPOPUCTUHECKUX aKTOB;

- CMTYaUMOHHBIE MMaHbl U CXeMbl 0OBbEKTA, NAaHbl U IKCMNUKALUUN OTAENBHBIX 34aHWUA U COOPYXXEHWUN 1
UX YaCTEN, UHXXEHEPHbIE KOMMYHUKaALMKU, NaH MepPONpPUATUIA MO Nokanusauyun u nuKBMaauuM nocneacTsui
aBapui Ha 00bekTe, MPOEKTHAA AOKYMEHTaUus Ha 00beKT, AeKknapauusa NpoMbILLNIEHHON 6e30MacHOCTU 00b-
eKTa, AOKYMEHTaLusa Ha TEXHONMOrM4Yeckne NpoLecChl, UCNOMNb3yeMble Ha OOLEKTE.

KonnyecTBEHHBIMU XapakTepUCTUKamMn OAHOTO UMM HECKOMNbKUX CBOWCTB, ONPEeAEnstoWmX nokasaternb
HaAEXXHOCTU CUCTEMbI B COOTBETCTBMM C TOCT 27.002—80, iBNAI0TCA BEPOSATHOCTHLIE NOKa3atenu 6e30Tkas-
HOCTMW, PEMOHTONPUIOAHOCTU U AONITOBEYHOCTMN.

Mokazarenamu 6€30TKa3HOCTU SBNAIOTCS:

- BEpPOATHOCTbL 6e30Tka3HoN paboTbl — BEPOSATHOCTL TOTO, YTO B MpeAenax 3agaHHon HapaboTku oTkas
CUCTEMbI HE NMPOU3ONAET;

- BEPOSITHOCTb OTKa3a — obpaTHas BenuMymHa, BEpOATHOCTb TOTO, YTO B Npeaenax 3agaHHon HapaboTku
0TKa3 CUCTEMbI NPOU3OUIET;

- cpeaHasa HapaboTka A0 O0Tkaza — MaTteMaTuyeckoe oxuaaHue HapaboTKu CUCTEMbI 40 NMEPBOro OT-
Kasa (4na HeBOCCTaHABMBAEMbIX CUCTEM);

- cpeaHasa HapaboTKka Ha O0TKas — OTHOLLEHWe HapaboTku BOCCTAHABNMBAEMON CUCTEMBI K MaTemMaTu-
YECKOMY OXKMZaHUIO YnCIa ee 0TKa30B B Npeaernax 3Tow HapaboTku;

- UHTEHCUBHOCTb OTKA30B — YCMOBHAs NIOTHOCTb BEPOSATHOCTM BO3HUKHOBEHMSA OTKa3a HEBOCCTAHAaB-
nuBaeMon CUCTEMbI, onpeaenaemMas Ana paccmaTrpuBaemMoro MOMEHTa BPEMEHMW NPU YCNOBUK, YTO A0 3TOr0
MOMEHTA 0TKa3 HE NPOM3OLLEN;

- napameTp NoToka 0TKa30B — OTHOLLEHWE CPeHEro Yncrna oTkasos A5 BOCCTAHABNMBAEMOWN CUCTEMbI
3a NPOU3BONBLHO Many ee HapaboTKy K 3HAYEHUIO 3TON HapabOoTKu.

MokazarenaMmu peMOHTONPUIOAHOCTU SABNSIKOTCS:

- BEPOSITHOCTb BOCCTAHOBMNEHMA PabOTOCMNOCOOHOrO COCTOSIHUA — BEPOSATHOCTb TOTO, YTO BPEMS BOC-
CTaHOBMNeHUs paboTocnocoBGHOr0 COCTOAHUSA HE NPEBbLICUT 3aA4aHHOTO;

- cpefHee BpemMs BOCCTaHOBNEHUA paboTOCNOCOOHOr0 COCTOAHUS — MareMaTU4ECKOe OXXuaaHme Bpe-
MEHU BOCCTaHOBMNEHMA paboTOCNOCOBHOT0 COCTOSHUSI CUCTEMbI.

MokasarenaMu ONTOBEYHOCTU ABNSAIOTCA:

- CpPedHUN pecypc — MaTeMaTuyeckoe oxmaaHme HapaboTKu CUCTEMBI B TEYEHME CPOKA CIYXObl;
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- KOMMNIEKCHbIE NOKasaTenu HagexHoCcTn, Hanpumep koaduumeHT 6e3onacHocTn Kg, — BEPOATHOCTL
TOro, YTo cuctema Byaer B paboTocnocoBHOM MK 3aLMTHOM COCTOSIHUM B MPOM3BONbHbIA MOMEHT BPEMEHU,
KPOME MNaHMpyeMbIX NEPMOAOB, B TEYEHME KOTOPbIX MPMMEHEHUE CUCTEMbBI NO HAZHAYEHWIO HE NpeaycMaTpu-
BaeTcs.

Hapsiny ¢ Be pOSsITHOCTHBIMMW NOKA3aTENAMU HAAEXHOCTU NMPu hOPMUPOBAHUN UCXOAHBIX AaHHbLIX HEOO-
XOAUMO ONPeAEenuTb UK paccHUTaThk PAa AETEPMUHUPOBAHHBIX NOKa3aTeneil, Takux Kak:

a) UHTEHCUBHOCTb, ANUTENBHOCTL U rpadhuk NPOBOAMMbIX HA 0BbeKTax paborT;

6) hMHaHCOBbLIE pacxoabl U TPyao3aTpaThl Ha obecneyeHne 6e30NacHoOCTH;

B) KOMMYECTBO U TSXKECTb UMEBLUMX MECTO NPOUCLLECTBMUIA.

[leTepMMHMpPOBaHHbIE NokasaTenu O6bIYHO BbipaXaloTc (PU3UYECKUMU BEMUYMHAMU UMW OTHOLLEHU-
€M STUX BENUYMH, Hanpumep, 6e30NacHOCTb MHOTOKaHasIbHOW pe3epBUPOBAHHOI annapaTypbl MOXET oLe-
HWBaTbCA YUCMNOM KaHarnoB, OTKa3bl KOTOPbIX MPUBOAAT K ONACHbLIM CUTYaUMsIM, CPOK Cny>Bbl onpeaensercs
KaneHaapHOW NPoAOSHKMTENBHOCTBIO SKCNyaTaumum CUCTEMbI N e BO30GHOBNEHMsI Nocne peMOHTa A0 Ha-
CTYNMNEHWA NPeaensHOro COCTOAHUS.

Mpumep HOMEHKNATYpPbl KAYECTBEHHbIX M KONMYECTBEHHbIX NOKa3aTenemn u xapakrepusyemsle MU CBO-
ctea MMCMuOBI npueeaeHsl B Tabnuue 1.

Tabnwnya 1 — HomeHknaTtypa nokasateneit UMCMnOB

Ob6o3HayeHne HavmeHoBaHue

HavmeHoBaHWe MokasaTens kavectsa o
nokKasaTtenAa KavdecTsa XapaKkTepusyemoro csomctea

MokasaTenu HasHa4YeHWs
MokasaTtenu gyHKUMOHamnbHbIE U TEXHUYECKOH 3hdeKTUBHOCTU

MoayrnbeHOCTE U PYHKLMOHanbLHas B3aMMoCBA3b
CUCTEM Ha MPOorpaMMHOM YPOBHe: KOTMYECTBO — WHTerpaLoHHbIA napaMeTp
cucTem

MoAynbHOCTb U OYHKLMOHaNbHasi B3aMMOCBsA3b

_ — WHTerpaLuoHHLIn napameTp
CHCTEM Ha annapaTHOM YPOBHE: KONTUYECTBO CUCTEM

KoHdurypaLumoHHast BapuaHTHOCTb: KONUYECTBO
BapuaHToB

— CTeneHb aBTOHOMHOCTHU

KOHCTPYKTUBHbIE NokasaTenu

BpeMs xpaHeHUs1 OTYETOB U apXUBOB, CYT. — QKkennyaTaUuoHHbIA NnapameTp

OnuHa y4acTKa, oCHalleHHOro UHXxXeHepHbIMKU

— OKcnnyaTayuoHHbIi napameTp
CoopyxeHUAMU obecrneyeHns 6e3onacHocTy, M

Yucno pybexeii oxpaHsbl, LUT. — OkcnnyaTtaumoHHBIN NapaMeTp

Yueno yeHTpos cbopa n 06paboTku uHdpopmauuu,

wr — 3KcnnyaTtayuoHHLIi napameTp

Yucno pabounx MecT onepaTopos CUCTEMBI, LUT. — OKcnyaTayMoHHbIN napameTp

Mnowaab o0630pa KamepaMmn TENEBU3UOHHOTO Ha-

SnioneHUS, Kb.M — BkcnnyaTaynoHHbIi NapameTp
, KB.

LleneBan 3agaya TeNeBU3UOHHOrO HaBNoAeHNA:
uaeHTUChUKaLUS, pacno3HaBaHue, oGHapyXeHue, — BKennyaTayuoHHbIi napameTp
MOHUTOPUWHI

MHTeJ'IJ'IeKTyaJ'IbH bl aHanus BMAeOMSO6pa)KeHM$|I

— 3KkcnnyaTaynoHHbIA NapameT)|
na/ner yaray P P

OnuHa yyacTka, oCHaLLEHHOro TEXHUYECKUMN

" — OkcnnyaTaLUoHHbIA NapaMeTp
cpeacTBaMW OXPaHHOW CUTHaNU3auumn, M

Mnowaab NOMELLEHWNIA, OCHALLEHHbIX TEXHUHECKUMU

i — OkcnnyaTaumoHHbLIN NapaMeTp
cpeAcTBaMU OXpaHHOW CUrHanu3aLuin, KB.m
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OkoHYaHue mabnuup! 1

HaumeHoBaHMWe nokasaTend KadyecTsa

O6o3HaueHne
nokasatens kayectsa

HanmeHoBaHue
XapaKTepuayemoro cBoncTea

Uncno TpeBOXHbLIX M3BeLLaTenew, LT

SKennyaTtaynoHHbI napamMeTp

I'Inou.;ap,b I'IOMeLL{eHI/IVI, OCHaLLEHHbIX TEXHUYECKUMU
cpeacTtBaMmn KOHTPONA U ynpaeneHua 4OCTyNnoM,
KB.M

SKennyaTtaynoHHbIi napamMeTp

Mnowaab y4acTka, OCHaLLeHHOro CUCTEMOI FPOMKO-
FOBOPSILLIEro OMOBELLEHUS, KB. M

SKkennyaTtaynoHHbIi napamMeTp

KaTeropusi HageXHOCTU CUCTEMbI 3NEKTPOCHabXeHNSA — BesoTkasHoCTb
Hanuyne cuctemMbl MOHUTOPUHIA UCNPaBHOCTH . PeMOHTONOUIOAHOCTS
anemeHtoB MMCMuOBI, ga/HeT puroa
MokasaTenu HagexHoCTH
CpeaHsist HapaboTka A0 oTkasa AJ1s annapaTyphl
peA P A A patyp Aty BesoTkasHoCTb
MHOrOKpPaTHOro NpMMeHeHus, Y
HapaboTka [0 nepBoro oTkasa (415 annaparypbl
P Ao nep (a paTyp At BesoTkasHocTb
O HOKPaTHOro NPpUMEHeHMS) , Y K
CpegaHuin pecypc, net Tp Lonrose4yHocTb
CpenHee BpeMsi BOCCTaHOBMeHNSA paboTocnocobHoro
Aty PeMoHTONPUrogHOCTL
COCTOSIHUSA, MUH
CpenHee BpeMsi BOCCTaHOBMEHWA [0 3aZaHHOro
peA P Ao 334 Te CoxpaHsiemocTb
3Ha4YeHWA nokasaTens Ka4yecTBa, MUH
CpenHee BpeMsA 6€30TKa3HOro XpaHeHus, 4 TXp CoxpaHseMocTb

[NokasaTenu yCTOVI‘-II/IBOCTI/I, CTONKOCTW K BO3[EWCTBUIO BHELLUHUX HEraTUBHBLIX qDaKTOpOB

Pabouunit fnanasoH TemnepaTyp OKpyxatoLen

YCTORYMBOCTb K TEMNEpaTypHbLIM

o At o
cpeabl, °C BO3AEACTBUSAM
Pabounin suanasoH OTHOCUTENBHON BMaXHOCTH AV YCTONYMBOCTL K KNMMaTU4ECKUM
Bo3gyxa, % BO3/1€ACTBUAM
Mokasarenu TpaHcnopTabensHocTU
MokasaTenb BO3LENCTBUSA TPAHCMOPTHOW TPACKU U . [MpOYHOCTL NpU TPAHCNIOPTUPOBAHUN
BMOpaLuu (C yCKOpeHWeM 1 npu YactoTe yaapos), % B ynakoBaHHOM BuAe
abapuTHbIe pa3mepbl, MM dxixh MpucnocobneHHOCTL K TpaHCnopTUpo-
BaHWIO U 3KCryaTauum
Macca, r m MpucnocobneHHOCTL K TPaHCnopTUpo-

BaHWKO N aKcnnyaTayun

,D,OI'IyCTI/IMbIe BUAbl TOQHCNOPTUPOBaHUA n3genua

n

MokasaTenu cTaHAapTU3auuu n yHubukaLmm
KoadpduuneHT npumeHsemoctn, % KI.”O —
KoadpdpuuumeHT nosTopsemoctn, % K —

[Mokasatenu 6esonacHoCTH

OnekTpuyeckasi NPOYHOCTL U30NALMK KabenbHbIX
Tpacc, kKB

OnekTpuyeckoe CONpoTUBIIEHNE M30MALMKN Kabenb-
HbIX Tpacc, OM
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6.1.3 O6cnegoBaHne 06bLEKTOB NPEANPUATUS OCYLLECTBISIOT B COOTBETCTBUU C METOAUKAMM, YHUTLIBA-
OLLIMMKU OCOBEHHOCTM NPOAYKUMN U MHPPACTPYKTYPbI NPEeANpUATUS.

Mo peaynerataM o6cneaoBaHns onpeaenstor (YTOUHAIT):

- cocraB 0OBLEKTOB, NPOLIECCOB U PECYPCOB NMPEANPUATUS, NOANEXALLUX 3aLUUTEe OT HEeraTUBHbIX BO3-
NenCTBuUIA;

- OnucaHus 0OLEKTOB MOHMTOPUHIA U CyOLEKTOB 0GecnedeHns ux 6e30nacHoCTu;

- 3Ha4YeHUA 3a4aHHbLIX HOPM U NokasaTtenen 6e3onacHoCT 06bEKTA;

- XapaKTEPUCTUKN BHYTPEHHMX U BHELLHUX COOLITUA M BO3MYLLEHWI — Yrpo3 6e30nacHoCTu;

- opraHbl MPUHATUA PELLEHNIA B @aBapUNHBIX N KPUTUYECKUX CUTYaLMUAX NO 3aKPenfeHHbIM 38 HUMU 00b-
eKTaM UHXXEHEPHON MHAPACTPYKTYPLI NPEANPUATUSA, NPOAYKLWUKU, NPOLIECCOB, PECYPCOB, AOKYMEHTaLUU U Ap.;

- Hanuyue cornalieHnin 0 B3aMMOAENCTBUI C BHELLHUMMW OpraHaMu BracTu U MECTHOro camoyrnpasne-
HWA, OpraHU3aLUMAMM PernoHarnbHbIX Cryx0 6e30nacHoCTy;

- CXEMbl MHCPOPMALIMOHHBIX MOTOKOB U PasMELLEHUE Y3MOB NPUHATUSA PELLEHWA HA TEPPUTOPUU U B NO-
MELLEHWUAX NPEANPUATAA U CMEXHBIX NPEANPUATUIA, BKIIOYAA PacnonoXeHHble B Apyrmx permoHax Poccum n
Apyrux rocyaapcreax;

- XapakTepUCTUKN AOCTYMHbIX PeCcypcoB (NepcoHan, cneuobopyaosaHue, nporpaMMHbie CpeacTBa,
HTO, TunoBble peweHus no obecnedeHnto 6e30nacHOCTU 06LEKTOB, UCTOYHUKMU M POPMbI MX NpuobpeTe-
HUS;

6.1.4 Mo pesynsratam obcnegoBaHMsa ONpeaensioT:

- UCXOAHbIE NMOCTAHOBKK 3ajay cosfaHusa (Moaudukaummn u passutua) cucrembl 6€30nNacHOCTU npea-
NPUATUS;

- KOHUenTyanbHble mMogenu obecneveHus 6e3onacHOCTU OOBHLEKTOB NPeanpusiTUSl, OPraHM3aLUMOHHbIE
pernameHTbl U Npoueaypbl NPUHATUSA PELUSHWIA;

- obwume hyHkuMoHanbHbIe TpeboBaHus Kk cucteme 6€30NacHOCTU U €€ apXUTEKTYPE;

- Tpe6osa|-m;| K KOMMNOHEeHTaM OpraHu3auuoHHOro, MH(bOpMaLMOHHOI'O, TeXHU4eCKoro u nporpaMmMmHoOro
obecneyeHus cucrtem 6e3onacHoOCTyH;

- TpeboBaHWA K NPEACTaBINEHUIO JAHHbIX O COCTOSIHUM 0OBEKTOB MOHUTOPUHIA HA YCTPOMCTBax 0TObpa-
XKEHWA 0bLero HasHaYyeHua u pabounmx MecTax yaaneHHbIX Nonb3oBarenei U X NPUBA3KE K U kKoopauHaTaMm
MECTHOCTMH,

- UCXOAHble martepuansl ans paspaboTkM U UCNONb30BaHUSI KOHCTPYKTUMBHbLIX 3D-moaenewn 3gaHun u
COOPY>XEHUI UHXXEHEPHON MHMPPACTPYKTYPLI NPEANPUATUA, F€OUH(POPMALIMOHHBIX CUCTEM 06Lero u cneuu-
anbHOro HasHaveHus;

- pekoMeHaauumn no BbLIBOPY MPOEKTHLIX PELIEHUN NO OPraHn3aunun MeXBeAOMCTBEHHOIO B3aumoaen-
CTBUA.

6.1.5 Ha atane HUP cneayet pa3spabaTbiBaTb UNK Ha 3Tane NPOEKTUPOBAHWA UCNOMb30BaTb TUNOBLIE
mMoaenu 6esonacHocTu npeanpuaTusa. Mogenb 6€30nacHOCTU NPEANPUATUA AO0IDKHA ObITb NONOXEHA B OCHOBY
KoHUenuun cosaanus (passutus) MMCMuOBI n oTBeuwaTtk Ha BONPOCHI, YTO OyAET, €CNM M3MEHNTCSA Kakon-nu-
60 aneMeHT apxXMTEKTYPbl NPEANPUATUSA, €r0 UHXEHEPHON, NPON3BOACTBEHHON U COLMAnbHOW MH(PPACT PYKTY-
pbl, XapakTepUCTUKN BHELLUHWX BO31ENCTBUIA, Kakue pakTopbl HE06X0AUMO YUUTLIBATL NPU NOCTAHOBKE 3a4a4
obecneyeHnsa 6e30nNacHOCTU U BbIDOpe CpeACTB UX peanusauuu.

6.2 Moaenb 6e30nacHOCTU NpeanpUATURA

6.2.1 Mpu paspaboTtke mMoaenei 6Ge30MaCHOCTU MPEAnpPUATUA OOIMKHbI ObiTh onpeaeneHbl OCHOBHLIE
TpeboBaHUsi K OpraHU3aLMOHHO-METOANYECKOMY U MHADOPMALMOHHOMY 06ecneyeHuio cucteM 6e30nacHoOCTH,
BKITIOYas:

- XapakTepucTuku 06 bEKTOB MOHUTOPUHIA U BHELLHE Cpeapbl;

- NoKasaTenu OUEHKM CoLManbHO-3KOHOMUYECKOrO COCTOAIHUA PErMOHA M (DaKTOpPbl, OKa3blBaOLLUE BIN-
SIHWE Ha LUENOCTHOCTb U TpeByeMblii ypOBEHb 3aLLUMLLEHHOCTU 0BBEKTOB, MPOLIECCOB U PECYPCOB NPEANPUATHS
OT HeraTuBHbIX BO3ENCTBUIA;

- TEXHWYECKMe pernameHTbl 1 HOpMbl 6e30NacHOCTU 0BBEKTOB MHAPACTPYKTYPbI NPEeANPUATUS U NPU-
nerawLmx TEpPUTO PUN;

- KOHUenTyanbHble ¥ MaTeMaTMyeckue Moaenu oLeHkn puckoB u 06ocHoBaHue BbIGOpa CpeacTB 3aLu-
Tbl PECYPCOB OT HEeraTUBHbIX BO3AEUCTBUN;

- COCTOsiHME HacnegyemMblX MHOPMALMOHHBIX CUCTEM NPEANPUATUIA U pbiHKa cpeacts MKT u cneuu-
anu3upoBaHHOTo 06OpyAOBaHNUA CUCTEM 3aLLUMTbl PECYPCOB NPEANPUATUS;
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- pernameHTbl 06MeHa faHHbIMK, hOpMaThl COOOLLEHUI U MPOTOKOSbI Nepeaaqn AaHHbIX B NOKarbHbIX
(LAN), pernoHanbHbix (MAN) 1 rnoGanbHbix (VWAN) ceTax ¢ nHTerpaumei ciyxo 4acTHOro nonb30BaHUS;

- MEeTOoAbl CTaTUCTUYECKON 06paboTKM AaHHbIX M POPMbI 3aNPOCOB Ha NPeACTaBreHne OTYETOB MO pe-
3ynsTatam MOHUTOPUHIa BHELUHUM NOTpebutensm.

6.2.2 TpeboBaHusa Kk PYHKUMOHAMbHbLIM, UHPOPMALMOHHLIM, MAaTEMATUYECKUM U NPoLefyPHBLIM Mofe-
nsM AC MOHUTOPUMHra COCTOSIHUA 0ObLEKTOB NpeanpuATUa, Hapagy ¢ ycnosusmu n tpebosanusimu FOCT P
22.1.01, nomkHbI BKNOYaTh B ce6s:

- onpeaeneHue U MAEHTUUKALMIO MHUMAEHTOB Yrpo3 LIEMOCTHOCTU N 6€30NacHOCTU OOBLEKTOB;

- onpefeneHne YacTHbIX U KOMMMEKCHbIX (MHTErpanbHbIX) MoKa3aTtenei COCTOSHWUA LENOCTHOCTU U
6e30nacHOCTU 06bEKTOB MOHUTOPUHIA, (hYHKLMOHANbHbLIX 3aBUCUMOCTEN U KOPPENSILMOHHLIX CBA3EH MexXay
HWUMWU, BKIKOYAs onpeaeneHue MMHUManbHoro Heo6xoauMoro Habopa KOHTPONMPYEMbIX NapameTpos, Beibopa
4acTOoTkl ONpoca JaTYNKOB (CEHCOPOB) U UCTOMHMKOB COOBLLEHMIA, paLMOHanbHbIX HACTPOEK CPEeACTB KOMMY-
Tauum NoToKOB JaHHbIX M APYIMX HACTPOEK CUCTEM KOHTPORA NApamMeTpOB OOBLEKTOB M CPEACTB BHYTPEHHUX
N BHELUHWUX KOMMYHUKaLMWA;

- TpeboBaHUs K JOKYMEHTOOBOPOTY CrnyG 6€30NaCHOCTU, KOHTPOIIO UCTIONHEHUS PELLEHUIn U NoKa3a-
Tensam acppekTUBHOCTU UCMONb30BaHUA PeCypCoB (0GopyaoBaHME, NEPCOHAN, SHEPTUA, AEHbIN);

- OLEHKY TeKYLLE CUTyauumu no MHTerparbHbiM (KOMNAEKCHBIM) NoKasaTensam u NPOorHo3 NOCNEACTBUIA
ee pa3BuTus;

- MeToAbl 060CHOBAHUA NPUHATMA PELUEHUI NO HENTPanNU3aummu yrpo3 u NNaHWPOBaHWIO PeCypCcoB AN
obecneyeHunss 6e30nacHOCTU O6BLEKTOB U BOCCTAHOBAEHUA X LIENOCTHOCTU B aBapUNHBLIX U KPUTUHECKUX CU-
Tyauusx;

- BbIBOp cnoco6oB 0TOOpaXKeHUs1 pe3ynbTaToB MOHUTOPUHTA U aapecHoro onoselleHus JTNP ana aktu-
BM3aLuW cun u cpeacts cnyx6 6e30nacHOCTM NPeanpUATUIn U PETMOHOB;

- MeToAbl XPaHEHUA U CTaTUCTUYeckol 00paboTku AaHHbIX 06 UCTOPUU UHLUMAEHTOB U 3chheKTUBHOCTU
JEeNCTBUI SKCNNyaTaumMOHHOro nepcoHana oobekToB U cnyxd obecnevernns 6e30nNacHOCTH.

6.2.3 Mpu paspaboTke mogenen 6e30nacHOCTU NPeanPUATUA HEOGX0AUMO YYUTLIBATbL €r0 B3aumoaen-
CTBME C:

- CUCTEMOI Xun3HeobecneyeHus pacnpeaeneHHbiXx 06LEKTOB NPEANPUATUA U PETUOHA;

- peruoHansHbiMK crnyxbamu obecrnedyeHnsi 6€30NacHOCTU U aHTUTEPPOPUCTUHECKOW 3aLLMLLEEHHOCTH
06BEKTOB TPAHCNOPTA, SHEPIETUKM, NPOMbILLNEHHbLIX NPEANPUSTUI, IKOMOTUM;

- OpraHamu TeXHUYECKOro perynmpoBaHusl, OLEHKU COOTBETCTBUSI U HAA30Pa;

- cny>x0amu BOCCTAHOBIIEHUS LIENOCTHOCTU 0ObLEKTOB NPEANPUSITUIA U NMKBUAALMKM NOCNEACTBUIA aBa-
PUAHBIX U YPe3BbIYaHbBIX CUTYaLUIA;

- opraHamu rocyAapCTBEHHON BNACTh U MECTHOTO CamMOyNpaBneHus.

6.2.4 CTpykTypa KoMnnekca mogenei 6esonacHocTn 0606LLEHHOro NPeANPUATUA NPUBEAEHA HA PUCYH-
ke 2.
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PucyHok 2 — MNpumep yHKUMOHANbHOM MoAesin 6e30nacHOCTM NpeanpusaTus

6.2.5 MNMpu paspaboTke mMogenein 6e3onacHoOCT NpeanpuATUA HeobxoamMmo obecneumBaTtb UX OYHKLMO-
Ha/IbHYIO MOSIHOTY ANA ob6ecnevyeHnss MOHUTOPUHrA.
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7 ApXuUTeKTypa u TUNosorusi UHTErPUPOBAHHbLIX UHTESEKTyanbHbIX CUCTEM
MOHUTOpPUHra pacnpeaerieHHbIX O6bLEKTOB NpeanpUsATUl U TEPPUTOPUIA

7.1 ®YHKUNOHASIbHbIE 31IeMEeHTbl APXUTEKTYPbI

Apxutektypa MMCMunOBI onpeaenseTt coctaB PyHKUMOHANbHbBIX 3N1IEMEHTOB OPraHU3aunMoHHOro, Me-
TOANYECKOr0, MHAOPMALMOHHOTO, TEXHUYECKOTO U NPOrpaMMHOro 00ecneYeHns u CBA3ei C HUMU, U AOIMKHA
BKIIOYaTb B CBOE COAEepKaHue ponu rnogen, onucadne npoueccos (PYHKUMM U NOBEAEHUE) U NpeACcTaBrneHue
BCEX BCNOMOraTenbHbIX TEXHONOTUI HA NPOTSXKEHUU BCETO XKM3HEHHOTO uukna npegnpuatua no FOCT P UCO
15704.

7.2 CpepncTBa NPOEKTHOW KOMMNOHOBKU

Cpeactea npoekTHow komnoHoBkn MMNCMuOBIT aomxHbl obBecneymBath peanu3auuio yHKUUMA Ha-
CTPONKU M MACLLTAOMPOBAHME HA YCMOBUA NPUMEHEHUS B PA3NUYHBIX NPEAMETHbIX chepax AeATenbHOCTH
nNpeanpuUATUiA, HaNpUMep Takux Kak:

- OLEHKa NPOEKTHOW, TEXHOMOrMYECKON U OpraHnM3aLMOHHO-pacnopsaauTenbHON JOKYMEHTauuu Ha Ha-
nuyKne B TEKCTaX CBEAEHUN, COAEPXKALLMX KOMMEPYECKYIO U FOCYAAPCTBEHHYIO TaliHy, HeAONYCTUMbIX UMK He-
KOPPEKTHbIX ONpeAeneHMn TEPMUHOB U MOHATMI, YNCIIOBLIX 3HAYEHUN XapakTePUCTUK OOBLEKTOB M ApYrux
OLWMBOK B TEKCTaX, NPUBOASALLMX K PUCKAM U BO3MOXHbIM MOTEPSIM PECYPCOB, BKMKOYAs UMUAXK M AoBepue
notpebutenei;

- MOHWUTOPUHI cocTosiHusl obopyaosaHusa WUKT, cneumanuampoBaHHbIX CPEeACTB UHXEHEPHO-TEXHUJe-
CKOWi 3aLLmMTbl 0OOBEKTOB M UHADOPMALMOHHO-BLIMUCIIUTENbBHbIX CETEW NPEANPUATUS;

- MOHWUTOPUHT UHXEHEPHBIX CUCTEM XM3HEOOECNEYeHNa 34aHUI U COOPYXEHUI M OLeHKa (pakTopos,
yrpoxaroLmx 6e30nacHOCTU MHAPACTPYKTYPbI NpeanpusaTus (noxxapHas 6e3onacHoCTb, aHeproobecneyeHue,
NOrofHble YCroBusA, TEXHOEHHbIE KaTacTpodbl Ap.);

- OXpaHa TeppuTopuu NPEANnPUATUS U KOHTPOMb HECAHKLMOHMPOBAHHOIO A0CTyNa Ha O0bLEKTLI Npea-
NPUATUS;

- KOHTPOIb AOKYMEHTALMM HA NOCTABKY KOMMIEKTYIOLLUX U MAaTEPUANOB NPU NPUEMKE, HECAHKLIMOHUPO-
BaHHOro (He Lenesoro) MCnonbL30BaHUA MaTepuanbHbiX PeCYpCoB NPeanpuUaTuUs;

- 3awmTa MHPOPMALMOHHbBIX PECYPCOB U UHTENNEKTYanbHOW COBCTBEHHOCTU NPeANPUATUS;

- BesonacHoCcTb Tpyaa u obecneyeHune 300poBbA NepcoHana.

7.3 OCHOBHbIE YPOBHM apPXUTEKTYPHOrO peleHunsa

ApxutektypHble peweHus MMCMuUOBI npu ux NOCTPOEHUM AOSHKHLI pacnonaratbCsl Ha CneaylLmx
YeTbIpeX YPOBHAX.

7.3.1 YposeHb hopmupoBaHus 6a30BbIX NPOrpamMMHO-annapaTHbIX TEXHONOru4yecknx nnardgopm cpe-
Abl hyHKumMoHuposaHua MMCMnOBI u yHKUMOHANbHO-NOMHOTO koMnnekca 06opyaoBaHUs U NPOrpaMMHbIX
CpeacTB ANA PELUEHUs NPUKNAaHbIX 3a4a4 MOHUTOPUHIA COCTOAHUA 0ObEKTOB B NpeaMETHbIX cdepax aes-
TENbHOCTU NPEANPUATUMN.

MpuMmevyaHne — PelieHnss STOr0 YPOBHA AOMKHBI YYMTHIBATL AeNCTBYHOLWME HOPMaTUBHO-NPaBOBLIe TpeGo-
BaHuUs B chepe Ge30NacHOCTU U cofepxaTb NpaBoBble, OPraHN3aLMOHHO-3KOHOMUYECKUEe W TEXHUYECKME MEeXaHW3Mbl
pa3paboTKn UHTErPUPOBAHHBIX CUCTEM GE30MacHOCTU W NOCTAHOBKM Ha NPOM3BOACTBO HOBLIX cpeAcTB UKT obiiero u
creyuarbHbIX CPeACTB 3alLMTHl PecypcoB NPeAnpUATUIA NPeUMYLLIECTBEHHO PoccHiickoro NponsBoACTEa.

7.3.2 YposeHb cuctemHoro npoekruposannsa MMCMuOBI n ux «scrpansaHusa» B AEUCTBYIOLLUME U Nep-
CMEeKTUBHbIE OPraHWU3aLMOHHO-TEXHUYECKME CUCTEMbI YNPaBneHus NpeanpuaTus.

7.3.3 YpoBEeHb NPOEKTUPOBAHUSI U UHTErpauun MHPOPMAaLMOHHbLIX CUCTEM MEXBEAOMCTBEHHOIO B3au-
MOAENCTBMA pacnpeaeneHHON NONMULEHTPUYECKON CETU PErmoHanbHbIX CUTYaLMOHHBLIX U MHAOPMALIMOHHO-
aHanUTUYeCcKUX LEHTPOB MOHUTOPUHIA CTPATErMYECKUX U COLIMAnbHO-3HaYUMbIX OOBEKTOB PETMOHOB U Tep-
puTOopUAA.

7.3.4 MpuknagHou ypoeeHb akcnnyatauum MMCMuOBIT u obecneyenHun B3auMoaeincTeus cnyxod 6es-
0NacHOCTU B NpoLIECCax TEKYLLEN AeATENbHOCTU NPEANPUATUN.

7.4 dyHKuMOHaNbLHaA apxuTeKTypa pacnpegeneHion MMCMuOBIN

CoBpEMEHHbIE MYNBETUCEPBUCHBIE pacnpeaeneHHbIe KopropaTuBHbIe (CeTH) cucTeMbl 06paboTku aaH-
HbIX, B TOM uncne u B MUCMnOBI, npeacraBnstoT co60i COBOKYNHOCTb BLICOKOCKOPOCTHOIO CETEBOIO 060py-
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[l0BaHWA, NOAAEPKUBAIOLLETO NpuopuTesaLmio Tpaduka, a Takke 60nbLIOrO YNCna BCEBO3IMOXHLIX Npuknaa-
HbIX NNaTopM M CEPBUCOB peanbHoro spemenn (IP-teneoHun n BuaeokoHdepeHUCBA3MN), peanmnayowmx
IT-chyHaaMeHT BU3HEC-NPOLIECCOB U CPEACTB 0BLLEHMS.

7.4.1 B coctae chyHKUMoHanbHomn apxutektypsl MUMCMnOBI BkntovatoT coBokynHocTb MTK u MMK, kax-
Jblii U3 KOTOPbIX PACCMAaTPUBAIOT Kak OTAENbHbI NPOAYKT, KOTOPbI MOXET MMETbL CBOUX noTpebuteneii n pas-
NUYHbIE MOAMMKALMM, YYUTBIBAIOLLME 0COBEHHOCTN UX NPUMEHEHUSI HA KOHKPETHbIX NPeANnpUATUAX.

7.4.2 OYHKUMOHANBHbLIE KOMMOHEHTbI apxuTekTypbl MMCMUOBI (cm. npunoxeHue B) AOMmMKHbI GbiTb
NpeacTaBneHbl Kak 3aKOHYEHHbIE NPOAYKThI, ABNSIOWLMECH NpeaMETOM OTAENbHON NOCTaBKU, NpoLUeLUne BCe
UCMbITAHUA Ha NPeANPUATUKU-U3TOTOBUTENE U COAepXaTb HeobxoanMble CpeacTBa HAaCTPOMKK AN NpUMeHe-
HUA B yCNOBUsAX npeanpuatua paspaborunka MMCMuOBIT. Ha ux 6ase npu HeobxoANMMOCTM pearnu3yrTcs Cu-
CTE€Mbl MOHUTOPUHIA OAHOTUIMHBIX 0OGLEKTOB B CUTYALIMOHHBIX LIEHTpax OTpacneil, PErMOHOB, MyHULMNANbHbIX
o6pasoBaHuii Ha pasHbix MKT-nnatdopmax ¢ ucnonb3osaHneM o60opyaoBaHUA U NporpaMmHoro obecnede-
HWUA PasnUYHbIX U3rOTOBUTENEN U MHTErPUPOBATLCA C AENCTBYIOLLIMMU aBTOMAaTU3UPOBAHHLIMW MHDOPMaLM-
OHHbIMW CUCTEMaMK NpesnpuaTuii. Heo6xoauMble CBA3KM MeXAy KOMMOHEHTaMU ONpeaensioTcs yHUULu-
POBaHHOW CUCTEMOIN MHTEP(ENCOB B3aMMOAENCTBUS MEXAY SNeMeHTaMu U NOoAAEPKUBAIOTCA CpeacTBaMu
MHTErpauum pasnuyHbIX KOMMNOHEHTOB U MOAYMEN, C UX TECTUPOBAHWEM Ha COBMECTMMOCTb U paboTocnocob-
HOCTb B KOHKPETHbIX YCIIOBUSAX.

B 3aBUCMMOCTU OT CMOXHOCTM OOBLEKTOB MOHUTOpUHra B coctaBe MMCMuOBI ncnonb3yloT, kak npo-
CTEeMLUME CUCTEMbI KOHTPOISA OTAEMbHbIX NapamMeTpoB, TaK U CMOXHbIE uepapxuyeckue KOMMIEKChl CPeACTB
OL€HKN KOMMEKCHOro (MHTerpanbHoro) COCTOAHMSA 0OLEKTOB.

7.4.3 PaunoHanbHas apxutektypa MMCMuOBI a4ns KOHKPETHbIX 00BLEKTOB A0MMKHA 0becneunBarb:

- ajeKkBaTHYl0 MUHUMKU3ALMIO COCTaBa KOHTPONUPYEMbIX NapaMeTpoB M nokasartenen COCTOSHUA 00b-
€KTOB MOHUTOPUHTA;

- UCMOMb30BaHUE anroputMoB 06paboTKM AaHHbIX U NOTUKU NPUHATMS PELLEHUN;

- onpeaeneHue u 3akpenneHue yarnos NPUHATUA PELLEHWI U pacnpeaeneHme cgep nx OTBETCTBEHHOCTU
B 3aBUCMMOCTU OT CUTYaLMM Ha 0ObeKTE;

- ONTUMAIbHYIO MUHUMU3ALUIO MHPOPMALIMOHHBIX MOTOKOB 1 3arpy3ku KaHarnoB CBSI3W;

- ajekBaTHOe U CBOEBpEMeHHOe 0TOOpaXkeHWe JaHHbIX MOHUTOPUHIA U ONOBELLEHUE NUL, NPUHUMAIO-
LLUMX peLLEeHNs MO yNpaBneHnto o6 bekTamu.

7.4.4 CpeactBa 0BHapY>XeHUA COObITUI — WHUMAEHTOB Yrpo3 6e30nacHOCTH A0MmkHbLI obecnevmBarb
06paboTKy NOTOKA AaHHbLIX OT Pa3NUYHbIX UCTOYHUKOB U pPeLLaTh criegytowme dpyHKUUOHANbHLIE 3a4a4K:

- onpegenexHue pernaMeHTa o6CnyXXMBaHUA NOTOKA AaHHbLIX (CUFHANOB AaTYMKOB, COOOLLEHWIA, AOKY-
MEHTOB);

- peructpauus cobbITUsi U ONpeaeneHne NCTOYHNKA co0bLLEHMS 0 COObITUK;

- BblAeMneHne NpU3HaKkoB Yrpo3 U3 noToka OTAesbHbIX COOOLLEHUN;
naeHTudukauma Tuna yrpossl U onpeaeneHne BO3MOXHbIX MOCNEACTBUN Pa3BUTUS COOBLITUS;
VHULManu3auusa AeNCTBUIA NUL, NPUHMMAIOLWMX PELLEHUS B cucTeMax 6€30nacHOCTU NpeanpuaTus;
yrnopsag0YeHNe NoToKka coObITUI, BEAEHUE apXMBa UCTOPUN COBBITUN.

8 Obwue TexHNUYECKME TPEOOBaHUSA K NPOrpaMmMHo-annaparHbIM
TeXHOJIorMyeckum nrnardopmamMm UHTErpUMPOBaHHOW UHTENNEKTYarlbHON
cUCTEMbl MOHUTOPUHIa U obecneyeHUss 6e3onacHOCTU NpeanpPUATUS

8.1 CTpykTypa KOMNNeKcoB

ABTOMaTM3NpPOBaHHbLIE koMnnekcol cpeacts MMCMuOBI ana peanu3aumu npuknagHbIx 3agadv cbopa,
06paboTKu AaHHBIX MOHUTOPUHTA COCTOSIHUSA W YNPAaBNeHus 0ObekTaMn NPeanpPUSaTUS CneayeT co3aaBarb Ha
ocHose 6a3oBbix MAIM UKT o6Lwwiero HazHayeHus (BbIMUCIUTENbHbIX KOMMMEKCOB, CPEACTB CBSA3U U NMOAJIEPKM-
BAIOLLMX UX OMEPaLMOHHBIX CUCTEM U MHCTPYMEHTAarbHbIX CPEACTB), peanu3oBaHHbIX Ha OCHOBE NPUHLMMOB
CO34aHUSI OTKPbITbIX CUCTEM C LENbIO YMPOLUEHWA MHTerpauum ¢ Apyrumu cuctemamu. FreonHdopmaumon-
Has cuctema 0e30MacHOCTM AOMKHA COAEPKaTb OTKPbITblE NPOrpaMMHbIE UHTepdENChl AN UHTErpauun ¢
MCTOMHMKAMM MHMOPMALMKU U BHELLHUMU MH(OPMALMOHHBIMU CUCTEMAMM U COOTBETCTBOBATb CIEAYOLLUM
TpeboBaHusaM.
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8.1.1 B coctas 0CHOBHOro o6opyaoBaHusi 6asosoit MAIN MMCMuOBI, ycraHaBnuBaeMoi Ha o6bekTax
npeanpuATUsS, B COOTBETCTBUU C peLliaeMbiMu 3aaa4amm u TpebyeMbiM ypoBHEM MHOPMaLMOHHON 6e3onac-
HOCTU AOMKHBI ObITb BKIOYEHbI:

- ycTpoucTea c6opa MHpopMaLuumu C NEPBUYHBLIX 4ATYUKOB (CEHCOPOB) COCTOSAAHUA 0OLEKTOB MOHUTO-
puHra;

- NOKanbHasA BbIMUCANTENbHASA CETb NPeAnpUsTUS;

- perucrTpaTopbl pasnu4Horo Buaa coobLueHuii, ayano- 1 BUAEOAaHHbIX, BKIOYas CTayMoHapHbIe U Noa-
BUXHbIE;

- nokarsnbHble cepBepbl cOopa, XpaHeHUs1 U 06paboTku AAHHbLIX O COCTOSIHUM 3aaHHOM TPyNbl 06bek-
TOB MOHUTOPUHIA;

- KOHTpONnepbl ynpaBneHusi yCTPOMCTBAMU CUCTEM XKM3HeOobeCnevyeHns 34aHUIN U COOPYXKEHUN, KOH-
Tpona AOCTyna B 34aHUA U COOPY>XEHUSI U HA TEPPUTOPUIO NPEANPUATUS, BUAECOHABNIOAEHUS, UHAMKALUKN U
oTOOpaXeHUst COCTOAHNA OOBEKTOB, MOHUTOPUHIA TPYMMNOBbLIX M MHAUBUAYANbHbLIX paboynx MECT nonb3oBa-
TEeneu;

- cpeacTBa KOMMYTAaUMKM NOTOKOB [aHHLIX (ynpaBnsieMble U HEYNpaBsieMble);

- CpeacTBa aAMUHUCTPUPOBAHUA CUCTEMbI 6E30NMacHOCTU C YCTAaHOBMEHHbIM NMporpaMMHbIM obecneve-
HMeM npouecca agMMHUCTpupoBaHusa Cb n cucrembl pasrpaHuyeHus goctyna k 06opyaoBaHuio u uHgopma-
LIMOHHBIM PeCcypcamM CUCTEMBI;

- CepBep XpaHeHWUs AaHHbIX, 000pYAOBaHHbLIA YCTPOMCTBAMMU XPAHEHUSI U AocTyna K 6asam AaHHbIX
MHOPMALMOHHBIX pecypcoB cnybbl 6e30nacHOCTH NpeAnpUsTUA C AOCTATOMHBIMU €MKOCTbIO NaMsATH, NPo-
N3BOAMUTENbHOCTbLIO, ANUTENBHOCTLIO BPEMEHU XPaHEHUS1 apXUBOB JaHHbIX (MCTOPUM COOLITHUI) U 06paboTku
3anpocoB Nosb30BaTENElH HA MOUCK U NPEACTABNEHUE AAHHBIX ANSA NPUHATUS PELLEHUIA; UMEIOLLMIA A0CTATOY-
Hblli 06bEM NaMATU ANA ANUTENBHOrO XpaHeHUs AaHHbIX MOHUTOPUHra CB npeanpusitusi, u NpOU3BOAUTENb-
HOCTb, 06ecneyvmBaroLLyto TpebyemMylo ckopocTb 06paboTkM 3anpocoB Nonb3oBaTenei;

- paboyne mecta onepaTopoB cUCTEMbl, obecneumsatome paboTy B NOKanbHO KOMNbIOTEPHON CETH
NPeanpuATUA C 3afaHHbIM YPOBHEM AocTyna k obopyaosaHuio MMCMuOBI u cpeacrtBam KONNEKTUBHOIO
(rpynnoBoro) oTo6paxeHusi UHpopMaLmu;

- yAaneHHole paboyne MecTa BHELUHMX 3aperncTpupoBaHHBIX NOMb30BaTENEe CUCTEMDI, 060pYyAOBaH-
Hbl€ CTALMOHAPHBIMW UK MOBUNbHBIMKU UT ycTpoiicTBaMu, UMEKLLMMIM JOCTYN B NIOKaNbHLIE U KOPNOpaTUB-
Hble CETU U OCHALLUEHHbIE NPUMOXEHUAMU ANA AOCTYNa K MHOpMaLuoHHbIM pecypcam MMCMuOBI.

8.1.2 B coctaB 6a30BOro oTpacneBoro Mnu pernoHansHoro (MyHuuunanbHoro) npocduns MMCMuOBI
pPEKOMEHAYETCA BKMOYaTh KOMNOHEHTbI, yKa3aHHble B hopMe onmcaHusa CTPyKTypbl 6asosoro npocuna MNC-
MuOBIM, cornacHo npunoxexuto B.

8.1.3 Cocras, 4ncno u xapakrepuctuku cpeacts MMCMuOBI ansa KOHKPETHbIX 06bLEKTOB ONpeaenstoT
Mo peaynsrartaM OLEHKM YPOBHSA 3aLLMLLEHHOCTU 06bEKTOB NPEeanpPUSTUS U TEXHUKO-3KOHOMUYECKOrO 060CHO-
BaHWUA NPOeKTa OCHaLLeHMs 06beKTOB NpeanpuATUa cpeactsamn VKT obLiero u cneunasnibHOro HazHaveHusl.

8.2 besonacHOCTb UH(HOPMaALIMOHHBLIX pecypcoB

BesonacHocTb MHpopmaunoHHbix pecypcos MMCMMOBI, PCUALL onpeaenseTca COCTOSTHUEM 3aLuu-
LwieHHocTn WMPT oT pasnu4HbIX Yyrpo3, 1 B UTOre — CNOCOBHOCTLI0 06ecnevnTb KOHKPETHOMY 3aperucTpu-
pOBaHHOMY MONb30BATENO AOCTYMHOCTb, LENOCTHOCTb U KOHUAEHUMaNbHOCTL TpebyeMoit nHchopmauum B
cUCTEME B COOTBETCTBMU C ero oyHKLMSIMM, KOMNETEHTHOCTLIO M YPOBHEM JOCTYNa Kk pasgenam pacnpeae-
neHHon 6asbl gaHHbIX NP.

8.3 TpeGoBaHUsA K NOCTPOEHUIO CeTeN Nepenayuu AaHHbIX

Basosoe nporpammHoe obecnevyeHne CUCTEM CBA3U AOIMKHO OblTb OPUEHTMPOBAHO, B NEPBYIO OYepeab,
Ha cobniogeHne TpeboBaHMIin COOTBETCTBYIOLLMX MEXAYHAPOAHbIX U HALMOHAbHbIX CTAHAApTOB.

KntoyeBbIM KOMMNOHEHTOM, CBA3bIBAIOLLMM Y3ribl CETU Nepeaadn AaHHbIX, ABNAETCS BUA UCMOSb3yeMOon
CBsI3K, KOTOpas obecnevnBaeT nepeaady Tpaduka mexay yanamu. ns opraHuzauum nepeayu AaHHbIX Mex-
Zy y3naMu pekoOMeHAYeTCA UCNoNnb30BaTh CreayoLme Buabl KaHanos U cnocoboB CBsI3u:

- BblAENEHHbIE NMMHUK CBSA3M — OMNTUYECKUE UNU MEAHbIE Kabenu U paano4acToTHbIE KaHarnbl, COEAUHS-
IOLLMeE y3rbl CETU 3aKa34uKa;

- BblJEMEeHHbIe KaHamnbl JaHHbIX — KaHarnbl JaHHbIX NpeAoCTaBnseMble OnepaTtopoM CBS3U MOBEPX
CBOEV CeTU nepedayn gaHHbix, Hanpumep: ATM (PVC); E1/E3/STM-1; Ethernet VLAN, coeauHeHune Ha Base
«rpynnoBoroy» gocryna, Hanpumep: IP VPN, o6meH gaHHbIMu no texHonorun VPLS (cnyxba BUMPTYanbHO
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YaCTHOW NOKarnbHOWM CETU), C AMYNSAUMEN pacnpeaeneHHOW NnoKanbHOW BbIYMCIUTENBHON CETU MOBEPX CETU
oneparopa;

- rnobBanbHas ceTb «/IHTEPHET».

MpuMeHsemble Npy NOCTPOEHUU CETU NepeaaYvn AaHHbIX MPUHLUMNLI Wndpauumn u pacnpeaeneHus Tpa-
dmka, MCNoNb30BAHMA MEXCETEBbIX 9KPAHOB, NPOBEAEHMA PaboT CO CPeACTBAMMU BbIMUCIIUTENBHON TEXHUKM,
JAOIMKHbI COOTBETCTBOBATL TPEGOBAHUAM POCCUICKOTO 3aKOHOAATENbCTBA U PYKOBOAALLMX AOKYMEHTOB lOCy-
[apCTBEHHOWN TexXHUYeCcKkon komuccuu npu MNMpesungente Poccuinckon degepaunn n $egepancHon cnyoObl No
TEXHUYECKOMY U SKCMOPTHOMY KOHTPOJSIIO.

8.4 TpeboBaHUA K NoKa3aTesnsaM KavyecTsa

8.4.1 ®opmupyemble TpeboBaHus Kk kayectsy MMCMuOBIT omkHbl OblTh HanpaBneHbl Ha [JOCTUXKe-
HWe LieneBbIX NoKasaTenein Ha3HaYeHUsa CUCTEM NPU OrPaHNYEHUSIX Ha AONYCTUMbIE 3aTpaThbl U NPUEMNEMbIN
ypoBeHb 6esonacHocTu UP. CteneHb peanu3auuun uenen dyHkumoHuposanus MMCMuOBIT onpeaensior B
3aBMCUMOCTU OT COBOKYMHOCTU OOBLEKTUBHBIX U CYObEeKTUBHbIX (PaKTOPOB, BO3AENCTBYIOLMX HA MPOLIECChI
NPUHATUA PELLEHUIN O UX co3aaHun (MoguduKaumm u/unu pekoHCTpykuum n obHoBneHuun). Knaccudukauums
AaHHbIX hakTopoB — no NOCT P 51275.

B cocrae Tpe6osanuii k kavyectsy MMUCMWOBIM B uenom u otaenbHbix MTK 1 NMMK gomkHbl ObiTb BKMIO-
YeHbl cregytoLme:

- K HageXXHOCTU, CBOEBPEMEHHOCTU U AOCTYNHOCTU NpeacTaBneHnst MHcpopMauum Ans pasnuyHbIX KaTe-
ropui nepcoHana aKkcnnyartauuoHHbIX CNy0 U BHELUHUX NONb30BaTENEN;

- K MOMTHOTE M AOCTOBEPHOCTU UCMONb3yeMON UHpOpMaLMU HA MOMEHT NPUHATUSI PELLEHWI UK 3a 3a-
AaHHbIN Nnepuog;

- 3aLLMLLEHHOCTM CUCTEM XpaHEHUs UHPOPMAaLUOHHLIX pecypcoB oT HC[ u kOH(pMAEHUMaNbLHOCTU UH-
dopmauuu;

- cocrasy, (pyHkuuam nepcoHana cnyxo6 akcnnyartauum MMCMuOBIT u oLeHKe UX KOMNETEHLUM;

- CHWXEHMIO BEPOATHOCTU OLUMOOYHLIX A€NCTBUIN AOSMKHOCTHBIX MWL, U 3aLLMLLIEHHOCTM 0DBLEKTOB OT
OnacHbIX MPOrpaMMHO-TEXHUYECKUX BO3AEUCTBUNA.

8.4.2 Ona obBecne4veHun Tpebyemoro kavyectea MMCMuOBIT aomkeH ocyLecTBnATbLCs cOop konude-
CTBEHHON M KaQ4YECTBEHHOW MHOPMaLMM 0 HEOOXOAUMBIX U AOCTATOYHBLIX NAPaMETpax U XapakTepucTukax
AEeNCTBUN JOSMKHOCTHBIX NUL B cucteme. MNoHsATue oumbku JOMKHO BbiTb onpeaeneHo B 9KCNyaTauuoHHOM
AOKYMEHTaLUMUN ANA KaXA0W KOHKPETHOW 3adavn MHMOPMALMOHHOW CUCTEMbI B 3aBUCUMOCTM OT LIENeBoro
HasHayeHus uHdopmaumu. NonaTue 6e30MBOYHOCTU AEHCTBUIN AOSDKHO PernamMeHTUpoBaTbCA HA YPOBHE
TpeboBaHuii 3KCNyaTauuoOHHOW AOKYMEHTaLUMKU, B TOM YUCNE UHCTPYKLUMIA AOMKHOCTHLIX NnL.

8.4.3 lNMokasarenu KayecTea, oNpeaensiowmne ypoBHU LIENOCTHOCTU KPUTUYECKN BaXKHbIX OOBEKTOB MO-
HUTOPUHIa NPEANPUATUA, JOIDKHbI YCTAHABNUBATLCA B T3, OLEHUBATLCA M YTOYHATHLCA NPU NPOEKTUPOBAHUMU,
a TaKKe KOHTPONMUPOBATLCA B PEXMME PeanbHOro BPEMEHW C NEPMOAOM ONPOCa B 3aBUCUMOCTU OT UHTEHCUB-
HOCTU BXOAHbIX MOTOKOB AaHHbIX.

PekxomeHnayemasa HomMmeHknatypa nokasatenen kadecrsa MMCMuOBI n 6a30Bbix (DYHKUMOHAMNbHLIX
KOMIMOHEHTOB NpueBeaeHa B Tabnuue 2.

Tabnuya 2 — PekoMeHayeMasi TUNoBas HOMEHKIaTypa nokasaTenei kadyecTsa (yHKUMOHaNBHbLIX KOMMOHEHTOB

XapaKTepucTuKa kavecTea OcHoBHOW NoKasaTenb ka4ecTsa hyHKLIMOHUPOBAHWUA KOMNOHeHToB MUCMUOBIT,
hYHKLIMOHUPOBAHNS KOMNOHEHTOB ANA KOTOPbIX AONKHBI BbITh 3aAaHbl JONYCTUMbIE 3HAYEHNS

HaaexHocTb npepcTaBneHns uHdopma- | CpeaHss HapaboTka o6bekTa Ha oTkas unu cGoit T,
LU O COCTOSHUU OBBEKTOB MOHUTOPWUH-
ra, NpegocTaBnseMoii No permameHTy
UnK 3anpocy nonb3oBaTens

ap”
CpefiHee BpeMs BOCCTaHOBNEHWUA o6bekTa Mocre oTkasa 06opyhoBaHus,
YenoBeka-onepaTopa unu c6os nporpaMmHoro obecreqeHus T, .

KoadhepnLneHT roToBHOCTH 06bekTa K.

BeposiTHOCTb HafeXHOro NpeACTaBeHNs BEIXORHON UHdOpMaLmn P, .
B Te4eHWe 3afaHHoro Nepuoaa yHKUMOHMPOBAHMS T, .

BeposTHOCTE HaAeXHOro BbIMOMHEHWS TEXHONOrUYECKUX onepauuit Py, ;.
B Te4eHWe 3afaHHoro nepuoaa yHKUoHnposaHua UC T, ,
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OkoHYaHue mabnuupi 2

XapakTepucTuka kavecTsa
YHKLMOHMPOBAHNS KOMMOHEHTOB

OcHoBHolt nokasaTenb kavecTsa YHKLUMOHWPOBaHWSA koMnoHeHToB MMCMuOBT,
ANA KOTOPbIX AOMKHbBI ObITh 3aA4aHbI AOMYCTUMbIE 3HAYEHUSA

CBoeBpeMEHHOCTb NpefCTaBneHus WH-
cdopMaLumn o cocTosHUM OBLEKTOB MO-
HUTOPWHIAa UMM BbLINOMHEHUN 3ajaBae-
MbIX TEXHONOMUYECKUX onepaLii

CpepHee BpeMs peakuum cuctemsl npu obpaboTke 3anpoca u/mnu gose-
AeHU nHdpopmauum T UK BEPOSTHOCTL CBOEBPEMeHHOI 06paboTku
WHopmaLu P, 3a 3afaHHoe BpeMsT,, .

CpeaHee BpeMsi BLINOMHEHNA TeXHONOrMYeckon onepavun Tp o unn
BEPOATHOCTL BLINOSHEHNUA TEXHONOrMYECKON onepaLmm P, 3a 3ajaHHoe

BpeMAT .,

MonHoTa ucnonb3yemoi UHopmaLnn
0 COCTOSHUM 0OBLEKTOB

BeposTHOCTL 06ecneveHNs NOTHOTLI ONEPATUBHOTO OTPAXEHUS HOBLIX pe-

ankHo CyLLEeCTBYIOLMX 0GLEKTOB 1 ABNEHWiA NpegMeTHOI onacTu Py,

AKTyarnbHOCTb UCNOSb3yeMOi
MHpopmaLmm

BepoATHOCTL COXPaHeHNs akTyasnbHOCTU WHDOPMaLMN Ha MOMEHT ee nCc-

nonb3oBaHus Py,

KoppekTHocTb 06paboTku uHdopmaLuu

BeposATHOCTb Pyop, NONYYEHNS KOPPEKTHBIX Pe3ynsTaTos 06paGoTku UH-

copmaLn 3a 3afjaHHoe BpeMa T, ,

KoHdugeHumanbHoCcTb MHopMaLuum

BepoATHOCTbL coxpaHeHUn KoHUaeHUManbHOCTU MHdopMauum Pmm.J
B Te4eHWe 3a/laHHOro nepuoga KoHUAeHUUanbLHOCTH Txomb

BesowmbouHoCTh feiicTBUIA NnepcoHana
1 JOIMKHOCTHBIX NNLY

BepoaTHOCTb 6e30LLMGOUHBIX AEACTBUN SOMKHOCTHLIX NnL
3aaHHOr0 NepuoAa yHKUMOHNpoBaHUA T,

Pyen B TeueHune

3allULLEHHOCTL OT OMacHbIX NporpamMmm-

BepoATHOCTL OTCYTCTBUSA ONACHOMO BO3AEWCTBUA PBO$A B TeveHue 3afaH-

HO-TEXHUYECKUX BO3AENCTBUI Horo nepuoaa gyHKUUoHuposanua UC T, A

3awymeHHocTb oT HC BeposiTHOCTb coxpaHeHus 3awuweHHocT oT HCA nHdopmaymoHHbIX

" NPOrPaMMHBIX pecypcoB — Pycp

8.4.4 MeToabl, NOPSAOK M NpaBuna OUEHKU U KOHTPONA kadectBa pyHKUMOHUpoBaHUA AUC AOMKHbI
yCTaHaBNMBaTbCHA MO COrnacoBaHWIO MEXAY 3aKa34nMkom 1 pa3paboTyukomM (MoCTaBLUMKOM) B 3aBUCUMOCTH OT
crneundukn cozgasaemMon (NOCTaBnNAEMON) CUCTEMbI C YY4ETOM CreLndUKM CUCTEMbI U NPUHSTBLIX y 3aKa3uunka
HOpM, NpaBun u TpeboBaHUN.

[ns oueHKM 1 KOHTPONs nokasartenen kadecrtBa pyHKUnMoHupoeaHua AVUC pekomeHayeTcs UCNONb3o-
BaTb TUNOBbLIE METOAMKM, KOTOPLIMU AOJDKHBI pacrnonaraTte pa3paboTunku, 3aKkasymkn CUCTEM, OpraHbl o cep-
Tudukauum 1 ucnblTatenbHbie nadopatopun. TUNOBbIE METOAWKM AOMXKHbI OblTb aaanTUPOBaHbI C Y4ETOM
crneumduknm cUuCcTeMbl, METOAOB OLIEHKW pe3ynbTaToB HaTyPHbIX UCMbITaHui u TpeboBaHuin MTOCT 34.603.

8.5 TpeGoBaHMA K HAAEXKHOCTU

HapexHocte MMCMuOBI gomkHa BbiTh 06ecrneveHa Ha OCHOBE cneLmarnbHbIX TEXHOMOMMYECKUX peLue-
HUW, oBecneunBaroLnX OTKa30yCTOMYMBOCTL Hanbonee oTBeTCTBEHHOrO obopyaosanua MMCMuOBM. Cpok
cnyx0sl MMCMuOBI gomkeH ObiTb HE MeHee 7 NEeT ¢ Y4ETOM 3aMeHbl HEMCNPAaBHBLIX M BbipaboTaBLUMX CBOW
pecypc KOMMOHEHTOB. MapaHTUIHLIA CPOK Ha paboTbl MO OCHALLEHUIO, HA YCTAHOBMEHHOE 0BopyaOBaHUE U
MCNOMb30BaHHbIE MaTepuarnbl AOMKEH ObITb HE MeHee 12 MecC.

CpegnHee Bpemsi HapaboTku Ha oTka3 o6opyaoeaHua MMCMuOBIT — He meHee 10000 .

8.6 TpeboBaHus Ge3onacHOCTU

8.6.1 Ycrponctea MMCMuOBI1, ycTraHaBnuBaemMble Ha 00bEKTax NpeanpusATUi, He AOMKHbI 0Ka3blBaTb
BPEOHOro BO3AEWCTBUSI HA MePCOHAan NPeanpuUsTUS U Apyrux Noaen, UMEIoLLMX 40CTYN Ha TEPPUTOPUI0 00L-
eKra.

8.6.2 YcraHaenueaemMoe Ha oObekTax npeanpusaTui 060pyaoBaHMe OMKHO COOTBETCTBOBATL TpeboBa-
HUAM 3nekTpo6e30nacHOCTM U UMETbL YCTPOWCTBO 3asemneHus B cootTeetcTBuu ¢ MY Mpasunamu ycTpoit-
CTBa 9NEKTPOYCTAHOBOK®.

* MpaBuna ycTpoiictBa anekTpoycTtaHoBok ([1Y3). U3p. 7-e (yTBepxaeHb! npukazoMm MunaHepro Poccum ot 8 uions
2002 r. Ne 204).
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8.6.3 O6opynosaHue MMCMuOBIT n ncnone3yembie pacxofHsle Matepuarnbl Ans SKCnnyaTauun J0mk-
Hbl COOTBETCTBOBaTb TPEBGOBaHNAM AEWCTBYIOLLMX HOPMATUBHbLIX JOKYMEHTOB MO OXPaHe Tpyaa, a Takxe Tpe-
6GoBaHUAM MO 3MEKTPO- 1 noXapHon 6e3onacHoCTy.

9 TpeboBaHus K PyHKLMOHANBHLIM KOMMOHEHTaM U TUNOBLIM MPOEKTHLIM
peleHnsiM UHTErPUPOBaHHON UHTENTIEKTYyarbHOM CUCTEMbl MOHUTOPUHIa
1 obecneueHnss 6e30MaCHOCTU NPeaAnpPUATUIN

9.1 CucrteMbl U cpeacTBa OCHOBHbIX (PYHKLIMOHANbHbIX KOMIMIOHEHTOB

B obuem cnydyae B coctaB OCHOBHbIX (DYHKLMOHAMNbHLIX kKoMNoHeHToB MMCMUOBIT aormkHbl BXOAUTb
cnegyloLime cucTtemMbl U cpeacTBa:

- nokanbHble CUCTEMbI COOpa AaHHbIX O COCTOSAHMMU OOBLEKTOB, onepaTuBHON 06paboTku uHdopmMaLun
U ynpaesneHna UCNONHUTENbHbIMKU MeXaHM3MaMu (AaT“II/IKI/I 7] npeoﬁpasoBaTenu CUTHanoB CUCTEM >XU3He-
obecneyeHus, BUAEOKaMepbl, KOMMYTaTOPbl U PETMCTPATOPLI, CPEACTBA KOHTPONSA AOCTYNa, OXPAHHOW U No-
YKapHOW CuUrHanusaumst u OnoBELLEHUA Ap.), KOTOPblE C MOMOLLBIO LIMPPOBOro BUACOHAONIOAEHUS [OMKHDI
OCYLLECTBMATL OTOOpaXkeHue, geTanu3auuio pasnuyHon CTeneHu, a npu Heo6xoaMmMocTu 10OaBnNsATL UNK Ha-
KnafblBaTb BUAE0U300paxKeHNE Ha OGBLEKTLI B TPEXMEPHOM NPOCTPAHCTBE C NPUBA3KON UX K reorpaduyeckum
KoopauHaram,

- cpeacTBa aBTOMaru3npoOBAHHOrO NpoekTuposaHua 3D moaenen 3aaHMn U COOPYXKEHUMW, NOATOTOBKU
nnaHoB OOLEKTOB U pa3meLleHns 06opyaoBaHusa Ha 06bekTax ans oTobpaXkeHnsa o6beKTa u BCex ero CUCTEM
6e30MacHOCTU U KOHTPOMA Ha MHOrOCnouHbix 3D kaprax, o6beauHas ux B €aAUHYI0 reOuHOPMALIMOHHYIO
CMCTEMY, NO3BONSAIOLLYIO MPOBOAUTL CUTYALMOHHbLIN aHanu3 06LEKTOB U TEPPUTOPUN C BO3MOXKHOCTbIO OTO-
GpaxkeHusi BO BpemeHnu (4D),

- cpeacTBa Komnnektauum o6opyaoBaHUS, OLEHKW COBMECTMMOCTM WHTEPMPENCcoB, UHTErpauum, MH-
cTannAuMM, TECTUPOBAHUA U HACTPONKKU Ha YCNOBUA KOHKPETHBIX OOBLEKTOB,

- cpeacTBa opraHusaumMm KOMMYHUKaLUMIA U BUAEOKOH(EPEHL-CBA3MN,

- CpeAcTBa uaeHTUdukauumu nonb3oBaTenen, KOHTPONSA AOCTYNa B KOPNOPaTUBHLIE CETU C HOYTOYKOB,
KIK, coToBbIx TeNnedoHOB U Ap.;

- cpefcTBa xpaHeHusi uHdopMaLum (CoObITUS, TEKCTbI, BUAEOU300PAXKEHUS, FONOC, U AP.) O COCTOSIHUN
00BbEKTOB,

- CpeacTBa BeAeHUs reoMH(OPMAaLMOHHbIX 033 AaHHbIX 00LLEro U CneLmanbHOr0 Ha3HaYeHus,

- CpPeacTBa uaeHTUUKaLUMM BHYTPEHHUX U BHELLUHUX COOBLITUI — WHUMAEHTOB Yrpo3 6€30nacHOCTU U
OLIEHKM PUCKOB HapyLUEHUS LIENOCTHOCTM OOLEKTOB, NMPOLIECCOB U PECYPCOB NPEeANPUSATUS,

- CpeacTBa BeAeHUs peecTpoB 060pyA0BaHMA U PECYPCOB pacnpeserneHHbIX Cnyxd TexHn4eckoro o6-
CNy>XMBaHUA TEPPUTOPUAnbHO pacnpeaeneHHbIX 00bLEKTOB,

- cpeacTtBa MHMOPMAaLMOHHOW MOAAEMKKM ONEpaTUBHOIO B3auMOAEWCTBUSA IKCMITyaTaUMOHHOIO nep-
CoHana 00bLEeKTOB C BHELUHMMU Mnonb3oBarensmu u cneucnyxGamu pernoHos (MBL, MYC u ap.), Bkniovas
cornawleHuma o B3aVIMOﬂeI7ICTBVII/I, OpPraHM3aLUOHHbIE U ANEKTPOHHLIE pernaMeHTbl, CTaHaapTbl U ¢)0pMaTbI
o6MeHa fAaHHbIMU B NOKAanbHbIX U rmobanbHbiX ceTsax OBM.

KoHkpeTHbIn cocTtas u pyHKUun komnoHeHToB MMCMuOBIT chopMUpyIOT C YY4ETOM HA3HAYEHUA CUCTEMDbI
MOHWUTOPUHIa NPEANPUSTUIA U TEPPUTOPUIA NO KPUTEPUAM «IPPEKTUBHOCTL — BE30MACHOCTb — CTOUMOCTbY.

9.2 O6wume TexHuuyeckue Tpe6oeaHua k AUICMuOBIN

9.2.1 B cocraB 06wux TexHudeckux Tpebosanuit K MUCMnOBM aomkHbI BXOAUTb:
- TpeboBaHUA K CTPYKTYPE M PYHKUMAM CUCTEMBI;
- TpeboBaHWA K KOMNOHEHTaM 1 BUAaM obecneveHus (opraHn3auuoHHO-MeToANYECKOoe, UHEhOPpMAaLMOH-
HOe, MaTeMaTuyeckoe, TEXHUYECKOE, MPOrpaMMHOE);
- TpeBoBaHUsA K HAAEXHOCTH;
TpeboBaHusa 6e30nNacHOCTH;
TpeboBaHus K IPrOHOMUKE;
TpeboBaHus K akcnnyaTauun, TEXHUYECKOMY 06CNYKMBAHMIO, PEMOHTY U XPAHEHUIO KOMMNOHEHTOB CU-

CTEMBb!;
- Tpe6GoBaHus K COCTaBY YUNCMEHHOCTU U KBanudukaummu nepcoHana paspaboTynkos U nonb3osatenen
CUCTEMBb;
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TpeboBaHus K 3aLmTe UHMPOPMALIMOHHBIX PECYPCOB OT HECAHKLIMOHUPOBAHHOMO A0CTYNA;

- TpeGoBaHMS K NATEHTHON YUCTOTE;

- TpeboBaHMs NO CTaHAapTU3aLMKU U yHudukaumm;

- OONOMHUTENbHbIE TPEOOBaHMA, yunThiBalOLLME cneuuduyeckue 0COBEHHOCTU NPeaNpUsTUS.

9.2.2 GYHKLMOHATbHBIE KOMIMOHEHTbI OIDKHbI ObITb OPUEHTMPOBAHBI HA NPUMEHeHUe B npoekTax MNC-
MuOBIT TMNOBLIX NPOEKTHBIX PELLUEHUN:

- OpraHu3aLuMOHHO-METoANYECKoe 0DecneyeHne cucTem;

- apxutekTypa yHKLMOHANBbHbLIX KOMIMOHEHTOB;

- YHUULUUPOBAHHBIE MHTEP(ENCHI;

- YHUdUMUMpPOBaHHbIE LKadbl KOHTPONS W ynpasneHus.

9.3 Tpe6oBaHMA MO MOAEPHU3ALMM NPOrPAMMHOIO 06ecneyYeHns U yaasieHHOMY AOCTYNY K Hemy

9.3.1 inA BCex yCTPOWUCTB A0IPKHA ObITb NPeayCcMOTPEHa BO3MOXHOCTb MoaepHusauum Mo.

9.3.2 [Ina yCTPOWCTB pacnpeaeneHHon cetTu AomkHa ObiTb o6ecnevyeHa BO3MOXHOCTbL YAANEeHHOro J10-
ctyna k MO CB, a Takke K ynpaeneHuio 060py0BaHMEM MO CETU C noaaepkon nHtepderica RS-485, akcec-
cyapos Ha 6a3e USB 1 HU3KOCKOPOCTHOW TEXHONOrMYECKOM LMHBI 1-Wire.

9.3.3 CunoBble KOHTPONNEpPLI ANeKkTpudeckux Lenei (4o 220B/16A) nomkHbl o6ecnevmBaThb yaaneHHoe
ynpaBsneHme nutaHmem o6opyi0BaHMs U pecTapT Npu BO3HUKHOBEHUU OTKa3oB o6opyaoeanus, c6oes B MO,
a TaKkKe MHUUManu3auuio 3anpocoB Ha BbINOMHEHWE OTBETCTBEHHbIX Onepauuii No BOCCTaHOBEHUIO paboTo-
CNocoBHOCTU M 3aMeHe nporpaMMHoOro obecneyeHuns Ha ynpasnsieMom 060pya0oBaHUU.

9.3.4 NHTepderCHbIE MOAYIN U BHELLHWE akceccyapbl AN yAaneHHOro ynpaBneHnsa KOHTposnnepamm
ynpaeneHus 060pyaoBaHueM, cneumanu3MpoBaHHbIMU NIOKaNbHbBIMU CEpBEpaMu, MapLLPYTM3aTopam U KOM-
MyTatopamMu npegHasHaveHbl Ans HeNoCpeACTBEHHOTO MOHUTOPUHIA U yNpaBreHusa (pusndeckummn napame-
Tpamu (TakKMMU Kak TOKW, hakT 3aMbIKAHUS UITM PA3MbIKaHUS ANEKTPUYECKON Lienu, HaNpsPKEHUs, TeMnepary-
pbl ¥ T. N.) 1 06ecne4nBaTb KOHTPOIb:

- cpabaTbiBaHUS NOXKAPHBIX, OXPAHHBIX U APYTMX AATYMKOB COCTOSIHUS] CUCTEM XKU3HEOBECNEYEeHUS, KOH-
LieBbIX BbIKIOYATENEN U APYIMX ABOMYHBIX AaTYMKOB Noboro poaa;

- Hanu4ue HanpsKeHMsA NUTaHWA (B ABOUYHOM BUAE — «AalHET»);

- HanpshXeHUs Ha pe3epBHbIX aKKYMYNATOPHbIX 6atapesax (B aHanorosom BuUae);

- TeMneparypbl OKpy><aloLlei cpefbl U OTAENbHbIX 3NEKTPOHHLIX YCTPOMCTB Ha 0ObekTax B MecTax
YCTaHOBKM 060PYA0BaHUS;

- COCTOSIHUS CUTHATBHbIX KCYXUX KOHTAKTOB» HA TENEKOMMYHUKALMOHHOM OBOPYZI0BAHUMN.

9.4 PYHKUMOHASNbHbIE BO3MOXHOCTHU BbIXOAHbLIX KOHTPONNEPOB U CUNOBbIX perie

BbIX0HblE KOHTPOMMNEPLI U CUNOBbIE pene A0MKHLI 06ecneunBaTh yNnpasneHe aNeKTpPUYECKUMHU Lenst-
MK NtoBOro TMna 1 HasHavyeHus!, kKak cnaboTOYHbIMKU, TaK U CUIOBLIMU, B TOM YUCHE:

- BKJIOYaTb CUrHanbHbIe Tabno, cupeHbl, GnokupoBarb ABEPU U T. N.;

- nepesarpyxartb npobrnemHoe obGopyaoBaHME, PACMONOXEHHOE B HENOCPEACTBEHHOW OnM3oCTM OT
ycrporictea NSG, nytem 3ambikaHua ero uenen RESET unu POWER,;

- NMPUHYANTENLHO Nepesarpyarb npobrnemHoe 060pyAOBaHME NYTEM NPEPLIBAHUA €O LIENU 3MEKTPo-
NMUTaAHUA;

- mocrneaoBaTenbHO BKMYaTh 060pyAOBaHME B TENEKOMMYHUKALMOHHLIX Y3M1ax C 3aflaHHbIMU 3a7epX-
Kamu, uzberas neperpysok NUTaHUsA Npu o6LEM eqUHOBPEMEHHOM CTapTe;

- YNpaenAaTb CUCTEMAMW PE3EPBHOTO ANEKTPONUTAHUS;

- YNpaenATb CUCTEMAMMK OTOMIIEHUS U KOHAWULMOHUPOBAHUA LWKAOB.

10 TpeOoBaHus K opraHM3auum pacnpeaenieHHON CETU PerMoHanbHbIX
CUTYaLMOHHbIX U MH(POPMALIMOHHO-aAHANTUTUYECKUX LIEHTPOB MOHUTOPUHrA
COCTOSIHUSA LIeNIOCTHOCTU OO BEKTOB U 6€30NacHOCTU TeppuUTOpUn

Oco6as ponb npu paspabotke TexHonoruin cosgaHua PUCMO oteoautca hopmmpoBaHuio Moaenei
06paboTku cobbITUI M NpoLeayp NPUHATUS PELLUEHUI B CUTYAUMOHHbIX LEHTPax NpeanpuaTuii. eatenbHoCTb
COBPEMEHHbIX NPeANPUATUA BO MHOTOM ONpEeAEenseTcsl COCTOAHUEM UHPPACTPYKTYP TEPPUTOPUI, UCNOSb-
30BaHWEM PECYPCOB 3€MIIENOSb30BaHUSA, SHEProcHabeHus, TpaHcnopTa, KOMMYHanbHLIX Cryxd ropoaa u
APpYrMMK npoueccamy B3auMOAEWUCTBUSA C BHELLHUM OKPY>XEHWEM U B3aWMOBMUSHMEM HA COCTOsIHUE 6e30-

24



FOCT P 56875—2016

NACHOCTU UHXXEHEPHOW U coumanbHOW MHPPACTPYKTYPLI PETMOHA, 9KONOrMYECKON, NPOMBILLINEHHON U 06Lwe-
CTBEHHOI U MHbIX BUAOB 6e3zonacHocTu. Mpumep 0606WeHHOoN cxembl B3aumoaencteua MMCMuOBI B peru-
OHe npuBeaeH Ha PUCYHKe 3.

BoaMmylueHust BHeLLHe cpeabl W yrpo3bl LeNocTHOCTM U 6esonacHoCTH 06beKToB

MepcoHan || O6bexT sawmrs 1 O6bekT saumTei N || CnyxGbl
OCHOBHbIX Cry6 oGecneveHus
npeanpuaTUs [ WHGPaCTPyKTYpa UHKEHEPHBIX 6e3onacHoCTH
KOMMYHMKaUMI npeanpusTus _IJNAETMEME_
JlokanbHble cucTeMbl JNokanbHble cucTembl
Mocraswwiu UKT |— YnPaenehus obbektamu ynpaenexus obwektamu | | CryxG6bi
W cpeacTs obecneyeHus
WHOKEHEPHOM [) ] 06LLECTBEHHOM
BGesonacHocTU

3awmThl 06LeKToB
WHTerpupoBaHHble UHTeNNeKTyasnbHble cuctemMbl obecnevdeHus pervona

KOMMMeKcHoi 6e3onacHoCTU 06BLEKTOB U TEPPUTOPUI NPeaNPUATUA

OpraHbl — PacnpepeneHHble CUCTEMbl MOHUTOPUHIA COCTOSHUA 0ObLEKTOB peroHa | Cny*6bi
TeXHUYecKkoro BOCCTaHOBNEeHUA
perynuposaHus y LIenoCTHOCTU

W OLIeHKKN o6bekToB
cooTBeTCTBUAA | ] 1 nocneacteui YC

CucteMbl TexHU4eckoro obcnyxuBaH1s 1 peMOHTa CpeAcTs
VKT u nxeHepHOM 3aluTbl 0GLEKTOB

PucyHok 3 — O606LeHHas cxema Bzaumoaeicteus MMCMuOBIT pervoHa

B MHMpacTpykType pernoHoB (ropoaoB U MyHUUMNANbHbLIX 00pa3oBaHWii) BbIAENSIOTCA psj cneLuanu-
3UMPOBaHHbIX OpraHM3auuii, OPUEHTUPOBAHHBIX HA peLUeHne 3aJa4 MOHMTOPUHIa COCTOSIHUSI 6e30MacHOCTH
3aKpenneHHbIX 3a HUMK rPyNMbl 0O BHLEKTOB, B KOTOPbIX CO34al0TCA COOTBETCTBYIOLLME CUTYALMOHHBIE U MH(pOP-
MaUNOHHO-aHaNUTUYECKME LIEHTPbI NO OTAENbHbLIM HanpaeneHuaM (SHepreTuka, TpaHcnopT, obLIecTBEHHas
6e30MacHOCTb, 9KOMOTUA, NMKBUAALMUS aBapUHbIX U YPe3BbIYaHbIX CUTYaUWii U ap.)

10.1 OpraHu3aLnOHHbIEe BONPOCHI CO3AAHUA

10.1.1 OpraHusauums padot no cosganuio MMCMnOBI gomkHa BknodaTk B cebs TUNOBYIO CXeMy Npo-
BeAeHUsi paboT Ha cTaguax xu3HeHHoro uukna MMUCMuOBIT (cM. npunoxeHue A), COOTBETCTBOBaTL TpeboBa-
Husim TOCT 34.601 n cogepxatb HEOBXOAUMbIV U AOCTATOYHbIA HAGOP METOANYECKUX U UHCTPYMEHTanNbHbIX
CpeacTB NPOEKTHOWM KOMMOHOBKM 3aKa3HbIX « MHOAWBUAYANbHbLIX» CUCTEM NO OTKPLITLIM Cneundukaumam Tpe-
OOBaHMWII ANA KOHKPETHbIX 3aKa3yMKOB, a TakkKe CPeacTBa AOKYMEHTUPOBAHMA NPOEKTOB W NpaBun B3auMO-
AENCTBUA YHaCTHUKOB NPOEKTOB.

10.1.2 MNpwu opraHu3saLumn CETEBOro B3aUMOAENCTBMA YH4aCTHUKN CETEBOr0 0OMEeHa AOMKHbI COrnacoBaTh
U NMPUHATb COrMaLIEHUsi NO YPOBHAM M TUMaM 3MEKTPUYECKMX CUrHAamNoB, KPUTUYECKMM pasMepam coobLue-
HWI, METOAAM KOHTPONSA AOCTOBEPHOCTU. COrnaweHnsa AOMmKHbl ObITb MPUHATLI MO BCEM YPOBHSAM B3aUMO-
[EeNCTBUS, HAYMHAas OT CAMOTr0 HU3KOTO — nepegada 6utoB MHGOPMALIMK, U 3aKaHYUBasi CaMbIM BbICOKUM, pe-
anuayoLmm obcnyxusaHue nonb3oBarenein cetn. MexxseagoMCTBEHHbIN 0OMEH AaHHbIMK ANsi NOATOTOBKU U
NPUHATUA pPeLUeHNi No MeponpusaTusam obecneveHns 6e30NacHOCTU CTpaTErnYeCKUX U CoLManbHO3HAYNMbIX
00BLEKTOB U TEPPUTOPUIA AOMKEH BbINOMHATLCA NO COrMacoBaHHbIM perfnaMeHTam, NpoTokonam u opmartam
oOMeHa JaHHbIMK B pacnpeaeneHHon NONMUEHTPUYECKON CETU CUTYaUMOHHbIX U UHPOPMAaLIMOHHO-aHamNUTK-
yeckux UeHTpoB Poccuiickon hegepayuu.
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10.1.3 OpraHu3auMOHHO-TEXHUYECKUE peLueHus No BbiGopy cpeabl peanusauuu, o6opyaosaHua UKT
0o0LLEero Ha3sHa4YeHUs B CUTYALMOHHLIX LEHTpaxX NpeanpusaTui, MyHUUMNanbHbIX 00pa3oBaHWii U PErMoHOB
JomkHbl obecneynsarb B3aUMOAEHCTBUE BCEX HEOOXOAMMBIX U AOCTaTOMHbIX NOApa3aeneHnin n crnyx0 akc-
nnyaraumm o6beKTOB MOHUTOPUHIA U BOCCTAHOBMEHUA LIENOCTHOCTU 0OBLEKTOB B aBapUNHBLIX U KPUTUYECKUX
cUTyaumsx.

10.1.4 OTaenbHble CUTYaALMOHHbIE LEHTPbI MOTYT CNeLManuM3npoBaTbCa Ha peLleHun 3aaa4 OLEHKU CO-
cTosAHNA 6e30nNacHOCTU NEPCOHaNa u HaceneHus, oGLecTBeHHON 6e30nacHOCTH, akonornyeckon 6esonacHo-
CTH, paauaLMOHHON U XMMUYECKOMN 3ALLUUTLI, SBHEPTeTUKW, TPAHCNOPTA, NPOMBILLSIEHHBLIX NPOU3BOACTB N TEXHO-
NOrMin, KOMMYHasIbHOrO X035IMCTBA U Ap.

10.2 TpeGoBaHuA kK 06paboTke COOLITUI B pacnpeaeneHHbIX MHTErPUPOBAHHbIX CUCTEMAX
MOHUTOPUHIra COCTOSIHUA 06bEKTOB

Co6biTue A0mKHO ObITh NPEACTABNEHO KakK 3a(PMKCMPOBAHHOE HA ONpeAeneHHbIn MOMEHT BPEMEHU CO-
CTOsIHME BXOAALLEro, B o6uem cnydae, Cny4aiHoOro HeCTaUMOHAPHOTO NOTOKA AaHHbIX. OCHOBHbLIMKU 3aAa-
Yammn 06paboTKM TAKOro NOTOKA ANA 0GHAPYXEHNA U HENTPanU3auun HeraTMBHbLIX COOLITUI U MUHUMU3ALIMK
yLep60B B AEATENBHOCTU NPEANPUATUA U €10 KNIOYEBbIX NPOLIECCOB ABNSAIOTCS:

- peructpauus cobbITUa U onpeaeneHne NCToOYHNKa coobLeHns o0 CobbITuum;

- BblAeneHne NPU3HaKoB Yrpo3 U3 NOTOKa;

- nAeHTU(MKaUna Tuna yrpos u BO3MOXHbIX NOCNeACTBUN PasBUTMA COOLITUS U UHULIMMPYEMDBIX UM AEN-
CTBUI;

- 0BGHapy>XeHWEe UCTOYHUKOB Yrpo3 C OAHOM CTOPOHbLI U SNEMEHTOB NPUHATUSA peLleHuin (B obliem cny-
yae nuu, NPMHUMAIOLMX PELUEHUS, UMM UHTENNEKTYanbHbIX YCTPOWCTB) B CUCTEMAX YNpaBneHus npeanpu-
ATUA PA3HOro YPOBHS;

- onpegeneHue pernameHTa o6Cny>XMBaHUA COOTBETCTBYIOLLErO NOTOKA JaHHbLIX (COODLLUEHWI, curHa-
noB, AOKYMEHTOB);

- ynopsaoveHue notoka cobbiTun u opraHusaumsa 3MEKTMBHOrO HAKOMMEeHUs1 NOToKa cobbITUiA (Beae-
HWE apxuBa UCTOPUU COOLITUN);

- onepartuBHaa o6paboTka nocrynaioulen uHgopmaumn B COOTBETCTBUM C 3apaHee OnpeaerieHHbIMU
npasunamm o6paboTkm n NPUHATUA PELUEHUN;

- BTOpu4Hasa 0bpaboTka MACCUBOB Pa3HOPOAHBLIX COOLITUIA U KOPPENALUMOHHLIX CBA3EN MeXay HUMM
(Nouck B3auMOCBSA3aHHbIX COOLITUIA, OOLEKTOB U CYOBLEKTOB ANsi NPUHATUA AONOMHUTENbHLIX MEP, NNAaHUPO-
BaHMA MEPONPUATUIA U APYTUX AEHUCTBUN);

- MPUHATUE PELLEHUI U (hOPMUPOBAHME HEODXOANMBIX aAPECHBIX COOBLLEHUI ANA UX UCNOMHEHUSA.

11 TpeboBaHuA K 3awmuTe MHPOPMALMOHHBIX PECYPCOB NPeanpPUATUI U NpaBam
AOCTyna nonb3oBaTenen UHTErPUPOBaHHOM UHTESJIeKTYalrlbHOW CUCTEMbI
MOHMTOPUHIra n obecneyeHusi 6e3onacHOCT NpPeaNPUATUA

11.1 O6wme TpeGOBaHUA

11.1.1 Apxutektypa MMCMuOBI gomkHa npegycmarpusath Hanuuue MNTK, oGecneunBaowero Heob-
XOAUMbIV YPOBEHb 3aLLMTbI U COXPAHHOCTM MH(OPMALMOHHBLIX PECYPCOB NPeAnpUATUS B yCrnoBusAX cboes
M OTKa30B MporpamMHO-annaparHbiX CPeacTB, BKMo4asa cOOi B cucteme anekTponuTtanus. YkasanHbivi MTK
MNCMuOBIT gomkeH obecneumBaTb KOPPEKTHOE BOCCTaHOBNeHue patotel MMUCMUOBIT nocne c6oeB Ge3
NOTEPU AAHHbIX.

11.1.2 B yensix obecnevyeHnss COXpaHHOCTM MHMOPMaLMOHHBLIX pecypcoB MMCMnOBM pomxHo ObITh B
006s13aTenbHOM Nopsiake NPeayCMOTPEHO Hanuuue hyHKLMM pe3epBHOTO KONMPOBAHUS AAHHbIX.

11.1.3 TpeboBaHus K AONYCTUMbIM 3HAYEHUAM nokasarenen HYHKUMOHUPOBAHUSA U K OCHOBHbLIM Xapak-
Tepucrtukam AC (HageXHOCTb, OLICTPOAENCTBME, BO3MOXHOCTb U3MEHEHUA KOHUrypauum) AOmKHbI cobrto-
AaTbCA NP UCTIONb30BAHWUU NPOrPAMMHO-TEXHUYECKMX CPEICTB 3aLLUThI.

11.1.4 MMCMuOBI gomkHa obecnevmBarb KOHTPOSb 3(WEeKTUBHOCTU cpeacTB 3awuTtbl ot HCJ, ko-
TOPbIM MOXET ObITb MO0 NepuoanYeckUM, MO0 UHMLMMPOBATLCA NO MEpPe HEOBX0AMMOCTH NONbL30BaTeNeM
MW KOHTPONUPYIOLLIMMMW OPraHaMK.
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11.1.5 Cpepacrea 3aLlmTbl MHPOPMALIMOHHBLIX PECYPCOB NPEANPUSATUIA U MHAOPMALMOHHO-aHaNUTUYe-
CKMUX U CUTYaLMOHHbIX LIEHTPOB JOMXKHbI BKIOYaTh B CE0S1 OpraHnM3aLMoHHO-pacnopsaauTenbsHbie Mepbl, cpea-
cTBa (hM3NYECKON U BNEKTPOHHOI 3awwmTbl no MOCT P 50739, FOCT P 50922, FOCT P 51275 B 3aBUCUMOCTHU
OT MecTa pacnonoxeHus o0beKkTa, KOHKPETHbIX YCHOBUA U OCOBEHHOCTElN 00bEKTOB MOHMTOPUHIA, peXxuma
6e30nacHOCTU, AECTBYIOLLETO BHYTPU OOBbEKTA, HANMUYNS UHKEHEPHO-TEXHUYECKUX CPEACTB husnyeckon 3a-
LWWTbI HAKOMUTENEN AaHHbIX.

11.2 WpgeHTUbMkauma coooLeHnin

Co006LLeHNUs 0 COCTOSAHNU 0OBLEKTOB MOHUTOPUHTIA C NOBbLILLEHHbIM YPOBHEM Yrpo3 6e30nacHOCTY (30HbI
OrpaHMYEHHOro JOCTYNA B 34aHUS, COOPYXXEHUSA, HA TEPPUTOPUIO U MHCOPMAaLMOHHBIE PECYPCHI NPEeANPUATUS
W T. N.) AOMKHbI COAeMKaTb CPEACTBA aBTOMaTUUECKOW LIMPOBOI 3NEKTPOHHON NOANUCH, CEPTUULMPOBAH-
Hbl€ YNOMHOMOYEHHLIMU OpraHaMu 1 CTpykTypamu Po.

11.3 Tpe60oBaHMA K HENPEPLIBHOCTU LIMKNA 3alUTbl MHPOPMaLUOHHbIX pecypcoB

SawmTa nHdopMmaLmuoHHbix pecypco AC gomkHa ObiTb 06ecneveHa Ha BCEX TEXHOMOIMYECKMX aTanax
06paboTku MHGOPMAaLMK N BO BCEX pexMmax OYHKLMOHUPOBAHUS, B TOM YUCIE NPU NPOBEAEHUU PEMOHTHbIX
U pernamMmeHTHbIX pabor.

11.4 Knaccudukaumsa ypoBHS 3allUILEHHOCTHU

Onsa knaccudmkaumm 06LEKTOB MOHUTOPUHIA MO YPOBHIO 3aLLMLLEHHOCTU MHGPOPMALIMOHHBIX PECYPCOB
00beKTa AOIMKHbI ObITb MCNONb30BaHbLI CIEAYIOLLUE XapaKTepPUCTUKH:

- MHOPMAaLMOHHbIE, onpeaensiowune LEHHOCTL UHAOpMaLumn, ee 06beM U cTeneHb KOH(PUAEHLManb-
HOCTU, a TaKKe BO3MOXHbIE MOCMEeACTBUS HEMPABUNBHOMO (YHKLMOHMPOBAHMS U3-3a UCKAXEHUs (noTepu)
nHdopMaLuu;

- OpraHu3auMoHHbIE, onpeaensoWme NoHOMOYMA NONb3oBaTENe;

- TexHomnoruyeckue, onpegensatowme ycnosus o6pabotkn nudopmauymu, HanpuMep, cnocot o6paboTku
(2BTOHOMHbII, MyNETUNPOrPAaMMHBIN U T. A.), BPEMSA LIMPKYNAUuK (TPAH3UT, XpaHeHue U T. 4.), Bua AC (aBTo-
HOMHasl, CETb, CTaLMOHAPHAas, MOABWKHAA U T. A1.).

11.5 Cnoco6bl 3almThbl UHPOPMALIMOHHLIX PECYPCOB

O6ecneveHue 3aLmTbl MHOPMaLMOHHbIX pecypcos MMCMuOBI ocyluecTenaeTcs:

- CPJ nonb3oBarenen kK 060pya0BaHuio, MHOPMAaLMOHHBIM pecypcam U NporpaMMHbIM cpeacTeam 06-
pabGoTkn AaHHLIX, OTODPAXKEHMS U NPUHATUS PELLIEHMIA;

- peanusaumen npaBun pasrpaHUYeHUs 4OCTyNa K YCTPOMCTBAM CO34aHWUA TBEPAbIX KOMUI C JOKYMEH-
Tauum;

- usonauMe nporpamMm NpoLiecca, BuIMOMHAEMOro B MHTEpecax cybbekTa, ot Apyrux cybbLekTos;

- ynpasneHuem NoTOKaMu AAHHbIX B LENAX NPeAOTBPALLEHUA 3anucK JaHHbIX HA HOCUTENU HECOOTBET-
cTByioLero rpuda.

OcHoBHbIMK TpeboBaHusimu k CK3U npu aTom aBRsoTca cneaylowme:

- BbINOMHEHUE LeneBbiX PYHKLIUNK;

- yno6CTBO M NpocToTa 06Cny>XuBaHus;

- ONTUMAanbHasA NPOU3BOAUTENBHOCTD;

- BbICOKAasi HAAEXXHOCTb B pexxume paboTbl 24/7/365;

- HEBbICOKAasi COBOKYMHAs CTOMMOCTb 3KCNNyaTauun B TE4EHUE BCETO XXU3HEHHOTO LIMKNA;

- COOTBETCTBUE TPEOOBAHUAM PErynUpYIOLLMX OPraHoB (CepTUdMKaTbl COOTBETCTBUS);

- wudposaHue no NOCT 28147 (256 butos).

Cuenapuamm ucnonb3zosanus CK3U asnsioTca cneayowme:

- MEXCETEBbIE B3aUMMOAENCTBUS,

- 3aLUMLLEHHBIW AO0CTYN YAANEHHbIX 1 MOBUNbHBIX NOMbL30BAaTENEN;
3awmrta 6ecnpoBOAHbIX CETEN CBA3M;
3aLuTa MynsTMCEPBUCHBIX CeTel (BKmovas IP-tenedoHnio n BuAEoKoH(pepeHLCBA3L);
pasrpaHnyeHue Jocryna K MHOpMaLmMK B NOKanbHbIX CETAX, a Takke Nobble KOMGMHAUMK Bbilene-
PEeYMCREHHbIX CLeHapUEB.
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11.6 CpeacTea pasrpaHmyeHusa aocryna

11.6.1 Cpeacrea pasrpaHu4eHnsa gocTyna nonb3oBartenen K MatepuasnbHbiM U MHPOPMALIMOHHBIM pe-
cypcam npeanpusTusi A0rpkHbl obecneunBarb:

- OABYX(haKTOPHYIO MAEHTUUKALIMIO N ONO3HAHWE (ayTEHTUUKALMIO) 3apernCTPMPOBaHHbLIX NOSb30Ba-
Tenen u npu HeobxoAMMOCTHU onpeaeneHne NPUBASKU K MECTY €r0 HaxXOXAEeHUs;

- perucTpauuio AeUCTBUIA Nonb3oBaTenen N0 HeCaHKLUMOHMPOBAHHOMY AOCTYNY K 060pyA0BaHUIO U UH-
¢dopMaLMOHHBIM pecypcaM NpeanpusaTsa u UX UCNONbL30BaHMIO;

- UCKIIOMEHUE U BKIIOMEHUE HOBLIX Nonb3oBartenei u 06bLeKToB JOCTYNA, a Takke U3MEHEHNE NOMHO-
MO4UI NONb30BaTeENeNn;

- peakuumio Ha nonbiTkn HCI, Hanpumep curHanusauuio, GNoKMpoBKy, BOCCTaHoBneHue nocne HCL,;

- OYUCTKY OMepaTUBHON NamsTM u paboumx obnacteil Ha MarHUTHLIX HOCUTENAX NOCNE 3aBepLUEHUN
paboTbl nonb3oBarens ¢ 3alULEHHbIMU AAHHbIMMU;

- KOHTPOJib LENOCTHOCTH 6a3 AaHHbIX MH(OPMALMOHHBLIX pecypcos u CPA.

11.6.2 Cnocobbl peanusauumn CP[ 3aBUCAT OT KOHKPETHLIX 0COBEHHOCTElH 06bEKTOB MOHUTOPUHTA Npea-
npuATus. JonyckaeTcs NPUMEHSTb CreAyoLmMe cnocobbl 3awwmTbl U NOGbIe X COMETAHUS:

- CPQL, nokanusoBaHHasi B NPOrpamMMHO-TEXHUYECKOM KOMMNNEKce (SAPO0 3aLUuThl);

- CPL Ha ypoBHe onepauMOHHbIX CUCTEM, CUCTEM ynpaBnéHusa 6azamu 4AHHBIX NN NPUKNIAAHbLIX NPO-
rpamMm;

- CP[ B cpeacrBax peanu3auum CeTeBbiX B3aUMOAENCTBUIA UNU HA YPOBHE NPUINOXEHWUN;

- UCMONb30BaHMe Kpunrorpaduyeckux npeodpasoBaHUin MU METOAO0B HEMOCPEACTBEHHOTO KOHTPONSs
aocrtyna;

- pacnpeaenenHas CP[;

- nporpaMMHas u (unu) TexHuyeckas peanusauus CP[;

- opraHu3auusi 4OCTyna YnosIHOMOYEHHOro nuua K paspeLueHHoOn MHopMaunK, 3alMLLEHHbIN 3nek-
TPOHHON NOAMUCHIO.

11.6.3 CP[ u cpeacrea 3awmTbl UHAOPMALIMOHHBIX PECYPCOB NPeaAnpUATUS AO0MKHbI obecnevnmBaTb
KOH(UAEHLUMANbHOCTb M LIENOCTHOCTb NOMyYaemMoin UHpopMaLUmmn G y4€TOM Ha3Ha4YeHUs!, BaXKHOCTU U CrieLiu-
VKM OBOBEKTOB MOHUTOPUHTA.

Mpumepammn OTAENbHBLIX pewweHui MoryT ObITh cnegyloLme:

- KOHMAEHUMAaNbLHOCTb U LENOCTHOCTL NepeaaBaeMon no cetu uHdopmauum nyteM kpuntorpadude-
CKOl 00PabOTKM KaXKA0ro CETEBOrO NakeTa ¢ NOMOLLBIO KpUNTOrpaduieckmx anropuTMos;

- ayteHTUdMKaLUA OTAENbHOro NONbL30BATENS U peanu3aums

MHAUBUAYAaNbHbLIX MONMTUK JOCTYNA K 3a4aHHLIM KOMMbIOTEPAM, NPUKNAaaHLIM nporpammamM 06paboTku
AaHHbIX U K pasgenam 6a3 AaHHbIX;

- BXO[ B 3aLLMLLEHHYIO CETb TOMbLKO ANA BNaAenbLa NermTMMHOIO KpUNTOKNIoUA;

- BbINONHeHue TpeboBanuii craHaaptoB 6esonacHoctu IKE/IPsec ¢ npuMeHEeHMeM POCCUIUCKUX anro-
puTMOB KpunTorpaduyeckoro npeobpaszosanusi no FOCT 28147, FTOCT P 34.10 u FTOCT P 34.11.

11.7 MHCTPYMEHTbI ynpaBrieHUsa U NnoanepPXKy 3KCnnyartauuu nporpaMmMHoO-annapaTHon
nnatopMbl UHTETPUPOBAHHOMW UHTENTIEKTYaNbHOW CUCTEMbI MOHUTOPUHIA U obecnevyeHus
0e3onacHOCTN NpeanpuATHA

MHcTpymeHThl ynpasnenus u nogaepxku skcnnyatauumn MNMAMN UMCMuOBIT aomkHbl BKNOYaTL B ¢e6a
cpeacTea peanusauum nonutukn 6esonacHocTn VPN KNUEHTOB W LWNIO30B, OCYLLECTBAATL YNpPaBneHue sTu-
MM YCTPOICTBAMM, BKIIOYAsA HACTPOMKKN CETEBbIX UHTEPENCOB, CUCTEMbI NPOTOKONUPOBaHMSA, obecnevnsartb
BO3MOXHOCTb MIIaHOBOW 3aMeHbl cepTudukaros 6e3 NpepbiBaHWs LMKA 3KCNAyaTauun U CBA3W, yAaNeHHOro
0BGHOBNEHUA NPOrPaMMHOIo obecrneyeHus.

11.8 Tononorua NnoCTPoeHus

LLnto3bl 6e30MacHOCTM AOMKHLI 0BecneunBaTk NOCTPOEHUE NIOOLIX TOMOMOrMYECKUX CXeM («3Be3aar,
«[IEPEBOY, «MOJNHOCBA3HAA CETby). [pU HEOGXOAUMOCTU peanu3yloT CXeMbl C MOBbLILLEHHOW HAAEXHOCTbIO,
obecneynmBaemoii Kak 3a CYET Pe3epBUPOBAHMA LUMIO30B, Tak U 32 CYET UCMOMNb30BAHUS anbTEePHATUBHBLIX
MapLupyToB ceTu. Mpumep Takomn cxembl U306pakeH Ha PUCYHKE 4.
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Mo6urnbHbIe cpeacTsa CBf3N Mo6urbHble cpeacTsa CBA3N

KopnopatusHas OTKpbiTas cetb
PYKOBOACTBA U YNEeHOB cnyx6 nukemaaummn CeTh KON 2
. pareHToB notpe6uTerneii NpoayKLMM
pabouux rpynn obecne4eHus aBapUiHBIX U YpEe3BbIYanHbIX NPEaNPUATUR W yenyT NDeanpusTYR

Ge3onacHoOCTU NpeANpUATUA

1 v 1 t 1

CUTyaLuin peroHa

WHtepdeiichl (Lno3bl) 4OCTYNa B KOpopaTUBHbIe U rmobanbHble ceTu

t 1

!

1

UHTepdbeiic gocTyna k cpeacTsam onepaTuBHON CBA3W A
(coToBast cBA3b) Me;ﬁg:f?"“ :: MopTan (caifT) NpeanpUATMS
Y A
y ¢ y ¢
y ¥
PacnpepeneHHas Llenesbie
Cpeactea CpencTea BUASO- Cepgep 6asbl : Me;:((t;g'::{e;o a :: ceTb 6a3 gaHHbIX | | u o6ecneunBalowme
otobpaxeHus KOHGbEepeHLI-CBSIan AaHHbIX CIyX6bl (xpaHunuu) aBTOMAaTUSMpOBaH-
AaHHbIX obecneyeHus MHEOPMaLIMOHHBIX Hble cuCTEMBbI
06 MHUMAeHTax 6e30MacHOCTH pecypcoB npeanpuaTus
{1 ‘ 1 1 v | v |
WHTepdelic nokanbHom cetn cnyx6bl obecnedeHms - MexceTesoi | WHTepdpeiic nokanbHbIX ceter
HesonacHocTn - aKpaH 3 - npeanpusTusi
gf&i??s@%'ﬁiﬂtéﬁﬂ: PaGouas PaGouve Pabouas craHums PaGoune craHumm Annapartypa
6e3onacHoCTH CTaHLmA cTaHLuu aaMmUHucTparopa cnyr MOHUTOpHVHa
(KOHTPONs AOCTYNA pyKoBoaUTeEns aHarnuTUKOB 6esonacHocTn obecneueHus NPOLIeccoB
noXapHas ! cnyx6bl Cnyx6bi MHEPOPMALMOHHBIX GeSOHBCHOCTM_' npeanpuATS
curHanuaauus) GesonacHocTu 6e3onacHoCTH pecypcos noapasaeneHun

PucyHok 4 — Cxema peanusaumn MMCMuUOBIT ¢ ucnonb3oBaHWEM LUMIO30B
6e30nacHOCTU U MEXCETEBLIX 3KpaHOB

11.9 Tpe6oBaHUSA K MeXCeTeBbIM 3KpaHaMm

Mpu BKNIOYEHMM MEXCETEBbLIX 3KpaHOB B AC onpeaeneHHoro Knacca 3allmiIeHHOCTH, KNace 3aluuieH-
HOCTM COBOKYyMHOW AC, MONMy4eHHON U3 UCXOAHON NyTeM A0OaBNEeHUs1 B HE€ MEXCETEBOIO 3KPaHa, He AOIMKEH
noHmkKaTbcs. MexceTeBble dKpaHbl AOIMKHbLI ObIThb cepTuduuMpoBaHbl kak CK3M knaccoB 3aluLLIEHHOCTH,
COOTBETCTBYIOLLMX TpeboBaHuAM PeaepanbHON Cny>Obl N0 TEXHUYECKOMY U SKCNOPTHOMY KOHTPONo Poccun
K oGecneyeHuto 3amTbl MHOPMAaLMKM B aBTOMATU3MPOBaHHbIX cuctemax u FOCT P ICO/M3K 15408-1.

11.10 AyTeHTU(PMKauma yaarieHHbIX NOfb30BaTeNnen

Onsa yaaneHHbIX Nonb3oBaTenen NPUMEHSIIOTCA pasfuyHble MeXaHu3Mbl ayTeHTudukauuu, Hanpumep
WHAWBUAYArbHbIA NPEeAyCTAHOBIEHHbIN KoY, Naposb, 3NEKTPOHHAA NoANUCL. [NA NOCTPOEHUA Ha cTpare-
rMYeCcKM N CoLManbHO 3HAaUYMMbIX OOBbLEKTAaX JOBEPEHHOIO CeaHca CBA3M U obecneveHns 6€30NacHOCTU KOM-
MYHWKaLMI B paMKax OBEPEHHOr0 AOCTYNAa K BbiAENEHHOMY KOH(uAeHUMansHOMY pecypcy AomkHa obecne-
YMBaTLCA LIENOCTHOCTbL MPOrPaMMHON Cpeabl TEPMUHANA, U3ONALUUSA BbIMUCIIUTENBHONO NpoLecca KNueHTa,
cTporas AByxdpaktopHasa ayTeHTudmkaLms, n3onsaumsa CETeBo cpelbl yaaneHHoro nonb3oparens, KoOHuaeH-
LManbHOCTb W LENOCTHOCTb NepeaaBaeMbIX AaHHbIX.

29



FOCT P 56875—2016

11.11 YpoBeHb 3alULEHHOCTU CUCTEeMbI pasrpaHuyeHns AocTyna K UHPOPMaLMOHHbIM
pecypcam

TpeboBaHus K ypOBHIO 3awmileHHOCTH CPL aomkHbl ObITh TLWATENBHO AOKYMEHTUpPOBaHbLI. B cocras
JOKYMEHTALUMMN BKIIOYAIOT PYKOBOACTBO MOMNb30BATENSA NO UCMONMb3OBAHUIO U PYKOBOACTBO NO YNPaBNEHUIO
cpeacTBaMu 3awmThl, a Takke, Npu HeoOX0AUMOCTH, Apyrue IKCMIyaTauuoHHbIE, YAOCTOBEPAIOLLIME U pas-
pelwmTenbHble AOKYMEHTbI CNyXObl 6€30NaCHOCTHU.
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CTtagum n 3Tanbl XU3HEHHOTO LKA MHTErPUPOBAHHOW UHTENNIEKTYarlbHOM
CUCTEMbI MOHUTOPUHIa M o6ecneyeHnA 6e3o0NacHOCTU NPeANPUATUSA

CTaZun 1 OCHOBHLIE aTanbl Xu3HeHHoro uukna MMCMUOBIT BeIGUpaloT B COOTBETCTBUM C PEKOMEHAaLUMAMU CTaH-
gapta TOCT P NCO/M3K 12207. OcHoBHbIE Lenu Kaxgon CTagun U cocTaB BO3MOXHbLIX TEXHUYECKUX pelleHWid Ans
060CHOBaHUSA U NPOEKTMPOBAHUA NPOGUNS KOHKPETHOWR cucTemel oBecnedeHuna 6e30nacHOCTU NPesnpUATUA NPUBEAEHbI

B Tabnuue A.1

Tabnuya A1 — CTagumn XU3HEHHOTO LMKIa U OCHOBHbIE TexHUYeckune peleHus MMCMuOBT

CTaAuns KU3HEHHOTO
uvkna MMCMuOBIN

LlerneBble ycTaHOBKM CTaanu

JvanasoH peLueHwii

KoHuenuus

OnpepenuTb cocTaB 06beKTOB 1 Yrpo3 6ezonacHocTu
npegnpuaTUs.

OnpegenuTb cocTaB Mnokasarenei LEenocTHOCTU W
3aLLUMLEHHOCTU KMHOYEBBIX 0ObLEKTOB W CcyObekToB
npegnpuaTUs.

CdopmynupoBaTe KoHuenuuto obecrnedeHus 6es-
ONacHOCTU KITHo4EeBbIX NPOLIECCOB.

OnpegenuTb YHKLMOHAMNBHYIO apXUTEKTYPY.
MpegnoXuTe NpUeMreMble NPOEKTHbIE peLleHuns.
OnpeaenuTe cocTaB nonb3oBaTerniel U nepcoHana
cnyx6 obecnedeHnsa 6ezonacHoCTU, pacrnpeaeneHne
UX KOMMNETEHLUMK, PyHKLWIA, NpaB N OTBETCTBEHHOCTMU.

PaspaboTaTe cneuudukaummn TpebGoBaHMii K nogcu-
cTemaM U 6asoBbiM MTK UKT.

OnpeaenuTb NPUHLMMBLI KOOPANHALMN AESTENbHOCTU
pabounx rpynn WCNonHWUTeNen U pecypcoobecnede-
HWUS OBLYECMCTEMHOrO M YacTHBIX NpoekTos obecne-
4eHUs 6e30NacHOCTU NPeaNPUATUS

JlokanbHble CUCTeMbl MOHUTOPUHIA U
6e30nacHOCTU KItoYeBbIX 0OBLEKTOB
1 NpoLeccoB npegnpuaTus.

MHTerpupoBaHHele cUCTEMBI 00e-
creveHnst KoMnnekcHon GesonacHo-
CTU NpeanpusaTuS

Paspa6oTka corna-
LWeHWiA, pernameH-
TOB WU BHYTPEHHUX
CTaHf4apToB AeATenb-
HOCTU NpeanpuATUs
no obecneyeHuto

YTOMHUTL CUCTEMHbBIE Tpe6OBaHMF| K cpeacTtesam obe-
cnedeHnn 6e3onacHoCTU.

Onpegenutb o6WKe pernaMeHTbl B3aUMOAENCTBUA
cnyx6 obecnedveHns 6e3onacHOCTU NPeANPUATUS, oc-
HOBHLIX NoApasaeneHuii — enagenbues noTeHUUanb-
HO onacHbIX 06BLEKTOB U NPOLECCOB NPEANPUATUS, UX

Cornawennsa Ha OocHoBe 3akoHoAa-
TenbcTBa Poccuitickoin Pegepauu.

KOpI‘IOpaTMBHbIe cornalweHus.

PernameHTbl, Nnpoueaypbl 1 dopma-
Tbl 06MeHa AaHHBIMU.

cpeacTs obecneve-
Husi 6esonacHoOCTH

MpoTokonbl NepeaaYn AaHHbIX
BesonactocTyn BHYTPEHHUX U BHELUHUX KOHTPareHToB. P PeAam A
PaspabotaTb gokyMeHTo060pOT cnyx6 obecneveHus
6e3sonacHocTn
MpoekTupoBaHue BeINonHUTL aHanua npoLeccoB U cpedcTB obecnede- | PaspaboTka (3akynka) sokanbHbIX
(npuobpetexue) HUA 6e30MacHOCTM KITIOYEBLIX MPOLECCOB NPeanpu- | cucTem.

ATNUA.

PaspaboTtaTb yHKLUMOHanNbHLIE W MaTeMaTudeckue
mopenu npoueccos obecneveHus 6e3onacHoCcTu.

MoproToBUTL BapUaHThl MPOEKTHLIX peLleHnit No Bbl-
6opy CpefCTB OpraHM3aLWUOHHOro, METOAWYECKOrO,
TEXHUYECKOTO U MPOrpaMMHOro o6ecneveHus.

BbINonHUTE aHanma TexXHUYECKUX MpPepnoXeHnin K
MPOBECTU UX TECTUPOBaHUE HAa COBMECTUMOCTb C 3KC-
nnyaTupyemelMu (HacrneayemelMu) LENeBbIMA aBTo-
MaTU3NPOBaHHBIMU CUCTEMAMU NPEANPUATUS.

AKTyanusauus ¥ npUMeHeHue ycrno-
BUW AEWCTBYIOWMX CTaHJapToB U TU-
NOBbIX NPOEKTHLIX 