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HAUMOHANBbHBIN CTAHOAPT POCCUNCKON ®EREPALUMN

UHdopmaLMOHHbIE TEXHONOIMKU

TENEKOMMYHUKALMU N OBMEH MH®OPMALIMEN MEXXQY CUCTEMAMM
BesonacHocTb NFC
YacTtb 1
Cnyx6b1 u npotokon 6esonacHocTu NFC-SEC NFCIP-1

Information technology.
Telecommunications and information exchange between systems. NFC Security.
Part 1. NFC-SEC NFCIP-1 security services and protocol

Data BBepeHna — 2016—11—01

1 O6nacTb npyuMeHeHus

Hacroswuin craHgapt onpegenset cnyx6bl NFC-SEC 3awmuieHHbili kaHan u COBMECTHO
MCNonb3yeMblii cekpeTHbin kmtod ana NFCIP-1, a Takke npotokon u Buasl PDU ans gaHHbIX Criyxo.

MpumevaHuns

1 NFC-SEC npepHa3Ha4eH UCKIoYUTeNbHO ANst NpoTokona obmeHa fgaHHsiMm MCO/MOBK 18092.

2 HacTosAwumii cTaHAapT He 3aTparMBaeT KOHKPETHBIX MEXaHU3MOB 3aLLUThI MPUIIOKEHUS (YTO 0BbIYHO Heobxoau-
MO ANS CLeHapWeB UCMonNb30BaHUs, CBA3AHHBIX CO CMapT-kapTaMu, U cTaHAapTuaupoBaHo B cepusix MCO/M3K 7816).
NFC-SEC MOXeT AOMONMHATL KOHKPETHBIE MEXaHN3Mbl 3aLUThl NPUNOXEHUH, onpeaerneHHbie B UCO/MOK 7816.

2 CooTtBeTCcTBME

CoBmecTUMbIE peanu3auuv UCNOMb3YIOT MEexaHu3mbl 3awuTbl B KpunTorpaduyeckoin yactm NFC-
SEC, koTopas onpegensieT BbiOpaHHbii PID ¢ nomowpto ogHon unu Gonee cnyxD, onpeaeneHHbiIX B
HacTosLLeM cTaHgapTe.

CoBsmecTuMble peanusauum, ucnonb3yiowme npotokon NFCIP-1, AomkHbI Talke COOTBETCTBOBATH
TpeboBaHMsAM NpuUnoxeHus B.

3 HopMaTuBHbI€ CCLINKU

B HacTosILEM CTaHAapTe MCMONb30BaHbl HOPMATUBHBIE CCbISIKM HA crneayiowme CTaHaapThbl:

MCO/M3IK 7498-1:1994 MHpopMaLMOHHbIE TEXHOMOMU. B3auMocBa3b OTKPLITLIX cucTem. Basosas
aranoHHas mopenb. Yactb 1. basosasa mopenb (ISO/IEC 7498-1:1994, Information technology — Open
Systems Interconnection — Basic Reference Model: The Basic Model)

NCO/M3IK 7498-2:1989 MHpopMmaLmOHHbIEe TexHONMOMMU. B3auMocBa3b OTKPbITLIX cucTem. Basosas
aTanoHHas mogenb. Yactb 2. ApxutekTypa 3awmTbl uHdopMmauummu (ISO 7498-2:1989, Information processing
systems — Open Systems Interconnection — Basic Reference Model — Part 2: Security Architecture)

MCO/M3K 10731:1994 UHdopmaLMOHHBbIE TEXHONOrMK. B3aumocBAsb OTKPbITLIX cuctem. Basosas
aTanoHHaa moaens. YcnosHoe o6o3HaveHue ana ycnyr BOC (ISO/IEC 10731:1994, Information technology
— Open Systems Interconnection — Basic Reference Model — Conventions for the definition of OSI
services)

MUCO/M3K 11770-1:1996 WHdopmaLuoHHble TexHomnoruu. Metoabl oGecneqeHuss 6e30nNacHOCTMU.
Ynpasnenune kniovamu 3awmtbl. Yactb 1. Crpykrypa (ISO/IEC 11770-1:1996, Information technology —
Security techniques — Key management — Part 1: Framework)

UCO/M3K 13157-2:2010 WMHDOPMALMOHHBIE TEXHOMOTMWU. TENEeKOMMyHMKauuun u  obmeH
nHdopmaumen mexay cucremamu. besonacHocte NFC. Yactb 2. Kpuntorpacuyeckun crangapt ana NFC-
SEC ¢ wucnonb3oBanmem ECDH u AES [ISO/IEC 13157-2:2010, Information technology —
Telecommunications and information exchange between systems — NFC Security — Part 2: NFC-SEC
cryptography standard using ECDH and AES (also published by ECMA as Standard ECMA-386)]

MCO/M3K 18092:2004 UHhOpMALMOHHbIE TEXHONOTMK. TenekoMMyHUKaumn u obmeH nHdopmaumen
Mexay cucremamun. Mutepdenc n npotokon ceasm ana 6nmxHero nons-1 (NFCIP-1) [ISO/IEC 18092:2004,
Information technology — Telecommunications and information exchange between systems — Near Field
Communication — Interface and Protocol (NFCIP-1) (also published by ECMA as Standard ECMA-340)]

N3pnaHune ocpuumnanbHoe
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4 TepMUHBbI U onpeaerneHus

B HacTosiLlem cTaHAapTe NPMMEHEeHb! CrieayoLmne TePMUHbI C COOTBETCTBYIOLLMMI ONpeaeneHUsiMI:

4.1 coeguHeHue (connection): (N)-coegnHeHue, onpeaeneHHoe B UICO/MOK 7498-1.

4.2 nornveckuit 06bekT (entity): (N)-norndeckuin o6bekT, onpeaeneHHoiin B UCO/MIK 7498-1.

4.3 kmoy cBA3n (link key): CekpeTHbI KoY, 3almMLaloWMin KOMMYHUKALKUK Yepe3 3alUMLLIEeHHbI
KaHarn.

4.4 nonb3oBartenb NFC-SEC (NFC-SEC User): O6bekT, ucnonb3aytowmin cnyxoy NFC-SEC.

4.5 npoTtokon (protocol): (N)-npotokon, onpeaeneHHbln B UCO/M3IK 7498-1.

4.6 nonyvarenb (Recipient): NFC-SEC-06bekT, KoTopbIii nony4aet ACT_REQ.

4.7 3awmueHHbIA KaHan (secure channel): 3awuwieHHoe NFC-SEC-coeanHeHue.

4.8 otnpaButensb (Sender): NFC-SEC-06beKT, KoTopbli oTnpaensetr ACT_REQ.

4.9 ycnyra (service): (N)-ycnyra, onpegeneHHas 8 UICO/MO3K 7498-1.

4.10 coOBMEeCTHO uCnosnb3yeMblil ceKpeTHbIN KoY (shared secret): CekpeTHbIii koY, COBMECTHO
UCMONb3YyEMbIii ABYMSA paBHOMNpPaBHbIMK nons3osatensMm NFC-SEC.

5 CornaweHunsi U 0603HavYeHus

B HacToOsiLleM CTaHAapTe NPUMEHEHbI CMEAYIOLME COrMalleHnss n 0603HaYEeHUs, eCNN HE yKa3aHO
MHOE.

5.1 NpencTasnenue yucen

- BykBbl U UMPLI B KpYrAbix ckobkax npeacTaBnaloT coboii uucna B LIECTHAALATEPUYHON CUCTEME
cYMCneHus.

- YcraHoska 6utos o603Havaerca HYNEM unu EQVHULIEN.

- Yucna B ABOWYHOI CUCTEME CHMCIIEHUA M OUTOBLIE KOMOMHALMKM NMPEeACTaBNEHbI CTPOKaMU, COCTOS-
wumu m3 umcbp 0 u 1, co cTtapwmum 6UToM crnesa. BHYTpM Takux CTPOK MOXET MCNONbL30BaTLCH 3HaK X C Le-
NblO yKa3aTb, YTO YCTAHOBKA BuTa He ykazaHa BHYTPU CTPOKM.

- B okteTax Isb — 6ut nog Homepom 1, msb— 6ut nog Homepom 8.

5.2 HasBaHuA

Ha3sBaHus 6a30BbIX 3NEMEHTOB, HANPUMEeP KOHKPETHbIX 0B6NacTen, NULLYTCA C MPONMUCHON HAaYanbHOM
GYKBbI.

6 CokpauweHust

B HacTosiLleM cTaHaapTe NPUMEHEHbI CREAYIOLLNE COKPALLIEHUSA:

ACT_REQ — Activation Request PDU (PDU-3anpoc Ha akTuBaumio).

ACT_RES — Activation Response PDU (PDU-peakuus Ha akTusaumio).

ENC — Encrypted Packet PDU (PDU-3awwmdpoBaHHbIN NaKeT).

ERROR — Error PDU (PDU c¢ owwm6koi).

Isb — least significant bit (Mnagwmii 6ur).

LSB — Least Significant Byte (mnagwmii 6aiT).

msb — most significant bit (cTapLumit 6uT).

MSB — Most Significant Byte (ctapuui 6aiT).

MSG — MesSaGe code (kog coo6LIeHuUs).

PCl — Protocol Control Information (npotokonbHasa ynpasnsowas uHdgopmaumsa) (cm. MCO/MIK
7498-1).

PDU — Protocol Data Unit (npoTokonbHbIN 610k gaHHbIX) (cM. MCO/M3K 7498-1).

PID — Protocol Identifier (ngeHTUpukaTop npotokona).

RFU — Reserved for Future Use (3ape3epBupoBaHO Ansi UCMONb30BaHus B Oyayuiem).

SCH — Secure Channel service (cnyx6a 3awmLeHHbIi kaHarn).

SDL — Specification and Description Language (A3bik cneuudukauuin u onucaHuin) (onpeaeneHHbIn s
MC3-T Z.100).

SDU — Service Data Unit (cepBucHbIi 6nok aaHHbIX) (cM. MCO/M3IK 7498-1).

SEP — Secure Exchange Protocol (npoTokon 6e3onacHoro o6meHa).

SN — Sequence Number (nopaakoBbIii HOMEP).

SNV — SN variable (nepemeHHasa SN).

SSE — Shared Secret Service (cny>x6a COBMECTHO UCNOMNb3YEMbIl CEKPETHBIN KIMOY).

SVC — SerVicE code (kog cnyx6bi).

TMN — Terminate PDU (PDU «3aBepwuTby).

VFY_REQ — Verification Request PDU (PDU-3anpoc Ha BepudukaLuio).

VFY_RES — Verification Response PDU (PDU-oTBeT Ha Bepudukauumio).
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7 O6wme NoNoXeHns1

NFC-SEC, kak nokasaHo Ha pucyHke 1, ucnonb3yeT 3aTasioHHy0 Mogesns BOC, onpeaeneHHywo B
NCO/M3K 7498-1.

PucyHok 1- Apxutektypa NFC-SEC

Monb3oBatenn NFC-SEC Bbi3biBalOT 1 nosyyaloT gocTtyn k cnyxx6am NFC-SEC uyepe3 Touku goctyna
K cnyxbam NFC-SEC (NFC-SEC-SAP, NFC-SEC Service Access Point). O6bektel NFC-SEC nonydatoT
NFC-SEC-SDU  (3anpocbl) oT nonb3osateneii NFC-SEC wu Bosgpawatwot uMm NFC-SEC-SDU
(nogTBEpPXAEHMS).

HacToawmin ctaHgapT onpegenseT cnyx6y 3auwumuieHHbln kaHan (SCH) un cnyx6y CoBMecTHO
MCMoMb3yeMblli CeKpeTHbIn Koy (SSE).

[Onsa npepoctaBnenmnsa cnyx6 NFC-SEC o6bektbl NFC-SEC BHYyTpM OLHOIO ypPOBHA OOMEHMBakTCHA
NFC-SEC-PDU B cooTBeTcTBMU ¢ NnpoTokonom NFC-SEC nocpeactsom NFC-SEC-coeguHeHUiA.

O6bekTbl NFC-SEC BHYyTpY O4HOrO YPOBHS KOMMYHUUMPYIOT APYr C APYrOM NOCPeACcTBOM MOJyYeHUs
[octyna K cnyx6e nepegaun gaHHbix NFCIP-1 uyepes3 Touku goctyna k cnyx6am NFCIP-1 (NFCIP-1-SAP,
NFCIP-1 Service Access Point), otnpaBnas u nonyyasa NFC-SEC-PDU. NFC-SEC-PDU coctout w13
NPOTOKO/bHOW ynpaenstoLei nHcopmaumm NFC-SEC (NFC-SEC-PCI) n ogHoro NFC-SEC-SDU.

8 Cnyxo6bl

JaHHblil pasgen onpegenseT ase cnyx6ol SSE n SCH, kotopble NFC-SEC npepocTtaBnseTt
nonb3oBatento NFC-SEC. [aHHble cnyx6bl N03BONAKT oOpraHuM3oBatb nosib3oBatenam NFC-SEC
Kpuntorpadomueckn 3alluuleHHY nepejadvy Coo6lWeHnA Mexay ob6bekTamy BHYTPU OOHOrM0  YPOBHS
nocpeAcTBOM MPOTOKO/A, ONUCaHHOro B pasgesne 9.

COBMECTHO WCMNOJIb3yEMbIE CEKPETHbIE KUK, CO3[aHHble Ccnyx6amu, onpeneneHHbIMU Huxe,
OOJ/DKHBI BbITb KpUNTOrpadnyeckn He3aBUCUMbIMU OT SI0GbIX COBMECTHO MCMNO/b3YEMbIX CEKPETHbIX Klouen,
CO3[aHHbIX 3apaHee Wi BNOCIeACTBUN.

8.1 Cnyx6a COBMECTHO MCMNO/1b3yeMbI CEKPETHbIN K/itou (SSE)

Cnyx6a SSE ycTtaHaBnnBaeT COBMECTHO WCMOJb3YeMblii CEKPeTHbI KoY  Mexay ABYMA
paBHonpaBHbIMU Monb3oBaTensamm NFC-SEC, KOTOpPbIA OHX MOTYT MCNOJIb30BaTh MO CBOEMY YCMOTPEHMUIO.

Mpu BbI30BE SSE A0/KEH YCTaHaB/IMBaTbCA COBMECTHO UCMO/Ib3yeMblli CEKPETHBINA KoY C NOMOLL b0
MEeXaHU3MOB COrflalleHnss 0 K4vax v MOATBEPXAEHMUS K/OYeid, cornacHo kpuntorpachmyeckoli yactn NFC-
SEC, koTopas onpegenset PID.

8.2 Cnyx6a 3alnueHHbI kaHan (SCH)
Cnyxba SCH obecneunBaeT 3aLMLLEHHbI KaHa.



FOCT P UICO/M3K 13157-1—2015

Mpu BbizoBe SCH pomkeH ycTaHaBNUBATLCA KMOY CBAA3UM MyTEM HACNeAoBaHUsi OT COBMECTHO
MCNONb3YeMOro CEeKPEeTHOro Kmo4va, C NOMOLLbID MEXaHU3MOB COrMaLUeHUsA O KMovax U NoATBEpPXOeHUs
KJ'IIO‘-IeVI, n BnocneacTtsun OH AOJDKeH 3auwuuiatb BCeé KOMMYHUKaLMn B niobom HanpasneHUun BHYTPWU KaHana
cornacHo kpuntorpaduyeckon yactu NFC-SEC, kotopas onpeaensiet PID.

9 MexaHM3MbI NPOTOKOMNOB

Mpotokon NFC-SEC Bkmouaer B cebGa cneayiowme MexaHuambl. PucyHok 2 onpeaensieT
nocneaoBaTernbHOCTb MEXaHU3MOB NMPOTOKONA.

9.1 CornaweHue o Knrwyax

O6bektbl NFC-SEC BHYTPU OAHOr0 YPOBHS [AOJDKHbI YCTAHABMIMBATb COBMECTHO MCMOJSb3yeMbii
CekpeTHbIl kmiod, ucnonbdya ACT_REQ u ACT_RES, cornacHo kpuntorpadmyeckon vactmu NFC-SEC,
KkoTtopas onpegenset PID.

9.2 NogTBepXxaeHUe KIYven

O6bektbl NFC-SEC BHYTpM OAHOTO YPOBHSI AOMKHbI BEPUPMUUPOBATL COrMacoBaHHbLIA UMM
COBMECTHO UCMONb3yeMbli CEeKpeTHbi  kmiod, ucnonb3yd VFY_REQ wu VFY_RES, cornacHo
kpunTorpacuueckon yactu NFC-SEC, kotopas onpeaensiet PID.

9.3 3amuta PDU

Sauwmra PDU siBnsieTcst MEXaHU3MOM TONbKO cnyObl SCH.

O6bekTbl NFC-SEC BHYTPU OAHOIO YpPOBHSI AOIKHbI 3awmwaTte o6MeH AaHHbIMM, ucnonb3ysa ENC,
cornacHo kpunrorpaduueckon 4actu NFC-SEC, kotopas onpeaenseT PID.

[aHHbIN MexaHusM [OIDKeH Bkmoyatb B ceba oauH wunu Gonee w3 CneayloLux NyHKTOB,
onpeaerieHHbIX B COOTBETCTBYIOLLEM cTaHaapTe wudposaHua NFC-SEC:

- LIENOCTHOCTb NOCNeA0BaTeNbHOCTH, COOTBETCTBYIOLAA TpeGoBaHuam 12.3;

- KOHUAEHUNANBHOCTD;

- LIENOCTHOCTb AaHHBIX;

- ayTeHTUdUKaLma UCTOYHMKA.

9.4 3aBeplweHune
O6bekTbl NFC-SEC BHYTpU 04HOrO YPOBHA A0MKHbI 3aBepwmntb SSE u SCH, ucnonssya TMN. Nocne
ocoboxaeHns unu aecenekumn NFCIP-1 unu koraga NFCIP-1-ycTpoicTBO BbIKNIOYEHO, ak3emnnapsl SSE n

SCH pomkHbl 6bITh 3aBepLueHbl. MNocne nepexoaa B cocroaHne HE 3AHATO (IDLE), csasaHHble ¢ AaHHOM
onepauueil, COBMECTHO UCNONb3YEMbIi CEKPETHBIN KMIOY U KIKOY CBA3W AOIDKHbI OblITb YHUUTOXEHDI.
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PucyHok 2 - O6o6uieHHas 6nok-cxema cnyx6 NFC-SEC
10 CocTOoAHMSA M NOACOCTOAHUA

Moaynb npotokona NFC-SEC B npunoxeHun A ykasbiBaeT nepexoabl COCTOAHUA AN COCTOAHUA U
nogcoctossHuii B Tabnuye 1.

Ta6nuya 1- CocTosiHMe

CocrosiHue OnucaHue

He 3aHaTO (ldle) NFC-SEC HaxoguTcs B TOTOBHOCTM 3anyCTUTb HOBYK CAyXO6y no 3anpocy nonb3oBaTens
NFC-SEC wnu o6bekta NFC-SEC BHYTPU OAHOI0 YPOBHSA

Bbi6op (Select) NFC-SEC Haxoautcsa B oxugaHun ACT RES

YcTtaHoBNeHO Cnyx6a NFC-SEC 3anpoweHa. [laHHOe COCTOSlHWE COLEepXuUT ABa NoACOCTOAHMA. B nopco-

(Established) ctosHun Established_Sender oxupgaetca VFY_RES. B nopcoctosiHun Establi-shed_Recipient
oxungaetca VFY REQ

MoaTBepxaeHo Cnyxb6a NFC-SEC ycTtaHoBneHa. [laHHOe COCTOsiHME COAepXuT ABa nojcocTosHusA. B nopg-

(Confirmed) coctosHun Confirmed_SSE CcOBMeCTHO MCMNOMb3yeMblii CEKPETHbIA K4 FOTOB AN MOy-

yeHusi. B nogcoctosHum Confirmed SCH 3awuuieHHblIi 06MeH gaHHbIMU TOTOB
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11 NFC-SEC-PDU

NFC-SEC-PDU pomkHbl nepepaBatecs B PDU «3awumwieHHble aaHHele» NFCIP-1 DEP (Data
Exchange Protocol, npotokon obMeHa agaHHeiMu), nomewyas 6ant SEP B Gant 0 13 nocneaoBatenbHOCTU
0anToB TPaHCNOPTHLIX AaHHbIX DEP. BaiTbl TpaHCMOPTHLIX AaHHbIX DEP J0omKHBI coaepaTb POBHO OAWH
NFC-SEC-PDU.

Ctpyktypa NFC-SEC-PDU ykasaHa Ha pucyHke 3.

SEP | PID | NFC-SEC Payload |

PucyHok 3 — Ctpyktypa NFC-SEC-PDU

Tabnuua 2 onpegensiet nona NFC-SEC-PDU kak obsizatenbHble (m, mandatory), sanpeLieHHble (p,
prohibited) unu ycnosHbie (¢, conditional). YcnoBHocCTb (€) onpeaensercs ganee s 11.3.

Tabnwuuya 2-ons NFC-SEC-PDU

NFC-SEC-PDU SEP PID NFC-SEC Payload
ACT_REQ m m c
ACT_RES m P c
VFY_REQ m P c
VFY_RES m P c

ENC m p c
TMN m P p
ERROR m P c

11.1 NMpoTokon 6e3onacHoro o6meHa (SEP)

OpHobaitoBoe none npotokona 6esonacHoro oomeHa (SEP) onpegensieTcs cneaylolmm 06pasom:

- 3HaveHune 00b B SVC ykasbiBaeT Ha 10, uTo PDU aBnsietcs yactblo SSE-06meHa. 3HadyeHue 01b B
SVC ykasbIBaeT Ha 10, uto PDU siBnsetcsa Yyactoio SCH-06meHa.

- Kog MSG wugentuduumpyet tun PDU, kak onpeaeneHo B Tabnuue 3. Bce MHble koabl ABNAIOTCA
RFU.

- Butel RFU gomxHbl GbiTh yCTaHOBMEHbI B 3Ha4eHne HYJIb. Monyyatenu aomkHbl oTKNoHATL PDUc
6utamu RFU, yctaHoBneHHbIMU B 3Ha4eHne EQVHULIA.

PucyHok 4 onpegensiet npucsoeHme GUTOB.
msb Isb

Bit 8 Bit 7 Bit 6 | Bit 5 Bit 4 Bit 3 Bit 2 Bit 1
RFU SvC MSG

PucyHok 4 — Mpucsoenue 6utos B SEP
Tabnuya 3 —Tunsl PDU n ux MSG-koabl

Kon HassaHue Onucaxune

0000 ACT_REQ 3anpoc Ha akTuBaLuIo Ans 3anpoca HoBOW CrnyXobl

0001 ACT_RES Peakuus Ha akTuBayuio Ans NpUHATUA 3anpoca cnyxobl

0010 VFY_REQ 3anpoc Ha BepuduKauuMio ANA NpefOCTaBNEHUS Ha NPOBEPKY KOHT-
POfbHBLIX 3HAaY€HWA COBMECTHO MCMOSb3YeMOro CEKpPEeTHOro Krroua
oTnpaBuTens

0011 VFY_RES OTBeT Ha BepuduKauuilo ANs NpPefoCTaBlEHUss Ha MNPOBEPKY KOHT-
POSBHLIX 3HA4YEeHWIH COBMECTHO UCMOSB3YEMOrO CEKpPETHOro Krto4ya no-
nyyatens

0100 ENC 3almdpoBaHHbIi NakeT AN 3ayLleHHOro o6MeHa AaHHBIMK

0110 TMN 3anpoc Ha 3aBeplUeHUe A5 3aBEPLUEHUSA CyXObl

1111 ERROR Owwmbka, MHAUKaLMA OLLINGKK

[Opyroit RFU

11.2 Upentudukarop nporokona (PID)

Kaxxpaa  kpuntorpadmueckas 4acte NFC-SEC  Hacroswero  craHgapra  onpeaenser
COOTBETCTBYIOLLMI 8-OuTHBIN PID, KOTOpbLIN BKNoyaeTcs Tonbko B ACT_REQ.

11.3 Nonesxasa Harpy3ka NFC-SEC
TMN PDU He pomkeH cogepxatb nons NonesHas Harpyska NFC-SEC. MNone MNonesHas Harpyska
NFC-SEC omkHO COCTOSITb U3 Liernoro Yyucna okretoB. Ero ucnonb3osaine 8 ERROR PDU onpeaeneHo B

6
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COOTBETCTBYKOLLUEM nogpasaene HUXxe. Ero UCNonb3oBaHWe, CTPyKTypa U KoanpoBaHne BO BCeX OCTallbHbIX
PDU onpeaeneHsbl B kpuntorpadudeckoi yactu NFC-SEC, kotopas onpegenset PID.

11.4 3aBepwutb (TMN)
TMNPDU coctouT Tonbko u3 nons SEP, kak ykaszaHo B Tabnuue 2.
11.5 Owunobka (ERROR)

ERROR PDU HauuHaeTcsa ¢ nonsa SEP, u ecnu B HEM coaepxuTca none3Has Harpyska, To AaHHas
nonesHas Harpyska AoJSKHa CoAepaTb OKTETHYH CTPOKY, 3aBEepLUAIoLLYIOCS HYNeBbiM CUMBOSIOM B rone
MonesHas Harpyska NFC-SEC.

12 MpoToKonbHbIE NpaBuna
Hactoswuin pasgen onpegensiet npasuna ansa npotokona NFC-SEC.
12.1 OWwKOKKN NPOTOKONIA U OWNGKU CIYXKO

- Mpu nonyyenun PDU o6bektom NFC-SEC B COCTOSIHMM, KOT@a 9TO HE pa3speLleHO, OH AOIDKEH
0oTBETUTb ¢ nomowbio ERROR PDU.

- Mpu nonyyennn NFC-SEC-06bektoM PDU, KOTOpPbLIV OH HE NOAAEpXXUBAET MMM C HeAOMyCTUMbIM
COAEPXMMbIM, OMpPEeAEneHHbIM B COOTBETCTBYKOWEM craHaapte wudposaHua NFC-SEC, oH pomkeH
OTBETUTL C nomowbio ERROR PDU.

- MNpu nonyyeHun urm otnpasBke NFC-SEC-o06vbektoM ERROR PDU 0OH aomkeH yCTaHOBUTb
COCTOSIHWE MPOTOKOSA B KHE 3aHATOY.

- Mpu nonydeHun nnu ornpaske NFC-SEC-06bektom ERROR PDU oH gomkeH otnpaButb ERROR
SDU nonb3oearento NFC-SEC.

- Mpu nony4yeHnn SDU o6vektom NFC-SEC ¢ HegonyCTUMbIM COAEPXUMBIM UMW B COCTOSIHUM, KOraa
3TO HEe paspeLueHo, OH AO0IMKEH OTBETUTL C Nomowwbio ERROR SDU u He MeHATL COCTOSAHME.

12.2 NMpasuna B3aumMogenucTeusa

- Peanusauna NFC-SEC moxeT ycTaHasnusatb BepxHun npeaen anuHel NFC-SEC-SDU. 3anpochl
Ha nepecbInKy AaHHbIX, onpeaeneHHble B A.2, ¢ 6onee aAnuHHbIMUM SDU A0mMKHbI ObiTh OTKNOHEHBI.

- OanH NFC-SEC-PDU gomxeH coaepxatb poBHO oauH NFC-SEC-SDU.

- O6bektol NFC-SEC pomiHbl oTOpocuTb BCe nosTopsowmecs NFC-SEC-PDU, kak ykasaHo B
crneaywuiem nogpasaene.

12.3 LlenocTHOCTL NOCNeaoBaTeribHOCTHU

Crangaptbl wumdposaHuss NFC-SEC, obecneumnBaiolme LienoCcTHOCTb NOCNea0BaTeNbHOCTU, AOMMKHbI
onpeaensTe MEXaHW3M LENOCTHOCTU NOCNEeA0BATENbHOCTU B COOTBETCTBUM C HUXECNEAYIOLLMUM:

- Kaxkgblit 06bekt NFC-SEC gomkeH nogaepxueatb cBolo SNV.

- Mpu cosgaHun SCH nonyyartenb AOMKEeH uHUMumanuaupoBatb cBOW SNV C TeM e HavanbHbIM
3HayeHneM, 4yTo M SNV oTnpasuTens, kak yka3aHo B kpuntorpaduyeckon 4qactu NFC-SEC, kotopas
onpeaenset PID.

- KpunTorpaduueckas yacte NFC-SEC, koTopas onpeaensier PID, yka3biBaeT AuanasoH 3HAYEHUN
SNV.

- Cpasy nocne ornpaBku ENC obbekr NFC-SEC pomkeH yBenuuuTb ¢BOol0 SNV Ha 1 u 3atem
nomecTuTb ee B rnone SN.

- Mone SN pomkHO ObITb 3alULIEHO MexaHu3mMoMm 3awmTbl PDU, 4toGbl BHeceHue nio6Goro
U3MEHEHUsA MOrno ObiTb OBHAPYXKEHO.

- NMocne nonyyeHua ENC ob6bekt NFC-SEC pomkeH ussnedb none SN u CpaBHUTbL €ro €O CBOUM
3HayeHnem SNV. Ecnm SN pasHsetca SNV, To PDU He AOMKHO NPEeACTaBRSAITbCA HAa pPacCMOTPEHUe
nonb3osarento NFC-SEC, a gomkHo oTtbpacbiBaTtbCs, Nnpu 3T0M coctossHue u SNV [0mkHbl O0CTaBaTbCs
HEeN3MeHHbIMU, KaK ykasaHo B A.4.4.

- O6bekt NFC-SEC pgomkeH yBenuuutb cBoto SNV Ha 1.

CocrosiHue «coagepxumoe PDU gonyctumo?» B A.4.4 nomkHo ObiThb true, ecnu SN paBHsieTcst SNV, B
NnpoTUBHOM crny4ae — false.

MpumeyaHnue—Bcnyyae Hanuuna owmnbok LenocTHOCTU nocnegosaTenbHoctu NFC-SEC npepbiBaeT SCH
W YyBEJOMNSAET O AAHHOM MHUMAeHTe oboux paBHompasHbIX nonesoBaTene NFC-SEC. [anbHeiilune feilctBua —
BOCCTaHOBUTL SCH ¢ HOBbLIMU KItOYaMK MW NpepBaTh TPaH3aKLUWio — 3aBUCAT OT nonb3oBaTeneilt NFC-SEC.

12.4 KpunTtorpacduueckaa oopacoTka

Mepea otnpaskon u nocne nonyyenus PDU, otnuunbix ot TMN u ERROR, npoucxoaut
Kpuntorpaduyeckan obpaboTka, kak ykasaHo B kpuntorpaduyeckon yactu NFC-SEC, koTopas onpeaenseT
PID. Ecnun pesynbtar kpuntorpaduueckon oopabotkn Bxogswmx PDU sensetcs oTpuuatenbHbIM, TO
pewieHne «cogepxumoe PDU gonyctumo?y B npunoxeHuun A yaert false.
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MpunoxeHue A
(obaszarenbHoe)

Cneuudpukauua moayna nporokona

Moaynb npotokonna NFC-SEC B paHHOM nNpUioXeHuW onpegensieT nocnefoeaTensHocTs PDU  ana
ycTaHOBNeHMs 1 3aBeplieHns SSE, a Taioke AN yCTaHOBNEHUS, UCNONbL30BaHUS U 3aBeplueHust SCH.

B nononHeHne Moaynb npoTtokona onpefenseT, kakue PDU MoryT 6biTb OTNpaBrneHbl MK NoNyYeHbl B TEX Unn
WHBIX COCTOSHUSIX.

A.1 CumBonbl SDL

. NFC-SEC-PDU, nonyueHHblit oT 06bekta NFC-SEC BHYTpW 0HOr0 YPOBHSI, AOCTaBREHHLIH No-
BxooAwwA KanbHbIM 06bekToM NFCIP-1.

NFC-SEC-PDU

NFC-SEC-PDU, otnpaeneHHblit 06bekty NFC-SEC BHYTpU ofjHOro ypoBHS, nepefjiaHHbIil no-
A ORLLIWE kansHoMy o6bekty NFCIP-1.
NFC-SEC-FDU
NFC-SEC-PDU NFC-SEC-SDU, nony4eHHblli oT nonbsosaTens NFC-SEC, ¢ 3anpocoM Ha BbINONHEHWE AeiCT-
aT BuA o6bektom NFC-SEC.
NoNb3OEATENRA

NFC-SEC-SDU, nogaHHblil nonb3osaTtento NFC-SEC, nubo B oTBeT Ha npeabiayLumii 3anpoc,
NFC-SEC-FPDU nn6bo 4ns ykasaHusa cobbITus.
NONBIOBATENH
CocTosHMe. B cocToAHUM MOAYNb NMPOTOKONa oXKAaeT kakoe-nnbo cobuitne. CobbiTUNA, He npe-
COCTORMME LYCMOTpPEHHbIE B CXeMaX, COCTaBMAT OWNGKM NpoToKona.

Pa3BeTBnstoweecs ycrosume B npowecce o6paboTku cobbITUIA.
Yenoewe

A.2 SDU-3anpochbl

SDU-sanpockl nogatotess nonbsosatenamMun NFC-SEC, sanpawwsarowmmu cnyxby NFC-SEC. MapameTpsl
npvBedeHbl B ckobkax. TpeboBaHWs K 3Ha4YEHWsIM NapaMeTpoB yKasaHbl B cTaHAapTax WwindgposaHns NFC-SEC.

MpumeyaHune— DakTUYeCKUi METOA peanusauun NPUMUTUBOB 3anNpocoB (HanpuUMep, BLI3OBOB MeTOLOB,
mexnpoueccHbix PDU) BLIXOAUT 3a paMKu HaCTOALLEro cTaHgapTa.

Bri3oB cnyx6bl 3anpoc Ha Bbl30B HOBOW cnyx6bl (TUn cnyx6sl, PID).

(Service Invocation)

MocnaTb AaHHblE 3anpoc Ha nepechrky AaHHbIX. PaspelleH Tonbko ans SCH (gaHHbie).

(Send Data)

UckaTb AaHHblE 3anpoc Ha NoUCK NoNyYeHHbIX AaHHbIX. Pa3pelleH Tonbko ana SCH.

(Retrieve Data)

UckaTb Kntod 3anpoc Ha MOUCK YCTaHOBEHHOrO COBMECTHO WCMONb3yEMOro CeKpeTHOro
(Retrieve Secret) kntova. PaspelueH Tonbko ans SSE.



3aBepwuTb
(Terminate)

A.3 SDU-noaTtBepxaeHus
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Banpoc Ha 3asepLueHue cnyxobl (Tun cnyxob).

SDU-nogTtBepaeHns npefocTaBnsiotes obbektamm NFC-SEC nonesoBatensm NFC-SEC. [MapameTpel
npmBeaeHbl B ckobkax. TpeboBaHUs K 3Ha4eHWAM NapameTpoB yKasaHbl B cTaHaapTax WidposaHns NFC-SEC.

MpuUMeYaHUe— DakTU4eCckUii METOL peanusaLv NPUMUTUBOB MOATBEPXKAEHUS (HanpuMmep, BbI30BOB
MeTof 0B, MexnpoLeccHbX PDU) BLIXOAUT 3a paMKi HACTOsILLero cTaHgapTa.

YcTaHoBneHo
(Established)
[aHHble oTrnpaBneHbl
(Data Sent)

[aHHble nmetotes
(Data Available)

BosBpaT AaHHbIX
(Return Data)

BosBpart Kknroya
(Return Secret)

3aBepLUeHo
(Terminated)
Owwnbka
(Error)

YKasbiBaeT Ha ycneLuHoe yCTaHoBMeHue cnyxobl (Tn cnyxobi).

YKasbiBaeT pesynbTaT 3anpoca Ha nepecbinky AaHHbiX (cTaTyc). [aHHbii
pesynbTaTt MOXeT ObiTb MONOXUTENBHLIM UMM OTpULATENBHBLIM, NOCNEAHMII — 3a
CHET OLUNGBKU Nepechinku Unu HeroToBHocTH obbekTa NFC-SEC Kk oTnpaBke.

YkasbiBaeT nonyyYeHne AaHHbIX.

OTBeT Ha 3anpoc noucka AaHHbIX (JaHHble).

OTBeT Ha 3anpoc Mnoucka CEeKPeTHOro Knkva (COBMECTHO WCMONb3yeMblit
CEKPETHbLIW KIHoY).

Yka3blBaeT Nonb3oBaTesnio Ha 3aBepLueHue cnyxobl (Tun cnyxobl).

Yka3blBaeT Ha owubKy npu obpaboTke 3anpoca unu PDU nu6o Ha kakyto-nu6o

Apyryto owmbky. B napameTpax MOryT oTpaxaTbCA NpUYMHA W AeTanu olumbku
(aeTtanu).
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A.4 inarpammbl SDL
A.4.1 CocTosiHME «He 3aHATO»
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He 3aHMTO

Na

Na
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A.4.2 CocTosHue «Bbi6op»
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A.4.3 CocTosiHNE «YCTaHOBNEHO»
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A.4.4 CocTosAaHne «lNoaTBEpPXKOEHO»
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MpunoxexHue B
(oBsasaTtenbHoe)

JononHutenbHble Tpe6oBaHUA Npu ucnonb3osaHun NFC-SEC ¢ UCO/M3K 18092 (NFCIP-1)

Mpu ncnonb3oBaHun HacTosWwero craHgapta ¢ peanusauyuamm MCO/MOK 18092 npumensiioTes cnepyowue
fononHutenbHble TpeboBaHus.
HaHHble fononHuTeneHble TpeboBaHus, nanoxeHHele B B.4, kacatoTcs crnefyrolmx yHKLUA:

B.1 Metopn 3aaeneHus NFCIP-1-ycTpoiictBamu nogaepxku NFC-SEC

MHuuuaTtop 3aasnseT o ceoelt nogaepxke NFC-SECc nomoLysto nona SECi 8 ATR_REQ.
Llenb 3asBnseT o ceoeit nogaepxke NFC-SEC ¢ nomouysto nona SECt B ATR_RES.
Ons onpepeneHus nonet SECi n SECt cm. B.4.

B.2 BBegeHue 3awmweHHoro PDU

HdononHuTtenbHble 3awmuieHHsle PDU ncnonb3aytotea B NpoTokorne o6MeHa faHHbIMU, Kak onpegeneHo B B.4.
B.3 PacwumpeHue npasun Hymepauun PDU ana sawmuweHHoro PDU

BauuieHHsle PDU BktoveHbl B Npasuna Hymepauuu PDU, kak onpegeneHo B B.4.

B.4 NMonpaBku NFCIP-1

Cnepytoye nonpaskn JokHel NpumeHsTees kK MCO/M3BK 18092.

BameHumb 6 12.5.1.1.1 onpedenerue 6uma 7 PPi cnedyouum:
«
- 6ut 7. SECI. MnnymnaTop ponxeH yctaHasnusatb SECI B 3HaveHne EOVHNLIA, ecnu oH nopaepxusaeT NFC-SEC;
HYJIb o3HavaeT oTcyTCTBUE NOAAEPKKNA
»

Bamenumb 6 12.5.1.2.1 onpedenerue 6uma 7 PPt cnedyrouwjum:
«
- 6uT 7: SECt. Llenb gomxHa ycTaHaBnueaTte SECt B 3Hauenne EQNHULIA, ecnu ona nogaepxusaetr NFC-SEC; HYIb
03Ha4aeT OTCYTCTBUE ModdepXKu
»

3ameHumb e 12.6.1.1.1 onpedenerHue baiima 0: PFB u mabnuuy 24 cnedyrowum:
«
Baiit 0: PFB

Baiit PFB fomxeH cogepxaTb 6UTblI 4N KOHTPONS NepeAadn AaHHbLIX U BOCCTAHOBNEHUA nocne ownbku. Bait
PFB wcrnonb3yetcs Ans nepejaqn mHdopmauuu, HeobxogMMoi Ans KoHTpons 3a npoueccoM nepeaadqun. MpoTokon
obMeHa AaHHLIMK onpefenseT cneayolme 6asosble TUNLI PDU:

- UHdbopmaumoHHele PDU gns nepeaayn uHgpopMauuu Ha NnpuknagHoOM ypoBHE.

- 3awmueHHble PDU ansa nepefaydn 3awyeHHon nHdopmayuu.

- NogTeepxgatowme PDU ansa nepeaayn NONOXUTENbHBIX UMW OoTpULaTenbHbIX NoATBEpXAEHUA. MNoaTBepxaato-
Wmnin PDU HuKorga He cofepXuT none AaHHbIX. MNoaTBepXaeHUe KacaeTcs nocrnegHero nonyyYeHHoro 6noka.

- KoHtponbHele PDU ans obMeHa KOHTponbHOW WHdopmaumein mexay Uuuumatopom u Llensto. OnpegeneHsl
ABa TUMna KOHTPOmbHbIX PDU.

- Mpoanexua Taim-ayTa, cogepxalyue none AaHHbIX, ANUHOW B 1 BaiT.

- MpuBneveHne BHUMaHUS, He cofepXxallee NoNA AaHHbIX.

Koauposanue PFB, 3aBucsLlee oT ero Tuna, npusefeHo B Tabnuue B.3.

Tabnuya B.3 - Koguposanue 6utoB PFBc 7 no 5

But 7 Bbut 6 But 5 PFB
0 0 0 MHdopmaumoHHbliil PDU
0 0 1 BawmuieHHblii PDU
0 1 0 MoaTteepxagatowmin PDU
1 0 0 KoHTponbHbid PDU
OcTtanbHble ycTaHoBKM aBnstoTea RFU.

14
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»
Hobasumb & 12.6.1.1.1 onpedenerue 3auwuujeHHo2o PDU u dobasumb pucyHok B.3 cnedyrouum obpa3om:

«
Onpeaenenne 3awuweHHoro PDU:

bur7 But 6 But 5 But 4 But 3 burt 2 But 1 But 0
RFU RFU ONE Mi NAD DID PNI PNI

PucyHok B.3 — KoguposaHue oxpaHsemMbix PDU

- 6uT 7 1 6uT 6: RFU. MHMumMaTOop AOMmKeH ycTaHasnueaTth ux B 3HaveHune HYJb. Liens gormkHa urHopuposath UX.
- 6uT 5: JomxeH BbITk ycTaHoBNEH B 3HaueHne EJAMHULIA.
- 61T 4: BuT, ycTaHoBneHHbIN B 3HavyeHne EJJMUHULIA, nokasbiBaeT, YTO akTUBUpOBaHO popMUpOBaHUE LIENoYKW MHOMo-
KOMMOHEHTHON UHbopMaLuu.
- 6uT 3: BuT, ycTaHoBMeHHbI B 3HaveHne EAVMHULIA, nokasbiBaeT, 4to goctyneH NAD.
- 6uT 2: BUT, ycTaHoBMNeHHbI B 3Ha4eHne EAVMHULIA, nokasbiBaeT, 4To goctyneH DID.
- 61T 1 1 61T 0: MHbopmaLums o Homepe nakeTa PNI.
MHdpopmauus o Homepe nakeTta (PNI) nogcumTeiBaeT HOMep nakeTa, oTnpaeneHHoro oT Wuuuuatopa — Llenu, u
HaobopoT, HaunHas ¢ 0. JaHHble GaiiThl ucnoneayTea 4nA o6HapyxeHUs owmMbok B npoLiecce 06paboTku NPOTOKONOB.
»

BamerHumse 12.6.1.2 cnedyrowjum:
«

12.6.1.2 O6paboTka nHdopmaLum o Homepe PDU

12.6.1.2.1 Npasuna ana NHuyuaTopa

PNI VHnunaTtopa Ans kaxaoii Lienn AomkHa 6biTk ycTaHOBMEHa B UCXOfIHOE COCTOsiHME, cocTosilee u3 HYNEN.

Mpu npueme uWHbOPMaLIMOHHOrO, 3alyuieHHoro unu noaTteepxaatowero PDU ¢ paBHbIM 3HaveHuem PNI
WHnupaTop JormKeH MHKpEMEHTMpOoBaThL Tekyllee 3HadeHne PNI ons gaHnHoi Llenn nepen Heobs3aTenbHON oTnpaBkoi
HOBOrO Kagpa.

12.6.1.2.2 lNpasuna ans Lienu

PNI Lienu fomkHa 6bITb yCTaHOBEHa B MCXO[HOE COCTOAHME, cocTosilee us HYJTEN.

[Mpu npueme MHOPMaLUOHHOrO, 3aluLieHHoro unu nogreepxgatowero PDU ¢ paBHbiM 3HadeHueM PNI Liens
[OMXHa OTNPaBUTb CBOW OTBET C TaKUM Xe 3HaveHneM PNI v 3aTeM nHKpeMeHTupoBaTb 3Ha4eHue PNI.
»

SamerHumb 12.6.1.3.1 cnedyrouwum:
«

12.6.1.3.1 O6wue npaBuna

Mepeblit PDU gomxeH 6biTb 0TNpaBneH MHuuuaTopom.

Korga nHdopMaLumoHHbIA unu 3awyileHHelin PDU ykasbiBaeT, |YTo NpUHATO Gonblwe uHdgpopmauun, PDU gomkeH
ObITe NOATBEPXAEH NogTBepxAatowmuM PDU (ACK).

KoHTponeHele PDU ucnonb3ytoTess Tonbko B nape. KOHTPOMbHLIA 3anpoc AOMKEH BCerga cOMpOBOXAATLCA
KOHTpOrbHEIM OTBETOM.
»

BamerHumb 12.6.1.3.3 cnedyrowum:
«

12.6.1.3.3 Mpasuna gna Lienu

Llenu paspelueHo oTnpaBnsaTe KoHTponbHbIi PDU (RTO) BMecTo uHdopMayuoHHoro PDU.

Mpn npueme WHopMaLMoHHOro Wnu sawuiierHoro PDU, He copepxaliero popMUpoBaHWS LEMOYKU, 3TO
[OMXHO BbITb NOATBEPKAEHO MHPOPMALMOHHBIM UK 3aluLeHHBIM PDU.

Mpu npueme nogreepxgatowero PDU (NACK), ecnu 3HadeHue PNI paBHO 3HadeHuo PNI npepbigyliero
nocnanHoro PDU, npeablgywuiti 610k gosmkeH 6biTe NepeaaH 3aHoBO.

Mpw npueme owmboyHoro PDU Llenb He gormxHa oTBeYaTb U OMKHa 0CTaBaTbCA B TOM Xe COCTOSIHUM.

[Mpu npueme koHTponsbHoro PDU (npuBrnedeHun BHUMaHWA) Liens gonxkHa oTBETUTL OTNPaBKOW peaKLUu Ha KOHT-
ponbHelili PDU (npuBrneveHne BHUMaHUA).
»
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MpunoxeHue OA
(cnpaBo4Hoe)

CBefileHMA 0 COOTBETCTBUM CChIFIOYHbIX MeXAyHapoAHbIX CTaHOAPTOB
HaLUMOHanNbHLIM cTaHgapTam Poccuiickoint ®enepaumm

Tabnuya OA
O603Ha4YeHne CChINOYHOro c O603Ha4eHWe U HauMmeHoBaHue
TeneHb COOTBETCTBUA
MeXAyHapoJHOro ctaHaapTa COOTBETCTBYHOLEro HauuoHanbHoOro ctaHgapTa
NCO/MOK 7498-1:1994 IDT FOCT P UCO/M3IK 7498-1-99 «WNHpopma-

LUMOHHaA TexHonorns. B3auMocBA3b OTKPLITLIX
cucteM. BasoBas sTanoHHas mopenb. Yacte 1.
Ba3oBas Mogenb»

MCO/M3K 7498-2:1989 IDT FOCT P UCO 7498-2—99 «UNHdpopmaLmoHHasn
TexHonorua. Bsanmocsssb OTKPbITBIX CUCTEM. Ba-
30Bas 3TanoHHan mogenb. YacTb 2. ApxuTekTypa
3awWuTLl UHbopMaLUmny

MCO/M3IK 10731:1994 - *
MCO/M3IK 11770-1:1996 — *
MCO/M3IK 13157-2:2010 — *
MCO/M3K 18092:2004 - *

* CoOTBETCTBYIOLLUIA HALMOHaNbLHLIA CTaHAapT oTcyTcTByeT. [o ero yTBepXAEHUs peKoMeHAYeTCs UCMOoNb-
30BaTb NepeBofl Ha PYCCKUA A3bIK AAHHOrO MeXAyHapoAHOro craHaapta. [lepesoj JaHHOrO MeXAyHapoAHOro
cTaHaapTa HaxoauTca B defepansHOM UHPOPMALMOHHOM POHAE TEXHUHECKUX PernamMeHToB U CTaHAapTOB.

MpumMedyaHune—B HacToAWen Tabnuue MCMonb3oBaHo crieaylouwiee YCnoBHoe o603Ha4YeHne cTeneHu
COOTBETCTBUS CTAHAaPTOB:

- IDT — naeHTUYHblE CTaHAAPTLI.
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FOCT P UICO/M3K 13157-1—2015

YIOK 004.71:006.534 OKC 35.110

KntoueBble cnoBa: WMHMOPMALMOHHbIE TEXHONMOIUW, TernekoMMyHukauuu, obMeH wuHdopMauuen mexay

cuctemamu, 6esonacHocts, NFC, cnyxObl 6esonacHoctu NFC-SEC, npotokon 6esonacHoctu NFC-SEC,
NFC-SEC, NFCIP-1, koMMyHUKauus B BnivxHeM none

Pepaktop M.FO. CyxuHuHa
Koppexkrop .M. CmupHos
KomnetoTepHas BepcTka E.X. Mocyp
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