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BBepeHne

HacTtosiwuii ctaHgapT — oavH U3 cepymn CTaH4apTOB, OMUCKIBAIOLLUX MapamMeTpbl KApT Ha UHTerpanbHbIX
cxemMax U ux npumMmeHeHue anst obmeHa nHgpopmaumen.

[aHHble kapTbl NpeacTaBnsAOT cobolt naeHTUUKALMOHHBIE KapThl, NpeAHasHavYeHHble Anst obmeHa uHdop-
Mauuein Mexay BHELLHUM YCTPOWCTBOM U MHTErpansHoi cxemol kapThl. B xoae obMeHa kapTa noctagnseT uH-
cdopmaLumio (pe3ynbTaThl BbIMUCIEHUI, XpaHUMbIE daHHbIE) U (UN1) U3MEHSIET CBOE CoAEePXKUMOE (NamsTb 4aHHbIX,
NamATb COBLITUIA).

MaTtb ctangapToB us cepun UCO/M3K 7816 0THOCATCS K KapTam € ranbBaHUYECKUMU KOHTaKTamu, a TpU 13
HUX onpeaensitoT aNeKTpUudeckuin uHTepdeinc:

MCO/M3K 7816-1 — onpegenseT husndeckne xapakTepuUcTUKA KapT C KOHTaKTamu;

MCO/MIK 7816-2 — onpeaenseT pasmepbl ¥ pacronoXXeHe KOHTaKTOoB;

MCO/M3IK 7816-3 — onpepenseT sanekTpudeckuii MHTepdeirc n NpoToKobl Nepeaayn aAnst aCUHXPOHHBLIX
KapT;

MNCO/M3K 7816-10 — onpegenseT anekTpuyecknii MHTepdenc 1 oTBET Ha BOCCTAHOBIEHWE A5l CUHXPOH-
HbIX KapT;

NCO/M3K 7816-12 — onpenensieT anekTpudeckuin uHtepdeiic u pabouve npouegypbl ana USB
KapT.

Bce ocTanbHble cTaHAapThl HE 3aBUCAT OT TEXHONOMMK husndeckoro uHTepcenca. OHU NPUMEHAITCA K
KapTam, UMeoLLMM AOCTYM NPY MOMOLLA KOHTaKTOB W/UN paano4acToThl:

NCO/M3K 7816-4 — onpeaensieT opraH1saLyto, 3aLmTy U KoMaHabl Anst obmeHa nHopmaumeli;

NCO/M3K 7816-5 — onpegensieT perMcTpaLuio nposaiaepoB NpuknagHbIX NporpaMm;

MCO/M3K 7816-6 — onpeaensieT anNeMeHTbl AaHHbIX 411 MeXOoTpacneBoro obMmeHa;

NCO/M3K 7816-7 — onpegensieT koMaHabl A3blka CTPYKTYPUPOBAHHbLIX 3aNpoCcoB ANSA KapTbl;

NCO/M3K 7816-8 — onpeaenseT komaHabl, obecnevnBatoLLme onepaumm no sawmTe MHhopMauuu;

NCO/M3IK 7816-9 — onpeaensieT koMmaHabl ANs yNpaBneHs kKapTamu;

MCO/M3K 7816-11 — onpepnensiet BepudmKkaL Mo NMYHOCTN BMOMETPUHECKUMM METOAAMU;

NCO/M3K 7816-13 — onpegensieT komaHabl 4N yNpaeneHua NpUIoKEHWeM B MyNbTU-NPUKIAQHOM
cpege.

MCO/M3K 7816-15 — onpegenseT npunoxeHue ¢ kKpuntorpadguyeckon utdopmaumei.

MCO/M3K 10536 [13] onpeaenseT gocTyn Npy NOMOLLM noBepxHocTHoro aercTeus. MCO/M3IK 14443 [15]
n MICO/M3K 15693 [17] onpeaenstoT paguodacToTHbI AocTyn. Takue kapTbl U3BECTHbLI Talkoke Kak 6eCKOHTaKTHbIe
KapTbl.

NCO 1 M3K obpaLuatoT BHUMaHWe Ha 3asiBfeHne 0 TOM, YTO COOTBETCTBUE HACTOSALLEMY CTaHAAPTY MOXET
BKITHOYATb UCMOMb30BaHUE CeayoLLUX MAaTeHTOB U MHOCTPaHHbIX 3KBMBASIEHTOB:

JPN 2033906 Portable electronic device;

JPN 2557838 Integrated circuit card;

JPN 2537199 Integrated circuit card,;

JPN 2856393 Portable electronic device;

JPN 2137026 Portable electronic device;

JPN 2831660 Portable electronic device;

DE 198 55 596 Portable microprocessor-assisted data carrier that can be used with or without contacts.

NCO n M3K He 3aHMMAIOT HUKAKOW NO3ULIMM OTHOCUTESIbHO HaNUuus, AeNCTBUTENBHOCTU U obracTu npume-
HEeHWA AaHHbIX NAaTEHTHbLIX NPaB.

O6nagarenu AaHHLIX NaTEHTHbIX NpaBs 3aBepuny MCO 1 MOK, 4To oHM roToBbLI BECTU NEeperoBopbI C NpeTeH-
AeHTaMmu Co Bcero Mmpa o NpeAocTaBieHnn NIMLEH3UN Ha pa3yMHbIX U He HEAMCKPUMMWHALMOHHBIX YCITOBUSIX,
BKNOYaA cpoku. B cBsI3u ¢ 3TUM, yTBEpPXKAEHUE BNafenbUeB AaHHbIX NAaTEHTHLIX NpaB 3aperncTpuposaHo B UCO
1 M3K. UHpopmaLmio MOXHO NOMyyYnThb y criefyroLwmx KOMMaHWi:
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KoHTakThI

[aHHble nNaTeHTa

Toshiba Corporation

Intellectual Property Division 1-1,
Shibaura 1-Chome

Minato-ku, Tokyo

105-8001, Japan

JPN 2033906 (pata npuoputeta: 1986-02-18; gata onybnvkoBaHuWs:
1996-03-19),

FRA 8614996, KOR 44664

JPN 2557838 (pata npwuoputeta: 1986-02-18; para onybnukoBaHus:
1996-09-05),

FRA 8700343, GER 3700504, KOR 42243, USA 4841131

JPN 2537199 (pata npuoputeta: 1986-06-20; pata onybnukoBaHus:
1996-07-08),

FRA 8708646, FRA 8717770, USA 4833595, USA 4901276

JPN 2856393 (pata npwoputera: 1987-02-17; para onybnvkoBaHus:
1998-11-27),

FRA 8801887, KOR 43929, USA 4847803

JPN 2137026 (pata npwoputeta: 1987-02-20; pata onybnukoBaHus:
1998-06-26),

JPN 3054119, FRA 8802046, KOR 44393, USA 4891506

JPN 2831660 (pata npuoputeta: 1988-08-26; pata onybnukoBaHus:
1998-09-25),

FRA 8911249, KOR 106290, USA 4988855

Orga Kartensysteme Gmbh
Am Hoppenhof 33
D-33104 Paderborn
Germany

DE 198 55 596 (gata npuopuTeta: 1998-12-02; gata onybnukoBaHus:
2000-06-29)
Applications pending in Europe, Russia, Japan, China, USA, Brazil, Australia

MexayHapogaHbii ctaHgapT WCO/M3K 7816-4 noarotosneH noakomutetoM Ne 17 «KapTbl U naeHTUdm-
Kauus JIMYHOCTMU» COBMECTHOro TexHuveckoro kommteta Ne 1 MICO/M3K «MHdopMaLMoHHbIE TEXHONOTUNY

(ISO/IEC JTC 1/8C 17).
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HAUWOHANbHBIN CTAHOAPT POCCUUCKON OENEPALUMUM

KapTbl uaeHTU(UKaLMOHHBbIE
KAPTbl HA UHTEMPANbHbBIX CXEMAX
YacTtb 4

OpraHusauus, 3awuTa U1 KoMaHabl AnA o6MeHa

Identification cards. Integrated circuit cards. Part 4.
Organization, security and commands for interchange

Narta BBegeHnsa — 2015—01—01

1 O6nacTtb NpMMeHeHus

HacToswwui ctaHgapT yctaHaBnvMBaeT:

- coAepkaHue nap KomaHaa-oTBeT, NepeaaBaeMbIX MeXAy YyCTPOWCTBOM COMPSPKEHUS U KapToW;

- cpeficTBa M3BMNeYEHUs SNEMEHTOB AaHHbIX M MHPOPMALIMOHHBIX 06 LEKTOB U3 KApThI;

- CTPYKTYpbI U coaepXaHne 6ainToB NpeabICTOPUM Ans onucaHusa pabounx xapakTepucTuk KapT;

- CTPYKTYPbI 45 NPUIOXKEHWUIA 1 AaHHBIX B KapTe, NpocieXuBaemble Ha CTbike MeXay KapTon U YCTPONCTBOM
conpsbxeHmst Npy 06paboTke KoMaH;

- MeToabl AocTyna K dhaiinam 1 gaHHbIM, cogepxallMca B KapTe;

- apxuTekTypy 6esonacHocTu, onpedensiowyto npaea goctyna K hannam n gaHHbIM, cogepxalummcs B
KapTe;

- cpeAcTea U MexaHW3Mbl 4ns naeHTudmkaLmm n cnocoboB agpecauny NPUNOXKEHUA, cogepKallmxcs B
KapTe;

- MeToabl 6esonacHoro obmeHa coobLLEHUAMU;

- MeToAbl 4OCTYNa K anroputMam, obpabaTbiBaeMbIM KapToi (MCKIToUasi onucaHne cammx anropuTMoB);

CraHgapT He pacnpocTpaHsieTcst Ha peanvaaumnio obmeHa AaHHLIMA BHYTPU KapThl UM BHELUHEO YCTPOW-
cTBa.

HacTosimii cTaHaapT He 3aBUCUT OT TEXHOMOTMK conamdeckoro conpsikeHusl. OH NpuMeHsieTcs K kapTam,
MMetoLMM JOCTYN MpY MOMOLUM OAHOTO UMM HECKOMBKUX CNeaylolwmnx MeToA0B: KOHTAKTOB, MOBEPXHOCTHOIO
AeNCTBUA U pafMo YacToThl.

2 HopmaTuBHbLIE CCbIFIKM

B HacTosLem cTaHgapTe MCNonb30oBaHbl CChINKW Ha criegylolue cTaHaapThl. [ns 4aTpoBaHHbIX CCbINOK
cnegyerT UCMofb3oBaTh TOMLKO YKasaHHOe nsaaHve, Ans HeAaTUpoBaHHbIX CCbITOK crieayeT Ucnonb3osaTh Noc-
negHee n3gaHve ykazaHHOro AOKyMeHTa, BKITHoUas BCe NonpaBKu:

NCO/M3K 7816-3 kapTbl naeHTUdUKaLMOHHbIE. KapTbl Ha MHTerparnbHbIX cxemMax. YacTb 3. KapTbl ¢ KOHTaK-
Tamu. AnekTpudeckuin uHTepdeinc u npotokonsl nepeaayn (ISO/IEC 7816-3, Identification cards — Integrated
circuit cards — Part 3: Cards with contacts — Electrical interface and transmission protocols»).

MNCO/M3K 7816-6 kapTbl uaeHTUdUKaLMoHHbIe. KapTbl Ha HTErpanbHbIx cxemax. Yactb 6. MexoTpacne-
Bble 3neMeHTbl AaHHbIX Ans obmeHa uHdopmaumein (ISO/IEC 7816-6, Identification cards — Integrated circuit
cards — Part 6: Interindustry data elements for interchange).

MCO/MIK 8825-1:2002" UndbopmaLmoHHas TexHonorusi. Mpasuna koauposaHusi ACH.1. YacTs 1.
Cneundmkauma 6aszosbix (BER), kaHoHuyeckux (CER) u otnuuutensHbix (DER) npaBun kogupoBaHust
(ISO/IEC 8825-1:2002, Information technology — ASN.1 encoding rules. Part 1: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DERY))

") Bamenen Ha MICO/M3IK 8825-1:2008.

U3paHwe ohpnumnanbHoe
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3 TepMUHBbI U onpeaeneHns

B HacTosiLLeM cTaHgapTe UCTMONL3YIOT credytoLime onpeaeneHns:

3.1 npaBuno gocTyna (access rule): 3nemMeHT AaHHbLIX, KOTOPbIA COAEPXKUT MeToa AOCTYMa, CBA3AHHbLIV C
AeficTBUEM, U YCNOBUS CEKPETHOCTU, KOTOPLIM HEOBXOAMMO COOTBETCTBOBATL NEepes Havyanom AeCTBUS.

3.2 ¢painn OTBeTa-Ha-BoccTaHoBneHue (Answer-to-Reset file): JjononHuTensHbIN EF, KoTopblil ykasbisa-
eT paboune xapaKTepUCTUKA KapThl.

3.3 npunoxeHue (application): CTpyKTypbl, 3N1eMeHTbI AaHHbIX U NporpaMMHble Modynn, HeobxoaumMble
AN BbINOSTHEHWs onpeaeneHHbIX dyHKLUIA.

3.4 DF npunoxeHus (application DF): CTpykTypa, npyH1MartoLLas npunoxeHue B kapTe.

3.5 npeHTudbmkaTop npunoxeHus (application identifier): dnemeHT AanHHbIX (40 WecTHaguaTu 6awT), Ko-
TOpPbIA MAEHTUDULMPYET NPUNOXKEHNE.

3.6 MeTKa npunoxeHus (application label): SnemeHT AaHHLIX 4715 UCNONB30BAHWS B YENOBEKO-MALUWHHOM
NHTepdpeiice.

3.7 npoBangep npunoxeHus (application provider): OpraHvsaums, npeaocTaBnsALASA KOMNOHEHTbI, KO-
TOpble COCTABNAOT NPUIOXKEHWE B KapTe.

3.8 wabnoH npunoxeHusn (application template): MHoxecTBO MHPOPMALIMOHHBIX OB BEKTOB, OTHOCALLMXCS
K MPUIOXKEHUIO 1 BKITHOYAOLLMX OAMH MHbOPMALIMOHHBIA 0B bEKT «MaeHTUMKATOP MPUNOXKEHUS.

3.9 accumeTpUYHbIN KpunTorpadudecknin meton (asymmetric cryptographic technique): Metog kpun-
Torpadum, KOTOpPkIA UCMONL3YET ABE B3aMMOCBS3aHHbIE Onepaumn: OTKPLITYH oriepaumio, onpeaeneHHyo oTKpbl-
TbIM YUCIIOM UM OTKPbITLIM KIO4OM, U NMPUBATHYHO onepaLuio, onpedeneHHyo npuBaTHLIM YACIOM UK NpuBaTt-
HbIM KITH04OM (ABe onepaLuy o6nagaroT TakMm CBOMCTBOM, UTO MPUW Hann4yum OTKPLITON onepaumm BbIMUCIUTENIbHO
HEBO3MOXHO OMpPeAenuTL NPUBaTHYHO orepaLuio).

3.10 cepTudrukar (certificate): Lindpposas nognuck, cBA3bIBatOLLLAA KOHKPETHOro Yenoseka unn o6LeKT ¢
€ro COOTBETCTBYIOLLMM OTKPLITLIM KITHOYOM (OpraHusaLums, BbigatoLias cepTudmkar, Takke AeNCTBYET B Ka4ecTBe
opraHa, pacrnpegensoLlero Terv 4nsi 3NeMeHToB AaHHbIX B cepTudmkare).

3.11 napa kKomaHga-oTBeT (command-response pair): Habop 13 AByX COOBLLEHWIN Ha CTbIKE CONPSHKEHUS:
komaHngHoro APDU v cneaytolero 3a HUM oTeeTHoro APDU B NpOTUBOMNOJSIOXKHOM HanpasneHuu.

3.12 aneMeHT gaHHbIX (data element): CMbicnoBow anemeHT nHdopMauun, NPoCreXXuBaeMblil Ha CTbIKe
MexXay KapTol 1 YCTPOMNCTBOM COMPSXKEHWS, 411 KOTOPOro onpeaeieHbl HauMeHoBaHWe, oncaHWe NorvYeckoro
codepxxaHus, chopMaT U KogupoBaHue.

3.13 nHdpopmauunoHHbIN 06bekT (data object): MHdopMaums, npocnexmsaemMas Ha CTbike MeXay KapTow
W YCTPOWCTBOM COMPSHKEHWS, COCTOALLAsA 3 cLeMneHns 06s3aTernbHOro Nona Tera, 06a3aTenbHOro Noss AnuHbI U
YCIOBHOTO MOs 3HaYeHUsI.

3.14 eguHUUa AaHHbIX (data unit): HaumeHblunii Habop 6UTOB, Ha KOTOPLIA MOXHO AaTb OAHO3HAYHYIO
ccbinky B npegenax EF, nogaepxusatoLlero eauHuULy AaHHbIX.

3.15 HasHaueHHbIN cpann (dedicated file): CTpykTypa, cogepxaluasn KOHTPOoNbLHY0 MHopMmaumio danna
1, BOSMOXHO, cBOBOAHYHO NamATe ANA pacnpeaeneHus.

3.16 ums DF (DF name): SnemMeHT gaHHbIX (40 WwecTHaguaTy 6UToB), KOTOPbIA YHUKaNbHbIM 06pasom ngeH-
Tndbmumpyet DF B kapTe.

3.17 undppoBasn noagnucs (digital signature): MpucoeanHeHHbIE AaHHLIE UK KpunTorpacduyeckn npeobpa-
30BaHHbIE AaHHbIe, NO3BONAOLLME NONYyYaTESo AaHHbIX NOATBEPAUTL UCTOUHMK U LLENOCTHOCTb AaHHbLIX U 3aLLu-
TUTb UX OT NOAAENKW, HAaNPUMep nonydaTenem.

3.18 cnpaBouHbIn chann (directory file): JononHuteneHbin EF, cogepxalumin cnMcok NpUNOXeHWN, noa-
AePXNBaeMbIX KAPTON, U AONONHUTENBHO CBA3aHHLIE ANEeMeHTbl AaHHbIX.

3.19 anemeHTapHbIN dann (elementary file): Habop eguHuL, AaHHBIX Unu 3anncei, Unu HOOPMaLMOHHbBIX
06beKTOB, KOTOPble COBMECTHO WCNOMNb3YHT OAWH U TOT ke uaeHTudukatop davina u oguH(HU) U ToT(Te) Xe
aTpubyT(bl) CEKPETHOCTU.

3.20 dbann (file): CTpykTypa 4ns NpunoXxeHnst u/mnu ans 4aHHbIX, UMELWMXCA B KapTe, Npocnexvsaemast
Ha CTbIKe MeXAay KapTon U YCTPONCTBOM CONpsi)keHUs Npu obpaboTke koMaHA.

3.21 upentudukarop daiina (file identifier): dnemeHt AaHHbIX (ABYX6aNTOBLI), UCNONL3YEMbIA ANs
obpaleHus K channy.

3.22 cnucok 3aronoBkoB (header list): CuenneHve nap nonew Teros W nonen AnuHel 6e3 pasrpaHu-
YeHus.

2
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3.23 npeHtudukaumnoHHas kaprta (identification card): KapTa, koTopasi coaepXxuT gaHHble 0 ee AgepxaTe-
e ¥ 3MUTEHTE 1 MOXeT coaepXaTb CBeAeHUs, HeobxoarMble B Ka4eCTBe BXOAHbIX AAaHHbLIX A5 NPUMEHeHUN
KapTbl B COOTBETCTBUM C €€ HasHaYeHUeM W BbIMOSTHEHUS] OCHOBAHHBIX HA HUX TPaH3aKuWiA.

[MCO/M3IK 7810 [2]]

3.24 BHYTpeHHUI 3anieMeHTapHbIA cpann (internal elementary file): EF ans xpaHeHua gaHHbIX, UHTEpnpe-
TUPYEMbIX KAPTON.

3.25 koM (key): MNocnegosaTenbHOCTbL CUMBOJSIOB yrpaBrieHUst Kpuntorpadudeckon onepauuei (Hanpu-
mep, orepauusaMm LNdpoBaHNsA U AelundpoBaHusi, NPUBATHOM UM OTKPLITOI onepaumsMy B AMHAMUYECKON ayTeH-
TndrkaLmm, nony4yeHnemM Nnoanmcu, Bepudukaumen nognucn).

3.26 rnaBHbIN chann (master file): YHukaneHblin DF, npeactaensioLLmin cobom kopeHs hannoBon CTPYKTYpbI
B KapTe, ucnonsaytoulei nepapxuto cainnos DF.

3.27 cmewweHue (offset): Yucno nocnegoearensHbIx o6palueHuit k eguHuue aaHHbIX B EF, koTopblih noa-
AepXkuBaeT aTy eanHWLY AaHHbIX, UN BanT Npu 3anucu.

3.28 poputenbckuia cain (parent file): DF, HenocpeacTseHHO NpeawecTsyoWwni 3agaHHoMy caiiny B
npegenax nepapxuu cdainos DF.

3.29 naponsb (password): [laHHble, KOTOpble MOTyT BbITh 3aTpeGoBaHbl NPUIOKEHUEM OT NONb3oBaTeNs
KapTbl AN ayTeHTUMKaLMA.

3.30 nyTb (path): CuenneHue naeHTudurkaTopoB daiinos 6e3 pasrpaHNUeHUs.

3.31 npuBatHbIN ko (private key): Kntou cybbekTa napbl acCUMETPUYHBIX KIHOYel, KOTOPbIA MOXeT UC-
Mosib30BaTh TONbKO 3TOT CYObeKT.

[MCO/M3BK 9798-1 [8]]

3.32 npoBaigep (provider): OpraH, UmeroLLMin UNn NONYYMBLLNIA Npaso Ha co3gaHue DF B kapTe.

3.33 oTKpbITbIA KMoy (public key): Kntoy cybbekTa napbl aCCUMETPUHHBIX KITIOYel, KOTOPbIA MOXeT BbITb
caenaH obLLeaoCTyMHbIM.

[MCO/M3K 9798-1 [8]]

3.34 3anuch (record): Ctpoka 6aiiToB, K KOTOpoW kapTa obpallaeTca u KoTopyto kapTa obpabaTeiBaeT B
npegenax EF, nogaepxuveatowwero sanuce.

3.35 ngeHtudukarop 3anucu (record identifier): Yucnosoe 3HaueHue, ucnonsayemoe aAns obpalleHus K
oaHolh nnv 6onee 3anuceit B npegenax EF, nogaepxuearoLlero san1chb.

3.36 Homep 3anucu (record number): MNopsAKOBLIA HOMEP, KOTOPbLIA OAHO3HAYHO UAEHTUMULIMPYET KaX-
ayto 3anuck B npegenax EF, nogaepxueatoLlero sanuce.

3.37 3apeructpupoBaHHbIi uaeHTUcbUKaTop npoBanaepa npunoxeHus (registered application
provider identifier): OnemeHT gaHHbIX (13 NATK BANTOB), KOTOPLIA OAHO3HAYHO UAEHTUULIMPYET NpoBakaep NpUNo-
KEHUSI.

3.38 cekpeTHbIN Kntod (secret key): Krtou, ucnonbayemMblil B MeTofax CUMMETPUYHON KpunTorpadum npu
MOMOLLIM YCTAHOBKM OnpeAeNneHHbIX 00 beKToB.

[MCO/M3K 11770-3 [14]]

3.39 6e3onacHbI 06MeH coobleHUsiMU (secure messaging): CoBOKynHOCTb METOA0B Ansl KpunTorpa-
hudeckor saWnTbl [HacTer] napbl KOMaHOa-0TBET.

3.40 aTpubyT cekpeTHoCTH (security attribute): Ycnosure ncnonb3oBaHust 06beKTOB, UMEIOLLMXCS B KapTe,
BKITHOYAIOLLMX 3anucaHHble AaHHble U PYHKUMK 06paboTKM AaHHbIX, BbIPAXXEHHbIE KaK 3N1eMeHT AaHHbIX, coaep-
Xalluii 0gHO UM HeCKOIBKO NpaBui gocTyna.

3.41 6e3onacHasn cpega (security environment): COBOKYNHOCTb KOMMOHEHTOB, HEOBXO4UMBIX ANst
npunoxeHust B kapTe, ans obecneveHnst GeszonacHoro obmeHa coobLIEHUSIMW MNWM ANs onepauuii no
sawure.

3.42 accumeTpUUHbIA KpunTorpacdudeckun meton (asymmetric cryptographic technique): Kpunto-
rpaduryecknin MeTog, KOTOPbIA UCMOMNb3yeT OAMH 1 TOT XXe CeKpeTHbIN KIkoY, Kak Ans onepauuii oTnpaBuTens, Tak
W ana onepauui nonyyaTens (6e3 cekpeTHOro Kntoya HeBO3MOXKHO MyTeM BblYMCIEHWA onpedennTe obe
onepawuu).

3.43 cnucok Teros (tag list): CuenneHve nonei Teros 6e3 pasrpaHuyeHns.

3.44 wabnoH (template): MHoxecTBO MHpopMaLmoHHbIX 06bekToB BER-TLV ans doopmmpoBaHus nons aHa-
YeHWs1 COCTaBHOMO MHGopMaLmoHHOro obbekta BER-TLV.

3.45 pabouuir anemeHTapHbIN dain (working elementary file): EF gns xpaHeHust gaHHbIX, He HTeprpe-
TUPYeMbIX KAPTOW.
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4 CokpalieHuns n 0603HauYeHUs

B HacTosLeM cTaHAapTe NpUMeHeHbl criegyoLle cokpaLLeHus.

AID — ngeHTudukatop npunoxeHus (application identifier);

APDU — 60k gaHHbIx NnpuknagHoro npotokona (application protocol data unit));

ARR — ykazaTenb npasuna goctyna (access rule reference);

ASN.1 — aBcTpakTHO-CUHTaKeYeckass HoTaumst Bepcun 1 (abstract syntax notation one) (cm.
NCO/M3K 8825-1);

AT — wabnoH ynpasnsitoLLmx ccbinok ayTeHTudukaLmm (control reference template for authentication);

ATR — OTBeT-Ha-BoccTaHoBneHve (Answer-to-Reset);

BER — 6a3oBble NpaBuia koaMpoBaHua abeTpaKTHO-CUHTaKeuYeckol HoTauun Bepcun 1 (ACH.1) (basic
encoding rules of ASN.1) (cm. UICO/M3K 8825-1);

CCT — wabnoH ynpaensaoLLMX CCbINOK «KpunTorpadunyeckas KoHTporbHas cymmay (control reference
template for cryptographic checksum);

CLA — 6aiiT knacca (class byte);

CRT — wabnoH ynpaensioLmx ccelnok (control reference template);

CT— wabnoH ynpasnsoLLmMx cChlnok koHduaeHumansHocTu (control reference template for confidentiality);

DF — HasHaueHHbIV dpain (dedicated file);

DIR — aupekTtopus (directory);

DST — wabnoH ynpasnstoLLmx ccbinok Ldposoii nognucu (control reference template for digital signature);

EF — anemeHTapHbIv daiin (elementary file);

EF.ARR — daiin ykasaTtens npasun goctyna (access rule reference file);

EF.ATR — dpann Oteeta-Ha-BocctaHoeneHune (Answer-to-Reset file);

EF.DIR — cnpasouyHbli dpaiin (directory file);

FCl— koHTponbHas nHdopmauus dparna (file control information);

FCP — koHTponeHbI napameTp darna (file control parameter);

FMD — gaHHble ynpaeneHus cpainom (file management data);

HT — wabnoH ynpaensitoLLmx cebiok xaLw-koaa (control reference template for hash-code);

INS — komMaHaHbI 6alT (instruction byte);

KAT —wwabnoH ynpaBnsiioLLnX cCbinok Ana cornacosaHus kntoven (control reference template for key
agreement);

L, field — none L, (none anvHel ana koauposanua yucna N,);

LCS byte — 6aiiT cocTosiHUsA xun3HeHHoro unkna (life cycle status byte);

Le field — none L, (none AnvHbl AnA koguposaHus vicna N, );

MF — rnaeHbI chaiin (master file);

N, — 4ncno 6aiiToB B none AaHHbIX KOMaHAbI;

N, — MakcrManbHoe Yvcro 6alTos, oxnaaemMoe B Nosie AaHHbLIX OTBETA;

N, — uncno 6aiToB B norne AaHHbIX OTBETA;

PIX— nponpueTtapHoe pacliupeHve uaeHTudukaTopa npunoxeHus (proprietary application identifier
extension);

P1-P2 — GaiiTel napameTpoB (parameter bytes (ykasaHbl Ansi ACHOCTM, TUPE He CYLLECTBEHHO));

RFU — 3apesepsunpoBaHo Ans ncronb3oBaHus B ByayLiem (reserved for future use);

RID — 3apeructpupoBaHHbIZ naeHTUdUKaTop NpoBaaepa npunoxenus (registered application provider
identifier);

SC — ycroBue cekpeTHocTH (security condition);

SCQL — s13bIK CTPYKTYPUPOBaHHbLIX 3aMpocoB AN kapThbl (structured card query language);

SE — 6e3onacHas cpeaa (security environment);

SEID byte — 6aiiT ugeHTudmkatopa 6esonacHoi cpeasbl (security environment identifier byte);

SM — B6esonacHsblii 06MeH coobLLeHusiMK (secure messaging);

SW1-SW2 — 6aiiThl cocTosiHus (status bytes (ykasaHbl 4nst ICHOCTU, TUPe He CYLLECTBEHHO));

(SW1-SW2) — 3HaveHwe cuenneHns baiitos SW1 n SW2 (nepeblit GaiiT sBNSIeTCA CTapLlUMM 3HaYaLlmMm
Gaiitom);

TLV — Ter, anvHa, 3HadeHve (tag, length, value);

{T-L-V} — nHdbopMaLoHHbIA 06beKT (YkaszaH Ans ACHOCTU, AedUC U PUrypHbIe CKOGKUN He CyLLECTBEHHbI);

'XX' — obo3Ha4eHve, ncrnonbaytoLlee LecTHaguaTepudHble Lndpbl oT'0' 40 '9' v ot 'A' oo 'F', pasHo XX no
ocHoBaHuio 16.
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5 OpraHusaums o6meHa uHdopmaumen

Ans opraHuaaLyn obmeHa nHgopMaLMeit B HacTosiLLeM pasaene onpedeneHb criefytoLye OCHOBHbIE KOM-
MOHEHTbI:

1) Mapbl kOMaHAa-oTBeT;

2) IHbopMaLMOoHHbIe 06beKThl;

3) CTpyKTYpbI ANS MPUNOXKEHUA U AaHHDIX;

4) ApxutekTypa 6e3onacHocTy.

5.1 Mapbl kKoMaHOa-0TBET

B tabnuue 1 npuseaeHa napa komaHaa-oTBeT, a UMeHHO koMaHaHbIA APDU, 3a KOTOpbIM CriefyeT OTBETHbIN
APDU B npoTuBononoxHom HanpasneHuu (cM. MICO/M3K 7816-3). YepegosaHusi napbl KoMaHabl-oTBETA Ha
CTbIKE COMPSKeHWS He JOMKHO BbiTh, T. €. 0TBETHbIM APDU gomnkeH ObITb NonyyeH 4o uHuumanmuaaummn apyrom
napbl KOMaHabI-0TBETa.

Tabnwuuya1—MNapa komaHga-oTBET

Mone Yucno GanToB Yucno GaitoB
3aronosok bant knacca CLA 1
KomaHAe! KomaHaHiil 6aiT INS 1

BanTtel napameTtpos P1-P2 2
Mone L. OTcytcteyet ans koguposanmna N = 0, 0,1Tum3

npucyTtcTeyet gna koguposanma Ng > 0

[Mone paHHbIX Ortcytcteyer, ecnu N =0, Ng¢
KOMaHAbl npucyTcTByeT kak ctpoka 6avitoB Ng, ecrim N, > 0
Mone L, OtcytcTeyet ansa kogupoeanusa N =0, 0,1,2umm 3

npucyTcTBYeT Ans kogupoBaHus Ng > 0

Mone gaHHbIX OrtcyrctByeT, ecrim N, =0, N, (He 6onee yem N,)
oTBeTa NpuCyYTCTBYET Kak cTpoka 6aiitoB N,, ecnu N, > 0

3aBepwmTens Bantbl cocrosinun SW1-SW2 2
oTeeTa

B nto6oii nape komaHaa-oTBeT, BkIovatoLLeii B cebsi u none L, v none L (cm. UICO/M3K 7816-3), kopoTkoe
W1 pacLLuMpeHHoe Nonst AnvHbl He AOITKHbI cknagpiBaThes: NMbo 06a nonst AnvHbI KopoTkue, MMbo oba Nonsa ANvHbI
pacLUMpeHHbIe.

Ecnv B KapTe sIBHO 3asiBNieHa BO3MOXHOCTL 06pabaTbiaTth «paclumpeHHbie nona L, u L» (em. Tabnuuy 88,
TpeTbs Tabnuua nporpamMmmHbIX pyHKLMIA) B GaitTax npegbicTopuu (cMm. 8.1.1) unu EF.ATR (cm. 8.2.1.1), To kapTa
o6pabaTbiBaeT KOPOTKOE M paclUpeHHoe nose AnvHel. B npoTvBHOM criydae (3Ha4YeHue No yMonyaHuio), kapta
paboTaeT TOSIbKO C KOPOTKAMM MOAAMU OSTVHBI.

N, 0603Ha4vaeT uncno 6aiiToB B none AaHHbIX komanael. Mone L, kogupyeT N..

- Ecnu none L, otcyTteTayeT, To N, paBHO Hyrio;

- KOpoTKoe nose L, cocTonT 13 ogHoro 6arTa, kotopoe oTnnMyHO oT ‘00’ v NPUHUMAET 3HaYEHUA:

-ot1 ‘01’ go ‘FF’. O1oT 6aiiT koaupyeT N, oT ogHoro o 255;

- PaclwupeHHoe none L, coctout us Tpex baiToB: ogHoro 6aiTa, ycTaHoBnNeHHoro Ha ‘00’, 3a KOTopbIM
cnepaytot aga 6aiita, koTopble oTNKUYHbI T ‘0000’, U NPMHUMAIOT 3HAYEHNS:

- ot ‘0001’ go ‘FFFF’. 3Tv aBa 6alita kogmpytoT N, oT ogHoro go 65535.

N, 0603Ha4aeT makcrmManbHoe Yncno 6ainToB, oxuaaeMoe B none AaHHbIX oTeeTa. Mone L, koanpyeT N,.

Ecnu none L, otcyTtcTByeT, To N, paBHO Hynto;

kopoTkoe none L, coctonT ns ogHoro 6aiiTa ¢ Npon3BofbHbIM 3HaYEHUEM:

oT ‘01’ go ‘FF’. 3ToT BaiT kogupyeT N, oT ogHoro o 255;

ecnv 9ToT 6aiiT yctaHosneH Ha ‘00’, To N, paBHo 256.



FOCTP UCO/MIK 7816-4—2013

- PaclumpeHnHoe none L, coctout nubo ns Tpex 6aiiTos (oauH 6ainT yctaHoBneH Ha ‘00, 3a koTopbIM crieaytoT
ABa 6aiiTa c NpousBONbHLIM 3HaYeHUeM), ecnu none L, oTcyTecTByeT, Nbo 13 AByX 6aiToB (C NPON3BONbHLIM
3HaYyeHMeM), ecriv pacluMpeHHoe none L, npucyTcTeyerT:

- o1 ‘0001’ go ‘FFFF’. 91u aBa 6aiita kogupytoT N oT ogHoro fio 65535;

- ecnv ABa baiita yctaHoBneHbl Ha ‘0000, To N, pasHo 65536.

N, o603HauaeT yucno 6aiiToB B none AgaHHbIX oTBeTa. N, 40MKHO BbITh MeHbLUe unu pasHo N,. MoaTomy B
no6Goit nape koMaHga-0TBET OTCYTCTBUE Mosis L, ABNseTca 06bi4HbIM cnocobom nonyyeHus nona AaHHbIX 6e3
oteeTa. Ecnu none L, copepxuT Tonbko yctaHoBneHHble Ha ‘00’ 6aiiThl, To 3HayeHue N, MakcumansHo, T. €. B
npeaenax 256 ana kopotkoro nonsi L, unu B npeaenax 65356 ansa paciunpexHoro nons L, npu atom Bce nmeto-
wmecs 6anTbl A0MKHLI 6bITh BO3BpaLLEHbI.

Ecnu onepauus npepeiBaeTcs, TO KapTa MOXeT cTaTb HeBOCTIpUMMUYMBOK. OAHAKO ecriv BO3HWKaeT oTBeT-
HbIi APDU, To none AaHHbIX oTBeTa 4OMKHO oTcyTcTBOBaTb U SW1-SW2 gomnkHbl nokasbiBaTh OLLUNOKY.

P1-P2 yka3sbiBatoT anemMeHTbl ynpassieHus 1 onummn ans obpabotkv komaHa. bainT napameTpos, ycTaHOBNEH-
HbIY Ha ‘00’ 06bIMHO He obecneunBaeT aanbHeliwee yTouHeHWe. [pyrix obLumx npasun Ans koguposaHusi 6anTos
napameTpoB He CyLLEeCTBYET.

Hwxe ycTaHoBneHbl obwme npasuna ansa koguposaHus baita knacca CLA (cm. 5.1.1), komaHgHoro 6avita
INS (cm. 5.1.2) u 6aiiToB cocTossHui (cM. 5.1.3). B aTux GaiTax 6uThbl, 3ape3epBUpoBaHHbIe ANS UCTIONL30BaHUA B
6yayLieM, AomKHbl GbITh YCTaHOBMEHbI Ha 0, noka He ByaeT onpeaeneHo nHave.

5.1.1banT knacca

CLA ykasbiBaeT knacc koMaHgbl. C yueTom TpebosaHuii, onpeaeneHHbix B MCO/M3K 7816-3, sHaueHune
‘FF’ aBnsieTca HepecTButenbHbIM. BT 8 8 CLA NpoBOAUT pasnuume Mexay MexoTpacrieBbIM KIaccoM 1 nponpu-
eTapHbIM KIaccoM.

BuT 8, ycraHoBneHHbI Ha 0, ykasbiBaeT MexoTpacneBoi knacc. Hwke onpeaeneHsl 3HaueHUs 000X xxxx u
01xx xxxx. 3HaueHus 001X Xxxx 3ape3epBMpoBaHbl 4N ncnonbaoBaHus B byaywem MCO/MIK CTK 1/MK 17.

B Tabnuue 2 3HaueHust 000x XXxx onpegeneHbl Kak Nepeble MEXOTPACNEBbIe 3HAYEHMS:

- BuTbl 8, 7 1 6 ycTaHoBneHs! Ha 000;

- BuT 5 ynpaBnsiet cuenneHnem komang (cM. 5.1.1.1);

- BuTel 4 1 3 ykasbiBatoT 6e3onacHbIi 06MeH coobLLeHMAMM (CM. 6);

- BuTtbl 2 1 1 KOAMPYIOT HOMep JTOrMYEeCcKoro KaHana oT Hyns 4o Tpex (cM. 5.1.1.2).

Tabnwuuya 2 — lMepBble MexoTpacnesble a3HaveHuss CLA

b8 b7 b6 b5 (b4 b3|b2 b1 CmbicnoBoe copepxaHue

0 0 0 X |— —|— —| YnpaBneHue cuenneHnem KomaHg (cm. 5.1.1.1)

0 0 0 |— —|— — - KomaHga siBnsietca nocneaHen WNU €auHCTBEHHOW KOMaHaow
B LieMnoYKe;

0 0 0 1 |— —|— — - KomaHga He aBnsieTcs nocrnegHel KOMaHAoM B Lienoqke

0 0 0 — | X x| — —| WHaukauuna 6esonacHoro obmeHa coobLLeHNAMMN:

0 0 0 — |0 O0f|— — - Het SM nnn SM He yka3san;

0 0 0 — (0 1|— — - MponpueTapHbIi hopmat SM

0 0 0 — (1 0= - - SM B cooTBeTCTBUM C 6, 3aronoBOK KOMaHab! He o6pabaTbiBaeTcs

B COOTBETCTBMM 6.2.3.1
0 0 0 — |1 1| = — - SM B cooTBETCTBUM C 6, 3aronoBOK KOMaHabl ayTeHTMMULMPOBaH
B COOTBETCTBUM C 6.2.3.1

0 0 0 — |— —| x x| Homep nornyeckoro kaHana ot Hynsa go Tpex (cm. 5.1.1.2)

B tabnuue 3 3HayeHMst 01xx XXXX onpeaeneHsl Kak rnocneayolne mexoTpacnesble sHaqueHus:

- BuTbl 8 U 7 ycTaHoBNEHbI Ha 01;

- BuT 6 ykasbiBaeT 6e3onacHblii 06MeH coobLLeHUaMU (CM. B);

- But 5 ynpasnsieT cuenneHnem komaHg (cm. 5.1.1.1);

- BuTbl ¢ 4 nNo 1 kogMpyHT YMCTIO OT HYNS A0 NATHAAUATW, AaHHOe YUCO MIHC YeTbipe — 3T HOMep
Nnornyeckoro kaHana ot YeTblpex Ao AesATHaguaTh (cm. 5.1.1.2).
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Tab6nwuuya 3 — MNocnegyoume mexoTpacnesble sHavenus CLA

b8 b7 b6 b5 b4 b3 b2 b1 CmMbicnioBoe cogepxaHue

0 1 X — — — | — — | Unankauma 6esonacHoro oomeHa COOGLLEHUAMM;

0 1 0 — — — | — — - Het SM unu SM He yka3sah;

0 1 1 — | — — | — — -SM B cooTBeTcTBUM C 6, 3aronoBOK KOMaHabl He obpabaTbl-
BaeTcs B COOTBETCTBUM 6.2.3.1

0 1 — X — — | — — | YnpaBneHue cuenneHmem KomaHg (cm. 5.1.1.1)

0 1 — 0 — — | — — - KomaHga siensietcs nocrnegHen unum eguHCTBEHHOW KOMaH-
IO B LEMOYKE;

0 1 — 1 — — | — — - KomaHga He siBnsieTcst nocnegHer kKOMaH4on B LEenoYke

0 1 — | = X X X X | Homep noruveckoro kaHana oT YeTbipex A0 AeBATHaauUaTH

(cm. 5.1.1.2)

BuT 8, ycTaHOBMEHHbIN Ha 1, ykasbiBaeT NponpueTapHbIid Kinace, 3a ucknioveHnem sHadveHunst ‘FF’, kotopoe
ABMNAETCA HeAeWCTBUTENbHbIM. KOHTEKCT NpunoxeHns onpeaensiet ocTanbHble OUTbI.

5.1.1.1 YnpaBneHue cuenneHueM KoOMaHp,

OaHHbI pasgen ornpeaensieT MexaHWam, Npu NOMOLLLM KOTOPOTo B MEXOTPacneBOM Kiacce nocnegoBaTenb-
Hble Mapbl KOMaH4a-0TBET MOryT ObITe COeAMHEHBI B LienoYKy. JaHHbIA MexaHn3M MOXET BbITb NCNOoMb30BaH Npu
BbIMOSIHEHN MHOrOCTYNEHYaTOoN onepauuu, HanpumMep, nepeaaydun CAnLLKOM ANUHHON AN OQHOW KoMaHabl CTpo-
KV OaHHbIX.

Ecnv kapTa nogaepkvBaeT 3TOT MEXaHW3M, TO 3TO AOSHKHO BbITb ykasaHo (cM. Tabnuuy 88, TpeTbs Tabnuua
nporpaMmHbIX chyHKUMIA) B GaliTax npeabicTopun (cMm. 8.1.1) unu B EF.ATR (cm. 8.2.1.1).

HacTosiwumiA ctaHgapT onpegensieT noBeAeHne KapThl TOMLKO B TeX criyyasix, korga uernodka, oanH pas
WHULMNPOBAHHAS, NpepbiBaeTcs A0 UHMLManM3aumMm napbl KOMaH4a-0TBET, He SIBMSOLLEACS YaCTbHo LienoyKu.
B apyrom cnyyae nosegeHve kapTbl cTaHAAPTOM He onpeaerneHo.

[nsa cuenneHnsa B MeXoTpacrneBoM Knacce AoMXKeH nenonb3osaTtbes 6uT 5 B CLA, noka ocTanbHble CEMb
OUT OCTalOTCH MOCTOAHHBIMU,

- Ecnu 61T 5 ycTaHoeneH Ha 0, To komaHga siensieTcs nocnegHen unm eAUHCTBEHHOW KOMaHA0U B Lienu;

- Ecnn 61T 5 ycTaHoBMeH Ha 1, TO KOMaHa He siBRsieTcsl nocrnegHei KOMaHAOoN B LieNoyKe.

B oTBeTe Ha koMaHay, KoTopasi He siBNAeTcs nocneAHel komaHaom B Lenoyke, SW1-SW2, yctaHoBNEHHble
Ha ‘9000’, 03Ha4aloT, YTO orepaLms K HacToALLLeMy BpEMEHM 3aBepLUeHa; NpedynpeauTensHas UHauKaLus 3anpe-
LeHa (cM. 5.1.3), KpoMe Toro, MOryT NPOUCXOAUT criegytoLue cneundudeckne CoOCTOSIHUS OLLIMOKK:

- Ecnu SW1-SW2 yctaHoBneHb! Ha ‘6883’, To oxuaaeTcsi nocneaHsist KoMaHa B LienoykKe;

- Ecnu SW1-SW2 ycraHoeneHb! Ha ‘6884, To cLenneHne komaHa He NoaaepXkvBaeTcsl.

5.1.1.2 Noruyeckue KaHanbl

B HacToswemMm pasgerne onpefeneH MexaHuam, nocpeacTBOM KOTOPOro B MeXoTpacnieBOM Knacce napa
KOMaHAa-0TBET MOXeT 06paTUTLCS K SIOTMYECKUM KaHanam.

Ecnu kapTa noaaep>xvBaeT MexaH/W3am, TO OHa [0MKHA YKa3biBaTb MakCUMarbHOEe YUCIO AO0CTYMHbIX KaHa-
nos (cm. Tabnuuy 88, TpeTba Tabnuua nporpammHbIx chyHKUMIA) B 6aiiTax npegeictopun (cm. 8.1.1) nnu B EF.ATR
(cm.8.2.1.1).

Ecnun ykasaHHOe KapToi 4Mcrio AOCTYMHbIX KAHaoB ? YeTbIpe Uy MeHbLUE, TO criegyeT NPUMEHSITb Tab-
nnuy 2.

Ecnu ykasaHHOe kapToi uucno AoCTyNHbIX KaHasoB ? NaTb unu 6onee, To cnegyeT NPUMEHATL elle Tab-
niuy 3.

Ona obpalleHnsa K NorMyeckMM KaHanam B MeXxoTpacreBOM Knacce cnegyeT NpUMEHATb cneayoLime
npaBuna:

- CLA koavpyeT HoMep kaHana napbl KOMaHAa-0TBET;

- OCHOBHOW KaHan AonkeH 6bITb NOCTOSIHHO AOCTYNEH, T. €. OH He MOXET ObITh 3aKpbIT. EMy npucsavnsaetcst
HyneBoW HoMep;

- KapThl, He NnoaaepXXuBatoLLMe AaHHbIN MeXaHW3M (Mo YMONYaHUio), A0KHbI UCNONb30BaTb TONBKO OCHOB-
HOW KaHart;

- ntoboii Apyrov kaHan MoXeT GbITb OTKPLIT NPU 3aBepLUeHUN N6o komaHabl SELECT (cMm. 7.1.1), npu aToM
CLA koaupyeT HOoMep elle He MCMNoMb3oBaHHOro kaHana, nuéo komaHasl MANAGE CHANNEL ¢ cdyHkumnei
OTKPbITUSA (CM. 7.1.2);
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- niobol Apyroi KaHan MoxeT BbITb 3aKpbIT NPK 3aBepLueHUn komaHasl MANAGE CHANNEL ¢ cdyHkumnel
3akpbITHa. Mocne 3aKpblTUA KaHaN CTAHOBUTCA AOCTYNHBLIM AU1s TOBTOPHOIO UCTOSb30BaHNS;

- TOMNbKO OAUH KaHan A0MKeH BbiTb akTMBEH eaNHOBPEMEHHO. Mcnornb3oBaHWe NOTMYeCcKUX KaHanoe He
CHUMaET 3anpeT YepeaoBaHUA Nap KOMaHAa-0TBET Ha CThike UHTepdeiica, T. e. oTBeTHbIN APDU aorkeH 6biT
noryyeH Ao uHuumManusaumm Apyron napbl koMmaHga-oTeeT (cM. 5.1);

- N1 OAHOW M TOM XXe CTPYKTYPbl MOXHO OTKpbITb 6onee ogHoro kaHana (cm. 5.3), T. e. ana DF, n BoO3MOXHO
Ans DF npunoxeHus, a Take Bo3MoxHo u and EF, ecnu a1o sIBHO He uckitoueHo 6aitom onucatens caina (cm.
Tabnuuy 14).

Kaxgblin nornyeckuin kaHan uMeeT cBoe cocTosiHUe 3aluThl (cM. 5.4). MeTog pacnpegeneHnst COCTOSHUI
3alUMTHI BEIXOAWT 32 PaMKW HACTOSALLEro cTaHaapTa.

5.1.2 KomaHgHbI 6anT

INS ykasciBaeT komaHay Ans 06pa6otku. Yuntbisas nonoxenusa MICO/M3IK 7816-3, sHaueHus ‘6X n ‘9OX’
ABMSOTCA HEAEACTBUTENBHBIMU.

B Tabnuue 4 npueaeHsl Bce koMaHabl, ykazaHHble B UCO/M3K 7816 Ha MomeHT ny6nvkaumu.

B Tabnuue 4.1 npuBeaeHsl HAMMeHOBaHWS KoMaH B andaBUTHOM NOPSAKE.

B Tabnuue 4.2 npueegeHsbl kogsl INS wnucnosom nopsake.

Tabnuua 4.1 — Komangel B andaBnTHOM Nopsake Tabnuuya 4.2 — KomaHasl B YMCNOBOM Nopsiake
HanmeHoBaHue komaHgbl INS Cwm. INS HaumeHoBaHue komaHabl Cm.
ACTIVATE FILE '44' Pasgen 9 '04' DEACTIVATEFILE Paspgen 9
APPEND RECORD 'E2' 7.3.7 'oC' ERASE RECORD(S) 7.3.8
CHANGE REFERENCE DATA '24' 7.5.7 '0E', 'OF' ERASE BINARY 727
CREATEFILE 'EQ' Pasgen 9 '10' PERFORM SCQL OPERATION | Pasgen 7
A . PERFORM TRANSACTION
DEACTIVATE FILE 04 Pasgen 9 12 OPERATION Paspen 7
DELETE FILE 'E4' Pasgen 9 14 PERFORM USER OPERATION | Pasgen 7
DISABLE VERIFICATION . .t A
REQUIREMENT 26 7.5.9 20','21 VERIFY 756
ENABLE VERIFICATION . . MANAGE SECURITY
REQUIREMENT 28 7.5.8 22 ENVIRONMENT 751
ENVELOPE '‘c2,'c3 7.6.2 '24' CHANGE REFERENCE DATA 757
A AL . DISABLE VERIFICATION
ERASE BINARY OE','OF 7.27 26 REQUIREMENT 7.5.9
T~ . ENABLE VERIFICATION
ERASE RECORD(S) oC 7.3.8 28 REQUIREMENT 758
EXTERNAL (/MUTUAL) . . PERFORM SECURITY
AUTHENTICATE 82 7.54 2R OPERATION Paspen 8
GENERAL AUTHENTICATE '86', '87" 7.5.5 '2C' RESET RETRY COUNTER 7.5.10
GENERATE AF? ;(IMMETRIC KEY '46' Paspen 8 '44' ACTIVATE FILE Paspen 9
oAt . GENERATE ASYMMETRIC
GET CHALLENGE 84 7.5.3 46 KEY PAIR Paspen 8
GET DATA 'CA','CB' 74.2 '70' MANAGE CHANNEL 71.2
A ront EXTERNAL (/ MUTUAL)
GET RESPONSE CO 7.6.1 82 AUTHENTICATE 754
INTERNAL AUTHENTICATE '88' 7.5.2 '84' GET CHALLENGE 753
MANAGE CHANNEL '70' 7.1.2 '86', '87" GENERAL AUTHENTICATE 755
MANAGE SECURITY . oo
ENVIRONMENT 22 7.5.11 88 INTERNAL AUTHENTICATE 752
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OkonyaHue mabnuusi 4.1 Okonyarue mabnuysi 4.2
HaumeHoBaHue komaHngbl INS Cm. INS HaumeHnoBaHue komangpl Cm.
PERFORM SCQL OPERATION 10' Paspen 7 ‘A0 ‘AT SEARCH BINARY 7.2.6
R R SEC RITY oA |Pasgen 8 "2 SEARCH RECORD 7.3.7
PERFOORyETRi'?‘I_II\g"\'T‘ CTION "12' Paspen 7 IAA' SELECT 711
PERFORM USER OPERATION "14' Paspen 7 ‘B0, 'B1' READ BINARY 7.2.3
PUT DATA ‘DA, 'DB' | 7.4.3 ‘B2, 'B3' READ RECORD (S) 7.3.3
READ BINARY ‘BO', 'B1' 7.2.3 '‘Co' GET RESPONSE 7.6.1
READ RECORD (S) '‘B2', 'B3' 7.3.3 '‘C2,'C3 ENVELOPE 7.6.2
RESET RETRY COUNTER '2C' 7.5.10 'CA','CB' GET DATA 742
SEARCH BINARY ‘A0, ‘AT 7.2.6 ‘DO, 'D1 WRITE BINARY 7.2.6
SEARCH RECORD ‘A2 7.3.7 ‘D2’ WRITE RECORD 7.34
SELECT ‘A4 7141 ‘D6, 'DT' UPDATE BINARY 7.25
TERMINATE CARD USAGE 'FE' Paspen 9 ‘DA', 'DB' PUT DATA 743
TERMINATE DF ‘E6' Paspen 9 ‘DC', 'DD' UPDATE RECORD 7.3.5
TERMINATE EF '‘E8” Pasgen 9 ‘EO’ CREATE FILE Paspen 9
UPDATE BINARY ‘D', DT | 7.25 '‘E2' APPEND RECORD 7.3.6
UPDATE RECORD ‘DC,'DD'| 7.3.5 ‘E4" DELETE FILE Paspen 9
VERIFY '20', 21" 7.5.6 'E6' TERMINATE DF Paspen 9
WRITE BINARY ‘DO, ‘D1 7.24 'E8' TERMINATE EF Pasgen 9
WRITE RECORD ‘D2’ 7.3.4 'FE' TERMINATE CARD USAGE Pasgen 9

MpumedaHune—B MmexoTpacnesoMm knacce nwoboi HegencTBUTENbHLIN Kog INS, koTopbIi He onpeaeneH
B cepun MCO/MO3K 7816, sapesepsupoBaH Ans ucnone3osaHws B 6ygywem WMCO/MIK CTK 1/1K 17.

Cepust craHaaptoB WCO/M3K 7816 onpefensieT Ucnofib3oBaHWe aTUX KoMaHa AN MeXoTpaciieBoro
Knacca.

- HacToswwmi ctaHgapT (cM. 7) onpegensieT KoMmaHael 4ns obMeHa MHdopmMaLmeir;

- NCO/M3K 7816-7 [4] onpeaenseT kKoMaHAbl 3bIKa CTPYKTYPUPOBAHHLIX 3anpocoB ans kapT (SCQL);

- CO/M3K 7816-8 [4] onpegensieT komaHabl 4Nsi onepaumii no saluTe MHdopMaLuu;

- NCO/M3K 7816-9 [4] onpeaensieT KoMaHAbl AN YNPaBNeHUS KapTamu.

B mexxoTpacnesom knacce 61T 1 B INS ykasbiBaeT creaytoLnii popmaT nons gaHHbIX:

- ecnu 6uT 1 yctaHosneH Ha 0 (4eTHeI kog INS), To HUKaKUX YkasaHWiA He NpeayCMOTPEHO;

- ecnun 6uT 1 yctaHoeneH Ha 1 (HeveTHbI% kog INS), To kognposaHue BER-TLV (cm. 5.2.2) gonkHo npumMe-
HATbCA ceayrownm obpasom:

- B HecLenneHHbIX kKomaHgax ¢ SW1, He ycTaHOBMNEHHbIM B ‘61’, MONS AaHHbIX, €CIN UMETCS, OOSIKHBI
6bITb 3akogupoBaHsl B BER-TLV,

- cuensieHne KoMaHa u/vunu ncnonbsosaHne SW1, ycTaHoBNeHHOro Ha ‘61°, No3BonaeT caenaTs nepegaqvy
CMULLKOM OSIMHHOM CTPOKW AaHHBIX 32 0OHY KoMaHay. Takas onepalsi No3BonsieT pa3aennts MHpopMaLMOHHbIe
00beKTbl Ha NoNsA AaHHbIX, KOTOPbIE NocblNalTcs B BUAE NOCNeAoBaTeNlbHOCTU B OAHOM HanpaeieHuu, T.e. B
oBpaTHOM HanpasneHny none gaHHbIX He nocbinatoT. Mpu cuenneHnn komaHa u/unm ucnonbsosaHumn SW1, ycra-
HOBMEHHoro Ha ‘61’, cLenneHne Bcex nocrnegoBaresibHbIX Mofiel AaHHbIX B TOM Ke HarnpaBieH!n ToW ke nocrneno-
BaTENbHOCTN AOMKHO BbITh 3akoaMposaHo B BER-TLV.
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5.1.3 banTbl cocTOAIHUIA

SW1-SW2 ykasbiBaloT cocTosiHus 06pabotku. YunTbiBas nonoxeHus UCO/M3IK 7816 niobble a3HaueHus,
oTnuuHbIe oT ‘6XXXX’ 1 ‘9XXX’ ABNATCA HeaeCTBUTENbLHLIMK; NoBbie 3HaueHUus ‘60X X’ ABNATCA Taloke Heaen-
CTBUTESILHBIMU.

BHauenms 61XX, ‘62XX’, ‘63XX, ‘64XX, ‘65XX, ‘66XX, ‘68XX’, ‘BIXX, ‘BAXX n ‘BCXX sABnsaoTCA MexoTpac-
neBbiMU. YuutbiBasi nornioxeHnsa MCO/MOIK 7816-3, anauenus ‘67XX, ‘6BXX, ‘6DXX, ‘BEXX, ‘6FXX n ‘OXXX aBna-
I0TCA NpoNpyeTapHBLIMK, 3a UCKNIDYEHNeM 3HaueHui ‘6700, ‘6B00’, ‘6D00’, ‘6E00’, ‘6F00’ n ‘9000’, koTopbie aBns-
I0TCS MEXKOTPacneBbiMM.

Ha pucyHke 1 nokasaHa CTpykTypHas cxemMa 3HauyeHumii ‘9000’ m ot ‘61XX o ‘6FXX ana SW1-SW2.

| SW1-SW2 |
Mpouecc 3aBeplueH Mpouecc npepsaH
I | | |
HopmanbHasn Ob6pabotka Owumnbka Owmbka
obpabotka C npegynpexgeHnem BbIMONTHEHUsA KOHTpOnsi
‘9000’ n ‘61XX’ *62XX" 1 '63XX ‘64XX’ 1 '66XX 67XX n ‘6FXX’

PucyHok 1 — CTpykTypHas cxema 3HaueHuin SW1-SW2

B tabnuue 5 nepeuncneHbl MexxoTpacneBble 3HadyeHns SW1-SW2 u npepcraBneHo mx obluee cMbicnosoe
copepxanune. UCO/MIK CTK 1/TK 17 3apeaepsupoBan gJisi ucnonb3oBaHus B Oyaylem mexorpacreBble 3Ha4e-
Husi SW1-SW2, He onpeneneHHbie B cepumn MCO/MOK 7816.

Tabnunya 5— Oblee cMbICNIOBOE coaepKaHUe MexoTpacnesbix 3HaueHuin SW1-SW2

CocTtosiHne o6paboTku SW1-SW2 CMbiCcnoBoe cogepxaHue
HopmanbHas '9000' Het panbHeiwero yTouHeHus
o6paboTka BIXX' Baitt SW2 kogupyet uncno euie AoCTynHbIX 6aluToB AAaHHBIX (CM. TEKCT HUXKE)
'62XX' CocTosiHMe 3HeproHe3aBMCUMON NamaTh 6e3 nsmeHeHun (oanbHenLee yTod-
O6paboTka HeHue B SW2)
C npegynpexaeHuem 'B3XX' CocTosiHMe 3HeproHe3aBUCUMMOW MaMATM USMEHEHO (AanbHeWwee yTouHe-
Hue B SW2)
B4XX' CocTosiHne SHeproHe3aBMCUMON NaMaTh 6e3 N3MEeHeHW (ansHenlLee yTouy-
Owunbka HeHue B SW2)
BbINONHEHUS '65XX' CocTosiHMe SHEeproHe3aBUCUMMON MaMATU U3MEHEHO (JanbHeulee yTo4He-
Hue B SW2)
'66XX' Ons coobLieHwnii, cBsazaHHbIX ¢ 6830MacHOCTbIO
'6700' HesepHo ykasaHHas onvHa (HeT garnbHEeMLwero yToMHeHus)
'68XX' ®yHKuMK, ykasaHHble B 6aiite CLA, He noaaepxusalotcs (JansHeilee yToy-
HeHue B SW2)
BIXX' Komanaa He pa3spelueHa (ganbHeilwee ytouHeHue B 6aiite SW2)
'BAXX HesepHo yka3aHHblii(e) napameTp(bl) P1-P2 (aansHeiwee yrouHeHne B 6ainte
SW2)
Owmwmbka KoHTpons '6B00’ HesepHo ykasaHHbIi(e) napameTtp(bl) P1-P2
'BCXX HeepHo ykasaHHoe norne L: 6aint SW2 kogupyeTt TOYHOE YnACro AOCTYMHbIX
6anToB AaHHBIX (CM. TEKCT HUXeE)
'6D00’ KomaHnaHbI KOA4 He noaaepXusaeTcsl UIn HeaenucTBUTENeH
'6E00Q’ Knacc He nopnepxueaetcs
'6F00' HeTt To4HOW AMarHOCTUKK

10
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Ecnv npouecc npepsaH co 3HaveHnem SW1 ot ‘64’ go ‘6F’, To none faHHbIX 0TBeTa JOIIKHO OTCYTCTBOBATL.

Ecnn SW1 yctaHoBneH B ‘63’ unu ‘65, To coCTosiHUE 3HeproHe3aBMCcMMON NaMsAT 6yaeT nsMeHeHo. Ecnn
SW1 ycraHosneH B ‘6X’, 3a nckntoueHnem ‘63’ 1 ‘65’, To COCTOsIHME 3HeproHesaBUcUMol naMsaTy Gyaet Ges
W3MEHEHUI.

B oTBeTe Ha KoMaHAy, KOTopas He sIBNAeTCs nocnegHein komaHgol B Lenouke (cM. 5.1.1.1) MexoTpacnesas
vHAVKauua npeaynpexaeHust He gonyckaetcs (cm. MCO/M3K 7816-3), T. e. SW1 He gomkeH 6bITb yCTaHOBMEH
HW Ha ‘62’, HX Ha ‘63’

[Ba MexoTpacneBblX 3Ha4eHns SW1 3aBuCAT OT NpoToKoNa nepegadu:

- ecnu SW1 ycTaHoBmneH Ha ‘61’, To npouecc byaeT 3aBepLUeH; 40 Bblaauu kako-nnbo komaHasl, koMaHaa
GET RESPONSE moxeT 6bITb BolgaHa ¢ Tem xe CLA 1 ¢ ncnonbsosannmem SW2 (4ncno ewle AoCTYNHbIX 6aiiTos
AaHHbIX) B Ka4ecTBe KopoTKoro nons L;

- ecnu SW1 yctaHoBneH Ha ‘6C’, To npouecc 6yaeT npepsaH; 40 Bblgayvn Kakoh-nnbo komaHasl Ta xe
KoMaHaa MoXeT BbITb NMOBTOPHO BblaHa ¢ ucnons3oBaHnem SW2 (To4Hoe YMCo AOCTYMNHbIX 6aiTOB 4aHHbIX) B
KayecTBe KopoTKoro nons L.

B Tabnuue 6 nepeuncneHsl cneunduyeckne MexoTpacrneBble COCTOAHUS NpedynpexaeHusi U COCTOSHUSA
oLlmbok, ucronesyemsle 8 cepunt MICO/M3K 7816.

Tab6nunya 6 — Cneuncnyeckne MexoTpacrneBble COCTOsIHME NpeaynpexaeHnst U COCTOAHUI ownGoK

SW1 SW2 CwmbicnoBoe copepxaHue
‘62’ ‘00’ WHtopmauma He npegocTagneHa
(npeaynpexaeHve) Ot ‘02’ pgo ‘80" | AkTtvBaums kapTbl (cm. 8.6.1)
‘81’ YacTb BblgaBaeMblX AaHHbIX MOXET ObiTb UCKaXeHa
‘82’ KoHew cavina nnm aanvem gocturHyT go cumteieanmna N, 6aiitoB
‘83’ BbiGpaHHbIfi tharin HeaencTBUTENEH
‘84’ KoHTponbHas uucopmauma canina He dhopmatupoBaHa no 5.3.3
‘85’ BbiGpaHHbIf chain B cTagun 3aBeplueHnn
‘86’ HeT BXOAHbIX aHHbIX HA KapTy, NOMyYeHHbIX OT A4aT4YMKOB
‘87’ Kak MMHMMym ogHa 3anucb geakTMBUpOBaHa
‘63’ ‘00’ Mudopmaums He npegocraBneHa
(npepynpexaexve) ‘81° ®daiin 3anonHeH Npu nocrnegHen onepauum 3anvucu
‘CX Cuetuumk o1 0 go 15, kogmpoBaHHbIl X' (TOYHOE CMLICNIOBOE coAepXKaHne
3aBUCUT OT KOMaHpbl)
‘64’ ‘0o Owwubka BbINOMHEHUA
(ownbka) ‘o1 HenocpeacteeHHbIli oTBET, Tpebyembin KapTon
Ot ‘02’ po ‘80° | AktmBaums kapTbl (cm. 8.6.1)
‘65’ ‘0o Owwubka BbINOMHEHUA
(ownbka) ‘81’ OTka3 namsatm
‘68’ ‘00’ Mudopmaums He npegocTaeneHa
(owwnbka) ‘81’ Jlornyeckuii kaHan He noagepxusaeTcs
‘82’ BesonacHblli 06MeH COOBWEeHNAMN He noaaepPKUBaeTCs
‘83’ OxupaeTcs nocnegHsas komaHaa B Uenodke
‘84’ CuenneHne KomaHg He nogaepxuBaetcs
‘69’ ‘00’ Mudopmaums He npegocTasneHa
(owwnbka) ‘81’ KomaHpa HecoBmecTuma co CTpykTypon daiina
‘82’ CocTosiHMe 3almTbl HeYAOBNETBOPUTENBHOE
‘83’ MeTtog ayteHTudmkaumm 3abnokmpoBaH
‘84’ CcbinoyHble AaHHble He UCMOoNb3yoTcA
‘85’ Yenosusi NCNonb30BaHWA He yAOBNETBOPEHbI
‘86’ KomaHnpa HeBo3MOXHa (HeT Tekywero EF)
‘87 MponagaHue oxuaaembix MHHOOPMAUMOHHBIX O6BLEKTOB, CBA3aHHbLIX C Ge-
30nacHbiIM 0OMEHOM CcoOobWeHnAMN
‘88’ MudopmaumoHHble 06beKThl, CBA3aHHbIE ¢ 6e3onacHbIM 0GMEHOM CO06-

L EHNSAMU, HEKOPPEKTHbI
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OkoHyaHue mabnuups! 6

SW1 SwW2 CwMmbicnioBoe coaepxaHue
‘69’ ‘00 WHdopmaumsa He npegocTaenexHa
(ownbka) ‘80’ HekoppekTHble napameTpbl B Mone AaHHbIX KOMaHabl
‘81’ DyHKUMS HE NoJaepXKUBaeTCs
‘82’ dann Wnu NpunoXxeHne He HangeHb
‘83’ 3anuck He HanpeHa
‘84’ O6nacTb namaATK B hanne HegocTatovHa
‘85’ Nc He cornacyetcs ¢o cTpykTypon TLV
‘86’ HekoppekTHble napameTpsl P1-P2
‘87’ Nc He cornacyetca ¢ napameTpamu P1-P2
‘88’ CcbINoYHbIE UMK CCbiNaemble AaHHble He HaldeHbl (TOYHOE CMBICNIOBOE
cofepXaHue 3aBUCUT OT KOMaHzbl)

‘89’ danin yxe cyllecTByeT
‘8A Wwms DF yxe cywecteyet

MpumevaHune—Jlio6oe gpyroe 3HadveHne SW2 3apesepBUpOBaHO ANsl UCMONb3oBaHuA B Gyayuiem
NCO/M3K CTK 1/MK 17.

5.2 UHdopMaLIMOHHBbIE 06 BEKTLI

Kaxgoe none gaHHbIX UNW cuenneHne nonem gaHHbIX, ecnu oHo(oHW) 3akoauposaHo(bl) B TLY, npeacras-
nsieT coboii nocnegoBaTenbHOCTb MHPOPMaLMOHHBIX 06bekToB. B AaHHOM pasaene onpeaeneHbl Age KaTeropuv
WHpOpMALMOHHBLIX 06BEKTOB: HopMaLMoHHbIe 06bekThl SIMPLE-TLV v nHdopmaLuoHHble 06bekTol BER-TLV.

5.2.1UHcpopmaLMOHHBbIN 06bekT SIMPLE-TLV

Kaxabliii nHpopMaLoHHbIA 06bekT SIMPLE-TLV gonmkeH cocTosITb U3 ABYX UMK Tpex NocneaoBarenbHbIX
noneii: obsizaTensHOro nonsi Tera, 06s3aTeNbHOro NOJS ANMHBI M YCIOBHOTO Mosis 3HaveHust. 3anucbio (cM. 7.3.1)
MOXET OblITb MHhOPMaLWOHHbIN 06bekT SIMPLE-TLYV.

Mone Tera cocToUT U3 oguHouHoro bauTa, kogupytoLlero Homep Tera oT 1 o 254. 3HaueHus ‘00’ u ‘FF’
SBNATCA HeAeWCTBUTENBHLIMI AN nons Tera. Ecny aanucelo asnsaeTca MHopmaumorHbli 06bekT SIMPLE-TLY,
TO Ter MOXeT UCMONb30BaTLCA Kak naeHTudunkaTop 3annucu.

Mone ANWHbLI COCTOWT 3 OQHOrO UNK Tpex nocneaoBaTenbHbIX 6akToB:

- ecnu nepBbI 6aiT He ycTaHoBneH B ‘FF’, To none AnvHbl COCTOUT U3 0anHOYHOrO BaiTa, KoaupyroLwero
4NCNo OT HyNs Ao 254 n o6o3HavaeTcs kak N;

- ecnv nepB.ebiii GaiiT yctaHoBneH B ‘FF’, To none g4nuHbl NpofomkaeTca nocneayommm asymst 6antamu co
3HaYeHUAMU, KOAMPYIOLLMMW YUCNO OT HyNs Ao 65535 1 06o3HauvaeTca kak N.

Ecrin N paBHo Hyrto, To None 3HadeHust OTCYTCTBYET, T.€. UHpOPMaLUUOHHbLIN 0BbeKT SIBNsieTcA NycTbiM. B
npotusHoMm cnydae (N > 0), none aHaueHus coctouT U3 N nocnegoBaTenbHbIX 6anToB.

5.2.2 UHcpopMaLMoHHBbIN 06bekT BER-TLV

Kaxablh MHbopMaunoHHbIN 06bekT BER-TLV cocTouT 13 AByx unu Tpex nocriefosaTenbHbIX nonew
(cM. 6basoBble npasuna kognposaHust ACH. 1 no UCO/M3IK 8825-1): obazaTenbHoro nons tera, 06a3atenLHoro
Mossi ANVHbI U YCIIOBHOTO NOMSA 3HAYEHUS:

Mone Tera cocTOMT N3 0AHOIO UNK GornbLuero Y4cna nocrnegoBatesbHbIX 6ariTos. OHO ykasbiBaeT Knacc U
KogvpoBaHue U kogupyeT HoMep Tera. 3HadeHue ‘00’ siBnsieTcs HegecTBUTENBHBIM ANA NepBoro 6aiTa nonen
Tera (cm. NCO/M3K 8825-1).

Mone AnuHbl COCTOUT U3 0AHOIo UNK BonbLLero Yicna nocneaoBatenbHbIX 6anToB. OHO KOQUPYET AITUHY,
T.e.uncno N.

Ecnv N paBHo Hynto, TO None 3HaueHUst OTCYTCTBYET, T.€. MHOPMaLMOHHbIN 06bEKT ABNSeTCA NycTbiM. B
npoTueHoM criydae (N > 0), none 3HaveHus coctouT U3 N nocnegosatenbHbIX 6anToB.

5.2.2.1MNonsa TteroB BER-TLV

CraHpapTel cepun MCO/M3K 7816 nogaepxueatoT nons TEros U3 ogHoro, ABYX Uin Tpex 6aintos; 6onee
ANVHHbIE MOMS TEroB 3ape3epBUPOBaHbI A4Sl UCTI0Nb30BaHMSA B GyayLuem.

BuTbl 8 1 7 nepsoro 6aiTa Nonsa Tera ykasbiBaloT KNacc:

- 3Ha4veHue 00 ykasbiBaeT MH(POPMALIMOHHBIA 06bEKT yHUBEPCanbHOTo Knacca;

- 3HayeHue 01 ykasbiBaeT UHOPMAaLMOHHbIA OBBLEKT Kracca NPUSOXKEHUS;
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- 3HaveHue 10 ykasbiBaeT MHDOPMaLMOHHbIA 06 bEKT KOHTEKCTHO-3aBUCMMOTO Kracca;

- 3HaveHue 11 ykasbiBaeT MHOPMAaLMOHHBIA 06BEKT NpuBaTHOTO Kacca.

BuT 6 nepeoro GaiTa nons Tera ykassiBaeT KOAMpOBaHue:

- 3HavYeHue 0 ykasbIiBaeT NpocToe KogupoBaHue NHPoPMaLIMOHHOro 06beKTa, T. €. Nore 3Ha4eHUs He Koau-
posaHo B BER-TLYV;

- 3HayeHve 1 ykasbiBaeT cocTaBHOe KoavpoBaHue nHdopmaLmoHHoro 0bbekTa, T. €. Nosie 3Ha4YeHNs Kogupo-
BaHo B BER-TLV.

Ecnun 6uTkl ¢ 5 no 1 nepsoro 6aiiTa Nons Tera He BCe YCTaHOBNEHbLI B COCTOSAHWE 1, TO OHW A0ITKHbI KOAMPO-
BaTb HOMep Tera oT HyJ1s 4o TpuAauaTty, NPy 3TOM MoJie Tera CoOCTOMT U3 eAUHCTBEHHOro BaiiTa.

B npoTueHOM cryyae (6UThl ¢ 5 No 1 ycTaHOBNEHbLI B COCTOSIHWE 1) None Tera AOMKHO NPoAoKaTeCA Ha
o4VH Unu bonbLUee Yicno nocneayowmnx 6anTos:

- 6uT 8 kaxxgoro nocneaytollero 6aiiTa, 3a UcktoYeHWeM nocnegHero 6aiiTa, 4OMKeH GbITb YCTAHOBIEH B
cocTosiHue 1;

- 6uTel ¢ 7 no 1 nepsoro nocnegytoero 6aiTa He 4oMKHbI ObITh BCe ycTaHOBMEHbI B cocTosHME O;

- 6uTbl ¢ 7 No 1 nepBoro nocrneaytoLlero 6aiTa, cuenneHHble ¢ Gutamn ¢ 7 no 1 Kaxxaoro U3 octanbHbIX
nocnegytowux 6aiiTos, BkNtoYas 6utel ¢ 7 no 1 nocnegHero 6ainTa, 4OMKHbLI KOAMPOBaTL HOMEpP Tera.

B Tabnuue 7 nokasaHbl nepBble GaiiTsl nons Tera. 3HadeHve ‘00’ aBnseTca HedelCTBUTENbHBIM.

Tabnwuua 7 — lNep.bilt Gant BER-TLV nonei teroe no MCO/M3IK 7816.

b8 b7 b6 b5 b4 b3 b2 b1 CwMmbicnioBoe cofepxaHue

0 0 —_ | - - —_ - — | YHuBepcarnbHbIn Knace, He onpegeneHHbin B MICO/MOK 7816

0 1 — — — —_ - — | Knacc npunoxexus, ngeHtugpukauma onpegerneHa B HacTosILLEM
cTaHgapTe

1 0 —_ —_ —_ _ - — | KoHTekcTHO-3aBucMMBbIN Knacce, onpeaeneH B MCO/MOK 7816

1 1 — — — - - — | NpuBatHbIN KNacce, He onpegeneH B WCO/M3K 7816

- - 0 0 0 0 0 0 | MNpocToe kognpoBaHue

— — 1 — — —_ - — | CocTtaBHOEe KoAupOBaHue

— — — He Bce Gaiitbl yctaHoBneHsl | Homep Tera ot Hynsi Ao Tpuauatm (kopoTtkoe none Tera, T. €. eav-

B cocTosiHue 1 HUYHbIN GanT)

— — | — 1 1 1 1 1 Homep Tera 6onblue TpuaguaTtu (4nuHHOE norne Tera, T. €. ABa Uinu

Tpu 6anta)

B nonsix aaHHbIX, koaupoBaHHbIX B BER-TLV, 6aiiThl, yctaHoBneHHble B ‘00°, MOryT npucyTcTBOBaTh A0,
Mexay unu nocne HpopMauMoHHbIX 06BEKTOB (HanpUmep, 3a cHeT yaaneHUs UM smeHeHust UHAOPMAaLMOHHBIX
o6bekToB B nNpegenax EF, nogaepxusatoLiero eauHULy AaHHbIX). Takoe 3anofHeHWe 3anpeLueHo B npeaenax
noner 3Ha4YeHUs1 CocTaBHbIX MHOPMALIMOHHbLIX 06bekTax U HasbiBaeTcss B MUCO/M3K 7816 «wabnoHamuy.

Ecnu 6aiT kogupoBaHUsi AaHHbLIX NpUCYTCTBYET B GanTax npeabictopun (cm. 8.1.1) unu 8 EF.ATR
(cm. 8.2.1.1) unu B KOHTpONbLHOW MHopMauuKn kakoro-nnubo darina (cMm. Ter ‘82° 8 Tabnuue 12), To atot 6anT
(cm. Tabnmuy 87) ykasbiBaer, siBnsietcsi in 3HaveHue ‘FF:

- AecTBUTEBbHBIM 41151 TepBOro 6aiTa ANMHHOTO NOSA Tera NPUBaTHOMO KNacca, COCTaBHOMO KOANPOBAHNA
(3agaHHoro B SIBHOM BUAE), UNu

- HelecTBUTENBHBLIM ANt NnepBoro 6aTa nonew Teros (3HaveHVe No YMOn4YaHuio), T.e. UCNOMb3yeTcs ANs
aHanorM4yHoro HasHauyeHus (3anonHeHus) U NPY Tex e YCNoBUaX, 4To U 3HadeHue ‘00’.

B nonsix Tera aByx unu 6onee 6avitax s3HaveHus ot ‘00’ Ao “1E’ 1 ‘80’ aBnaOTCA HEAENCTBUTESbHBIMU AN
BTOpoOro GaiTa.

- B aByx6alTHbIX Monsix Tera BTOpow GawT cocTouT U3 6uTa 8, yctaHoBneHHoro B coctosiHue 0, n 61UToB ¢
7 no 1, kogupytoLmx umcrno, bonbLiee TpuauaTtn. Bropoi 6ant umeet 3HaveHus ot “1F’ o 7F’; Homep Tera — oT
31 00127.

- B TpexbaiiToBbIx Monsix Tera BTopol 6anT cocTont us 6uTa 8, yctaHoBNeHHoro B coctosiHve 1, n 6utos ¢
7 no 1, He Bce UX KOTOPbIX yCTaHOBMEHbI B cocTosiHUe 0; TpeTuid 6ainT cocTouT U3 6uTa 8, ycTtaHOBNEHHOrO B
cocTosiHne 0, M 6UToB ¢ 7 No 1, NpMHUMatoLWMX Ntobble 3HaueHus. BTopoi 6aiiT npuHuMaeT 3HaveHus oT ‘81’ go
‘FF’, a TpeTuii 6aiiT — ot ‘00’ go ‘7F’; HoMep Tera NpUHUMaET 3HaveHus oT 128 o 16383.
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5.2.2.2 Nona gnuHbl BER-TLV

B kopoTkom dhopmaTe none AnuHbI COCTOUT U3 eAuHWUYHOTO BaiiTa, B KOTOPOM BUT 8 YCTaHOBNEH B COCTOAAHNE
0, a 6uThl ¢ 7 no 1 koAMPYHT uncno GaitToB B nosie s3HayeHUsA. TakuMm obpasom, oaHUM GaiToM MoXeT BbiTb
3akoaAnpoBaHo toboe YMcno ot Hyns ao 127.

Mpumeyanune—Jlioboe umcno ot ogHoro go 127 kopupyetca B none anuibl BER-TLV Tak xe, kak B nonsx Lg
n L. Koguposanue otnuyaetcs ans Hons, 128 u Gonee. [Ins npumepa cM. KOAMPOBaHNE MHGOPMALMOHHBIX 06LEKTOB
B komaHae GET DATAB7.4.2

B anuHHom cbopmate none AnunHel COCTOUT M3 ABYX unu 6onee 6aiiTos. BUT 8 nepeoro 6aliTa ycTaHOBNEH B
cocTosiHme 1, a 6uUTbl ¢ 7 Mo 1 He AOSKHbI ObITb BCE paBHbLI, TakKMM 06pa3oM NpoucxoauT KoaupoBaHue
nocneaytowmx 6anTos B none AnvHbl. 3TU Nnocneayowme 6anTbl 4OIMKHBLI KOAWPOBATL YMCNO 6aliToB B None
3HaYeHusI.

B cranaaptax cepun MCO/MIK 7816 He ucnonb3aytoT «HeonpeaeneHHy AnUHY», ykasaHHyo 6a30BbIMU
npasvnamu koguposaHus ACH.1.

B cranpaptax cepun MCO/MOIK 7816 noanepxumBatoTcs Nons AnNUHbI U3 04HOTO, ABYX, ... A0 NATU 6aiiToB
(cm. Tabnuuy 8). B UCO/M3K 7816 3HaveHusa ‘80’ u ot ‘85’ oo ‘FF’ asnstoTca HeaencTBUTENbHBIMU ANA NEPBOro
BaiiTa nonen AnNuHLI.

Tabnwua 8— lMNona anuubl BER-TLV no NCO/M3K 7816

1% Gaiir 29 Gaiit 3% Gaiir | 4% 6air | 5 6anr | N
1 Gant O1 00" go ‘7F — — — — Ot 00127
2 Gavita | ‘81 O1 ‘00’ go ‘FF’ — — — Ot 0 po 255
3 bavita | ‘82 OT ‘0000’ go ‘FFFF’ | — — OT1 0 go 65535
4 Gavita | ‘83’ OT ‘000000’ oo ‘FFFFFF’ — O71 0 go 16777215
5 GavitoB | ‘84’ OT ‘00000000’ go ‘FFFFFFFF’ Ot 0 po 4294967295

5.2.3 MNons paHHbIX, NonNA 3Ha4eHUN, UH(hOPMaLMOHHbIE 06 HLEKTBI U 3NleMeHTbI AaHHbIX

Kaxgoe none gaHHbIX KOMaHAbl UM OTBETa MOXeT ObiTb 3akoanpoeaHo B BER-TLV, Hanpumep B nape
kKoMmaHaa-oTBeT, rae CLA yka3biBaeT 6e3onacHblil 06MeH coobLieHnsamn (cM. 6) unu rae 6ut 1 B INS yctaHoBneH
B cocTosiHMe 1 (HeveTHbI ko INS, cm. 5.1.2).

- MioBoi nHpopmaLoHHbli 06bekT BER-TLV o6o3HavaeTcst {T-L-V} ¢ nonem Tera, 3a koTopbiM criegyet
rnone AnvHel, kKoaupyroLlee Yicno. B 3aBUCUMOCTU OT TOTO SBMISIETCS M UMCIO HYNEBLIM UMW HET, None 3HaYeHus
OTCYTCTBYET (MyCTOW MHGOPMaLIMOHHbIA OBBEKT) UM MPUCYTCTBYET.

- Moot cocTaBHOW MHbOPMAaLMOHHBI 06bekT o6oaHadaeTes {T-L-{T1-L1-V1}... -{Tn-Ln-Vn}} c nonem Tera,
3a KOTOpbIM crieayeT nose AnvHel, KoaupyroLlee Ynucno. Ecnuuncno He siBnseTcs HyeBbIM, TO MoNe 3HaYeHUs
COCTaBHOIO MHGOpMaLMOHHOrO 06bekTa, T. e. WabnoHa, COCTOUT U3 oaHoro Unu Gonee MHopMaLIMOHHBLIX O6beK-
ToB BER-TLV, kaxabl UX KOTOPbLIX COCTOUT U3 MOSs Tera, Nons AnuHbl, KOOUPYOLLEro YMCIOo, U ecriv 3TO YACHO
SIBMSIETCS HYNEeBbIM, TO U3 NOMS 3HAYeHUS.

HekoTopble nons AaHHbIX, HaNpUMep KomManabl Ansi paboTbl C eAMHULAMM AaHHbLIX (CM. 7.2), NoNs 3Ha4YeHW A
MHpopMaLmOoHHbIN 06bekToB SIMPLE-TLV 1 nonst 3Ha4yeHUA HeKOTOPLIX MPOCTLIX MHPOPMALMOHHLIX 0BbeKTOB
COCTOSAT U3 3N1EMEHTOB JaHHbIX B COOTBETCTBUM C XapakTepucTukamu KoMmaHa 1 B COOTBETCTBUM C TErOM UHKbOp-
MaLOHHOro obbekTa.

HekoTopeble nonst 4aHHbIX, HANpUMep KomMaHabl 4ns paboTbl ¢ 3anMcamMm (CM. 7.3) U Nons 3HaYeHUI HeKoTo-
PbIX NPOCTLIX NHPOPMaLMOHHLIX 06bekToB BER-TLV cocTosiT U3 MHdropMaLMoHHbIX 06bekTos SIMPLE-TLV.

HekoTopble nons AaHHbIX, HAaNpUMep KoMaHabl Ans paboTsl ¢ HOPMaLMOHHBIMKU 06 bekTaMu (CM. 7.4) 1
Mons 3Ha4YeHWn cocTaBHbIX MHPOPMaLMOHHbIX 06bekToB BER-TLYV, T. e. LWabnoHoB, COCTOAT 13 MHIOPMaLIMOHHBIX
obbekToB BER-TLV.

5.2.4 NgeHTUpUKaLUA 31IeMEHTOB JaHHbIX

NaeHTndukaums aneMeHToB AaHHbLIX OCHOBLIBAETCS Ha creaytoLLmX NpuHLMnax:

1) Ecnn uncno 61ToB, NpeAcTaBNsoWMX 3M1EMEHT AaHHbIX, He KpaTHO BOCbMI, TO NpeobpasosaHue B 6aiT
WK cTpoky 6aiiToB AOMKHO BbITb YKa3aHO B KOHTEKCTE COOTBETCTBYIOLLEro aleMeHTa AaHHbIX. Ecriv He ykasaHo
MHOE, COOTBETCTBYIOLLIEE YACHOo BUT gorkHo BbITk yCTaHOBMEHO Ha 1 B nocrieaHem GaiiTe, HauMHas ¢ buTa 1.
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2)Ha cTbike vHTepdelnca Mexay KapToi U YCTPONCTBOM COMPSKEHWS 3NeMeHT AaHHbIX 0B6bIMHO NpucyT-
CTBYET B none saHa4eHus nHgpopmaLmoHHoro obbekta BER-TLV.

3) Ons o6ecneyeHus noncka 1 oBpaLleHns K af1eMeHTY AaHHbIX NMpu oBMeHe MHopMaUmel, OH AoMKeH
6bITb CBsI3aH C TEroM MHbopMaLmMOoHHOro 06bekTa BER-TLY 1 MoXeT 6bITb chopMUpoBaH B 3TOM UHOPMaLGH-
Hom obbekTe.

4) O6palleHne K aNeMeHTY AaHHbIX MOXET OCYLLECTBMSITLCS Yepes HeNnocpeACTBEHHO CBA3AHHbIA C HUM
Ter BER-TLV. 3nemMeHT AaHHbIX MOXET BbIThb CBA3aH C APYriM 3NIEMEHTOM AaHHbIX, KOTOPbLI/A ycTaHaBnMBaeT
KOHTEKCT, K KOTOPOMY OH NPUHaAIeXNT.

5) OAanH U HecKorbKo MHOPMALIMOHHBIX 06 LEKTOB «KOMaHAA Ha BbINOMHEHUE» MOTYT HENMOCPEACTBEHHO
CCbINaThCs Ha aeMeHT AaHHbIX.

6) Mpw Hanwaum, HpopmMaLMoHHLIE 06BbEKTLI YHBEPCanbLHOro knacca (nepsbiii 6ainT ot ‘01’ Ao ‘3F’) npuHK-
MatoT obLee 3HaYeHue.

7) Bece nHdopmaLMoHHble 06beKThI Knacca npunoxeHust (nepebi 6aiit ot ‘40’ oo ‘7F’) sensoTes MexoTpac-
neBbIMY A0 TeX Nop, Noka He 6yaeT ykasaHo Hoe. Hactoswnia ctaHgapT v apyrve ctaHgapTsl cepun MCO/MIK
7816 BblAenNs0T Tern 4ns Kiacca npunoxeHus. Kaxxaelit Ter knacca npunoXeHus, He onpeaeneHHbIi B cepum
MNCO/M3K 7816 3apesepsuposaH MICO/MIK CTK 1/MK 17.

8) B HacTosILLeM cTaHaapTe ornpeaeneHo MHOXECTBO MEXOTPaCNeBbLIX 3IEMEHTOB AaHHbIX. B gononHeHne
K onpeAeneHHbIM Aanee MexoTpacreBbiM afleMeHTam aaHHbIX, cTaHaapTsl cepun MCO/MOK 7816 cogepxaT
McHepnbIBaOLLMA NepedeHb MEXOTpaceBbIX 3/IEMEHTOB AaHHbIX, onpedeneHHbIx B MCO/MOK 7816.

9) B kapTe MoXeT BbITb HECKOJTbKO OAMHAKOBbIX MEXOTpacieBbIX MHPOPMaLMOHHBIX 06 LEKTOB.

10) B none AaHHbIX KOMaHabl M 0TBETA BCe UHPOpMAaLMOHHbIE 06beKTbl KOHTEKCTHO-3aBUCMMOrO Kracca
(nepsbliii 6aiiT oT ‘80" go ‘BF’) 4omkHbl BbiTh BNOXKEHbLI B MEXOTpacnesble WabnoHbl, 3a UCKMIOYEHNEeM KOHT-
pornbHo MHdopMaumm daiina (cm. 5.3.3)  6esonacHoro obmeHa coobeHnamu (cMm. 6).

11) B nocneaytoLux pasgenax (cM. npunoxeHue A) onpeaeneHa cxema pacnpeaeneHua Teros Anst uaeH-
TUdMKaLMM MeXoTpacneBbiX MHPOPMALIMOHHBLIX 06 HEKTOB B NONAX AaHHLIX. OTU CXEMbI pacnpeaeneHus Teros,
nenonbs3yemble 4ns MaeHTUdUKaLMmn MexoTpacnesblx MHOPMaLMOHHBIX 06LEeKTOB, NokasaHbl B Tabnuue 9 ans
YBEOMIIEHWS OpraHa, OTBETCTBEHHOrO 3a pacrnpegeneHue Teros.

Tab6nuuya 9— MexoTpacnesble MHGOOPMaLMOHHbIE OGBEKTLI Afsi OpraHa pacrnpegeneHvsi TeroB

Ter CMbICNIOBOE 3HAueHue

‘06’ UpeHtndukatop obvekta (kogupoBanue onpegeneHo B MCO/MIK 8825-1, cMm. npumepbl B npuro-
XeHun A)

‘41 Koa ctpanbl (koguposanue onpegerneHo B MICO 3166 [1]) u, gononHutenbHble HaUMOHarnbHble JaH-
Hble

‘42’ MpeHTndukaumoHHble  HOMep amuTeHTa  (KOAMPOBaHME W perMcTpauusi  onpefeneHbl B
MCO/M3K 7812-1 [3]) n, gononHuTENbHbIE AAHHbIE SMUTEHTA

‘4F UpeHTtndukatop npunoxenus (AID, kogupoBaHue onpegeneHo B 8.2.1.2)

5.2.4.1 CoBMecTUMan cxema pacnpefeneHus Teros

3T cxeMbl pacnpegeneHusi Teros UCNoNb3yT MexoTpacrneBble MHopMaLMOHHbIE 06bEeKTbI U A0NONHWU-
TenbHble MHPOPMaLUMOHHBIE 0OBHEKTHI.

3Tn AONONHUTENBHBIE MHPOPMAaUMOHHBIE 06bEKTI AOMKHbLI ObITh BNOXEHbI B MeXOTpacneBble WabnoHbl,
cBAzaHHble ¢ Teramn oT '70' go '77' (3a ucknioveHnem Tera ‘73’, 3ape3epBUMpOBaHHOTO A4Sl NponpueTapHbIX UHGOP-
MaUMOHBIX 06bekToB, cM. 5.2.4.3). CoaepkaHue TeroB Kracca NpUoXeHusl B npeaenax aTux WwabnoHos HacTos-
Wi ctaHaapT v ctaHaaptel cepun MCO/M3K 7816 He onpegensiioT, 3a uckrtoueHnem Teros ‘41°, ‘42 n ‘4F’ ana
naeHTUMKaLMn opraHa pacnpegeneHns Teroe, Kak nokasaHo B Tabnuue 9.

Ucnonb3oBaHWe KOHTEKCTHO-3aBUCUMOro Knacca (nepsbliii 6aiT ot ‘80° go ‘BF’) B npeaenax mexoTpacne-
BbIX LWABIOHOB € Teramu ‘65’ (qaHHbIe, OTHOCALLMECS K AepKaTerto KapTbl), ‘66’ (daHHble kapThl), 67’ (ayTeHTudu-
KaLMOHHble AaHHble) U ‘6E’ (@aHHble, OTHOCALLMECS K MPUNOXKEHWIO) HE peKOMEeHayeTCs.
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AnavwaeHTudnkaumm COBMECTMMO CXeMbl pacrpeferneHunsi TEroB U opraHa, OTBETCTBEHHOIO 3a 3Ty CXEMY,
MoXeT 6blTb MCMONb30BaH MeXoTpacneBol WabnoH, cBs3aHHbIN ¢ Terom 78’. MNpy HanW4uu, Takol WabnoH
DomKeH coaepXaTb OANH U3 MeXOoTpacieBbiX MHGOPMaLIMOHHBLIX 06LEKTOB, NokasaHHbLIX B Tabnuue 9, ans uaex-
TUdMKaLumm opraHa pacnpegeneHus TeroB.

- Ecnun Ter ‘78’ uMeeTca B CTpoke HauanbHbIX AaHHbIX (cM. 8.1.2) unu B EF.ATR, To opraH pacnpegeneHuns
Teros AeNCTBUTENEH AN KapTbl B LEeoM.

- Ecnu Ter ‘78’ npucytcTtByeT B AaHHbIX ynpaeneHus DF (cm. 5.3.3), To opraH pacnpegeneHust Teros siBrisi-
eTca aevicTBUTeNbHbIM B Npeaenax atoro DF.

5.2.4.2 CocyulecTByloLWas cxema pacnpegeneHusi Teros

B cocyLuecTByOLMX cxemax pacrnpeaeneHns TEroB MOryT UCTONb30BaTh Terv ¢ UHTepnpeTaumeil, Kotopast
He onpeaeneHa B craHgapTtax cepun MCO/MIK 7816. ins naeHTudmkauum cocyLlecTByloLLel CXxembl pacrnpe-
AeneHus Teros 1 opraHa, OTBETCTBEHHOIO 3a 3Ty CXeMY, A0IKeH BbITb UCMONb30BaH MeXoTpacneBoi WabnoH,
CBsi3aHHbIN ¢ Terom ‘79’. Ecnu Takoi wabnoH nMeetcs, To OH JOMKeH cogepXaTb OAUH U3 MeXoTpacneBbiX
06bEeKTOB AaHHbIX, MOKa3aHHbIX B Tabnvue 9, Ans Toro, 4tobbl naeHTUMUMpPOBaTL OpraH pacnpegeneHust TEroB.

- Ecnu opraH pacnpeaeneHusi TeroB AeACTBUTENEH Af1s KapThl B LIENom, Torga Ter 79’ AomkeH NpucyTcTBo-
BaTb B CTPOKe Ha4YanbHbIX AaHHbIX (cM. 8.1.2) unu B EF.ATR (cm. 8.2.1.1).

- Ecnu opraH pacnpegeneHus Teros aeicteuteneH B npegenax DF, Torga ter 79’ gonxeH NnpucyTcTBOBaThL
B AaHHbIX ynpaeneHusi DF (5.3.3).

B Takoli cxeme Bce MexoTpacreBble MHopMaLUOHHbIE 06BEKTbI AOMKHbI BbITh BNOXKEHBLI B MEXoTpacse-
Bble LIabnoHbl, cBA3aHHbIe ¢ Terom '7E'. Kpome Toro, Teru 79’ ‘7E’ He AomKHbI MHTEPNPETUPOBATLCS MHaYe, Yem
Tern ‘62, '64’, ‘6F’ (wabnoHbl FCP, FMD v FCI, cm. 5.3.3) u ‘7D’ (wabnoH SM, cm. 6)

5.2.4.3 HezaBUCUMBbIe cxeMbl pacnpeaerieHusi Teros

B aTux cxemax pacrnpegeneHusi TeroB MOryT UCMONb30BaTh TEMM C MHOW MHTEpnpeTaumeil, YeM NpUHATas B
HacTosiLem cTaHdapTe u ctaHgapTax cepun MCO/MBK 7816, koTopasi He noguuHsieTcst TpeboBaHusam 5.2.4.2.
Takvne cxembl pacnpegenieHnsl TeroB AenatT HEBO3MOXHBLIM MeXoTpacneBow o6mMeH uHdopmaumen 1 He
COrnacylTcs ¢ HACTOSILLMM CTaHAapTOM.

Mcnonb3oBaHrne MexoTpacneBbIX NPOon3BobHBIX MHpopMaLMOHHBIX 06 BEKTOB ¢ Teramu '53' 4ns npeacTae-
NEeHWs NPOU3BOSIbHLIX 3TEMEHTOB AaHHbLIX U Teramu '73' Ans BNOXEHUs IponpueTapHbIX MHOPMaLMOHHBIX 06bek-
TOB B NPOW3BOSIbHbIE WABNOHEI AaeT BOSMOXHOCTL MPUMEHEHWS NPONpPUETaPHbIX 3NEMEHTOB AaHHbLIX U HdopMa-
LIMOHHBIX 0GBbEKTOB, COXpaHsis B TO XKe BPeMsi COOTBETCTBUE HACTOSILLEMY CTaHAapTY.

5.3 CTpyKTypbl NPUNOKEHUA U AAHHBIX

B HacTosileM nogpasgene ornpegeneHa CTPYKTypa NpunoXeHnin n gaHHbIX, NpocrnexnsaemMblie Ha CTbiKe
nHTepderica Mexay KapTo U YyCTPONCTBOM COMPsKEHWS NpK 06paboTke KoMaHa, UCMNOMb3yeMbIX B MeXoTpacne-
BOM Kracce. PasmMelLieHne AaHHbIX B (PM3NYECKON NaMsiTU U CTPYKTYpHas nHcpopMaums cBepx Tol, YTo NpeacTas-
NeHa B JaHHOM nogpasaerne, HaxoaaTcs 3a npegenamy KOMNeTeHLMN HacTosALWero ctTaHgapTa U cTaHaapToB
cepun MCO/MIK 7816.

HacTosawuii ctaHgapT nogaepXvBaeT crieayroLLne ABe KaTeropun CTpyKTyp: HasHaveHHbln dann (DF) n
anemMeHTapHbIi coaiin (EF).

daiinbl DF BbINOMHAIT XOCTUHT MPUOXKEHWUA W/nnn rpynnbl dbalinos W/unm XpaHaT MHopMaLOoHHbIe
06bekTbl. DF npunoxeHus aenaetcs dainnom DF, KoTopbll BeINOMHAET XOCTUHI NpunoeHns. DF MoXeT BbITb
poauTensckuMm ainnioM UM MHbIM dannom. CymTaeTcsl, YTO 3TU NHbIe balinbl HAXOASATCS HeMoCPeACTBEHHO
noa DF.

daiinsl EF xpaHaT gaHHble. EF He MoxeT 6bITb poanTENbCKUM UK UHbIM chaiinoM. OnpeaeneHs cnegyto-
Lime aBe kaTeropuu cparinos EF:

- BHyTpeHHWe EF xpaHAaT gaHHble, nHTeprnpeTMpyeMble KapTol, T. €. AaHHbIe, UCTIONb3yeMble KapTol B Liensax
yNpaBneHust U KOHTPONS;

- paboune EF xpaHAT gaHHble, He MHTeprpeTUpYeMbIe KapToid, T. €. AaHHbIe, NoasexallMe UCNoNb30BaHMo
NCKITHOUNTENBHO BHELLUHUMIW YCTPOCTBaMU.

MpeaycmoTpeHo ABa TMNa NOrMyYecKon opraHnsaLmm:;

Ha pucyHke 2 nokasaHa vepapxus dainnoe DF ¢ ux cooTBeTcTBYyOL e apXUTEKTypoii 6esonacHocTH
(cm. 5.4). B Takon opraHusaumm kapT dpaiin DF B ocHoBaHWKM nepapxuun HasblBaeTcs rnasHbiM dhainom (MF);
ntoboi DF moxeT 6bITh dhainom DF npunoxeHusi ¢ unm 6e3 csoelt cobeTBeHHOM nepapxmeli gpaitnos DF.
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EF MF EF

/ daiinbl NPUNoXeHus ]
DF daiinbl npunoxenms ®/'\_/ oF /@

PwnecyHok 2 — Mpumep uepapxum caiinos DF

Ha pueyHke 3 nokasaHb! dhainbl DF npunoxeHus ¢ napanneneHon ctpykrypoit 6e3 MF Ha cTbike MHTepdeir-
ca, T.e. 6e3 Bugmumon nepapxum cpaiinos DF. Takas opraHnsaumsi nogaepxvBaeT He3aBUCUMbIE NPUSIOKEHUA B
Kapre, rae nioboe DF npunoxeHns MoXeT MMETb CBO0 coBCTBEHHY0 nepapxuio dhannos DF ¢ cooTBeTcTBYIOLWEN
apxutekTypoi 6esonacHocTu.

DF DF Panins DF
MpunoxeHus MpunoxeHus NPUNOXEHUs! Mpunoxexuns

PucyHok 3 — Mpumep Hesasucumbix paiinos DF npunoxexus

5.3.1 BbiGop cTpykTYypbI

5.3.1.1 MeToabl BbIGOpa CTPYKTYPbI

BbiGop CTPYKTYypbl NO3BONSET NONYYNTb AOCTYN K AaHHBLIM CTPYKTYPbI U, €CNN CTPYKTYpa NnpeacTasnsiet
coboii DF, To 1 k ee nopgcTpykType. CTpykTypa MOXeT 6biTb BoibpaHa HESIBHO, T.€. aBTOMaTU4ECKU NOCTie BOCCTa-
HOBMEHUs1 U BO3MOXHOrO BbiGopa npoTokona u napameTpoB (cM. MCO/MOK 7816-3). Ecnu cTpykTypa He MoXeT
ObiTb BbIGpaHa HEABHO, TO OHa AOMKHA GbiTh BbIGpaHa sIBHO, T.€. ¢ MOMOLLbIO, MO MeHbLUEeN Mepe, OQ4HOIO U3
cneayoLmx METOL0B.

Bbi6op no umenn DF — O6palwuenne k mo6omy DF moxert 6biTb ocyuiecteneHo no umenn DF. OHo
npeactaeBnsieT coboi CTpoky Ao wectHaauatv 6aiToB. Jlioboi naeHtudgukarop npunoxexus (AID, cm. 8.2.1.2)
MOXeT ObITb MCMONb30BaH B kayecTse uMeHn DF. [ins Toro utobbl oAHO3Ha4HO BIGUpaTh No umenu DF, Hanpu-
Mep, Koraa BbIGOp ocyLLeCcTBSETCH NyTEM UCMONb30BaHUs MAEeHTU(hMKaToOpoB NPUOXeHNIN, uMma kaxaoro DF
AOIMKHO BbITb YHUKarnbHbIM B AaHHOﬁ Kapte.

BbiGop nocpeacTBom naeHtTuthmukaTopa cana — Ob6paiueHune k nioGomy aiiny Moxet ObiTb ocyLue-
CTBIMEHO € NoMoLLbIO naeHTudmKkaTopa darina. OH coctout u3s asyx 6ant. 3Haqenue ‘3F00’ 3apesepBupoBaHo Anst
obpatienus k MF. 3HaueHune ‘FFFF’ 3ape3epBrpoBaHo Ans ucnonb3osaHus B Gyayuiem. 3HaveHme ‘3FFF Taioke
3ape3epBUpOBaHoO (CM. HUxe 1 7.4.1). 3Ha4eHnune ‘0000’ 3apesepBnpoBaHo (CM. 7.2.2 1 7.4.1). [ins Toro 4tobbl
0oaHO3Ha4HO BbiGMpaTh No6oi dhann ¢ nomoLLko ero ngeHTudmkaTopa, Bce channesl EF n DF, Haxogsawmecs B
nepapxumm HenocpenCcTtBeHHO noa AaHHbIM DF, OOIMKHbI UMETbL pa3Hbie MneHTMq)MKaT Opbl.

Bbi6op yepe3 nyTb — ObpaLleHue k nio6omy cariny moxeT 6biTe OCYLLECTBNEHO Yepea nyTb. OH npea-
cTaBnsieT coboii cLernneHve naeHTudmukaTopos dannos. MyTb HaumHaeTcs ¢ aeHTudmkatopa DF (MF gns a6eo-
MIOTHOrO MYTU UK TekyLliero DF Anst OTHOGUTENLHOIO NYTH) U 3aKaHUMBAETCA MAEHTU(OUKaTOpoM BbiBMpaemMoro
darina. Mexay 3TMK ABYMS MOEHTUMKATOPaMM NyTb COCTOMT U3 MAEHTUGMKATOPOB NocnefoBaTesbHbIX (B
pamkax nepapxum) pogurernbckux DF, ecniv onmn umetotcst. Mopsgok cnegoBaHns noeHTMMKaTopos canrnos —
BCeraa B HanpaBreHun OT POAUTENbCKOro dhaiina k AodepHeMy. Ecnn ngeHtndmkarop TekyLiero DF He uasecteH,
B Havarsie nyTv MOXeT ucrnosib3oBaTbesl 3HaveHve "3FFF' (3apesepBupoBaHHoe 3HaveHue). 3HadeHust '3F002F00' n
‘2F002F01’ 3apesepBupoBaHbl (cM. 8.2.1.1). cnonb3oBaHWe nyTv NO3BOMSET OCYLLECTBNATL OOHO3HAYHbINA
BbIOOp noboro caiina uz MF unu us tekywero DF (cm. 8.3).

O6paleHve nocpeacTBoM kKopoTkoro naeHtndgumkaropa EF — OGpawyeHue k no6omy EF moxer 6bITb
OCYLLECTBIEHO C MOMOLLIbIO KOPOTKOTO uaeHTudmukatopa EF. OH cocTouT 3 nsatun 61T, KOTOpbie He BCE paBHbl ApYr
Ipyry, T. . NpecTaBnsioT coboit 3HaueHUe OT 0AHOro A0 TpuaLuaru. 3HavyeHue Horb, T. €. 00000, ncnonb3yemoe
B Ka4ecTBe KOpOoTKoro naeHtudmkaropa EF, ykasbiBaer Ha BoiGupaembli B TekyLumin momeHT EF. Ha yposHe MF
yucno Tpuauarh, T. e. 111100 B GuHapHOM BbipaXkeHuW, 3ape3epBupoBaHo (cM. 8.2.1.1). KopoTkue naeHtndm-
KaTopbl (haiinos EF He MoryT GbiTb MCNONb30BaHbLI B MOCNEA0BATENLHOCTY NYTU UK B Ka4eCTBe MaeHTMchukaTopa
cbainna EF (Hanpumep, B komanae SELECT).
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Boibop nocpeactsoM kopoTkoro naeHTudukatopa EF gonmkeH 6bITb ykasaH, eCnm oH NogaepXveaeTcs.

- Ecnu nepBas Tabnuua nporpaMMHbIX dpyHKLMIA (CM. TaBnuuy 86) npucyTcTeyeT B GaiiTax npeabicTopum
(cm. 8.1.1) unu B EF.ATR (cmM. 8.2.1.1), To nHAMKaLIMA SABNSIETCA AeNCTBUTENBHON Ha YpOBHE KapTbl.

- Ecnu kopotkuin naeHtudukarop EF (ter ‘88’, cm. Tabnuuy 12) npucyTcTBYET B KOHTPONBHLIX NapameTpax
(cM. 5.3.3) dbaiina EF, To uHaMKauua siensietca AeicTBuTensHON Ha ypoeHe EF.

5.3.1.2 AneMeHT faHHbIX «CCbINIKa Ha dann»

CBsizaHHbIN ¢ Terom ‘51’ AaHHbIN MeXOTpacneBoi arieMeHT AaHHbIX obpatuaetcs K dhansy. OH MOXeT UMeTb
NPOWU3BOILHYIO ATNUHY.

- MycToii MHdopMaumoHHbIA 06LeKT obpallaetcs k MF.

- Ecnv anuHa paBHa eanHuLe 1 ecn 6uthl ¢ 8 Mo 4 anemMeHTa AaHHLIX He BCe paBHbl APYT APYry, U ecnu
6uTbl ¢ 3 no 1 yctaHoeneHbl Ha 000, To 6UTHI ¢ 8 Mo 4 KOAVPYIOT YUCNO OT OAHOTO A0 TPMALLATH, KOTOPOE ABNAETCA
KOPOTKUM naeHTUcmkaropom EF.

- Ecnn anvHa paBHa ABYM, TO arieMeHT AaHHbIX NpeacTaensieT coboi naeHTudmkaTop daina.

- Ecnn pnuHa 6onblue AByX, TO 3N1eMeHT AaHHbIX NpeacTaBnseT cobon nyTb:

- ecnv gnvHa yeTHas U ecnu nepeble ABa 6aliTa yctaHoBneHbl Ha ‘3F00’, To NyThb sAiBNsieTcA abCconTHLIM.
OneMeHT AaHHbIX NpedcTaBnseT coboi cuenneHue, Kak MUHAMYM, ABYX uaeHTUdUkaTopoB daiina n ugeHTuduka-
Topa MF;

- eCnv AnvHa YeTHas 1 ecnu nepeble Asa 6aliTa He ycTaHoBrneHbl Ha ‘3F00’, To NyTh SABNSAETCA OTHOCUTESb-
HbIM. OreMeHT AaHHbIX NpeacTaBnsieT cobolt cuenneHue, Kak MUHUMYM, ABYX uaeHTUdUKaTopoB daiina, HaunHas
¢ uaeHTudukatopa Tekyliero DF;

- eCNN ANIMHa HeYeTHas, To NYThb crieuuduLMpoBaHHbIA. SMEeMEHT AaHHbIX ABMSIETCS UK aBCOMNIOTHLIM NyTem
6e3 ‘3F00’, nnu oTHocuTenbHbIM NyTem 6e3 uaeHTudMKaTopa Tekywero DF, 3a koTopbiM crnegyet 6ainT, ucnosnes-
3yeMblii B kavecTee P1 B ogHOM Unu Heckonbkux komaHgax SELECT (cm. 7.1.1 1 8.3).

B tabnuue 10 nokasaH MHGOPMALIMOHHLIN 0BbEKT «cebirika Ha dhaiiny.

Tabnuua 10 — NHpOpMaUMOHHLIN OBGBEKT «CChiNka Ha channy»

Ter OnuHa CMmbICNIOBOE 3HAYEHUE
‘51 0 MycTorn nHopmaunoHHbIn o6bekT obpawaercs k MF
1 KopoTkuin ngentndmkatop EF (6utel ¢ 8 no 4 koampyloT uMcro oT OgHOro Ao TpuauaTtm;

6uTel ¢ 3 No 1 yctaHoBneHs! Ha 000)

2 MaeHTnomkatop cavina

YeTHas, >2 AbGcontoTHbIN NyTh (NepBbie ABa banTa yctaHoBneHsl Ha ‘3F00%)

OTHOCUTENbHLIN NYTh (NepBeble ABa 6anTa He ycTaHoBneHbl Ha ‘3F00’)

HeueTtHasn, >2 CreumndurumpoBaHHbli NyTb (nocneauui 6ant ucnonesyetcs B kayectee P1 B ogHOM nnm
Heckonbkux komaHgax SELECT)

5.3.2 MeToabl o6palleHUs K AaHHbIM

B draiinax DF oBpalleHue K AaHHbIM MOXET OCYLLIECTBNATLCA KaK K UHOpMaLMOHHLIM 06bekTaM (cMm. 5.2).
®daiin DF npocnexusaeTcs Ha CThike MHTepdeica Mexay KapTow 1 YCTPONCTBOM COMNPSKEHUS Kak COBOKYMHOCTb
MHPOPMALMOHHBIX OB BEKTOB, MMEHLLMX AOCTYM NPY NOMOLLM KOMaHA ANs paboTbl ¢ UHDOPMAaLMOHHBIMU 0O BEK-
Tamu (cMm. 7.4).

B daiinax EF oBpalleHne K AaHHbIM MOXET OCYLLEeCTBAATLCA Kak K eAuHMLAM AaHHbIX (M. 7.2.1), 3anu-
csim (cM. 7.3.1) unu nHbopMaLMoHHLIM o6 bekTaM (M. 5.2). MeToa obpalleHna K AaHHBIM SIBNSIETCS XapaKTepuc-
TUKOW, 3aBucsLLei oT EF. OnpeaeneHsl Tpu cTPYKTYphl chainos EF:

- Ipo3paYvHasn CTpyKTypa, Npu kotopoii chann EF npocnexusaetcs Ha cTbike UHTepdelica mexay KapToi u
YCTPOWCTBOM COMPSHKEHWSA Kak 0AMHOYHAsA HenpepbIBHasA NOCNeAoBaTeNbHOCTb €AWHUL AaHHbIX, UMEIOLLIMX A0C-
TyN Npu1 MOMOLLM KOMaHA Ans paboTel c eguHULen AaHHbIX (CM. 7.2). Pasmep eanHULbI AaHHBIX SIBMAETCA Xapak-
TEpPUCTUKON, 3aBucsiLLel oT EF;
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- CTPYKTypa 3anucm, npu kotopoi EF npocnexvsaeTcs Ha cTbike MHTepdenca mexxay KapToi 1 yCTpoin-
CTBOM CONPSPKEHNS KaK €AWHWYHAsA NoCIieA0BaTesIbHOCTb OTAENbHO MAESHTUULIMPYEMbIX 3arMCer, UMEIOLLMX
DOCTYN Npy NOMOLLM KOMaHA, AnA paboTbl ¢ 3anucamu (cMm. 7.3). Metoa HyMepauum 3anucei siBnsieTcs xapakre-
pucTrKoi, 3aBucsien ot EF. Onpeaenensl Tpu atpubyra:

- paamep 3anunceit — nnbo hUKCMpoBaHHbIN, MG NepeMEeHHbIN;

- cnocob opraHu3aumm sanucen — nnbo B BUAE nocrenoBaTesibHOro psiaa (NMMHeHan cTpykTypa), néo B
BuAe Kornbua (LMKmyeckas CTpyKkTypa);

- COCTOSIHUA XU3HEHHOrO LMKIIa 3anncy pasnuyalorcs, No KpaHein mepe, criegyiowmmMmn COCTOSIHUSIMM:
ACTIVATED 1 DEACTIVATED. KogvpoBaHue COCTOSIHUSI XKM3HEHHOTO LIMKINA 3anncy BLIXOAUT 3a paMKU HAacTOS -
wero ctaHpapta. B npegenax Hekotoporo EF nn6o Bce 3anncu MmMeloT cocTtosiHue XXM3HEHHOTO LMKINa 3anucmy,
160 HKM OfHA 3anMChb HE MMEEeT COCTOSHWSA XKM3HEHHOrO LmKna 3anucu. Hanmune coctosiHus XXM3HeHHOro Lpkna
3anucu ykasaHo B FCP (cMm. Tabnuuy 12);

- cTpykrypa TLV, npu kotopoi EF npocnexusaercs Ha CThike MHTepdeica Mexay KapTomn U YCTPOACTBOM
CONPSKEHWUA KaK COBOKYMHOCTE MH(DOPMALMOHHBIX OGbEKTOB, UMEIOLLIMX OCTYN NPy NOMOLLM KoMaHa Ans pato-
Thl C MH(POPMALIMOHHbIMM 06bekTamu (cM. 7.4). Tun nHcopmMaLumoHHoro oobekTa B EF, T. e. unu SIMPLE-TLV unu
BER-TLYV, siBnsieTcsa xapakrepucTUKOK, 3aBucsiLLen ot EF.

[ns obpawyenus k gaHHbIM B chavinax EF kapta noggepxuBaet, no KpanHen mepe, oaHy U3 NSTU CTPYKTYP,
NOKa3aHHbIX Ha PUCYHKe 4.

1) 2) 3)

EE

1) npospayHas CTpyKTypa;

2) nHeHas CTPYKTypa C 3anucsiMm (hMKCUpOBaHHOTO pa3Mepa;

3) NUHeHas CTPYKTypa C 3anucsAMKU NEPEMEHHOIo pa3mepa;

4) uuknudeckuii EF ¢ 3anmcamu comkcupoBaHHOro pasmepa
(cTpenka ykasbiBaeT Ha NOCNEAHIO CAENaHHYIO 3anuch),

5) cTpykTypa TLV

PucyHok 4 — Ctpyktypbl EF

5.3.3 KoHTponbHasa nHdopmauma caina

KoHTponeHasi nncopmaums caiina npeacrasnsieT cobo CTpoky 6anToB AaHHbIX, COAEPXKALLYIOCS B OTBETE
Ha komaHay SELECT (cM. 7.1.1). OHa MOXeT bbITb y nioGok CTPYKTyphl, T. €. y niob6oro DF unm EF.

Ecnn nepBbiit 6aiT umeet 3HaueHue ot ‘00’ oo ‘BF’, To cTpoka 6aiiToB AomkHa 6bITh 3akoaAMpoBaHa B
BER-TLV. UCO/M3K CTK 1/T1K 17 3ape3epBupoBan Ans UCcnonb3oBaHus B byayLlem Bce 3Ha4YeHus B AuanasoHe
ot ‘00’ go ‘BF’, koTOpble He onpeaeneHbl B HACTOSILLEM CTaHAapTe.

Ecnv nepsbiii 6ant umeet 3HadyeHus ot ‘CO’ go ‘FF’, To ctpoka 6ainToB He KogupyeTcsi B COOTBETCTBUM C
HaCTOSLLMM CTaHAaPTOM.

B Tabnuue 11 npmBeaeHbl Tpu MexoTpacneBbIX WabnoHa Ans BNOXeHHbIX MH(POPMaLMOHHbLIX 06bekToB
BER-TLV koHTponbHOM uHchopmaumm chaitna.

- Wa6non FCP npeacrasnset coboi COBOKYNMHOCTb KOHTPOMbHBLIX NapameTpoB (haina, T.e. NOrnyeckux,
CTPYKTYPHbIX aTpuGyTOB M aTpnbyTOB CEKPETHOCTU, NEPEYUCTIEHHBIX B Tabnuue 12 v onpepeneHHbix ganee. B
npegenax wabnoxa FCP koHTekcTHO-3aBucuMbIN knace (nepsbivi 6anT ot ‘00’ oo ‘BF’) 3apesepeuposaH ans koH-
TPONbHLIX NapameTpoB danna; Term ‘85" n ‘A5’ obpaLualoTes K NPOU3BOSIbHBIM AaHHbIM.

- la6nox FMD npeactaenser co6oi COBOKYNHOCTb AAHHBIX yNpaBneHus (ainom, T.e. Mexorpacresblie
MHpOPMaLMOHHble 06bEKTbI, TakMe Kak naeHTrduKaTop NpunoxeHus no 8.2.1.2, yposeHb npunoxexusi no 8.2.1.4
1 filaTa uctedeHus cpoka aeiictena no MICO/MOIK 7816-6, Bo3MOXHO BnoxeHHbIe B npeaenax wabnoHa npurioxe-
Hus no 8.2.1.3. B npepenax wabnona FMD Teru ‘53’ u ‘73’ o6pawuatorcs K npousBosibHbIM JaHHbIM.

- LWa6noH FCI npeacraenseT cobo# COBOKYNHOCTb KOHTPOMbHLIX NapameTpoB chaina n AaHHbIX yNpasieHus
cpaitriom.
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Tabnuuya 11 — MexoTpacneBble WabnoHbl Ans KOHTPONbHOW MHbOpMauun daiina

Ter 3HaveHue

'62' COBOKYMNMHOCTb KOHTPONbHbLIX NapameTpoB danna (wabnoH FCP)

'64' COBOKYMNHOCTb AaHHbIX ynpaeneHus davinom (wabnoH FMD)

'6F' COBOKYMHOCTb KOHTPOINBHbLIX NApaMeTpoB hanna n KOHTPONbHOW MHpopMaummn darina (wabnoH
FCI)

MaBnedeHne atux Tpex LIABnoHOB MOXET OCYLLEeCTBAATBECA NO OonuuamM BeiGopa komMaHabl SELECT
(cM. Tabnuuy 40).

Ecnu yctaHoeneHa onums FCI, To Ter FCI siBnsieTcs HeobsizaTensHbIM AN NpeacTaBneHys WwabnoHa B none
OaHHbIX oTBeTA.

Ecnu ycraHosneHa onuus FCP nnun FMD, To ucnons3oBaHWe COOTBETCTBYHOLLErO Tera ABnsieTcs obssatens-
HbIM NS NpeAcTaBneHust WabnoHa.

B Tabnuvue 12 nepeuncrneHbl KOHTPOnbHbIe NapamMeTpbl dhaina (BCe B KOHTEKCTHO-3aB1CMMOM Knacce). Ecniu
KOHTPOIbHBIA NapaMeTp nmeeTca ans daiina, To B Tabnuue ykazaHo BOSHUKAET NN OH TONBKO 0auH pas (SBHas

VHOMKaLWS) UM OH MOXKET MOBTOPATLCA (683 UHAWKaLMK).

Ta6nuuya 12 — NudpopmaumnoHHble 06BEKTEI «KKOHTPOIbHBIE NapameTpsl hainay

Ter L 3HadveHune MpumeHUmocTL
'8' MepemeHHasn Uncno 6ariToB AaHHbIX B dhaine, nckoyas CTpYKTYPHYIo MHeop- | [obol EF, oguH
Mauuio pas
'81' 2 Uncno 6aiToB gaHHbIX B haline, BKIoYas CTPYKTYPHYIO MHGOP- TMo6oit dann,
MaLMIo, eCNn OHa MMeeTCsl OAWH pa3
'82' 1 Bait onucatens davina (cm. 5.3.3.3 v Tabnuuy 14)
2 Baint onucatens danina n 6anT kKogMPOBaHUs AaHHbIX (CM. Tab- Tioboit cpaitn
nuuy 87)
3 4 Bawnt onucartens darina, 6anT KOAMPOBAHWUSA JAHHBIX U MAKCU-
MarnbHasl riMHa 3anMcy Ha oHOM unu aeyx Havitax IMo6on EF,
5unu 6 Bant onucatens dainna, 6anT KOAgMPOBAHUA AAHHbIX, MAKCU- non#;ﬁ)::l:l::;o—
MarnbHasl rvMHa 3anucu Ha odHOM urn AByx 6antax n 1mcno 3anu- w
celi Ha oAHOM Unu AByx GaiiTax
'83' 2 MaeHntudmkatop daitna o6on dann
'84' O11p016 Nmsa DF o6bon DF
'85' MepemeHHasn MponpuetrapHasa uhdopmaumsi, He koguposaHHaa B BER-TLV o6on dann
'86' MepemeHHasn ATpubyTbl CEKpeTHOCTU B NpornpueTapHom dopmarte o6on dann
'87' 2 Mapentudukarop danna EF, cogepxawero pacwupeHve KoHT- o6on DF,
ponbHOW MHpopmauum carna OAWH pa3
'88' Ot0m01 Kopotkuit ugentndumkatop EF (cm. 5.3.3.1) To6on EF,
OAWH pa3
‘B8A 1 baiiT cocTosiHmus xuaneHHoro umkna (6ant LCS, cm. 5.3.3.2 n Mo6oi pann,
Tabnuuy 13) OAWH pa3
‘8B’ MepemeHnasn ATpubBYT CekpeTHOCTH, CBA3bIBAIOWMIA pacluMpeHHbin dopmart Mo6oi pann,
(cm. 5.4.3.3 u Tabnumuy 25) OAWH pa3
‘8C’ MepemeHnasn ATpubyT cekpeTHOCTU B cxaTtom chopmarte Mo6oi pann,
OAWH pa3
‘8D’ 2 Waentudmkarop EF, cogepxawmii wabnoHn 6e3onacHomn cpeabl o6bon DF
(cm. 6.3.4)
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Ter L 3HaveHune MpumeHumocTs
‘8E’ 1 ATpubyT cekpeTHOCTU KaHana (cm. 5.4.3 n Tabnuuy 13) IMoBow chawin,
OoOVH pas
‘8F’ 1 WHaukatop npocduns (cm. Tabnuuy Mam. 1-1) EF, nopaepxu-
BalOLWMM 3anuch,
oOVH pas
‘A0 MepemeHHasn lWabnoH «atpubyT CeKpeTHOCTM» Ans WMHMOPMaLMOHHbLIX IMoGor chawin,
o6bekToB (cMm. 5.4.3) OoOVH pas
‘A1 MepemeHHas La6roH «atpubyT cekpeTHOCTM» B MponpuetapHom dopmare obon dainn
‘A2 MepemeHHas LLlabnoH, cocTosAWwmiA U3 OOHOWM MIN HECKONBKUX Nap MHdopmMa- IoGori DF

LNOHHbIX OOBEKTOB:
KopoTkuii nageHtudukatop EF (ter ‘88’) — Ccbinka Ha daiin
(ter ‘51, L >2,cm. 5.3.1.2)

‘A5’ MepemeHHas MponpreTapHas WHgopmaumsi, koagnpoBaHHaa B BER-TL V TMobon dain

‘AB’ MepemeHHas La6rnoH «aTpubyT CEeKpeTHOCTM» B paclMpeHHOM chopmare TMo6or chaiin,
(cm. 5.4.3.2) ogvH pas

‘AC’ MepemeHHasn LabnoH «npgeHTudukaTop Kpuntorpaduyeckoro anroputma» Mo6oi DF
(cm. 5.4.2)

MpwumeyaHune— B aaHHom koHTekcTe MCO/MBK CTK 1/TK 17 3apeseperpoBan nobble WHble MHopMa-
LMOHHbIE OOBEKTbI KOHTEKCTHO-3aBMCMMOrO Knacca (nepeoini 6anT ot ‘80" go ‘BF’)

YacTb KOHTponbHOM MHdopMaLmn dbaiina DF moxeT 6bITh AOMONMHUTENBHO NpeacTasneHa B daiine EF noa
ynpasneH1em NpUnoXXeHus, cebinka Ha KoTopblid MPUBOAWUTCA Nnoj Terom '87' B KOHTPONbHLIX NapameTpax. B Takom
EF, ecrnv oH nMeeTcs, KOHTponbHas MHdopMaLums daiina AormkHa ObiTb NpeacTaBrneHa COOTBETCTBYHOLLMM TEFOM:
nnu terom FCP, unu Terom FCI.

5.3.3.1 KopoTtkuit uaeHntucpukatop EF

Ons ncnons3oBaHus Tera ‘88’ B KOHTpONbHbLIX NapameTpax noboro EF npumeHsiioT cneaytolme npasuna:

- eCrv KapTa noaaepxmBaeT Bblbop NocpeacTBOM KOpoTKUX naeHTudukatopos EF (cMm. 5.3.1.1) u ecnn ter
‘88’ oTCYTCTBYET, TO BTOPOI BalT naeHTUdpMKaTopa davina (ter ‘83’), 6utol ¢ 5 no 1 KoAUPYIOT KOPOTKUIA aEeHTUU-
katop EF;

- ecnu Ter ‘88’ NnpucyTCTBYET C ANVWHOW, yCTaHOBNEHHOW Ha HONb, To EF He nogaepkuBaeT KOPOTKUI naeH-
TudmkaTop;

- ecnu Ter ‘88’ NpycyTcTBYET C ANMHON, YCTAHOBNEHHON Ha eanHWLY U ecnv 6UThI ¢ 8 No 4 snemeHTa AaHHbIX
He BCce paBHbl APYr Apyry, U ecnu 6uTLl ¢ 3 No 1 yctaHoeneHbl Ha 000, To 6UTLI ¢ 8 No 4 KoAUPYIOT KOPOTKUIA
naeHTudmkatop EF (T. e. uucno oT ogHoro Ao Tpuauatu).

5.3.3.2 BaAT cOCTOAHMUA XXU3HEHHOTO UUKNa

W kapTa, 1 paiinsl, u Apyrue obbeKTbl UMEHT XKU3HEHHbIV LIMKIT; COCTOSIHUE XU3HEHHOro LMKNa no3sonsaeT
KapTe 1 YCTPOWUCTBY COMPsXKEeHUs AEeHTUPULMPOBATL pasfnYHbIe NOMMHYECKUE COCTOSIHUSA 3aLMThl NPY UCTIONL30-
BaHUW kapTbl, Ao N MHbIX 0OBEKTOB B KapTe. [nA nogaepXkun rMOKOCTU YNpaBRieHUs! XKU3HEHHBIM LUKITOM
kak aTpubyTom (cm. MCO/M3K 7816-9 [4]) B HacTosILLeM pasaene onpeaeneHbl YeThipe OCHOBHbLIE COCTOSAHUA
XU3HEHHOro Liukna B cneaytoLlemM nopsiake:

1) cocTosiHWE co3daHus;

2) coCTOsIHVE MHULManM3aLmu;

3) pabouyee cocTosiHUe;

4) cocTosiHVe 3aBepLUeHUS.

BailT cocTosaHus )u3HeHHoro uvknia (6anT LCS) gomkeH 6bIiTb MHTEPNPETMPOBaH B COOTBETCTBUM C Tab-
nvuen 13:

- 3Ha4veHus ot ‘00’ go ‘OF’ sBnsoTCA MeXxoTpaceBbIMU;

- 3HayeHus ot “10’ go ‘FF’ aiBnsitoTcs nponpreTapHbIMU.
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Tabnwnuya 13 — BaiT COCTOAHUIA XUBHEHHOIO LUKNa

b8 b7 b6 b5 b4 b3 b2 b1 3HaueHue

0 0 0 0 0 0 0 0 | WHdopmauus He npepocTaBneHa

0 0 0 0 0 0 0 1 CocTtosiHne cosgaHus

0 0 0 0 0 0 1 1 CocTosiHve MHUUManv3aumm

0 0 0 0 0 1 — 1 | Pabouee cocTosiHne (akTMBHOE)

0 0 0 0 0 1 — 0 | Pabouee cocTosiHne (Oe3aKTMBMPOBAHHOE)
0 0 0 0 1 1 — — | CocTOsiIHME 3aBeplleHusl

He Bce paBHbl HyMoO MponpueTtapHoe

x
x
x
b3

MpumeuvaHune—Jliobble OCTalnbHbie 3HAYEHWA 3aPE3EPBMPOBAHLI ANSA MCMOMb30BaHMA B Oyayuiem
NCO/MIK CTK 1/TK 17.

®aiin 6aiTa LCS, cesizaHHbIA ¢ Terom ‘8A’, MOXET NPUCYTCTBOBATb B KOHTPOMLHLIX NapamMeTpax noboro
chaiina (cM. Tabnuuy 12).

BanT LCS kapTbl MOXeT NpucyTCTBOBaTL B 6aiiTax npedbictopmu (cM. 8.1.1.3). BaitT LCS kapTbl, CBA3AHHbIN
c Terom ‘48’, MmoxeT npucyTcTBoBaTh B EF.ATR (cm. 8.2.1.1). Ecnv oH umeeT MF, To kapTa HaxoguTcs, no KpanHewn
Mepe, B COCTOSIHWM co3daHus.

Mpumeyanue—Iloka He ykasaHo MHOE, aTpMBYThl CEKPETHOCTU ABMAOTCA ASUCTBUTENbHLIMKU Ans paGoyero
COCTOSAHUA.

5.3.3.3 banTt onucartens canna

OrneMeHT AaHHbIX, CBA3aHHbIV C TErom ‘82°, MOXeT NPUCYTCTBOBATL B KOHTPOJIbHBLIX NapamMeTpax noboro
chaiina (cMm. Tabnuuy 12).

MepebIM GaiiTom anemMeHTa AaHHbIX ABnsAeTcs baiT onucartens daiina (cm. Tabnuuy 14).

Ecnun anemMeHT AaHHbIX coCcTOUT 13 ABYX 1nn B6onee 6aliToB, TO BTOPLIM GaliToM siBnseTca 6aliT koguposaHus
OaHHbIX (cM. Tabnuuy 87). Ecnu kapTa cozaaeT 6aiiTel KOAMPOBaHUA AaHHbLIX B HECKONBKUX MecTax, To uHauKaumsa
SIBNSeTCA AelicTBUTeNbHOM ANns 3agaHHoro daiina B GnvkalilLei NosuLuK, Tak uTo chain HaxoauTcsa B npeaenax
nyTv oT MF go atoro daiina.

Tab6nwuuya 14 — banT onucartens cdanna

b8 b7 b6 b5 b4 b3 b2 b1 CMmbICnoBoe cofepxaHue

0 X — — — — — — | DocTtynHocTb chaina:

0 0 — — — — — — | - danin HecoBMeCTHOroO gocTyna

0 1 — — — — — — | - dainn coBmecTHOro gocrtyna

0 — 1 1 1 0 0 0 DF:

0 — He Bce ycTaHoB- — — — | Kareropwsa EF:
neHbl Ha 1

0 — 0 0 0 — — — | - Pabouun EF

0 — 0 0 0 — — — | - Buytpennuin EF

0 — Iio6oe nHoe — — — | - lNponpuetapHsie kateropumn cdannos EF
3HaYeHne

0 — Crpyxrypa EF:

0 — He Bce ycTaHoB- 0 0 0 - Mudopmauus He npeagocTaBneHa
neHbl Ha 1

0 — He Bce ycTaHoe- 0 0 1 - Mpo3payHas cTpykTypa
neHbl Ha 1

0 — He Bce ycTaHoB- 0 1 0 - NuHeiiHan cTpykTypa, hUKCUPOBaHHbLIN pasmep; HeT AOror-
NneHbl Ha 1 HUTENbHOW WHGOPMaLUU

0 — He Bce ycTaHoB- 0 1 1 - IuHeliHas cTpyKTypa, (OMKCUPOBAaHHbLIA pa3mep; CTpyKTypa
neHbl Ha 1 TV

0 — He Bce ycTaHoB- 1 0 0 - INnneiiHan cTpykTypa, NEpeMeHHbIN pa3mep; HeT JOMONHU-
neHbl Ha 1 TenbHOW uHpOpMauum
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b8 b7 b6 b5 b4 b3 b2 b1 CmbicnoBoe cofepxaHue

0 — He Bce ycTaHoB- 1 0 1 - lInneliHas cTpykTypa, nepemMeHHbIV pa3mep; cTpykTypa TLV
neHbl Ha 1

0 — He Bce ycTaHoB- 1 1 0 - Uvknnueckas ctpykTypa, OUKCUPOBaHHLIN pasmep, HeT Ao-
neHbl Ha 1 MONHUTENBHON MHGOPMaUUN

0 — He Bce ycTanos- 1 1 1 - Lnknnueckasn cTpyktypa, (OUKCMPOBAHHLIW pasMep, CTPYK-
neHbl Ha 1 Typa TLV

0 — 1 1 1 0 0 1 - Ctpyktypa TLV gns undopmMaumoHHbix obbekto BER-TLV

0 — 1 1 1 0 1 0 - Crpyktypa TLV gansa wHdopmaumoHHbix o6bektoB SIMPLE-

TV

Mpumevauuns

1 MoGble ocTanbHble 3HaYeHUs1 3ape3epBUPOBaHbI 4t ucnonb3oBanus B 6yaywem MCO/M3K CTK 1/MK 17.

2 «CoBmecTHOro gocTyrnay o3HavaeT, uTo hain noaaepXuBaeT, No MeHbLUEN Mepe, OAHOBPEeMEHHbIN AOCTyN
Nno pasHbiM NOTUYECKUM KaHanam.

5.3.3.4 Unpgukatop npoduns

Mpu ucnonbsosaHuuK Tera ‘8F’ B KOHTpONbHLIX MapameTpax daina noboro EF, nogaepxusatoLlero 3anucs,
NPUMEHSIIOT cneaytowme npasuna:

Ecnv nHdopmaumoHHbii 06bekT ¢ Terom ‘8F’:

a) NpUCyTCTBYET, TO Nosne 3Ha4YeHUs1 CoaepXXUT nHaukKaTop npoduns B cooTseTcTBum ¢ Tabnuuen Uam.1-1;

b) otcyTtcTByerT, To Bce 3anucu B EF HesiBHbI B HemameHHoM cocTosiHum ACTIVATED.

Tabnwuya Usm. 1-1 — KogupoBaHne nHaukatopa npodurisi

b8 b7 b6 b5 b4 b3 b2 b1 Cmbicnosoe copepxaHue

0 X X X X X X x | KogupoBanue nHgukaTtopa npoduns onpegeneHo NCO/MIK CTK
1MK 17

0 - -] = | = — | — x | CocTosiHMe XM3HEHHOro uuKna 3anucu

0 — | — — — — | — 0 | Bce 3anucu B gaHHoM chaiine HaxogAaTCcs B HEM3MEHHOM COCTOS-
Hum ACTIVARED

0 — | — — — — | — 1 Bce 3anucu B gaHHOM EF nmeroT cBoe coCTosiHMEe XU3HEHHOro
uMKna sanucu, kotopoe namensaerca komavgamu ACTIVARE
RECORD, DEACTIVATE RECORD n ACTIVATE FILE

1 X X X X X X x | MponpuetapHoe kognpoBaHve vHauKaTopa npoduns

MpumevaHue—Jlobble ocTanbHble 3HA4YEHUs] 3ape3epBUPOBaHbl Al WCMOMb30BaHUA B Oyaywem
NCO/M3K CTK 1/MK 17.

5.4 Apxutektypa 6esonacHocTu

5.4.1 O6wume nonoxeHus

B HacTosilem nogpasgene paccMOTpeHbl COCTOSIHWE 3allLWTbl, aTpUBYThl CEKPETHOCTU U MEXaHU3MbI
3alnThI.

CocTosiHue 3aluTbl. COCTOsIHME 3aLLMThI NpeacTaBnsAeT cobol TeKyLLee COCTOsIHNE, KOTOPOe MOXET A0C-
TUraTLCA Nocre 3aBepLUeHnst 0TBETa Ha BOCCTAHOBIEHME U BO3MOXHOIO BbIbOpa NpoToKoa 1 napaMmeTpoB U/nnn
oTAenbHOW KoMaHabl UK MocneoBaTeNlbHOCTU KOMaH, BO3SMOXKHO BbIMOMHSIOLLMX NPpoLieaypbl ayTeHTUdMKaLmu.
CocTosiHWe 3aLUWThl MOXET SIBNATLCS TaKKe pesynsTaToM 3aBepLUeHUs NpoLeaypbl 3aLuUThl, CBA3AHHON C MAeH-
TUhUKaLmen y4acTBYIOLLUX CTOPOH, eCnik TakoBas MPUMEHSIETCS, HanpuMep NocpeacTBOM NPOBEPKU 3HAHUA Na-
pons (Hanpumep, ¢ ucnone3oaHuem komanael VERIFY), npoBepku 3HaHWS kitova (Hanpumep, ¢ MCnonb30BaHu-
em komaHasl GET CHALLANGE, conposoxaaemoit komarnaoin EXTERNAL AUTHENTICATE vnuv nocneaosaterb-
HocTbto komaHg GENERAL AUTHENTICATE), unm 6e3onacHoro obmeHa coobLueHnsamum (Hanpumep, Ha OcHoBe
ayTeHTUhMKaumum coobLueHni). PaccmaTpuBaroTcs CleayroLe TP COCTOSIHMS 3aLLMTbI.
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-o6anbHoe cocToAAHUE 3alUTbI. B kapTe, ncnoneaytoLein nepapxuto cainos DF, rno6ansHoe cocTo-
SIHVE 3aLLMTbl MOXET BUOOW3MEHSITLCA B peaysikTaTe 3aBepLUeHUs npoLeaypbl ayTeHTUdMKaLMK, OTHOCSLLECS K
MF (HanpvmMep, ayTeHTUdMKaLUW yHaCTBYIOLLEA CTOPOHbI MO Naposio UMK KoYy, NnpucoeanHeHHoMy kK MF).

- CocTosiHMe 3aluThbl, cBA3aHHOE C (KOHKPETHbIM) NpunoxeHneM. OHO MOXET BUAOVU3MEHATLCA B
pesynsTaTe 3aBepLUeHUs npouedypbl ayTeHTUUKaLMM, OTHOCALLEACS K NPUNoXeHnto (Hanpumep, ayTeHTuduka-
LK yqacTByloLLell CTOPOHBI MO MaposIio UK KoYy, MPUCOeAUHEHHOMY K NPUIOXKEHWIO); OHO MOXeT BbITk coxpa-
HeHO, BOCCTaHOBIEHO UMK YTpayeHo Npu Belbope NpUNoXeHns; AaHHOe N3MEHEHNE MOXET OTHOCUTLCS TOMBKO K
NPUIOXEHWIO, K KOTOPOMY OTHOCUTCS MpoLeadypa ayTeHTUduKauum. Ecnu npuMeHstoT fornyeckne kaHanbl, To
COCTOsIHVE 3aLLMThbl, CBA3AHHOE C MPUMOXEHWEM MOXET 3aBUCETb OT JIOTMYECKOro KaHana.

- ®annosoe COCTOsIHUE 3aLMUThI (T. €. OPUEHTUPOBaHHOE Ha chaiin). PainoBoe COCTOSIHUE 3aLLUTLI MOXET
BUOOU3MEHSITLCS B PesyrbTaTe 3aBepLUeHWs npoLeaypbl ayTeHTUdmKaumum, oTHocswelics K DF (Hanpumep, ayTeH-
TUdUKaLMW yHacTByoLLE CTOPOHbI MO Maposo UK KITody, NpucoeguHeHHoMyY K KoHKpeTHomy DF); oHo moxeT
ObITb COXPaHEHO, BOCCTAHOBIIEHO U/ YTpaueHo npu Bbibope dalina; 4aHHOe U3MEHEHWE COCTOSIHWSA 3aLLMUThbI
MoXeT BbITb YMECTHO TOMbKO A5 NMPUIOXKEHUS!, C KOTOPLIM CBsi3aHa npoleaypa ayTeHTudukaLmm. Ecnm npumeHs-
tOT JIornyeckue KaHarbl, To baiisioBoe COCTOSIHWE 3aLLMThl MOXET 3aBMCETL OT JIOMMYECKOro kaHana.

- KomaHaHoe cocTosiHMe 3alUThI (T. €. OpMeHTMPoBaHHOe Ha komaHay). KoMaHaHoe cocTosiHue 3aluThl
MeeT MecTo NLLb BO BPEMSI BbINOMHEHWS KoMaHAbl, NpedycMaTpuBatoler ayTeHTUUKaLMIo C UCMOSIb30BaHN-
em 6esonacHoro obmMeHa coobLUEHVSIMI; Takas KoMaHaa MOXET OCTaBNATb 6€3 UBMEeHeHUI Apyroe cocTosiHWE
3aLWmMThL.

- ATpUGYTbI CEKPETHOCTU. ATPUBYThI CEKPETHOCTW, €CIIN OHW UMEIOTCS, onpeaensioT paspelleHHble Aeii-
cTBUSA 1 ycrosus. ATpuByTbl cekpeTHOCTM chaiina saBucaT ot ero kateropun (DF unu EF) n BoamoXHbIX NapameT-
pOB B €ro KOHTPOMbHOW MHGOPMAaLIMK U/MNK B KOHTPOMLHON MHbopMaLIK ero poanTensckoro(ux) darina(os).
ATpUBYTbI CEKPETHOCTW MOTYT COMYTCTBOBATL KOMaHnAam, MHOPMaLMOHHBIM 06bekTam 1 Tabnuuam 1 NpeacTas-
nexunam. B yactHocTy, aTpubyThl CEKPETHOCTW MOTYT:

- onpeaensTb COCTOSIHUE 3aLLMThI KAapThl, UTOBLI BbITh B ASACTBYIOLLEM COCTOSIHUN Nepea OCYLLECTBIEHNEM
[OCTyna K AaHHbIM;

- OrpaHW4UTbL 4OCTYM K AaHHbIM A5 onpegeneHHbIX DYHKUWIA (HanpuMep, TONBKO AN YTeHWs1), ecnv kapTa
umeeT ocoboe CoCcTosHKE;

- onpegenvTb, Kakve 3alluTHble yHKUMM OOMKHBI BbITh BbIMOMHEHbI, YTOObLI NOMYyYMTE onpeaeneHHoe
COCTOSIHME 3aLLUThI.

MexaHu3MBI 3aWmnThl. HacToawmii cTaHa4apT ycTaHaBNMBaeT crieyioLime MexaHn3Mbl 3aLUThl:

- AyTeHTUbMKaLMs yyacTByOLLEe CTOPOHLI Mo naponto. KapTa cpaBHMBaeT AaHHble, NofyyYeHHbIe OT
BHELUHero ycTpowcTBa, C CeKpeTHbIMU BHYTPEHHUMU AaHHBIMUA. DTOT MEXaHU3M MOXET UCMOoSIb3oBaTLCA ANs
3aLUWTbI NpaB Nonb3oBaTens;

- AyTeHTUDMKaLUA y4yacTBYOLE CTOPOHDbI MO KITOYy. YyacTByoLWwas CTopoHa, nogsepraemasn ayTeH-
TdbMKaLMK, JOMKHA AoKa3aTb 3HaHKe COOTBETCTBYHIOLLEro CEKPETHOMO UMK NPUBATHOMO KITloYa B Xode npoueaypbl
ayTeHTUpuKauum (Hanpumep, ¢ ncnonssosaHuem komaHasl GET CHALLENGE, conposoxaaemon komaHaon
EXTERNAL AUTHENTICATE v nocnegoatensHocTbio komaHg GENERAL AUTHENTICATE);

= AyTeHTUbMKauma gaHHbIX. Mcnonbayst BHYTpEeHHUE AaHHbIE (MM CEKPETHBIV KoY, UK OTKPBITLIV KItoY),
KapTa npoBepsieT U3BbITOUHbIE AaHHbIe, MOMyYeHHbIEe OT BHELLHUX YyCTPOMCTB. B cBOW oYepeab, UCNONb3yA
ceKkpeTHble BHYTPeHHWe AaHHbIe (MM CEKPETHbIN KItoY, UMM MPUBATHLIN KoY) KapTa BbMUCNAET 3f1eMeHT AaHHbIX
(KpunTorpadM4ecKyro KOHTPOMbHY CYMMY UMW 31EKTPOHHYH0 LindpoBYHO NOANUCH) U BCTABNSET €ro B AaHHbIe,
nocblfiaeMble BHELHEMY YCTPOWCTBY. [aHHbI MexaHW3M MOXET UCNOoMb30BaTLCA AN 3aLnThl Npas Nposai-
Aepa;

- LLucdbpoBaHue gaHHbIX. Vicnonb3ys cekpeTHbIe BHYTPEHHUE AaHHbIe (M CeKPETHLIN KoY v Npusart-
HbIA KntoY), KapTa OCYyLLecTBnsieT AeluvdpoBaHuMe KpunTorpamMmbl, MONy4YeHHOW B none AaHHbIX. B cBoto
ovepefb, UCNOnb3ysi BHYTPEHHWE AaHHble (MM CEeKPETHDIN KIoY MW OTKPbITLIA KNHY), KapTa BeIMUCTISIET KPUMTO-
rpammy v BCTaBMsieT ee B Mosie 4aHHbIX, BO3MOXHO BMECTE C APYrMMU AaHHbIMU. [JaHHbIA MEXaHU3M MOXeT
ucrnonb3oBaTthcs 415 obecneyeHnst ycnyru KoHuaeHUManbLHoOCTH, HanpuMep, Ans YNpaeieHns Kioyamm 1
yCrnoBHoro goctyna. B gonosnHeHWe kK MexaH13My ¢ KpUNTOrpamMmmon, KoHUAEeHLMANLHOCTb AAaHHbLIX MOXET AoC-
TUraTbCsl 3a CHET COKPbITUSA AaHHLIX. B 3TOM criyyae kapTa BbIMUCNSIET CTPOKY CKpbiBatoLLmx 6aiiTos n npubasnseT
ee C MNoMoLLblo onepaunu cnoxeHus «ucknovatoee UMNM» k 6aritam gaHHbIX, MOMyYEeHHbIM OT BHELLHero
YCTPOICTBA UKW NOChINaeMbIM BHELLUHEMY YCTPOUCTBY. [laHHbIN MeXaH1U3M MOXET UCTMONb30BaTLCS AU1A 3alUThI
TUYHbBIX CEKPETHBIX AaHHBIX U Ansi CHUXKEHUS BO3MOXKHOCTE hrnbTpaumnm CoobLLEHNIA.

Pesynbrar ayTeHTUdMKaLMM MOXET perncTpupoBaThesl Bo BHyTpeHHem EF B cooTBeTCcTBUM € TpeboBaHAMM
MPUIIOXKEHNS.
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5.4.2 LLlabnoH «ugeHTUdUKaTOp KpUNTOrpadU4eckoro MexaHu3Ma»

CasazaHHblin ¢ Terom ‘AC’ oguH U Heckonbko WabrnoHoB «MaeHTUdMKaTop KpunTorpadUueckoro MexaHna-
Ma» MOXeT NPUCYTCTBOBATL B KOHTPOJILHLIX NapamMeTpax ftoboro DF (cMm. Tabnuuy 12). Kaxabii wabnoH asHo
yKa3blBaeT 3HaueHue CCbinku KpunTtorpadudeckoro MexaHuama B DF 1 ero uepapxuto. Takol wabnoH gonmkeH
COCTOATb U3 OAHOrO UM HECKONbKUX MHOPMALMOHHBIX 06 bEeKTOB:

-MepBbit NHDOPMALMOHHBIN 06BHEKT A0mKeH BbITb CCbINKOWM KpUnTorpaduydeckoro MexaHvwama, Ter ‘80’
(cm. Tabnuuy 33);

-BTopoit uHdopmaumoHHbIi 06bekT gomkeH ObiITb MaeHTUdUKaTopom obbekta, Ter ‘06 ' (no
NCO/M3K 8825-1). UaeHTudMUMpoBaHHbIA 06bEKT AomkeH GblTb KpunTorpachuHeckim MexaHuamMom, onpegeneH-
HbIM UNK 3aperMcTPUPOBaHHBIN B cTaHgapTe, Hanpumep, B ctaHgapTtax cepumn NCO. Mpumepamu kpuntorpacu-
YeCKNX MeXaHW3MOB SBSISIIOTCS anropuTmel WidpposaHus (Hanpumep, MICO/M3IK 18033 [18]), koabl ayTeHTUdMKa-
umm coobLueHni (Hanpumep, MCO/M3IK 9797 [7]), npoTokonsl ayTeHTUdukauum (Hanpumep, MCO/M3IK 9798 [8]),
undbposble nognucy (Hanpumep, MCO/MIK 9796 [6] unu UCO/M3SK 14888 [16]), 3apernctpuposaHHble KpUnTor-
padcbuueckme anroputmbl (Hanpumep, UCO/MIK 9979 [9]) u . a.

- Mocneaytowme nHpopmaunoHHbIe 06bekTbl (0ANH unu 6onee), ecn OHU UMETCA, AOSHKHBI UNN UAEHTU-
duumposaTb MeXaHU3M, Ter ‘06°, cnonb3yemeli B NpeasiayLeMm mexaHusme (T. . pexvum onepauuun, Hanpumep,
NCO/M3K 10116[11], urm xaw-cpyHkuma, Hanpumep, UCO/M3K 10118[12]), unu ykassiBaTte napameTphbl (Ter 3aBu-
CUT OT NpeAablayLLIEero MexaHnama).

Tpumepbl — CM. NOSICHEHUS 8 NPUIOKeHuUU A.

{'AC'— '0B'— {'80'— '01'— '01} — {'06' — '06' — '28818C710201%}}

LWa6noH cesizbieaem 510KanbHyI0 ccbisiky '01' nepeozo anzopumma wugpoearusi no UCO/MIK 18033-2[18],

{'AC'— '11'— {'80' — '01' — 02} — {'06' — '05' — '28CC460502} — {'06' — '05' — "28CF0603033}}

Mepebiii udenmugukamop o06bLEKMa OMHOCUMCSH KO 8MOPOMY MexaHUu3My aymeHmudpukayuu no
NCO/MIK 9798-5 [8]. Bmopoii udenmugpukamop 06beKmaomHocumcs K mpemsell e bi0es1eHHOU X3w-pyHKYUU rno
NCO/M3K 10118-3 [12]. MMoamomy wabrnoH cesnsbieaem n0KanbHy ccbinky ‘02’ ¢ GQ2, ucnons3ys SHA-1.

5.4.3 ATpubyTbl CEKPeTHOCTHU

CasizaHHble ¢ Teramu ‘86’, ‘8B’, ‘8C’, ‘8E’, ‘A0’, ‘A1’, ‘AB’ aTpnbyTbl CEKPETHOCTU MOTYT NPUCYTCTBOBATL B
KOHTpOnbHbIX NapameTpax noboro cpavina (cm. Tabnuuy 12). Nio6oit 06bekT B KapTe (Hanpumep, komaHaa, caiin,
MHOpMaLMOHHbIA 06bekT, Tabnuua n npeacTaBneHne) MoXeT BbITb cBsi3aH ¢ 6onbLue Yem ogHWM aTpubyToM
CEKPeTHOCTU W/UMN CO CChISTKON, coaepKalleiicsl B aTpubyTe CeKpeTHOCTU.

LWabnoH «aTpunbyTbl CEKPETHOCTM», CBSI3aHHbIN ¢ Terom ‘AQ’, Ans uHdopMaLMOHHOIo 06beKkTa MoXeT
MPWCYTCTBOBATL B KOHTPOIbHBLIX NapameTpax Nnoboro dharina. Takol WwabnoH siensieTcs cuerneHvem nHdopmauu-
OHHOro obbekTa «aTpubyTbl cekpeTHOCTU » (Teru ‘86°, ‘8B’, ‘8C’, ‘8E’, ‘AQ’, ‘A1’, ‘AB’) n uHdpopMaLMOHHOTO 06 bek-
Ta «cnncok TeroBy (Ter ‘5C’, cm. 8.5.1), ykasbiBatoLLLEero COOTBETCTBYIOLLMIA MHGOPMALIMOHHBLIA 06LEKT B dhaiine.

ATpubyT cekpeTHOCTW KaHana, cBsizaHHbI ¢ Terom ‘8E’ (He Bosiee ogHOro), MOXeT NpUCYTCTBOBaTL B
KOHTpPOJbHbLIX MapameTpax noboro davina (cm. Tabnuuy 12) n B ntobol cooTeeTCTBYOLLEN BesonacHon cpeae
(SE, cm. 6.3.3). OH Mo3eT BbITb MHTEPNPETUPOBAH B COOTBETCTBUM € Tabnuueit 15.

- «HeT coBMecTHOro gocTyna» o3Ha4aerT, YTo AOSHKHO BbITh 4OCTYNHO He Bonee 04HOro NOrMYecKoro KaHa-
na. PUsnveckn TEXHOMOrNSA MOXET BbITb OrpaHMyeHa.

- «CHabxeHHbIN cpeAcTBamu 3aLlUTbI» 03HAYaEeT, 4To SM kntouu (cM. 6) AOMKHbI BbITb AOCTYNHLIMU (Hanpu-
Mep, co3aaHHbIV Npy NpeablayLiei ayTeHTUdmMKaumm).

- «[MNonb3oBatent ayTeHTUULMPOBaHY 03HAYaEeT, YTO Nonb3oBaTenb AOMKEH ObiTh ayTeHTUUUMPOBAH
(Hanpumep, Npu ycneLHo NpoBepke Naponem).

Tabnwuua 15— ATpubyT cCekpeTHOCTU kaHana

b8 b7 b6 b5 b4 b3 b2 b1 CwmbicnoBoe copepxaHue
0 0 0 0 0 — - 1 HeTt coBmecTHOro goctyna

0 0 0 0 0 — 1 — | CHabXeHHbIW cpeacTBamMy 3almThbI

0 0 0 0 0 1 — — | Monb3oBaTenb ayTeHTUMOULMPOBAH

MpumevyaHune—Tlobble ocTanbHble 3HaYEHUs1 3apes3epBUPOBaHbI ANS UCMONb3oBaHUs B Gyaywem
NCO/M3K CTK 1/TK 17.
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B cpege SCQL (cm. NCO/M3K 7816-7 [4], KoMaHAbl s13blKa CTPYKTYPUPOBAHHBIX 3anNpocoB 415 KapThl)
aTpubyTbl CEKPETHOCTU MOTYT BbITh onpeaeneHsl B onepaunsax SCQL, Hanpumep B komaHgax CREATE TABLE u
CRETE VIEW. Ecnv ucnonb3aytotcsl aTpnbyTbl CEKPETHOCTH, YyCTAHOBIEHHbIE B HACTOALLEM pa3aene, TO OHW Aor-
XHbI BbITE NepegaHbl B HpopMaLWoHHbIN 06bekT ¢ Teramu ‘8B’, ‘8C’ unm ‘AB’ B napameTpbl aTpubyTOB CEKPETHO-
ctn SCQL onepaumii.

dopmartbl. B HacTosAleM pasgerne onpedeneHbl 4Ba popmaTa AN cBsA3aHHbIX 06BHEKTOB U aTpubyToB
CEKPETHOCTU: CKaTblili hopMaT, OCHOBaHHLIN Ha BUTOBOM OTOBpaXkeHWH, U pacluMpeHHbIV hopMar, KOTopbIi pac-
LUMPSET cXaTbI hopMaT ¢ NoMOLLbIo ynpasneHus TLV.

5.4.3.1 CxaTtbIA chopmaT

B cxxaTom cbopmaTe npaBuno goctyna coctouT U3 6aiTa pexuma gocTyna, 3a KOTOpbIM criedyeT oauH unu
Heckofbko GaiToB YCMOBUIA cekpeTHOCTW. YMpaBneHne AOCTYNOM K OBbLEeKTY opraHu3yoT nyTem cuensieHus
npasu JocTyna co cBsA3aHHbIM obbekToM. Ecnv B none aHaueHna MHbopMauMoHHoro o6bekTa ¢ Terom ‘8C’
(cMm. Tabnumuy 12) NpMcyTCTBYIOT HECKOMbKO NpaBui A4OCTYMa, TO OHW NpeacTaenAloT cobol ycrnosue normdec-
Koro W.

BaiTbl pexxuma goctyna. Kaxabli 6ut ¢ 7 no 1 ykaseizaeT Nnbo Ha oTcyTcTBMe BaliTa ycrnoBusi cekpeT-
HOCTK, ecnv 6ainT yctaHosneH Ha 0, 6o Ha NpyCYTCTBKe BaiiTa yCnoBKs CEKPeTHOCTU NpK TOW XXe nocrneaosa-
TenbHOCTW 6UT (BuTbl ¢ 7 No 1), ecnin oH ycTaHoBneH Ha 1. Ecrniv 6uT 8 yctaHoBneH Ha 1, To 6uThbl ¢ 7 no 4 moryT
6bITb UCNOMB30BaHbI AN AOMONHWTENBbHBLIX KOMaHA, HanpUMep AN KoMaHg, CBA3AHHbIX € (KOHKPETHBLIM) MpUIo-
XeHnem.

B Tabnvuax ¢ 16 no 19 onpegeneHsl 6aliTol pexuma goctyna ansa davinos DF, EF, uHdopmMaLMoHHbIX
06beKToB 1 Tabnuuy, M NpeacTaBneHuiA, COOTBETCTBEHHO.

Tabnwuua 16 — baWit pexuma goctyna ans carnos DF
b8 b7 b6 b5 b4 b3 b2 b1 CMbicnoBoe cofepxaHue

0 —_ — — — —_ - — | butbl ¢ 7 no 1 B COOTBETCTBMM C AaHHON Tabnuuen
BuTbl ¢ 3 no 1 B cooTBETCTBMU C AaHHOM Tabnuuew (6utel ¢ 7 no 4
nponpueTtapHble)

1 - - = - — — | DELETE FILE (aBTOMaTu4ecku)

TERMINATE CARD USAGE (MF), TERMINATE DF
- - 1 — | — — — | ACTIVATEFILE

- - = 1 — — — | DEACTIVATEFILE

- - - - = 1 — — | CREATE FILE (co3paHue DF)
- | = = = — — 1 — | CREATE FILE (co3patune EF)
- | = = — — — - 1 DELETE FILE (notomok)

-

OO OO
I
-
|
I
I
I
I

Tab6nwua 17 — bant pexvuma goctyna ans cdavnos EF

b8 b7 b6 b5 b4 b3 b2 b1 CmbicnioBoe copepxaHue

—_ - — — —_ - — BuTbl ¢ 7 No 1 B COOTBETCTBUM C JAHHOW Tabnuuen
Butel ¢ 3 no 1 B cooTBeTCTBUM C AaHHOW Tabnuuen (6uThl
¢ 7 no 4 nponpueTtapHbie)

N

1 - = = = = - DELETEFILE

— 1 - - - - = TERMINATE EF

- - 1 - - - - ACTIVATE FILE, ACTIVATE RECORD

- - - 1 - = - DEACTIVATE FILE, DEACTIVATE RECORD

[N oo Ne)

— - = - -1 = = WRITE BINARY, WRITE RECORD, APPEND RECORD

— - = - | = 1 = UPDATE BINARY, UPDATE RECORD, ERASE BINARY, ERASE
RECORD(S)

— |- - - | = — 1 READ BINARY, READ RECORD(S), SEARCH BINARY, SEARCH
RECORD
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18 — baut pexuma goctyna anst UHPOPMaLMOHHBIX 0OBLEKTOB

b8

b7

b6

b5

b4

b3

b2

b1

CmbicnoBoe copepxaHue

0
1

BuTbl ¢ 7 No 1 B COOTBETCTBUM C gaHHOW Tabnuuen
Butel ¢ 3 no 1 B cooTBeTCTBUM C AaHHOW Tabnuuen (butbl ¢ 7 no 4
nponpueTapHble)

000 (nobbie ocTanbHble 3HaYeHUN 3ape3epBUPOBaHbI AAnsl UCNOMNb-
30BaHuA B 6yayuiem)

MANAGE SECURITY ENVIRONMENT
PUT DATA
GET DATA

19

— BaiiT pexuma goctyna gns Tabnuy n NnpeacTaBneHuin

b6

b5

b4

b3

b2

b1

CmbicnoBoe copepxaHue

butel ¢ 7 no 1 B COOTBETCTBUM C AaHHOW Tabnuuen
BuTel ¢ 3 no 1 B cooTBETCTBUM C AaHHOW Tabnuuen (butbl ¢ 7 no 4
nponpueTapHble)

OO OO

CREATE USER, DELETE USER

GRANT, REVOKE

CREATE TABLE, CREATE VIEW, CREATE DICTIONARY
DROP TABLE, DROP VIEW

INSERT
UPDATE, DELETE
FETCH

BaiiT ycnoBus cekpeTtHocTU. Kaxaelli 6aiT ycnoBusa CeKpeTHOCTU onpedensieT, Kakue MexaHu3Mbl 3a-
LWMTbI HeobXoaNMbI AN COOTBETCTBMSA Npasunam gocTyna. B Tabnuue 20 nokasaH GaidT ycrioBUs CEKPETHOCTH.

Tab6nuuya 20 — Baiit ycrioBWs CEKPETHOCTU

b8

b7

b6

b5

b

b3

b2

b1

CwmbicnoBoe cogepxaHue

—_

—

—

Het ycnoBusi
Hwkorpa

Hert ccbinku Ha 6e3onacHyio cpeny

WpenTtndukatop 6e3onacHon cpeapl (6aiT SEID, cm. 6.3.4) ot
0QHOrO A0 YeTbipHaguaTn

3apesepBMpOBaHO 4NA UCTNONB30BaHNA B Byaywem

He meHee ogHoro ycnoeus
Bce ycrioBus

BesonacHbiii 06MeH coobweHnsamm

BHewHss ayteHTudukauma

AyteHTudumkauusa nonb3osartenst (Hanpumep, NpU MOMOLWMW
naponsi)

BuTbl ¢ 8 no 5 ykasbiBaloT Tpebyemble yCnoBusl cekpeTHocTU. Ecnu He Bce paBHbI, To 6UTHI ¢ 4 no 1 ugeH-
TudnumpytoT 6e3onacHyto cpely (cM. 6.3.4, 6aidT SEID oT ogHoro Ao YeTbipHaaLaTh), a MeXaHU3Mbl, onpeaeneH-
Hble B 6esonacHoil cpefie, AOMKHbI BbITb UCTMONB30BAHLI B COOTBETCTBUN C ykasaHWUsIMK B 6Butax ¢ 7 no 5 anq
koMaHp no obecneyeHno 6e30NacHOCTU WK BHELLIHEH ayTeHTUdMKaLMK, Winmu ayTeHTUdrKaLuK NonbL3oBaTtens.
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- Ecnn 6uT 8 ycTaHoBMeH Ha 1, To BCe YCINOBUSA, yCTaHOBMEHHble B BUTax ¢ 7 no 5, AoKHbI 6bITb
BbINOMHEHBI.

- Ecnn 61T 8 ycTaHoBneH Ha 0, To A0MKHO BbITh BBIMOMHEHO, KaK MUHUMYM, OOQHO YCNOBME, YCTaHOBIEHHOE
B Gutax c 7 no 5.

- Ecnun 6uT 7 yctaHoBneH Ha 1, To WabnoH ynpasnsitoLLmx ccbnok (M. 6.3.1) 6esonacHol cpedbl, UAeHTU-
hmumpoBaHHbIii B Butax c4 no 1, 7. e. 6aitTe SEID oT ogHoro Ao YeTblpHaALAaTH, OnUCkIBAET AOMKEH N NprMe-
HATbCs 6e3onacHbIi 06MeH coobLLEeHUAMM ANs NoNs AaHHLIX KOMaHAbl W/WNK Nonst AaHHbIX 0TBeTa (CM. UCNOSb-
30BaHue BaiiTa keanudukatopa, cM. Tabnuuy 35).

5.4.3.2 PacluupeHHbI hopmat

B pacLunpeHHoM chopmaTe npaBunio AocTyrna CoCTOUT U3 MHGOPMAaLMOHHOTO 06beKTa «pexuma 4ocTyray,
3a KOTOPbIM cregyeT 0AuH UM HECKOSBKO MHEOPMALMOHHBLIX OGLEKTOB «YCIOBUE CEKPETHOCTWY . YNpaBneHue
AOCTYNOM K 0ObEKTY OpraHu3ytoT nyTem obpalleHnst COOTBETCTBYIOLLEro obbekTa K npasmnam goctyna. 4ns
Takux npasun WabnoH ¢ Terom ‘AB’ MOXeT MpucyTcTBOBaTL B KOHTPOSIbHLIX NapameTpax nwoboro daiina
(cm. Tabnmuy 12).

MHdpopMaLUOHHBIN 06BEKT «pexum aoctynar. MHpopmaLMoHHbIA 06beKT «pexum AoCTynay CoaepuT
nnn GanT pexxuma goctyna (cMm. Tabnuubl ¢ 16 no 19), MK cNMCoK onMcaHWii KoMaHA, UK NPoNpUeTapHoe onuca-
HUe COCTOSIHWUA MaLLWMHbI; nocneaytoLle MHopMaLIMOHHbIE 0B BEKTLI KYCOBKUE CEKPETHOCTUY OTHOCSATCS KO BCeM
ykasaHHbIM komaHaam. B Tabnuue 21 nokasaH MHpOpMaLMOHHbI 0ObEKT «peXXnM AocTyrnay.

Tabnuua 21 — NHdopmauunoHHbIN OBBEKT «pexmm goctynay

Ter OnuHa 3HaveHune CwmbicnioBoe cofepxaHue

‘80’ 1 Bant pexvuma gocryna Cwm. Tabnuubl ¢ 16 no 19

OT1‘81 po ‘8F’ | MNepemeHHas | OnucaHue 3aronoska | Cnwmcok [HacTu] 3aronoskoB koMaHg (cm. Tabnuuy 22)
KOMaHpabl

‘aC’ [MepemeHHasn [MponpueTtapHoe onucaHne COCTOAHUA MalWHbI

Ecnu ter— o1 ‘81' go ‘8F’, To anemMeHT AaHHLIX pexumMa AocTyna npeacrasnseT coboi cnMcok BO3MOX-
HbIX KOMBUHaLWIA 3Ha4eHWl YeTblipex 6anTos: CLA, INS, P1 u P2 B 3aronoeke komaHabl. B 3aBucuMocTy ot
3Ha4eHus 61T c 4 no 1 gns Tera CNMCOK COAEPXUT TONBbKO Te 3HAYEHUs, KOTOopble onucaHbl B Tabnuue 22. ing

TOro Ytobbl onpeaenuTb Habop komaHa, MOryT BO3HUKHY T HECKOJILKO rpynn, HanpumMep, a3HadeHust INS P1 P2,
INSP1P2, ... ansTera ‘87'.

Tabnuuya 22 — Term ¢ ‘81’ no ‘8F’ anst MHHOPMALNOHHOIO OBBEKTA «PEXMM 4OCTyNa»

b8 b7 b6 b5 b4 b3 b2 b1 CMbICNIOBOE cofiepxaHue
1 0 0 0 X X X | OnucaHue KkomMaHgbl BKMIOYaET:

1 0 0 0 1 — - — | - (CLA), 1. e. 3HaueHne CLA

1 0 0 0 — 1 — — | - (INS), 1. e. 3HaueHue INS

1 0 0 0 - — 1 - (P1), T. e. 3HaueHune P1

1 0 0 0 - = = 1 | -(P2), 1. e. 3HayeHue P2

MpumevaHusn

1 3Hnavenne CLA ponxHO koavMpoOBaTh HOMb kak HOMEP kKaHana co 3HAYeHMEM, NPU KOTOPOM OMNUCaHWe He
3aBUCUT OT JIOTMHECKNX KAHAMOB.

2 Koa INS gonxeH 6biTb YeTHBIM U UMETb 3HA4YE€HUE, NpU KOTOPOM OMNMUCAHME HE 3aBUCUT OT MHAMKALWK
copmaTa nonsa [aHHbIX.

UHpopMaLMOHHBIN 06BEKT «ycrnoBue ceKpeTHOCTU». B cooTBeTCTBUM € Tabnuuen 23 nHgpopmaumnoH-
HbIh 06BEKT «yCroBUe CEKpeTHOCTUY onpeaensieT AeicTBus no obecneyveHunto 6esonacHocTu, Tpebyemble Ans
nonyyeHna AocTyna K 06bekTy, 3alueHHOMY onpegerneHHbIM MHopMaLMoHHBIM 06beKkToM pexxurMa gocTtyna.
LWa6noH ynpaenawoLwmx ccbinok (cM. 6.3.1), cesasaHHbIN ¢ Terom ‘A4’ (AT), ‘B4’ (CCT), ‘B6’ (DST) unu ‘B8’ (CT)
(Npy ncnonb3oBaHWN B KAYECTBE YCIOBUSI CEKPETHOCTU) AOIMKEH codepXaTb MHDOPMALMOHHbLIN OGbEKT «KBanu-
dukaTop npuMeHUMoCcTU» (CM. Tabnuuy 35), ykasbiBaloLwmi AeicTeus no obecneveHunto 6e3onacHoOCTU.
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Ta6nuuya 23 — MHDOpMaLMOHHBIN OGBEKT KyCroBHe CEKPEeTHOCTUY

Ter Onuna 3HaveHue CmbicnoBoe copepxaHue
‘o0’ 0 — Bcerpa
‘97’ 0 — Hukorpa
‘OF’ 1 Cwm. Tabnuuy 20
‘A4 MepemeHHan Bant ycnosus cek- BHewHAs ayTeHTUdMKaums unm ayteHTudukaums nons-
peTHOCTH 3oBaTensa B 3aBMCUMOCTU OT KBanudmkaTopa npumMeHu-
MOCTHU

‘B4’, ‘B6’, ‘B8’ | Mepemennas | LabnoH ynpaBnsowmx SM B KOMaHge n/unu oTBeTe B 3aBUCMMOCTU OT KBanu-

CChINOK dmkaTopa NPUMEHMMOCTU
‘A0’ MepemenHas | LLlabnoH ynpaenaowmx Kak MuHMMym ogHO ycnosue CeKpeTHOCTU JOIMKHO BbiTh
CCbINIOK BbINONHeHo (wabnoH OR)
‘AT’ MepemMeHHas MHdopmaumnoHHbIN MuBepcus ycnoeus cekpetHoctu (wabnoH NOT)
o6bekT «ycnoeune
CeKpeTHOCTU»
‘AF’ MepemMeHHas MHbopmaunoHHbIN Kaxpgoe ycrnoBue CekpeTHOCTU AOIMKHO ObiTb BbINOmnHe-
06bekT «ycnosue HO (wabnox AND)
CEKpETHOCTUY

K oaHolt onepauny MoxeT BbITb NpUKPEnneHo HeCKONbKO MHOPMALMOHHBLIX OBLEKTOB «YCIIOBUE CeKpeT-
HOCTU»:

- eIV UHPOPMAaLMOHHBIE 0BBEKTLI «YCIOBUE CEKPETHOCTWY BoXeHbI B WwWabnoH OR (Ter ‘AQ’), To, no kpan-
Heii Mepe, 04HO YCIOBMWE CEKPETHOCTY AOSTKHO BbITh BBINOSIHEHO A0 Havana paboTbl;

- ecnu HdOpPMaLMOHHbIE 0GbEKThI YCIIOBUS CEKPETHOCTM He BrioXeHbl B WwabnoH OR (ter ‘A0’) unu oHu
BnoxeHsbl B Wa6noH AND (Ter ‘AF’), To Kaxxgoe YCNoBUsi CEKPETHOCTM AOSKHO BbIThb BbINONHEHO 40 Havana pabo-
Thl;

- eCN NHpoPMaLMOHHbIE 0OBLEKTBI «YCIIOBME CEKPETHOCTMY BIOXKeHbI B LabnoH NOT (ter ‘A7’), TO ycrnosus
CEKPEeTHOCTU SIBMSOTCA UCTUHHBLIMM, MOKA OHU HE BbIMOSTHEHbI.

5.4.3.3 Ykazatenu npaBun poctyna

Mpaswna goctyna paclmMpeHHoro chopmata MoryT ObiTb coxpaHeHbl B EF, nogaepxusatoieM NUHERHY0
CTPYKTYpPY C 3anvcsamMu nepeMeHHon anuHel. Takon EF HasbiBaeTcst EF.ARR. OgHo unv HeckorbKko npasun gocTy-
na MOXET XpaHUTLCS B KaXKAOW 3arncK, Ha KOTOPYHO CCblTaeTcsl HoMep 3anvcu. Takoin Homep 3anncy HasbiBaeTcA
GaiTom ARR. B Tabnuue 24 nokasaHa komrnoHoska EF.ARR.

Tabnwuuya 24 — KomnoHoeka EF.ARR

Hucno sanuen CopaepxaHue 3anucy (OOHO WM HECKOMNbLKO MpaBvn [ocTyna)
(6anit ARR)

1 NHdopMaLnoHHbIV 06BEKT «pexuM AOCTYNay, OAUH UMM HECKOMBKO MHOPMaLMOHHBIX 06 bek-
TOB «YCMOBWE CEKPETHOCTUY», MHPOPMAaLMOHHbIA OOBEKT «PEXMM AOCTynay

2 NHdopMaLnoHHbIA 06BEKT «PexuM A0CTYNay, OAUH UM HECKOMBKO MHOPMAaLMOHHBIX 06bek-
TOB «YCIOBUE CEKPETHOCTUY, ...

Css3aHHble ¢ TeroM ‘8B’ nHdopmMaLnoHHbIe 06LEeKTI «aTpUBYT CEKPETHOCTUY, CChinatoLLMecst Ha pacLum-
peHHbIN hopmat (cM. Tabnuuy 25) MOryT NpUCYTCTBOBATL B KOHTPOSbHLIX MapamMeTpax ntoboro daiina (cm. Tab-
nnuy 12).

Ecnun anuHa paBHa eanHuLe, To none 3HadeHuss — 6anT ARR, KOTopbIii ccbinaeTcst Ha 3anvchb B HESIBHO
nasectHom EF.ARR.

Ecnv gnnHa pasHa TpeM, To None 3HavyeHuss — naeHTudmkaTop daiina, 3a kotopbiM cregyet 6aiT ARR;
naeHTUdmkaTop danna ceelnaercs Ha EF.ARR, a 6aiiT ARR siBnsietcs umucnom sanvceit B EF ARR.
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Ecnv gnuHa yeTHas U He MeHee YeThlpeX, TO Nnone 3HavyeHus — naeHTudukatop dana, 3a KOTOpPbIM
creayet odHa UK Heckonbko nap 6aiT. Kaxagas napa coctouT 13 6aitta SEID, 3a koTtopbim cnegyet 6aiT ARR;
GaiiT SEID ngeHTUMLMpYET Ge3onacHyto cpeay, B KOTOPOU Npaswuna AoCTYMNa CChinarTcs Ha NpuMeHsieMblil 6aiT
ARR.

Tabnwunua 25— NHdopmaunoHHble 06BbeKTbl «aTpubyT CEKPeTHOCTUY, CChINAaWMEca Ha pacluMpeHHbIn hopmar

Ter OnuHa 3HaveHne
‘8B’ 1 Baiit ARR (ogwH 6art)
3 NaoeHTndumkaTop danna (asa 6ainta) — 6ant ARR (oguH 6anT)
YeTHas, >3 NoeHTndmkaTop dainna (aBa 6avita) — 6ant SEID (ogmH 6aint) — 6ant ARR (oguH
6aiit) — [6aiT SEID — 6aint ARR] — ...

BaiiT ARR TekyLueli SE ykasbiBaeT npasuna 4ocTyna, AeNcTBUTeNbHbIe Ans TekyLlero gocTyna k DF npu-
NoXeHus.

MpumedaHue—Ecnu SE ycraHoeneHa B hopme komanasl MANAGE SECURITY ENVIRONMENT, To SE no
ymonyanmio 6yget Tekywas SE.

5.4.4 dneMeHTbI AaHHbIX «obecnevyeHue 6e3onacHoOCTU»

B HacTosiLeM pasdene onpedeneHo MHOXECTBO 3/1IeMEeHTOB AaHHbIX «obecnedeHune 6esonacHocTUy ¢ npa-
BUNaMU, orpegensiownmMm Mmetog 06paboTkm UX AaHHBIX. DNeMeHTbI AaHHbIX «oBecneveHne besonacHOCTU» pac-
LUMPSIOT Y ONTUMU3MPYHOT MHEDOPMAaLIMOHHbIE 0BLEKTEI «YTpaBnstoLLme cebikny . Kapta MoxeT obecneunts 6aso-
BYIO MNOAAEPXKKY MEXaHW3MOB 3aLL1ThI, KOTOPbIE BbINOMHAET NpUnoxeHue. MpUnoXeHUs MOryT HahTW UX NO CCbi-
ke ans 6esonacHoro o6meHa cooBLLEHUAMM 1 AN onepaLumia no 3awwmTte nHdopmaumnn (cm. MCO/MIK 7816-8 [4]).
B HacTosLLeM pa3aene He ornpeaeneHbl HEKOTOpbIe XapakTepUCTUKN 3NeMeHTOB AaHHbIX «obecneveHue besonac-
HOCTU», HANPUMEP X ANNHA, a TaKKe anropUTMbI, KOTOPbIE U3MEHSIIOT UX 3HAYEHWE.

MpuHumunel. KapTta gomkHa nogaepXueaTteh U UCMONb30BaTh 3HAUYEHWE 3NEMEHTOB AaHHbIX «obecneyeHne
6esonacHoCTU» cneaytoLLMm obpasom:

- 06HOBMEHWE cCoBepLIAETCS C HOBbIMUA 3HAYEHUSAMM, NGO BbIMMCIEHHBIMU KapToii, TG0 NpeAocTaBneHHbI-
MW BHELLUHUMW YCTPOUCTBAMMU, B COOTBETCTBUM CO crieLnanbHbIM NpaBuiiom A4Sl crneuyansHOro Tuna anemMeHTa
OaHHbIX «obecrnevyeHne 6e30MacHOCTU»;

- 06HOBNEHWe BbIMOMHSIETCA A0 TOro, KaK Kakon-HWbyab peaynsraT byaet cozgaH Asst KoMaHAbl, Bbi3biBato-
e obHoBneHue. OBHOBNEHWE He 3aBUCUT OT COCTOSIHUS 3aBepLLIEHUA kKoMaHabl. Ecnu 3HaYeHre A0MKHO 1c-
Nonb30BaTLCS NPUIOXKEHWEM B ornepaLm, KoTopast BbiabiBaeT 06HOBNEeHWe, TO 0GHOBeHWe BbIMOSHAETCS 0 TOro,
Kak 3HaueHue byaeT Ucnonb3oBaHo;

- 0OCTYN K aneMeHTaM AaHHbIX «obecneueHne 6e30nacHOCTN», CBA3AHHBIX C KOHKPETHBIM NPUMNOXEHUEM,
orpaHuyeH hbyHKLUSIMA, BbIMOMHSIEMbIMA 3TUM cneudUIHBIM NPUIOKEHUEM.

MpwumeyaHue — PeanbHasa 6e3onacHoCTb, AOCTUraeMas B nape KOMaHaa-oTBeT, Npexae BCEero, 3aBUCUT OT
anropMTMOB U NMPOTOKOIOB, OMNpeaensieMbiX NpurnoXxeHneM; kapta obecneumBaeT NOAAEPXKKY TONBbKO C 3TUMMN 3NeMeH-
TaMM JaHHbIX M COOTBETCTBYIOLMMU NPaBUIAMU NPUMEHEHUS.

AneMeHTbI AaHHbIX. KapTa MOXeT noaaepxusatb napy komaHaa-oTBeT, 3allULLIEHHYIO afieMeHTaMn AaH-
HbIX, Ha3biBaeMbIMU 3Ha4eHUsIMU Nporpeccun. OnpeaeneHbl ABa 3Ha4eHUA NPorpeccun — cHETHUK ceccuii kap-
Tbl U MAEHTUDUKATOP CECCUIA:

- CYETUUK CECCUIA KapThl YBENMUYNBAETCS OAUH pa3 BO BPEMSA aKTUBALMK KapThl;

- naeHTUMUKaTOpP CECCUU BLIMUCTIIETCA Yepes CHETHUK CeCCUl KapThl U U3 AaHHBIX, MpeJoCTaBNeHHbIX
BHELUHUMU YCTPONCTBaMU.

OnpepaeneHbl ABa TUNA 3HAYEHWIA NPOrpPeccum:

- BHYTpEeHHUEe 3Ha4eHUs Nporpeccuu, ecnv NpeaycMoTpeHbl AN NPUNoOXeHUsl, PEMIMCTPUPYIOT, CKOMbKO pa3
ocyLuecTBnsoTcA crneuydnyHbie cobbITUsA. DNeMeHT AaHHbIX A0SHKEH YBENUUMTLCS MOCHE COObITUS; KapTa MOXET
nNpeaocTaBUTb (PYHKLMIO BOCCTAHOBMNEHUS ANA 3TUX CHETYUKOB, KOTOpbIE, ECIIM 3TO NPeAyCMOTPEHO NPUIoXe-
HWeM, ycTaHaBMMBaloOT 3HaYeHWe Ha HoMb. BHYTpeHHWe 3HaYeHnst Iporpeccumn He MOryT KOHTPOIMPOBATLCS
BHELUHUMM YCTPOWCTBAMM U MOAXOANAT AN UCNONb30BAHUS KaK 3alluLLeHHOe BHYTPUKapTOHHOE NpubnnkeHHoe
npeacrasneHne B peasibHOM BpeMeHW. OTU 3HaYeHUs MOryT WUCMOMbL30BaThCA B KpUNTOrpadmyeckux Bblumc-
NeHusax;
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- BHELLHWe 3HauYeHys Mporpeccum, ecriv NpegycMoTpeHb! Ans MPUNOXKEHUs!, 4OMKHbI OGHOBNATLCS TOMLKO
3HavyeHVeM AaHHbIX U3 BHELLHWX YyCTPOWCTB. HoBoe 3HavyeHne OOMKHO ObiTb YMcneHHo Gonblue, Yem Tekyliee
3HaveHuWe, XpaHsiLleecs B kapTe.

Ccbinku. Kapta moxeT obecneunTb 4OCTYM K 3HAYEHUSIM 3NeMEHTOB AaHHbIX «obecreveHne 6esonacHoc-
TU» cnegyroLmm obpasom:

- EF moxeT npucytcteoBath B MF, Hanprymep ansi cHeTymKa ceccuii kapT, unv B DF npunoxeHus, Hanpu-
Mep, ANs 3HaYEHUH Mporpeccum, CBA3aHHbIX C KOHKPETHLIM MPUNOXKEeHNEM:;

- BCrioMoraTenbHble MHopmMaLMoHHbIe 06bekThI (Terv ‘88, ‘92', ‘93', cm. Tabnuuy 33) MoryT NpUcyTcTBOBaTb
B WabnoHe ynpasnsoLLMX CChINOK. 3TU Tern MoryT Ucnonb3osaTbes, ecnu SE nogaepxueaeTt ogHo3HauyHoe
1Cronb3oBaHWe 3TUX 31EMEHTOB AaHHbIX;

- B MeXoTpacnesom LLabnoHe, cBsAzaHHOM € TeroM ‘7A’, KOHTEKCTHO-3aBUCUMBIV Knacc (NepBbili 6aitT ot ‘80’
o ‘BF’) sapesepsurposaH anst MHdopMaLnoHHoro o6bekTa «obecnedeHne 6e3onacHOCTU», Kak NepevncrieHo B
Tabnuue 26.

Tabnwuua 26 — WNHdopmauyunoHHbie 06bekTbl «obecneveHne 6e3onacHoOCTU»

Ter 3HaveHune
TA Ha6op uHdopmMaunoHHbIX 06bEKTOB «obecneveHne 6e30nNacHOCTU» CO creaylowmuMmn Teramm
‘80’ CueTumk ceccun kapT
‘81’ MaeHTndukaTop ceccuin kapt
‘82" ‘8E’ | Cuetuuk BbiGOpa channa
‘93’ CueTumnk LMpPOBOM NOANMUCH
‘OF2X’ BHyTpeHHee 3HaueHne nporpeccun (‘X' — cneunanbHbiii MHAEKC, HAaNnpPUMepP MHAEKC, CCbiNalwWwmncs
Ha cyeTumk BbiGopa danna)
‘OF3Y’ BHelwHee 3HaveHne nporpeccum (‘X' — cneunanbHbii MHAEKC, HAaNPUMEP MHAEKC, CCbINaWMNCa Ha
BHELLUHIOIO OTMETKY BPEMEHMU)
MpunmeyaHue—B gaHnHom koHTekcTe MICO/MIK CTK 1 MK 17 3apesepeuposan niobele gpyrve nHidopma-
LMOHHbIEe 06BEKThlI KOHTEKCTHO-3aBMCUMOrO Kracca (nepebii 6ant ot ‘80° no‘BF’).

6 BesonacHbIi 0O6MeH COOOLLeHUAAMMU

BeszonacHslii 06MeH coobLueHusIMM (SM) 3alumaeT Bce (UK YacTu) napbl KOMaHAa-0TBET, WK CLENNeHue
nocrnepoBaTenbHbIX Nonei AaHHbIX (cuenneHne komaHg, cM. 5.1.1.1; ucnonb3oBaHue SW1, ycTaHOBMEHHOTO
Ha ‘61’), nocpeacTBOM oBecrneyeH st ABYX OCHOBHbIX 3aLLUTHBIX (pyHKLMIA: KOHDUAEHUMANBHOCTU AaHHLIX U ayTeH-
TUbUKaLMm1 AaHHbIX. BesonacHbIi 06MeH coobLLeHUaMU AoCcTUraeTcsa NyTemM NpUMeHeHUst 0aHOro Unv GonbLuero
yncna MexaH1M3MoB 3alLmnTbl. BO3MOXHO MAeHTUULMPOBAHHbI B IBHOM B/AE C MOMOLLLIO WabnoHa «uaeHTudu-
KaTop KpunTorpaduieckoro MexaHusmay (cM. 5.4.2) B napameTpax ynpasneHus kakum-nubo DF (cm. 5.3.3), kax-
AbliA MexaH13M 3aLLWThIl BKIOYaeT B cebs kpunTorpadpuieckuii anropuTM, pexxum paboThbl, KIod, apryMeHT (BXoa-
Hble AaHHbIe) U, 3a4acTyto, UCXOAHbIE AaHHbIe.

- Mepegaya v nprem nonemn gaHHbIX MOryT NpepbIBaTLCS UCMONHEHWEM MeXaHU3MOB 3alluTel. HacTosiee
onvcaHue He NPenaTCTBYEeT orpedeneHno NocpeACTBOM NocreaoBaTeNlbHOro aHan1aa, kKakve MexaHn3mMbl 1 ane-
MEHTbI 3aLLMTbI OMKHbI UCMONb3oBaTLECA AN 06paboTKN ocTaBLUENCA YacTy NOA AaHHbIX.

- [1Ba unu 6onbLUe MeXaHU3MOB 3aLLMTbI MOTYT UCMOMb30BaTL OAMH U TOT XKe KpunTorpadpuieckunii anroputm
BMeCTe C pasHbIMK pexxmumamu paboThl. MpeactaeneHHble ganee onncaHns npasui 3anonHeHs 6rokoB AaHHbIX
HesHavallel nHpopmMaLmeit He NPenAaTCTBYHOT Tako BO3MOXHOCTU.

6.1 Mons SM 1 nncpopmaioHHble 06beKTLI SM

JTtoBoe norne gaHHbIX kKoMaHabl Ny oTeeTa B hopmate SM, a Takke WwabnoH SM (Ter 7D’) sBnstoTcs nornem
SM. Kaxxgoe none SM gonxHo koampoatscs B BER-TLV (cMm. 5.2.2), rae KOHTEKCTHO-3aBUCUMBIRA Knacc (nepBbIii
6auT ot ‘80’ go ‘BF’) 3apesepsurpoBaH ans nHdopmaumoHHoro obbekta SM. B nape komaHga-oTeeT chopmat SM
MOXET OblTb BbIOPaH WNU HESIBHO, T. €. OH U3BECTEH [0 BbI30BA KOMaHAbl, UMW SIBHO, T. €. OH yka3aH CLA
(cm. 5.1.1).
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MpumeyaHune— CuenneHne komaHa wunu ucnons3osaHme SW1, ycTaHOBNeHHOro Ha ‘61’, BbibiBaeT
nocneaoBaTerlbHOCTb KOMaHL, B KOTOPbIX NMons daHHblX (M, cnegoBatenbHO, MHpOPMaUWOHHbIE 06beKThI) MOMyT pa3tu-
BaTbCA Ha Gonee marneHbkue nocregoBaTerbHbie NoMs AaHHbIX. B Takom crnyvae, mpy Mcnons3osaHum gopmara SM,
cuernneHne Bcex nocrneaosaTerbHbIX NONel AaHHbIX B OQHOM HanpaBneHuu B TOW Xe nocnegoBaTenbHOCTM obpasyeT
none SM.

B Tabnunue 27 nokasaHbl MHhOPMaLMOHHbIe 06bekTsl SM, onpeaeneHHble B HACTOsILLLEM cTaHAapTe, Bee B
KOHTeKCTHo-3aBUCUMOM Knacce. HekoTopble WHpopMaumoHHble obbekTel SM (Tern ‘82', ‘83’, ‘BO’, 'B1’' SM)
ABNAOTCA PEKYPCUBHBIMY, T. €. NOME NPOCTOro 3Ha4YeHUs sAenaeTcs nonem SM.

Tabnuuya 27 — VHgdopmaunoHHble 06bekTsl SM

Ter 3HaveHue

‘80’, ‘81’ [MpocToe 3HaveHue, He 3akogupoBaHHoe B BER-TLV
‘82’, ‘83 KpunTtorpamma (npocToe 3HaqeHue, 3akogmpoBaHHoe B BER-TLV 1 Bknovawowee MHHOPMALUOHHbIE
o6bekTbl SM, T.e. none SM)
‘84’, ‘85" | Kpuntorpamma (npocTtoe 3HadeHue, 3akognposaHHoe B BER-TLV, Ho He Bknovatowee MHMOOpMaLNOH-
Hble 06bekTbl SM)
‘86°, ‘87’ Bant nHankaTopa 3anonHeHus HesHavalwen nHdopmaurel, 3a KOTopbIM cregyeT kpuntorpamma (npo-
CTO€ 3Ha4eHue He 3akoauposaHo B BER-TLV)
‘89 3aronoeok komaHgbl (CLA INS P1 P, yeTbipe barita)
‘8E’ KpunTtorpacumyeckas KOHTponbHasi cymMma (He MeHee JeTbipex 6ainT)
‘90°, ‘91" | Xaw-kopg,
‘92’, ‘93’ | Ceptudmkar (gaHHble He kogupoBaHsl B BER-TLV)
‘94’, ‘95" | WNpeHTudukatop GesonacHol cpeabl (6ant SEID)
‘96’, ‘97’ OgwH unu aga Gaita, kogupyowme Ny B He3aLWMLWLEHHOW Nape KOMaH4a-0TBET (BO3MOXHO MyCTOM)
‘9’ CoctosHue o6paboTkn (SW1-SW2, aBa balita; BO3MOXHO NycTble)
‘OA, ‘OB’ OnemeHT AaHHbIX BBOJA ANS BblUMCMNEHWs LudpoBOW nognucy (none 3HayeHus nogrnmcaHo)
‘9C’, 9D’ | OTKpbITLIA KNHOY
‘OF’ Undposas noanmce

‘A0, AT LabnoH BBOAA ANA BbIMMCNEHUS X3L-KoAa (LWabrnoH XaWwmpoBaH)

‘A2 LabnoH BBOAa Ans BepudmKaumm KpUnNTorpacueckon KOHTPONbHOW CyMMBb! (LWAaBMNoH BKNIOYEH)
‘A4, ‘A5 | WabnoH ynpaensowmx coblnok ayTeHTudmkaumm (AT)
‘A6, ‘A7’ | WabnoH ynpaensowmx CChINOK cornacoBanms kroven (KAT)

‘A8’ La6bnoH BBOAA ANsi BepudUkaummn LncdpoBol nognveun (WabnoH nognucan)
‘AR, ‘AB’ | WabnoH ynpaensowmx ccbinok xaw-koga (HT)
‘AC’,‘AD’ | LabnoH BBOAA ANs BblHMMCNEHUs LMPOBONM nognucy (CuenneHHble nons 3HavYeHui NoanucaHsl)
‘AE’,'AF’ | LUabnoH BBOAE ANS BepuduKkauum cepTudukata (CuenneHHble Nomnst 3Ha4eHun cepTuULMpPOBaHbI)
‘B0, ‘B1” | MMpocTtoe 3HaveHne 3akoampoBaHo B BER-TLV wn ekniovaowee nhdopmaunoHHbie o6bekTol SM, 1. e.
none SM
‘B2, ‘B3’ | lMpocTtoe 3HaueHue 3akoampoBaHo B BER-TLV, HO He Bkniovaowee nHdopmaunoHHble 06bekTel SM
‘B4’, 'B5’ | LLaGnoH ynpaensiowmx CChiNok KpunTorpacuHeckon KOHTponbHoOW cymmbl (CCT)
‘B6’, ‘B7’ | LabnoH ynpaensowmx cceinok umcdposon nognucu (DST)
‘B8, ‘B9’ | LLabnoH ynpaensowmx ccuinok koHbuaeHumansHoctu (CT)
‘BA, ‘BB’ | WabnoH onucarens oteeta
‘BC’, ‘BD’ | WabnoH BBOAa ANsA BbMUCAEeHUA umcdpoBor nognucy (wabnoH nognucaH)

‘BE’ LabnoH BBOAA ANs Bepudukaumm ceptucdumkata (wabnoH cepTucrumnpoBaH)

[1pwumeyaHune —B gaHHom koHTekeTe, WCO/M3K CTK1 MK 17 3apesepeuposan nobsie gpyrne nidopma-
LMOHHBbIE 06BEKTHI KOHTEKCTHO-3aBMCUMOTO Knacca (nepeeivi 6anT ot ‘80° go ‘BF).

B kaxxgom none SM 6uT 1 nocnegHero 6ainTa nona Tera (KOHTPOSb N0 YETHOCTM Tera) Kaxaoro nHcopmaum-
OHHOro 06bekTa SM (KOHTEKCTHO-3aBUCUMBIN KNacc) yKasblBaeT, A0MKHbI N MHdopMaLMOHHbIE 06bekTbl SM 6bITh
BKITOYEHb! (BUT 1 ycTaHOBNEH Ha 1, HOMep Tera HeYeTHbIN) UK He BKNKoYeHb! (BUT 1 ycTaHOBNEH Ha 0, HoMep Tera
YeTHbIN) NPU BEIMUCIEHUM SNIEMEHTOB AaHHbLIX ANA ayTeHTUdUKaumm (Kpuntorpaduryeckan KOHTPOSibHanA cymma,
cM. 6.2.3.1, unu undposas nognnuck, cM. 6.2.3.2). MHdopMaunoHHbIe 06BbeKTbI ApYrvX KNaccos, ecnuv npeacTas-
NeHbl, (HanpuMep, MexxoTpacrieBble MHOPMALMOHHLIE 06BEKTI) A0MKHBI BbITb BKIOUEHbLI NPU BbIMUCAEHUW. Ecrin
MPONCXOANT TaKoe BbIMUCIIEHNE, TO ANIEMEHTOM AAHHbLIX AOSMKHO GbITb None 3HaYeHUst MHopMaUMOHHOTo obbekTa
SM ana ayteHTudukauum (ter SM ‘8E’, ‘OF’) B koHUe nonsa SM.
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CywiecTByeT AiBe kaTeropum MHPOPMaLNOHHBIX OB LEKTOB:

- KaXkabli OCHOBHOW MHbOpMaLMOHHBIM 06BbekT SM (cM. 6.2) nepeaaeT N0 NpocToe 3HaveHne, Nnbo Bxoa-
Hble UK pesynsTUPYIoLLME AaHHbIE O MEXaHW3Me 3aLLUThI;

- Kaxxgblii BcriomoraTenbHbld UHOpMaLUNoHHbIA 0bbekT SM (cM. 6.3) nepegaeT WabnoH ynpasnaoLwmx
CCbINOK, N naeHTudukaTop 6esonacHon cpeapl, UNK WabnoH onucatens oTeeTa.

MpumeyaHue— OcHoBHbIE UHPOPMALMOHHBIE 06bekTbl SM Takke NCNONb3yITCA ANS yNpaBneHns onepaumn
no sawwure nHopmaumm (cm. MCO/M3IK 7816-8 [4]). BcnomoratenbHblie nHopmaumoHHbie 06bekTsl SM Takke ncnons-
3yloTcst Ans ynpaeneHust 6esonacHon cpegoit (cM. 7.5.11). O6wwmii noaxoa K 3awmTte ¢ Mcnonb3oBaHweMm GesonacHoro
obmeHa coobLLeHVAMY BblAensieT HEeCKONbKO BOMPOCOB, OTHOCAWMXCA K o6ecneverHnio 6e30nacHOCTH, No onepauusam
no 3awmTte nHdpopmaumn. B npunoxennn B npovnnioctpupoBaHo B3aumogenctene AByx Nogxoaos.

6.2 OcHoBHbIe UHOpMaLUOHHbIe 06bekTLI SM

6.2.1 UHcbopmaLnoHHble 06BekTbl SM Ana uHkancynALUMMU NPOCTbIX 3Ha4YeHUN

Ans noneit SM 1 ansa aaHHbIX, He 3akoaupoBaHHbIX B BER-TLV, nHkancynauuma asnsetca 06sa3atensHon.
OHa He siBnsieTca ob6sizaTenbHOM ana nHpopmaunoHHbix obbektos BER-TLY, He Bkntovatowmux B ce6a SM.
B tabnuue 28 nokasaHbl MHOpMALMOHHBIE 06BEeKTbI SM 4Nns HKaNCyNauMm NPOCTbIX 3HAYEHWIA.

Tabnwuya 28 — NHdopmaumoHHsie 06bekTel SM gna nHkancynauum NPoCTbIX 3HAYEHUN

Ter 3HaveHue
‘B0, ‘BT’ MpocToe 3HaueHue, kogupoBaHHoe B BER-TLV u Bkntovaiowee nHdopmaunoHHble o6bektol SM (T. €.
none SM)
‘B2, B¥ lMpocToe 3HaveHne, kogupoeaHHoe B BER-TLV, HO He Bkniovalowee nHpopmaumoHHble 06bekTel SM
‘80", ‘81 [MpocToe 3HayeHwe, He kogupoBaHHoe B BER-TLV
‘89 3aronoBok komaHgbl (CLA INS P1 P, veTbipe Gavita)
‘96°, 97’ OpvH vnun gea 6anta, kogupyrowme Ny B He3aWwmMWEHHON nNape KoMaHaa-0TBeT (BO3MOXHO NYCTON)
‘99’ CocrosHne obpabotkm (SW1-SW2, aga 6anTa; BO3MOXHO NycCTbIe)

6.2.2 MHdopMaLMOHHble 06bekTbl SM AnsA KoH(UAEHUUANBHOCTH
B Tabnuue 29 nokasaHbl MHopMaLMoHHble 06bekTbl SM ans koHdUaeHUMAaNbHOCTH

Tabnunua 29 — NHbopmaumoHHble 06bekTbl SM ans koHMAeHUMANBLHOCTU

Ter 3HaueHue
‘82’, ‘83 Kpuntorpamma (npocroe 3HaueHue, 3akogupoBaHHoe B BER-TLV u Bkniovaiouee nHopMaunoHHbIe
06bekTel SM, T.e. none SM)
‘84’, ‘85’ KpunTorpamma (npoctoe 3HaueHue, 3akoampoBaHHoe B BER-TLV, Ho He Bkniovalowee nHdopmaum-
OHHble 06bekTbl SM)
‘86’, ‘87’ BanTt vHaukaTopa 3anonHeHust He3Havalwel uHdopMaumein, 3a KOTOpbIM crieflyeT KpUnTorpamma
(npocTtoe 3HayeHne He 3akogumpoBaHo B BER-TLV)

MexaHuam 3aLuTsl Ans KoHpUAEHLNaNsHOCTU COCTOUT U3 COOTBETCTBYHOLLIErO KpUnTorpadpuieckoro anro-
pyYTMa B COOTBETCTBYHOLLIEM pexmme onepaumu. [Mpu oTCYTCTBUM SIBHOTO YKasaHUs! U BbIBpaHHOro HEsSIBHO Mexa-
HW3Ma Ans KoHPUAEHLMANEHOCTU AOMKEH MPUMEHSITECA MeXaHU3M, YCTAHOBIIEHHBIV MO YMONYaHUIo:

- ANS BbIYUCNEHNS KPUMTOrpamMMbl, KOTOPOU AOMKEH NpeALlecTBOBaTL UHAWUKATOP 3anofHEHUs He3HauaLlewn
WHpopMaLmMen, MexaHnam no ymonyaHuio npegcraensiet cobor 6riouHoe WindpoBaHUe B peXUME «MeKTPOHHbIN
KOOOBBIA CMPaBOYHMK» , KOTOPbLI MOXET BKITtOYaTh B cebs1 3anonHeHne briokoB AaHHbIX HesHavalleh MHdopmaum-
ell. 3anonHeHve HesHavalLein nHdopmaumeit Ana koHraeHLUaNLHOCTU OKasbIBAET BNUSIHUE Ha nepegaYy, Kpun-
Torpamma (oguH Unu 6onbLuee Yicno 6rokoB) NonyyYaeTcs ANMHHEE NPOCTOro 3HaYEHUS;

- ANS BIMUCTIEHWS] KPUMTOrpamMMbl, KOTOPOW He AOIKEH NpefLiecTBOBaTL baliT nHgMKaTopa 3anonHeHUs
HesHavalle uHopMaLMert, MexaH1Mam No ymondaHuio npeactaBnseT cobol MoTouHoe WudpoBaHue. B atom
cnyyae KpunTorpaMmma siBnsieTcs pesynsratoM onepaummn cnoxeHus «Ucknovarowwee U», BeinonHaemown Haa
CTPOKOW BakTOB AaHHbIX, MoASexallnX COKPLITUIO, U CKPbIBAtOLLLE CTPOKOI Tol e AnuHbl. CoKpbITUe, TakuMm
obpaszom, He TpebyeT 3anonHeHUs HeaHavallein nHdopmaLmen, a cTpokolh 6aliToB AaHHBIX BOCCTAHABNUBAETCA
Mpy MOMOLLM TOW e onepaLuu.
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Ecnu npocToe 3HayeHue He 3akoampoBaHo B BER-TLV, 3anonHeHne He3Havallen nHdgopmavmein u/mnmn n--
chopMaLMOHHOE HanoMHeHWe AoMKHO UMETb MHAMKALMIO. Ecni oHO NpUMeHsieTcA, HO MHAMKALUWK HET, TO ANA Hero
AelcTBYIOT Npasuna, onpegensiemble B 6.2.3.1. B Ta6nuue 30 nokasaH 6anT nHgukaTopa 3anofnHeHns HesHava-
LLe# nHdopMaLmein/c MHOPMALIMOHHLIM HAMOSTHEHWEM.

Tab6nwuuya 30— baiT uHgUKaTopa 3anoNHEHUs1 He3Havaleln nHpopmMaunein/c MHHOPMALMOHHBIM HaMNONHEHNEM

Ter 3HaveHue

‘00’ Het panbHedwen nHamkaumm

‘01’ 3anonHeHne HesHavallel nHdopmaumen no 6.2.3.1

‘02’ 3anonHeHve HeaHavawen nHdopmaumen oTCyTCTByeT

"X OT ogHoOro 4o YeTbipex CeKpeTHbIX Kntoven Ana 3awmndpoBaHHol nHdopmaumm, He knioumn (X' — aTo

6utoBOe oTOGpaKeHne co 3HaqeHuamu ot ‘0’ go ‘F’)

“11’ ykasbiBaeT Ha Nepebin KoY (Hanpumep, «4EeTHOE» KOHTPOINbHOE CNOBO B CUCTEME NIaTHOrO
TeneBuaeHus)

12’ ykasblBaeT Ha BTOPON KNKOY (Hanpumep, KHeYEeTHOE» KOHTPONbHOE CNOBO B CUCTEME MraT-
HOro TeneBUaeHust)

13’ ykasbiBaeT Ha MepBbIN K04, 3a KOTOPLIM cneayet BTOPON KoY (Hanpumep, napa KOHT-
POnbHbIX CNOB B CUCTEME NNaTHOro TeneBuaeHns)
22X CekpeTHbIN koY ans Krodelr WwudpoBanus, He MHMOPMaUMOHHLIN (X — 3TO ccbinka ¢ niobbim
3HaveHvem o1 ‘0’ go ‘F’)

(Hanpvmep, B cuCTeMe NNaTHOro TeneBMAeHWs, unu padboynin KoY AN KOHTPOMbHBIX CNOB
WwunhpoBaHna, Nnn ynpaeneHue Krovamm gnsa pabounx knoden wudpoBaHus)

3X MpviBaTHLIA KMOY AN Napbl acCUMETPUYHbIX Kntoven (X — 310 cebinka ¢ NobbIM 3Ha4YEHWEM OT
0" no °F)
‘4x Maponk {(("X’ — 3710 ccbinka ¢ nbeim 3HaveHnem ot ‘0" go ‘F’)

Ot ‘80" go ‘8E’ | TlMponpueTtapHoe 3anonHeHue

MpumeyvyaHnne—Jlioboe apyroe 3Ha4veHwe 3ape3epBMPOBAHO ANsl WCMONb3oBaHMA B Oyayliem
NCO/M3K CTK1 MK 17.

6.2.3 UHcbopmaLMoHHbIe 06bekTbl SM ana ayTeHTUdUKayum
B Tabnuue 31 nokasaHbl nHbopmaLunoHHble 06bekTbl SM ans ayTeHTUdKaumm

Tabnuuya 31— MHbopmaumoHHbie 06bekTsl SM gns ayTeHTUMKaLmMm

Ter 3HauveHue

‘8E’ Kpvntorpaduyeckasi KOHTPOSIbHAsi CyMMa (He MeHee 4YeTbipex 6anT)
‘90, 91’ Xaw-koa
‘92, ‘93’ Ceptudmkar (gaHHble He kogupoBaHbl B BER-TLV)
‘9C’, 9D’ OTKPbITBIA KIKOY

‘OF’ Lincbpoeas noanmckb

MHdbopmaumoHHble 06bekThl BBoda (cM. Takke MCO/MIK 7816-8 [4])

‘A, ‘OB’ OneMeHT AaHHbIX BBOAA AN BblMUCIEHMS LUMDPOBOW noagnucy (none 3HauyeHusl NoanmMcaHo)
‘A0, ‘AT LabnoH BBOAA ANs BbIMMCNEHNUs x3Lw-koda (LWabnoH X3WwmpoBaH)
‘A2 LWabnoH BBOAa AN BepuMKaumMmn Kpuntorpatnyecko KOHTPONMbHOW CyMMb! (LLabnoH BKIIOYEH)
‘A8’ LabnoH BBOAA Ans BepudmKaLmy UMdPOBOK nognmcy (WwabnoH nognucax)
‘AC’, ‘AD’ LWa6noH BBOAa ANl BblMUCNEHUS LMGPOBOW Nognucy (CLenneHHbIe Nonsi 3HaYeHUi NognucaHsl)
‘AE’, ‘AF’ WabnoH Beoga Ans Bepudukaummn ceptudmkata (CuenneHHble Nnons 3HaveHnn cepTuuLmpoBaHbl)
‘BC’, ‘BD’ Wa6noH BBOAA ANs BblUMCNEHUs LndpoBoi nognucy (wabnoH nognucat)
‘BE’ LWa6noH BBOAa Ana Bepucukaumm ceptudmkata (WabnoH cepTmduumMpoBaH)

6.2.3.13neMeHT faHHbIX «KpUnTorpadu4eckas KOHTPONbLHas cymMma»

BbiurcneHne kpunTorpadnieckoit KOHTPONBHOM CyMMbI pedycMaTpyBaeT HanMume UCXOQHOTO KOHTPOBHOTO
Ornoka, CekpeTHOro Kntova v unu anroputma GrnovHoro wudpposanusa (cm. MCO/MOBK 18033 [18]), wnu
xaL-cpyHkuMmn (cm. MICO/M3BK 10118 [12]).
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Mertog BblMMCNEHWSI MOXeT OblTb YacTbio cucTeMHoW cneuudumkaumn. C Apyron CTOPOHbI, WabnoH
«MaeHTUUKaTop KpunTorpapuyeckoro MexaHusmar, cM. 5.4.2, MoxeT naeHTuduLmpoBaTh cTaHaapT (HanpyuMmep,
MCO/M3K 9797-1 [7]), ycTaHaBNMBaIOLLMIA METOA BbIYUCIIEHUS.

Ecnv He ykaszaHO WHOe, OO/MKEH WCMOofb30BaThCs Creayowmii MeTod BoluMCIeHUA. AlropuTM nog
ynpasneHneM CBA3aHHOIO C HUM Kkoua, Mo cyLUecTBy, NpeobpasyeT bnok TekyLuero Boaa U3 k 6antos (06b14HO
8, 16 nnn 20) B BnoOK TekyLlero BbIBOAA TOW Xe ANMHbI. BbluMcneHne BLINONHSAETCA NOcneaoBaTeNbHo Nno
aTanam.

HavanbHbIi aTan. HavanbHbIl aTan 4omKeH 3agarth O4WH U3 crieaytoLmnx 6rokoB B Ka4ecTBe UCX0QHOTo
KOHTpOMbHOro Brioka:

- HyneBol 6ok, T. e. k 6aiToB, ycTaHoBNeHHbIX Ha '00';

- cBA3yoWMIA 6ok, T. e. pesynbraTt npedblgyLWwux BbIMUCIEHWHA, 8 UMEHHO: AMsl KOMaHAbl — Pe3ynbTUpyto-
LLMIA KOHTPONbHbIA BNOK NpeALLIeCTBYOLLER KoMaHabl, 4515 OTBeTa — pe3ybTUPYIOLLMIA KOHTPObHbINM 6nok nped-
LUECTBYHOLLEro 0TBETA;

- BnoK ¢ HayanbHbIM 3Ha4YeHWeM, NPpeAoCTaBeHHbIN, HAaNPUMep, BHELLUHUM YCTPOUCTBOM,;

- BCriomoraTenbHblii 6110k, ABNAOLLMIACS pe3ynsTaTtom Npeobpa3oBaHWsA BCnoMoraTenbHbIX 4aHHbIX NoA Y-
paBneHvem kntova. Ecnu BcromoraTtesnbHble AaHHble COCTaBMAT MeHee k 6aiToB, TO OHW O3arfnasnMBaloTCs
61TaMK, yCTaHOBMNEHHBLIMU B HOMb, A0 AOCTWKEHWS ANMHBI Bnoka.

MpomexyTouHbI aTtan(bkl). 3aronosok komaHabl (CLA INS P1 P2) moxeT 6bITb WHKancynuposaH Ans
3awmThl (Ter SM ‘89’). OaHako ecnu 6uThI ¢ 8 no 6 B CLA yctaHoBneHb! Ha 000, a 6uTbl ¢4 no 3 Ha 11 (cm. 5.1.1),
TO NepBbl GNOK AaHHBIX COCTOUT 13 3aronoBka komaHabl (CLA INS P1 P2), 3a KoTopbiM cnegytoT oauH 6air,
yCTaHOBMNEeHHbIM Ha ‘80" n k—5 6aliT, ycTaHoBMNeHHbIX Ha ‘00’

KpunTorpadumyeckas KOHTPONbHaA CyMMa 4oShkHa BKItoYaTh No6oii MHbopMaLMoHHbI 06bekT «besonac-
Hblih 0BMeH CooBLLEHMAMUY, UMEOLLMIA HEYETHLIA HOMep Tera, 1 No6ol MHOPMaLMOHHLIN 0GLEKT ¢ NepBbLIM
6anTom ot '80' go 'BF'. 3T MHdDopMaLMOHHbIe 06beKTbl 4OMXKHbI BbITb BKNHOYEHBI MOBNOYHO B TEKYLLWIA KOHT-
ponbHbI Briok. Pasbreka Ha 6510KM AaHHBIX A0MKHA OCYLLECTBATLCA NO criedyioLmM npasuiam:

- 0bbeanHeHWe B 6r10KM AOMKHO BbITb HEMPepbIBHBIM Ha rPaHnLe MeXxay CMEXHbLIMU MHOPMaLMOHHBIMU
obbekTamu, noanexallMm BKITHYEHNHo;

- 3aMofiHeHne HesHavalel uHpopmMaLmei OMKHO NPUMEHSITECS B KOHLE KaXKA0ro NoAeXxallero Bkio-
YeHuto MHpopmaLmoHHoro 06bekTa, 3a KoTopbIM NGO cneayeT NHDOPMAaLIMOHHBIN 06BbEKT, He NoaneXalluii BKo-
YeHuto, B0 OTCYTCTBYET AanbHENLLNIA MHDOPMAaLMOHHbIA 06bekT. HesHavallas HbopmaLms CoCTOUT U3 0fHOTO
obsizaTensHoro 6aiTa, yctaHoBneHHoro Ha '80', 3a KoTopbIM, ecrnv TpebyeTca, A0MKHbLI crnegosath oT 0 a0 k—1
6aiiToB, ycTaHoBMNeHHbIX Ha '00', noka cooTBETCTBYIOLLMIA BrOK AaHHbIX He ByaeT 3anonHeH k 6aittamu. 3anonHe-
HWe HesHauallel HdopMaLmeh Ans ayTeHTUGUKALMN He OKa3bIBAET BIIVSIHWSE HA Nepeaaqy, MOCKOmNbKY 3anonHs-
toLLMe BaiTbl He 4OKHbLI NepedaBaThCS.

B Takom mexaHu3Mme, pexuMom paboThl sIBAsieTcs «nocnegoBaTtensHoe 6noyHoe WwindpoBaHue» (CM.
NCO/M3K 10116 [11]). MepsbI BBOA NpeacTaBnsieT cobolt onepauuio cnoxeHus «Mckmovatowwee UINMU» Hag
NCXOAHBIM KOHTPOSbHBLIM 6r10KOM W NepBbIM 6110KOM AaHHbIX. [MepBbii BbIBOA ABNSIETCA Pe3ynbTaToM NepBoro
BBOAA. TekyLuii BBOA NpedcTaensieT coboit onepauuto cnoxeHus «Uckniovatowee UIN» Hag npeaplayLimm
BbIBOAOM W TEKYLLMM BrokoM AaHHbIX. TeKyLuii BeIBOA SBMSIETCSA pe3ynbTaToM TeKyLero BBoaa.

3aknuuTenbHbIA aTan. PesynsTypytoLlnii KOHTPONbHLIN 6ok ABNsieTCs NOCNeAHUM BbIBOAOM. 3akiio-
YMTenbHbIN 3Tan BbIAENAET KpUNTorpaduyeckyto KOHTPOSbHYIO CyMMY (nepBble m 6aToB, HO HE MeHee YeTbipex)
3 pe3yneTUpYIoLLIEro KOHTPOLHOro 6rioka.

6.2.3.2 neMeHT faHHbIX «4uppoBasi noaNnUChb»

CxeMbl LUcPOBOA MOAMUCA OCHOBLIBAIOTCS HA AaCUMMETPUYHBIX KpunTorpaduydeckux metodax
(em. MICO/M3K 9796 [6], ICO/M3K 14888 [16]). Bblumcnenue npeanonaraeT Ucnonb3oBaHue XaL-hyHKLMK
(cm. MICO/M3K 10118 [12]). Beoa AaHHbIX cOCTOUT U3 MNONS 3HaYeHUs1 MHopMauUoHHOro obbekTa BBoAa
LundpoBoi nognucu, nubo n3 cuenneHus nonen 3HavyeHWs UHMOPMALMOHHBIX 06BEKTOB, (hOPMUPYIOLLIMX
WwabnoH Beoga Uudposor noanucy. Beog AaHHLIX MOXET onpeaensiTbCs COrMacHo MexaHu3my, onpeaensieMoMy
B 6.2.3.1.

6.3 BcnomoratenbHble UHOPMaLMOHHbIE 06bekThI SM

B tabnuue 32 nokasaHbl BCnomoraTesisHble MHhopMaUMoHHbIe 06bekTsl SM.
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Tab6nwuua 32 — BecnomorarenesHblie MHGOPMaUNOHHbIE 06bEeKTH SM

Ter 3HaveHue
‘94’, ‘95 Npentudukatop 6e3onacHol cpegsl (b6avit SEID)
‘Ad’, ‘A5 LLlaGroH ynpaensioLmx cCbiriok, AeNCTBUTENbHBIN Ans ayTeHTudukauum (AT)
‘A, AT LWabnoH ynpaensoLwmx cCbinok, AeUCTBUTENbHBIN ANs cornacoBaHus kroyei (KAT)
‘AA‘AB’ La6rnoH ynpaensiowmx ccblnok, AeNCTBUTENbHBIN Ans xaw-koga (HT)
‘B4, ‘BY LabnoH ynpaensilowmx CCbINOK, AEUCTBUTENBHBIN AN KPUNTOrpaduyeckon KOHTPONbHON CyMMbI
(CCT)
‘B6’, ‘B7 LabroH ynpaensitowymx CChINoK, AeUCTBUTENbHbIN ANns undpoeoi nognucu (DST)
‘B8, ‘BY LLlabnoH ynpaensiowmux CCbINoK, BEWCTBUTENbHLIN Ana KoHduaeHunansHoctu (CT)
‘BA, ‘BB’ LLlabnoH onucaTtens oTeeTa

6.3.1 LLlabnoHbl ynpaBnsitoLuX cCbINoK

OnpegeneHsl LecTb WabnoHoB yNpaBnsoLwWwmX CCbINOK: AeNCTBUTENbHBIV ANA ayTeHTudmkaummn (AT), ana
cornacosanus kmovein (KAT), xaw-koaa (HT), kpunTtorpadudeckoit KoHTponbHow cymmbl (CCT), undpposoii
nognucu (DST) n kondmaeHupansHocTh (CT), ucnonbayrowme U CUMMETPUYHBIE, UM aCCUMETPUYHBIE KPUNTO-
rpacpuyeckune metogel (CT-sym n CT-asm).

Kaxablii MexaH1am 3alluThl BKovaeT B cebsa B cBOeM pexxume paboTbl kpuntorpaduyeckuin anroputm u
MCMonb3yeT KoY U, BO3MOXHO, UCXOAHbIE AaHHbIe. OTU SNeMeHTbl BbibuparoT NMM60o HEABHO, T.e. OHU U3BECTHbI
A0 BblAayn KoMaHAbl, TM60 IBHO, T. €. C MOMOLLLbIO MHPOPMALIMOHHOTO 06beKTa «YNPaBnAoLLUE CChINKUY, BNO-
)KeHHoro B LWabrnoHbl ynpaensioLmx cebllok. B paMkax wabnoHoB ynpaBnsaowmx CCbifIok KOHTEKCTHO-3aBUCH-
MbIli Knacc (nepBeld 6anT oT ‘80° o ‘BF’) 3apesepeuposaH ans nHdopMaunoHHbIX 06LEKTOB «ynpasnsaoLne
CCbINMKMY.

B none SM nocnegHssi BO3MOXHas o3uumst LiabnoHa ynpaensaoLmx CCbiIok — HenocpeacTBEHHO nepea
nepBbIM UHOPMAaLMOHHBIM 0B BLEKTOM, [T KOTOPOTo NMPUMEHAETCA YKa3blBaeMbIi MexaHU3M. Hanpumep, nocne-
OHSIS BO3MOXHas! Mo3uLmMs WabnoHa, AeNCTBUTENBHOo ANns KpunTorpaduieckoin KOHTposbHoM cyMMel (CCT) pac-
nonaraeTcst HenocpeacTBEHHO Nepe NepBbIM MHPOPMALMOHHBLIM 06HLEKTOM NS BKNIOYEHWS! ero Npu BbiuUcne-
HUW.

Kaxxgas ynpaensiioLLas ccbiika AeNCTByeT A0 TeX Nop, noka He ByaeT npegocTaBneHa HoBas ynpasnsiio-
LLas ceblfKa A5 TOro e MexaHuama. Hanpumep, komaHaa MoXeT NpeaocTaBuTb ynpasnsiioL e CCbiNku ans
crnegytoLiei koMaHabl.

6.3.2 UHcbopmaLMOHHbIe 06 HLEKThI «KyNpaBsioWue CCbiNnkuy B LWabnoHax ynpaBnsitoWuX CCbINok

Kaxgblii WabnoH ynpasnsitoLmx ceblnok (CRT) — a1o Habop MHbopMaunoHHbIX 0GLEKTOR «ynpaensowme
CCbISTKU»: CChINKa Ha KpunTorpadmyecknii MexaHusM, cebifika Ha cain 1 KNy, cebinka Ha UCxogHble AaHHbIe,
KBanuukaTop NPUMEHUMOCTU U, TOMLKO B LWaBnoHe ynpasnsaoLwmx CChiNok Ans koHduaeHUMansHOCTH cebinka
Ha codep)XaHune KpunTorpamMmel.

- Ccbinka Ha kpunTorpaduyeckin MexaHnsm o6osHaqaeT KpuntorpacuHeckuin anropuTm B pexxume paboThbl.
KoHTponbHble napameTpbl noboro DF (cm. Ter ‘AC’ B Tabnuue 12) MoxeT cogepkatb LWabnoH «uaeHTudukaTop
KpunTorpaduyeckoro MexaHuamay (cm. 5.4.2). Kaxabii U3 HUX ykasblBaeT Ha 3HaveHWe CCbIkN KpunTtorpadudec-
KOro MexaHuama.

- Ccblinka Ha dhaiin (Toxe KoavposaHue, 4To U B 5.3.1.2) obosHavaeT caiin, B KOTOPOM CCbINKa Ha Kito4
AencTeuUTeNbHa. ECnu cebinka Ha daiin He npegcTaBneHa, To cCbiika Ha KNy AencTBuTeNnbHa B Tekylem DF,
BO3MOXHO, B DF npunoxeHus. Ccbinka Ha Koy 0gHO3Ha4YHo naeHTuduumnpyeT koY, nognexaiuuii Icnonb3osa-
HU0.

- Ceblfika Ha UexoaHble AaHHbIe, MPU UCNONb3cBaHUK ANA KPUNTOrpacUEecKNX KOHTPOSbHBLIX CYMM, YKasbl-
BaeT UCXOAHBIV KOHTPOSbHbIA Briok. Ecnin cebinka Ha ncxoaHble AaHHbIe He NpeAcTaBneHa v He BolbpaH HesABHLIM
06pasoM McxodHbIA KOHTPONbHbIV 610K, TO NPUMEHSIOT HySeBol GNok.

Kpome Toro, nepeA nepefayeii nepsoro UHpopmaLMoHHOro 0b6bekTa Ana koHbUASHLMANBHOCTU, UCNONb3Y-
foLLLero NoTouHoe WindpoBaHue, WabnoH A5 KoHbUAeHUMansHOCTN OMKEH NPeaoCcTaBUTL BCrIOMoraTenbHble
AaHHble Ans HWLWanM3aLnm BelMUCIEHNSI CTPOKK CKpbiBatoLLMX 6aiToB.

B tabnuue 33 nepeuncneHrbl MHGopMaLOHHbIE 0GbEKTbI «YNPaBstoLLMe CChINKM» U YKa3aHbl K KakuM Lab-
TI0HaM yrpaBsitoLLMX CChINOK OHW oTHOCATCS. Bee MHbopMaLoHHbIe 06beKTbI «ynpaBnsioLLmMe CCbITKU» Haxo-
OSTCS B KOHTEKCTHO-3aBMCUMMOM Knacce.
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Ta6nuuya 33 — NHpopMaumnoHHble 06LEKTHI «YNPAaBMSIIOWNE CChINKMY B WabnoHax ynpaesnsowmx cCbinok
Ter 3HaveHune AT | KAT | HT | CCT | DST | CT-asym | CT-sym

‘80° Ccbinka Ha kpyntorpadunyecknii MeXxaHu3m X X X X X X X

Ccbinkun Ha chann n KNy

‘81’ - Ccbinka Ha cdann (T0 e KoAUpOBaHUE, UTO U B X X X X X X X
5.3.1.2)
‘82’ - WUmsa DF (cm. 5.3.1.1) X X X X X X X
‘83’ - Ccbinka Ha CeKpeTHbIW KoY (A1 NPAMOro Ucnonb- | X X X X X
30BaHuA)
- Ccbinka Ha OTKPbITLIA KIIOY X X X X X
- KBanudukatop aTanoHHbIX AaHHbIX X
‘84’ - Ccbinka Ha BbIMMCNEHWE CEaHCOBOrO KIo4a X X X X
- Ccbinka Ha NPUBATHBIA KIIOY X X X X
‘A3’ - WabnoH npuMeHMMOCTM KIloYa (CM. TEKCT HUXE) X X X X X X X

Ccblifnka Ha UCXOAHble AaHHbIe: UCXOAHLIA KOHTPONbHLINA 6NMOK

‘85’ - L =0, HyneBowi 6nok X X X
‘86’ - L =0, cBsaytowumin 6nok X X X
‘87’ - L =0, npeabigywimit OrMok ¢ HavarnbHbIM 3Hade- X X

HUEeM NIoC oauH
- L =k, 6nok ¢ Ha4anbHbIM 3HAYEHUEM

Cchbinka Ha ucxopHble AaHHble: BcnomoratenbHble 3f1eMeHTbl AaHHbIX (CM. 5.4.3)

‘88’ - L=0, gaHHble npeabigywen 3agaqn, ucnonb3o- X X X X
BaHHOW B oOMeHe, nnioc oavH
- L > 0, HeT ganbHenwen nHgukaumm

Ot ‘89’ - L = 0, nHgekc nponpueTapHoOro anemeHTa AaHHbIX X X
oo ‘8D’ - L >0, 3HavyeHne nponpueTapHOro anemeHTa gaH-
HbIX X
‘00’ - L =0, xaw-koa, NnpeayCMOTPEHHbIN KapToOWn X X
‘91’ - L >0, cnyyariHoe 4ncno, NnpegycMoTpEeHHOE KapTon X X X
- L >0, cnyvanHoe 1umncno X X
‘92’ - L =0, oTmeTka BpemeHun, npegycMOTpeHHas Kap- X X X
TOM
- L > 0, oTmMeTka BpeMeHu X X
‘93’ - L =0, cuetunk npepgbigayweii uucpoBoii nognucu X X X X
nnoc oavH
- L > 0, cueTtumnk umcpoBoii nognmcu X X X
‘94’ 3agava unv anieMeHT AaHHbIX A5 NONyYeHus KnYa X X X
‘95’ BaiT keanudgmkaTopa NPpMMEHNMOCTHN X X X X X X

(cm. TekcT Huxe)

‘8E’ Ccbinka Ha coaepXUmoe KpUnTorpaMmmbl X X
(CM. TekcT Huxe)

MpumMmevaHnunsn

1 B panHom koHTekcte, MCO/MIK CTK1 MK 17 3apesepsupoBan niobbie gpyrme MHOOPMaLMOHHbIE OGLEKTHI
KOHTEKCTHO-3aBUCMMOro knacca (nepebivi 6aiT ot ‘80" go ‘BF’).

2 CRT moxeT cogepxaTb MexoTpacneBble MHPOPMaLMOHHbIE 06BLEKTLI, HANPUMED, «aBTOpU3auna aepxare-
nsa ceprudpmkatar (ter ‘5F4C’, cm. 6.3.4) B AT, CMCOK 3aronoBKOB UIMN PACLUMPEHHbIN CMIMCOK 3aronoBkoB (Ter ‘5D’ n
‘4D’) B HT wnun DST.

B nio6om wabrnoHe ynpasnsioLLmx CCbINoK WabnoH NPUMEHNMOCTM Kitoda (Ter ‘A3’) MoXeT CBA3aTb CChINKY
Ha cpaiin 1 KN4 Co CHETYUKOM MPUMEHUMOCTM KITHoYa W/UNWU CHETYMKOM NOBTOPA KItoYa (CM. Tabnuuy 34).
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Tabnwuua 34 — MHbDOPMAUMOHHBIE OBBLEKTBI «MPUMEHMMOCTDb KIioua»

Ter 3HaueHue

‘A3’ Habop uHdOpMaLMOHHBIX OBBLEKTOB «NPUMEHMMOCTb KIllovay
‘80" ‘84’ Ccbinkn Ha charn u Kniod, Kak onpegeneHo B Tabnuue 33

‘00’ CueTurk NPUMEHMMOCTH Kriova

‘91’ CueTurK NOBTOpPA Knto4va

Mpumeyanne—B pgaHHom koHTekcTe UCO/MIK CTK 1 MK 17 3apesepsuposan nmobble gpyrve nHgopma-
LIMOHHbIE 0BBLEKTbI KOHTEKCTHO-3aBUCUMOTO Knacca (nepsbiii 6aiT ot ‘80° no'BF’).

B nobom LwabnoHe ynpaBnsaoWwmx cobl1ok aAnst ayteHTudukaumm (AT), ans cornacoBaHus kntodeit (KAT),
Ans Kpuntorpadpuyeckor KOHTponbHOW cymmbl (CCT), ans koHdbuaeHumansHocTu (CT) unu ans uidposoit
noanucu (DST) baitT ksanudmkaTopa NPUMEHUMOCTH (Ter “95’) MOXeT onpedensTs UCNONb30BaHWe WabnoHa nubo
B Ka4eCTBe YCroBUs CEKPETHOCTU (CM. 5.4.3.2 n Tabnuuy 23), nnbo B cooTBeTcTBUM ¢ KoOMaHaon MANAGE SECURITY
ENVIRONMENT (cm. 7.5.11). B Tabnuue 35 nokasaH 6ant keanudukatopa npumMeHUMOCTH.

Tabnwnuya 35— bait kBanudumkaTopa NPUMEHUMOCTU
b8 b7 b6 b5 b4 b3 b2 b1 CMmbIcnoBoe copfepxaHue

1 - - - - — | - — | Bepudmkauua (DST, CCT), LLindbposanue (CT), BHeluHsst ayTeHTU-
dukaums (AT), CornacoBanue knioveii (KAT)

— 1 - = = — | — — | Bbraucnenue (DST, CCT), PacwwudposbiBanue (CT), BHyTpeHHsA
ayteHTudmkaums (AT), Cornacosanue kniouder (KAT)

— — 1 — — — | — — | BesonacHbi o6meH coobleHnammn B nonsix AaHHbix oteeTa (CCT,
CT, DST)

— — | — 1 — — | — — | be3onacHblli 06MeH coObLEHNAMM B NONAX AaHHbIX KOMaHAbI
(CCT, CT, DST)

— —_ | - - 1 — | — — | AyteHTudmkaumsa nonb3oBarensi, OCHOBaHHasA Ha napone (AT)

_- | - - - = 1 — — | AyteHTudmkaumsa nonb3osarerns, OCHOBaHHasA Ha buomeTtpun (AT)

— — | — — — — X x | 0x xx00 (moboe gpyroe sHayeHne 3ape3epBUPOBAHO Af151 UCTIONb-
30BaHusi B Gyayuiem)

B no6om WwabnoHe ynpaBnsioWMX cCbUIoK Ans kKoHdpuaeHumansHoct (CT), cebinka Ha cogepxaHue
Kpuntorpammbl (Ter ‘8E’) MoxeT ycTaHOBWUTbL cofepXaHue Kpuntorpammel. MNepsBblidi 6alT nonsa sHaveHust
obsizaTeneH; ero HasbiBatoT 6aiTom onucartens kpuntorpammel. B Tabnuue 36 nokasaH 6anT onucartens Kpunto-
rpammbl.

Tabnwnuya 36 — bant onucarens kKPUNTOrpamMmmbl

Ter 3HaveHue
‘00’ HeTt panbHenwen nHavkauum
“X OT 0aHOro oo YeTbipex CEKPETHBIX KMoYen ans 3awmndpoBaHHON nHdopmaumum, He knouvm (X — aTo

6uToBOE OTOBpaXeHue co aHadeHusimm ot ‘0’ go ‘F’)
‘11’ yka3biBaeT Ha NEpBbIN KoY {HAaNpUMep, «HETHOE» KOHTPOIbHOE CINOBO B CUCTEME NNaTHOroO
TeneBuaeHust)
‘12’ yka3blBae Ha BTOpPOW KIKOY (HaNpUMep, «HEYETHOE» KOHTPONbHOE CNOBO B CUCTEME
NNaTHOro TeneBuaeHus )
‘13’ yka3blBaeT Ha NEPBbLIA KoY, 32 KOTOPLIM CrieayeT BTOPOI KoY (Hanpyumep, napa KOHTPOsb-
HbIX CIOB B CUCTEME NIaTHOrO TENEBUAEHUS)
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Tab6nwuuya 36 — baiT onucarensi KpUNTOrpamMmmbl

Ter 3HaveHne

22X CekpeTHbIi KoY Ans KoYen WwndpoBaHns, He MHPOPMaLUMOHHBIN (X' — 3To ccbinka ¢ nbbim
3HaveHuem ot ‘0" go ‘F’)
(Hanpumep, B cMCTeMe MnaTHOro TenesnaeHns, unu paboumni KNy Ans KOHTPONbHLIX CNOB
LWnchbpoBaHNs, UNU yrnpaereHue KIioYamu ans paboqmx knioven wndgpoBanHns)

3X’ [MpvBaTHBIM KMIOY ANS nNapbl acCMMETPUYHbIX KNoden (XX — 3To cebinka ¢ nobbiM 3HAa4YEeHNEM OT
‘0’ no ‘F)
‘4x Maponb ("X’ — 370 ccbinka ¢ nobbiM 3HaveHnem ot ‘0’ ao ‘F’)

Ot ‘80’ go ‘FF’ | MNponpueTtapHoe 3anonHeHue

MpumeyaHune—Jlioboe ppyroe 3Ha4YeHWs 3ape3epBUMPOBaHO AnNA  UCNoNb3oBavus B Oyaywem
NCO/M3K CTK1 MK 17.

6.3.3 BesonacHas cpena

B HacTosLwem pasgene onpefeneHa 6esonacHan cpena (SE) ana obpalleHns K kpuntorpaduyeckum anro-
puTMamMm, pexvmam paboTbl, MpoTokonam, npouedypam, Kiovam 1 A0NONHUTENIbHBIM AaHHBIM, HEOBX0AUMBIM ANst
6esonacHoro obMeHa coobLieHusiMM U gna onepauuii no sawmte uHgopmauum (cm. NCO/M3IK 7816-8 [4]).
SE cocTouUT 13 3r1eMeHTOB AaHHbIX, COXPaHEHHbIX B KapTe WU NoNyYeHHbIX B pesyfisTaTe HeKoTOpOoro BblHucne-
HUs1, KOTOpPbIE A0MKHbI 0bpabaTbiBaTbCA cneunanbHbIMU anroputmamu. SE MoxeT cogepxaTtb MexaHW3m ans
VHALMANM3aumm HemoCTOSIHHBIX AaHHbIX, KOTOpbIE A0MKHBI UCMONB30BAaTLCA B Cpeae, HanpUMep CeaHCOBbIN KNtou.
SE moxeT obecneumnTsb ynpasneHue 06paboTkoi pe3ynbTaToB BbIMUCNIEHU, HaNpUMep xpaHeHue B kapTe. MexoT-
pacnesoli WwabnoH SE (ter 7B’) onuckisaet SE.

UpenTtucpukatop SE. NaeHTudukartop SE (6aiit SEID) moxkeT cebinaTbesa Ha nobyto 6e3onacHyto cpeay,
Hanpumep Ans obpalleHus k 6ezonacHomMy 06MeHy coobLLeHUaMU, a TakKe ANA XpaHEeHUA U BOCCTaHOBMIEHUS
ncnoneaytoT komaHasl MANAGE SECURITY ENVIRONMENT (cm. 7.5.11).

- Moka npunoxeHuem He onpegeneHo uHaye, sHadyeHue ‘00’ obosHauaeT, 4YTo cpega nycTas, T. e. 6esonac-
Hbli 06MeH cooBLLEeHUAMU U ayTeHTUdUKaLMS He onpeaeneHb.

- 3HaueHue ‘FF’ obosHayaeT, UTo HUKaKas onepawmst He MOXeT 6bITb BbINOMHEHa B 4aHHOW cpeae.

- Moka npunoxeHuem He onpeaeneHo uHade, saHadeHune ‘01’ sapesepsuposaHo Ansa SE, yctaHoBNEHHON No
yMoI4aHuio, KoTopas AocTynHa Bceraa. B HacTosiem pasaene He onpepeneHo coaepxaHue SE, yctaHosnen-
HOW MO yMONYaHUIo; OHa MOXET ObITb MYCTOM.

- 3HauveHuve ‘EF’ 3apesepBrpoBaHo Ans UcnonbL30BaHus B byayluem.

KoMnoHeHTbI. WabnoHbl ynpaensiowmx ccbinok (CRT) MoryT onuckiBaTh pasnuyHble KoMnoHeHTbl SE.
Niobas oTHocuTeNbHast ynpaensitoLLas cebinka (ainbl, Koy Unv AaHHble), yCTaHOBEHHAs! C MOMOLLILIO Mexa-
HW3Ma B onpegeneHnn cpedbl, AomkHa BbiTb paspelleHa oTHocuTensHo DF, BbiGpaHHOro nepe UCronb3oBaHUEM
MexaHuama. B pamkax SE koMNoHeHTbI MOTyT UMEThL A1Ba acnekTa: oauH AeicTeuTeneH ansa SM B none AaHHbIX
KoMaHAbl, a Apyro — Anst SM B none AaHHLIX OTBETA.

B TeueHue Bcero BpemeHu onepauum KapTbl Tekywiasa SE gomkHa 6bITb akTBHa b0 Kak ycTaHoBNeHHas
Mo yMonyaHuto, mbo kak pesynsraT KomaHg, BbIMoNHeHHbIX kapTol. Tekyluaa SE cogepXut oguH UM HECKOMNbKO
KOMMOHEHTOB W3 YMcia criegyoWwmnx KOMMOHEHTOB:

- HeKoTopble KOMMOHEHThbI SIBASAIOTCA YacTbio SE, ycTaHOBREHHOW MO yMONMYaHUIo U CBA3AHHOM C TeKy-
wum DF;

- HEKOTOpPbIe KOMMOHEHTbI NepeAarnTCA B KOMaHAbI, UCMorb3ys besonacHbIi 06MeH coobLLeHUsAMY;

- HekoTopble kKoMMoHeHTbI NnepegatoTes B komaHasl MANAGE SECURITY ENVIRONMENT;

- HEKOTOPbIE KOMMOHEHTbI Bbi3biBatoTca 6aritom SEID B komaHae MANAGE SECURITY ENVIRONMENT.

Tekywas SE geictBuTENnbHA A0 TEX NOP, MOKa MPOUCXOAUT «ropsiHee» BOCCTAHOBIIEHWE UK AeaKTuBaums
koHTakToB (cM. MICO/M3K 7816-3), uameHeHune KoHTeKkcTa (Hanpumep, npu Beibope apyroro DF npunoxeHus) unu
ycTaHoBka komanasl MANAGE SECURITY ENVIRONMENT wnu sameHa Tekywiein SE.

B SM uHdopmaumoHHble 06bekTbl «ynpasrnsaowas ceolnka», nepeaasaemMole B CRT, AOMKHBI UMETb
npeyMyLLecTBeHHOe NpaBo nepeg NtobbiM COOTBETCTBYIOLLUM UHPOPMALMOHHBIM 06 LEKTOM «yNpaBnsoLLasn
cCblnkay», NPUCYTCTBYIOLLMM B TekyLiel SE.
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ABTopusauus gepxarens ceptucbukara. [poLeaypbl aBToprsaLmmn MOryT UCMONb30BaTb cepTudmKaThl,
BepucmLMpYEMbIe KapTol, T. €. LWabnoHbl, KoTopble MOryT MHTepnNpPeTUPoBaTLCS U BepuduLmMpoBaTLCS KapTol ¢
nomolubto onepauum VERIFY CERTIFICATE, ncnonbayst oTkpbIThIN kitod (cM. MICO/M3K 7816-8 [4]). B Takom
cepTudmKaTe apTopM3aLmna depxKatens cepTudmkaTa (Hanpumep, MaeHTUKrKaTop HasHauYeHUs1) MOXeET BbITb Nepe-
AaHa B MeXoTpacreBoi afieMeHT AaHHbIX, CBA3aHHbIN ¢ Terom ‘5F4C’. Ecnin Tako aneMeHT AaHHbIX UCMoNb3yeT-
CS1 B YCIOBUSAIX CEKPETHOCTW ANS TOro, YToBbI BIMONHWTL AOCTYN K AaHHLIM UK pyHKLUSIM, TO MHGOPMALIMOHHBbIA
06bexT (Ter ‘5F4C’) AomkeH NpUCYTCTBOBATb B LUAaBNoHe ynpaBnstoLwmx ccbllok ayTeHTudmkaumm (AT), onuckiea-
toLeM npoLeaypy ayTeHTudukaumm.

MpumedaHune—B nepeom nagaHum MCO/M3IK 7816-9 [4], Ter ‘5F4B’ ccoinaetcs Ha aBTopM3aumio gepxatenst
cepTudMkaTa (SnemMeHT daHHbIX U3 NATU unv Gonee G6ant). B uamenenun Ne 1 k nepeomy naganmio ICO/M3K 7816-9
Ter ‘5F4B’ cceinaetca Ha MOEHTUMWMKATOP W3rOTOBUTENSI WHTErpanbHOW CXeMbl (OAHOGAUTOBLIM 3NEeMEHT [aHHbIX).
B peaynerate Ter ‘5F4B’ ncknioveH B cepum MCO/M3K 7816.

YnpaBneHue goctynom. KapTta MOXeT XpaHuTb 6e3onacHyto cpeay, UCMonb3yemyto Ans ynpasneHus
goctynom B cpainax EF (cm. Ter ‘8D’ B Tabnuue 12), cogepkallux MexoTpacnesble WwabnoHbl SE (Ter ‘7B’). B
pamKax MexxoTpacresblx WabnoHos SE (Ter ‘7B’) KOHTEKCTHO-3aBUCKMBIN knacc (nepBbi 6aiT oT ‘80’ ao ‘BF’)
3apesepBrpoBaH Ana nHpopMaunoHHbIX 06beKkToB «6esonacHas cpeaay. Kak nepeuncneHro B Tabnuue 37, ans
Ka)kgon BktoueHHo SE wabnoH «6ezonacHas cpeda» coaepXnT MHpopMaumnoHHbIn 0bbekT «6aiiT SEID» (Ter
‘80’), 4ononHUTENbHbIA MHOPMALMOHHbIN 06beKT «6ainT LCSy» (Ter ‘8A’), 04MH UMM HECKOMBKO AOMONMHUTENbHBIX
LwabnoHoB «naeHTUdMKaTop KpunTorpadmnyeckoro mexanmamay (ter ‘AC’) n oguH unu Heckonbko CRT (Tern ‘A4’,
‘A6, ‘AA, ‘B4’, ‘B6’, ‘B8’, kak Tern SM).

Tabnwuua 37 — WHdopmaumnoHHble 06bekTbl «6e3onacHas cpega»

Ter 3HauveHune
‘7B’ Ha6op nHdopmauuoHHbIX 06beKTOB «Ge3onacHas cpea» co cneayowmymy Teramm
‘80’ Bawt SEID, o6sa3aTenbHbIn
‘8A Bant LCS (cm. 5.3.3.2 n Tabnuua 13), gononHuTeneHbIN
‘AC LWa6noH «maeHTUdUKATOP KpUNTOrpathnuHeckor KOHTPONbHON CyMMbI» (CM. 5.4.2), gononHu-
TenbHbIN
A4’ AR, ‘AN, LWa6noHel CRT (cm. 6.3.1)
‘B4’, ‘B6’, ‘B8

Mpwnmeyanune—B paanHom koHTekcte NCO/MIK CTK 1 MK 17 3apesepsupoBan niobbie apyrve nigopma-
LIMOHHblE O6BEKTHI KOHTEKCTHO-3aBUCUMOTO Kracca (nepebii 6ant ot ‘80" go‘BF’).

Ecnu uHdbopmaumoHHbIi 06bekT «6aiit LCS» npucyTeTayeT B WabnoHe SE, To OH ykasbIBaeT Kakoe COCTOos-
HWe XU3HeHHoro uukna SE geicteutensHo. Ecnu SE ncnonbsyeTcs ans ynpaeneHvs 4OCTYMNOM, HanpuMep, ans
ynpasneHus goctyrnom caiina, To 6aint LCS dpaiina n 6aint LCS gns SE gomkHbl coBnagats. Ecnv HdbopmMaumon-
Hbl# 06bekT «BaiT LCS» He npucyTcTByeT, To SE geicTBUTENbHA ANS aKTUBUPOBaHHOMO paboyero CoCToAHUSA.

B wabnoHe SE, ecnu CRT coaepXXuT Heckonbko MHPOPMaLMOHHbIX 0GLEKTOB € TEM e TeroM (Hanpumep,
MHpopMaLMOHHbIE 06bEeKThI, OpeaensitoLMe CCbINKY Ha KIoY), TO, Kak MUHUMYM, OANH N3 MHPOPMAaLMOHHBIX
061beKTOB AomkeH BbITh BbinonHeH (ycnoswve UIMN).

U3BneuyeHue SE. Jlioboi CRT B TekyLueit SE MmoxeT BbITb M3BNeYeH ¢ nomoLlbio komaHael GET DATA ¢
P1-P2, yctaHoBneHHbIMN Ha ‘004D’ (pacluMpeHHbIA cnMcok 3aronoeka, cM. 8.5.1), n nons gaHHbIX KOMaHAbl,
cocTosLero n3 wabnoHa SE (ter ‘7B’), koTopbll cLennseT ogHy UM HECKOSLKO Nap, KaXkaasi UX KOTOPbIX COCTOUT
n3 Tera CRT, 3a koTopbiM criegyeT ‘80’ (cM. 8.5.1 Ans ucnonbaoBaHWs AnvHel, ycTaHOBAeHHol Ha ‘80’ B pacLuu-
PEHHOM CMUCKE 3arosioBka).

6.3.4 LLlabnoH onucartens oTBeTa

Kaxxgoe none AaHHbIX KoMaHAblI MOXET cofepkaTs WabnoH onucatens oteeTa. LLlabnoH onucatens oTeerta,
€CI1 OH MpeAcTaBIeH B Norne AaHHbIX KOMaHAbl, 40MKeH ykasblBaTs MHopMaLIMOHHbIE 06bekTbl SM, HeobXxoau-
Mble B Nnone AaHHbIx oTBeTa. BHyTpu wabnoHa onuncatens oTBeTa MexaHW3Mbl 3alMTbl Noka He NPUMEHSOT,
nony4arenb AoSHKEH MPUMEHUTb UX ANs TOCTPOEHMUS MONs AaHHbIX 0TBETA. DNeMeHTbI 3aLLMThl (anropUTMbI, PEX-
Mbl onepaLmiA, KIoUr U McxodHble AaHHbIE), UCNoMb3yeMble ANs 06paBoTKK Nons AaHHbIX KOMaHAbI, MOryT OTK-
YaTbCsl OT 3/1EMEHTOB 3aLLMThI, UCMOSb3YeMbIX 4151 BbIpabGOoTKM NOMsA 4aHHbIX NOCNeayoLLero oTBETHOro coobLLe-
HUs. [JoKHBI TPUMEHATLCA criegytoLye npasuna:
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- KapTa A0ImKHA 3anONHATL KaXabIv MyCTOW NPOCTON MH(pOPMaLIMOHHLIN 06beKT SM;
- kaxxgbii CRT, npucyTcTyiowmi B wabnoHe onucarene OTBeTa, A0mkeH GbiTb NpeacTaBneH B OTBETE Ha
TOM X€ MeCTe C TEM Xe UH(POPMaLMOHHBIMY OOBEKTAMU «YNPaBNSIOLLME CChINKW» [N MeXaHU3MOB 3aLUUTHI,
darina v knioueit:
- ecnu WabroH onucarens OTBeTa NPeAOCTaBNAET BCNOMOraTeNbHbIe AaHHbIE, TOIZIa COOTBETCTBYIOLLMIA
MHPOPMaLIMOHHBI 06 LEKT B OTBETE AO0KEH OblTh MyCTHIM;
- ecnu B WabnoHe onvcartens oTBeTa NPUCYTCTBYET MYCTOM CCbINOYHbIA MHGOPMAaLMOHHLIN 00bekT Ana
BCNOMOraTtenbHbIX AaHHbIX, TO B OTBETE OH AOKEH ObiTh 3anonHeH;
- MPUMEHSA1 COOTBETCTBYIOLLME MEXaHM3Mbl 3aLUUThI BMECTE C BLIGPaHHLIMY 3NeMEHTaMy 3allnThI,
KapTa AoImKHa OCYLLECTBMSATH BbIBOA, BCEX 3anpalluMBaeMbIX OCHOBHbIX UH(POPMALMOHHBLIX 06bekToB SM.

6.4 Bnnsanne SM Ha napbl kOMaHAa-oTBeT

Ha pu1cyHke 5 nokasaHa napa kKomaHaa-oTBeT.

3aronoBok KoMaHAabl Teno komaHabl
CLA INS P1 P2 [Mone L] [Mone aanHeix] [Mone L)
Teno oTeeta 3aBepwmTens oTeeTa
[Mone aaHHbIX] SW1-SW2

PucyHok 5 — lNapa komaHga-oteeT

[ns o6ecneyeHns 3awmThbl Napbl KOMaHAA-OTBET MEXOTpacnesoro knacca (cMm. 5.1.1) npumensiioT cneayio-

LMe npaBuna, T. €. Npyu nepeknioveHnn nubo Gruta 1 n3 coctosHua 0 B coctosiHue 1 B CLA, rne 6uthi 8,7 n 6

ycraHoBneHbl Ha 000, nmbo 6uta 6 n3 coctosHus 0 B coctosiHue 1 B CLA, rae 6utebl 8 n 7 ycraHoBneHbl Ha 01.
3anuce CLA* o3Hauvaer, 4To 6e3onacHblit 06meH coobLueHnsimmu nokasad B CLA.

- 3alyLLeHHoe none AaHHbIX KoMaHabl — norne SM; 0HO A0MKHO (hOpMMPOBATLCSA crielyloLM obpasom:

- ecnuv none AaHHbIX komaHael npucyteteyeT (N, > 0), To nMbo nHopmMaLMOoHHbIN 06BEKT «npocToe

3HaveHue» (Tern SM ‘80’ ‘81, ‘B2’, ‘B3’), nmbo mHopMaLMOHHbIN 06bekT Ana koHMaeHUManbLHOCTU

(tern SM ‘84, '85’, ‘86’, ‘87’) pormkHel nepegasats N, 6anTh;

- 3arofIoBOK kKoMaHab! (YeTbipe 6aiTa) MoXeT GbITb MHKancynMpoBaH ansa 3awmTsl (Ter SM ‘89°);
- ecnu none L, npucyTcTByeT, TO HOBOE rnone L, (copepxallee TONbLKO yCTaHOBNEHHbIe Ha ‘00’ 6aliTbl) u

MHPOPMaLMOHHLIN 06bekT L, (Terv SM ‘96’ *97°) gorpkHbl npucyTcTBOBaTH. U HOML, U NYCTOM MHOpMa-

LIMOHHBIN OGBLEKT L, 03Ha4aloT MakcuMyM, T. €. 256 unm 65536, B 3aBUCMMOCTU OT TOro ABMSETCA NU
HoBoe none L, KOpOTKUM UK pacLUMPeHHBIM.
- 3alyieHHoe norne gaHHbIX oTBeTa — nosie SM; oHo formkHO hopMUpOBaTLCA criegylolwmm o6pasom:

- MHhOpMaLIMOHHBIN 00BEKT «npocToe 3HayeHne» (term SM ‘80°, ‘81°, ‘B2’, ‘B3’), ecnu umeetcs, unm
MHOpMaLMOHHBIN 06BEKT ANs KoHbMAeHUManbHocTH (Term SM ‘847, ‘85’, ‘86, ‘87°) nepepatot 6aiThl AaHHbIX
oTBETY;

- MHOPMAaLMOHHbI 06bekT «cocTosiHue obpabGotkm» (ter SM ‘99’), ecnn wmeetcs, nepepaer
SW1-SW2, nHkancynvpoBaHHbie Ans 3awmTsl. [MycToi MHOopMaUMOHHbIN 06bekT «cocTosiHue obpaboTku»
o3Havaet, yto SW1-SW2 ycraHosneHbl Ha ‘9000’.

Ha pucyHke 6 nokasaHa COOTBETCTBYIOLLAsA 3allMLLEeHHas Napa KOMaHAa-oOTBeET.

3aronoBoKk kOMaHabl Teno komaHab!

[HoBeoe none L] - {[3awmiieHHoe none aaHHbIX] =

CLA INS P1 P2 [T — N, — Baiftbl faHHbIX] — [T — ‘01" wm ‘02’ - L J} — [Hoeoe none L]

Teno oreera 3aBepluuTenb oTBeTa

[BawmwenHoe none gaHHb] = [T Nr— baifTbl AaHHbIX] —

—[T—02 — SW1-SW2] swi-sw2

PucyHok 6 — 3alymuieHHas napa komaHaa-oTeeT
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Ecnu 6uT 1 B INS ycTaHoBneH B cocTosiHne 1 (HeueTHbIl koa INS, cM. 5.1.2), To HesalwuLLeHHbIe nons
AaHHbIX kogupytotest B BER-TLV n tern SM ‘B2’, ‘B3’, ‘84’ 1 ‘85’ AomxkHbI NCMonb3oBaTbCs AnA UX MHKaNcynsaLmu.
B npoTtusHOM cnyyae, Tak kak doopmart Ansi nonei AaHHbIX A5 3auThl He Beeraa BUAMM, To pekoMeHAoBaHbI
Tern SM ‘80, ‘81", ‘86’ n ‘87".

- 3awmiLeHHbIe nons AaHHbIX — nonst SM; oHW MOTyT cogepkaTb AoMONHUTENbHbIE N Apyrie nHdopMma-
LioHHbIe 06bekTl SM, HanpumMep KpunTorpadUyecKyto KOHTponbHyto cymmy (Ter SM ‘8E’) unu undposyro noa-
nucek (Ter SM ‘OE’) Ha koHue.

- Hosoe none L, kogupyeT uncno 6aiT B 3aLLULLEHHOM Nofe AaHHbIX KOMaHabl.

- Hoeoe none L, A0MKHO GbITb NYCThIM, €CMU He OXuaaeTcs none AaHHbIX B 3aLLULLEeHHOM rnofe AaHHbIX
OTBETa; B NPOTUBHOM CIly4ae OHO AOIMKHO COAepKaTb TONLKO YCTaHOBMEHHbIe Ha ‘00’ 6aliTbl;

- 3aBepLumMTenb OTBETA YKA3bIBAET COCTOSIHUE MPUHMMALOLWLEN CTOPOHbLI nocie 06paboTku 3aLLMLLEHHO
komaHabl. MoryT npoucxoguTs cnegytoLLme cneluduieckme cocTosiHWS oLLIMBOK:

- ecnv SW1-SW2 yctaHoBneHbl Ha ‘6987, To oxkunaaeMblii MHpOpMaLIMOHHBIA 06beKT «Ge3onacHbI 06MeH
Co0BLLEHNSIMW» OTCYTCTBYET;

- ecnv SW1-SW2 ycraHoBneHbl Ha ‘6988’, To MHbopMaLMOHHBIA 0GbeKT «6e3onacHbIi 06MeH CooBLLEeHsI-
MU» C OLLNOKOMN.

B npunoxeHun B npuBegeHbl NponnnocTpupoBaHHble Npumepbl 6esonacHoro obmeHa coobLLeHUsIMU.

7 KomaHabl ans oomMmeHa

B HacTosLLeM pasgene onpeaeneHsl koMaHasl Ans obMeHa, npeAcTaBneHHbIe HUXKe:
1) BbIGOP;

2) 06paboTka brioka AaHHbIX;

3) obpaboTka 3anucy;

4) 0bpaboTka MHpopMaLMOHHOTO 06 LEKTa;

5) 06paboTka OCHOBHOW 3aLLUTI;

6) obpaboTka nepegayu.

HacToswuii ctaHgapT He ycTaHaenuBaeT obsizatenbHoe TpebosaHue k cobniogeHuio Bcex NpuBeaeHHbIX
KOMaHZ WNK Bcex onuuii nogdepXvBaeMblX KOMaHA KapT, COOTBETCTBYIOLUMX HACTOSILLIEMY cTaHAapTy. Ecnu
Heobxoanm obMeH UHpopMaLmeid, To YCRyr KapTbl, He 3aBUCUMBIE OT NMPUITOXKEHUS, U COOTBETCTBYHOLLME KOMaH-
Abl ¥ OMNLMK OSKHbBI UCTIONBL30BAaTLCA, Kak onpeaeneHo B pasaene 8.

7.1 BbiGop

Mocne oTeeTa Ha BoccTaHosneHwe MF unu DF npunoxeHust HESIBHO BbI3bIBAIOT C MOMOLLBI0 OCHOBHOIMO
noruyeckoro kaHana (cMm. 5.1.1.2), noka He 6yaeT onpeeneHo uHade B 6aitax npegpictopun (cm. 8.1.1) unu s
CTPOKe UCXOAHbIX A4aHHbIX (cM. 8.1.2)

7.1.1 Komanpa SELECT

Mocne csoero 3aseplueHua komaHaa SELECT oTkpbiBaeT noruyeckuin kaHan (cm. 5.1.1.2), npoHymepoBaH-
HbIi B CLA (cm. 5.1.1), ecnun oH A0 3TOro He 6b1 OTKPbLIT, U YCTaHABNMBAET TEKYLLYHO CTPYKTYPY B paMKax 3Toro
noruyeckoro kaHana. Mocneaytowmne KoMaHabl MOTyT HesIBHO obpallaTbes K TEeKyLLUel CTPYKType yepes aToT
TNOrMYECKNin KaHan.

- Bui6panHbii DF (MF unu DF npunoxeHus) cTaHOBUTCS TEKYLLIMM B JSIOrM4eckoM kaHane. K npeapiayilemy
Bbl6paHHomMy DF, ecnu oH numeetcs, Gonblue He 06palLaloTcsl ¢ NOMOLLBIO 3TOrO NOrMYeckoro kaHana, U oH
CTaHOBWTCH NpeAWecTBYOWMM Tekywum DF.

- Buibop EF yctaHaenuBaeT napy TekyLumx dpaiinos: EF v ero pogutensckuii DF.

Ecnn He paeTca nHbIX yKasaHWi, TO K KaXXAOMY NorMyeckoMy kaHany B pamkax nepapxuu daiinos DF
NpUMEeHSItOT cnegyloLlume npasuna:

- ecnv 3ameHsieTca Tekywnin EF, unu Texkywero EF 6onblue HeT, cocTosiHWe 3alwuTbl, €CNN OHO NPUMEHST-
Nock, OpUEeHTUpOBaHHOE Ha NpeaLecTBYyOWMA TekyLwnii EF, yTpaunsaetcs;

- ecnu Tekywwmin DF siBnseTca noTomkoM nNpeALuectytoLlero Tekywero DF unu emy naeHTu4eH, coctosiHue
3alluThl, OpUEHTUPOBAHHOE Ha NpealecTByoLMIiA TekyLwmin DF, coxpaHsieTcs;

- ecnv Tekywmii DF He siBnsieTcsa noTomkom npeAaLuecTBytoLlero Tekywero DF u He naeHTu4eH emy, cocto-
SIHVe 3aLLMThI, OPUEHTUPOBAHHOE Ha NpeaLlecTByOLLMIA TekyLmii DF, yTpaunsaeTcst. CocTosiHWe 3alwuTbl, obluee
Ansi Bcex obLMX NnpeakoB NpeawecTByoLero U Hoeoro Tekyluero DF, coxpaHsieTcs.

Mapa komaHaa-otBeT SELECT npeacrtaeneHa B Tabnuue 38.
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Tabnwnua 38 — Napa komaHga-oteet SELECT

Ter 3HaueHue
CLA Kak onpepenexo B 5.1.1
INS ‘A4
P1 Cwm. Tabnnuy 39
P2 Cwm. Tabnuuy 40
Mone L. OrtcytcrByeT ans kogupoBanus N, = 0, npucyTcTByeT Ansi kogupoBauus N, > 0

Mone panHbix | OTCyTCTBYET Mnn naeHTudmkaTop davina, urm nyTe, unu umst DF (B cootBeTCTBUM C P1)

Mone Lg OtcytctByeT ansa kogupoBanus Ng = 0, npucytcTByeT ans koguposaHusi Ng > 0

OTtcyTcTBYET MNK KOHTPONbHasA UHgopmauus caiina (B cootBeTcTBUM C P2)

Cm. MICO/MOK 7816-4, Tabnuubl 5 1 6, rge cooTBeTcTBME, Hanpumep ‘6283’, ‘6284°, ‘6A80°, ‘6A81’,
‘6A82’, ‘6A86’, ‘6A87’

Mone gaHHbIX
SW1-SW2

Ecnn P1ycraHoeneH Ha ‘00’, To kapTa pacnosHaert, siBnsieTcs N1 Bblbupaembiii haiin dannom MF, DF
unv EF, nn6o 6narogapsi ocobomy koavpoBaHuio ngeHtTudukatopa caiina, nmbo n3-za KOHTEKCTA BbINOMHEHUS
KoMaHAabl.

- Ecnu P2 ycTaHoBneH Ha '00' 1 none AaHHbIX KOMaHAbl NpedocTaBnseT naeHTudukatop dalina, To oH
AOMKeH BbITb YHWKanNbHLIM B CrieayoLLIMX Tpex cpefax: HenocpeacTBeHHbIX NoToMkax Tekywero DF, poautens-
ckix DF, HenocpeacTBeHHbIX NoTOMKax poanTenbckoro DF.

-Ecnu P2 yctaHosneH '00' 1 none AaHHbIX MycToe unu yctaHoeneHo Ha '3F00', To ocywlecTenseTcs BbIGop
MF.

Ecnn P1 ycTtaHoBneH Ha '04', To none AaHHbIX NnpedcTasnseT cobor umsa DF, BO3MOXHO, yKOpO4eHHoe
cripaBa, KOTOPbIM MOXET BbITb MAEHTUdKKATOP NpunoxeHus (cm. 8.2.1.2). Ecnv BbIGOp NO yKOPOHEHHOMY UMEHU
DF noaaepxuvBaeTcs, To criedytolle ofHa 3a ApYro Takue KoMaHAbl C O4HUM U TeM Xe Nonem AaHHbIX OMKHbI
BblbMpaTh panbl DF, 4bu MMeHa coBMagaloT ¢ UX MoNem AaHHbIX, T. €. C Hero HavuHawTea. Ecnu kapta
npuHumaeT komaHgy SELECT c nycTbiM nonem gaHHbIX, TO MOXET OCYLLIeCTBNATLCA NOcneaoBaTeNbHbIN BbIOOP
Bcex cpannos DF nnv nx nogmHoxkecTea.

Ecnv none L, cogepXuT Tonbko ycTaHoBNeHHble Ha ‘00’ 6aiiThl, TO Bce 6aiiTbl, COOTBETCTBYIOLLME OMNLMAM
BbIGOpa A0MKHbI BbITh BblAaHbl B Npeaenax Makcumyma 256 ans kopoTtkoro nonsi L, unu 65536 ans pacluvper-
Horo nonsi L,. Ecnu none L, oTeyTcTBYET, T.€. HET KOHTPOMLHOM MHdopMaLmy dpaiina Ans Bbigauu, To nose gaHHbIX
OoTBeTa JOSMKHO Takke OTCYTCTBOBATL.

Ta6nuya 39 —P1

b8 b7 b6 bb b4 b3 b2 b1 CwMmbIcnioBoe cogepxaHue Mone gaHHbIX KOMaHAbI
0 0 0 0 0 0 X x | Bbibop nocpeacTsom naeHTUN-
KaTopa cpaina:
0 0 0 0 0 0 0 0 | Buibupate MF, DF unu EF Upentndumkatop darna mnm nyc-
TOE
0 0 0 0 0 0 0 1 | Beibupats godepuuin DF Waentndukatop DF
0 0 0 0 0 0 1 0 | Buibupate EF nog Tekywmm DF Maentndukatop EF
0 0 0 0 0 0 1 1 | Beibupate pogutensckuin DF Teky- | lMyctoe
wero DF
0 0 0 1 X x | Bbi6op no umenn DF:
1 0 | BoibupaTb No vmMeHu Hanpumep, [cokpalueHHbIN] naeH-
TUUKaTOp NPUIOXKEHUSI
1 Bbi6op Yyepes nyThb:
1 0 | BuibupaTs s MF MyTtb 6e3 naeHTudukatopa MF
0 0 1 0 0 1 | Beibupate 13 tekywero DF E)beFGes MAGHTU(MKATOPA TeKywLe-

MpumedvaHus
1 Mo6oe gpyroe 3Ha4eHVe 3ape3epBUPOBaHO ANs Ucnonb3oBaHus B byaywem WCO/M3K CTK 1 MK 17.
2 Mepeas Tabnmua nporpaMmmMHbIX dyHKumiA (cm. Tabnuuy 86), ecnu oHa npucyTcTeyeT B Balitax npeabicTopun

(cm. 8.1.1) unu B EF.ATR (cM. 8.2.1.1), ykasbieaeT meToabl Bbibopa, nogaepxuBaemble KapTou.
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Tabnuua 40—P2

b8 b7 b6 b5 | b4 b3 | b2 b1 CmbicnoBoe cogepxaHue
0 0 0 0| — —| x x | Bxoxpenwe canna:
0 0 0 Oo|— —1]O 0 | - MNepBoe N eaUHCTBEHHOE BXOXAEHUE;
0 0 0 0| — —1]0 1 - NocnepgHee BXOXAEHME;
0 0 0 0| — —11 0 | - Cnepyiowee BXOXAEHWE;
0 0 0 ol - —11 1 - MNpeabiaywee BxoxaeHue.
0 0 0 0 X x | — — | KonTponbHaa nHdopmauma dpanna (cm. 5.3.3 u tabnuuy 11):
0 0 0 0 0 0 | — — | - Buigatb FCI, Heobsi3aTenbHoOe ncnonb3oBauue tera u anuisl FCI;
0 0 0 0 0 1 — — | - Boigatb wabnon FCP, obssatenbHoe ucnornb3oBaHue Tera n anuvHel
0 0 0 0 1 0| — — | FCPR;
- Boigatb wabnon FMD, obsazatenbHoe UCNonbL3oBaHue Tera u AnnHbl
0 0 0 0 1 1] — — | FMD;

- Het panHbix oTBeTa, ecnu none L, otcyTcTBYET, Mnn cobCTBEHHANA UH-
dopmaums, ecrnm none L, npucytcreyer.

Mpumevyanune—Jlwboe ppyroe 3HayeHue 3ape3epBMPOBAHO ANA  WUCNOMb3oBaHusi B Gyayuem
MCO/MIK CTK 1 MK 17.

7.1.2 Komanpa MANAGE CHANNEL

Mocne ceoero 3asepweHna komaHga MANAGE CHANNEL oTkpblBaeT 1 3akpblBaeT NOrMYecKuii KaHan
(cM. 5.1.1.2), OTANYHBIN OT OCHOBHOrO KaHana, T. €. KaHas HyMepyeTcs OT 04HOro Ao AeBATHaauatu (Gonbwne
HoMepa 3ape3epBUpPOBaHbI ANA UCMONB30BaHUs B byayLiem).

DYHKLMA OTKPLITUSA OTKPbIBAET HOBLIA SIOTMYECKUIA KaHarn, OTIIMYHLIN OT OCHOBHOIO KaHana. Mpegycmatpu-
BalOTCA ONUUW ANSA Ha3HaYeHUs HoMepa kaHana KapTol, Nnbo Anst Homepa kaHasna, KOTOpbIvi AOIMKeH 3aaBaTbCA
KapTe.

- Ecnun 6uT 8 6aiita P1 yctaHosneH Ha O (1. e. P1 yctaHoBneH Ha ‘00’, Tak kak ocTanbHble ceMb 6UT 3apesep-
BMPOBaHbI ANS UCNonb3oBaHus B byayuiem), To komaHaa MANAGE CHANNEL gonkHa oTKpbITh KaHan ¢ HoMe-
pOM OT OAAHOTO A0 AeBATHaALATK cregyoLwum o6pasom:

- ecnun P2 yctaHoBneH Ha ‘00’, To none Le gomkHo 6bITs ycTaHoBeHo Ha ‘01’ 1 none AaHHbIX OTBETa
OOJKHO COCTOSATb M3 OAMHOYHOro 6aiiTa Ans KoQUPOBaHUS HEHYNEBOro KaHana, HasHaYeHHOro KapToW oT
‘01’ po '13’;

- ecnn P2 npuHumaeT 3HaveHust ot ‘01’ Ao “13’, To OH KOAMPYEeT Ha3HaYeHHbIA U3BHE HOMEP HEHYNEBOro
KaHana, a none L, A0MXHO OTCYTCTBOBATD.

- [Mocne Toro, kak yHKLMS OTKPLITUSA NPUBOAUTCS B ACTBME C OCHOBHOTO JIOTMYECKOTo KaHana (Koauposa-
Hue Hyns B CLA Takxe, kak U HoMepa KaHana).

- Mocne Toro, kak pyHKLMS OTKPLITVS NPYBOAUTCS B AACTBUE C HEOCHOBHOIO NOMMYECKOro kaHana (Kogupo-
BaHWe HeHyneBoro Homepa kaHana B CLA), Tekywuii DF Ha kaHan, npoHymepoBaHHbIi B CLA, AoMKeH cTaTb
TeKyLL1M B HOBOM KaHarne.

PYHKLMA 3aKPbITUSA B AIBHON hOpMe 3aKpbiBaET TOTMYECKUIA KaHan, OTNIMYHbIA OT OCHOBHOrO kKaHana. MNone
Le AonxkHo oTcyTCcTBOBATL. [ocne 3aKpbITUsl NOrM4ecKuii KaHarn AoMmKeH BblTs A4OCTYNeH Ans NOBTOPHOMO UCMoSb-
30BaHUS.

- Ecnn 6uT 8 6aiiTa P1 ycTaHoBneH Ha 1 (T. e. P1 ycTaHoBneH Ha ‘80°, Tak kak ocTanbHble ceMb GUT 3apesep-
BUpOBaHbI AN UCNOMb30BaHWA B ByayLiem), To komaHaa MANAGE CHANNEL gomkHa 3akpbITh kKaHan ¢ HoMe-
pom oT 1 Ao AessATHagLUaTV cnegytoLmm obpasom:

- ecnn P2 yctaHoeneH Ha ‘00’, To kaHan, npoHymepoBaHHbIi B CLA (HeHyneBoi HoMep kaHana) 4oSkeH
ObITb 3aKPbIT;

- ecnu P2 nmeet aHadveHus ot ‘01’ o “13’, To kaHan, NpoHyMepoBaHHbI B P2, AomkeH BbITb 3aKpbIT.

MpwumedaHne— DyHKUMA 3aKpbITUA MOXeT BbiTb NpepBaHa, ecnv CLA He yka3ablBaeT HM OCHOBHOW KaHarl, Hu
KaHar, NpoHyMepoBaHHbIV B P2.

Mapa komaHaa-oteeT MANAGE CHANNEL npeactasneHa B Tabnuue 41.
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Tab6nwuya 41 —Mapa komanga-oteeT MANAGE CHANNEL

CLA Kak onpegeneHo B 5.1.1

INS ‘70’

P1-P2 ‘0000° Anst OTKPLITUSI TOMMYECKOTO KaHana, KOTOpbIN AOMKeH ObiTb NPOHYMEPOBaH B MONe AaHHbIX
oTeeTa

Ot ‘0001” go ‘0013’ ANst OTKPLITUA NOrMHYECKOro KaHana, NPoHyMepoBaHHOro B P2

‘8000’ ansi 3akpbITUA MOMMYECKOro KaHana, npoHymepoBaHHoro B CLA (OTNMYHOrO OT OCHOBHOIO
KaHana)

Ot ‘8001’ go ‘8013’ AnA 3aKpbITUS NOMMYECKOro KaHana, NPOHYMepOBaHHOTO B P2

(no6oe gpyroe sHaqeHve P1-P2 3ape3epBupoBaHO Ans ucnonb3oBaHus B Gyayuwiem)

Mone L. OTtcyTcTByeT ans kognposanusa N, =0

Mone paHHbIX OrtcyTctByeT

More L, OTcyteTtyeT ans kogmpoBanusa N = 0, npucyTcTBYeT Ans koaupoBaHus Ng =1

Mone paHHbIX OTtcytetByeT (P1-P2 He yctaHoBneHbl Ha ‘0000’), unu ot ‘01’ go ‘13’ (P1-P2 ycTaHoBneHsl Ha ‘0000’)
SW1-Sw2 Cwm. Tabnuubl 5 u 6, rae cooTBeTCcTBME, Hanpumep ‘6200°, ‘6881°, ‘6A81

7.2 O6paboTka egUHULbI AaHHbIX

7.2.1 EAMHULBI AaHHbIX

B pamkax kaxgoro EF, nogaepxuBatowero eanH1Lbl AaHHbIX, obpalleHne K nobon eanHuue gaHHbIX
OOMKHO OCYLLeCTBMAATLCS NPW NOMOLLY CMeLLleHUs. HaunHasa ¢ Hyna Ans nepeoi eguHULbI AaHHbIX harina EF,
CMeLLeHue yBennyuMBaeTCs Ha euHULY AN KaXaon nocneaytolen eAuHULLI AaHHBIX. DNeMEHT AaHHbIX «CMe-
LeHne» BuHapHo KogrpoBaH NPU MMHUMansHOM Yucie 6aiT. Cebifka Ha eauHULY AaHHbIX, He CoAepXKalLLyoca B
EF, asnsetcs olwnbkoi.

Kapta MoxeT npegoctaButb 6alT kogupoBaHUs AaHHbIX ( cM. Tabnuuy 87) B GanTtax npeabicTopuu
(cm.8.1.1), B EF.ATR (cM. 8.2.1.1) 1 B kKOHTponbHoM nHdopmaumu ntoboro daiina (cMm. Ter ‘82’ B Tabnuue 12). baiit
KogunpoBaHUsl AaHHbIX UKCUPYET pasMep eAUHULIbI AaHHBIX.

- Ecnv kapTa npegocTaBnseT 6ainTbl KOANPOBAHUA AaHHbLIX B pa3HbIX MecTax, To 6alT koagupoBaHUa aAaH-
HbIX, AecTBUTeNbHBIR ANs gaHHoro EF, Haxoautces Ha bnivkanwer nosuumm k atomy EF, B npeaenax nytu ot MF
ao atoro EF.

- B oTcyTCTBME MHAMKALMM B pamMKaXxX NyTW, pa3Mep eaMHWLbI AaHHbIX — oguH 6aiT (3HayeHWe o yMmosnya-
Huo) ansa atoro EF.

7.2.2 O0Wwume NonoxeHus

JTrobas komaHaa 13 3Tol rpynnsl AormkHa BbITh NpepBaHa, ecnv oHa NpumMeHsieTcst K coaiiny EF, He nognep-
XMBatoLLeMy eanHULBI AaHHbIX. KoMaHda MoXeT ObiTh BeinonHeHa B EF, Tonbko ecnv cocTosiHWe 3aLyThl YA0B-
neTBopsieT aTpMbyTam cekpeTHOCTU, onpeaeneHHbIM Anst hyHKLUMIA: CYHUTBIBAHUS, 3anUcKk, 0OGHOBNEHNS], CTUPaHUs
WX noucka.

Kakgast komaHaa U3 3TOI rpynnbl MOXET UCMoNb30BaTh MO0 KopoTkuid naeHTudmkatop EF, nubo ngeHtu-
bukaTtop chaiina. Ecnv Bo BpeMsi Bbigaqn komaHabl MeeTcst Tekylwmin EF, To 06paboTka MOXeET 3aBepLUmnTbCS
aTum EF nyTem ycTaHOBKW BCeX cooTBeTCTRYHOLLMX 61T Ha 0. Ecnv oBpaboTka 3aBepLunnacs, To uaeHTudbuLmupy-
emblil EF cTaHOBWTCA TEKYLLUM.

INS P1 P2 — Bce koMaHApl 3ToOl rpynnbl 4OMKHBI UCnofb3oBaTh 6UT 1 Anst INS n 6ut 8 ana P1 cneayto-
LLMM 0Bpasom:

- ecnu 6ut 1 ans INS yctaHosneH Ha 0, a 61T 8 anss P1 —Ha 1, To 6uThbl 7 1 6 gns P1 yctaHasnueatoT Ha 00
(RFU), 6utbl c 5 Mo 1 ans P1 kogmpytoT KOpoTKWiA naeHTUdukaTop, a P2 (Bocemb 6UT) koAMPYOT CMeLLeHWe oT
Hyns go 255;

- ecnn 6uT 1 ans INS ycranosneH Ha 0, a 6uT 8 ana P1 — Ha 0, To P1-P2 (naTHaguaTe 61T) KogupytoT
CMelLleHUWe OT Hyns Ao 32767;

-ecnun6uT 1 a4ns INS yctaHoeneH Ha 1, To P1-P2 gonkHbel naeHTudmumnposats EF. Ecnu nepBsble cemMb 61T
B P1-P2 yctaHosneHbl Ha 0 1 ecniu 61Tl ¢ 5 no 1 He paBHbl U ecnu kapTa u/vnu EF nogaepxveaet BbiGop ¢
MOMOLLbH KOpoTKoro uaeHTudmkaTopa EF, To 6uTekl ¢ 5 no 1 gnsa P2 kogupytoT KopoTkuii ngeHTudmkatop EF
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(4mcno oT ogHoro Ao Tpuauatk). B npotueHom cnyyae, P1-P2 — 3710 ngeHTudmkatop daiina. P1-P2, yctaHoBneH-
Hble Ha ‘0000’ naeHTUULMPYIOT Tekywuil EF. Kak MMHUMYM 0auH MHAOPMAaLMOHHBIA 0ObeKT «CMeLLeHne» ¢
TeroM ‘54’ gomkeH NpUCyTCTBOBATL B NOSe AaHHbIX KOMaHAbl. [JaHHbIe, eCni OHU MPUCYTCTBYIOT B Mone AaHHbIX
KOMaHZbl UM OTBETA, AOMKHbI BbITh MHKAMNCYIMPOBaHLI B NPOU3BOSIbHbIA MHEOPMaLMOHHBIA 06beKT ¢ Terom ‘53’

mnn ‘73,

B aToi1 rpynne komaHg SW1-SW2, yctaHoBneHHble Ha ‘63CX’, ykasblBatoT Ha YCreLwHbI 06MeH COCTOAHUA
naMsaTW, HO Nocne BHYTPEHHE Nporpammel nosTopeHuid; ‘X' > ‘0’ kogupyeT YNCno NOBTOPHLIX NonbiTok; X' = ‘0’
03Ha4aeT, YTO CHETHUK He NPpeayCMOTPEH.

7.2.3 Komanga READ BINARY

Mone paHHbLIX OTBETa MepedaeT codepxumoe (ero YacTtb) davina EF, noaaepxusatowero eauHuLbl

AaHHbIX.

Ecnv none L, cogepxuT Tonbko ycTaHoBMeHHble Ha ‘00’ 6anTbl, To BCe 6anThl A0 KoHUa dharina AoKHbI
CUMTLIBATLCS B NpeAenax 256 Ans kopoTkoro nons L, unu 65536 ana pacwmnpeHHoro nons L.

Tab6nwuua 42 — lNapa komaHga-oteeT READ BINARY

CLA Kak onpegenero B 5.1.1

INS ‘BO" unm ‘B1

P1-P2 Cwm. 7.22

Mone L, OtcyTcTByeT Ansa kogupoeanus N = 0, npucytctByeT ansa Ng > 0

Mone aaHHbIX

OtcytcteyeT (INS = ‘B0’), unu nHcopmaumoHHbiii 06bekT «cmelenme» (INS = ‘B1’)

Mone Lg

[MpucyTctByeT ana koguposanmnsa Ne > 0

Mone aaHHbIX

JanHble cunTeiBaHuA (INS = ‘B0’), unm npon3BonbHbIN MHOPMALMOHHBIN O6BEKT ANA UHKaNCcyns-
UMK ganHbix cumTbiBanua (INS = ‘B17)

SW1-SW2

Cwm. Tabnuubl 5 n 6, rae cooteeTcTBUE, Hanpumep ‘6281°, ‘6282°, ‘6700, ‘6981, ‘6982’, ‘6986,
‘6A81’, ‘6A82’, ‘6B0O0’, ‘6CXX’

7.2.4 Komanpa WRITE BINARY

KomaHaa nH1uMmnpyeT ogHy us cnegytowux onepauuii B EF B cootBeTcTBUM € aTpubyTamu dhanna:

- OHOKpaTHOW 3anucK BuT, NepegaBaemMbiX B Nofe AaHHbIX KOMaHAbI (KOMaHAa AOMKHA NpepbiBaTbCA,
€ClIM CTpOoKa eANHULL AaHHBIX HE HAXOAWTCS B JTOFMYECKOM COCTOSHUW MOCNE CTUpaHNA);

- nornveckoro OR Hag 6utamu, yxxe NpUCYTCTBYIOLLMMU B KapTe, U Butamu, nepegasaemMbiMu B Nose AaH-
HbIX KOMaHAbl (flornyeckoe cocTosiHue 6GUTOB chaiina nocne CTUpaHUs NPeACcTaBNEHO HyNeMm);

- norndeckoro AND Hag 6utamu, yxe NpucyTCTBYIOWUMA B KapTe, U BuTaMun, nepegasaeMeiMun B none
OaHHbIX KOMaHAbl (norMyeckoe cocTosiHe 6UTOB haiina nocne CTupaHUAa NPeACcTaBNeHO eauHULIER).

Mo ymonuaHuio, T.e. korga 6anT kogupoBaHUs AaHHbIX (CM. Tabnuuy 87) oTcyTeTByeT B 6anTax npegsIcTopum
(cm. 8.1.1), B EF.ATR (cm. 8.2.1.1) 1 B KOHTpONnbHbLIX NapameTpax (CM. Ter ‘82’ B Tabnuue 12) kaxaoro cainna
npegenax nyt oT MF oo nepepaHHoro EF, noruueckoe OR gonxkHO NpuMeHsTeea ansa atoro EF.

Mapa komaHaa-oteeT WRITE BINARY npeacraeneHa B Tabnuue 43.

Tab6nwuuya 43 — Napa komaHga-oteeT WRITE BINARY

CLA Kak onpegenero B 5.1.1

INS ‘DO’ wunn ‘DT’

P1-P2 Cm. 722

Mone Lg MpucyTtctBYeT Ans kogupoBaHus Nc > 0

Mone AaHHbIX

CTtpoka eguHUL gaHHbIX, KOTOpble AOMKHbI ObiTh 3anucaHbl (INS = ‘DO’), unu nHpopMaunoHHbIN
O0OBEKT «CMELLEHVEY W NMPOM3BOIbHBIA MHOPMALMOHHLI OGBLEKT ANsi MHKANCynsAuun CTPOkK eau-
HWL, AaHHbIX, KOTOpble A0IMKHbI ObiTh 3anmcaHbl (INS = ‘D17)

More L,

OtcyTctByeT Ans koguposanns N, = 0

Mone gaHHbIX

OrtcytcrByeTt

SW1-SW2

Cwm. 1abnuupl 5 u 6, rge cootBeTcTBUE, Hanpumep ‘63CX (cm. 7.2.2),'6581, ‘6700°, ‘6981, ‘6982,
‘6B00’ (cmelueHue 3a npegenamvu davina EF)
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7.2.5 Komanaa UPDATE BINARY

KomaHga nHuummpyet o6HoeneHne 6uT, yxxe npucyTcTeytowmx B EF, 6utamu, nepegaBaeMmbiMy B none
OaHHbIX KomaHabl. Korga obpaboTka 3aBepluaeTcsi, Kaxablil BUT B KaXaow onpeaeneHHon eamHuue AaHHbIX
6yaeT UMeTb 3HaYeHue, onpeaeneHHoe B none 4aHHbIX KOMaHAbI.

Mapa komaHaa-oteeT UPDATE BINARY npeactasneHa B Tabnuue 44.

Tab6nwuuya 44 — MNapa komanga-oteeT UPDATE BINARY

CLA Kak onpegenexo B 5.1.1

INS ‘D6’ unmn D7

P1-P2 Cm. 7.2.2

Mone L. MpucyTtcteyet ana koguposauua Ng > 0

Mone aaHHbIX CTpoka eauHuy AaHHbIX, KOTOpble AOMKHbI ObITb 06HOBNEHBI (INS = ‘D6’), unu nHpOPMaUNOHHbIV
06bEKT «CMmeleHne» U NPOU3BONBHBLIN UHPOPMALMOHHBIN OBBEKT AN MHKANCYNAUMN CTPOKN He-
06HOBNEHHbIX eanHuy, gaHHblX, (INS = ‘D7)

Mone Lg OtcyTtcteyeT ansa kogupoBaHusa Ng =0

Mone paHHbIX Ortcytcryert

SW1-SW2 Cwm. Tabnuubl 5 u 6, rae cooreetcTBue, Hanpumep ‘63CX’ (cm. 7.2.2),6581, ‘6700, ‘6981’, ‘6982,
‘6B00’ (cmewweHne BbiIxoanT 3a npegens! EF)

7.2.6 Komanga SEARCH BINARY

KomaHga nauunmpyet nouck B npeaenax EF, nogaepxuearowiero eamHuLbl AaHHbIX. Mone aaHHbIX oTBeTa
BblgaeT cMeLleHne eanHULbl AaHHbIX: CTpoka 6aiT ana Bo3BpalleHHOro cMeleHus B npegenax EF gonxkHa
UMeTb TOXe 3HaYeHWe, YTO U CTpoKa Norcka B Nose AaHHbIX KoMaHAbl. Mone aaHHbIX oTBETa OTCYTCTBYET NNbO
BCNEeACTBUeE TOro, YTo none L, otcyTcTByeT, Nnbo BCneacTeue TOro, 4To He HaiaeHo cooTBeTcTBue. Ecnu cTpoka
rmovcka OTCYTCTBYET, TO rofie JaHHbIX OTBETa BblAaeT CMeLleHue NepBoi eauHULbI AaHHbIX B NTOMMYECKOM
COCTOSIHAM NOCIE CTUPaHUS.

Mapa komaHaga-oteeT SERCH BINARY npeacraeneHa B Tabnuue 45.

Tabnwuuya 45— MNapa komaHga-oteeT SERCH BINARY

CLA Kak onpegenero B 5.1.1

INS ‘A0’ nnn ‘AT’

P1-P2 Cwm. 7.2.2

Mone L; OtcytcTtByeT ans kogupoBanus Ng = 0, npucyTtcTeyeT anst koguposanust N; > 0

MNMone paHHbIX OtcytetByeT unu ctpoka noucka (INS = ‘A0’), unun uHdopmMaLMOHHbBIN 06BEKT «CMELLEHWE» U NPOU3-
BOINbHbIN MHPOPMAaLUMOHHBIV 06BEKT AN MHkancynsummn ctpoku novcka (INS = ‘A1’)

Mone L, OtcyteTtyeT Ans kogupoBanusa N, = 0, npucyTcTByeT Ans koguposanus Ng >0

Mone gaHHbIX OTcyTCTBYET MNKN CMELLEHNE NEPBON €AUHMLBI AaHHbIX, COBMNadaloLWwen ¢ NnornemM SaHHbIX KOMaHabl
(INS =*A0’), unun nHOPMALMOHHBIN OOBLEKT «CMELLEHUEY, YKA3bIBAIOLWMIA NEPBYIO €AVHULY AaHHbIX,
coBnagatouyio co ctpokor noucka (INS = ‘A1)

SW1-SwW2 Cwm. Tabnuubl 5 u 6, rae cooTBeTCTBUE, HaNpumep, ‘6282’ ‘6982’

7.2.7 Komanga ERASE BINARY

KomaHga yctaHaBnveaet cogepxumoe (ero vacts) chainna EF B ero norudeckoe coctosiHve nocne cTupaHus
nocrnenoBaTternbHO, Ha4YMHasA ¢ 3aJaHHOr0 CMeLLEHUS.

-Ecnn INS = ‘0F’, To none gaHHbIX KOMaHAbl, eCnn UMeeTCsl, KoaMpyeT cMeLLleHne NepBoi eanHNLLLI AaH-
HbIX, He noanexallen cTupaHuto. 3To cMellleHne AOMMKHO MpeBbIWaTh CMeLleHue, 3akoanposaHHoe B P1-P2.
Ecnu none gaHHbIX OTCYTCTBYET, TO KOMaHAa CTUpaeT dhaiin Ao KoHua.

- Ecnn INS = ‘OF’, To none gaHHbIX KOMaHAbl, eCru UMeeTCsl, LOMKHO COCTONATb U3 HYNsl, O4HOMo UNK ABYX
nHpopMaLMoHHbIX 0BGbEKTOB «cMelLeHMe». Ecniv cMmelLeHMs HeT, To koMaHaa cTMpaeT Bee eanHNLbI AaHHbIX B
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chaiine. Ecnu cmellieHne oHo, TO OHO yKasblBaeT NepByo eanHULY AaHHbIX, MoANexallylo CTupaHuio; aganee
KOMaHza BbIMOSHAET CTUpaHue Ao KoHua daiina. [lBa cMeLleHust onpeaensaoT nocneaosaTesibHOCTL eanHUL AaH-
HbIX: BTOPOE CMeLLEHNE YKasbiBaeT NepBYH0 eAWHULY AaHHbIX, He NoANexXallyto CTUPaHWIO; OHO AOSKHO BbITb
Bbllle, YeM nepBoe CMeLLeHne.

Mapa komaHpa-oteeT ERASE BINARY npeactaeneHa B Tabnuue 46.

Tab6nwunya 46 — Napa komaHga-oteeT ERASE BINARY

CLA Kak onpepgeneHo B 5.1.1

INS ‘OB’ vnu ‘OF

P1-P2 Cm. 7.2.2

Mone L. OtcyterByeT ansa koguposanust N, = 0, npucytcteyeT ans kogmposaHusa N > 0

Mone AaHHbIX OTcyTCTBYET UM CMELLLEHNE NEPBON eANHULIBI AaHHbIX, He nognexaien ctupanuio (INS = ‘0E’), nnm
OTcyTCcTBYET MNW ABa MHAOPMaLMOHHbIX 06bekTa «cmeleHue» (INS = ‘OF’)

Mone L, OtcyTterByeT Ans koguposanua Ng =0

Mone gaHHbIX OrtcytctBYET

SW1-SW2 Cwm. Tabnuubl 5 u 6, rae cootBeTcTBME, Hanpumep, ‘63CX (cm. 7.2.2) ‘6581°, ‘6700’, ‘6981", ‘6982,
‘6B00’ (cmeleHne BbixoguT 3a npegensl EF)

7.3 O6paboTka 3anucu

7.3.1 3anucu

B npepenax noboro daiina, nogaepXxunBaroLLero anuch, obpalleHne K Kaxaon 3anucu MoXeT OCyLLecTB-
NSITbCA NpY MOMOLLM HOMepa 3anuncy u/nnu naeHTudrkatopa sanncu. ObpallieHne K 3anvcu, He cogepatlenicst
B EF, siBnsieTcs own6KoiA.

O6palleHue nocpeacTBOM HoMepa 3anucu. Kaxablii Homep 3anucu siBnsieTcst yHUKanbHbIM U nocneao-
BaTeNbHbIM.

- B npegenax kaxgoro EF, noaaepxveatoLLero NMMHenHyto CTPYKTYpY, HOMepa 3anvcen omnxkHbl nocneao-
BaTeNbHO NPUCBaUBaTLCS NPU OCYLLECTBEHNW onepauun 3anucu N onepaumu NnpucoeanHeHus 3anvcu, T. . B
nopsiake cosaaHus; nepsas 3anucb (Homep oaunH) yaeT npeacTaBnNATL CO60M NepByo CO3AaHHYI0 3anuch.

- B npegenax kaxgoro EF, noaaepxusatoLLero LMKNM4eckyto CTpyKTypy, HoMepa sanuceit AomKHbI nocrie-
[AoBaTefibHO NpucBanBaTbLCS B 06paTHOM Nopsiake, T. e. nepsas 3anuce (HomMep oauH) ByaeT npeacTaBnATb cobom
nocnefHo co3gaHHylo 3anuchk.

Kak anst ninHeHbIX, Tak v ANSA LMKAUYECKUX CTPYKTYP YCTaHOBNEHO criefytoLLee A0MNoNHUTENbLHOE NpaBuiio:
3HauYeHue HoJb JOMKHO OTHOCUTBLCA K TEKyLLel 3anucy, T. e. K 3anucy, obpalleHue K KOTOpPOW NPoUCXoauT ¢
MOMOLLIbIO YKa3aTersl 3anucu.

O6paleHue nocpencTBoM uaeHTUdUKaTopa 3anucu. Kaxaplii uaeHTudmnkaTop 3anvcu npegoctasns-
eTcsa npunoxeHuem. Heckonbko 3anucei MOryT UMeTb OAVH U TOT e uaeHTudukaTop 3anucu, B 3ToM criyyae
AaHHble, coaepXalumecs B 3anmcsiX, MOryT UCNONb3oBaThLCA ANns ux pasnuyeHus. Ecnu sanuck npeacraensiet
coboli nHdopmaumoHHbIN 06bekT SIMPLE-TLV B none AaHHbIX, TO naeHTUUKaTOpOM 3anvcuy sIBAETCA NepBbIi
6anT aToro uHdopMaLMoHHoro obbekTa, T.e. Ter SIMPLE-TLV.

O6palleHne nocpeacTBOM naeHTUdUkaTopa 3anucy OOMKHO NPUBOAUTL B AEACTBUE yNpaBneHue ykasa-
Tens 3anucu. Mpoueaypa BoccTaHOBNEHWUNA kapTel, komaHaa SELECT v niobas komaHaa, ucnonbayoLas paspe-
LLIeHHBbI KopoTkuil naeHTUdukaTop EF gna opraHusauum goctyna K EF, MoryT Bo3aencTeoBaTh Ha ykasaTenb
sanucu. O6palleHue nocpeacTBOM HOMepa 3anucy He JOJKHO BO3AENCTBOBATL Ha yKa3aTe b 3anucu.

Beskuii pas, koraa obpalleHne ocywecTBAsSIETCs ¢ uaeHTUUKaTopom 3anmcy, 4osmkHa BbITb ykasaHa noru-
Yyeckasi No3uLus LierneBoii 3anMcu: Nepeoe Ui nocrnefHee BXoXaeHue sanucy, cnegyowee unu npeasiayluee
BXOXAEHMWE MO OTHOLLEHUIO K yKasaTenNto 3anuciu.

- B npepgenax kaxxgoro EF, nogaepxuearoLLero IMHERHYo CTPYKTYPY, Norudeckne nosuummn 4omkHel nocne-
[AoBaTesibHO NpMCBanBaTLCS NMPU OCYLLECTRNEHWU ornepaLum 3anucu unu onepauun NPUCoeauHeHU 3anuey, T. e.
B nopsiake cosaaHua. MNepeas cosgaHHasa 3anvck byaeT HaxXo0AUTLCA B NEPBON NOrMYECKON NO3ULNN.

- B npegenax kaxgoro EF, noaaepXxuBaloLLero LMKNUYECKyo CTPYKTYpY, normyeckme nosvumnm AomKHbI
nocneaosaTensLHO NpUcBanBaThes B 06paTHOM Mopsiake, T. €. B NepBOW TOrMieckoi nosnuum 6yaet HaxoguTsest
nocnegHas cosgaHHas 3anuch.

Kak ona nNUHeRHbIX, Tak U ANs LMKIUYECKUX CTPYKTYP YCTaHOBMEHb! crieaylolime gononHUTensHbIe
npasuna:
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- NepBbLIM BXOXAEHWeM AormkHa BbITb 3an1chk ¢ 3agaHHbIM AeHTUUKATOPOM U B MEPBOI NOrMyeckor nosu-
LyK; nocneaHum BXoXaeHneM gosmkHa BbITb 3anuch ¢ 3agaHHbIM MAEHTUUKATOPOM 1 B NOCeAHEeR Normveckoli
no3nLum;

- eCfv TekyLLas 3anvcb MMEEeTCs1, TO CreayoLLM BXOXAEHMEeM AormkHa bbITe Brivkaliluas 3anucs ¢ 3agaH-
HbIM MAEHTUMKATOPOM, HO B BOCXOASILLER NTOrMYeckor No3nLMI Mo OTHOLLEHWIO K TEKYLLLEN 3arnucu; npeablay-
LLLMM BXOXAeHWeM AormkHa ObiTb brivkaiilas 3anvch ¢ 3aJaHHbIM UAEHTUMKATOPOM, HO B HACXoASALLel noru-
YeCcKOW Mo3NLMK MO OTHOLLIEHWIO K TEKYLLEW 3anucy;

- eCcny TeKyLLlasi 3anuce OTCYTCTBYET, TO creaytoLlee BXoXAeHWe AO0MKHO BbITh 3KBUBANEHTHO NepBOMY
BXOXAEHWIO; NpeablayLiee BXOXAeHNe A0MKHO BbITh 3KBUBANEHTHO MocneAHeMy BXOXAEHWIO;

- 3Ha4YeHWe Hosb JOIMKHO OTHOCUTLCS K MEepBOiA, MocrnegHewr, crneaytoLwei uny npeaslayLiei sannucu B
nopsiake Hymepauumm, He3aBUCUMO OT UaeHTUdUKaTopa 3anmcu.

7.3.2 O6wue nonoxeHus

JTiobas komaHaa 13 3Tl rpynnbl AormkHa BbITs NpepBaHa, ecnv oHa NpumeHsieTcs k chainy EF, He nogaep-
XuBatollleMy 3anucu. KomaHga moxeT 6bITh BelnonHeHa B EF, Tonbko ecnu cocTosiHWe 3aluThbl yaOBETBOPSIET
aTpubyTam CeKpeTHOCTU, onpedeneHHbIM Ans PYHKLUUA: CUNTLIBAHUS, 3anncu, NpucoenHeHus1, OBHOBMEHMS,
CTUpaHUs, Noncka, akTUBUPOBAHNS U Ae3aKTUBMPOBAHKS.

3anucu B EF moryT nogaepXnBaTte COCTOSIHWS XXKU3HEHHOTO LiMKa 3anncu. B Takom cnyyae obbMHO Ae3ak-
TUBUPOBaHHbIE 3anucK He UMetoT goctyna ¢ nomMousto komaHg READ RECORD, WRITE RECORD, ERASE
RECORD 1 APPEND RECORD. Ecnu Takue koMaHAbl UICMONb3YHTCS, TO COOTBETCTBYOLME KOMaHAb! BO3Bpa-
LLatTea ¢ banTaMum COCTOSIHMIA ‘6287 (Kak MUHUMYM OfiHa U3 3anucel, K KOTopoi obpallatoTcesl, Ae3akTUBUpoBa-
Ha). Kpome Toro, Ae3akTUBMpOBaHHbIE 3anvcK A0MKHbLI UTHOPUPOBATLCS BO BpeMsl BbinosiHeHWs komaHabl SEARCH
RECORD. fononHuTteneHble nogpo6bHOCTU U UCKMHOYEHWSI U3 OCHOBHBIX NPaBWIl, U3NOXKEHHbIX BbilLe, atoTCs B
cneayoLLmMX nogpasgenax.

[Be KoMaHabl U3 3TOW rpynmbl (CUMTaTh, 0BHOBWUTL) MOTYT UCTIONb30BaTh HeYeTHbIN kod INS (nons gaHHbIX,
3akoanpoBaHHble B BER-TLV) Anst uHMLMMPOBaHWS ASACTBUSI YACTU AAaHHOW 3anncu (HENonHoe cHUTbiBaHUe, He-
nonHoe obHosneHve). Janee cMmelleHne AomkHO obpallaTbesl K Kaxaomy 6aiTy BHYTpU 3anucu: oT HyNs Ao
nepsoro 6aliTa 3anncu, cMeLLeHe YyBENMUMBAETCS Ha eauHULLY ANS Kaxaoro nocneayouero 6aiita sanucu.
O6paLueHve k 6ainTy, He cogepallemycs B 3anuncu, SBnseTca oLwnbkon. Mpu HeoGXoaUMOCTH, aNeMeHT AaHHbIX
«cMelLeHne» BUHapHO 3aKoanpPOBaH W CBsi3aH ¢ TeroM ‘54°. Ecnu gaHHble NPUCYTCTBYIOT B MONE aHHbLIX KOMaH-
bl U 0TBETA, TO OHWU AOIMKHbI BbITh MHKANCYIMPOBaHbI B NPOU3BOSIbHBI MHOPMALMOHHBIA 06LEKT ¢ Terom ‘53’
unn ‘73’

Kaxxgas komaHAa 13 aToii rpynnbsl MOXET UCToNb30BaTh KOpoTkuii uaeHTudukatop EF. Ecnu npouecc 3a-
BepLUeH, To maeHTUduLMpyemMbli EF cTaHOBUTCS TEKyLLMM W yKasaTelb 3anMcy Bo3BpallaeTcsl B UCXO4HOe
cocTosHWe. Ecrnv Bo Bpems BbI30Ba KoMaHAbl UMeeTcs TekyLuii EF, To npolecc MoxeT 3aBepLuMThes 6e3 ykasa-
Husa EF (nyTeM ycTaHOBKM COOTBETCTBYHOLLMX NSITU BUT Ha 0).

P1. Kaxabii Homep 3anucy unv naeHTudunkaTop — aTo YUCIo OT 0gHOro Ao 254, sakognpoBaHHOE € MOMO-
Lbto 3HaveHus P1 ot ‘01’ go ‘FE’. Honb (3akoguposaHHbIi kak ‘00’) 3ape3epBupoBaH Ans 0coboro HasHayeHus.
255 (3akoampoBaHHoe, Kak ‘FF’) 3apesepBnpoBaHo Ans cnonb3oBaHus B byayliem.

P2. buTsl ¢ 8 no 4 npeacTtaBnstoT coB0 KOPOTKMIA MAEHTUMKATOP B COOTBETCTBUM ¢ Tabnuuei 47. Butbl ¢
3 no 1 3aBUCAT OT KOMaHAbI.

Tabnwuuya 47 — Kopotkuii naeHTncpukaTop B P2

b8 b7 b6 b5 b4 | b3 b2 b1 CwmblcnioBoe copepxaHue
0 0 0 0 0| — — — | TexywunEF

He Bce paBHbl — — — | Kopotkuii ngeHtucmkatop EF (4mcno ot Hyna go tpuauatm)
1 1 1 1 1 — — — | 3ape3sepBupOBaHO AN151 UCMOMb30BaHMA B Dyayem

B atoii rpynne komaHg SW1-SW2, yctaHoeneHHble Ha ‘63CX’, ykasbiBatoT Ha yCreLlHbI 0GMEH COCTOSAHNIA
NamsTu, HO NocIe NCMONb30BaHWUSI BHYTPEHHEN NporpamMmmbl NoBTopeHui. X' > ‘0’ ykasbliBaeT YACNO NOBTOPHbIX
noneiTok; X' = ‘0’ 03Ha4yaeT, YTo CHETUUK HE NPegyCMOTPEH.

7.3.3 Komanga READ RECORD(S)

Mone gaHHbIX 0TBETA NepeaaeT coaePXKMMOe (UM ero YacTn) ykasaHHON(bIX) 3anucu(ent) (Mnu HavansHoN
YyacTu ogHol 3anuncu) dparina EF.
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Ecnu kakas-nnbo 3anucek, o6palleHre K KoTopol nponucxoaut ¢ nomolubo P11 P2, HaxoauTcs B cocTos-
HUK XXn3HeHHoro umkna 3annucn DEACTIVATED, To komaHaa 3aBepluaeTcsl ¢ 6aitamu coctoaHunsa ‘6287, a none
AaHHbIX 0TBETa AOMKHO BbITb MyCTHIM.

Ecnv INS = ‘B2’ u ecnu 3anucu npeactaensiioT coboi nHgpopmMaumnoHHble 06bekTol SIMPLE-TLV (cm.5.2.1),
TO ANsA 3T0r0 cryyas B Tabnuue 50 unnocTpupoBaHo none gaHHbIX oTeeTa. CpasHeHune N, co cTpykTypoii TLV
yKa3sbIBaET, SIBNSIETCS JIM YHUKAIbHASA 3aMnch (CYUTLIBAHUE OAHOW 3anvcK) Unu NOCNeaHssA 3annchb (CHUTLIBAHWE
BCEX 3anuncei) HesaBepLUeHHOW, 3aBepLUEHHON U NpUcoeqUHEHHON.

Mpumeyanune— Ecnm 3anucsamm He ABNAIOTCA MHPOPMALMOHHBIE OGBbEKTbI, TO PE3ynbTaToM (hyHKLMK
CUMTBLIBAHUS BCEX 3anucert 6yaeTt nonydveHue 3anmceit 6e3 nx pasrpaHuyeHns.

Ecnn INS = ‘B3’, To KomaHaa cuuTbiBaeT MO YacTsM 3anucb, obpalleHue K KOTOpown NpoucxoauT ¢
nomoLubio P1. Mone agaHHbLIX KOMaHAbl AOIMKHO coAepX)aTb MHPOPMALMOHHLIM 06BLEKT «cMmeLleHue» (Ter ‘54°),
yKasblBaloLLMI Kakoil 6alT nepBbIM AOIMKEH cUMThIBATLCA NPy 3anncu. Mone aaHHbIX 0TBeTa OMKHO coagepXaTb
NpOu3BOMbHbIA MHBOPMALMOHHBI 06LEKT (Ter *53’), UHKaNCYNUPYIOLLUIA AaHHbIE CHUTBLIBAHUS.

Mapa komaHga-otBeT READ RECORD(S) n koguposaHue P2 npeactaeneHbl B Tabnuuax 48 n 49.

Tabnwnuya 48 —Napa komanga-oteeT READ RECORD(S)

CLA Kak onpepgenexo B 5.1.1

INS ‘B2 wnn ‘BY

P1 Homep 3anuen nnm naentndmkatop 3anucu (‘00° obpawaeTca Ha TekyLLylo 3anuch)
P2 Cwm. Tabnuuy 49

Mone L. OrtcyTcteyeT ans kogmpoanus N = 0, npucyTtcTeyeTt ansa kogupoBanust N, > 0

Mone AaHHbIX OtcyTctyeT (INS = ‘B2’), unu nudopmaumnonHbin o6bekt «cmelenmne» (INS = ‘B3’)

Mone Lg MpucyTtctByeT Ans kogmposanus Ng > 0

Mone AaHHbIX JanHble cunTbiBaHus (INS = ‘B2’), unu nponssonbHbi MHGOPMAUMOHHBIN O6BEKT ANa UHKaNcyns-
UMM gaHHblX cunTbiBaHus (INS = ‘B3’)

SW1-SW2 Cwm. Tabnuubl 5 u 6, rage cooTBeTcTBME, Hanpumep, ‘6281°, ‘6282°, ‘6700°, ‘6981°, ‘6982’, ‘6A81’,
‘6A82’, ‘6A83’, ‘6CXX’

Tabnuua 49 —P2

b8 b7 b6 b5 b4 b3 b2 b1 CmbicnoBoe cogepxaHue

X X X X x | — — — | Kopotkuii ugentudukarop EF B cootBeTcTBUM C Tabnuuen 47

—- - — — —1|0 X x | Waentndmkarop sanncn e P1:

—_ = = = = 0 0 0 - CunTbiBaHUE NEPBOro BXOXAEHUS;

—_ = = = = 0 0 1 - CunTbiBaHMe nocnegHero BXoXaeHus,;

_ - — — —1|0 1 0 - CuntbiBaHne cNegylowero BXOXaeHus;

—_ = = = = 0 1 1 - CunTbIBaHME NpeabIayLwero BXOXAeHUsI.

_- = = = - X x | Homep zanncms P1:

_- = = = = 0 0 - CunTbiBaHWe 3anucu ¢ Homepom B P1;

_ = = = = 0 1 - CunTbIBaHue Bcex 3anucen, Ha4MHasA ¢ 3anucyn ¢ Homepom B P1 m
3aKkaHuuBas nocnegHen;

—_ = = = = 1 1 0 - CuntbiBaHWE BCEX 3anucen, HaunHas ¢ nocneagHen u 3akaHuMBas
3anucbio ¢ Homepom B P1;

—_ = = = — 1 1 1 3apesepBUpoBaHO ANs UCNONb3oBaHus B Gyayluem.

Ecnv none L, coaepuT ToNbKo ycTaHoBMNeHHbIe Ha ‘00’ 6aiThl, To KoMaHaa AoskHa obecneumBaTh NonHoe
c4uTLIBaHWE NGO OAHOW 3anpalunBaeMoii 3anucu, IMbo 3anpalumMsaemoii nocneaoBaTeNnbLHOCTU 3anucel, B 3aBy-
CMMOCTU OT NocnegoBaTenibHoCTH 6uT 3, 2 1 | B Baiite P2 1 B npeaenax makcumyma 256 ans kopotkoro nons L
unu 65536 ansa pacwmpeHHoro nons L.
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Ta6nwuuya 50— MNMone gaHHbix oTBeTa ¢ INS = ‘B2".

Cnyuan a — YacTnuHoe cunTbiBaHME OQHON 3anucu (rore Ly CoAepXUT He TONMbKO yCTaHoBneHHble Ha ‘00’ 6anThbl)

Ta Ln

(oauH Gaiir) (ogmH vnm Tpu Gaiita) Mepaebie Gaiitbl Vy,

N, 6aiiToB

Cnyuaii b — MonHoe cunTbiBaHWe oaHOMN 3anucy (none L, coaepXuT TONbKo ycTaHOBNEHHbIe Ha ‘00’ 6aiiThi)

T, L, Bce 6aiiTbl gaHHbIX 3annucu
(opvH 6anT) (oauH vnu Tpu Ganra) (L, 6anToB)

Cnyvan ¢ — YactniHoe cunTbiBaHWE nocrnefoBaTenbHOCTU 3anucen (none L, coaepXuT He TOMbKo
yCTaHOBMEHHble Ha ‘00’ 6anThbl)

T.—L.—V, Thnem— Lntm — Viim
n n n (MepB.ble GanTbl 3anmcw)

N, 6aiiToB

Cnyuyan d — CunTbiBaHME HECKONbKUX 3anucen Ao KoHua daiina (none L, coaepXxuT TOMNbKO
ycTaHoBIeHHble Ha ‘00’ 6anTbl)

Th— Ln—Vn s Tnem — Lnem— Vnem

7.3.4 Komanga WRITE RECORD

KomaHga nHuummnpyeT ogHy 1a crneaytowmx onepaumii B npegenax EF:

- OAHOKpPaTHYLO 3annch, NepegaBaemyto B Nnosie AaHHbIX KoMaHabl (koMaHga AoMKHA NpepbIBaThCsl B TOM
cny4ae, ecinv 3anncb He HaXoAMTCS B TOrMYECKOM COCTOSIHMW MOCe CTUPaHUs);

- onepauuto nornveckoro OR Hag GalTaMun AaHHbLIX 3aMUCK, YXKe NPUCYTCTBYIOLLEN B KapTe, U 6aiTamu
OaHHbIX 3anvcK, nepegasaemMolt B noge AaHHbIX KOMaHabI;

- onepauuio norndeckoro AND Hag 6aiiTamu gaHHbIX 3anncu, yxe NpUcyTCTBYOLLEN B kapTe, n 6aiTaMu
OaHHbIX 3anvcuy, nepegasaemMol B nose gaHHbIX KoMaHabl.

Ecnu 3anuce, obpallieHune K KOTopol NPonexXoaunT ¢ nomoLLlbio P11 P2, HaXxoauTcs B COCTOSIHWMM XKU3HEH-
Horo uukna 3anucu DEACTIVATED, To komaHaa 3aBepluaeTcs ¢ baitamu cocTossHWiA ‘6287’ 6e3 nsmeHeHUs
copepxaHus sanuncu.

Mo ymonuaHuio, T. e., ecnu GaWT koAMpoBaHMS AaHHbIX (CM. Tabnuuy 87) oTcyTcTByeT B 6GanTax
npeasicTopun (cM. 8.1.1), B EF.ATR (cM. 8.2.1.1) 1 kOHTponbHbIX MapameTpax (cM. Ter ‘82’ B Tabnuue 12) kaxgoro
darna B npegenax nytn oT MF go sagaHHoro EF, To ans atoro EF gonkHa npumeHaTbes onepalms norudec-
koro OR.

Mpw Ucronb3oBaHUK agpecauuy TeKyLLel 3anMcu koMaHga AomKHa yCTaHaBMBaTL yKasaTerb 3anncy Ha
yCMeLLHO 3anMCanHyo 3anmch.

Ecnv komaHga npumensietcs k EF, noaaepskvsatoLLieMy LIMKITMYECKYIO CTPYKTYPY C 3anucsiMy puKcMpoBaH-
Horo pasmepa, To onuus kKoMaHabl «npegblaylas» (6uTel 3,2 1 1 8 P2 yctaHosneHbl Ha 011) BegeT cebs Tak xe,
kak n komaHga APPEND RECORD.

Ecnv sanucy npeacTasnstoT cobol nHopmaunoHHbIi 06bekT SIMPLE-TLV (cm. 5.2.1), To Ans atoro cny-
Yyas B Tabnuue 53 NponnniocTpUpPOBaHO None AaHHbIX KoMaHAabl.

Mapa komaHaa-oteeT WRITE RECORD U kognposaHie P2 npeactasneHsl B Tabnvuax 51 1 52.
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Tab6nwunuya 51— MNapa komanga-oteet WRITE RECORD

CLA Kak onpegeneHo B 5.1.1

INS ‘D2’

P1 Homep 3anucy (‘00" obpaluaeTcs Ha TekyLUyto 3anuch)
P2 Cm. Tabnuuy 52

Mone L, Mpucytcteyet Ans koguposawna N, > 0

Mone paaHHbIX 3anucb, nognexawas onepauumn 3anucu

Mone L, OtcytcteyeT ana koguposanua Ng =0

Mone panHbiX | OtcytcTByeT

SW1-SW2 Cwm. Tabnuubl 5 n 6, rae cooteeTcTBME, Hanpumep, ‘63CX (cm. 7.2.2),'6581, ‘6700, ‘6981’, ‘6982,
‘6986°, ‘6A81°, ‘6A82’, ‘6A83’, ‘6A84’, ‘6A85’

Ta6bnuua 52—P2

b8 b7 b6 b5 b4 | b3 b2 b1 CMmbICNOBOE copepxaHue

X X X X x | — — — | Kopotkuit ugentuchmkatop EF B cootBetcTBMM € Tabnuuen 47
—_ = = = — 0 X X P1, yctaHoBneHHbIN Ha ‘00’:

_- - — — —1|0 0 0 - Mepeasn 3anuce;

—_ —= = = — 0 0 1 - MocnegHnsas 3anuce;

_ - — — —1|0 1 0 - Cnegyowas 3anuce;

—_ — — — —1|0o0 1 1 - Mpeabiaywan 3anuce.

— - - - =11 0 0 | Homep 3anncnsP1:

MpumedvaHune—Jliwboe ppyroe 3HavyeHme SW2 3ape3epBUpPOBaHO Al UCMONb30BaHuA B Gyayliem
NCO/M3K CTK 1/MK 17.

Tabnwuuya 53— lMone gaHHbIX KOMaHAb! (NOMHasa 3anucb OAHOW 3anncu)

Th Ln

(oavH GariT) (opuH vnm Tpu Gaiita) Bce 6aiiTbl Vy

7.3.5 Komanga UPDATE RECORD

KomaHaa nHuuumpyeT oGHOBREHWE KOHKPETHOW 3anuck butaMu, nepeaasaemMbIMU B Nosie 4aHHbIX KOMaH-
Abl. Mpu ncnonb3oBaHUK agpecaunm TeKyLLeh 3anucn koMmaHga AoskHa yCcTaHaBNMBaTh ykasaTe b 3anicu Ha
ycneLlHo 06HOBEHHYIO 3amnuch.

- Ecnu komaHaa npumeHsieTcs k EF, nogaepxxveatoLLemMy NMHeRHY0 UK LUKMMYECKYH CTPYKTYPY ¢ 3anu-
csIMU PUKCMPOBAHHOTO pasMepa, TO OHa AOMKHa NpepbIBATLCS B TOM ciyyae, ecnv AnnHa nepeaasaemMoil sanncu
oTNnyaeTcs OT ANWHbI CYLLLECTBYOLLEN 3aMnCH.

- Ecnv komaHaa npuMensieTcs k EF, nogaepxusatoLemy NMHERHY CTPYKTYpPY € 3annMcsMy nepemMmeHHon
ONVHBI, TO OHa MOXeT BbITb BbINONHEHa, Korda ANnHa nepegasaemMolt 3an1ci OTIIMYaeTCs OT ANWHBI CYLLECTBYO-
LLer 3anuncu.

- Ecnn komaHaa npumeHsieTcs k EF, noaaepkusatoeMy LMKNUYECKY CTPYKTYpPY € 3anuceto pukcupo-
BaHHOro pa3mepa, To onuuWsl KoMaHabl «npegslgywas» (6utel 3,2 n 1 8 P2 yctaHoeneHsl Ha 011), Beaet cebs Tak
Xe, kak komaHaa APPEND RECORD.

- Ecnv 3anuce, obpalleHne Kk KOTOPOR MponexoanT ¢ noMoLLbio P11 P2, HaxoanTcsi B COCTOSIHUN XKU3HEH-
Horo umkna sanvcn DEACTIVATED, To komaHaa 3aBepluaeTcs 6aiTamm cocTossHUIA ‘6287’ 6e3 nsmeHeHunsl cogep-
YKaHWs 3anucu.

Mapa komaHga-oteeT UPDATE RECORD npefcTtasneHa B Tabnuue 54.
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Tabnwnuya 54 — MNapa komaHga-oteer UPDATE RECORD

CLA Kak onpeaeneHo B 5.1.1

INS ‘DC’ wnm ‘DD’

P1 Homep 3anucu (‘00° o6palyaeTcs Ha TEKyLLyIO 3anuch)
P2 Cw. Tabnuuy 52 (INS = ‘DC’) unm 55 (INS = ‘DD’)
Mone L. MpucyTtctByeT Ansa koauposanus N; > 0

Mone AaHHbIX OanHble, nognexawme obHoBneHuto (INS = ‘DC’), unm nHdopmMaumMoHHbIN 06bEKT «CMeLLeHne» 1
NPOU3BOIbHbIN MHGOPMALIMOHHLIN OBBEKT Ansi MHKANCyNAuMM AaHHbIX, noanexawmx obHoBne-
Huto (INS = ‘DD’)

Mone Lg Ortcyrcreyet ansa koguposanusa N, =0

MNMone paHHbIX OrtcyTctByeT

Cwm. Tabnuubl 5 n 6, rae cootBeTcTBME, Hanpumep, ‘63CX (cm. 7.2.2),'6581, ‘6700, ‘6981’, ‘6982,
‘6986’, ‘6A81’, ‘6A82’, ‘6A83’, ‘6A84’, ‘6A85’

SW1-SW2

Ecnv INS = ‘DC’ n ecnu 3anucu siBrsiiotest uHopmaunoHHbIMy obbektamu SIMPLE-TLV (cm. 5.2.1), To ana
aToro cnyyas B Tabnuue 53 gnst HarnNsigHOCTU NPeACTABNEHO Nofe AaHHbIX KoMaHAabl.

Ecnn INS = 'DD’, To komMaHAa 4acTU4HO OOHOBNAET 3anucb, obpalleHue K KOTOPOoK NpoucxoauT ¢
nomMoLLbo P1. Mone AgaHHbIX KoMaHabl A0SPKHO coaepXaTb MHDOPMaUMOHHBIN 0OBEKT «cMelLeHne» (Ter ‘54°) ana
yKasaHus Kako# 6aiT gormkeH 6biTb 0BHOBMNEH NepBbLIM B 3anMMcy U NPOU3BOSbHbLIN MHOPMALIMOHHBIV 06 bEeKT
(Ter ‘53’ unu 73’) ANA MHKaNCyNALUKU AiaHHbIX, Nognexalimx obHOBNEHWUIO.

Tab6nuua 55—-P2cINS=DD’
b8 b7 b6 b5 b4 | b3 b2 bl CmbICNOBOE coaepxaHue

X X X X x | — — — | Kopotkuit ngentncpukarop EF B coorBetctBum ¢ Tabnuuen 47

Howmep 3anucmn B P1:
- 3ameHa;
- lomueckoe AND;
- INNormyeckoe OR;
- lNomueckoe XOR.

I

I

I

I

|
NN
NN =1
~0o-0Ox

Mpumeuyanne—loboe Opyroe 3HAYEHWE 3aPE3EPBMPOBAHO AN  MCMOSb30BaHust B Gyaywem
NCO/MBK CTK 1 MK 17.

7.3.6 Komanga APPEND RECORD

KomaHga wHuumupyeT nubo pervcTpaumio HOBOWM 3anucu B koHue EF, nogaepxusatowwero nuHenHyo
CTPYKTYpY, b0 perncTpaums ogHoro HoMmepa 3anucu B EF, noaaepxusatoLero LMKIUYeckyro cTpykTypy. Mpu
MCronb3oBaHUM agpecaLumn TekyLLel 3anucu komaHaa JokHa yecTaHaBnMBaTh ykasaTenb 3anucy Ha ycnewHo
0BHOBMEHHY10 3anu1ch.

Ecnu komaHaa npumeHsietcs K EF, nogaepxueatoLLemMy IMHEAHYO CTPYKTYPY, € 3anonHEeHHbIMU 3anucs-
MW, TO KOMaHaa NpepbIBaeTCs U3-3a HeoCTaToOYHON 0bnacTu NnamsiTu B danne.

Ecnn komanga npumeHsietca k EF, noggepxvBarolieMy LUKIUYECKYHO CTPYKTYPY, C 3anofHEHHbLIMU
3anMcsiMu, TO 3anuchk ¢ HambonbliMM HoMepoM 3ameHsieTcsl. OHa CTAHOBWUTCS 3anucbio HOMEP  OAVH.
Ecnn 3anncb ¢ HambosbwyM HOMEpPOM 3anncy HaxoOUTCs B COCTOSIHUM XKM3HEHHOTO LiMKa 3anucu
DEACTIVATED, To komaHaa 3aBepluaeTcs baiTaMu COCTOSIHWIA ‘6287’ 6e3 U3MeHeHWUst coaepXKaHUs 3anmcu nnu
HoMepa 3anucu.

Ecnn sanucn B EF nMeloT COCTOSIHWS XXU3HEHHOTO LKA 3anncu, To CoCTosiHWe Ao0aBneHHoR 3anmncu
AomkHo 6bITb ycTaHoeneHo B ACTIVATED ao tex nop, noka He ByaeT ykasaHo MHOe.

Ecnu 3anucu aenstotes MHGOpMaUnoHHbIMK o6bekTamu SIMPLE-TLYV (cM. 5.2.1), To ANnsi 3Toro cnyyas 8
Tabnuue 53 Ana HarmnAAHOCTU NPeACTaBNeHO Mnone AaHHbIX KOMaHabl.

Mapa komanga-otseT APPEND RECORD npeacTaeneHa B Tabnuue 56.
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Tabnwunua 56 — Napa komaHga-otBet APPEND RECORD

CLA Kak onpepeneHo B 5.1.1

INS ‘E2’

P1 ‘00’ (mo6oe apyroe 3Ha4YeHue He AeCTBUTENBHO)

P2 Cwm. Tabnuuy 47 ¢ 6utamm ¢ 3 no 1, yctaHoBneHHsIMM Ha 000 (No6oe apyroe 3HaveHve 3apesepBu-

poBaHO AN ucnonb3oBaHus B Gyaywem)

Mone L. MpucytctByet ansa koguposanusa N, > 0

Mone paHHbIX 3anucu, noanexalme npucoeanHeHuo

Mone L, OtcytctByeT ansa koguposannsa Ny = 0

MNMone AaHHbIX OrtcytctByeT

SW1-SW2 Cwm. Tabnuubl 5 1 6, rge cootBeTCTBUE, Hanpumep, ‘63CX’ (cm. 7.2.2),6581, ‘6700’, ‘6981’, ‘6982,
‘6986’, ‘6A81’, ‘6A82’, ‘6A83’, ‘6A84’, ‘6A85’

7.3.7 Komanga SEARCH RECORD

Komanga nHuLuumnpyeT NpocTom N paclunpeHHbIA U NponpueTapHbliA NOUCK 3annceid, COXpaHeHHbIX B
npegenax EF. Monck MoxeT BbITb orpaHWyeH 3annucsiMm ¢ 3agaHHbIM WAeHTURUKATOPOM UK 3aNUCAMI C HOMe-
poM, 6onbLUXM UM MEHbLUUM, YeM 3adaHHbIA Homep. OH MOXeET BbINOMHATLCA Mo Bo3pacTatoLLemy Unn ybbisa-
toLeMy nopsiaky Homepa 3anucu. MNounck HaunHaeTest Nnbo ¢ nepsoro GaiTa 3anucun (NpocToit nonck), nbo ¢
3aJaHHOro CMeLLEHNA B Npedenax 3anvcu (paclupeHHbIi nounck), Tbo ¢ nepBoro BXoXaeHWUs 3agaHHoro 6aiita
B Npedenax 3anucu (pacllMpeHHbl nouck). Mone gaHHbIX OTBETa BblgaeT HoOMepa 3an1cel, coBnagatoLnx no
KpuTepuio noucka B npegenax EF, noggepxueatowero sanucu. KomaHga gonxkHa ycTaHOBWUTL ykazaTernb 3anncu
Ha MepBYHo 3an1cb, COBNAAAOLLYIO MO KPUTEPUIO Noncka.

B EF, nogaepxuBatoLLeM 3anucu nepeMeHHoR AnnHbl ¢ IMHERHOR CTPYKTYPOW, MOUCK He AOIMKEH YYUTbI-
BaTb 3anuncu, KOTopble Kopoye YeM cTpoka noucka. B EF, nogaepxusatowem 3anucu bukcupoBaHHoOro pasmepa
C NIMHENHON NN LIKIINYECKOWN CTPYKTYPOIA, eCnin CTPoKa novcka AnvuHHee, YeM 3anncu, To KapTa gomkHa npe-
pBaTb KOMaHAy.

3anucu ¢ COCTOSIHUEM XXU3HEHHOTO LIMKIa 3anucu, yetaHoBneHHbIM B DEACTIVATED, AomkHbI UTHOpUpO-
BaTbCHA BO BpeMs noucka.

Mapa komaHga-otBeT SERCH RECORD 1 kogupoaHue P2 npeactasneHs B Tabnuuax 57 n 58.

Tabnwuuya 57 —Napa komaHga-oteBet SERCH RECORD

CLA Kak onpepenexo B 5.1.1

INS ‘A2

P1 Homep 3anucy nim naentudmkatop 3anucu (‘00° obpawaetca Ha Tekyluylo 3anuch)
P2 Cwm. Tabnuuy 58

Mone L, MpucytctByeT Ansa koguposanus N > 0

Mone paHHbIX Crpoka noucka (6utel 3 n 2 B P1 He yctaHoBneHbl Ha 11, npocTon nouck), unu

WHaukaums noucka (2 6aiita) ¢ nocrnegyioweii ctpokon noucka (6utel 3,2 n 1 B P2 yctaHoBneHb! Ha
110, paclumpeHHbI NOUCK), Unu

MponpuetapHoe (6utbl 3,2 n 1 B P2 ycraHoBneHbl Ha 111, nponpueTapHbIi NOUCK)

Mone L, OrtcytcTeyet ansi kogupoBanusi N = 0, npucytcteyeTt ans koguposanusa Ng > 0

Mone pauHbix [ OTCyTCTBYET MM HOMEPaA 3anncen
SW1-SW2 Cwm. Tabnuubl 5 1 6, rge cooTBeTCTBUE, Hanpumep, ‘6282, ‘6982, ‘6CXX’

MpumevwaHnus

1 Mone pgaHHbIX OTBETa OTCYTCTBYET NGO noTomy, yto none L, otcytcreyet, nubo NOTOMY YTO HE HaWAEHO
COOTBETCTBUS.

2 Mone paHHbIX OTBETA He BbiAaeT NAEHTUGUKATOPOB 3anucK, MOTOMY YTO OHWU MOTYT 6biTb HE YHUKANbHLIMK.
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Tabnwuuya 58 —P2

b8 b7 b6 bSs b4 | b3 b2 b1 CmbicnoBoe cofepxaHue

X X X X Xx | — — — | Kopotkuii ugeHtudukatop EF B cootBeTcTBUM C Tabnuuen 47
_- = - = = 0 X x | MpocTto# nouck c nageHTUdmkaTropom sanucu B P1:

- = = = = 0 0 0 - B npaAmMoOm HanpaBneHnn OT NEPBOro BXOXOEHUS;

— = = = = 0 0 1 - B o6paTHOM HanpaBrieHWM OT NOCNenHero BXOXASHWS;
e 0 1 0 - B npaMom HanpaeneHvun oT crnegyowero BXoxXaeHus;
e 0 1 1 - B o6paTtHomM HanpaBneHun oT NpeabiayLlero BXOXaeHusl,
_- = = = = 1 0 x | MpocToi nouck ¢ Homepom 3anucu B P1:

—_ = - = = 1 0 0 - B npsamom HanpaeneHuun ot P1;

—_ = = = = 1 0 1 - B o6patHom Hanpaenenun ot P1;

- - - - -1 1 0 | PaclumpeHHbI nonck (cMm. Tabnuuy 59)

- - - - -1 1 1 MponpueTapHkLIA nonck

B paclwmpeHHoMm noucke (6utsbl 3, 2 n 1 B P2 yctaHoBneHbl Ha 110) none gaHHbIX KOMaHAbl COCTOUT U3
MHAMKaLMK nomcka u3 aByx 6aiToB ¢ nocneayoLlelt cTpokoi novcka. B Tabnuue 59 onpeaeneH nepsbiit GanT
MHAVKALWMK nolcka. B cooTBeTCTBMM C NepBbiM 6aiToM MHAMKaLMM NoMcKa BTopoi 6ainT npeactaensaeT cobol
6o cMelLieHWe, NTMBOo 3HaYeHWe, T. €. MOWCK B 3anMUCAX AOMKEH Ha4YaTLCA NGO ¢ aToro cmeLleHns (abcontoTHasa
no3uuus), nMbo nocne NepBoro BXOXKAEHUS 3TOro 3HaYeHUs.

Tabnuuya 59 —P2

b8 b7 b6 b5 b4 b3 b2 b1 CmbicnoBoe copepxaHue

0 0 0 0 0 — — — | Mocneagytowyit 6aUT — cmelleHne (Hauano ¢ 3Toi No3numn)

0 0 0 0 1 — — — | Mocnegytowyin 6anT — 3Ha4YeHWe (Ha4ano nocrne NepBOro BXOXAEHUS)

—_ - - — —1 0 X x | WaenTndomkarop sannucu s P1:

—_ = = - = 0 0 0 - B mpaAmom HanpaeneHun oT NepBoOro BXOXAEHWUS;

—_ = = = = 0 0 1 - B obpaTtHOM HanpaBreHun OT NOCneaHero BXOXOEHUS;

—_ = = = — 0 1 0 - B npsiMoOM HanpaeneHny oT cnegyowero BXOXAEHUs;

—_ = = = - 0 1 1 - B o6paTHOM HanpaeneHun OT NpPeabIayLLEro BXOXAEHUS.

- = - = = 1 X x | Homep 3zanncu B P1:

- = - = = 1 0 0 - B npamom Hanpaenexuun ot P1;

—_ = - - = 1 0 1 - B o6bpaTHOM HanpaereHun ot P1;

—_ - = = - 1 1 0 - B npsiMOM HanmpaBneHuu OT cnegyowen 3anucy;

_ = = = = 1 1 1 - B o6patHOM HanpaeneHuy oT NpeablayLLen 3anmcy.
MpumeuvaHune —loboe Aapyroe 3HaueHWe 3ape3epBUPOBAHO AnNs WCMOMb3oBaHust B Oygywem

MCO/M3K CTK1 MK 17.

7.3.8 Komanana ERASE RECORD(S)

KomaHga ycTaHaBnuBaeT o4HY UKW HECKONMbKO 3anucel B EF B nornyeckoe coctosiHme rnocne cTupaHus,
nnbo 3anuck, obpalleHne K KOTopor nponcxoanT ¢ nomollbto P1, nubo nocnegosatenbHOCTL 3anncein ns P1
nocnegosaTtenbHO Ao koHUa daina. CTepTble 3anmMcy He A0KHbI yaansaTbes, AOCTYN K HUM eLe MOXeT ObITb
ocylecTeneH ¢ nomoLbto komaHg WRITE RECORD n UPDATE RECORD.

Ecnn kakasi-HWOyab 3anuch, obpalleHue K KOTOpoi npoucxoduTt ¢ nomollbio P1 n P2, Haxogutes B
COCTOSIHUM XM3HEHHOoro Lmkna 3anuck DEACTIVATED, To komaHaa 3aBepluaeTcs ¢ 6aitamm cocTosiHUIA ‘6287’
6e3 n3mMeHeHUs1 cogepkaHus 3anuciu.

Mapa komaHga-oTeeT ERASE RECORD(S) v kogmposaHue P2 npeactaeneHsl B Tabnuuax 60 M 61.
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Tabnwuua 60— lNapa komanga-oteeT ERASE RECORD(S)

CLA Kak onpegenero B 5.1.1

INS ‘oC’

P1 Homep 3anucu

P2 Cwm. Tabnuuy 61

Mone L, MNpucyTcTeyeT ansa koguposaHusa Ng > 0

[Mone paHHbIX

OrtcytcTBYeT

Mone L,

OtcyterByeT ansa koguposanmsa Ng = 0

[Mone paHHbIX

Ortcytereyer

SW1-SW2

Cwm. Tabnuupl 5 n 6, rge cooTBeTCTBUE, Hanpumep, ‘B3CX (cm. 7.2.2),'6581, ‘6700’, ‘6981’, ‘6982,

‘6986°, ‘6A81’, ‘6A82’, ‘6A83’, ‘6A84’, '6A85’

Tabnwuuya 61 —P2

b8 b7 b6 b5 b4 | b3 b2 b1 CmbicnoBoe copepxaHue

X X X X x | — — — | Kopotkuii ugeHtudpukatop EF B cooteetcTBUM € Tabnuuen 47

—_ = = = = 1 X X Homep sanncus P1:

—_- = = - — 1 0 0 - CrepeTb 3anuch P1;

- = = = - 1 0 1 - CTepeTb BCe 3anucu, HaYMHasA ¢ 3anucy ¢ Homepom B P1 1 3akaH-
ymBasi nocnegHewn;

MpumevaHune—Jlioboe Apyroe 3HaueHWe 3ape3epBUMPOBaAHO AN  WCMONb30BaHUA B Gyayuwiem

NCO/MBK CTK1 MK 17.

7.3.9 KomaHga ACTIVATE RECORD

Komanga ACTIVATE RECORD yctaHaBnuMBaeT 3anucb, oGpalleHne K KoTopo NPonucxoauT ¢ nomoLlso P1
n P2, B cocTosHWe xu3HeHHoro uykna sanven ACTIVATED. Komanaa He gonmkHa Bo3aeicTBOBaTb Ha ykasaTenb
3anueu.

Ecnu EF, obpalleHne K KoTopoMy NpoucxoauT ¢ nomoLbto P2, He noaaepkMBaeT COCTOSIHUSA JKU3HEHHOMO
LyKMa 3anncK, To KoMaHaa AoMKHa BbITb NpepBaHa ¢ baikTamu cocTosiHuA ‘6981°.

Ecnu agpecyemMas 3annch ke akTUBUMpOBaHa, TO KOMaHaa JOSKHA BepHYTL 6aiTbl cocTosiHus ‘9000’

Mapa komaHga-oteeT ACTIVATE RECORD u kogmpoBaHue P2 npegctaeneHsl B Tabnuuax Uam. 1-2 n
Nam. 1-3.

Ta6nwnuya MN3m. 1-2 — MNapa komaHga-oteeT ACTIVATE RECORD(S)

CLA Kak onpegeneHo B 5.1.1
INS ‘08’

P1 Homep 3anucu

P2 Cwm. Tabnuuy Uam. 1-3
Mone L, OrtcyterByeT

Mone gaHHbIX | OTcyTcTBYET

Mone Lg OrtcyterByeT

Mone gaHHbIX Ortcytcteyer

SW1-SW2 Cwm. Tabnmupl 5 1 6, rae cooTBeTCTBUE, Hanpumep, ‘6981°, ‘6982, ‘6986°, ‘6A82’°, ‘6A83’

Tabnvwua Nam. 1-3 —P2
b8 b7 b6 b5 b4 | b3 b2 b1

CwmbicnoBoe cojepxaHue

KopoTkuii ngeHtudmkatop EF B cootBeTcTBMM € Tabnuuei 47

Homep 3anncu B P1:
- AkTuBMpoOBaTb 3anucb P1;

Mncnonb3oBaHUA B

MpumMmedvarnue—Jlioboe Opyroe 3Ha4YeHUs] 3ape3epPBUPOBAHO A 6yaywem

NCO/MBK CTK1 MK 17.
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7.3.10 Komanga DEACTIVATE RECORD

KomaHga DEACTIVATE RECORD ycTtaHasnusaert 3anucb, obpalleHue K KOTOPOo OCyLLECTBASIETCSA C MOMO-
weto P11 P2, B cocTosiHne xunaHeHHoro uukna sanvcn DEACTIVATED. KomaHaa He aomnkHa Bo3aecTBoBaTh Ha
yKkasaTesb 3anucu.

Ecnv EF, obpalueHue k KoTopoMy NponcxXoauT ¢ nomoLlbto P2, He nogaepXMBaeT COCTOAHMS XKU3HEHHOTo
LMKna 3an1cu, To koMaHaa AomkHa ObITb NpepBaHa ¢ 6aiTamm cocTosHNS ‘6981,

Ecnu agpecyemas 3anuch yxe AesakTMB/poBaHa, To KoMaHaa AoMmKHa BepHyTb 6aliTbl cocTosHus ‘9000,

[ns akTMBaLmMKM BCeX 3anncen B COCToAHNE XnsHeHHoro Lukna DEACTIVATED, moxeT ncnonb3oBaTbes
komaHaa ACTIVATE FILE. HeaaBMCYMO OT U3MEHEHWs1 COCTOSIHWSA JKU3HEHHOTO LiMKna chaiina, pucyTCTBYyoLLEero
AononHutensHo (cm. MCO/M3K 7816-9), Bce 3anucy 6yayT akTuBUpoBaHbl. A5 akTUBaUUK NUYHLIX 3anuceit
AormkHa ncnonb3oBatbes komanaa ACTIVATE RECORD.

Mapa komaHaa-oteeT DEACTIVATE RECORD u kogupoBaHue P2 npeactaeneHsl B Tabnmuax Aam. 1-4 1
Nam. 1-5.

Tabnwua WMam. 1-4 — MNapa komaHga-oteet DEACTIVATE RECORD

CLA Kak onpegeneHo B 5.1.1
INS ‘08’

P1 Homep 3anvcu

P2 Cwm. Tabnuuy Uam. 1-5
Mone L. OrtcyTctBYeT

Mone gaHHbIX OrtcytctByeT

Mone L OrtcytctByeT

Mone gaHHbIx | OTcyTcTBYET
SW1-SW2 Cwm. Tabnuubl 5 u 6, rae cooTBeTCTBUE, Hanpumep, ‘6981°, ‘6986°, ‘6A82’, ‘6A83’

Tao6bnuuya WNam. 1-5—P2
b8 b7 b6 b5 b4 b3 b2 b1 CMmbICNIOBOe cofepxaHue

X X X X X | — — — | Kopotkuit ugentncukarop EF B cootBetcTBUM C Tabnuuen 47

- - - - -1 X X | Homep 3anucuBP1:
- - - - =11 0 O - [lesaktmempoBatb 3anuck P1;

MpumedvaHue—Iloboe Opyroe 3HaYyeHUst 3ape3epBMPOBAHO AN UCNOMNb3oBaHMA B  Gyaywem
MNCO/MBK CTK1 MK 17.

7.4 O6paboTka UHbOpMaLMOHHOro o6bLekTa

7.4.1 O6Lwue nonoxeHus

NioBas komaHak! U3 3TON rpynnbl MOXeT GbiTb NpepBaHa, ecnu oHa NpumMeHsieTcs k cTpyktype (DF nnu EF),
He noadepvBaroweir MHbOPMaLMOHHbIe 06bekTbl. OHAa MOXET BbiThb BbIMOMHEHa TONBLKO, CIN COCTOsIHUE
3alWmMTLl YOOBNETBOPSIET YCNOBUSAM CEKPEeTHOCTWU, onpeAeneHHbIM 4S8 NPUNOXEHUs B Npegenax KoHTekcTa
chYHKLMN,

INS P1 P2. Bce koMaHaa 3TOW rpynnbl MOTYT UCMOMb3oBaTh HeveTHbIV kog INS (cm. 5.1.2). But 1 B INS
OOIMXKeH UcrnonbaoBaThes BMecTe ¢ P1-P2 B cooTBeTCTBUM C Tabnuuei 62.

Ta6nuya 62—P1-P2

Ycnoeue 3HaveHue P1-P2 CMbICNIOBOE copepkaHue

YeTHbiY kO INS | '0000 WcnonbayeTtcsa ans gemnunra cavina (cm. 8.4), unu gnsi ctpok 6aifTos, npea-
CTaBIeHHbIX kapTol (cM. 8.6)

OT'0040' go '00FF' | Ter BER-TLV (oawH 6ainT) B P2

O1'0100' go '01FF' | MponpueTapHbIn

O71'0200' go '02FF' | Ter SIMPLE-TLV B P2

OT'4000' go 'FFFF' | Ter BER-TLV (gBa 6arita) B P1-P2

HeyeTHbI NpenTtudukaTtop danna nnm KopoTkuin naeHtudukatop EF (cm. TekcT Huxe)
kop INS Iloboe 3HaveHne

MpumeyvyaHune—IJlioboe Opyroe 3HaYeHWe 3ape3epBMPOBAHO [ANs  UCMONb3OBaHMst B Gyayliem
NCO/M3K CTK 1 MK 17.
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-Ecnun 6ut 1 B INS ycraHoBneH Ha 0, a P1 —Ha ‘00, To P2 ot ‘40’ oo ‘FE’ gonxeH ABNATLCA Terom
BER-TLV, cocTosiwmm us ogHoro 6arita. Ecnv Ter BER-TLV geiicTBrTEeneH 1 ykasbiBaeT Ha COCTaBHOE KoaMpoBa-
HWe, To KOMaHaa ycTaHaBNUBaeT COOTBETCTBYIOLLMIA LLIABMOH B Ka4yecTBe TekyLero koHTekcTa. 3HadeHue ‘00FF’
ncnonb3ayetca NMbo Ana NosyveHust Bcex o6LLmx MHdopmaumoHHbIX 06bekToB BER-TLV, untaeMbix B KOHTEKCTE,
nnbo Ansa nHankauun, YTo 3To nore gaHHbIX KoMaHAbl 3akoavpoBaHo B BER-TLV.

-Ecnu 6uT 1 8 INS ycTtaHoBneH Ha 0, a P1 —Ha ‘01’, To P2 o1 ‘00’ go ‘FF’ gomxeH 6bITb MaeHTUdukaTopom
ANA BHYTPEHHUX UCMNBITAHWI KapTbl U ANS NpONpUeTapHbIX YCYr, 3HAYMMbIX B Npegenax 3agaHHoro KoHTekcTa
NPUNOXEHUS.

- Ecnun 6ut 1 yctaHoBneH Ha 0, a P1 — Ha ‘02’, To P2 o1 ‘01’ go ‘FE’ aonxeH 6biTb Terom SIMPLE-TLV.
3HauveHue ‘0200’ 3ape3epBupoBaHoO Ansl UCMoNb3oBaHWs B 6yayuiem. 3HaueHve ‘02FF’ ncnonbayeTca nubo ans
nony4eHus Bcex obLmx nHcopmMaLmnoHHbIX 06bekToB SIMPLE-TLYV, uMtaembix B KOHTEKCTe, NMGO AN MHAuKaLuK,
4YTO None AaHHbIX kKoMaHabl 3akoauposaHo B SIMPLE-TLV.

- Ecnn 6uT 1 B INS ycTaHoBneH Ha 0 1 ecnu 3HaueHue P1-P2 Haxoautcsa B gnana3soHe ot ‘4000’ ao ‘FFFF,
TO OHO AOMKHO BbITL Terom BER-TLV, cocTosilumm 13 asyx 6aiitoB. Ecnu ter BER-TLV geiicTBuTeneH u ykasbisa-
€T Ha cocTaBHOe KoAuWpoBaHUe, To KOMaHAa ycTaHaBNMBaeT COOTBETCTBYIOWMI LWABNOH B Ka4eCcTBe TEKYLLEO
KOHTeKcTa. 3Ha4eHus, KoTopble He AericTBuTenbHbl Anst Tera BER-TLV, coctoswero u3 asyx 6aintos (cm. 5.2.2.1),
3apesepBupoBaHbl AN Uconb3oBaHWs B 6yayLuem, Hanpumep, ‘4000’ v ‘FFFF’.

- Ecnn 61T 1 B INS ycraHoBneH Ha 1, To 6ainTtsl P1-P2 gomkHbl aeHTUMUMpoBaTh can. Ecnv nepBble
oauHHaauaTe 6uT B P1-P2 yctaHoBneHbl Ha 0 v ecnv 6uTei ¢ 5 no 1 B P2 He Bce paBHbI M ecnu kapTa u/unu daiin
noaaepXXuBeatoT BbIGOp 1o kopoTkomy naeHTudukatopy EF, 7o 6uThl ¢ 5 no 1 8 P2 kognpyroT KOpOTKuiA naeHTudu-
kaTop EF (uncro oT ogHoro o Tpuauatu). B npotvBHom criydae, 6aiitsl P1-P2 npeactaenstoT coboii naeHTUduka-
Top caina. baiitel P1-P2, yctaHoBNeHHble Ha ‘0000’, uaeHTudpuumpytoT Tekylwmin EF go tex nop, noka none
AaHHbIX KoMaHAbl obecrnieunBaeT MHOPMALMOHHBIA 06bEKT «ccbinka Ha canny (Ter ‘51°, 5.3.1.2) naeHtuduka-
uveit doaiina. Korga npouecc 3aBepLuaetcs, To uaeHTUdULMpyeMblii chaitn CTaHOBUTCA TEKYLLIUM.

Mons paHHbIX. KoMaHAbl U3 3ToW rpynnbl AOMKHbLI UCMOMb30BaTh MNOAS AaHHbBIX Cnegyowmnm obpasom:

- ecnu 6uT 1 B INS ycTaHoBneH Ha O n ecnu TpebyeTca MHOpPMaLUMOHHBIN 0GBEKT, UM OH NPEAYCMOTPEH B
npegenax TekyLLero KOHTeKcTa (Hanpumep, cpefbl, CBA3aHHOM C KOHKPETHLIM NpUNoXxeHuem, unu Texkyero DF),
TO none AaHHbIX UK cuenneHre nonei gaHHbIX JoSMKHO cogepkaTb none 3HavYeHUs MHbopMaumoHHoro o6bekTa,
T. €. INBGO COOTBETCTBYIOLL M ANIEMeHT AaHHbIX B cryyae nHpopmaumoHHoro o6bekta SIMPLE-TLV unu npoctoit
nHpopMaLMoHHbIR 06bekT BER-TLV, nnn cooTBETCTBYHOLLMIA LIAGNOH B C/TyYae COCTaBHOIO MHGOPMaLNOHHOO
ob6bekta BER-TLV;

- ¢ obonmu kogamu INS, ecrnn npegycMoTpeH Habop MHOPMAaLMOHHBLIX 06BEKTOB UMK ecnu TpebyeTcs
cogepxarue EF, To cooTBeTCTBYOLLIEE MONE AaHHLIX AOMKHO codepaTb MHpopMaLMoHHbIN(e) 06bekT(bl).

7.4.2 KomaHga GET DATA

KomaHga nasnekaet nubo cogepxaHue EF, nogaepxusatoLero MHbopmaLMoHHble 06bekTbl, 6o oguH
MHPOPMaLIMOHHBIA 0BBEKT, BOSMOXHO COCTaBHOM, B Mpegenax TeKyLLEero KoHTekcTa (Hanpumep, cpeapbl, CBA3aH-
HOW C KOHKPETHBLIM NPUNOXeHWeM, Unu TekyLlero DF).

MprvMedyaHune— Ecnm nidopmaums CNnWKOM ANUHHANA AN OAHOTO NonsA AaHHbIX OTBETa, TO KapTa AOJDKHA
BEPHYTb Ha4ano uHgopmaumm ¢ nocnegyowmmm SW1-SW2, ycraHosneHHbiMm Ha ‘61XX. Torga cnepgyiowas komaHaa
GET RESPONSE o6ecneunBaet ‘XX 6aintbl MHopmaumm. MNpouecc MOXeT NOBTOPSATLCA A0 TOro, kak kapta nownet
SW1-SW2, ycraHoBneHHble Ha ‘9000,

Ecnun INS = ‘CB’, To none gaHHbIX KOMaHAbl A0MKHO coaepXaTth TG0 MHDOPMaLMNOHHBIA 06 BEKT «CMCoK
TeroB», NMM60 MHOPMaLMOHHbIA OGBEKT «CMUCOK 3aronoBKOBY, NGO MHOPMAaUMOHHBI 06BEKT «pacLUMpeHHbI
cnucok 3aronoskoB» (Tern ‘5C’, ‘5D, ‘4D’, cm. 8.5.1).

- B cnyyae cnucka Teroe none gaHHbIX 0TBETa AOMKHO NpeAcTaBnAaTL cobol clenneHne HpopMaLMoHHbIX
00bEeKTOB, YKkasaHHbIX B CMICKE TEroB, B TOM Xe nopsake (0anH Ui HECKOMbKO MHMOPMaLMOHHEIX 06BHEKTOB
MOrYT OTCYTCTBOBATL). MycTOi cnucok Teroe TpebyeT Bce A0CTYNHbIE MHGOPMAaLMOHHbIE 0GLEKTHI.

- B cnyyae cnvcka 3aronoBKoB norie AaHHbIX 0TBeTa JOSKHO NpeAcTaBnsiTb cobO0 cuenneHne yceyeHHbIX
WHpOpMALIMOHHBIX 06 LEKTOB, YKa3aHHbIX B CMIMCKE 3arofoBKOB, B TOM Xe nopsigke (0AWH U Heckonbko nHdop-
MaLMOHHbIX 0GBbEKTOB MOTYT OTCYTCTBOBATh).

- B cnyyae paclunpeHHoro cnvcka 3arofioBKOB rnorse AaHHbIX 0TBETA A0SMKHO NpeacTaBnsTb cobol cuenne-
HWe MHOPMALMOHHBLIX 06 LEKTOB, NOMYUEHHbIX U3 PACLLMPEHHOTO CNCKa 3arofoBKOB B COOTBETCTBUM € 8.5.1.

Koraga nmeeTtcs HeckonbKo BXOXKAEHWIA Tera, To HacTOsALLWIA pa3aen He onpeaensieT, Kako MHdopmaLoH-
HbIli 06BEKT BO3BpALLAeTCs, TaK KaK 9TO 3aBUCUT OT onpedeneHns, CyLLHOCTU WK cogepXaHus MHopMaLoH-
Horo oGbekTa.
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Ecnu dusmnuecknin nHTepdeiic He NO3BONSET KApTe OTBETUTL HA BOCCTaHOBNEHWE, HAaNpUMep, YHUBEpCanb-
Has nocnegosatenbHasi LW1Ha Uy AOCTYM € UCMOMb3oBaHNeM paanodYacToTHON cBsAsK, To komaHaa GET DATA
MOXeT W3BNeYb onpeaeneHHyto nHdopmaLuio B kapTe B cooTBeTCTBUN ¢ P1-P2. U3 KapThl MOXeT 6biTb U3BneYeHa
cnegyroLan onpegeneHHas MHgpopmMaums:

- npu INS =‘CA’ o:

-Tere ‘5F51' — OTBeT-Ha-BoccTaHoBNeHe — cTpoka U3 He 6Gonee 32 6alWTOB B COOTBETCTBUM C
NCO/MOK 7816-3;

- Tere ‘5F52’ — BaiiTbl NpeasIcTopun — cTpoka 13 He bonee 15 GaliTo B cooTBeTCTBUM € 8.1.1, Nnbo

- npu INS = ‘CB’ n nyctom cnucke Teros ob:

- ngeHTtudpmkartope daina ‘2F00’ — cogepxaHune EF.DIR npeacTtaenset coboit Habop HbopMaLMOHHBLIX
obbekToB BER-TLV B cooTBeTcTBUN C 8.2.1.1;

- ngeHTudmnkaTtope daiina ‘2F01’ — cogepxaHue EF.ATR npeacraenseT coboi Habop nHopMaUnOoHHbIX
ob6bektos BER-TLV B cooTBeTCcTBMM C 8.2.1.1.

MpumevyaHnunsa

1 (cnpaBovHas wHcopmaumsa) B cooteeTcTBMM C  M3ndeckuMm  MHTepdericoMm, onpedeneHHsiM B
NCO/M3K 7816-3, kapTa oTBeqaeT Ha Niobylo onepaumio «XONOAHOTO» UMW «FropsSIMEro» BOCCTAHOBNEHUS ¢ NOMOLLBIO
KOHTakToB. OTBET Ha BOCCTAHOBIEHWE — 3TO MOCNEeA0BATENBHOCTD aCMHXPOHHBIX 3HAKOB. HavanbHbeii 3Hak TS ykasbl-
BaeT npaBuna gns AeKoaupoBaHuss GalTOB B 3Hakax M npepgraraeT anbTepHaTMBHOE M3MeEpeHue 3neMeHTapHON
eauHWLbl BpemeHu. HecmoTps Ha TO, YTO OH MOXeT ObiTb 4eKOOUPOBaH B COOTBETCTBUM C YKa3aHHbIMW NpaBunamm,
TS npegctaensier coboli nocnegoBaTeNlbHOCTb  CMHXPOHU3MPYIOWMX  MMNYNbCOB, a He 6ailTt. B cootBeTCcTBMM B
NCO/M3K 7816-3, OteeT-Ha-BoccTraHoBneHne — a1o cTpoka He 6onee 32 GaiToB, nepejaBaeMbix Npu OTBETE Ha BOC-
CTaHOBNEHWe, a UMeHHO obsi3aTenbHbI 6anT chopmaTa TO, 3a KOTOpbLIM cneayeT AononHuTenbHble 6aiThl MHTEpPdenca,
JononHuTeneHble 6aiTel NpegbicTopun (He Gonee 15 6ainToB NpeALICTOPUN, KOAMPOBaHHLIE B cooTBeTCcTBUM C 8.1.1) n
ycrnoBHbIA KoHTponbHbIi 6at TCK. Ecnn TCK npucytcteyet, To onepaumn OR Hag Bcemu 6antamm ot TO go TCK
BKITIOYMTENBbHO ABMNSIOTCA HYNsIMU.

2 OnsavHcopmaumn ATR, ecnu none L, kogupyeT 4ncno, MeHbLLIee YeM TOYHast AfMHa, To, KapTa npegnoqtuTens-
HO AOIKHa MpepBaTh KOMaH4y NyTem Bo3epaTa Toneko SW1-SW2, yctaHoeneHHbix Ha ‘6CYY’, ana ykasaHua TOYHOTO
ymcna AocTyrnHbIX 6aNToB AaHHbIX, HEXeNWU BepHyTh Havano nidopmauum ¢ nocnegyowmmm SW1-SW2, yctaHOBNEHHbI-
Mu Ha ‘61XX’. OgHako ‘6C00’ o6o3HauvaeT 256 GanToe unu Gonee. Ecnu nmeetcs 6onee 256 GaiitoB, To SW1-SW2,
yCTaHOBMeHHble Ha ‘61XX’, ykasbiBatoT, 4To ‘XX 6aiThl BCe ele JOCTYMHbI.

Ecnuv none L, cogepkuT Tonbko ycTaHoBMNeHHbIe Ha ‘00’ 6aiiTel, To Bca Tpebyemas nHcpopmMauma AomkHa
ObITb BO3BpALLleHa B Npeaenax Makcumyma 256 ans kopoTkoro nons L, unv 65536 ana pacwupeHHoro nons L.
Mapa komaHga-oteeT GET DATA npeacTasneHa B Tabnuue 63.

Tabnwuua 63 —MNapa komaHaga-oteeTr GET DATA

CLA Kak onpegeneHo B 5.1.1

INS ‘CA vnu ‘CB’

P1-P2 Cwm. Tabnuuy 62

Mone L, OtcytcTByeT ansa koguposanua N, = 0, npucyTcTeyeTt gna koguposanua N > 0

Mone gaHHBIX OtcytcteyeT (INS = ‘CA), nnn MHMOPMaLMNOHHbLIN OBBLEKT «CNMCOK TEFOB» MNWU MH(OPMALMOHHBLINA
06beKT «{paclumpeHHbIi) cnncok 3aronoekoBy (INS = ‘CB’)

Mone L, MpucyTcTeyeT Ans koguposanua N, > 0

Mone gaHHbIX BariTel gaHHbIX B cooTBeTCTBUM ¢ P1-P2 (INS = ‘CA’), unm cuennenne nHopmMaunoHHbIX 0O6bekToB
BER-TLV (INS =‘CB’)

SW1-SW2 Cwm. Tabnuubl 5 1 6, rage cooTBeTCTBUE, Hanpumep, ‘61XX’, ot ‘6202’ no ‘6280’, ‘6281’, ‘6700’, ‘6981,
‘6982', ‘6985’, ‘6A81’, ‘6A88’ (MHMOPMALMNOHHLIN OOBLEKT HE HaNAEH, T.e. CCbINOYHbIE JAHHBIE He
HangeHsl), ‘BCXX

7.4.3 Komanpga PUT DATA

KomaHga nHuumumnpyet ynpasneHune nnbo cogepxaHnem EF, nogaepxuvsatoLLero MHgpopmMmaumoHHble 06bek-
Tbl, MIM60 0gHUM UHGOPMAaLOHHBIM OBBEKTOM, BOSMOXHO COCTaBHbIM, B Npeaenax TeKyLWero KOHTeKcTa (Hanpu-
Mep, cpedbl, CBA3aHHOM C KOHKPETHbLIM NpunoXxeHueMm, nnn Tekywwero DF). Hanpumep, oHa no3sonseT nocoinatb
KoMaHAy Ha BbIMosiHeHWe (Ter ‘52°) uniu cepTudpmkaT depxaTens KapTol (Ter ‘7A21’), koTopble MOryT 6bITb CANLLKOM
ANVHHBIMW A4Ns 04HOW KoMaHadbl. Ecnn MHopMaUWOHHbI 06bEeKT ABNSETCS CAULWKOM ANMHHBIM AN OQHOM KO-
MaHaa, To HeobXoaAMMO NPUMEHSTL LiernoYky koMaHa (cM. 5.1.1.1); none 3Ha4veHUa HOpMaLUOHHOro 06bekTa
ABNSETCA cLeneHWem nonei gaHHbIX KoMaHabl.
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OnpepgeneHue, CyLLHOCTb UK coaepkaHne MHOPMaLMOHHBIX 00 bEKTOB AOMKHbI BbI3bIBATE TOYHbIE (DYHK-
LW yrnpaBneHusl, HanpumMep, ogHoKpaTHas 3anucb, U/unn obHoBneHwe W/unu npucoeguHeHve.

SW1-SW2, ycTaHoBneHHble Ha ‘63CX’, ykasblBatoT Ha ycnellHbll 06MeH COCTOSIHUA NaMsATU, HO rnocre
BHYTPeHHel nporpaMmmbl noBTopeHui; X' > ‘0’ kognpyeT YMcno NoBTOPHbIX NomnbiTok; X' = ‘0’ 03Ha4aerT, uto cyert-
YMK He NPeayCMOTPEH.

Mapa komaHga-oTeeT PUT DATA npeacTtasneHa B Tabnuue 64.

Tab6nwuuya 64 — MNapa komaHpga-oteetr PUT DATA

CLA Kak onpegeneno B 5.1.1

INS ‘DA vnm ‘DB’

P1-P2 Cwm. Tabnuuy 62

Mone Lg MpucytctByeT ana koguposaHusa Ng > 0

Mone AaHHbIX

Bavitel gaHHbIX B cootBeTcTBUM ¢ P1-P2 (INS = ‘DA’), unu cuennenme MHGMOPMAaLMOHHBIX OOBbEKTOB

BER-TLV (INS =‘BD’)

Mone Lg

Ortcytcteyet ansa koguposaHnsa Ng =0

Mone gaHHbIX

OrtcytctByeTt

SW1-SW2

Cwm. Tabnuubl 5 n 6, rge cooTBeTCcTBME, Hanpumep, ‘63CX’, ‘6581, ‘6700’, ‘6981°, ‘6982, ‘6985,
‘6A80’, ‘6A81’, ‘6A84’, ‘6A85’

7.5 OCHOBHbIe cpeAcTBa 3alUThbI

7.5.1 O6wme nonoxeHus

KomaHgbl aTol rpynnel pesepsupytoT P1-P2 ans obpalleHus K anroputmy 1 HEKOTOPbIM COOTBETCTBYHOLLIMM
3TaNOHHbLIM AaHHbLIM (HanpuMep, knouy). Ecnv umeeTca TekyLwmi KoY U TEKYLUIA anropuTMm, TO KOMaHaa MOXeT
WX CNONbL30BaTL B HESABHOM BUAE.

P1. Ecnu He ykaszaHo nHoe, To P1 oBpallaeTtca Kk anropuTmy, KOTOpbI AOMKEH UCcnonb3oBaThes: Nubo kK
KpunTorpadpuyeckomy anroputMmy, nmbo k buomerpudeckomy anroputmy (cm. MICO/M3IK 7816-11 [4]). P1, ycTa-
HOBMeHHbIR Ha ‘00’, o3Ha4vaeT, 4To uHdopMaLmsa He NpeaocTaBneHa, T. €. ykasatenb nubo usBecteH 4o nogayv
KoMaHzbl, Nnbo cogepXuTcst B Nose AaHHbIX.

P2. Ecnu He yka3zaHo UHoe, To P2 knaccudpmumpyeT cebifiouHble AaHHbIe B COOTBETCTBUM ¢ Tabnuuen 65.
P2, yctaHoBneHHbI Ha ‘00’, 03HayaeT, 4To MHhbopMaums He NpedocTaBneHsbl, T. €. kBanudukatop nnbo nasecteH
0o noAaun KoMmaHgbl, Nubo cogepXkuTcs B none AaHHbiX. KBanudukatopom MoxeT 6bITh, Hanpumep, HoMmep
naponsi, U HoMep KIkoda, N KopoTkuiA naeHTUdukatop EF.

Ta6bnuua 65—P2

b8 | b7

b6

b5 b4 b3 b2 bl

CmbicnoBoe copepxaHue

0

0

0 0 0 O 0

Mudopmaumsa He npepocraBneHa

mobanbHble CCbiNoYHble AaHHble (Hanpumep, cneunanbHbIiA Naporb
unum ko4 MF)
CrneundunyHbIe CCbINOYHbIE AaHHbIE (Hanpumep, cneunanbHbii Naporb
unm knioy DF)

00 (nmoboe apyroe 3HayeHve 3ape3epBUPOBAHO ANA UCMONb30BaHUS B
Byaywem)

Keanudukarop, T. €. HOMep 3TanoOHHbIX 4AaHHLIX UM HOMEP CEKpeTa

Npumeyanune—Komanga MANAGE SECURITY ENVIRONMENT moxeT yCcTaHOBUTL CCbINKy Ha anroputm n/unm
CCbINKY Ha KBanNWdUKaTop AaHHbIX.

B aton rpynne komang SW1-SW2, yctaHoeneHHsle Ha ‘6300’ unu ‘63CX’, ykasbiBatoT, 4To Bepudukaumna
3asepLunnace HeycneluHo, X' > ‘0’ kogupyeT 4Mcno aanbHerLwnX paspelleHHbIX nonbitok. SW1-SW2, yctaHos-
NeHHble Ha ‘6A88’, 03Ha4aloT «CCblTOYHbIE JaHHbIe He HalaeHbI».
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7.5.2 KomaHga INTERNAL AUTHENTICATE

KomaHaa INTERNAL AUTHENTICATE nHuumMupyeT BbluMcieHne KapTol ayTeHTUDUKALUOHHBIX AaHHLIX C
1cnonbL30BaHNeM AaHHbIX 3a4a4u, NochbinaeMoii ¢ YCTPOMCTBA COMPSBKEHWS, U COOTBETCTBYHOLLErO cekpeTa (Ha-
npumMep, Kntoua), XpaHsLerocs B kapTe.

- Ecnu cooTeeTCTBYIOWMIA CEKPET NpucoednHeH k MF, To komaHaa MOXeT NMPUMEHSATLCA ANs ayTeHTudmKa-
LW KapTbl B LIENOoM.

- Ecnu cooTBeTCTBYIOLLMIA CEKPET NpucoeanHeH Kk gpyromy DF, To kKoMaHAa MOXeT NPUMEHATLCA Ans ayTeH-
Tudbukauum atoro DF.

YcnelHoe BbINoNHeHWe ayTeHTUdUKaLMm MOXeT NOAYMHATECS YCNeLLHOMY 3aBepLUeHMIo NpeaLlecTByo-
LWmx komaHg (Hanpumep, komang VERIFY, SELECT) unu Beibopy (Hanpumep, COOTBETCTBYIOLLEro cekpeTa).

KapTa MoXxeT 3anmcaTb, CKOMbKo pas komaHaa bbina BbizBaHa As1si Toro, Ytobbl orpaHU4nTb YACNo AanbHen-
LUIMX UCNOSb30BaHMI COOTBETCTBYHOLLErO CeKpeTa UM anroputMa.

MpumeyaHune— lNone AgaHHbIX OTBETA MOXET BKMoYaTe B cebsa gaHHble, NPUrogHbIe Aflst UCNONb30BaHMsI
OanbHEeNWMMU 3aLWMTHBIMK PYHKUMAMY (Hanpumep, CryYyariHoOe Ymcro).

Mapa komanga-oteeT INTERNAL AUTHENTICATE npeactaeneHa B Tabnvue 66.
Tabnuuya 66 — Mapa komaHga-oteeT INTERNAL AUTHENTICATE

CLA Kak onpegeneHo B 5.1.1

INS ‘88’

P1-P2 Cwm. 7.5.1 u Tabnuuy 65

Mone L, MpucytcTtByeT Ansa kogvposauusa N > 0

MMone gaHHbIX HaHHble, kacawowmeca ayteHTudukaumm (Hanpumep, 3agaqa)

Mone Le MpucyTtetByeT Ans koguposanus Ng > 0

Mone gaHHbIX HanHble, kacaowmecs ayTeHTudMKaummn (Hanpumep, oTBeT Ha 3agady)

SW1-SW2 Cwm. Tabnuubl 5 1 6, rae cooteeTcTBUE, Hanpumep, ‘6300° (cm. 7.5.1), ‘63CX (cm. 7.5.1), ‘65871,
‘87007, ‘6982’, ‘6983’, ‘6984’, ‘6A81’, ‘6A82’ ‘6A86’, ‘6A88’ (cm. 7.5.1)

7.5.3 Komanpa GET CHALLENGE

KomaHpaa TpebyeT Bblgayu 3agayuu (Hanpumep, B BUAE CriydaitHoro Yucna ans kpuntorpaduyeckoi ayTeH-
Tudmkaumm nnu dppassl Ans 3anpoca bBuomeTpuyeckoit ayTeHTUdMKALMK, UCTIONb3YIOLLIEN 3an1ch rofioca) A4ns
ncnonb3oBaHWsA B NpoLeaype, CBA3aHHOM ¢ 3awmuTon (Hanpumep, B komaHae EXTERNAL AUTHENTICATE).

HaHHas 3agava AecTBUTENbHA, MO MEHbLUEW Mepe, ANns cneayloLle KoMmaHabl; HaCcTOSALWMIA pasgen He
onpegensieT 4oNonHUTenNbHbIe YCNoBusS.

Mapa komaHga-oteeT GET CHALLENGE npeacraeneHa B Tabnuue 67.

Tabnwnuya 67 — MNapa komanpga-oteer GET CHALLENGE

CLA Kak onpegeneHo B 5.1.1

INS ‘84’

P1 Cwm. 7.5.1

P2 ‘00’ (no6oe gpyroe 3HaudeHve 3ape3epBUPOBAHO AMsl UCMONb30BaHusA B Gyayuiem)
Mone L. OtcytctByeT Ans koguposanua N, =0

MNMone gaHHbIX OrtcyTctByeT

Mone Lg MpucyTctByeT Ansa koguposanus Ng > 0

Mone AaHHbIX 3apgava

SW1-SW2 Cwm. Tabnuubl 5 1 6, rae cootBeTcTBME, Hanpumep, ‘6300 (cm. 7.5.1), ‘63CX (cm. 7.5.1), ‘6581,
‘6700, '6982’, '6983’, ‘6984’, ‘6A81’, ‘6A82’ ‘6A86’, ‘6A88’ (cm. 7.5.1)

7.5.4 Komanaa EXTERNAL AUTHENTICATE

KomaHaa ycnoBHo 06HOBAET COCTOSIHME 3alMThl, UCNONb3Ys pe3ynbTarT (4a UK HeT) BbIYUCIIeHWS, OCY-
LLECTBMSEMOro KapToi U 0CHOBAHHOIO Ha AaHHbIX 3a4auv, paHee BblAaHHOW kapToi (Hanpumep, Ha koMmaHgy GET
CHALLENGE), kntoue, BO3MOXHO, CEKPETHOM, XpaHsiLLEMCS B KapTe, 1 ayTeHTUUKALMOHHBLIX AaHHLIX, nepeaa-
BaeMbIX YCTPOWCTBOM COMPSKEHWSI.
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No6oe ycnelwHoe BbinonHeHne ayteHTudmkaumm TpebyeT UCMoNb30BaHWUA AaHHbIX NocneaHe 3agayu, no-
nyYeHHOW ¢ kapTel. Kapta MoXeT peructpupoBarh 6esycrneluHbie onepauuy ayTeHTudukaumy (HanpumMep, ¢ Lenbio
orpaH1M4eHna Yucna ganbHenLwero UCNoNb30BaHNs! CCbINIOYHbIX AaHHbIX).

OTcyTcTBUE NONA AaHHBLIX KOMaHAL!I MOXeT 6bITb UCMoNb3oBaHO NGO AN NONYYEeHUs YUCna AanbHERLNX
paspeLueHHbIX nonbiTok X' (SW1-SW2, yctaHoeneHsl Ha ‘63CX’), nvbo ana nposepku TpebyeTcs nu Bepudukauma
unu HeT (SW1-SW2 yctaHoeneHb! Ha ‘9000°).

Mapa komanpa-oteeT GET CHALLENGE npeactasneHa B Tabnuue 68.

Tab6nwuuya 68 — Napa komanpa-oteer GET CHALLENGE

CLA Kak onpegenexo B 5.1.1

INS ‘82’

P1-P2 Cm. 7.5.1 n Tabnuuy 65

Mone L, OtcytcrByeT ana koguposahus N, = 0, npucytctByeT Ans koguposaumns N > 0

Mone gaHHbIX OTcyTeTBYeT ANA AaHHBIX, KAacalowmxcsi ayTeHTMdukaumm (Hanpumep, OTBET Ha 3aaaqy)

Mone Lg OtcyTerByeT ans kogupoBanust N, = 0

Mone paHHbIx | OTcyTCTBYET

SW1-SW2 Cwm. Tabnuupl 5 1 6, rge cootBeTcTBME, Hanpumep, ‘6300° (cm. 7.5.1), ‘63CX (cm. 7.5.1), 6581°,
‘6700°, '6982’, ‘6983, ‘6984, '6A81’, ‘6A82" ‘6A86’, ‘6A88’ (cm. 7.5.1)

dyHkuna MUTUAL AUTHENTICATE. ®yHkuma MUTUAL AUTHENTICATE ucnonbayeT Te e pyHKumo-
HanbHble BoaMoxHocTu, uTo 1 koMaHasl EXTERNAL 1 INTERNAL AUTHENTICATE. Ona onupaetcsa Ha npeabiay-
wyto komaHay GET CHALLENGE v kntod, BO3MOXHO CEKPETHbIN, XpaHALWMIACA B KapTe. KapTa 1 yCTpORCTBO
COMpsXeHWs pacrpeaensioT AaHHble, KacatoLyecs ayTeHTudunkaumm 1 BkoYaloLwme Ase 3agaqn: ogHa BoiaaeT-
CS KapToW, Apyras — YyCTPOWCTBOM COMPSBKEHNS.

Mpumeyanune— KomaHga MOXeT MCMONb30BATLCA AJ1S1 BbIMOMHEHNA ayTeHTUdMKaummM CornacHo pasgenam
2n 3 NCO/M3K 9798 [8].

Onepauuns MOXeT ObiTb BbIMOMHEHA, TOMLKO €CIM COCTOSIHUE 3alLuThl YAOBNETBOPSIET aTpubyTam cekpeT-
HOCTW ANs 3TOI onepaluu.
Mapa komaHga-oTeeT Ans pyHkun MUTUAL AUTHENTICATE npeacraBneHa B Tabnuue 69.

Tab6nuuya 69— Mapa komaHaa-oTeeT ans dyHkumn MUTUAL AUTHENTICATE

CLA Kak onpegeneHo B 5.1.1

INS ‘82’

P1-P2 Cwm. 7.5.1 n Tabnuuy 65

Mone L, MpucytcTeyet ana koguposauus N > 0

[Mone AaHHbIX HanuHble, kacaowmecs: ayTeHTUdMKALMMN

Mone L, MpucyTtcTeyeT ans koguposanus Ng > 0

Mone paanHbIx | OtcyTcTRYET

SW1-SW2 Cwm. Tabnuubl 5 1 6, rage cootBeTcTBUE, Hanpumep, ‘6300’ (cm. 7.5.1), ‘63CX" (cm. 7.5.1), ‘6581,
‘6700’, ‘6982, ‘6983, ‘6984’, ‘6A81’, ‘6A82’ ‘6A86’, ‘6A88’ (cm. 7.5.1)

7.5.5 Komanpa GENERAL AUTHENTICATE

Komanga ontumusupyet dpyHkumn EXTERNAL, INTERNAL n MUTUAL AUTHENTICATE; a umeHHo: nu6o
06BbEKT BO BHELLHeW cpeae ayTeHTUdMumpyeT 06bekT B kapre (pyHkums INTERNAL AUTHENTICATE), nu6o obbekt
B KapTe ayTeHTUdUUMpyeT obbekT Bo BHelwHel cpege (dyHkuma EXTERNAL AUTHENTICATE), nu6o 1 to u
apyroe (cyHkums MUTUAL AUTHENTICATE). MNMoka npeaHasHaveHHble AnA ayTeHTuduKaunum MexaHnamel
BK/toMatoT B ce6s1 napbl 3agada-oteeT, komaHabl EXTERNAL v INTERNAL AUTHENTICATE uckntovaloT MexaHua-
Mbl ayTeHTUcbMKaLmm, BKNovatoLLme B cebs TpoliKy cBuaeTenbLCTBo-3agaqa-oteeT (cM. MCO/M3K 9798-5 [8]). Mpu
obMmeHe Tpolikoi TpebyeTcst ABe Unu Heckonbko nap komaHaa-oteeT GENERAL AUTHENTICATE: Takue napebl
koMaHAa-oTBeT MOryT BbITh cuernneHbl (cM. 5.1.1.1).
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®yHkuma (Mmoo EXTERNAL, nv6o INTERNAL, nn6o MUTUAL AUTHENTICATE) moxeT 6bITb BbiNosHeHa,
TONbKO ECINI COCTOSIHNE 3aLLUThI YAOBMNETBOPSIET aTpUbyTam CeKpeTHOCTM A1 aTol onepauuu. Mioboe ycneluHoe
BbINOMHEHWE ayTeHTUdUKaLMN MOXET NOAHYUHATLCS YCreLwHOMY 3aBepLUeHUIo NpedLllecTBYIOWMX koMaHa (Ha-
npumep, komang VERIFY, SELECT) unv Beibopy (Hanpvmep, COOTBETCTBYOLLEro cekpeTa). Pesynstart (aa nnm
HeT) MPOBEPKU, BbIMOSTHAEMON KapTol, MOXET NpK ornpeaeneHHbIX YCroBusiX 0BHOBUTE cocTosiHMeE 3awuThl. KapTa
MOXET PerncTpupoBaTb, CKOSbKO pas yHKLUMS Bbina BelaBaHa Ans Toro, 4Tobbl OrpaHNynTbL YACNO darnbHERLLNX
UCMoNb30BaHWIN COOTBETCTBYHOLLIErO cekpeTa Unn anropuTma. KapTa MoXeT perncTprpoBaTh 6e3ycnellHble one-
pauunun ayTeHTUdUKaLum (Hanpumep, ¢ Lesfbio orpaHnYeHns Yicna danbHerwero NCnofb3oBaHusl CCbINOYHbIX
AaHHbIX).

Mapa komaHaa-oteeT GENERAL AUTHENTICATE npeactaeneHa B Tabnuue 70.

Tab6nuuya 70 — MNMapa komaHga-oteeT GENERAL AUTHENTICATE

CLA Kak onpegeneHo B 5.1.1

INS ‘86" unn ‘87’

P1-P2 Cwm. 7.5.1 u Tabnuuy 65

Mone Lg MpucytctByeT Ansa kogvposanusi N > 0

Mone gaHHbIX HaHHble, kacawwpmecsa ayTeHTUdMKaLmMm

Mone L OtcyterByeT Ansa kogmposaHusa N = 0, npucyTcTByeT ans koguposaHusa N > 0

MNMone paHHbBIX OTcyTtctBYyeT (Nnb0 BCriegcTBMe OTCYTCTBMS nons L, Hanpumep, nocnepHsisi kKomaHga yHKumMm
EXTERNAL AUTHENTICATE, nu6o npouecc npepeaH), unum AaHHbie, Kacawowmecs: ayteHtudu-
Kauum

SW1-SW2 Cwm. Tabnuubl 5 n 6, rae cooteeTcTBME, Hanpumep, ‘6300° (cm. 7.5.1), ‘63CX (cm. 7.5.1), ‘6581’,
‘6700, '6982’, ‘6983’, ‘6984’, ‘6A81’, '‘6A82" ‘6A86’, ‘6A88 (cm. 7.5.1)

Ecnwv npucyTcTByeT, TO Kaxkaoe rnosne AaHHbIX AOMKHO coaepXaTb MeXoTpacneBoi WwabnoH, obpalleHune k
KOTOpoMYy npoucxoauT ¢ nomollbto Tera ‘7C'. B wabrnoHe anHaMUYecKon ayTeHTUUKaumum KOHTEKCTHO-
3aBWCUMbIN KNacc (NepBbili 6aiT ot ‘80’ Ao ‘BF’) 3apesepsupoBaH Anst MHOopMaLMOHHBIX OGbEKTOB «AuHAMUYEC-
Kas ayTeHTUhMKaLms», Kak nepedncrneHo B Tabnuue 71.

Tab6nwuya 71 — NHdopmaunoHHbIe 006beKTbl «AMHaMUYeckasa ayTeHTUdmKaums»

Ter 3HaveHune

‘7B’ Habop nHopMaLMOHHbIX 06BEKTOB «AMHaMUYecKas ayTeHTUUKaLMs» CO CrieaylowmMy Teramm

‘80° CBugeTenbCcTBO (HanpvMep, O4HO WIIM HECKOINbKO MONOXUTENbHbIX YACen MeHbLUue, YeM WCMOorb-
3yemble OTKPbITbIE MOAYNN)

‘81’ 3apava (HanpumMep, 04HO UMM HECKOIbKO YMCer, BO3MOXHO Hynew, MeHblle, Yem UCronb3yemast
OTKpbITas 3KCMOHEHTA)

‘82’ OTBeT (Hanpumep, 04HO UMW HECKOIBLKO MONOXUTENbHBIX YMCeN MEeHbLUe, YeM UCMONb3yeMble OT-
KpbITble MOZynW)

‘83’ dukcrpoBaHHasa 3agada (Hanpumep, XawWw-koa unu Gonblume crnyvaiHbie Yicna, BKYarLwme ogHy
WINM HECKOMNbKO 3aaav)

‘84’ Kog ayteHTudukaumm (Hanpumep, X3W-KOZ OAHOrO WIM HECKOMbKUX MOMen AaHHbIX M UHGopMa-
LIMOHHbIA OBBEKT «CBUAETENbCTBOY)

‘85’ OkcnoHeHuman (Hanpumep, MONOXUTENbHOE 4YWUCNO ANs YCTAHOBMEHWSA CeaHCOBOro Kiya ¢
NMoMOLLbI0 METOAAa COMMacoBaHus Kioua)

‘A0’ LlabnoH naeHTndUKaLMOHHBIX OAaHHbIX

MpumeyaHue— B gaHHom koHTekcTe MCO/MOK CTK 1 MK 17 3apesepeupoBan nobon gpyrovi nHdopma-
LIMOHHbI OGBEKT KOHTEKCTHO-3aBUCMMOrO Knacca (nepebivt 6anT ot ‘80" go'BF’).

B npegenax mexoTpacnesoro WwWabnoHa Ans AnHaMmuyeckoi ayTeHTUdMKaLUM NPUMEHSIOT crieaytolime
npasuna:

- ecnv UHOPMaLMOHHLI 06LEKT NycTol B LabrioHe, To OH AomkeH GbITb 3anoniHeH B WabnoHe creayto-
Lero nons AaHHbIX;
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- B MepBOM Mose AaHHbIX KoMaHAbl WabnoH ykasbieaeT PYHKUMIO AMHAMUYECKON ayTeHTUdMKaLMmM creayro-
LM oBpasom:

-3anpoc cBMAeTenbCTBA, HanpuMep nycTtoe cBuAaeTenbcTBo, obosHauyaeT dyHkumio INTERNAL
AUTHENTICATE;

- 3arnpoc 3agadu, Harnpumep nycras 3agaqa, o6o3Hadaet chyHkumio EXTERNAL AUTHENTICATE;

- OTCYTCTBME NYCTOro MHopmaLmoHHoro o6bekTa o6o3HaqaeT dpyHkumio MUTUAL AUTHENTICATE. Janee,
noka KapTa He npepBeT Mpouecc, WabnoH B Mofe AaHHbIX OTBETa AOKEH codepXkaTb Te Xe camble
WHpopMaLMOHHbIE 0BbeKThl, UTO W WabrnoH B none AaHHbIx komaHgbl. ®yHkunsa MUTUAL AUTHENTICATE
no3sonsieT AByM oObekTam cornacoBaTb CECCMOHHbLIE KoYM, UCMONb3ysl Napy SfeMeHTOB AaHHbIX « QKCno-
HeHuwWan», obpalleHune K KOTOPbIM NPOUCXOANT C MOMOLLLIO Tera ‘85’ (cM. MeTobl CornacoBaHus Kioden no
NCO/M3K 11770-3[14]).

OuHamuueckas ayTeHTUUKaLWS MOXKET 3aLLMTUTB MoNs AaHHbIX, 0bMeHVBaeMble Bo BpeMs ceccumn. Oba
06beKTa NogaepKUBAT TEKYLLMIA X3LU-KOA, OGHOBMEHHBIA MPW BKITFOYEHUN OQHOTO MONs AaHHLIX KOMaHAb! UMK
oTBeTa B ogHo BpeMsi. IHdbopMaLoHHbIA 06beKT ¢ Terom ‘84’ nepeaaeT kog ayTeHTUdMKaLMKM, KOTOPLIN SBMSIETCA
peaynbTatom oBHOBNEHWs TeKyllero Kkoga npu BKIHYeHUN MHOPMaUMOHHOMo 06beKkTa «CBMAETENLCTBO» C
Terom ‘80'. YcTpolicTBO BeprdmKaLmm NocrneaoBaTensHO BOCTIPOU3BOAMT CBUAETENbCTBO U Kog ayTeHTUdMKALIMN:
eCl peKoHCTPYUpyeMoe CBUAETENLCTBO He SIBMSIETCA HYJIEM U eCNn ABa Koaa MASHTUYHBI, TO ayTeHTUrkauua
cUMTaeTCA yCrneLlHon.

B npunoxernun C npovnntoctpupoBaHbl napbl komaHga-oteeT GENERAL AUTHENTICATE ans BeinonHeHus
cpyHkumin EXTERNAL, INTERNAL 1 MUTUAL AUTHENTICATE, ¢ paclumpeHnem Ha ayTeHTuduKaLIMio Nons AaH-
HbIX K cornacoBaHue KroYen.

7.5.6 Komanpa VERIFY

KomMaHga nHuummpyeT cpaBHEHKE B KAPTE CChINOYHbLIX AaHHbIX, XpPaHUMbIX B KapTe, ¢ AaHHbIMK Bepuduka-
LMK, NocblnaemeslMy € YCTPOCTBA COMPSHKEHUs (HanpumMep, naposieM) Uiun ¢ AaTyuka Ha KapTe (Hanpumep, oTne-
yaTok Nansua). B peaynsTarte cpaBHEHVSI COCTOSIHUE 3aLLUMThI MOXET U3MEHATLCA. BesycnelwHble onepaumm cpas-
HEHWsI MOTYT PerncTpypoBaThCsl B KapTe (Hanpumep, ¢ Lefbio orpaHUdeHns Yucna ganbHenwmnx nonbIToK UCnosib-
30BaHWs CCbINOYHbIX AaHHBIX).

-Ecnn INS =20’, To none AaHHbLIX kOMaHAbl 0ObIMHO NPUCYTCTBYET Ansl nepefdaqn AaHHbIX Bepudu-
Kauuu. OTCyTCTBUE NONA AaHHBIX KOMaHAbl UCMonb3yeTcsl Ansi NpoBepku, TpebyeTcs nu  Bepudvkaums
(SW1-SW2 =‘63CX’, rae ‘X’ koampyeT YiCno aanbHerLLmMX pa3peLleHHbIX NonbIToK) unu HeT (SW1-SW2 = ‘9000°).

-Ecnu INS =21’, To none gaHHbIX KOMaHAbI AOMMKHO NepegaBaTb MHOPMALMOHHBIA 06BEKT «Bepudmka-
uua» (Hanpumep, Ter ‘5F2E’, cm. UCO/M3K 7816-11 [4]), koTopblii 06bIMHO He nycTol. MpucyTcTBUe nyctoro
WHbOPMaLIMOHHOro 06beKTa «BepuUKkaLma» ¢ paclUMpeHHbIM CrMckom 3aronoBka (Ter ‘4D, cm. 8.5.1) o3Havaer,
4YTO AaHHbIe Bepudukaunm nonyyeHbl ¢ NOMOLLbIO faTyuKa B KapTe.

Mapa komaHpa-oteeT VERIFY npeactarneHa B Tabnuue 72.

Tabnwnuya 72 — Napa komaHga-oteeT VERIFY

CLA Kak onpeaenexo B 5.1.1

INS 20°,21

P1 ‘00’ (noboe gpyroe 3Ha4eHne 3ape3epBUPOBAHO Aflsi UCMONb30BaHWA B Byaylem)
P2 Cwm. Tabnuuy 65

Mone L. OtcytcrByeT ans koguposanusi N = 0, npucyTcTByeT Anst kogupoBauus N > 0

Mone pgaHHbix | AaHHble Bepudmkaumm, unu orcyteteyeT (INS = 20°), unm
NHdbopmauunoHHbit 06beKT «Bepudukaumsa» u, Npu onpeaeneHHbIX yCNnoBUsAX, PaclUMPEHHbIN Crn-
cok 3aronoskoB (INS = 21°)

Mone L, OtcyterByet ans kogupoBanusit Ng =0

Mone paHHbix | OtcyTcTBYET

SW1-SW2 Cwm. Tabnuupl 5 n 6, rae cootseTcTBMe, Hanpumep, ‘6286°, ‘6300° (cm. 7.5.1), ‘63CX (cm. 7.5.1),
‘6581, ‘6700, ‘6982’, ‘6983’, ‘6984’, ‘6A81’, ‘6A82’ ‘6A86’, ‘6A88’ (cm. 7.5.1)
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7.5.7 Komanpa CHANGE REFERENCE DATA

KomaHga nnbo 3amMeHsieT CCbiNoYHbIe AaHHbIe, XpaHUMbIE B KapTe, HOBLIMU CChINOYHbIMU AaHHLIMK, MOCHI-
NaeMbIMU C YCTPORCTBA CONPSKEHUS, B0 NHULIMMPYET UX CpaBHEHWE C AaHHbLIMU BepUdUKaLm, NockbinaeMsIMu1
C YCTPOWCTBA COMNPSPKEHWS U 3aTEM, NP onpedeneHHbIX YCOBUSIX, 3aMEHSIET MX HOBbIMU CCbINTOYHBIMU AaHHbI-
MW, MOCbINIAaeMbIMU € YCTPONCTBA conpsikeHus. KomaHga MoXKeT BbIMONHATLCS TONBKO, €CMW COCTOSHME 3aLLUThbI
YAOBNETBOPSET aTpubyTam CeKpeTHOCTU 3TON KOMaHAbI.

Mapa komaHaa-otBeT CHANGE REFERENCE DATA npeactasneHa B Tabnuue 73.

Tab6nwuuya 73— MNapa komaHga-oteeT CHANGE REFERENCE DATA

CLA Kak onpepgeneHo B 5.1.1

INS 24’

P1-P2 ‘00’ unu ‘01’ (nboe gpyroe 3HaveHve 3ape3epBUPOBaHO Arsl UCMNOMNb30BaHWs B Byayuiem)
Cwm. Tabnmuy 65

Mone L, MpucyTtctByeT ansa koguposanus N, > 0

Mone gaHHbIX

JaHHble BepudwmKaumu, 3a KOTOPbIMM CIEeAyloT HOBbIE CCbINOYHbIE AaHHble 6e3 pasrpaHnyeHus
(P1 yctaHoeneH Ha ‘00’), unu
HoBble ccbinovHble gaHHble (P1 ycTaHoBneH Ha ‘01°)

Mone L,

OtcyTcTtByeT ans kogmpoBanus Ng =0

Mone gaHHbIX

OtcyTctBYET

SW1-SW2

Cwm. Tabnuubl 5 1 6, rge cootBeTcTBUE, Hanpumep, ‘6300° (cm. 7.5.1), ‘63CX (cm. 7.5.1), ‘65871,
‘6700, ‘6982, ‘6983’, ‘6984’, ‘6A81’, ‘6A82’ ‘6A86’, ‘6A88’ (cm. 7.5.1)

7.5.8 Komanga ENABLE VERIFICATION REQUIREMENT
KomaHaa BkntovaeT TpeboBaHue ANs CpaBHEHWS CCbINOYHbLIX AaHHbBIX € AaHHLIMU Bepudmkaumn. OHa
MOXeT BbINOMHATLCA TOMbKO, €CNW COCTOSIHWE 3alluThl yAoBNeTBOpseT atpubyTam cekpeTHOCTH Ans 3Tol

KomMaHAabl.

Mapa komaHga-oteeT ENABLE VERIFICATION REQUIREMENT npeacTaeneHa B Tabnuue 74.

Tabnwuua 74 — Napa komanga-oteeT ENABLE VERIFICATION REQUIREMENT

CLA Kak onpepgeneHo B 5.1.1

INS 28’

P1-P2 ‘00’ unum ‘01’ (nboe gpyroe 3HaveHve 3ape3epBUPOBaHO Arlsl UCMOMNb30BaHWs B Byayuiem)
Cwm. Tabnmuy 65

Mone L, OtcyTcTtryeT ans kogupoeanus Nc = 0, npucyTtcteyeT ansa kognposanusa N, > 0

Mone gaHHbIX

OtcytctByeT (P1 ycraHoBneH Ha ‘01’), nnu gaHHble Bepudumkaumm (P1 yctaHoBneH Ha ‘00’)

Mone Lg

OtcyTcTByeT ans kogmpoBanmsi Ng = 0

Mone gaHHbIX

OtcyTctBYET

SW1-SW2

Cwm. Tabnuubl 5 1 6, rge cootBeTcTBUE, Hanpumep, 6300° (cm. 7.5.1), ‘63CX* (cm. 7.5.1), ‘65871,
‘6700, ‘6982, ‘6983, ‘6984’, ‘6A81’, ‘6A82’ ‘6A86’, ‘6A88’ (cm. 7.5.1)

7.5.9 Komanaa DISABLE VERIFICATION REQUIREMENT

KomaHaa oTkniovaeT TpebGoBaHWe AN CpaBHEHWS CCbINOYHbLIX AaHHLIX C AaHHbIMW BepudmKaLmu, u,
BO3MOXHO, BKItovaeT TpeboBaHve Ans cpaBHeHNs APYTMX CCbINOYHbIX AaHHBIX € AaHHbIMY Bepudukaummn. Ora
MOXeT BbIMOMHATLCA TOJMIbKO, €ClW COCTOSIHWE 3aluUThl YAOBNETBOPSAET aTpnbyTaM CeKpeTHOCTU AN 3TOH

KOMaHAbl.

Mapa komaHga-oteeT DISABLE VERIFICATION REQUIREMENT nipeacrasneHa B Tabnuue 75.
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Tab6nwuuya 75— Napa komanga-oteet DISABLE VERIFICATION REQUIREMENT

CLA Kak onpepgenexo B 5.1.1

INS ‘26’

P1 ‘00", ‘01’ nnm 100XXXXX, [AE XXXXX — YMCINO CCbINOYHbIX AaHHbIX (Mto6oe gpyroe 3HaveHne 3ape3epBu-
pPOBaHO Ans Mcrnonb3oBaHusa B Oyayliem)

P2 Cwm. Tabnuuy 65

Mone L. OtcyTterByeT Ansa koguposanust N, = 0, npucytcteyeTt ana kogmposaHusa N > 0

Mone gaHHbIX Otcytcteyer (P1 yctanoeneH Ha ‘01’), nnm gaHHble Bepudukaumm (P1 yctaHoBneH Ha ‘00’ nnw
100x xxxx)

Mone Lg OtcyTtetByeT Ans kogupoBanua Ng =0

MNMone AaHHbIX OrtcytctByeT

SW1-SW2 Cwm. Tabnuubl 5 n 6, rge cootBeTcTBUe, Hanpumep, ‘6300 (cm. 7.5.1), ‘63CX (cm. 7.5.1), ‘65871,
‘6700, ‘6982, '6983’, ‘6984, ‘6A81’, ‘6A82’ ‘6A86’, ‘6A88’ (cm. 7.5.1)

7.5.10 Komanga RESET RETRY COUNTER

KomaHnaa nnbo cbpackiBaeT cHeTUMK MOBTOPEHUI CChINOYHBIX AaHHbLIX B UCXOAHOE 3HaveHne, TMbo n3MeHs-
eT CCbINoYHbIE AaHHbIe MO 3aBepLIEHNI0 chpoca cUeTUMKa NOBTOPEHMWI CChINOYHLIX AaHHbLIX B UCXOAHOE 3HaYe-
Hve. OHa MOXeT BbIMOJTHATLCS TOMbKO, €CMN COCTOAIHWE 3al1Thl yAOBIETBOPSET aTpubyTaM CekpeTHOCTY AN
3TON KOMaHabl.

Mapa komaHga-oteeT RESET RETRY COUNTER npeactasneHa B Taénuue 76.

Tabnwuya 76 — MNMapa komanga-oteeTr RESET RETRY COUNTER

CLA Kak onpegeneHo B 5.1.1

INS ‘26’

P1 ‘00, ‘01", ‘02’ nnm ‘03’(no6oe apyroe 3Ha4eHne 3ape3epBUPOBaHO Arst UCNONL30BaHUs B ByayLuem)
P2 Cwm. Tabnuuy 65

Mone L. Ortcytereyet ans koguposanus N, = 0, npucyTtcTeyet ans kogupoBanus N, > 0

Mone paHHbIX Otcytcteyet (P1ycranoeneH Ha ‘03’), unu

Kop c6poca, 3a koTopbIM CNeayloT HOBbIE CCbINOYHbIE AaHHbIe 6e3 orpaHuyenuii (P1 yctaHoBnew
Ha ‘00’), unn

Koa cbpoca (P1 yctaHoBneH Ha ‘01’), unu

HoBble ccbinoyHble aaHHbie (P1 yctaHoBneH Ha ‘02)

Mone L, OrtcytcreyeTt ans koguposanma N, =0

Mone pgaHHbIX OtcyTctBYyeT

SW1-SW2 Cwm. Tabnuubl 5 n 6, rge cooteeTcTBue, Hanpumep, ‘6300° (cm. 7.5.1), ‘63CX (cm. 7.5.1), ‘6581,
‘6700’, ‘6982’, ‘6983’, ‘6984’, ‘6A81’, ‘6A82’ ‘6A86’, ‘6A88’ (cM. 7.5.1)

7.5.11 Komanga MANAGE SECURITY ENVIRONMENT

Komanaa nogrotasnueaet 6e3onacHbii 06MeH cooblueHnsMm (cM. 6) 1 komaHapl No 3awmTe (Hanpumep,
EXTERNAL, INTERNAL n GENERAL AUTHENTICATE, cm. takke REFORM SECURITY OPERATION no
MCO/M3K 7816-8 [4]). KomaHaa noagepxusaeT cneaytowme pyHKLUN:

- SET, 1. e. ycTaHOBNEHWEe UM 3aMeHa 0QHOro KOMNOoHeHTa B TekyLlein SE;

- STORE, 7. e. coxpaHeHue Tekyluein SE nog 6avitom SEID B P1;

- RESTORE, 1. e. 3ameHa Tekylieit SE Ha SE, xpaHumyio B kKapTe 1 ugeHtudmumpyemyto 6aiitom SEID
B P2;

- ERASE, 1. e. cTupaHue SE, xpaHumol B kapTe U ngeHtucuumpyemoii 6avitom SEID B P2.

Mapa komaHga-oteeT MANAGE SECURITY ENVIRONMENT u koguposaHve P1 1 P2 npeactaeneHs B
Tabnuuax 77,78 n 79.
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Tab6nuua 77 — Napa komanga-oteer MANAGE SECURITY ENVIRONMENT

CLA Kak onpeaeneHo B 5.1.1

INS 22

P1 Cwm. Tabnuuy 78

P2 Cwm. Tabnuuy 79

Mone L, OtcytcrByeT gnsa koguposanusa N = 0, npucytcTeyeT ans kogupoeanua Ng > 0

Mone paHHbIX Otcytcryet (STORE, RESTORE n ERASE), unun cuennexmne nHpopmMaunoHHbIX 06 LEKTOR «ynpas-
nawowme ccoinkuy» (SET)

Mone L, Otcytereyet ana koguposanua N, = 0

Mone gaHHbix | OTcyTcTBYET

SW1-SW2 Cwm. Tabnuubl 5 1 6, rge cooTBeTcTBUE, Hanpumep, ‘6600°, ‘6987, ‘6988’, ‘6A88’ (cm. 7.5.1)

Tabnuuya 78 —P1

b8 b7 b6 b5 | b4 b3 b2 b1 CmbICnoBoe copepxaHue

—_ = - 1 — — — — | besonacHbii 06MeH coObBWEHNSIMM B NONE OAHHLIX KOMaHAb!

—_ - 1 — | — — — — | besonacHbit 06mMeH coobweHramMM B None AaHHbIX oTBETa

— 1 — — | — — — — | Bbrucnenue, gewmndpoBbiBaHWE, BHYTPEHHAS ayTEHTUOUKALNA 1 KoY
cornacoeaHus

1 — — — | — — — — | Bepudwukauus, wncdpoBaHne, BHELLHANA ayTeHTUdUKAUNA 1 KNIOY corna-
COBaHuA

0 0 0 1 SET

1 1 1 1 0 0 1 0 | STORE

1 1 1 1 0 0 1 1 RESTORE

1 1 1 1 0 1 0 0 | ERASE

MprumeuyaHne—Jloboe Jpyroe 3HaueHWEe 3aPE3EPBUPOBAHO ANA  UCNONL3OBaHUA B  Gyaywem
NCO/MIK CTK1 MK 17.

Tabnuua 79 —P2

3HaveHue CmeIcnoBoe cofepaHue

KX ‘banT SEID B cnyyasx STORE, RESTORE n ERASE (yctanoeneH Ha ‘00’ B cnyvae GET SE)
Ter wabnoHa ynpaensitoWmx CCbINOK NPUCYTCTBYET B None AaHHbIX komaHaw! B cnyyaax SET, unu GET
CRT

‘A4’ - llabnoH ynpaensiowwmx ccolnok ayteHTudukaumm (AT)

‘AB’ - llabnoH ynpaensiowmx CChINoK cormnacoBaHust kiodei (KAT)

‘AA - labnoH ynpaensiowmx ccbinok xaw-koaa (HT)

‘B4’ - lWabnoH ynpaensiowmx ccbiniok Kpuntorpacuyeckon KOHTponbHoW cymmel (CCT)

‘B6’ - Wa6bnown ynpaensiowmx ccbinok uudposor nognucu (DST)

‘B8’ - WabnoH ynpasnsiowmx ccblnok koHdugeHumansHocty (CT)

MpumevwaHune—Jlo6oe apyroe 3HauyeHWe 3ape3epBMPOBAHO AN  UCNONL30OBaHUS B Oyaylwem
MUCO/M3K CTK1 NK 17.

dyHkuua KEY DERIVATION. NprMeHeHWe KoHLeNuUMu rmaBHbIX Kitoven TpebyeT ycTaHOBNEeHWA Kntova B
KapTe, coepxalleil rmagHbli knod. B Tabnuue 80 nokaszaHo npumeHeHne komaHabsl MANAGE SECURITY
ENVIRONMENT ans yctaHoBneHus kntoya. NpegnonaraeTcst, UTo rMaBHbIA KoY U anropuTm HeSIBHO BbiGpaHbI B
kapTe (B NpoTUBHOM criydae komaHga MANAGE SECURITY ENVIRONMENT moxeT gononHuTesnsHo BulbpaTh
KIOY U anroputm).

MpumeyaHne— B 3aBUCMMOCTU OT CChIIKM HA anropuTM AaHHbIE ANA NepeAadn KnoYa U3 rMaeHoOro Krova
MOryT 6bITb HYaCTbio BXOAHLIX AaHHbIX Nocrieayiolei komanabl (Hanpumep, EXTERNAL AUTHENTICATE). B aTom criyuae
ncnonb3oBanune komanHasl MANAGE SECURITY ENVIRONMENT pgnst yctaHoBnenus knoqa He 0653aTenbHo.
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Ta6nwuuya 80— Napa komaHga-oteet gns dpyHkumm KEY DERIVATION

CLA Kak onpegenexo B 5.1.1

INS 22’

P1 X'(SET, cm. Tabnuuy 78)

P2 Ter CRT (Hanpumep, ‘A4’ ecnu cnepyet komanaa EXTERNAL AUTHENTICATE, unu ‘B4, ecnu cne-
ayet komaHaa VERIFY CRYPTOGRAPHIC CHECKSUM)

Mone L, Mpucytcteyet ansa kogupoBanus N > 0

Mone aaHHbIX

{94’ — L — [anHble gns nepepaum knoya (06s3aTenbHo)}; nHopmaumoHHble 06bekTbl SM MoryT
NpUCyTCTBOBaTb

Mone L,

OtcytcteyeT ana kogupoBanusa Ng =0

Mone gaHHbIX

Ortcytcryert

SW1-SW2

Cwm. Tabnuupl 5 n 6, rge cooTBeTCTBUE, HanNpumep, ‘6600°, ‘6987°, ‘6988’, ‘6A88’ (ccblnoYHble AaH-
Hble HEe HaWgeHbl)

7.6 O6paboTtka nepegauv

7.6.1 Komanaa GET RESPONSE

KomaHga ncnonssyetca ansa nepegayn otseta APDU (unu ero 4actu), KOTOpbIiA No-gpyromy He MoXeT BbiTb
nepeaaH Npu NOMOLLM AOCTYNHBLIX NPpoToKonos. CM. npumepsl 8 UCO/M3K 7816-3.

Ecnu none L, coaepxuT Tonbko ycTaHoBNEeHHbIe Ha ‘00’ 6aiiThl, TO BCe AOCTYMHbIe 6alThl AOMKHbI BbITb
BblaHbl B Npegenax makcumyma 256 ans kopotkoro nons L, unu 65536 ana paclumpeHHoro nonsi L.

Mapa komanaa-oteeT Ans dyHkunn GET RESPONSE npeactasneHa B Tabnuue 81.

Tabnwua 81— Mapa komanga-oteeT anst pyHkuum GET RESPONSE

CLA Kak onpegenexo B 5.1.1

INS ‘co’

P1-P2 ‘0000’(NMroboe apyroe 3HaveHWe 3ape3epBUPOBAHO ANA UCNONb30BaHWA B Oyayuiem)
Mone L. OrcyTcteyeT Ansa koguposanmsa N, =0

Mone aaHHbIX

OrtcytcTByeT

Mone Lg

MpucyTtcTByeT Ans koguposaHust Ng > 0

Mone AaHHbIX

OrtcytcTByeT npu nioboii owmnbke, unun oteet APDU [unum ero vactu] B cootBeTcTBUM C Ny

SW1-SW2

Cwm. Tabnuubl 5 1 6, rae cootBeTcTBME, Hanpumep, ‘B1XX (XX kogupyeTt 4Mcno AONONHUTENBHBIX
umerowmxca 6anToB AaHHbIX, AOCTYMHbLIX AN nocnegyowen komaHasl GET RESPONSE) ‘6281,
‘6700’, ‘6A81’, ‘6A82’, ‘6A86’, ‘BCXX’

7.6.2 KomaHga ENVELOPE

KomaHnga ncnoneayetcst nubo ans nepegayn APDU [nnu ero vactu], nu6o nHdopmaLoHHoro obbekTa
BER-TLYV, koTOpbIf MO-A4pYroMy He MOXET BbITb MepedaH npy NOMOLLM AOCTYMHbLIX NPOTokooB. CM. NpUMepbI B
MCO/MOK 7816-3.

MpumeyaHne— Ncnoneaosanne komanas ENVELOPE gns 6e3onacHoro o6meHa coobLueHusimm npeacTae-
NeHo B NpunoxeHunn B.

Mapa komaHga-oteeT Ans dyHKunM ENVELOPE npeacTasneHa B Tabnuue 82.

Tabnwuya 82— apa komanga-oteeT Ansa pyHkumm ENVELOPE

CLA Kak onpepeneHo B 5.1.1

INS ‘C2, ‘C3

P1-P2 ‘0000’(Jlroboe gpyroe 3HaueHue 3ape3epBUPOBAHO OJ1s1 UCMONb30BaHUsS B OyayLuem)
Mone L, MpucyTtcTByeT Ans kogupoeaHus Ng > 0

Mone gaHHbIX

KomaHngnein APDU [unm ero vacte] (INS = ‘C2’), unm nndopmaumoHHsiin 06bekt BER-TLV [unum ero
yacTtb] (INS = ‘C3’)

Mone Lg

OtcytctByeT Ans koguposanmsa Ng = 0, npucytcTByeT ans koguposanms Ng > 0

Mone gaHHbIX

OTBeTHbIn APDU [unu ero vactb] (INS = ‘C2’), unm oTtcyTcTByeT

SW1-SW2

Cwm. Tabnuubl 5 n 6, rge cooTBeTCTBUE, HaNpumep, ‘6700’
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8 Ycnyru kapTbl, He 3aBUCUMbIE OT NPUNOXEHUA

B HacTosiLLlem pa3fene NpUBoAUTCA ONUcaHUe ycnyr, NpegocTaBNAeMbIX KapTol, He 3aBUCUMBIX OT NPUNo-
XEHUI U UMeHyeMbIX farnee B TeKCTe Kak «yCnyrn KapTbi» Mo:

1) uaeHTUdMKaUWK KapTh;

2) BbIGOPY 1 MAeHTUMUKALMK NPUNOXKEHUS;

3) BIGOpy Mo NyTH;

4) n3BNeYeHUIo AaHHbIX;

5) n3BneveHuto anemMeHTa AaHHbIX;

6) cTpokam GaiiToB, 06pa3oBaHHbLIX KAPTONA.

Mx HasHaveHWe 3akntovaeTcs B obecneyeHUM MexaHn3mMoB o6MeHa Mexay KapToi 1 yCTPORCTBOM Conpsi-
XEeHWs, He UMEIOLLMX HUKaKoW nHdropmaLuuu Apyr o Apyre, 3a UCKMHOYEHUEM TOW, UTO OHW 0Ba YAOBNETBOPSOT
TpeboBaHVsIM HacTosILLero cTaHdapTa. Yeryr KapTel IBNsOTCS peayribTaToM Noboit koMGuHaLmm 6aiiTos npeabl-
ctopum (cm. 8.1.1), cogepxumoro EF.DIR un EF.ATR (cm. 8.2.1.1) n nocnegoatensHocTei komaHa. Ecnu He
yKasaHo uHoe, kaxaoe komaHgHoe APDU ncnonbayeT CLA, ycTaHoBNeHHbIN Ha ‘00’ T. e. cnonb3ayeT OCHOBHOM
NOTVYECKUiA KaHamn 1 He UCNonb3yeT cuenneHe KoMmana 1 6e3onacHblin 06MeH coobLLeHUAMM,

MpunoxeHwe He 06s13aTeNIbHO AOMHKHO COOTBETCTBOBATL NOSIOKEHWSAM HACTOSILLErO pasaena, kak ToNbKo
OHo ByaeT naeHTUULIMPoBaHO M BbIBpaHO B KapTe. [ins ocyLlecTBNeHWst Togo6HbIX chyHKLMWIA OHO MOXET MCronb-
30BaTh ApYrine MexaHu3mbl, COBMECTUMbIE C HACTOSILLMM CTaHAapTOM. MoaToMy Takue pelleHWs MoryT U He
rapaHTUpoBaTb O6MeH.

8.1 UgeHTUdUkaLma kapTtbl

[JaHHas ycryra no3BonsieT yCTpoUCcTBY COMNpsKEHNS NAEHTUULMPOBATL KapTy, a Takke BbISICHATb, Kak ¢
Hei B3anMogaericTBoBaTb. BaiTbl npedbicTopum (cM. 8.1.1) obecneynBaoT OCHOBHYO MOAAEPXKKY AN uaeHTUdu-
Kauuu kapThel. KapTa npegoctaBnsieT MHdopMaLmio BHELLHEMY YCTPONCTBY O CBOEM JIOTMHYECKOM CoAepXKaHNK
Hanpsimyto, Hanpumep, Yepea 6aiT gaHHbIX «ycnyr kapTbi» (cM. 8.1.1.2.3), /unv HesiBHO, HaNpKUMep, ¢ NOMo-
LU0 MCXOAHbBIX AaHHBLIX AocTyna (cM. 8.1.1.2.4), ykasbiBaroLwux 40OCTYN K dhaiiny, BbibupaeMomy HesBHbIM 06pa-
30M cpagay rnocrne oTBeTa Ha BOCCTaHOBIIEHWE 11, BO3MOXHO, Bbibopa npoTokona v napameTpos. MoaToMy AaHHbIe,
AOCTYMHbIe Ha 3TOM aTane, T.e. CTpoKa UCXOAHBIX AaHHbIX (cM. 8.1.2), MoryT BbITb BNOCNeACTBAU HEU3BIEe-
KaeMbIMU.

8.1.1 banTbl NpeabICTOPUU

8.1.1.1 HasHaueHue u oblas cTpyKTypa

BaliTbl NpeasicTopun ykasbiBatoT paboune XapaKkTepuCcTUKK 4Ns KapT.

- Ecnu kapTa oTBevaeT Ha BoccTaHoBneHue, To OTBeT-Ha-BoccTaHoBNeHWE MOXET cogepaTh 6ainThbl Npe-
Ablctopun (cM. MICO/M3K 7816-3).

- Ecnu dousnyeckuin nHTepdbeiic He No3BONSIET KapTe OTBETUTL Ha BOCCTAHOBINEHUE, HAaNpUMep, yHUBepcasb-
Has nocnegosartenbHas LWWHa UK AOCTYN C UCMOoSb30BaHMEM paano4acToTHOW cBsian, To komaHaa GET DATA
(7.4.2) moxeT n3eneYb 6aiThbl NpegbicTopum (Ter ‘5F52’).

MepBbim GariTom NpeabICTopUK ABAETCS «BalT MHAMKaTopa KaTeropuny». Ecnu 6aidT HaukaTopa kaTeropum
yctaHoBeneH Ha ‘00’, ‘10’ unu ‘8X’, To Ans aToro criyyas B Tabnuue 83 npounntoctpuposaH dopmMat 6aiiToB npeabi-
ctopun. Mio6oe apyroe 3HaveHWe ykasbiBaeT Ha nponpueTapHbIii doopMat

Tabnwuua 83 — baiT nHgukaTopa kaTeropmm

3HaveHune CwmbicnioBoe cofjepxaHne
‘00’ MHavkaTop cocTosHue JorkeH ObiTb MpeacTaBneH B BuAe NocrnegHunx Tpex 6anT npeabictopun
(cm. 8.1.1.3)
10 Cwm. 8.1.1.4
‘80’ WHavkaTop COCTOsIHME MOXET NPUCYTCTBOBaTh B UHhopMaumoHHom o6bekte COMPACT-TLV (oauH,
aea wnm Tpu Gaiita, cm. 8.1.1.3)
Ot ‘81’ po ‘8F’ | 3ape3epBMpPOBaHO AN UCMONb30OBaHUS B OyayLluem

Mpumeyanune—Jlioboe gpyroe 3Ha4eHWe ykasbiBaeT Ha NponpueTapHbIvi hopmar.
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- Ecnu nepB.blin 6aiT npegpicTopun ycTaHosneH Ha ‘00’, To ocTanbHble 6aiTbl NpeAbICTOPUM COCTOAT U3
Heobs13aTenbHbIX NocneaoBaTenbHbIX MHhopMaLUMoHHbIX 06bekTtoB COMPACT-TLV ¢ nocrneayowmm obasaTtens-
HbIM UHAUKATOPOM COCTOSIHUSA (nocneaHue Tpu bainTta, He B TLV).

- Ecnu nepBbiil 6aiT npegpicTopun ycTaHoBMNEH Ha ‘80°, To ocTanbHble 6aiThl NpeALICTOPUMA COCTOAT U3
Heobsi3aTerbHbIX NocnenoBaTenbHbIX MHopMaUUoHHbIX 06bekTtoB COMPACT-TLV; nocneaHuis UHdopMaLUUoH-
HbIi 06LEKT MOXET NepefaBaTb MHAUKATOP COCTOSHWUSA U3 OAHOTO, ABYX UNK Tpex 6aiTos.

Nio6oi1 MexxoTpacneBoi UHopMaLMOHHLIM 06bekT BER-TLV, cocTosILLWIA U3 NONs Tera, yCTAHOBIEHHOTO Ha
‘4X’, n nons AnuHbl, yctaHoBneHHoro Ha ‘0Y’, u nonga aHaveHus n3'Y 6ainT MoXeT nepedaBaTbcsl B UHpopMaLmMoH-
Hblh 06bekT COMPACT-TLYV, cocTosiLumii 3 GaiiTa, ycTaHoBneHHoro Ha ‘XY’ 1 Ha3bIBAaeMOTo «CXKaTblii 3arofoBOK»
1 nons 3HavyeHus U3 'Y 6ainToB.

JTioboli MexoTpacneBoil anemMeHT AaHHbIX, onpedensieMblid ganee, MoXeT GbiTb NpeacTaBleH B
EF.ATR (cm. 8.2.1.1). Ecnn oH mmeeTcsi B EF.ATR, TO OH AomkeH HaxoauTbes B MHpopMaLnoHHOM 06bekTe
BER-TLV, 1. e. B none Tera, yctaHoBneHHoro Ha ‘4X’, B none AnuvHel, yctaHoeneHHoM Ha ‘0Y’ 1 B none 3HavyeHus
n3Y GanTos.

8.1.1.2 Heo6s3aTenbHble aNeMeHTbl AaHHbIX

8.1.1.2.1 UnpgukaTop cTpaHbl UNTU IMUTEHTA

[aHHbIN MexXoTpacneBoi afeMeHT, CBA3AHHbIA € CKaTbIM 3arofoBKOM, YCTaHOBMNEHHLIM nnbo Ha “1Y’, nubo
Ha ‘2Y’, aBnseTca MHAUKaTOPOM CTpaHbl UM 3MUTEHTA (CM. Takke Tern ‘41’ n ‘42’ B Tabnuue 9). B Tabnuue 84
rokasaH UHAWKaTop CTpaHbl LN aMUTEHTA.

Tabnuua 84 — NHaukatop CTpaHbl UM SMUTEHTA

Cxarbliii 3
3aronoBok HaJveHune
“1Y’ Kog ctpaHel (cm. MCO 3166-1 [1]) u gononHutenbHble HauMoHarbHble AaHHble
2Y NaeHTunkaunoHHeli Homep amuteHTa (cMm. MCO/MIK 7812-1 [3]) u AononHuTenbHble AaHHbIE
aMUTEHTA

- hankaTop cTpaHbl COCTOUT U3 Koda CTpaHbl (TpU YeThipexpaspsagHbix 6aiTa co sHaveHnsamu ot ‘0’ ao ‘9’,
cM. ICO 3166-1 [1]), 3a kOTOpLIM CrneaytoT HOBbIe AaHHbIE (Kak MUHUMYM, OAWH YeTbipexpaspagHbii 6anT).
CooTBETCTBYIOLLMIA HALMOHABHbINA OpraH No cTaHAapTU3aLMM AoMKeH BbibpaTb 3T nocneayrowme AaHHble (He-
YyeTHOe YNCo YeTbipexpaspsaaHoro 6ariTa).

- VIHanKkaTop sMUTEHTa COCTOUT 13 MAGHTADUKALIMOHHOTO HoMepa aMuTeHTa (cM. MICO/MIK 7812-183)), aa
KOTOPbIM BO3MOXHO CNeaytoT HOBble AaHHbIe. SMUTEHT KapTbl A0IKeH BblIGpaTh 3TV HOBble 6alTbl, NPW UX HAaNK-
YuK (AN KOAMPOBAHWS, HaNPUMep, OCHOBHOTO YYETHOro HoMepa)

MpumeyaHune—B NCOMIK 7812-1:1993" uaeHTUDNKALNOHHBIN HOMEP MOXET COCTOATL U3 HEUETHOO
yncna YeTblpexpaspsigHbix 6anToB co 3HaqeHvem ot ‘0’ go ‘9’. B aTom cnydae oH npeobpasyetcs B CTPOKY BUT nyTem
ycTaHoBku 6vT ¢ 4 no 1 nocnegHero Gaiita Ha 1111.

8.1.1.2.2 UngukaTop NpuUNoXxeHUs

HaHHbIl MexoTpacneBol aNeMeHT AaHHbIX, CBA3aHHbIN C CKaTbIM 3arofIOBKOM, yCTaHOBMEeHHbIM Ha ‘FY?,
npeacTaensier cobon naeHTUdukatop npunoxeHuns (AID, cm. 8.2.1.2, cM. Takke Ter ‘4F’ B Tabnnue 9). Ecnin AID
npucyTcTByeT B 6anTax NpeaplCTOPUM NN CTPOKE UCXOAHBIX AaHHbIX (CM. 8.1.2), To OH 0603Ha4aeT HesIBHO BblO-
paHHoe npunoxeHve (cm. 8.2.2.1).

8.1.1.2.3 JaHHble 06 ycnyrax, npefocTaBnsieMbIX KapTon

JaHHbIA MexoTpacneBoln areMeHT AaHHbIX, CBSI3aHHbIN C CKaTbIM 3arofI0BKOM, yCTaHOBMEHHbIM Ha ‘31,
yKasblBaeT MeToAbl, 4OCTYMNHbIE B KapTe 4Ns NoAASPKaHUS YCNyT, onvcaHHbIX B pasgene 9. B Tabnuvue 85 noka-
3aHbl 6aiTbl AaHHbLIX «YCIYTY KAPThI».

1) MICO/M3K 7812-1:1993 oTMeHeH U 3ameHeH Ha MCO/M3K 7812-1:2006.
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Tabnwnuya 85— BaiiThl JaHHBIX KYCIYIV KapThbi»

b8 b7 b6 b5 b4 b3 b2 b1 CMbICNOBOE cofepxaHue

X X |— —|— — — | — | BbioopnpunoxeHnus:
1 — |- = = = = - - Nno nonHomy nmexn DF
—_ 1 | = = = = = = - Mo YacTuyHoMy umenn DF

- - X X | — — — | — | WHdopmaunoHHble 06bekTbl BER-TLV gocTynHbi:
— — |1 — |- = = | = -BEF.DIR (cm. 8.2.1.1)
—- — = 1 —_ = = | = -BEF.ATR (cm. 8.2.1.1)

— | Yenyrmpoctyna EF.DIR v EF.ATR nocpeacTtsom

— - komangsl READ BINARY (npospavHas CTpyKTypa)
- komaHgel READ RECORD(S) (cTpykTypa 3anucu)
— - komangel GET DATA (cTpykTypa TLV)

I

I

I

I
O O =~ X
- O O X
O OO X

I

- - ToBoe apyroe 3ape3epBUPOBaHO ANsl UCnonb3osaHusa B 6 eM
aHauyeHne pesepeup A yayw

- —|— —|— — — | 0 | KaptbicMF

— — | = = = = =11 KapTbl 6e3 MF

Ecnu 6aiT gaHHbIX «ycnyri kapTbl» NpucyTcTByeT B BaliTax NpeAbICTOPUM MU B CTPOKE UCXOAHBIX AaHHbLIX
(cm. 8.1.2), To oH ykasbiBaeT, npucyTeTytoT v HeT EF.DIR nnu EF.ATR (cM. 8.2.1.1) n KaKk Nony4nTtb K HUM
Aoctyn. OTcyTCcTBME BaliTa AaHHbIX «YCryrv KapTel» B BaiiTax npeabicTopun U CTpoKe UCXOAHBIX AaHHbIX YKasbl-
BaeT Ha TO, YTO KapTa MnoaaepkKMBaeT TONbKO HESBHBLIA BbIGOP NPUNOXKeHUs! (3HAYEHUE N0 YMOSTHaHWIo).

8.1.1.2.4 UcxopHble paHHbIe gocTyna

JaHHbIl MexoTpacneBol aneMeHT AaHHbIX, CBA3aHHbIM C CKaTbIM 3arofloBKOM, YCTAHOBSIEHHbLIM Ha ‘4Y”,
yKkasbiBaeT komaHaHbIi APDU, koTopbll, kak npegnonaraeTtcs, AosmkeH 6biTb NnepBor KoMaHAoN nocse oTeeTa
Ha BOCCTaHOBMEHWE U BO3MOXHO BblBGopa npoTokona v napameTpos. KomaHaHbin APDU onpegeneH B 8.1.2.

8.1.1.2.5 [laHHbIe 3MUTEHTa KapThbl

[aHHbI MeXoTpacneBol 3N1eMeHT JaHHbIX, CBAI3aHHbIA C CKaTbIM 3arofiloBKOM, yCTaHOBMEHHLIM Ha ‘5Y’, He
onpeaeneH B ctaHaapTax cepun MCO/MBK 7816. SMUTEHT kapTol onpeaensieT AfMHy, CTPYKTYPY U KoaupoBaHue.

8.1.1.2.6 [laHHble, npeaBapsIoLLME IMUCCUIO KapThbl

[aHHbIA MexoTpacneBol 3NeMeHT AaHHbIX, CBSI3aHHbIA € CXaTbIM 3aroNoBKOM, yCTaHOBMNEHHLIM Ha ‘6Y’, He
onpeaeneH B ctaHgapTax cepun MCO/M3BK 7816. UarotoBuTens kapT onpeaenseT AnuUHy, CTPYKTYPY U KOaUpoBa-
HWe 4N M3roTOBUTENS KapT, HAUMEHOBAHWE UHTErpasibHOM CXEMbI, M3rOTOBUTENSA UHTErpasnbHON CXeMbl, BEPCUIO
macku ROM, Bepcuto onepauoHHON CUCTEMBI U T. 4. DTOT MEXOTPAC/IEBOH aeMeHT AaHHbIX MOXET coepKaTb
naeHTUUKaTOP U3roTOBUTENS MHTerpansHoi cxembl (cM. MICO/M3K 7816-6).

8.1.1.2.7 ®yHKUMOHANbHbIE BO3MOXHOCTU KapThbl

[aHHbIA MexoTpacneBo anemMeHT AaHHbIX, CBA3aHHbIN CO CXKaTbIM 3arofIoBKOM, YCTAHOBMEHHbIM Ha 717,
72" nnKn ‘73', cocTONT 13 He Bornee Tpex Tabrnuu, NPorpaMmMHbIX (OYHKLMIA: B0 13 nepBoii Tabnuua, bo 13 nepabixX
ABYX Tabnuu, Nnbo 13 Tpex Tabnuu,.

- Mepeasa Tabnuua nporpaMmHbIX OYHKUMIA ykasbiBaeT MeTobl Bbibopa, nogaepxusaemble KapTon.

- Bropas tabnuua nporpaMmHbIX hyHKUNA — 3To «BaliT kognpoBaHUst AaHHbIX» . BanT koaMpoBaHUsA JaHHbIX
Takke MoXeT BbITb NpeAcTaBnNeH Kak BTOpoW 6aiT B KOHTponsHOM napameTpe daiina, obpalleHve K KoTopomy
NPOUCXOANT C MoMOLLblo Tera ‘82’ (cMm. Tabnnuy 12).

- TpeTba Tabnuua NnporpamMmmHbIX OYHKLUMIA yKasbiBaeT Ha BO3MOXHOCTb 06beAnHATb B LIEMOYKY KOMaHabl,
ob6pabaTbiBaTk paclunpeHHble nons L, v L, 1 ynpasnsaTs nornyeckumim kaHanamu,

Ta6nwuuya 86 — Mepeas Tabnmua nporpaMMHbIX hyHKUMIA (MeToabl BbIGOpa)

b8 b7 b6 b5 b4 | b3 b2 bl CMbICNOBOE COAEpXaHue

X — — —|— — — | BblbopDF(cm.5.3.1):
1 — — = —| = — = - no nonHomy umenn DF
U [ — - Mo YacTMyHoMy umenun DF
—_ — 1 _ = = = = - Yepes NyTb
— 1 - - - = - Mo naeHTudmkaTopy hanna
—- - = — 1 — — — | HesBHbii BBIGOP DF

_ = = = = 1 — — | MNoppepxvBaeTca kopoTkui naeHTucukatop EF
— — — — — | — 1 — | NoapepxuBaetcsa HOMEP 3anNUCK
_ - - = == = 1 MopaepxvBaeTcst UASHTUUKATOP 3anmcu
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Tab6nwua 87 — Bropas Tabnuua NporpamMmmMHbIX yHKUUI (6aiT KoaMPOBaHMA daHHbIX)

b8 | b7 b6 | b5 | b4 b3 b2 b1 CmblcnoBoe cofepxaHue

— — | — | — — — — | NopgepxuBaercs cTpykTypa TLV canos EF

— | — — — — | PexwvmpaboTbl hyHKUMIA 3annCK:

_ = = = = - OAHOKpaTHas 3anucb

- nponpueTapHas 3anucb

| - = = = - 3anucb C ucnornb3oBaHnem onepauum OR
| - = = = - 3anucb ¢ ucnorns3oBaHnem onepauym AND

I
- 20 O X%
- O = 0O X

I

I

I

|

I

Pa3mep eanHuubl AAHHLIX B 4eTbIPéXpa3paaHbIA 6anTax (0T ogHoro
Bo 32768 yeTbipexpaspagHeii 6anTos, T. . 16384 6GaiiToB)

(cteneHb yucna 2, Hanpumep, 0001 = 2 yeTbipexpa3psigHbin Haiita =
oguH 6anT, 3Ha4eHne Mo YyMOM4YaHUIO)

— | — — | x| — — — — | 3nauenune FF ananepBoro 6anta nonei tera BER-TLV (cm.5.2.2.1):
- HepencteutensHo (ucnonb3yeTtcst Ansi 3anoriHeHus, 3Ha4ueHue Mo
|- —|°%(- - - - YMONYaHNI);
1 - [lecTBUTENBHO (ANWHHBIE NPUBATHLIE TEM, COCTABHOE KOOUMPOBa-
- | T 7 77| uwne)

Tabnuuya 88 — Tpetba Tabnuua nporpammHbIxX OYHKUMIA (CLENNeHne KomaHna, norns ANIMHbl U NIorMYeckne KaHarbl)

b8 b7 | b6 | b5 b4 | b3 b2 b1 CmbicnoBoe cofiepxaHue

1 —|—]— —|— — — | CuenneHne komaHpg (cm. 5.1.1.1)

— |-l —|— —|— — — | PacumpeHHbienonal unL,(cm. 5.1)

— | = — X X | — — — | HasHayeHue KONMYeCTBA NOrMYECKUX KAHANOB OCYLLIeCTBNACT:
— | =1 — 1 —- | - = - - KapTa

— | == — 1 —_ - — - YCTPONCTBO CONPSKEHUS

— | = — 0 0 — — — | Het nornveckoro kaHana

MakcumanbHoe Yyncno nornvecknx kaHanos (cm. 5.1.1 1 5.1.1.2):
-Ecnv y, z 't He Bce ycTtaHoBneHel Ha 1, TO 3TO0 oO3Ha4aeT
— === =1y z t | 4y+2z+t+1, 1. e. MaKCMManbHOE YUCNO NOMMHYECKMX KAHANOB OT OGHOIO
4o cemw;
-Ecnmy =z =1t =1, To aTo 03Ha4aeT, YTO MAKCUMarbHOE YMCMO
NOrMYeCcKMX KaHanoB paBHO BOCbMU Unn Gonee.

—|—-|x|=-— —| = — —|RFU

8.1.1.3 UHgukaTop cocTosiHuA

Ecnu 6aiiT nHaukaTopa kateropum yctaHosneH Ha ‘00’, To nocneaHue Tpv 6aliTa NpeasIicTopumn A0MKHbI BbITh
WMHAWKATOPOM COCTOSIHUSI, @ UMEHHO: BaiT COCTOSHUS JKU3HEHHOTO LiMKNa KapTbl, 0603Ha4YeHHbIl LCS, ¢ nocne-
AyroLwyMmn AByMs 6akTaMu cocTosiHUA 06paboTku, 0603HaYeHHbIMKM SW1-SW2,

Ecnu 6ainT MHAMKaTopa kaTeropwmn yctaHoBneH Ha ‘80', To MexoTpacrneBoli aneMeHT AaHHbIX, cBpalleHue K
KOTOPOMY NPOUCXOAUT C NMOMOLLbIO CKATOro 3aroficBKa, ycTaHoBneHHoro Ha ‘81°, '82' unu ‘83’, MoxeT npucyT-
CTBOBATb KaK MHAMKATOP COCTOAHUA Ha OAWH, ABa Uik Tpy BaiiTa (gpyrue 3HauYeHUs ANMHBI 3apesepBUpPoBaHbI ANs
NCO/M3BK CTK1 MK 17) B koHLe 6ainToB NpeabICTOpUN.

- Ecnu anuHa paBHa egvHuLe, TO aNeMeHT daHHbIX NpeacTaBnseT coboil 6aiT CoCToAHNS KUSHEHHOTO
umKna kapTel, 06o3Havyaemblin LCS;

- Ecnu anvHa paBHa ABYM, TO 9nNeMeHT daHHbIX NpeacTasnseT coboli Asa Gaiita cocToAHNA 06paboTKy,
0bo3Havaemble SW1-SW2;

- Ecnu anvHa pasHa Tpem, To 3NeMeHT AaHHbIX NpeacTasnseT coboii LCS ¢ nocneaytownmn SW1-SW2,

LCS fgosmkeH UHTeprnpeTUpoBaTLeA B cooTBeTCTBUN € 5.3.3.2 1 Tabnuueit 13; aHadeHne ‘00’ ykasbiBaeT, YTo
cocTosHWe He nepedaHo. SW1-SW2 gomkHbl MHTEPNPeTUPOBaTLCA B COOTBETCTBUN ¢ 5.1.3 v Tabnuuamun 5 n 6;
3HaveHwue ‘0000’ cocTosiHWE He NepeaaHo.
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8.1.1.4Ccbinka Ha aaHHble DIR

Ecnu 6aiT nHavkaTopa kateropum yctaHoeneH Ha ‘10’, To cnegytoLmii 3a HAM 6aiiT npeacTasnaeT co6oi
ccbinky Ha gaHHble DIR. KoguposaHue u cogepkaHue aToro 6aita HaxoaaTcsa 3a npegenaMmy KoMneTeHLUMn Ha-
cTosiLiero ctaHgapTa.

8.1.2 BoccTaHoBRMeHUe CTPOKU UCXOAHBIX AaHHbIX

MexoTpacnesoi aNeMeHT AaHHbIX, HasbiBaeMbl «<UCXOAHbIE AaHHbIe AoCTynay, obpalleHue K KOTopoMy
MPONCXOANT C MOMOLLIbIO CKaTOro 3arofioBKa, ycTaHOBNEeHHOro Ha ‘4Y’, B 6aitTax npeabictopun (cM. 8.1.1.2.4)
unu ¢ nomouubio Tera ‘44’ B EF.ATR (cm. 8.2.1.1), ykasbiBaeT koMaHAHbIM APDU.

-Ecnu anvHa paBHa eauHuue, To komaHaHbii APDU npeactaensiet coboii komaHgy READ BINARY
(cMm. 7.2.3) co cnepytowmum cogepxaHuem: CLA INS P1 P2 yctaHoeneHb! Ha ‘00B0 0000’ v norne L, ycTaHOBNEHO
Ha NepBbIv U eAMHCTBEHHbIN BaT MCXOAHBIX AaHHBIX AOCTYNA;

- Ecnu anvHa pasHa ABYM, To NepBblii 6aiiT NCXOAHBIX AaHHBIX AOCTyNa yKasbiBaeT CTPYKTYPY (6UT 8) u
KOPOTKU uaeHTudmkatop (6utsl ¢ 5 no 1) dpaiina EF, nognexaiuero cHutbIBaHWI0, B COOTBETCTBUM ¢ Tabnuueli 89:

- ecnu 6uT 8 nepeoro baiiTa ycTaHoBMneH Ha 1, To komaHgHeIi APDU npeacTtaensiet coboii komangy READ
BINARY (cm. 7.2.3) co cnepytoluymm cogepxaHuem: CLA INS yctaHoeneHbl Ha ‘00B0’, P1 yctaHoBNeH Ha NepBblii
6anT ncxoaHbIX AaHHbIX goctyna, P2 yctaHosneH Ha ‘00’, a none L, yctaHoBNEHO Ha BTopolt 6ainT cXxoaHbIxX
AaHHbIX AOCTYNa;

- ecnu 6ut 8 nepsoro Gaiita yctaHoBneH Ha 0, To komaHaHeIM APDU npeacrasnsieT coboit komaHgy READ
RECORD(S) (cm. 7.3.3) co cnegyrowmm cogepkaHuem: CLA INS P1 yctaHoBneHbl Ha ‘00B201°, P2 cocTouT us
6uT ¢ 8 No 4, yctaHoBNEHHbIX Ha 6UTBI € 5 No 1 nepeoro 6ariTa UCXOAHBIX AaHHbIX 4OCTYNA (KOPOTKUIA MAEHTUdU-
kaTtop) n 6ut ¢ 3 no 1, yctaHoBneHHbIX Ha 110, a none L, yctaHOBNEHO HA BTOpOW BaiT NCXOAHLIX AaHHBIX
AocTyna.

Tabnwnua 89 — MNep.blit 6aliT MCXOAHLIX AAHHLIX AOCTYNA NPU ANWHE, PaBHOW ABYM

b8 b7 b6 | b5 b4 b3 b2 b1 CmbicnoBoe cofepxaHue
x|— —|— — — — — | CmykiypaEF

O |— —|— — — — — | Cipyktypa 3anucu

1 — — | — — — — — | MNpospa4Has cTpykTypa

—_ |- - X X X X x | Kopotkui naentndpmkatop EF

X00x xxxx (mo6oe apyroe 3HauyeHne 3ape3epBMpOBaHO AN UCMONb30Ba-
HuA B Oyaywem)

- Ecnn anuHa pasHa nsatn unu Gonee, To komaHaHbli APDU coctonT n3'Y 6aiiToB UCXOAHBLIX JaHHbIX
gocTyna.

KomaHaHein APDU gomkeH bbITb NpeacTaBneH kapte. Ecnv npouecc 3aBeplueH, To none gaHHbIX OTBeTa
npeAcTaenseT coboit CTPOKY MeXoTpacneBbIX MHPOPMaLMOHHLIX 06 LEKTOB, B KOTOPLIX KaXKAoe NPUOXeHNe Mor-
1o 6bl BbITb NPUBNEYEHO, HA3LIBAEMYIO «CTPOKA UCXOOHBIX AaHHbLIX» .

8.2 UpeHTUdUKauMa n BbIGOP NpUNOXeHUA

JaHHas ycnyra no3sonsieT yCTpONCTBY COMPSXKEHNSA 3HATb, KAKoe NPUOXKeHWe akTUBUPOBAHO B KapTe, a
Takke Kak naeHTnduLMpoBaTh 1 BbiIbpaTh kakoe-nnmbo NpunoxeHne, nogaepXmpaemoe KapTon.

8.2.1 UpeHTUdUKaLMA NpUNoxeHUs

8.2.1.1 EF.DIRuEF.ATR

[Ba cneundnyHbix dharina EF obecneunsaroT 0CHOBHYO nogaepkKy naeHTugukaumm 1 sbibopa npunoxe-
HWs, a MMmeHHo: EF.DIR n EF.ATR. OHu cogepxaT Habop nHdopmaLoHHbIx 06bekToB BER-TLV. B atux EF
CTepTble UNN 3MeHeHHble HopMaLMoHHble 06bekTbl BER-TLYV MoryT Bbi3biBaTh 3anonHeHWe HeaHavallen
WHbopmaLmein 4o, Mexay U nocrne MHgpopMaLMoHHbIX 06beKkToB (M. 5.2.2.1).

EF.DIR. danHbii EF ykasbiBaeT cnncok NpunioXeHWi, nogaepxveaemMblix kapToi. OH coaepxuT Habop
WaBnoHOB NPUNOXEHUA WK MHGOPMALMOHHBLIX OGBEKTOB «MAEHTUNKATOP NPUIOKEHUNA» B NPOU3BOSILHOM
nopsgke. OH onpeaenserT, kKakue KomaH4bl 4OMKHbI BEIMOMHATECSA AN TOro, 4Tobbl BeiGpaTh ykazaHHbIE NPUNo-
XKeHus.

EF.DIR goneH nmetb MF B kavecTBe pogutensckoro charna: nyts ‘3F002F00’ ccuinaetcs Ha EF.DIR. Ha
yposHe MF kopoTkuii naeHTudmnkatop 30, T. e. 11110 B gBOMYHOM KOaNpPOBaHUK, cebinaetcest Ha EF.DIR, ecnu oH
npucyTCTBYET.
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EF.ATR. [JaHHbii EF ykasbiBaeT paboune xapaktepuctuku kaptbl. OH coaepXxut Habop MexxoTpacneBbiX
MH(OPMAaLMOHHBIX 0OBLEKTOB, KOTOpble HE MOryT ObiTb BrioxeHbl B EF.DIR, nnbo noTtoMy 4To HE OTHOCATCH K
BblGOpY Npunoxenus, Nnnbo notomy 4to HeT EF.DIR.

EF.ATR pomkeH umetb MF B kavecTtBe pogutenbckoro channa: nyto ‘3F002F01° cebinaercst Ha EF.ATR.

8.2.1.2 UpeHTndMKaTOp NPUNOKEHUA

[aHHbIn MexXoTpacneBow 3aneMeHT AaHHbIX, 06palleHne K KOTOPOMY NPOUCXOAUT C MOMOLLbIO CXKaToro
3aronoeka, ycraHoBrneHHoro Ha ‘FY’ B 6anTax npegpictopum (cm. 8.1.1), unm ¢ nomolubio Tera ‘4F’ B cTpoke
ncxofHbIxX gaHHbIX (cM. 8.1.2), B EF.ATR, B EF.DIR 1 B gaHHbIx ynpasnexusi niobeim caiinom DF (cMm. 5.3.3),
naeHTMULMpYeT NPUNOXEHNE.

Mpaentudmkarop npunoxenus (AlID) coctonT 13 He Gonee wecTHaauaTtn 6anToB. butel ¢ 8 no 5 nepeoro
GaviTa ykasblBaloT KaTeroputo B COOTBETCTBUM ¢ Tabnuuein 90.

Tab6nwunuya 90 — Kareropum nageHTMuKaTOpoB NPUOXKeHUs

3HaueHune KaTeropus CMbicnioBoe coaepxaHue
OT'0’po ‘Y — 3ape3epBupoBaHO AN C OBMECTUMOCTM C NpeabiaylmMn  BepcusiMmn
NCO/M3K 7812-1 [3] (cm. npunoxenue D)
‘N MexpayHapoaHas MexayHapoaHas pernctpaums npoBaiifepoB MPUMOXEHUIA B COOTBETCTBUM
¢ UICO/M3K 7816-5 [4]
‘B, ‘C — 3ape3epBupoBaHo Ans ucnonb3osaHus B byaywem MCO/MIK CTK 1 MK 17
‘D’ HauunoHanbHas HauuoranbHas peructpauus (MCO 3166 [1]) npoBaiaepos Npunoxexuii B
cooTBeTcTBUMM ¢ MCO/M3K 7816-5 [4]
‘E’ CraHgapTHas UneHTudukaums ctaHaapTa ¢ nomolLubio naeHtTudukatopa obbekrta B COOT-
BeTcTBUMN ¢ MCO/MIK 8825-1
‘F’ MponpueTapHas Peructpauusa nposaiepoB NpUNOXeHUs He npeaycMoTpeHa

Ha pucyHke 7 nokasaH mexayHapoaHbivi AlID. OH cOCTOUT U3 3apercTpMpoBaHHOrO uaeHTUdukaTopa npo-
Bangepa npunoxenns (MexagyHapogHbii RID) n3 natn 6anToB 1, onuMoHarnbsHO, MPONpueTapHoOro paclumMpeHmns
naeHTudkatopa npunoxenus (PIX) n3 He 6onee oguHHaauaTv 6anTos.

- MexgyHapogHein RID pomkeH ogHO3HAYHO waeHTUMUMpOBaTb npoBanaep NpunoxeHus (Cm.
NCO/M3K 7816-5 [4]):

- 6uTbl ¢ 8 N0 5 nepBoro GaliTa foMmKHbI ObITb ycTaHoBMEHbI HA 1010, T. . NepBbIV YeTbipexpaspsaHbI 6anT
[OImKeH 6bITb ycTaHOBINEH Ha ‘A;

- KaXabli M3 nocrneayoLwmx AeBATU YeTbIpexpaspsiaHbIX 6aiToB A0MmKeH ObITb YCTAHOBIEH HA 3Ha4YeHWe OT
‘0’ o 9.

- Pacwupenve umeet ceoboaHoe kogupoBaHue. OHO NO3BONSIET NPOBanaepy NPUIOKEHUst UAEHTUOULMPO-
BaTb Pa3nnyHbIE MPUMOXKEHWS.

3aperncTpupoBaHHbIi MAeHTUUKaTop
nposaigepa npunoxeHns
(MexpyHapoaHbivi RID, naTb 6aiiTos,
nep.blii 6anT yctaHoeneH Ha ‘AX’)

MponpuetapHoe paclumpexue
naeHTUdmKaTopa NpUNoXeHns
(PIX, He Gonee oavHHaauaTy 6aiiToB)

PucyHok 7 — MexayHapogHbin AlD

Ha pucyHke 8 nokasaH HaumoHanbHbI AID. OH COCTOUT 13 3aperMcTPUPOBaHHOIO MaeHTUdUKaTopa npoBai-
Aepa npunoxenus (HaunoHanbsHoro RID) 13 nsty 6ainToB 1, ONUUOHANbHO, MPONPUETAPHOIO pacLUMPEHUS MOEHTU-
mkartopa npunoxeruns (PIX) n3 He 6onee ognHHaguaTy 6anToB.

- HaunoHanbHbin RID  pormkeH OAHO3HAYHO WAeHTMUMUMPOBATL MpoBaiepa MPUNOXeHns (CMm.
NCO/M3K 7816-5 [4]):

- 6uThl ¢ 8 No 5 nepBoro Gavita 4ormKHbI GbITb ycTaHoBMEHbI Ha 1101, T. €. NepBbIf YeTbipexpaspsaHbIn 6anT
[OIKeH ObITb YyCTaHOBNEH Ha ‘D’;

- nocnegywowne Tpu 4etblpexpaspsgHole 6anta (o1 ‘0’0o ‘9’) pomkHbl opMMpOBaTb KO CTpaHbl
(MCO 3166-1[1]);
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- PEKOMEH0BaHHOE 3HaYeHWe AONS KaXOoro K3 nocrnefHuxX LUeCcTU 4eTblpexpaspsigHbiX 6anToB — oT
‘0’ mo ‘9.

- Paclwmpenwve nmeet cBoboaHoe koamposaHme. OHO NO3BONSET NpoBanaepy NPUIOXEHUS UAEHTUULMPO-
BaTb Pa3nnyHbIE MPUMOXKEHUSI.

3aperncTpupoBaHHbI naeHTudukaTop
npoBanaepa NpPUNoXeHUs
(HauwoHanbHbii RID, natb 6aiiTos,
neps.blil 6aiiT ycraHoBneH Ha ‘DX’)

MponpuetapHoe paclumpeHne
naeHTUrKaTopa NPUNoXeHNs
(PIX, He Bonee oguHHaauaTu 6aiiToB)

PucyHok 8 — HaunoHanbHbId AID

Ha pucyHke 9 nokasaH ctaHgapTHbii AID. OH cocTouT u3 He 6onee wectHaguatu 6anTos. MNepBbiii GanTt
porkeH 6biTb yctaHosneH Ha 1110 1000, T. e. Ha ‘E8’. 3Havenms ot ‘E0’ po ‘E7’ n ot ‘E9’ po ‘EF’ 3apesepBupoBa-
Hbl Ans ncnonb3osanns B 6yaywem MCO/MIAK CTK 1 MK 17. NaeHTudukatop obbekra (cm. NCO/M3IK 8825-1)
OOIKEH nopaepXxuBaTe MaeHTUMMKaUMIO cTaHgapTa, onpeaensiowero npunoxeHne (CM. npumepsl B Npu-
noxennn A, Hanpumep, MCO/M3K 7816-12[4], Bepudmkaums nuyHOCTM OMOMETpuyYeckumMy MeTopamu,
NCO/M3K 7816-15 [4], npunoxeHne ¢ kpuntorpaduyeckon nichopmaumen). Paclumpenne naeHtudukatopa
npunoXeHus (onpegeneHHoe B COOTBETCTBUM C UAEHTU(ULMPOBAHHBIM CTaHAAPTOM) MOXET NOAAEPKUBATL MAEH-
TUMKaLMIO pasnnyHbIX peanvaauui.

WpeHTudukatop obbekTa PacwupeHnne naeHtTudunkaTopa npunoxeHus,

E8 (cm. npunoxexue A) cneundu4HOro Ana NPUNoXeHNs

PucyHok 9 — CranpapTHbii AID

Ha pucyHke 10 nokasaH nponpuetapHbii AID. OH cocTonT n3 He 6onee wectHaguatn 6anTtos. butsl ¢ 8 no
5 nepBoro 6arTa 4OomKkHbI BbITb ycTaHoBNeHbl Ha 1111, T.e. ‘F’. B nponpreTapHoi kaTteropym, NoCcKomnbKy NpoBaii-
Aepbl NPUNOXEHUSI He 3aperMcTpPMpOBaHbI, TO pasnu4yHble NpoBanaepa NPUIOXKEHNS MOTYT UCMONb30BaTb OAVH U
TOT Xe AID.

MponpueTapHblil nAeHTUUKATOP NPUNOXEHUS
(MponpweTapHbii AID, He 6Gonee wecTHaguatu 6ainTos, nepsblil 6anT ycraHoBneH Ha ‘FX’)

PucyHok 10 — lMponpueTtapHsbiin AID

8.2.1.3 LLla6bnoH npunoxeHus

[aHHbIN MeXOoTpacrneBon aNeMeHT AaHHbIX, 06paLleHme K KOTOPOMY MPOUCXOAMT C MOMOLLbIO Tera ‘61’
MoxeT npucytcteoBaTtb B EF.ATR (cm. 8.2.1.1), B EF.DIR (cm. 8.2.1.1) 1 B AaHHbIX ynpaeneHms nobbim dainom
DF (cm. 5.3.3):

- Takow LWabrnoH JomkeH coaepxaTb B cebe 0AuH U TONbKO OAUH MAEHTUUKATOP NPUNoXeHusi. Ecnv He-
CKOIbKO MAEHTMMKATOPOB NPUIOXEHWI NPeaCcTaBNSAT cOO0M AeNCTBUTENbHBIE HAUMEHOBAHWS ANst O4HOTO U
Toro xe DF, To kaxgoe 13 HUX JOIMKHO GbITe NPEACTaBNeHO B pasnnyHbIX LabnoHax NpunoxeHus;

- Takow LWabnoH MOXeT AOMONHMTENBHO CoAepXKaTh ApYrve MexoTpacreBble MHOPMaLUVOHHbIE OGLEKTHI,
KacaroLmecs NpUnoXeHun, nepedmcrnenHsle B Tabnuue 91 n onpeaenexHble ganee.

Tab6nunuya 91 — MexoTpacnesble WHMOOPMaLMOHHBIE OOBEKTBI ANA MAEHTUdUKALMN 1 BbIGOpa NPUNOXEHUs

Ter 3HaueHune
‘4F’ MaoeHTudmkatTop npunoxeHns
‘50’ YpoBeHb NpUNoXeHus
‘51’ Cchblinka Ha dann
‘52’ KomaHgHbin APDU
‘53, ‘73’ Mpoun3BonbHbIe AaHHblE, NPOU3BOIbHLIN LWAGNOH
5F50" YHudpmumpoBaHHbIi ykasatenb pecypca (cm. IETF RFC 1738[19] n IETF RFC 2396[20])
‘61’ Habop nHdopmMaLmMOoHHBbIX 06BEKTOB, CBA3AHHBIX C MPUNOXEHUEM
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8.2.1.4 [ipyrue MexoTpacreBble 31ieMeHTbl AaHHbIX

CnepytoLme MexoTpacneBble arieMeHTbl AaHHbIX o6ecneunBatoT o6LLyo NoAAepKKY Ans uaeHTUdUKaLmMm
1 BbIGOpa NpUNoXXeHUs.

YpoBeHb npunoxeHua. [laHHbI MexoTpacnesol aneMeHT, obpalleHue K KOTOpOMY MPOUCXOAUT C
nomotubto Tera ‘50°, He onpeaeneH B cepum ctaHgapTos UCO/MIK 7816. Mposaiiaep npunoxeHus onpegensieT
ero AN UCNornbL30BaHUA B UHTepdpelice Yenosek-MaLlnHa, Hanpumep, ToBapHbIiA 3HaK Anst oTO6pakeHUs.

Ccbinka Ha dann. [JaHHbIN MexXoTpacneBoit anemeHT, obpalleHne K KOTOpoMy NPOUCXOoANUT € MOMOLLIbIO
Tera ‘51’, onpegeneH 8 5.3.1.2.

MpousBonbHbIe AaHHble (MNU WAGNOH). [laHHbI MeXOTpacneBoi afeMeHT, obpalleHne K KOTOpomy
NpoONCXoAnT € NomoLLbio Tera ‘53’ (Unu ‘73’), COCTOUT U3 COOTBETCTBYHOLLMX 31€MEHTOB AaHHbIX (UK BIOXEHWUIA
MHPOPMALIMOHHBIX 06 BEKTOB), ONpeAeneHHbIX NPoBakAepPOM NPUSIOKEHS.

YHuduumpoBaHHbIA yKasaTenb pecypca. [JaHHblii MeXOoTpacneBoi aN1eMeHT AaHHbIX, obpalleHne K
KOTOpOMY NpoUCXoauT ¢ nomoLbio Tera ‘SF50°, aensieTca yHuduumposaHHbIM ykasaTtenem pecypca (URL) no
IETF RFC 1738 [19]mn IETF RFC 2396 [20]. OH yka3bIBaeT 4acTb NporpaMmMHoro obecneyeHuss, Heo6xoanumoro
YCTPOWCTBY CONPSDKEHUS ANS B3AMMOAEUCTBUS C NPUIIOXEHUEM B KapTe.

8.2.2 Bbi6op npunoxeHus

KapTa gomnkHa noanepxueatb, Kak MUHUMYM, OAIMH U3 clieayloLwmnx MeToaos Bulbopa NpunoXxeHus:

1) HesIBHbLIN BLIGOP NPUNOXKEHUS;

2) BbIGOP NpUNOXEHUA ¢ Ucnonb3oBaHMeM ugeHTudukatTopa npunoxerHus (AID, cM. 8.2.1.2) B kayecTse
umenu DF;

3) BbIGOp NpunoxeHus ¢ ucnonszosaHnem EF.DIR nnu EF.ATR.

8.2.2.1 HesiBHbII BbIGOP NpUNoxeHus

Ecnu BbI6Op NPpUNoXeHUs OCyLLEeCTBISIETCSA HESIBHO, TO MAEHTUMUKATOP NPUNOXKEHWUS 4OSKEH NPUCYTCTBO-
BaTb B BaiTax npeabicTopuu (cM. 8.1.1) Unu B CTpoKe UCX0AHBIX AaHHbIX (CM. 8.1.2). Takoe Hanuune o6o3Ha4aeT
HesIBHbI BbIGOP NpunoxeHus. Ecnv Beibop NpunoxeHns ocyliecTenseTca HesiBHO 6e3 ngeHTndmkaTopa npuno-
XeHus B baiTax npeasIcTOpUn U CTPOKE UCXOAHBIX AAHHBIX, TO MAEHTUCHUKATOP NPUOKEHUSA AOMMKEH NPUCYTCTBO-
BaTb B EF.ATR (cm. 8.2.1.1).

MpwumedyaHune— HesBHbIV BbIGOP NPUNOXEHUs He pekomeHgoBaH ana MynbTU-NPUKNagHbIX KapT.

8.2.2.2 Bbi60op npunoxeHus c ucnonbsoBaHuem AlD B kauecTBe umeHu DF

KapTa B MynbTu-npuknagHoi cpege AosmkHa ObiTb crnocobHa NonoXuTernbHO pearnpoBaTb Ha KomaHay
SELECT, onpegensitowyto naeHtudukaTtop npunoxerHusi (AlD, cm. 8.2.1.2) B kayecTBe umeHu DF. YcTpoiicTBO
COMpPSPKEHUS MOXET TakuM 06pa3omM HesiBHO BbiGpaTh NpunoxeHue 6e3 npegsapuTenbHOK NPOBEPKU HANUYNA
MPUNOXEHWUS B KapTe.

KapTa gomkHa nogaepxmeats komaHay SELECT ¢ CLA INS P1 P2, yctaHoeneHHsIMu Ha ‘00A4 0400, ans
nepBoro Beibopa ¢ 3agaHHbIM U NpeanoYTUTENbHO NOMHLIM NAEHTU(MKATOPOM NPUMOKEHWUS B NoNe AaHHbIX KO-
MaHabl (M. Tabnuuy 39). B 3aBUCMMOCTI OT TOrO, NPUCYTCTBYET NN MPUNOXKEHWE UMW HET, KapTa JoSkHa 3aBep-
WKTb, TMBO NpepBaTh komaHay. B cnyyae BbiGopa ¢ ycedeHHbIM nmeHeM DF, nonHoe st DF 6yaet 4ocTynHO B
nosfe AaHHbIX OTBETA B KAaYeCcTBe KOHTPOSIbHOTO NapameTpa daina, cesasaHHoro ¢ Terom ‘84’ (cm. Tabnuuy 12).
Ecnu kapTa nogaepxumeaet BblIbop ¢ ycedeHHbIM umeHeM DF, To nepBbIi BLIGOP 3aBUCUT OT peanuaauym, Hanpu-
Mep, NepBoe BXOXAEHVEe B CTaTUYHbIA CMIMCOK WX NocrnefHee akTMBMPOBAHHOE NMPUIIOXKEHNE B NpeablayLUei
ceccuun. ins cnegytoLlero Belbopa, eciv OH UMeeTcs, KapTa JosmkHa nogaepxusaTtb komaHgy SELECT ¢ CLA
INS P1 P2, yctaHoBneHHbiMu Ha ‘00A4 0402’, ¢ TeM ke nonem gaHHbIX KoMaHAbl.

8.2.2.3 BbI60op npunoxeHus ¢ ucnonb3sosaHuem EF.DIR unu EF.ATR

[ns MyneTU-NPUKNagHoro ycTpocTBa conpsikeHus ncnons3osaHue EF.DIR nnv EF.ATR 6onee addekTne-
HO, YeM NpeablgyLwunii MeToa:

- €CINN MHPOPMALIMOHHBIN 0GLEKT «MAEHTUMKATOP NPUIOKEHNS» HE SIBMSIETCA YaCTbHo LWabrnoHa npunoxe-
HUS1 ¥ He COMPOBOXAAETCSA CChINKO Ha dhaiin unu nHopMaLMOHHBEIM 06 LEKTOM «KOMaHAa Ha BbINOSTHEHWEY, TO
npu BbiGope Heobxogumo ncnonbsosaTb AlD B kauecTBe nmeHu DF;

- eCN UHPOPMALMOHHBIA 0GBEKT «MAEHTUUKATOP NPUIIOKEHUSI» ABNAETCA YacTbHo LWabnoHa npunoXeHus
BMecTe ¢ nHpopMaLMoHHBIM 06 bEKTOM «Ceblflka Ha dharin» (M. 5.3.1.2), ero none sHa4eHUs COCTOUT U3 ABYX UIn
H6onee 6aiToB, TO BLIGOP Yepes NyTb AOMMKEH BbINMOMHATLCA B COOTBETCTBUN € 8.3;

- ecn NHPOPMAaLIMOHHBIN 0OBLEKT «MaeHTUDUKATOP MPUMOKEHUSI» SBNAETCA YacTbo LWabroHa NpunoxeHns
BMECTE C OHUM WUIN HECKOMNBKMMU MHJPOPMAaLIMOHHBIMK 06 beKTaMun «KoMaHbl Ha BbINOMHEHWEY, TO BbliGop npuno-
XKEHUSI BbINOSTHAETCS C MOMOLLLIO NepedncneHHbIx(on) koMmaHa(sl). B cnydyae HeCKoneKNX KoMaHa, OHWU JOSKHbI
6bITh BbINOMHEHLI B MOPSAAKe, NpeAcTaBNeHHOM B LLabnoHe.
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8.3 Bbibop 4yepes nyTb

[HaHHas ycnyra nossonsieT caenatb Belbop dpainos EF 1 6e3biMsiHHbIX DF, ucnonbays nyTe, T. €. 371eMeHT
AaHHbIX «ccblnka Ha dainy» (cMm. 5.3.1.2), cocToawumi us Tpex unv 6onee 6akToB..

- Ecnu gnuHa veTHas, To nyTb siBAsieTcA b0 abcontoTHBIM, TMB0 OTHOCUTENBHLIM B 3aBUCUMOCTU OT TOTO,
yCTaHoBMeHbI 1 NepBble ABa 6ainTa Ha ‘3F00’ unu Het. MocnegHue aea 6aita naeHTuduumpyoT nubo DF, nubo
EF:

- ansa nyTtu k DF BbiGop aomkeH BbiTb OCYLLECTBMEH C UCNOb30BAHWEM OAHON UM HECKONBbKUX KOMaHA,
SELECT ¢ CLAINS P1 P2 L., yctaHoBneHHbIMK Ha ‘00A4 0100 02';

- ans nytu k EF, ecnu gnvHa pasHa veTbipeM unu 6onee, To BbIGOP f0MKeH ObITb OCYLLECTBIEH C UCMOMb-
30BaHueM oaHol unn Heckonbkunx komang SELECT ¢ CLA INS P1 P2 L, ycTaHoBneHHbIMy Ha ‘00A4 0100 02'.
MocnegHuii M BO3MOXHO eQnHCTBEHHbIN BbIGOp UcronbayeT Aga baiita nyTu (naeHTudmkatop EF) c CLAINS P1
P2 L., yctaHoBneHHbIMU Ha ‘00A4 0200 02'.

- Ecnv gnvHa HeveTHas!, To NyTb orpaHndeHHbIn. OH cocTomT NMbo 3 abcomntoTHoro nyTh 6e3 ‘3F00’, nubo ns
oTHocuTeneHoro Nyt 6es ngeHTudmkaropa TekyLlero DF, 3a koTopbiM cnegyet 6aiT, nognexaluuii ICNonb3oBa-
HUto B KavecTBe P1 B ogHoW nnmn Heckoneknx komanaax SELECT. 3Hadenue P1 dukcrpyeT Metoq Beibopa:

- ecnu 3HadeHne P1 — ‘08’ nnu ‘'09’, To kapTa gomkHa nogaepkueatb koMaHgy SELECT, B koTopoi orpaHu-
YeHHbIN NyTb onpedensieT P1, L, 1 none AaHHbIX 1 B koTopol P2 yctaHosneH Ha ‘00’;

- B OCTasbHbIX Cryvasix kapTa Ao/KHa nogaepkmBaTh ofHy unu Heckonbko komaHa SELECT ¢ P1, ycTa-
HOBNEHHbIM Ha nocnegHWiA GakT orpaHUdeHHoro nyTu, u P2 L, yctaHoBneHHbIMK Ha ‘0002’. Kaxxaein dpaiin Ha
BCEM NPOTSKEHNM NMYTU AOMKEH BbIBMpAaTLCS NocnefoBaTenbHO.

8.4 U3Bne4veHune faHHbIX

[aHHasi ycrnyra No3BonsieT yCTPOWCTBY COMPSDKEHMS CHUTLIBATL AaHHbIEe, XpaHuMble B chainax DF n EF.

Ecnu 6bin BbIGpaH DF, To cogepxaHue, uMetoLlee oTHoLIEHUe K 06MeHy, 4OMKHO NpeacTaBnATbL cobow
none gaHHbIx oTBeTa Ans komaHasl GET DATA (cm. 7.4.2), cocTosiee us CLA INS, yctaHoBneHHbIX Ha ‘00CA, 3a
koTopbIMU cnegytoT 6aiiTel P1-P2, ycTaHoBneHHble Ha ‘00FF’ ans nHdopmauyoHHbix 06bektos BER-TLV nnun Ha
‘02FF’ ans nHdpopmaumoHHeix o6bekto SIMPLE-TLV, ¢ nocnegyrowmm nonem L, cogepxxaliym Tonbko ycTa-
HoBMeHHble Ha ‘00’ 6aliThbl.

Ecnu 6bin BoIGpaH EF, To cogepxaHue, nmetollee oTHoLweHWe K 06MeHy, AOMKHO NpeacTaensT coboi
rione AaHHbIX oTBETa ANsi komaHabl READ B cooTBeTcTBUM € BariToM onncatensa cdaiina (cm. Tabnuuy 14), npu ero
HaNM4YnK B KOHTPOSbHBIX MapamMeTpax.

- KomaHaa READ BINARY (cm. 7.2.3) coctout us CLA INS P1 P2, yctaHoBneHHbIxX Ha ‘00BO 0000, ¢
nocnegytowum nonem L,, COCTOSILLMM TONbKO U3 YCTaHOBNEHHbIX Ha ‘00’ 6anToB.

- KomaHga READ RECORD(S) (cm. 7.3.3) coctout 3 CLA INS P1 P2, yctaHoBrneHHbIX Ha ‘00B2 0005, ¢
rocneayowmnm nonem L, COCTOALLMM TONbKO U3 YCTaHOBNEHHbIX Ha ‘00’ 6ainToB.

- KomaHpa GET DATA (cM. 7.4.2) coctouT U3 CLA INS P1 P2, yctaHoBneHHbIX Ha ‘00CA 0000’, ¢ nocne-
Ayrowym nonem L,, COCTOAWMM TONbKO U3 yCTaHOBNEHHbIX Ha ‘00’ 6aiToB.

Mpu oTcyTeTBUM BaiiTa onucaTens danna B KOHTPONbHLIX NapamMeTpax dana EF komaHaHelin APDU npea-
cTaenseT cobol cneayrouiee:

- ecnu nepeas Tabnuua nporpaMmHbIX hyHKUMIA (cM. Tabnuuy 86) npucyTcTBYeT B baiiTax npegbICTOpUn Unu
B EF.ATR v ecnv oHa yka3sblBaeT Ha nogaepkky sanucei, To komaHaHblii APDU npeactaensaet coboil komaHay
READ RECORD(S), kak ykazaHo BbiLLeE;

- B NPOTUBHOM chny4ae, T. e., korga Tabnuua otcyTcTeyeT B Gavitax npegsictopun n 8 EF.ATR vnu ecnu
Tabnuua He ykasblBaeT Ha NoadepkKy 3anuncen, To koMaHaHen APDU npeactaensiet coboin komangy READ
BINARY, kak yka3zaHo BbliLLE.

8.5 U3Bne4veHune anemMeHTa AaHHbIX

[aHHas ycnyra no3sonsieT yCTpoiCcTBY CONPSPKEHNS U3BNEYL MeXOoTpacneBble 3/1eMeHTbl AaHHbIX, UCNOoSb-
3yemble npu obMeHe.

o BeIGopa NpUNoXXeHUs MexxoTpacnesble MHOPMaLMOHHbIE 06bEKTHI A0KHBI BbITb U3BNEYEHbBI NPAMO UK
KOCBEHHO U3 6aiToB npeabicTopun (cM. 8.1.1), U3 CTPOKM UcxoaHbIX AaHHbIX (cM. 8.1.2), us EFATR n EF.DIR
(cm. 8.2.1.1) B TOM nopsaake, B KaKoM OHU NpeAcTaBneHbl. ATU MexoTpacneBble UHPOPMaLUOHHbIE 06bEeKTbI
JOIKHBI MIHTEPNPEeTUPOBAaTLCS B COOTBETCTBUN CO CXEMaMU pacnpeaeneHus Teros, onpeaenerHHsiMv B 5.2.4.

- Ecnu npunoxeHue BbiGpaHo, To MexoTpacneBble HpopMaUMOHHbIE 06BHEKTbI A0MKHBI BbITb U3BNEHEHbI
NpsIMO UK KOCBEHHO U3 AaHHbIX yrnpaeneHus (M. 5.3.3) DF npunoxeHuns n us koHkpeTHbIX charinos EF B npene-
nax Tekyuero DF:

77



rOCTP UCO/MIK 7816-4—2013

- MexoTpacneBble MHopMaLMOHHbIE 06 bEKTLI MOTYT NPUCYTCTBOBATL B AaHHLIX ypaBrneHus NiobbiM daii-
nom (cm. 5.3.3);

- MeXoTpacsieBble aM1IeMeHTbl AaHHbIX MOTyT ObITb M3BNEYeHbl U3 chalinios, obpalleHne K KOTOPbIM MPOMCXO-
AanT 13 Bpannepa (cMm. 8.5.1). Beibop 6esbimsinHoro DF nnm EF, nssectHoro no ero nyTu, onpegenet 8 8.3. Cunthl-
BaHWe AaHHbIX B BbibpaHHom EF unu DF onpeaeneHo B 8.4;

- MexoTpacneBble MHpopMaLMOHHbIE 06bEKTbI MOTYT BbITh M3BMNeYeHbl ¢ NoMoLkto komaHg GET DATA
(cm. 7.4.2).

8.5.1 KocBeHHbIe cCbINKU Ha aNeMeHTbl AaHHbIX

Cnvcok anemMeHTOB, CNUCOK TEroB, CMUCOK 3aroflIoBKOB, CMUCOK pacLUMpeHHbIX 3arofloBKOB 1 Bpannepbl
npeacTaenaAT coboii MexxoTpacneBble 3NeMeHThI AaHHbIX 4N KOCBEHHOMO 06paLLleHUst K SfieMeHTaM AaHHbIX B
cTpoke 6aiiToB, Hanpumep, cogepxaHue dannos EF, nogaepxunsatoimx equHnLbl AaHHbIX, MOAs AaHHbIX,
ABNAOLLMECH Pe3ynbTaToM BbINONHeHUst koMmaHgHbix APDU (cm. 8.4), cTpoku GaiToB Ans noanucu (cm.
MCO/M3K 7816-8 [4]). Takol anemMeHT gaHHbIX coobLUaEeT KapTe, Kak MHTEPNPETUPOBATL NoMne AaHHbLIX KOMaHAbI
Unu Kkak ccbopMnpoBaTh Nose AaHHbIX OTBETA.

Cnucok anemeHTOB. [laHHbI MEXOTpacrneBol aneMeHT AaHHbIX, obpaLleHne K KOTOPOMY NPOUCXOAUT C
nomoLlbto Tera 5F41’, obo3HavaeT, UTo MHdOPMaLWa NS U3BNeYeHUs He NpedcTaBneHa B kauecTee UHop-
MaLMOHHBIX 06bEKTOB, HO HAaXoAWUTCS NoA yrnpasneHnem npunoxeHns. OH 4OHKEH UCNONb30BATLCA TOMLKO B
npegenax wabnoHa Bpannepa. HacToswuii ctaHgapT He onpefdensieT ero CTpykTypy u obpatHyio uHdop-
Mauuio.

Cnucok TeroB. [JaHHbIA MeXOoTpacneBol seMeHT AaHHbIX, oBpaLleHne K KOTOPOMY NPOUCXOAUT C NOMO-
Wbto Tera ‘5C’, npeactaBnsieT coboli cuenneHne nonei AaHHbiX 6es pasrpaHudeHnid. CTpoka 6aiToB COCTOUT M3
MHpOPMaLMOHHBIX OBBEKTOB, HAXOASLLMXCS B TOM Xe NopsaKe, YTo U CNUCOK TEroB.

Cnucok 3aronoBkKoB. [1aHHbI MeXoTpacreBoi afieMeHT AaHHbIX, obpalleHne K KOTOPOMY NPOUCXOAUT C
nomoLupto Tera ‘5D’, npeacTasnsieT coboli cuenneHve nap noner Teroe U nonei gnnH 6e3 pasrpaHudeHunin. Ctpoka
6aliToB COCTOUT 3 Noser 3Ha4YeHW I, HaXOAALLMXCS B TOM Xe NopsaaKe, YTO 1 CNNCOK 3arofoBKOB.

Cnucok pacluMpeHHoro 3aronoBka. [laHHbIA MeXoTpacneBow 3nemMeHT AaHHbIX, 0bpalLeHue K KOTOpOMy
npoucxoauT ¢ noMoLLpto Tera ‘4D’, npeacTtaensieT coboli cLuenneHve nap noner Teros U noner anvH 6e3 pasrpa-
HuueHuiA. CTpoka 6aiiToB chopMupyeTcs crneayoLlm obpasom:

- CNU Ter ykasbiBaeT Ha NpoCToe KoAMPOBaHWe, TO Napa Mnorns Tera v nons AnvHbl 3aMmeHAeTCs AaHHbIMUA,
obpalleHne K KOTOpbIM NPOUCXOAUT C NMOMOLLbIO Tera;

- Ter, yKa3blBalLWin Ha cocTaBHOE KOAVWPOBaHWUE, C NocneaytoLLei HeHyNeBol ANUHOM, 3a UCKIOYEeHUEM
‘80’, BBOAUT Nose 3Ha4eHUSA, KOTopoe NpeacTaBnser cobol CNMCoK paclUMpeHHbIX 3arofloBKoB. Ter, ykasbiBato-
LWMA Ha cocTaBHOE KOAMPOBaHWE, C Nocreaylollei HyneBor ANUHOW UrHopUpyeTca. Ter, ykasblBatloWmnin Ha
COCTaBHOE KoAUpOBaHue, ¢ NnocneayloLwmMM sHadyeHmem ‘80’ 03HayaeT, YTo NOMHbINA COCTaBHON UHOPMALIMOHHBINA
06beKT/NoNHLIN WabnoH BkoYeH B CTpoKy 6ainTos.;

- KapTa AoMKHa UTHOPUPOBAThL 3NIEMEHTbI U3 CMIUCKA PACLUMPEHHOTO 3arofioBka, KOTOPbI HEe COOTBETCTBYET
3a1aHHON CTPYKTYpe.

CTtpoka 6ariToB COCTOUT NGO U3:

- nonei 3Ha4YeHN NPOCTbIX MH(OPMALIMOHHBLIX 06 LEKTOB, BO3MOXHO YCEHYEHHbIX B COOTBETCTBUM C yKa3aH-
HbIMU ANUHaMK (cnyYan 1), unu us

-NPOCTbIX WUH(POPMALMOHHBIX 0BHLEKTOB, BOZMOXHO YCEYEHHbIX B COOTBETCTBUM C YKasaHHON ANMHON
W BMOXEHHbIX B COOTBETCTBYOLWMA LWAa6NoH, AfiMHAa KOTOporo cooTBeTcTByeT npasunam BER-TLV
(cnyvan 2);

- AnvHa ‘80°, ecnu NpeAcTaBneHa, AoSkHA 6bITh 3aMeHeHa akTyarnbHol AnuMHo. MonHbIA cocTaBHoO MHGOP-
MaLMOHHbIN 06BeKT/NONHBIV LWabnoH BKOYeH B CTPOKY 6aiToB.

KoavposaHue cTpoku 6aiiToB, a UMEHHO, UHOPMaLMOHHBLIX OB HEKTOB UM 31EMEHTOB AaHHbIX, yKazaHo
COOTBETCTBYIOLWMM KoAOM INS unv cooTBeTCTBYIOLLMM NapaMeTpoM KoMaHAbl, HanpMMepP COOTBETCTBYHOLLEE KO-
AnpoeaHue Nonsa AaHHbIX (MMBo cocTaBHOE Ans cogepXalumx MHopMaunoHHble 06bekTbl, NMbo NpocToe Ans
cofepXallunx aneMeHTbl AaHHbIX), unu Tern ‘AC’ unu ‘BC’ (cm. Tabnuuy 31), ucnonsayemsle B komaHae PERFORM
SECURITY OPERATION (cm. ICO/M3K 7816-8 [4]).
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Mpumepbi — Cnedyrowulli CIUCOK paculupeHHO20 3a205108ka obpawjaemcsi Kk nocrnedyrouwuM mpem
npocmbIM UHOPMaYUOHHBIM 06beKmam.

Mpocmou T, ‘ ‘00’ | CocmasHoti mez2 T | L=4 lMpocmoti T, ‘ ‘00’ ‘ Mpocmoii T; | L=5 |
Mpocmoiu | L; | 3HavyeHue, Mpocmoii | L, | 3HaqeHue, Mpocmoii| L3(>5) | 3HayeHue;
T, T, T;

Cnyuyaii 1: Cmpoka 6alimos s18/151emcsi CUENIeHUEeM 3/1eMEHMOo8 GaHHbIX.

3HaveHue; | 3HaqeHue, Mepebie namp 6atimos 3Ha4YeHuUsT3

Cnyu4al 2: Cmpoka 6ailimos sienisiemcsi cuensieHueM UHhopMayuoHHbIX 06beKmos.

T, | Ly | 3navenue, | T | L=L,+9 | T, | L, | 3navenue, | T; | L=5 |[lepenienams 6aiimoe 3Hadqe-
Husi3

Bpannep. JaHHbIl MexoTpacnesoii WwWabnoH, obpalleHne KOTOPoMYy NPOUCXOAUT C NMOMOLLbIO Tera ‘63,
COCTOMT U3 ABYX MHpOPMALMOHHBIX OGHEKTOB.

- MepBbIi MHDOPMaLMOHHBIA 06bekT npeacTaBnsieT coboli nMbo cnvcok anemeHToB (Ter ‘5F41°), nubo
cnucok Teros (Ter ‘5C’), nnbo cnncok 3aronoekos (Ter ‘5D’), 6o CrMCOK pacluMpeHHbIX 3arosioBkoB (Ter ‘4D’);

- BTopoii uHdgopmaLmoHHbIN 06bekT npeacTaenseT coboli ceoinky Ha chaiin EF (ter ‘51°, cm. 5.3.1.2) uivnu
OAVH WUIN HECKOSbKO KoMaHA-Ha-BbInosiHeHue (Ter ‘52’). Ecnn komaHaHeix APDU HeckonbKko, TO OHU AOMMKHbI
obpabatbiBaThCs B peAcTaBIeHHOM NopsiaKe.

MHdbopmaLmoHHbIn 06bekT, obpalleHne K KoTOpoMY NPOUCXOAUT, HaNnpUMep, B CINCKE TEroB, UIN SNEMeHT
AaHHbIX, 0bpallieHne K KOToPOMY MPOUCXOANT, HAaNpUMep, B CnUCke 3aronoBkoB, A0SMKHbI NGO coaepkaTbCsl B
ccblnovHoM dhaiine, Mo GbiTh (YacTbo) NONs AaHHbIX OTBETa Ha nocneaHui komaHaHbii APDU. Bo Bpannepe
AorxHa 6bITh 3agaHa ToNbKO 0gHa KOCBEHHas! cebinka. Bpannepos MoXeT BbITb HECKOMBKO.

Hanpumep — Cnedyrowuli wabnoH epannepa cocmoum u3 Crucka me2oe U 00HOU KOMaHObI-Ha @bINoHe-
Hue.
{63’ — L —{'5C’— L — (Tez1 — Tec2 — Te23)} — {*52’ — L — KomaHdHbili APDU}}

8.6 Ctpoku 6aiToB, 06pa3zoBaHHbIe KapTOn

[aHHas ycnyra no3sonsieT kapTe 06pa3oBbiBaTh CTPOKYU 6aliToB.

[lns ssicHoCTK, B AaHHOM pa3ferne roBopUTCS O 3anpoce, Kak o cTpoke 6aiToB [Mnu ee yactu)], o6pazoBaHHOM
kapToW, u 06 oTknuke, Kak 06 oTBeTe [MNK ero YacTu], nocbliaeMoM 06LEKTOM BO BHELLHWE YCTPOWCTBA; Hanpu-
Mep, NonHbIA Habop 3anpocoB MOXET hopMUpoBaTh komaHAHbI APDU, a nonHblii Habop OTKIIMKOB — OTBETHEIN
APDU, Takum 06pa3om, npegocTtasrieHue ycnyru no KoMMyTaLuuoHHOMY B3aMMOAEWCTBIIO KapThbl U yCTPOUCTBA
COMPSDKEHUS, a TakKe MeXay Kapamu BO3MOXHbI bnarogaps ceTu.

B naHHoM pa3sgerne onpegerneHsl cneayowme Tpy NonoXeHUst:

- KaK kapTa gomxkHa ucnonb3oatb SW1-SW2 B kauecTBe curHana sanycka, ykasbiBaloLLero, 4to kapTa
X0O4eT BbI3BaTb CTPOKY 6aTOB, Ha KOTOPYIO KapTa, BO3MOXHO, OXKUAAEeT OTBET;

- KaK YCTPOWUCTBO CONpPsbKeHUs1 AOMKHO ucnonbsoatb komaHay GET DATA (cm. 7.4.2) ans usesneveHus
3anpoca c kapTbl U komaHgy PUT DATA (cM. 7.4.3) Ans nepeaayun oTKIMKA, NpU ero Hanuuuu, B KapTy;

- KaK cTpoka 6aToB AomKkHa hopmaTUpOBaTLCS.

8.6.1 BknioueHue KapTon

Baiitbl SW1-SW2, yctaHoBneHHble Ha ‘62XX’ co 3HaueHueM XX ot ‘02’ go ‘80’ o3HayaloT, 4To y KapThbl eCTb
3anpoc u3 ‘XX’ 6aiToB, KOTOPLIN YCTPOUCTBO COMPSKEHUST AOSIKHO U3BIIEYb, U Ha KOTOPbIV KapTa, BO3MOXHO,
OXUAAET NONYYUTb OTBET.

Baiitel SW1-SW2, yctaHoBNeHHbIe Ha ‘64 XX’ co 3HaueHnem XX ot ‘02’ go ‘80’ o3HauatoT, 4To KapTa npepea-
na KoMaHy; BO3MOXHOe 3aBeplUeHne kKoMaHabl 06ycrnoBneHo BoccTaHoBNeHUeM 3anpoca us XX’ 6aiiTos, Ha
KOTOpGLII KapTa, BO3MOXHO, OXXuaaeT Nnony4nuTs OTBET.

Ecnn SW1-SW2 npucytctyioT B 6aiiTax npeabICTopum Co 3Ha4YeHUEM, KaK yKkasaHo Bbllle, TO 3TV 6aiTbl
JOIMKHbI UHTEPNPETUPOBATLCS, KaK yKa3aHOo BbiLLe.

Ecnu komarnga PUT DATA (cm. 7.4.3) ana nepegayv oTknnka npepsaHa ¢ SW1-SW2, yctaHoBNeHHbIMY Ha
B4XX, 10
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- co 3HauYeHneMm ‘64 XX’ ot ‘6402’ go ‘6480’ kapTa xoueT nocnaTtb, Kak MUHUMYM, eLle ofuH 3anpoc ux ‘XX’
6anTos;

- CO 3HaYeHneM ‘64XX’, yctaHoBneHHbIM Ha ‘6401’ kapTa oxxugaet HeMeaeHHbIA OTBET.

8.6.2 3anpocbl U OTKIIUKK

Onsa ussneyeHus sanpoca us ‘XX’ 6anToB, AOCTYNHLIX B KapTe, YCTPONCTBO COMpshKeHWs1 A0MKHO nocnaTb
komaHay GET DATA c 6avitamu P1-P2, yctaHoeneHHbIMu Ha ‘0000°, n nonem L, ycTaHoBNeHHbIM Ha ‘XX':

- 6aiiTl SW1-SW2, yctaHoBneHHble Ha ‘62XX’ co sHadeHreM XX’ ot ‘02’ o ‘80°, 03Ha4aloT, YTO yCTPOWCTBO
CONPSYKEHMS AOMKHO U3BMNeYb AanbHEeNWni 3anpoc n3 ‘XX’ 6ainTos 1 06beauHUTL ero B LIEMOYUKY C YXKe U3BMeYeH-
HbIM 3anpocom 10 06paboTku cTpoku 6arnToB, 06pa3oBaHHON KAPTOW, BO BHELLHWE YCTPOUCTBA;

- 6ainTbl SW1-SW2, ycTaHoBneHHble Ha ‘9000, 03HauvaroT, 4To cTpoka 6aiToB, obpasoBaHHas kapToW, 3a-
BepLUeHa; oHa MoXeT 06pabaTbiBaTbCA BHELLUHUMU YCTPOUCTBaMM.

[na nepepavun oTkIMKa KapTe YCTPONCTBO CONPSXEHUA AOIKHO nocnaTe komaHay PUT DATA ¢ 6aitamu
P1-P2, yctaHoBneHHbIMY Ha ‘0000’. Ecnu oTBET CNULWIKOM ANWHHbIA AS151 0OAHON KOMAHABI, TO HECKONBbKO KOMaH4
PUT DATA ponxHbl 6biTb 06beauHeHb! B Lienodky (cM. 5.1.1.1). Kaxxaas komaHaa PUT DATA nepeaaet oTKNUK 1
cuenneHne OTKNUKOB B OTBETE.

8.6.3 ®opmaTbl

3HaueHune nepeoro 6aiiTa cTpoku 6aiiToB, 06paszoBaHHON KapToW, ykasbiBaeT chopmar cnegyrowmnm obpa-
30M:

- ecnuv nepsbIi 6aiT yctaHoBneH Ha ‘FF’, To nocneaytowme 6aiTbl 4oMKHbI KOANPOBaTh MAeHTUdUKaTOp
nexoaHoro npotokona B cooteeTcTBun ¢ MCO/M3IK TO 9577; cTpoku 6aiToB A0MKHBI COOTBETCTBOBATL YKa3aHHO-
My NPOTOKONY;

- B MPOTUBHOM criyyae (T. e. Korga nepebivi 6aiT He ycTaHoBneH Ha ‘FF’), ctpoka 6Galitos, o6pasoBaHHast
KapToW, U OTBET BMecTe A0MKHbI hOpMUpOoBaTh Napy KoMaHAa-OTBET.

Bce ycrnoBusi OTHOCATCA K NPOTOKOMY Nepefayn, ykazaHHOMY KapToW, 3a UCKNIOYEeHWeM Hagnexatlero uc-
nonb3oBaHus koMaHael GET DATA, komaHasl PUT DATA v 6aiitoB cocTosiHua SW1-SW2. B gaHHOM pazaerne He
AenaeTcsa npeanonoxeHne o HeobxoAnMMOCTU oTBeTa U 06 06bekTe, OTBeHaloLLEM Ha coaepkaHe BO3MOXKHOIo
oTBeTa.
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Mpunoxenne A
(cnpaBouHoe)

Mpumepbl uaeHTUDUKATOPOB 06BLEKTa U CXeM pacnpeneneHus Teros

A.1 UgenTndmkatopbl 06bekTa

Ona ctanpaptoB NCO nepeobim 6alitom siBnsietca 28’, T. e. aecatndHoe umcno 40 (cm. UICO/M3AK 8825-1). Cnieagyet
OAHa UNn Heckorbko cepun 6anTos; 6uT 8 yctaHoeneH Ha 0 B nocnegHem baiite cepum u Ha 1 B npeabiaywmx 6antax,
ecnu umeetcs 6onee ogHoro 6arta. Cuennexune 6uT ¢ 7 no 1 B GaiiTe n3 cepum koaupyeT uncno. Kaxagoe unmcno AormkHO
6bITb 3aKOAMPOBAHO C MMHUMAanbHLIM KONUYECTBOM 6aiiToB, T. €. 3HayeHue ‘80" ABNAETCA HeAeWCTBUTENbHbLIM ATisl
nepeoro 6amnta us cepun. MNepeoe uncno npeacTaensieT co6oi HomMep cTaHgapTa, BTOPOE YUCIO, €CNIU OHO UMEEeTCsl, —
HOMEp YacTu CTaHgapTa, COCTOSWErO U3 HECKONbKUX YacTen.

B nepeom npumepe {iso(1) standard(0) ic-cards(7816)} ccoinaetca Ha MCO/MOK 7816:

- 7816 paBHo “1E88’, 1.e. 0001 1110 1000 1000, T.e. gea 6noka n3 cemn 6ut 0111101 0001000;

- nocrne BBoga 6uta 8 ¢ COOTBETCTBYIOWMUM 3HAYEHWEM B Kaxablh 6alnT, KogupoBaHue NEpPBOW CEpUM CTaHOBUTCH,
Takum obpasom, 1011 1101 0000 1000, uto pasHo ‘BDOS’.

OnemeHT AaHHbIX 28 BDO8 moxeT 6biTh ncnonb3oeaH B AlD ctaHgapTHOW kaTteropum (cm. 8.2.1.2).

AID ="E8 28 BD08 0B XX ... XX’ (MICO/M3K 7816-11 onpeaensier paclumpeHve wuwaeHTudukaropa npurnoxeHusl
XX... XX).

AID = ‘E8 28 BD08 OF XX ... XX’ (MCO/M3IK 7816-15 onpegensieT paclumpeHne uaeHTUdUKaATOpa MpUoXeHusl
KX... XX).

Bo BTopom npumepe {iso(1) standard(0) e-auth(9798) part(5)} cceinaetca Ha MCO 9798-5 [8]. MNMepBas cepus
nonyyaeTcs cnegywwmm obpasom:

- 9798 paBHo ‘2646’, T. €. 0010 0110 0100 0110, T. e. aoBa 6Gnoka ns cemmn 6uT: 1001100 1000110;

- nocne Beoga 6uta 8 ¢ COOTBETCTBYIOWMUM 3HAYEHWEM B Kaxablh 6alT, KogupoBaHue NEpPBOW CEpUM CTaHOBUTCH,
Takum obpasom, 11001100 01000110, uto paBHo ‘CC46’.

OnemeHT gaHHbiX '28 CC46 05 02’ ccbinaetcst Ha BTopon mexannam B MCO/MOK 9798-5 [8], 1.e. GQ2. Takom
naeHTncdukatop MoxeT ObiTb nepegaH B MHMOPMaUMOHHbIM  O0GbekT (Ter ‘06, yHMBepcamnbHblii  Kracc, CM.
MCO/M3K 8825-1).

DO = {{06 05 28 CC 46 05 02}.

B tpetbem npumepe {iso(1) standard(0) mess(9992) part(2)} ccoinaetcss Ha UCO 9992-2 [10]. MepBas cepus
nonyvaeTcsi criegyowmum obpasom:

- 9992 paBHo 2708, T. e. 0010 0111 0000 1000, T. €. ABa Gnoka ua cemu 6uT: 1001110 0001000;

- nocne Beoga 6uta 8 ¢ COOTBETCTBYIOWMM 3HAUEHNEM B KaXabli 6aiT, kogupoBaHue NepBoO Cepun CTaHOBUTCS,
Takum o6pasom, 1100 1110 0000 1000, 4To paeHo ‘CEOS’.

OnemeHT AaHHbix '28 CEO8 02’ (Topoi cepumn — ‘02’). OH moxeT 6biTb NepefaH B MHGHOPMAaLMOHHBIN O6BEKT.

DO = {06 04 28 CE 08 02}.

A.2 Cxembl pacnpeneneHuns Teros

Mpnmep cxeMbl pacnpeaeneHns Teros No yMONYaHUIO

DO1 = {59 02 95 027}

DO2 = {’5F 24 03 97 03 31’}

DO1 (ter ‘59°, gata ncreveHnsa cpoka AeNCTBUsS KapTbl) koaupyeT «®eBpanb 1995» B kauecTBe AaTbl UCTEYEHNSA
cpoka gencreus kaptsl (cm. MICO/M3K 7816-6).

DO2 (ter ‘5F24’, pata ncreveHnss cpoka AeNcTBUsi npurioxenus) koaupyet «31 Maprta 1997» B kadecTBe pathbl
MCTeYeHUs Cpoka AEUCTBUA NPUNOXKEHUS.

Mpumepbl cOBMECTMBLIX CXeM pacrnpegeneHns TeroB

DO1 = {78 06’ {06 04 28 CE 08 02'}}

DO2 = {'5F 24 03 97 03 31’}

DO3 = {70 04’{'80 02 XX XX'}}

DO4 = {67 OA {'5F 29 03 XX XX XX'{’81 02 XX XX'}}

DO1 (ter ‘78’, opraH pacnpegerneHusi COBMECTUMbIX TETOB) yKa3biBaeT HA COBMECTUMYIO CXEMy pacnpegeneHus
Teroe, onpegeneHtyio B UCO 9992-2 [10], k koTopoii 06paluatoTcsi ¢ noMoLLbio CBoero uaeHtudmkaropa obvekra. Ecnn
DO1 nosienserca Nnub6o B CTPOKe UCXoAHbIX AaHHbIX (cMm. 8.1.2), unn B EF.ATR (cm. 8.2.1.1), To opraH pacnpegeneHus
TEroB ABNAETCA AENCTBUTENbHBIM Ansl KapTbl B Uernom. Ecniv DO1 nosiensieTcst B AaHHbIX ynipaernenus davinom DF
(cm. 5.3.3), To opraH pacnpepeneHust TEroB SIBNSIETCA AEUCTBUTENbHLIM B Npeaenax atoro DF.

DO2 (ter ‘5F24’, pata ncreveHnsi cpoka AeNCTBUsI Npurioxenus) koaupyet «31 Maprta 1997» B kauecTBe gaThl
UCTEYEHNA CPOKa OENCTBUS NPUMNOXKEHUS.

81



rocT P UCO/M3K 7816-4—2013

DO3 (ter ‘70°, mexoTpacneBoi WwabnoH B COOTBETCTBUM C BKIKOHEHHbIM OpraHoM pacrpefiernieHusi TeroB) coaep-
XWUT MHAOPMALMOHHLIN 06beKT ¢ Terom ‘80°, onpeaensiembiii B UCO 9992-2 [10]; 3HaueHue Tera ‘70’ Taioke onpeaeneHo
8 NCO 9992-2 [10].

DO4 (ter ‘67’, wabnoH AaHHbIX ayTeHTUdMKaLMKN) cogepXnT MHGOPMaLMOHHbLIA 06bekT «npodune obmeHay ¢
Terom ‘5F29’ u nHcopmaunoHHbin 06bekT ¢ Terom ‘81°, onpepensiembii B UCO 9992-2 [10]; copepxaHune Tera ‘67
onpeaeneHo B UICO/M3K 7816-6M141.

Opyron npumep COBMeCTMMON CXeMbI pacnpeaeneHns Teros

DO2 = {'5F 24 03 97 03 31’}

DO3 ={700C’ {06 04 28 CE 08 027} {80 04 XX XX XX XX'}}

DO4 = {67 06’ {'5F 29 03 XX XX XX'}}

DO2 (ter ‘5F24’, paTta ucteveHusl cpoka AelcTBUst Npunoxenus) kogupyet «31 Maprta 1997» B kadecTBe pathbl
MCTEYEHNS CpoKa OeWCTBUS NMPUNOXKEHWS.

DO3 (Ter ‘70, mexoTpacneBon WwabnoH, onpeaeneHHbIi B COOTBETCTBUM C BKITKOYEHHBIM UAEHTUMDMKATOPOM 06beK-
Ta) COAEPXKNT MHDOPMALMOHHBIN 0BbekT ¢ Terom ‘06’, KOTOPLIV yCTaHaBMNMBAET, YTO MOCNeayoLWMi MHPOPMALMOHHBIN
06bekT ¢ Terom ‘80° onpegeneH B MCO 9992-2 [10].

DO4 (ter ‘67’, MexoTpacneBoW wWabnoH AaHHbIX ayTeHTUdMKaLuM) CoaepXUT WMHMOPMaLUOHHBIN 0ObeKT
«npotune obmeHa» ¢ Terom ‘5F29. OH He MoOxeT coaepxaTb WHGOPMAUMOHHbIE OObLEKTbI, OMpeaeneHHble
B MCO 9992-2[10], u3-3a Bbibopa He NepeaaBaTb MEXOTPACNeBON MHMDOPMaLMOHHOW 06BbeEKT ¢ Terom ‘78,

Mpumep cocyulecTByOLWE CXeMbI pacnpeneneHmns TeroB

DO1 ={79 05’ {06 03 28 XX XX’}}

DO2 = {'7E 06’ {'5F 24 03 97 03 31'}}

DO3={70 06" { XX XX XX XX XX XX}}

DO1 (Ter ‘79, cocywecTBYIOWMIA OpraH pacrnpegeneHns TEroB) yka3sbiBaeT COCYLLECTBYIOWYIO CXeMy pacnpepene-
HWSA TeroB, onpefdernseMyrs B CTaHgapTe, K KOTOpomy obpalLaloTcs € NMoMOoLblo naeHTudukatTopa ob6bekta co 3Have-
HWeM, HaunHalLlWmMea ¢ “28”, T. e. ctaHaapTa MCO. DO1 aBnsieTcst 06s13aTeNbHbiM B TAKOW CXEMe U A0ITKEH NOSIBMSATHCS
nmbo

- B CTPOKE HavanbHbIX AaHHbIX (cM. 8.1.2) nnn B EF.ATR (cm. 8.2.1.1), ecnun opran pacnpeaeneHmns Teros AABNseTcs
OeliCTBUTENbHBIM A4NA KapTel B Lenom, nubo

- B AaHHbIX ynpaenexus dannom DF (cM. 5.3.3), ecnu opraH pacnpegeneHns Teroe ABrsieTcs AeNCTBUTENBHbIM B
npeaenax atoro DF.

DO2 (Ter ‘7TE’) ABNATCA MEXOTpPacneBbIM WAGNOHOM AN BNOXEHHbIX MEXOTPacneBbiX MHOPMAaLMOHHbIX 06bek-
TOB. MexoTpacneBon aneMeHT AaHHbIX «4aTa UCTEYeHUsA cpoka AEUCTBUS NPUNOXEHUs» ¢ Terom ‘5F24° npucytcreyer,
koaupys «31 Mapta 1997» kak AaTy MCTe4eHUs Cpoka AeWCTBUS MPUITOXKEHUS.

DO3 (ter ‘70, mexoTpacrneBon WabnoH, KOTOPLIN JOMKEH MHTEPNPETUPOBATLCA B COOTBETCTBUN C OPraHoOM pac-
npegenexHnsl TeroB, ykazaHHoM B WwabnoHe 79’) MmoxeT 6bITb MHTEPNPETUPOBAH TOMNBKO B COOTBETCTBUM CO CTaHAApTOM,
yKa3aHHbIM B ugeHTudukatope obbekra.
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MpunoxeHne B
(cnpaBo4HOE)

Mpumepbl 6esonacHoro o6MeHa coobLEeHUAMN

B.1 KpunTtorpadwmyeckasa KoHTponbHasa cymma

B panHOM paspgene nokasaHo ucnonb3oBaHue Ge3zonacHoro o6MeHa coobuweHusimu (cMm. 8) u Kpuntorpaguyec-
KMMWM KOHTPOINbHbIMKM CymMmmamu (cM. 6.2.3.1) Ans Kaxgoro us YeTbipex criyyaes napbl kOMaHaa-oTBeT, onpeaeneHHbIX B
NCO/M3K 78186-3.

B npumepax 3zammce CLA* ob6o3HavaeT ucnonb3oeaHwe 6GeaonacHoro obMeHa COOBWEHUSIMU B NOMSX
AanHbiX: B CLA (cm. 5.1.1) 6uThl 8, 7 1 6, ycTaHoBneHbl Ha 000, a 6uT 4 ycTaHoBneH Ha 1 unuv 6utel 8, 7 1 6 ycTaHOBNEHSI
Ha 011.

B npumepax 3annce CLA** o6o3HaqaeT, uto 6uthl 8, 7 1 6 B CLA ycTaHoBneHbl Ha 000, a butbl 4 13 — Ha 11, T .e.
3aronoBOK KOMaHabl AOMmMKeH ObiTb BKITHOYEH NPU BbIYUCIEHUN SNEeMeHTa gaHHbIX 4nA ayTeHTUUKaLun.

C pOpyroii CTOPOHbI, 3aronoBOK MOXET ObiTb WHKancynupoBaH B MHGOPMaLMOHHbI 06bekT ¢ Terom ‘89,
T. €. UHAOPMaAUNOHHbLIN 06bekT SM gormkeH ObiTb BKIOYEH MPWU BbIYMCIEHWM 3neMeHTa AaHHbIX Anst ayTeHTUdu-
Kaumm.

B npumepax 3anuck T* o603HaqaeT, |YTo 6UT 1 nocnegHero GaliTa nonsi Tera ycraHoBneH Ha 1 (He4YeTHbIV Homep
Tera), T. . UHOPMaUMNOHHLIN 06bekT SM gorkeH ObITh BKITHOYEH NPY BbIMUCIIEHUN 3ArEMEHTA JaHHbIX ANA ayTeHTUdMKa-
Lumn.

- Cnyyain 1 — HeT AaHHbIX KOMaHAbI, HET AAHHbIX OTBETa

HesawwmuweHHas napa koMaHaa-oTBET criedytoLast:

3aronoBok KomaHAabl Teno komaHgbl

CLA INS P1 P2 Mycroe

Teno oTBeta 3aBepLumTenb OTBeTa

Myctoe SW1-SW2

- Cnyvan 1.a — CocTofiHne He 3alUMLLEHO
3awmweHHsIn komaHaHsin APDU criegytowmi:

3aronoBokK komaHabl Teno komaHabl

CLA* INS P1 P2 {Hoeoe none Lc} — {Hosoe none aanHbIx (= T — L — KpunTtorpadmyeckas
KOHTPOMNbHAA cymma)}

Ecnu gnuna kpynTtorpacdnyeckon KOHTPOIbHOW CyMMbI paBHa veTbipeM bavtam, To HoBoe none L, ycraHoBneHo
Ha ‘06’.

Hoeoe none ganHbix = OauH nHdopmaumoHHbin 06vekT = {T — L — Kpuntorpaduueckas koOHTpornbHas cymmal

HaHHble, oxBaTbiBaeMble kpunTorpacduyeckoi KOHTponbHol cymmont (6ut 3 B CLA* yctaHoBneH Ha 1) =

OpwH 6nok = {CLA** INS P1 P2 3anonHeHune}

SawmueHHbIn oTBeTHHIN APDU criegytowmii:

Teno oTeeTa 3aBepwmTens oTBETa
Myctoe SW1-SW2

- Cnyyai 1.b — CocTosiHme 3awmiueHo
SawmueHHbIn komanaHe APDU cneaytowmin:

3aronoBok KomaHapl Teno komaHgbl

CLA* INS P1 P2 {Hosoe none L} — {HoBoe none paauHbix (= T — L — Kpuntorpacuueckan
KOHTpOnbHasi cymma)} — {Hosoe none L, (= ‘00°)}
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Hoeoe none panHbix = OavH nHdopmaunoHHbii 06bekT = {T — L — Kpuntorpaduqeckasi KOHTpoOrnbHasi cymmay
HaHHble, oxBaTbiBaeMble KpunTorpagmyeckon KOHTPonbHONW cymmoii (but 3 B 6arite CLA® yctaHoeneH Ha 1) =
Opun 6nok = {CLA** INS P1 P2 3anonHeHnue}

Teno oTBeTa 3aBepwuntens oTBeTa

Hoeoe none ganubix (= {T* — L — SW1-SW2} — {T — L — KpunTorpaduueckas SW1-SW2
KOHTPONbHAasA CyMma})

Hosoe none gaHHbix = [1Ba nudopmaumoHHbix o6bekta = {T* — L — SW1-SW2} — {T — L — Kpuntorpaduueckas
KOHTpOnbHasi cymmal})

HaHHble, oxBaTbiBaemMble KpUNTOrpacu4eckon KOHTpornbHou cymmon = OguH 6nok = {T* — L — SW1-SW2 —
3anonHenne}

- Cny4ai 2 — HeT gaHHbIX KOMaHAbI, AaHHblE OTBeTa

HesawmweHHasn napa komMaHga-oTBeT cneayrowas:

3aronoBok KomMaHapl Teno komaHabl
CLA INS P1 P2 Mone L,

Teno oreBeTa 3asepwmTens oTBETA

Mone paHHbIX SW1-SW2

BawmueHHbIi komanaHein APDU cnegytowmin:

3aronoBok KomMaHapl Teno komaHabl

CLA* INS P1 P2 Hosoe none L, — Hoeoe none pganHbix — {Hoeoe none L, (oguH nnn
HeCKonbKko 6ainToB, yCTaHOBMNEHHbIX Ha ‘00°)}

Hoeoe none paHHbiXx = [1Ba uHdopmMaunoHHbix obbekta = {T* — L — L} — {T — L — Kpuntorpadmueckas
KOHTPONbHAaA cymma}

HaHHble, oxBaTbiBaeMble KpMNTOrpacnHeCKONn KOHTPONbHOW CYMMOW =

- OpvH 6nok = {T* — L — L, — 3anonHexue}, ecnm 6mt 3 B CLA* ycTaHoeneH Ha O;

- [1Ba 6noka = {CLA** INS P1 P2 3anonHenune} — {T* — L — L, — 3anonHenwne}, ecnn 6ut 3 B CLA* ycraHoBneH
Ha 1.

BawyeHHbIn oTBeTHLIN APDU criefyroLwmii:

Teno otBeTa 3aBepwmTens oTBeTa

HoBoe none gaHHbIX SW1-SW2
(={T* — L — MNpocToe 3Havenne} — {T* — L — SW1-SW2} —{T — L —
KpunTorpaguryeckass KOHTpONbHasi cymMMa})

Hoeoe none gaHHbIXx = Tpu MHMOPMAaLMOHHLIX 0ObekTa =
{T* — L — MpocTtoe 3HaveHne} — {T* — L — SW1-SW2} — {T — L — Kpuntorpadmyeckas KOHTponbHas
cymma})
HaHHble, oxBaTbiBaeMble KpUNTorpacuHeckon KOHTPOIIBHOW CYMMON =
OavH vnmn Heckonbko 6rnokoB = {T* — L — lNpocToe 3HaveHne — T — L — SW1-SW2 — 3anonHenue}
- Cnyyan 3 — [laHHble KOMaHAbI, HET AAaHHbIX OTBETa
HesawwmuweHHasi napa komaHga-oTBET criedytoLast:

3aronoBok KomaHAabl Teno kKoMmaHAabl
CLA INS P1 P2 Mone L, — lMNone gaHHbIX

Teno otBeTa 3aBepwuTtens oTBeTa

MycToe SW1-SW2

- Cnyyvain 3.a — CocTosiHVe He 3alUMLLEeHOo
3awmweHHbI komaHgHeIn APDU crniegytowmii:

3aronoBoK KOMaHabl Teno komaHabl

CLA* INS P1 P2 Hosoe none L, — Hosoe none gaHHbIX
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Hosoe none aaHHbIx = [1Ba nHOpMaLUMOHHbIX 06bekTa = {T* — L — MNpocToe 3HaueHne} — {T* — L — Kpuntorpa-
buyeckasi KOHTpOrbHas CyMmMa)

HaHHble, oxBaTbiBaeMble KPUNTOrpatUHECKor KOHTPOMbHOW CYMMOW =
- OavH nnn Heckonbko broko = {T* — L — lMpocToe 3Ha4eHne —3anonHeHune}, ecnu 6ut 3 B CLA* yctaHoB-
IneH Ha 0;
- Aea nnu Heckonbko 6nokos = {CLA** INS P1 P2 3anonnenune} — {T* — L — lNMpocToe 3Ha4eHne — 3anornHe-
Hue}, ecnu 6mT 3 B CLA* ycTaHoBneH Ha 1.

3awmweHHbIr otBeTHEIN APDU cnegyowmii:

Teno oteeTa 3apepLlumTenb OTBETA

MycToe SW1-SW2

- Cny4an 3.b — CocTosiHme 3awmileHo
3awmueHHbIM komaHgHeih APDU criegytowmii:

3aronoBok KOMaHAabl Teno komaHAabl

CLA* INS P1 P2 Hosoe none L, — Hoeoe none gaHHbix — Hoeoe norne L (= “007)

Hosoe none aaHHbIx = [1Ba nHOpMaLUMOHHbIX 06bekTa = {T* — L — MNpocToe 3HaueHne} — {T* — L — Kpuntorpa-
buyeckasi KOHTpOrbHas CyMmMa)

HaHHble, oxBaTbiBaeMble KPUNTOrpatUHECKor KOHTPOMbHOW CYMMOW =
- OavH nnn Heckonbko 6rnokoe = {T* — L — lMpocToe 3HaveHne — 3anonHexune}, ecnu 6ut 3 B CLA* ycTaHoB-
IneH Ha 0;
- Aea nnu Heckonbko 6nokos = {CLA** INS P1 P2 3anonnenune} — {T* — L — lNMpocToe 3Ha4eHne — 3anornHe-
Hue}, ecnu 6mT 3 B CLA* ycTaHoBneH Ha 1.

3awmweHHbIr otBeTHEIN APDU cnegyowmii:

Teno oteeTa 3apepLlumTenb OTBETA

HoBoe none ganHbix (= {T* — L — SW1-SW2} — {T — L — Kpuntorpaduueckas SW1-SW2
KOHTPOIbHAsA cymma})

Hosoe none aaHHbIX = [1Ba MHOpMaLUMOHHbIX 06bekTa = {T* — L — SW1-SW2} — {T — L — KpunTorpacdudeckas
KOHTPOMbHas cymma}

HaHHble, oxBaTbiBaEMble KPUNTOrpacuveckon KOHTPOrbHON cymmoln = OawH 6nok = {T* — L — SW1-SW2 —
3anonHenue}

- Cnyyaun 4 — [laHHble KOMaHAbI, AaHHble OTBeTa

HesawwmuweHHas napa komMaHga-oTBET criedytoLast:

3aronoBok KOMaHAabl Teno komaHAabl

CLA INS P1 P2 none L, — lMone panHbix — none L,

Teno oteeTa 3apepLlumTenb OTBETA

[Mone paHHbIX SW1-SW2

3awmueHHbIM komaHgHeih APDU criegytowmii:

3aronoBok KOMaHAbl Teno komaHAabl

CLA* INS P1 P2 Hoeoe none L. — Hoeoe none gaHHbix — Hoeoe none L, (ogvH unu gea 6ainTa,
yCTaHoBneHHble Ha ‘00’)

Hoeoe none gaHHbix = Tpu MHMOPMAaLMOHHLIX 00bekTa =
{T* — L — lNpocToe 3HaueHne} — {T* — L — L} — {T — L — KpunTorpadumnueckasi KOHTpoOnbHas cymma}
HaHHble, oxBaTbiBaeMble KpUNTOrpacuUHeckor KOHTPONbHON CYMMOW =
- OpgvH nnu Heckonbko Bnokos = {T* — L — lNpocToe 3HaveHne — T* — L — L, — 3anonHeHue}, ecnv 6uT 3 B
CLA* ycTaHOBNEH Ha 0;
- Ba unu Heckonbko 6nokos = {CLA** INS P1 P2 3anonHenne} — {T* — L — lNpocToe 3HaveHne — T* — L —
L, — 3anonHeHue }, ecnv 6ut 3 B CLA* ycTaHoBneH Ha 1.
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3awmueHHbI otBeTHBI APDU cnegyowmii;

Teno oTteerta 3aBeplunTenb oTBETa

HoBoe none gaHHbIX SW1-SW2
(={T* — L — MpocToe 3navenne} — {T* — L — SW1-SW2} — {T — L —
KpunTorpadmyeckas KOHTPONbHaA cymMma})

Hosoe none gaHHbix = Tpu MHPOPMAaLMOHHBIX 06bekTa =

{T*— L — MNpocToe 3Havenne} — {T* — L — SW1-SW2} — {T — L — KpunTorpathmueckas KOHTpOnbHas cymma}

HaHHble, oxBaTbiBaeMble KpMNTOrpadMyeckon KOHTPONbHOW cyMmmMon = OamH UMM HecKonbKo Grnokos =

{T* — L — lNpoctoe 3HaveHne — T* — L — SW1-SW2 — 3anonHeHwue}

B.2 KpunTorpammebli

Wcnonb3oBaHue kpuntorpamMm € 3anonHeHneM GnokoB AaHHbIX HeaHadawen uHdopmauuein n 6e3 3anonHeHus
{cm. 6.2.2) nokasaHo B Momsx AaHHbIX KOMaHAbl U OTBeTa. BMecTo MHDOPMALNOHHBLIX OBBEKTOB «NPOCTOE 3HAYEHUEY,
urypupylowmx B NpeabiayLwmx nprmepax, UCnonb3oBaHbl MHBHOPMaLUOHHbIE 0OBbEKTEI AN KOHNAEHUMANBHOCTH Cre-
ayowmm obpasom.

- Cny4an a— MpocToe 3Ha4eHMe, He 3akoaupoBaHHoe B BER-TLV

Mone ganHeix = {T — L — BaiT uHamkatopa 3ancnHeHus He3Hauvalwen uHdopmaumnein/c NHHOPMaLMOHHBLIM
HanonHeHnem — Kpuntorpamma}

MpocToe 3HadeHue, nepegaBaemoe Kpuntorpammon = OaMH UM HECKONbKO GNOKOB =

MpocToe 3HadeHwe, He 3akoanpoBarHoe B BER-TLV, BO3MOXHO 3anonHeHHoe B COOTBETCTBUM C GalToM nHauKa-
Topa.

- Cnyyann b—MpocToe 3HaveHune, 3akogupoBaHHoe B BER-TVL

Mone ganHbix = {T — L — Kpuntorpamma}

MpocToe 3HaqeHve, nepegasaemoe kpuntorpammoit = CTpoka CKpbiBaemblXx 6antos =

WHdbopmaumoHHble o6bekTel BER-TLV (3anonHeHue HesHavawel WHMOopMaumeid, 3aBucawein o1 anroputma u
pexuma ero paboTbl).

B.3 YnpaBnswLwmne cCbINKn

Moka3aHo ncnonb3oBaHne ynpaensiowmx ceobinok (cm.6.3.1 n 6.3.2).

Mone gaHHbIX koMaHasl = {T — L — WabnoH ynpaensiowmx cCbinok},

l'ae wabnoH ynpaensowmx cebinok = {T — L — Cceinka Ha dann} — {T — L — Ccbinka Ha kntov}

B.4 Onuncarenb oTBeTa

Mokasano ucnone3oBaHue onucartens oTeeTta (cm. 6.3.3)

Mone aanHbix komangbl = {T — L — Onucatenks oTeeTa},

rae Onwucatene oTeBeta = {T([Mpoctoe 3HaqeHue)} — ‘00" — T(Kpuntorpacdudeckasi KOHTponbHas cymma) — 007}

Mone panHbiX komaHae!l = {T — L — lMpocrtoe 3Havenne} — {T — L — Kpuntorpacmdeckas koHTponbHas cymmay

B.5 Komanga ENVELOPE

Mokasano ncnonesoBanme komaHasl ENVELOPE (cm. 7.6.2).

Mone gaHHbIX kOMaHgpe! = {T — L — Bant nHgaukatopa 3anonHeHUs HesHavawen nHdopmaumen/c nHpopmMmaumnox-
HbIM HanonHenveM — Kpuntorpamma}

MpocToe 3HaYeHWe, nepegaBaemMoe KpUNTOrpaMMon =

KomaHngHeit APDU (HaunHasa ¢ CLA* INS P1 P2), sanonHeHwe HesHavawel nHdopmaumein B COOTBETCTBUN C
6anToM nHaukaTopa.

Mone gaHHbIx oTBeTa = {T — L — BaWT uHankaTopa 3anonHeHusi HeaHaqawen nHdopmaumein/c nHpopmaumnoH-
HbIM HanonHenvem — Kpuntorpamma}

MpocToe 3HaveHWe, nepegaBaemoe KpUNTOrpaMMon =

OT1BeTHbIN APDU, 3anonHeHne He3Havallel nHepopmaumer B COOTBETCTBUMU ¢ BakToM nHamkaTopa.

B.6 CoBmecTHOe wucnonb3oBaHue GeszonacHoro obmMeHa COOGLIEHMAMM W onepauui no sawmte MHdop-
Mauun

B HacTosiwem pasgene npuMeHeHbl criepytowme o603Ha4YeHWsA U COKpaLLEeHUst:

CC — kpuntorpacdudeckas KoHTponbHas cymma (cryptographic checksum);

CG — kpuntorpamma (cryptogram);

CLA** — CLA ¢ uHavkauueii SM (6utbl 8, 7 1 6, ycTaHoBneHHble Ha 000, n 6uTbl 4 1 3, yctaHoBneHHbie Ha 11);
DS — Uwudposasn nognuce;

MSE — YnpaBsneHve 6e3onacHoii cpegow;
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PCl — baiAT wWHAoMKAaTOpa 3anonHeHWs HeaHavalwleid uHdopmauue#/c UHGOPMALMUOHHBIM HAMOMHeHUEM
(padding-content indicator byte);

PSO — BobinonHWTb onepaumio sawmThl (perform security operation);

SMC — Kapta ¢ 3awutHbIM MoayneM (security module card);

USC — Cmapt-kapTa nonb3oBartens (user smart card).

Mpumep nokasbiBaeT, kak UCNONb30BaTh CMapT-kapTy nonb3osarens (SMC), koTopas BbINOMHSAET onepauuu no
3almrTe Ans co3gaHusa 3aluiieHHoro komaHaHoro APDU, koTopblit Heo6xoauMo nocnath B kapTy nonb3oBartens (USC),
u ans o6paboTku COOTBETCTBYIOLLErO 3alimiieHHoro oteBeTHoro APDU, nonyyeHHoro ot USC, T. e. Ana nonyyeHus u
06paboTku noneii AaHHbIX B popMaTe SM. [laHHbIiA NpUMeEp UANIOCTPUPYET COBMECTHOE UCTIONb30BaHWE ABYX NOAXOAOB:
aneMeHTapHbIiA NoAxoA, NPy UCTIONb30BaHUM onepauuii no 3awmrte (cM. UCO/MOIK 7816-8 [4]) n rmobanbHbIi noaxon
npu ucrnonb3oBaHuu Ge3onacHoro obmeHa coobileHusimu (CM. pasgen 6).

B npumepe npepnonaraetcs, 4to kapthl USC n SMC 3aBepwunu npoueaypy B3auMHOW ayTeHTU(UKALMKN, OCHO-
BaHHOW, Hanpumep, Ha cepTuukaTax, BepuduuMpyeMbix kapToi. Mpoueaypa ayTeHTU(MKaLUM BKNIOYaeT nepeaavy
KMioya UNU MEeXaHU3M COrnacoBaHWs Krioyei, Takum obpasoM, nocne 3Tol npoueaypbl ABa CUMMETPUYHBIX Kiouya
CTaHOBATCA AOCTYNHLIMU B USM 1 B SMC:

- CUMMETPUYHbIA CeaHCOBbIN KIMIOY ANS BbIUACNEHUS KpUNTOrPaghu4eckolt KOHTPONbLHOW CyMMbI U

- CUMMETPUYHbIA CeaHCOBBIW KoY ANS BbIMUCIIEHUSI KPUNTOTPaMM.

Mpoueaypa ayTeHTUMKALMU UHULIMMPYET OAUH UMW HECKONbKO cyeTuukoB B USC 1 B SMC. B npumMepe He noka-
3aHO COMpOBOXAEHWE U UcMonb3oBaHue Takux cyeruukos B USC u B SMC.

Bce napbl komaHaa-oteeT ansa SMC siBnsiiorca komaHaamu PSO, He ucnonb3yiowmmMu 6e3onacHbiii obMeH coob-
LEHUAMU, HO UCTIONb3YIOMMU MH(OPMaLMOHHbIE 06bekTbl SM (U knioun SM, yCTaHOBREHHbIE C MOMOLLLIO KOMaHA
MSE).

Bce napbl komaHga-oteeT ansg USM ucnonb3yioT 6e3onacHbiit 06MeH coobLLIEHMSIMU U 3aronoBKU KOMaHA, KOTO-
pble BKIMOYEHBI NPU BblMUCTIEHUM KpUnTorpadUyeckoin KOHTPOMNbLHOW cyMMbl, T. €. CLA nepekniodaetca Ha CLA*.

Ha pucyHke B.1 nokasaHbl o6Liue MpUHLMNLI ANS CO34aHus 3aluuieHHoro komadaHoro APDU.

HesawmieHHbIH koMaHaHbIH APDU

SMC UnTtepdpeiic
CLA-INS-P1-P2 Mone L, [Mone paHHbIX Mone L,
| l
CLA nepekniovaetcs Ha CLA** Y
PSO ENCIPHER [aHHble koMaHAabl >
CG (OaHHble komaHAabl) ‘9000 -
\ \
CLA**-INS-P1-P2-3anonHeHue-'"87"-L-PCl =

PSO COMPUTE CC ‘01-CG([laHHble komaHab!) -'97’-'01’-L-3anonHeHne o

CcC ‘9000’ -
SammueHHbIH KoMaHaHbIA APDU
(nocbinaembiit Ha USC) \
87'-L-PCI = ‘01'-CG(JaHHble) -
CLA**-INS-P1-P2 Hosoe none L 97-01"L- ‘8E™-04-CC Hosoe none L,

PucyHok B.1 — Co3naHue 3awuuieHHoro komasaHoro APDU

Ha pucyHke B.2 nokasaHbl oblme npuHLMNGl cO3aaHns salumiieHHoro otseTHoro APDU.
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3ammueHHbI# KoMaHaHbIH APDU (nockinaembiit ot USC) SMC UuTepdeiic

87'-L-PCI = ‘01’-CG(/laHHble oTBeTa)-"99'-'02'-'9000"-'8E-'04'-CC ‘9000

‘80’-L{['87"-L-PCI = '01’-CG([laHHbie oTBETa)}-

PSO VERIFY CC 199"02'-'90008E"- 04'-CC

y

‘9000’ <

PSO DECIPHER CG([laHHble oTBeTa)

[MaHHbie orBeTa ‘9000’ -

PucyHok B.2 — CosaaHue 3awmuieHHoro oteetHoro APDU

Cnenytowmii cLeHapuii o6bsicHaeT Bblumcnerue undposoi nognucu (DS), e ucnonb3oBaHWe NPUBATHOIO KNio-

ya noanueu TpebyeT ycrnewHoro npeacrasnexns naponsi. CueHapuii NPOXOAUT B TpK aTana:
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Aran 1 — Bepudmkauua naponem

1.1 Komanga ana SMC: MSE SET <CT, {83’ — ‘01’ — ‘81'}>
---B npumepe ccbinka Ha CECCUMOHHLIA KNIOM ANA  BbIMUCIIEHUS  KPUNTOTPa(PUMUECKUX  KOHTPOSbHbIX
cymm — ‘81’
Oteet SMC: OK.

1.2 Komanga gna SMC: MSE SET <CCT, {'83' — ‘01’ — ‘82'}>
- - - B npumepe ccbinka Ha CeCCUOHHbIN KMIOY Ansi BbIMUCAEHUA KpunTorpamm — ‘82°.
OteeT SMC: OK.

1.3 KomaHaa ans SMC: PSO ENCIPHER <Maponb>
OteeT SMC: <CG(Maponb)>

1.4 Komanga ana SMC : PSO COMPUTE CC <CLA* — INS — P1 — P2 — 3anonHeHune — {'87' — L — PCl —
CG(Maponb)} — {'97° — ‘01’ — L} — 3anonHeHue>
Otser SMC: <CC>
- - -Tenepb YCTPOICTBO CONPsDKEHUS Co3aaeT komaHaHbIi APDU, sawuuieHHsIA ¢ nomouwbio VERIFY.

1.5 KomaHpa ana USC: VERIFY <{'87" — L — PCI = ‘01’ — CG(Maponb)} — {97 — ‘01" — L.} — {'8E' — ‘04’ — CC}>
Orter USC: <{'99' — ‘02’ — SW1-SW2} — {'8E’ — ‘04’ — CC}>

1.6 KomaHpa ans SMC: PSO VERIFY CC <{'80' — ‘04’ — (‘99' — ‘02’ — SW1-SW2)} — {‘8E’ — ‘04’ — CC}>
OtBet SMC: OK.

3Jran 2 — BuluucneHue X3wW-koaa

2.1 Komanpa ans SMC: PSO COMPUTE CC <CLA** — INS — P1 — P2 — 3anonHeHne — {81 — L — ({'90° —
L — MpomexyTouHbiit xaw} — {‘80° — L — MocnenHuii Gnok})} — {'97' — '01’ — L} — 3anonHeHue>
OtBet SMC: <CC>

2.2 Komanpa ans USC: PSO HASH <{'81" — L1 (=4 + L2 + L3) — ({"90' — L2 — MNpomexXyTouHbii xaw} — {'80" —
L3 — MocnepHuir 6nok})} — {'8E’ — ‘04" — CC}>
- --USC 3anucbiBaeT X3W-KOA KaK BHYTPEHHWI pe3ynkraT Ansi BbMUCNEeHUs LiucgpoBOi NOANUCH B AanbHel-
LIeM.
Orteer USC: <{'99' — ‘02’ — SW1-SW2} — {'8E’ — ‘04’ — CC}>

2.3 Komanpa ana SMC: PSO VERIFY CC <{'80' — ‘04’ — ({"99' — ‘02’ — SW1-SW2})} — {'8E’ — ‘04’ — CC}>
OtBer SMC: OK

3Jran 3 — Bbluucnenue uucpoBoi nognucu

1.1 KomaHpa ana SMC: PSO COMPUTE CC <CLA** — INS — P1 — P2 — 3anonHexne — {'97° — ‘01’ — 00’}
OtBet SMC: <CC>

1.2 Komanpa ans USC: PSO COMPUTE DS <{'97" — ‘01’ — ‘00} — {'8E’ — ‘04’ — CC}>
OtBer USC: <'81" — L — DS — ‘8E’ — ‘04’ — CC>

1.3 KomaHpa ans SMC: PSO VERIFY CC <{'80' —L1 (=2 +L2) — (‘81 — L2 — DS)} — {'8E’ — ‘04’ — CC}>
Oteer SMC: OK
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Mpunoxexnne C
(cnpaBouHoe)

Mpumepbl byHxumint AUTHENTICATE
B komaHgax GENERAL AUTHENTICATE

C.1 BeeaeHune

Opra vnn Heckonbko nap komaHga-oteet GENERAL AUTHENTICATE eeinonnsiet dpyHkumio AUTHENTICATE.

- Ecnn ucnone3ytot cuennenne komaHg, 1o CLA yctaHaBnmBaoT Ha Oxx1 xxxx B nepBon kOmaHge LEenoyvku ao
npegnocrnegHen komaHabl U Ha 0xx0 xXxx B nocnegHen komaHae: ocTanbHble WecTb GUT AOMKHBI OCTaBaTbCH MOCTOSAH-
HbIMK B npegenax uenovkm (cm. 5.1.1.1);

- INS P1 P2 ycraHaBnuBaioT nu6o Ha ‘86 00 00°, nubo Ha 87 00 00’;

- 3HaueHue nons L 3aBUCUT OT MHGPOPMALMOHHBIX OOBLEKTOB B NOne AaHHbIX KoMmaHabl. B 3aBucumoctun ot Toro
oXmpaertcs Ny none AaHHbIX 0TBETa Unun Het, none L, yctaHaenueBaetca nubo Ha ‘00, nmbo oHO OTCYTCTBYET.

B HacTosilweM npunoxkeHnn npounnmiocTpupoBaHsl nons AaHubix komaHg GENERAL AUTHENTICATE, peanu3so-
BbiBaowme mexanmamol no NCO/MIK 9798-5 [8], 1. e. MexaHu3mbl, ncnonebayowme metog, 6e3 coobweHnsa KoHuaeH-
uManbHbIX CBeeHU.

- YeTponcTBy BepudmKaLmMm U3BECTHA OTKPLITas 3afaqa, a 3asBUTEnNiO U3BECTHO CEKPETHOE pelleHne 3TOW OTKPbI-
TOW 3aaun.

- B peaynbrarte BbINONHEHWS NPOTOKona obMeHa ¢ MMHMMarnbHOW Nepeadvert koHbMaeHUManLHON Hdopmauuu,
YCTPOMCTBO BEpPUUKALIM YAOCTOBEPAETCSA, UTO 3aSABUTENNIO U3BECTHO PeLleHne 3TON OTKPLITON 3aaa4un. [pu aTom pelue-
HUE OCTAEeTCH CEKPETHbLIM.

MpumeuaHue—BNCO/M3IK 9798-5[8] onpegeneHsl aea metoga GQ:

- NPV 33JaHHOM OTKPLITOM Krioue RSA, rje 9KCroHeHTa v ABNAETCA NPOCTbIM YMCTIOM, TakuM kak 257 = 28 + 1,
65537 = 2"% + 1 unn 236 + 273 + 1, meTon GQ1 nossonsieT BepudruMpoBaTh NOANMCh RSA 63 UConb3oBaHNA UHEOP-
MauuMM O ee 3Ha4YeHuW, Unu, B NPOTUBHOM criydae, nNoATBepauTb MHopmMaumio o noanucu RSA 6e3 packpbiTua ee
3HaveHus. Kak onpegeneHo B AeNCTBYOLWEM cTaHaapte Ha nognuck RSA (Hanpumep, cm. MCO/MOK 14888-2 [16])
mMexaHnsm popmara nepesoamT MAeHTUMMKALMOHHbIE AaHHbIe 3aaBuTens (wabnoH) B oTkpbiToe uncno G. CooTBercTBy-
owee npusatHoe yncno Q sAensertcsa nognuebio RSA ngeHTMrKayMoHHbIX AaHHbIX. 3asiBUTENIO U YCTPONCTBY Bepudmka-
UMM n3BECTEH OTKpbIThIA Kntod RSA. Mpotokon GQ1 rapaHTupyeT, 4To 3asiBUTenNio u3asecTHa nognuck RSA aTux naeHTu-
(OMKALMOHHBLIX OAHHbIX;

- NPV 3a4aHHOM OTKPbLITOM MoZyre n (Mpov3BegeHne AByx NpocTbix hakTopos) meton GQ2 nossonseT Bepudnum-
poBaTb hakTopbl 6e3 UCMONb30OBaHUs MHMOPMaLUKU U HUX, UMW B MPOTUBHOM Criydae, NoATBEpPaUTE MHopMauuio o
thakTopax 6e3 packpbITUsi UX 3Ha4YeHWs. MexaHnam BkrovaeT B cebs napameTtp 6e3onacHocTn k > 0 1 nepebie m NPOCTLIX
YKcer, Ha3blBaeMbIX OCHOBHBIMU YMCNamMmn m, Takmmm 4To K X m HaxoguTcs B npedenax ot 8 ao 36. Kaxgoe oTkpbiToe
uMCNO PaBHO KBaapaTy 0CHOBHOTO uncna: G = g2. CooTBeTcTRYIOWEe NpuBaTHOE UKncio Q paeHo mogynto 2K — kopHio
n3 G. Ecnnm nmeetca, kak MMHUMYM, OOHO OCHOBHOE 4YMNCIO g, Takoe YTO CMMBON Akobu ansi g No OTHOLLIEHUIO K N paBeH
— 1 1, ecnu n koHrpyeTHO 1 Ha moaynb 4, To npotokon GQ2 noaTBEPKAAET, YTO N SIBMSETCA COCTABHbLIM W YTO 3asiBUTENNIO
M3BECTHbI (DaKTOpbI.

MpoTokon 06bl4HO 0BMEeHMBaETCs TPEMS YNChamMu, a UMEHHO CBUMAETENbCTBOM, 3afajvell U OTBETOM:

- 3aABUTENb AENCTBYET B [BA 3Tana: Ha NepBOM dTane 3asiBUTENb NPUMBaTHO BbIOMpAET HOBOE CIy4YalnHOe YMCO U1
nepeBoanT €ro B CBMAETENBCTBO B COOTBETCTBUM € «POPMYIION CBUAETENbLCTBAY»; HA BTOPOM 3Tane, npw nonyYeHun
3a4au4v, 3asBUTENb NONyYaeT OTBET HA 3a4aqy UCXOOA U3 HOBOTO CIy4alHOro Y1cra u NpUBaTHOIo Y1Cra B COOTBETCTBUM
€ «hopmynow oTBeTax», N ganee CTupaeTt HOBOE CryYariHOe YnCro.

- YCTPONCTBO BepUUKaLNM BOCCTaHABNNBAST CBUAETENBCTBO UCX0As! M3 3a[1a4M U OTBETA B COOTBETCTBUM C «hop-
Myron Bepucukaummy.

OTa Tpolka COCTOUT M3 TPex 4Mcen, a UMEHHO, CBMAeTeNnbCTBa, 3adaqn u oTBeTa, Bepuduumpyrowmx hopmyny
Bepudmrkaumm. Jliobon o6bekT MoXeT NPOU3BONIBHO CO3A4aTh TPOWKY B «OTKPLITOM PEXMME» MCXoasa u3 noboli 3aaaum u
oTBeTa. OKCMEPT UM onepaTop He MOryT pasnuyaTh TPOWKW, CO34aHHbIE B OTKPLITOM pexume (CyObekToM, KOTOPOMY He
M3BECTEH CeKpeT) U CrydvaiiHble TPOWKKM, Co3daHHble B «MPUBATHOM pexumMe» (CyGbekToM, KOTOPOMY U3BECTEH CEKPEeT).

B HacTosiwem npunoxeHun NponnniocTpUpoBaHbl TpU hyHKLMK:

- ®yHkuma INTERNAL AUTHENTICATE — ycTpOWCTBO BepudmKaLmm BO BHELWWHEM YCTPONCTBE ayTeHTUMUNPYeT
3asBUTENSA B KapTe;

- ®yHkuma EXTERNAL AUTHENTICATE — ycTpoicTBO BepudMKaumMmn B KapTe ayTeHTUDUUMpYeT 3asBUTENS BO
BHELLUHEM YCTPONCTBE;

- ®yHkuma MUTUAL AUTHENTICATE — oba o6bekta ngaeHTuduumpytoT apyr apyra.

C.2 ®yHkumna INTERNAL AUTHENTICATE

Ecnn nepeoe nomne AaHHbIX NepefaeT 3anpoc CBUAETENbCTBA, @ MMEHHO MycToe cBugeTenscTBo (‘80 00°), nnbo
nycrtou kog ayteHTudmkaumm (84 00’), To dyHkumen sienserca INTERNAL AUTHENTICATE.
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- OcHOBHOM NPOTOKON (ABe Napbl KOMAHAA-0TBET)
CBnaeTenbCTBO U3 KapThbl

Mone AaHHbIX KOMaHAbI | {7C’ — ‘02" — {80’ — ‘00’'}} |

Mone AaHHbIX OTBETA | {7C — L1 (=2 + L2) — {80’ — L2 — CeupgeTenbcTBO}} |

3apaya n3 BHeLWHero yCTPONCTBa M OTBET U3 KapThbl

Mone AaHHbIX KOMaHAbI | {7C — L1 (=4 + L2) — {{81" — L2 — CeugertenscTteo}} — {82’ — 00’} |

Mone paHHbIX OTBETA | {7C — L1 (=2 + L2) — {82 — L2 — OrtBeT}} |

duKkcnpoBaHHaA 3agaYa (4Be napbl KOMaHAa-OTBET)
CBnaeTenbCTBO U3 KapThbl

Mone AaHHbIX KOMaHAbI | {7C — L1 (=4 + L2) — {83 — L2 — dukcupoBaHHas 3agaqa} — {{80" — ‘00'}} |

Mone paHHbIX OTBETA | {7C — L1 (=2 + L2) — {80’ — L2 — CeupgeTenbCrBo}} |

MpumMedaHun e — dukcMpoBaHHasl 3agada rapaHTUpyeT, YTO 3a4aqa U CBMAETENbCTBO BblGpaHbl HE3aBUCUMO
ApyroT apyra.

3apaya n3 BHeLWHero yCTPONCTBa M OTBET U3 KapThbl

Mone AaHHbIX KOMaHAbI | {7C — L1 (=4 + L2) — {{81" — L2 — CeugertenscTteo}} — {82’ — 00’}

lMone gaHHbIX OTBETA {7C — L1 (=2 + L2) — {{82" — L2 — OrtBeT}}, ecnv 3agada BepHas
OTcyTCTBYET, €cnu 3agaya He BepHa

- PacwupeHune gnsa ayteHTMdMKaLMM NONA JaHHbIX (4Be Napbl KOMaHOA-OTBET)

KapTa xawwvpoBana npeabiayne nepegaHHblie Monst 4aHHbIX: pe3ynsTaToM SIBMSIETCH Tekywmin xaw-kog. Kapra
BKITHOYAET CBOW MHMOPMALMOHHBIA 0OBEKT «CBMAETENLCTBO» Arsl MONyYeHusl koda ayTeHTudmkaumm v nepegaeT ero ¢
Terom ‘84°.

CBnaeTenbCTBO U3 KapThbl

Mone AaHHbIX KOMaHAbI | {7C’ — ‘04’ — {84 — ‘00'}} |

lMone gaHHbIX OTBETA | {7C — L1 (=2 + L.2) — {84’ — L2 — Kog ayTeHTUdUukauum}} |

3apaya n3 BHeLWHero yCTPONCTBa M OTBET U3 KapThbl

Mone AaHHbIX KOMaHAbI | {7C — L1 (=4 + L2) — {{81" — L2 — Bapaua}} — {{82’ — 00} |

Mone paHHbIX OTBETA | {7C — L1 (=2 + L2) — {82 — L2 — OrtBeT}} |

C.3 ®yHkuma EXTERNAL AUTHENTICATE

Ecnu nepBoe none gaHHbIX NepegaeT 3anpoc 3afaudn, a umeHHo, nnbo nycryio 3agady (‘81 007), nubo nyctyio
bukcupoBaHHyto 3agady (‘83 00°), To cyHkumen sensetcss EXTERNAL AUTHENTICATE.

- OcHOBHOM NPOTOKON (ABe Napbl KOMAHAA-0TBET)

CBuaeTenLCTBO U3 BHELLHEro yCTPOMCTBA M 3a4ava U3 KapTbl

Mone AaHHbIX KOMaHAbI | {7C — L1 (=4 + L2) — {80’ — L2 — CeugeTtenscTBo}} — {'81" — 00’} |

Mone AaHHbIX OTBETA | {7C — L1 (=2 + L.2) — {81 — L2 — 3apava}} |

OTBeT U3 BHELWHero ycTponcTBa u Bepudmkaunsa kapton

Mone AaHHbIX KOMaHAbI | {7C — L1 (=2 + L2) — {{82 — L2 — OtBeT}} |

Mone AaHHbIX OTBETA | OrtcytctBYET |
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- dukcnpoBaHHas 3agava (Tpy napbl KOMaHOa-OTBeT)

®uKcMpoBaHHas 3agada M3 KapTbl

roCTPUCO/MIK 7816-4—2013

Mone gaHHbIX KOMaHAbI | {7C — 02" — {83’ — ‘00%}

Mone paaHHbIX OTBETA | {7C — L1 (=4 + L.2) — {83 — L2 — PukcuporaHHas 3agada} — {'80° — ‘00'}} |

CBuaeTenbLCTBO N3 BHELWHEro yCTPOMCTBA M 3aaava n3 KapThbl

Mone gaHHbIX KOMaHAbI | {7C — L1 (=4 + L2) — {{80' — L2 — Csupgerenscteo}} — {'80" — ‘00’}} |

[Mone gaHHbIX OTBETA | {7C — L1 (=2 + L2) — {{81" — L2 — 3apava}}

OTBeT U3 BHeLWHero ycTponcTBa u Bepudmkaumns kapton

Mone gaHHbIX KOMaHAbI | {7C — L1 (=2 + L2) — {{82" — L2 — OrtBeT}}

[Mone gaHHbIX OTBETA | OrtcytctByeT

PacwupeHune ana ayteHTMdMKaunmn nons AaHHbIX (4Be napbl KOMaHAa-oTBeT)
3asiBUTenb X3WMpoBan nNpegblaywue nepeaaHHele Nons AaHHbIX; pesynbTaTtoM ABNSAETCA TeKyLWW xaw-koa. KapTa
BKIIOYaeT CBOM MHPOPMAaLMOHHBIN 06BEKT «CBUAETENLCTBO» AnNs NoMyYeHus koga ayTeHTudukauum n nepegaet ero ¢

Terom ‘84°.

CBuAeTeNnbLCTBO U3 BHELWHEro YCTPONCTBA U 3aAa4a N3 KapTbl

MNMone paHHBIX KOMaHAbI r{‘7C’ — L1 (=4 + L2) — {84’ — L2 — Kop ayTeHTncbukaumm}} — {81 — ‘00'}} |

Morne gaHHbIX OTBETa ﬁ‘7C’ — L1 (=2 + L2) — {81 — L2 — 3apava}}

OTBeT 13 BHELLHero ycTponcTea u Bepudmkauns kapton

Mone gaHHbIX KOMaHAbI | {7C — L1 (=2 +L2) — {{82" — L2 — OtBeT}}

Mone gaHHeIX OTBETA | OrtcyrciByer

C.4 ®ynkuna MUTUAL AUTHENTICATE

Ecnn nepBoe none pgaHHbiX NnepegaeT He NycTol MHGOPMaUUOHHLIN 06bekT, To dyHkumen asnaerca MUTUAL
AUTHENTICATE; BHewwHee ycTpoicTBO TpebyeT TOT e MHOpMaLMOHHLIN 0GbEeKT B None AaHHbIX OTBETA, YTO U B fose

AaHHbIX KOMaHAb.
- OcHOBHOM npoTokon (Tpu Napbl KOMaHAA-0TBET)

CBnpeTenbCcTBo

Mone gaHHLIX KOMaHAbI | {7C — L1 (=2 + L2) — {81" — L2 — CeugeTtenbcTBO}}

Mone paHHbIX OTBETA | {7C — L1 (=2 + L2) — {81 — L2 — CeugeTtenbcTBo}}

3apnava

Mone AaHHBIX KOMaHab | {7C’ — L1 (=2 + L2) — {81’ — L2 — 3apava}}

Mone AaHHbIX OTBETA | {7C — L1 (=2 + L2) — {81 — L2 — 3apaua}}

OtBet

Mone AaHHBIX KOMaHab | {7C — L1 (=2 + L2) — {82’ — L2 — Otget}}

Mone AaHHbIX OTBETa {7C — L1 (=2 + L2) — {{82' — L2 — O7BeT}}, ecnun oTBET BEPHbIi

OTcyTCTBYET, €CNY OTBET HEBEPHbIIA
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- ®ukcupoBaHHaA 3agava (YeTbipe napbl KOMaH4A-OTBET)
PukcnpoBaHHaA 3agava

Mone AaHHbLIX KOMaHAb! | {7C — L1 (=2 + L2) — {83 — L2 — dukcupoBaHHas 3aaaqal} |

MMone gaHHbIX OTBETA | {7C — L1 (=2 + L2) — {83 — L2 — ®PukcmpoBaHHas 3agava |
CenaetenbcTBo
Mone AaHHbIX KOMaHAb! | {7C — L1 (=2 + L2) — {80’ — L2 — CeuaeTenscTso}} —l

MNone gaHHbIX oTBETA {7C — L1 (=2 + L2) — {80’ — L2 — CsugeTtenbCcTBO}}

3apava

Mone AaHHbIX KOMaHabl | {7C' — L1 (=2 + L2) — {81’ — L2 — 3apava}}

Mone gaHHbIX OTBETA {7C — L1 (=2 + L2) — {{81" — L2 — 3apaua}} ecnu 3agava BepHasl
OrtcyTCTBYET, €CNU 33a4a HeBepHast

OtBet

Mone gaHHbIX KOMaHAbI | {7C — L1 (=2 +L2) — {82 — L2 — OrtgeT}}

Mone gaHHbIX OTBETA {7C — L1 (=2 + L2) — {82 — L2 — OtBeT}} ecnu OTBET BEPHbIl
OTcyTCTBYET, €CNN OTBET HEBEPHbIN

- PacwunpeHne ona cornacoBaHWA Knioven (YeTbipe Napbl KOMaH4a-oTBET)

Mapa 2NeMeHTOB [OaHHbIX «3KCMOHeHUMan» Aernaet BO3MOXHbLIM COIflAaCOBAHWE CECCUOHHLIX Knioden (CMm.
NCO/M3K 11770-3 [14]).

MepBas napa KOMaHOA-0TBET 3aMeHsIeT WabnoH AMHAMMYECKON ayTeHTU(MKALMK, BIOXEHHbIA B aNeMeHT AaH-
HbIX «3KCMOHeHUMan». B gaHHOM npumepe nockorbKy BO BPEMsI CECCUM NMpeaBapuUTenbHO He Bbino HMkakoro obmeHa
CcoobLeHneM, TO HauanbHbIM X3LW-KOAOM SIBNSAETCA Hynesow 6nok. [Janee BKNOYalOT None AaHHbIX KOMaHAbl, T. €. nep-
Bblli WabnoH AMHammMyeckon ayTeHTuduKauum, ans NONyYeHNs TEKYLEro X3W-KoAa; Aanee BKIOYAloT More AaHHbIX
OTBETa, T.e. BTOPON WabioH AMHAMUYECKOW ayTeHTUUKaummn, ana O6HOBNEHUN TEKYLEro X3LU-KOAa; TEKYLLMIA X3W-Koa
JOMmKeH BbiTh 0AMHAKOBLIM st 060MX 06bEKTOB. B KOoHUE BKNIOYAOT MHGOPMALMOHHBIA O6BEKT «CBUAETENLCTBOY (He
HyNeBOW U He nepeAaBaeMbli, OTNINYHBIN OT KaXaoro o6bekTa) ANa NonNy4eHus Koga ayTeHTudukaumm (OTNUYHBIN ANA
Kaxgoro o6bekra).

BTopasi napa koMaHga-oTBeT 3ameHsieT wabnoHbl AMHaMUYEeCKON ayTeHTudUKaumMm coO BNOXEHHbIMU KoAamMm
ayTeHTUdMKaLmMM € Terom ‘84’

3KkcnoHeHunan

Mone AaHHbIX KOMaHAbI | {7C — L1 (=2 + L2) — {'85’ — L2 — OkcnoHeHuwnan}}

Mone paHHbIX OTBETA {7C — L1 (=2 + L2) — {85’ — L2 — OkcnoHeHuwnan}}

CeBungetenncreo

Mone AaHHbIX KOMaHAbI | {7C — L1 (=2 + L2) — {84’ — L2 — Kopg ayTeHTUdUKauun}}

Mone AaaHHbIX oTBETA | {7C — L1 (=2 + L2) — {84’ — L2 — Kopg ayTeHTucbmnkauum }}

3apaua

Mone AaaHHbIX KOMaHAbI | {7C — L1 (=2 + L2) — {'81" — L2 — 3apaua}}

Mone paaHHbIX OTBETa {7C — L1 (=2 + L2) — {'81" — L2 — 3apaua}}

OtBet

lMone paHHbIX KOMaHAbI | {7C — L1 (=2 +L2) — {82 — L2 — OtBeT}}

Mone paaHHbIX OTBETa {7C — L1 (=2 + L2) — {{82" — L2 — OtBeT}}, ecrn OTBET BEPHbLIN
OTcyTCTBYET, €cnu OTBET HEBEPHbLIN
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Mpunoxexnue D
(cnpaBouHoOe)

UneHTU(DUKATOPLI NPUNOXEHUA,
ucnonb3yowme nAeHTU(PMKaLMOHHbLIE HOMEPa IMUTEHTa

D.1 CnpaBouHasi UHchopmauus

B UCO/M3IK 7816-5:1994") 6bina npeaycMoTpeHa BO3MOXHOCTb MCNONb30BATh WAEHTU(MUKALMOHHBIE HOMepa
3MUTEHTa B uaeHTUbUKaTopax nNpunoxeHus. B HacTosiLem npunoxeHun ykasaH popmat Takux AlD.

D.2 ®opmar

B kaxgom AID, B koTopoM 6uThl ¢ 8 No 5 nepsoro 6ailTa yCTaHOBMNEHLI Ha 3Ha4YeHus oT ‘0’ go ‘9’, nepBoe, U
BO3MOXHO €AUHCTBEHHOE, Nore AOMKHO NpeACcTaBnsaTb coG0i MOEHTU(MKALMOHHBIA HOMEP SMUTEHTa B COOTBETCTBUU
¢ UCO/M3K 7812-1 [3].

MpumeyaHune—BUCO/MIK7812-1:1993 nageHTUDUKALMOHHBIA HOMEP SMUTEHTa MOT COCTOSATb U3 HEYETHOTO
uucrna veTblpexpaspsaHoro 6aiita, umetowero sHayeHus ot ‘0’ go ‘9’. [anee oH 6biTb NpeobpasoBaH B CTpoKy GaiToB
nyTem yctaHoBneHus 6ut ¢ 4 no 1 nocneagxero Gavita Ha 1111,

Ecnu nponpuetapHoe pacluMpeHue uaeHTUduKkaTopa NpUNnoXeHUsi NpUCyYTCTBYET, TO 6GaliT, YCTAHOBNEHHbIA Ha
‘FF’ porxeH pasfensaTb Asa nons.

Ha pucyHke D.1 nokasad AlD, ucrnonb3ayiowmii MAeHTUMUKaLUOHHbIA HOMEp SMUTEHTA: OH COCTOMUT U3 LiecTHaA-
uaTtu GaiiToB, He Gonee.

NaeHTuUKaLMOHHBIA HOMEP 3MUTEHTA

‘e MponpuetapHoe pacwmpexne
B cootBeTcTBuM ¢ UCO/MOBK 7812-1 [3 FF
(nBa v Gonee GaiTos) (3] unaeHTUbukaropa npunoxenus (PIX)

PucyHok D.1 — AID, ucnonb3yiowmii MaeHTUDUKALIMOHHLIN HOMEP SMUTEHTa

1) 3ameHeH Ha UICO/M3K 7816-5:2004.

93



roCTP UCO/MIK 7816-4—2013

Mpunoxenne JA
(cnpaBouHoe)

CBegieHUs 0 COOTBETCTBUU CChIMTOYHbIX MeXAYHAPOAHLIX CTAaHAAPTOB
CCbINIOMHBLIM HaLMOHanNbHLIM cTaHaapTaMm Poccuitckon Penepauum

Tab6nuuya JA. 1

O60o3HaueHne CCblNOYHOro

CreneHb

MeXayHapofHOro craHfapTta | cooTBeTCTBUSA

0603HaYeHNe U HAUMEHOBAHWUE COOTBETCTBYIOLUErO
HaUMOHANLHOTO craHpapTa

NCO/M3K 7816-3

IDT

FOCT P NCO/M3K 7816-3—2013 «KapTbl naeHTucmkaunoHHble.
KapTbl Ha nHTerpanbHbix cxemax. Yacte 3. KapTbl ¢ kOHTakTamun. 3nekT-
pudeckuii MHTepdelnc U NPOTOKOIbI Nepeaavn»

NCO/M3K 7816-6

IDT

FOCT P UCO/M3K 7816-6—2013 «KapTbl MaeHTMOUKALMOHHBIE.
KapTbl Ha uHTerpanbHbiX cxemax. HacTb 6. MexoTpacneBble 3NeMeHTbl
JaHHbIX ana obmeHa»

NCO/M3K 8825-1

IDT

FOCT P NCO/M3K 8825-1—2003 «NHbopMaunoHHaa TeXHONOMMA.
Mpaeuna kognposanua ACH.1. Yacte 1. Cneundmkaums 6asoesix (BER),
kaHoHu4eckux (CER) un otnnumtensHeix (DER) npaeun koguposaHusy

COOTBETCTBUA CTAHAAPTOB:

- IDT — nageHTHuHbIE CTAaHAAPTHI.

MpumeuaHwune— B HacTosAwel Tabnuue ncnonb3oBaHo cnegylowee ycnosHoe o6o3HauYeHne cTeneHmn
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(1]

(2]
(3]
(4]
(5]
(6]

(7]

(8]
]

[10]

(1]

(12]
[13]
[14]
(18]
[16]
[17]
(18]
[19]
(20]

ISO 3166-1:19971

ISO/IEC 7810:2003
ISO/IEC 7812-1:20002)
ISO/IEC 7816 (all parts)
ISO/IEC TR 9577:1999
ISO/IEC 9795 (all parts)

ISO/IEC 9797 (all parts)

ISO/IEC 9798 (all parts)
ISO/IEC 9979:19993)

SO 9992-2:1998%)

ISO/IEC 10116:19975

ISO/IEC 10118 (all parts)
ISO/IEC 10536 (all parts)
ISO/IEC 11770 (all parts)
ISO/IEC 14443 (all parts)
ISO/IEC 14888 (all parts)
ISO/IEC 15693 (all parts)
ISO/IEC 18033 (all parts)
IETF RFC 1738:1994

IETF RFC 2396:1998

roCTPUCO/MIK 7816-4—2013

Bub6nuorpacun

Codes for the representation of names of countries and their subdivisions — Part 1:
Country codes

Identification cards — Physical characteristics

Identification cards — ldentification of issuers — Part 1: Numbering system
Identification cards — Integrated circuit cards

Information technology — Protocol identification in the network layer

Information technology — Security techniques — Digital signature schemes giving
message recovery

Information technology — Security techniques — Message Authentication Codes
(MACs)

Information technology — Security techniques — Entity authentication

Information technology — Security techniques — Procedures for the registration of
cryptographic algorithms

Financial transaction cards — Messages between the integrated circuit card and the
card accepting device— Part 2: Functions, messages (commands and responses),
data elements and structures

Information technology — Security techniques — Modes of operation for an n-bit block
cipher

Information technology — Security techniques — Hash-functions

Identification cards — Contactless integrated circuit(s) cards — Close-coupled cards
Information technology — Security techniques — Key management

Identification cards — Contactless integrated circuit(s) cards — Proximity cards
Information technology — Security techniques — Digital signatures with appendix
Identification cards — Contactless integrated circuit(s) cards — Vicinity cards
Information technology — Security techniques — Encryption algorithms

Uniform resource locators (URL)

Uniform resource locators (URL): General syntax

1) 3amenen Ha UCO 3166-1:2013.
2) 3ameneH Ha MICO/MOBK 7812-1:2006.

3) OTmeHeH.
4) OTmeHeH.

5) 3amenen Ha UCO/MIK 10116:20086.
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YOK 336.77:002:006.354 OKC 35.240.15 946 OKI1408470

KntoueBkle crnioa: 06paboTka gaHHbIX, 06MeH nHdopMaumeit, naeHTUdMKaLUmoHHbIe kapTbl, |C-kapThbl, coobLLe-
HWs1, Cocobbl 3aLLMTbI, ayTEHTUdDMKALMS, KOMaHAabl
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