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MNpeavcnosue

Llenn n npuHumnel cTangapTusaunm B Poccuitickoin Peaepavin yctaHoBneHbl PefepanbHeiM 3aKOHOM OT
27 pexabps 2002 r. Ne 184-D3 «O TexHWYeCKOM perynuposaHuuny», a npasuna npuMeHeHUa HauMoHanbHbIX
ctaHgapTtoB Poccunckon ®eaepaunm — FMOCT P 1.0—2004 «CtaHagapTtusauus B Poccuirckon degepaunn.
OCHOBHbIE NONOXEHUS»

CBepeHusi o cTaHpapTe

1 NMOArOTOBIEH Accounaunen astTomatudeckon naeHtudnkauum «KOHUCKAH/IC1 PYC» Ha ocHo-
Be cOOCTBEHHOro ayTeHTUYHOro nepeBoAa Ha PYCCKUIA A3blK MeXAYyHapOoAHOro craHAapTa, ykasaHHOro B
nyHkTe 4

2 BHECEH TexHuueckum komuteTom no ctaHaapTusaunmn TK 355 « TexHONorum aBToMaTm4eckomn naeH-
Tudbmkauum n cbopa gaHHbIX 1 BUuoMeTpus»

3 YTBEPXXOEH W BBEAEH B AEWCTBWE Mpukasom deaepanbHOro areHTcTea no TexH nyeckomy
perynupoBaHnio  MeTponornm ot 24 oktabps 2012 r. Ne 554-ct

4 HacTosawmn ctaHaapT uaeHTudeH mexayHapogHomy ctaHgapty MCO/M3K 19785-4:2010 «UHdop-
MaLMoHHble TexHonorum — EanHas ctpyktypa dopmatos ob6MeHa GuomeTpuieckumu gaHHbIMM — YacTb 4:
Cneuudukauma chopmarta broka 3awwmtbl nHpopmaumny» (ISO/IEC 19785-4:2010 «Information technology —
Common Biometric Exchange Formats Framework — Part 4: Security block format specifications»).

HavnmeHoBaHuWe HacTosiLero ctaHgapTa U3MeHeHO OTHOCUTENbHO HAUMEHOBaHWUA yKasaHHOTO MeXay-
HapoaHoro ctaHaapTa And npuseaeHus 8 cooteeTcTene ¢ FOCT P 1.5—2004 (noapasagen 3.5).

Mpy NprMeHeHUN HacTosILLEro cTaHAapTa peKoOMeHAYETCA UCNONb30BaTh BMECTO CCISIOYHBLIX MEXAYHa-
pPOAHbIX CTaHAAPTOB COOTBETCTBYIOLLME UM HaUMOHanNbHble cTaHaapTel Poccuitckon ®eaepauuuy, cBegeHust o
KOTOPbIX NpUBeAeHbl B AONOMHUTENBHOM NpunoxeHun JA

5 BBEAEH BMEPBbIE

6 HekoTopble anemMeHTbl HaCTOAWEro cTaHgapTa MoryT 6bITb 06beKTaMu NMoNMyYeHUs NaTeHTHLIX Npas.
Opranunsaunu UCO n MOK He HecyT OTBETCTBEHHOCTU 3@ YCTaHOBMEHWe NOANMUHHOCTM Kakux-nubo unmn Bcex
TaKUX NaTEHTHbIX Npas

UHbopmayusi 06 usMeHeHUAX K HacmosiueMy cmaHoapmy rybrukyemcsi 8 exe200Ho usdasaeMom
UHGhopMayuoHHOM ykazamerne «HauuoHanbHbie cmaH0apmbl», a MeKCm U3MeHeHUU U onpasoK — & exemMe-
CAYHO U30asaeMbix UHGHOPMaUUOHHBIX YKazamersix « HayuoHanbHble cmaHGapmel». B ciiydae nepecmMompa
(3aMeHbI) Unu ommeHb! Hacmosiuje2o cmaHdapma coomesemcmeyioujee yeeodomieHue bydem onybuKoeaHo
8 eXXeMeCsIYHO u30asaeMoM UHpopMayUOHHOM yKasamere «HayuoHaneHbie cmaHOapmbl». Coomeemcemeay-
rowast UHgbopMauusi, yeeGoMIIeHUSA U MEeKCMbI pasMewaromces makxe 8 UHGhopMayUoHHoOU cucmeme obyezo
ronb308aHuUs — Ha opuyuanbHoM calime QedepalibHO20 a2eHmemaa 1o MexXHUYECKOMY pe2yniuposaHuio U
Mempoiioauu 8 cemu ViHmepHem

© CraHaapTuHdopm, 2013

HacTtoswmn ctaHgapT He MoxeT 6bITb MONHOCTLIO MW YaCTUYHO BocnpousseaeH, TUpaXXnupoesaH U pac-
NpocTpaHeH B KayecTBe opuLnansHoro nsgaHns 6e3 paspeleHuna d)e,qepaanoro areHTcTea no TexHU4eCcKo-
My perynnposaHuo 1 MeTpOoornn
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BBegeHne

Komnnekc ctaHgaptoB MCO/MOK 19785 nmeeT obwmin 3aronosok «UHopMaunoHHbIE TEXHONOMUN.
Eaunnas cTpykTypa chopmatoB obmeHa BomeTpuyeckumn AaHHBIMUY» U BKItoYaeT B cebsl cneaylowme yactu:

- vactb 1. Cneuundukauus aneMeHTOB AaHHBIX;

- vacTtb 2. lNpouenypbl AEACTBUIA perucTpaLMoHHOro opraHa B obnactn 6uomeTpuu;

- Yactb 3. Cneuundukauum cbopMaToB BeayLLEA OpraHu3aLuy;

- vyactb 4. Cneuudukauus 6rnoka 3awmrbl MHGOpMaLmMu.

BromeTpuyeckasn Bepudnkaumsa n uaeHTUhukaums sSsnsTCs BaXXHbLIMU TEXHONOTMSIMU, UCTOSNb3YyeMbI-
MU ans Bepudpmkalm n/mnu ugeHTudmnkauumn nuyHocTn. buomeTpuyeckue gaHHble Ans GuomMeTpudeckux
BepudmkaLmm n naeHTnrKaL MM 4OIPKHbI ObITL MOTyYeHb U3 NPOBEPEHHOTO UCTOYHMKA U BbITh 3aLUULLIEHbI OT
BO3MOXHOI0 NOBpexaeHUs B NpoLecce Nepeaaydn AaHHbIX (4ormkHa 6bITb o6ecneveHa LenocTHOCTbL Nepea-
BaeMbIX gaHHbIX). LUndpoBaHMe MOXET MPUMEHSITLCS UM HE NMPUMEHSATLCA B 3aBUCUMOCTU OT TpeboBaHui
6e3onacHocTu. HacTosawmin ctaHaapT yctaHaBnMBaeT TpeboBaHus K 0becneveHunto LenocTHoCTM 1 lumdposa-
HUI0 BMOMETPUYECKNX OAHHBIX.

Onsa obecneveHns B3anMoaenCcTBUS GUOMETPUYECKUX cUCTEM TpeBGOoBaHUA K e AUHON CTPYKType hopMa-
TOB 06MeHa buomeTpuyeckummn gaHHbiMU (ECOOB[]) yctaHoBneHbl B MCO/MIK 19785-1 ¢ Lenbio accoummnpo-
BaHWSA ONOSNHUTENbHBIX AAaHHBIX C O4HUM MW HECKONbKMMU 6riokamu BuomeTpudeckux gaHHbIX (BB). Bnok
3awmTbl MHopMaLmmn (B3U) obecneunBaeT 3alumMTy BUOMETPUYECKUX AaHHbIX B COOTBETCTBUN ¢ TpeboBaHus-
mu MCO/MBK 19785-1, Ho TpebGoBaHUA Kk coaepxaHuio U cneundukaumm B3N B aaHHOM cTaHaapTe He
yCTaHOBIEHDI.

Ecnu B popmaTe BeayLLen opraHnsaLMm He NpegycMoTpeHo ucnonb3oaHue E3U, To B anemMeHTbI AaH-
Hbix CBEFF_BDB_encryption_options 1 CBEFF_BIR integrity options aomkHbl 6b1Tb YCTaHOBNEHbI 3HaYe-
H1na NO ENCRYPTION nNO INTEGRITY cooTBeTCTBEHHO.

Ecnu B hopmate BeayLleli opraH1saLmm npegycMoTpeHo ucnons3osaHue 53U, To MoxeT GbiTb NpuMe-
HeH B3, cneundunkaL s KOTOPOro COOTBETCTBYET TpeboBaHUSIM HacTosILLero ctaHgapTa, unu nbon apyron
B3W. Kpome Toro, B anemeHTax AaHHeix ECOOBA CBEFF_SB_format_owneru CBEFF_SB_format_type ycTa-
HaBMNMBAlOT 3HAYEeHUs, KOTopble obecneynBatoT uaeHTudMKaumio ucnonbsyemoro E3N.

Kpome B3W, TpeboBaHusl K KOTOPbIM YCTaHOBSIEHbI B HACTOSILLEM CTaHAapTe, AONycKaeTcsa UCNOMb30-
BaTb B3W, npegHasHaveHHbIe 4ns KOHKpeTHbIX uenei. Hanpumep B3W, TpeboBaHus kK kOTOPOMY yCTaHOBEHBI
B MICO/M3K 24713-3 anst gpokymeHta MOT*, yaoctoBepstoLero MMYHOCTb MOpsiKa.

B pasgene 5 HacTosiwero ctaHgapTa ycTaHoBeHbl TpebosaHus k 53U obyero npumeHeHus, obecneyu-
BatoLLieMy BO3SMOXHOCTb NPUMEHEHUS pasnUYHbLIX cCNOCO60B 3aLmnThl MHOPMaLIMK C UCMIONb30BaHUEM K-
poBaHus U LenocTHOCTN, cooTBeTCTBYOWNX RFC 3852 Cryptographic Message Syntax (CMS)** c HekoTopbiMu
OT/IMYAOLLMMUCA OT YCTaHOBSIEHHbIX B AaHHOM AokyMeHTe TpeboBaHuamu k EnvelopedData, EncryptedData,
SignedData 1 AuthenticatedData***. [laHHble U3MeHeHUA BBeAeHbl C Lenbio obecneyeHnsi COOTBETCTBUS
TpeboBaHNAM K 3awute OGuomeTpudeckon uHdbopmauum ECPOBL. B cneundumkaumm paHHoro B3U
npedycmoTpeH Taioke Authentication Contextfor Biometrics (ACBio)*4, Tpe6GoBaHWsi KKOTOPOMY YCTAHOBIEHBI B
NCO/M3K 24761. ACBio Takke oCcHOBaH Ha CXeme CUHTakcuca kpuntorpadudeckux coobuieHui, onpeae-
neHHon B RFC 3852. Ucnonb3soBaHue ACBio nossonseTt onpegenutb ypoBHU 6e3onacHocTn cuctem, hopMu-
pylowmx ayteHTudumpoBaHHble BuuomeTpudeckue gaHHble. ACBio Take Heobxoaum ans obecneuveHus
(TA*S [3].

B pasgene 6 HacTosiLero ctaHgapTa ycTaHoBneHbl TpeGoaHuns k B3U, koTopblit o6ecneumBaeT TONbKo
npocTble cnocobbl 3almnTbl HOPMaLMK U NoAAEPKUBAET TOMNLKO LIENOCTHOCTb.

CHoOCKM B TeKCTe cTaHAapTa, BblAerneHHble KypcuBoM, NpuBeaeHbl AN NOSICHEHUS TeKcTa opurMHana.

* MOT — MexdyHapoOHasi op2aHu3sayus mpyoa.

** RFC 3852 Cryptographic Message Syntax (CMS) — peanamernmupyrowuli dokymernm CriequansHol Komuccuu
unmeprem-pa3spabomok (Internet Engineering Task Force, IETF), obecnedusarowuli 3awumy uHgopmayuu, nepedasae-
Mol 6 cemu lHmepHem.

*** EnvelopedData, EncryptedData, SignedData u AuthenticatedData — ynakosaHHble OaHHble, 3awughposaHHbie
OaHHble, OaHHbIe C 9NIeKMPOHHOU OONUCKI0 U OaHHbIe U3 aymeHmuguyupo8aHHo20 UCMOYHUKa COOMBEeMCMEeHHO.

*4 Authentication Context for Biometrics (ACBio) — aymeHmucpuxayuoHHbit cmamyc dns 6uomempuu (ACBuo).

% Telebiometric authentication infrastructure (TAl) — aymenmucpukayuoHHasi menebuomempuyeckasi uHgpa-
cmpykmypa.

v
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HAUWMWOHANBbHBIA CTAHJOAPT POCCUUCKOMN SGEOLEPALUM

UHcopMaLUOHHBIE TEXHONOTUN
BUOMETPUSA
EauHas cTpykTypa chopmaToB o6MeHa GMoMeTpUYeCKMMU AaHHBIMU
YacTtb 4
Cneuudukauusa cbopmara 6noka 3aWwuTbl UHgopMaLuu

Information technology. Biometrics. Common Biometric Exchange Formats Framework.
Part 4. Security block format specifications

Hata BBeaeHna — 2013—01—01

1 O6nacTb NpMMeHeHus

Hacroswwii ctaHgapT ycTaHasnueaeT TpebosaHusa k coopmatam 63U (no UCO/MOIK 19785-1), saperuc-
TpupoBaHHbIM B cooTBeTcTBUM ¢ UCO/MOIK 19785-2 B KauecTBe hopmaTtoB, onpeaeneHHbIX GUoMeTpudeckoi
opranuzauumen ECOOB MCO/MIK CTK1/MNK37, a Take TpeboBaHUs K NOpsaaky NPUCBOEHUS 3aperncTpupo-
BaHHoro ngeHtudmkatopa opmata B3U.

MpumeyaHune—WaeHmdumkarop dopmara b3W sanucbiBaloT B cTaHAapTHLIN BUOMETPUYECKUIA 3aronoBoK
(CB3) dhopmara BegyLueli opranvdaumm ECOOB[] unu ykasbiBaioT, 4To ncnonb3osaxme apyroro b3 Henpuemnemo.

®opmat 63U obLuero npuMeHeHUs NpeaycMaTpUBaeT BO3MOXHOCTb WndpoBaHus BB u/unn npumeHe-
HUSA MexaHU3MoB nposepku LenoctHocTn kK C63 n BB/, a Taioke ucnonssoeaHusa ACBio (no UICO/MIK 24761).
OaHHbin B3U npegycmaTprBaeT BO3MOXHOCTb UCMONbL30BaHUS BCeX HeoBXxoauMbIx cnocobos obecnevyeHus
3aWmTLl UHOPMaLMK, BKIFOYas UCMONb3oBaHUe NIobbIX napamMeTpoB U anropUTMOB NG POBaHNUA U NPOBEPKN
LenocTHOCTHU.

Mpwn bopmuposaHumn B3 Ans KOHKPeTHBIX Lienei nporpaMmmHoe obecneyeHne UCNONb3yeT pasnuyHble
anropuTMbl U NapameTpbl, Heobxodumble Ans nonb3osatens B3WN. Komnnekc crangaptos UCO/M3K 19785
He ycTaHaBnuBaeT TpeboBaHuWi K anropuTMam 1 napameTpam copmmuposaHmsa B3N,

®opmat B3N, yctaHoBNEHHbI B pasgene 6 HacToAwero ctanaapTa, aBnsieTca 6onee orpaHU4eHHbIM K
MpOCTbIM, He NpeaycmaTpuBaeT ucnonb3oaHuns ACBio n wndposaHua BB[.

2 HopMaTuBHbIe CCbINKKU

B HacToslleM cTaHAapTe Ucnonb3oBaHbl HOPMATUBHBIE CChINKM Ha crneaylolme ctaHaapTel U apyrne
HOPMaTUBHbIE JOKYMEHTEI, KOTOPble He0BX0ANMO YYUTLIBATE NPU UCMOML30BaHUM HACTOALLEro cTaHaapTa. B
criydae CCbIfoK Ha AOKYMEHTbI, Y KOTOPbIX YKasaHa gata yTBepXaeHus, HeobXoaAMMo Nonb30BaThCs TOMbKO
yKasaHHo# pedakuyveii. B cnyyae, korgaaata yTsepxaeHns He npuseeHa, criedyeT Nofb30BaTLCA NocneHei
pefakumnei cCblfIoHHbIX AOKYMEHTOB, BKIIHoYas Mobble MonpaBku U USMEHEHNS K HUM:

NCO/M3K 8824 (BceuacTtn) MHpopmaLMoHHbIe TexHonorui. AGCTpakTHas CUHTakcuveckas HoTaluus
Bepcun oanH (ACH 1) (ISO/IEC 8824 (all parts), ITU—T Rec. X.680—683, Information technology — Abstract
Syntax Notation One (ASN.1))

NCO/M3K 8825 (Bce wuacTu) WHdbopmaumoHHble TexHonornn. [Mpaeuna koauposaHua ACH.1
(ISO/IEC 8825 (all parts), ITU—T Rec. X.690—693, Information technology — ASN.1 encoding rules)

U3paHne opnumnansHoe
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MCO/M3K 9798-6 UHdbopmaLumoHHble TexHonorun. Metoabl 3awmtel. AyTeHTUnKkauma obbeKTos.
YacTb 6. MexaHnsmbl ¢ nprMeHeHnem pyuHoi nepegaydm aaHHeix (ISO/IEC 9798-6, Information technology —
Security techniques — Entity authentication — Part 6: Mechanisms using manual data transfer)

MCO/M3K 19784-1 UHdbopMaLmMoHHble TexHonorui. BuomeTtpudeckuidi nporpamMHelin UHTepdelic.
Yactb 1. Cneundmkaunsi Guometpuyeckoro nporpammuoro uHtepderica (ISO/IEC 19784-1, Information
technology — Biometric application programming interface — Part 1: BioAPI specification)

MCO/M3K 19785-1 UHdopmaLmoHHble TexHomnorun. EanHas ctpyktypa dopmaTtos obMmeHa 6uomerT-
pudecknMn  AaHHelMU. YacTb 1. Cneuudomkaums anemMeHToB AaHHbix (ISO/IEC 19785-1, Information
technology — Common Biometric Exchange Formats Framework — Part 1: Data element specification)

MCO/M3K 24761 WUHdopmaLmoHHble TexHonorut. Metoabl 3awutel MHbOpMaumMn. AyTeHTuduka-
LMOHHBIA cTaTyc Ana 6uometpumn (ISO/IEC 24761, Information technology — Security techniques —
Authentication context for biometrics)

RFC 3852 Kpunrorpaduyeckuin cuntakeuc coobueHnin (RFC 3852, Cryptographic Message Syntax
(CMS), July 2004)

RFC 5911 Hosble Mogynun ACH.1 ans kpuntorpadguyeckoro cuHTakcuca coobLeHuni u kpuntorpadu-
yecKou 3aLwmnThl coobLueHuin anekTpoHHol nouTkl (RFC 5911, New ASN.1 Modules for Cryptographic Message
Syntax (CMS) and S-MIME, June 2010)

3 TepMuHbI U onpeaeneHus

3.1 TepMuHbIl, onpepeneHHble B UCO/MIK 19785-1

B HacTosiLeM cTaHaapTe NpyMeHeHkl criegytoline TepMuHbl, onpegeneHHble B UCO/M3K 19785-1:
6romeTpu4eckuin (biometric);

6romeTpus (biometrics);

6nok 6uomeTpudecknx gaHHbix (BB) (biometric data block (BDB));

3anuck 6uomeTpudeckoin Hdopmaumm (36U) (biometric information record (BIR));
opraHusauua-yqactHuk ECOOB[ (CBEFF biometric organization);

6ok sawuTel Hopmaunm (B3U) (security block (SB));

cdopmat 6noka 3awmTbl MHpopMaLmm (security block format);

naeHTndMKaTop dopmara 6noka sawmTel MHcopMaumn (security block format identifier);
Bnageney oopmaTta 6noka 3awutbl MHbopMauum (security block format owner);
CcTaHAapTHbI BriomeTpuyecknii saronosok (CE3) (standard biometric header (SBH)).

3.2 TepMuHbl, onpeaeneHHble B UCO/MIK 19784-1

B HacTosiwem cTaHgapTe NpUMeHeH cneayowunin TepMuH, onpeaeneHHbin 8 UCO/MIK 19784-1:
moaynb BuoAln (BioAPI Unit).

3.3 TepmuHbl, onpegeneHHblie B UCO/MIK 24761

B HacTosiLeM cTaHaapTe NpUMeHeHbl cneaytowme TepMuHbl, onpeaeneHHble B UCO/MOK 24761:
otyeT ACBuo (ACBio instance);

ayTeHTudmKaLunoHHbIN cTaTyc ana 6uomeTtpumn (ACBUo) (authentication context for biometrics (ACBio));
mMogynb 06paboTku BuomeTpuryeckux gaHHbix (MOB[) (biometric processing unit (BPU)).

3.4 TepMuHbl, onpepneneHHble B UCO/MIK 9798-6

B HacTosWweM cTaHaapTe NpUMeHeH cneayowmnin TepMuH, onpeaeneHHbin 8 UCO/MIK 9798-6:
ayTeHTUdUKaLMOHHBIA ko coobLieHuns (message authentication code).

4 O603Ha4YeHUR U COKpaLLeHus

4.1 0603Ha4eHun U cokpaweHus no UCO/MIK 19785-1

B HacTosAWweM cTaHaapTe NnpuMeHeHbl criegytolme o6o3HaveHus U cokpalleHns no MICO/MIK 19785-1:
BB/ (BDB);

36U (BIR);

EC®OB[ (CBEFF);

B3WU (SB);

CB3 (SBH).
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4.2 O603Ha4eHus U cokpalleHus no UCO/MIK 24761

B HacTosweM cTaHdapTe NpuMeHeHbl criegytowne o6o3HaveHns 1 cokpalleHns no MICO/MIK 24761:
ACBuwo (ACBio);

MOB[ (BPU).

4.3 OGo3HauveHus U cokpalleHusi no UCO/MIK 9798-6

B HacTosweM cTaHaapTe NpuMeHeHo crnegytollee o6o3HaueHue no MICO/MIK 9798-6:

AKC (MAC).

4.4 O60o3HaueHuUs U cokpalueHus no RFC 3852

B HacTosilem cTaHgapTe NnpuMeHeHo crnepytoLlee obo3HaveHme no RFC 3852:
COC*(CRL).

5 ®opmar 6noka 3awmTbl MHpopmaLKn obLLero HasHaueHus

5.1 Bnapeney
MCO/M3BK CTK1/MNK37
5.2 UWpeHTudnkatop Bnagennua

257 (0101Hex). OaHHbIA naeHTUdMKATOP MpuUcBoeH 6GuomeTpuueckoid opraHusauum WMCO/MIK
CTK1/TK37 no ICO/M3K 19785-2.

5.3 HaumeHoBaHue
ISO/IEC JTC 1/SC 37 CBEFF general-purpose security block format
5.4 WpeHTudukatop

1 (0001 Hex). OaHHblil mnaeHTUbUKaTOP 3aperucTpupoBaH B COOTBETCTBUM € TpeGoBaHUAMU
NCO/M3K 19785-2 c ucnonssosarHnem DER (cm. ICO/M3K 8825-1).

2 (0002 Hex). JaHHbIA MAaeHTUDUKATOP 3aperucTpupoBaH B COOTBETCTBUM C TpeboBaHUAMW
NCO/M3K 19785-2 ¢ ucnonszosaruem PER (cm. UCO/M3K 8825-2).

3 (0003 Hex). OaHHbIA wnaeHTUMKATOP 3aperucTpupoBaH B COOTBETCTBUM €  TpeGoBaHUAMM
NCO/M3K 19785-2 c ucnonbsosarnem XER (cm. NICO/MOK 8825-3).

5.5 UpeHTudukatopbl o6bekTtoB ACH.1 Ana aaHHoro popmara

5.5.1 3anucb c ucnonbszosaHmem DER

{iso registration—authority cbeff(19785) organizations(0) jtc—sc37 (257) sb—formats(3) general—
purpose(0) der—encoding(1)}

N 3HaveHne B HoTaumm XML:

1.1.19785.0.257.3.0.1

5.5.2 3anuckb c ucnonb3zoBaHuem PER

{iso registration—authority cbeff(19785) organizations(0) jtc—sc37 (257) sb—formats(3) general-
purpose(0) per—encoding(2)}

N 3HaveHne B HoTaumm XML :

1.1.19785.0.257.3.0.2

5.5.3 3anuck c ucnonbzoBaHueM XER

{iso registration—authority cbeff(19785) organizations(0) jtc—sc37 (257) sb—formats(3) general—
purpose(0) xer—encoding(3)}

N 3HaveHne B HoTauum XML:

1.1.19785.0.257.3.0.3

5.6 O6bnacTb NpMMeHeHunA

B3W obLuero nprMeHeHUs UCMOMNb3YHT NpK HeoBXoAUMOCTH NPUMEHEHWS LIeNIOCTHOCT Wunn Wwindpo-
BaHWA, a Takke otyeToB ACBUO.

5.7 UpeHTudukatop Bepcumn

®opmaty B3U, ycTaHoBNEeHHOMY B HACTOSLLEM pasaerne, NPUCBOEH CrieayoLlmin naeHTndnkaTop Bep-
cuu: ocHOBHOE 3HaveHue — (0), BcriomoraTernbHoe 3HadveHne — (0).

* Cnucok omosearHbix cepmucpukamos (COC) — certificate revocation list (CRL).
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5.8 Cneuudumkauus popmata u Tpe6oBaHUs K COOTBETCTBUIO

5.8.1 OOLWWMKe nonoxeHus
5.8.1.1 B HacToswem pasgene BE3U npeactasnsiet coboit Tun CBEFFSecurityBlock B HoTauun ACH.1,
cocTosALWwunin U3 nocnegosarensHocT Tunos CBEFFSecurityBlockElement 8 HoTauum ACH. 1.
CBEFFSecurityBlock ::= SEQUENCE OF CBEFFSecurityBlockElement
CBEFFSecurityBlockElement ::= CHOICE {
elementCBEFFSB ContentinfoCBEFFSB,
subBlockForACBio SubBlockForACBio,
accumulatedACBiolnstances ACBiolnstances

}
5.8.1.2 AnsaTtuna CBEFFSecurityBlockElement cywiectByeT TpuanstepHaTuebl: ContentinfoCBEFFSB,
SubBlockForACBio n ACBiolnstances. ContentinfoCBEFFSB* coaepxut uHcdopmanumio o LenoctHoctTn Cb3 u
BBl wwm o wudposaHun BBM. [sa nocnegHux Tuna cogepxaT wHdopmaumio o6 ACBuo (cm.
NCO/M3K 24761).
5.8.1.3 Tun ContentinfoCBEFFSB npegcraBnsiet coboii crnegytowyto 3anvchb:
ContentinfoCBEFFSB ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeCBEFF}),
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeCBEFF}{@contentType})
}

Mpumeyanune—Tun CBEFFSecurityBlockElement gonkeH GbiTb MCNONb30BaH B KayecTBE 3ameHbl Tvna
Contentinfo, TpeboBanus k kotopomy yctaHoBneHsl B RFC 5911. MepBbit komnoHeHT Tuna CBEFFSecurityBlockElement
MOXET cofepXaTb TONbKO YeTbipe uaeHTUdukatopa obbekToB: id—envelopeRelatedData, id—encryptionRelatedData,
id—signatureRelatedData, unu id—-authenticationRelatedData, B To Bpems kak Tun Contentinfo, Tpe6oBaHus k kKoTopomy
yctaHoenenbl B RFC 5911, moxeT cogepxarb Takke Apyrne naeHTmukaropsl OGbeKToB.

Tun ContentinfoCBEFFSB ucnons3syioT agsaxabl npuy 3annucu CBEFFSecurityBlock: nepBbliii pas ans noa-
OEepXKU LeNoCTHOCTU, BTOPO — AN NOAAEPKKM LndpoBaHUs.

Tun ContentinfoCBEFFSB cocTont us asyx komnoHeHToB: contentType 1 content, nepBblil U3 KOTOPbIX
npeactasnset coboli naeHTUdukaTop obbekTa AnNA AaHHbIX, COAepPXaLMXCA BO BTOPOM KOMMNOHeHTe. 3Ha-
yeHne contentType npeacTaesnsger coboil oauMH K3 cneaylownx UAeHTUUKATOPoB O6BLEKTOB:
id-envelopeRelatedData, id-encryptionRelatedData, id-signatureRelatedData unu id-authenticationRelated-
Data, uto cooTBeTCTBYeT Tekywemy onpegeneHuto Tuna ContentTypeCBEFF, cocToswemy 13 yetbipex
CONTENT-TYPEs. B HacTosiwem ctaHgapte ana tuna CONTENT-TYPE npegycmoTpeH naeHTudukatop
obbekTa ¢ Tunom, sanncaHHbiM B ACH. 1.

ContentTypeCBEFF CONTENT-TYPE ::={ envelopeRelatedData | encryptionRelatedData |
signatureRelatedData | authenticationRelatedData}
envelopeRelatedData CONTENT-TYPE ::={
EnvelopeRelatedData
IDENTIFIED BY id—envelopeRelatedData
}
encryptionRelatedData CONTENT-TYPE ::={
EncryptionRelatedData
IDENTIFIED BY id—encryptionRelatedData

}

signatureRelatedData CONTENT-TYPE ::={
SignatureRelatedData
IDENTIFIED BY id—signatureRelatedData

}

authenticationRelatedData CONTENT-TYPE ::={
AuthenticationRelatedData
IDENTIFIED BY id—authenticationRelatedData

* B opueunane WCO/MOK 19785-4 dJdonywerHa owubka— emecmo ContentinfoCBEFFSB  ykasaHo
CBEFFSecurityBlockElement.

4
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YeTbipeM BbllleyKkaszaHHbIM HauMeHOBaHUAM OObEeKTOB MPUCBOEHbI crnedylowme UAeHTUDUKaTopsI
06BEKTOB:
id—envelopeRelatedData OBJECT IDENTIFIER ::={
iso(1) standard(0) cbeff(19785) contentType(1) envelopeRelatedData(1)
}

id—encryptionRelatedData OBJECT IDENTIFIER ::={
iso(1) standard(0) cbeff(19785) contentType(1) encryptionRelatedData(2)
}

id—signatureRelatedData OBJECT IDENTIFIER ::={
iso(1) standard(0) cbeff(19785) contentType(1) signatureRelatedData(3)

}
id—authenticationRelatedData OBJECT IDENTIFIER ::= {
iso(1) standard(0) cbeff(19785) contentType(1) authenticationRelatedData(4)

id—envelopeRelatedData wunu id—encryptionRelatedData ucnonbsyloT B cocTaBe KOMMOHEHTa
contentType Tuna ContentinfoCBEFFSB B criyuae, ecnv snemMeHT AaHHbIXx CBEFF_BDB_encryption_options
(cM. UICO/MOBK 19785-1) umeeT 3HaveHne ENCRYPTION.
id—signatureRelatedData wunu id—authenticationRelatedData ucnonb3yloT B cocTaBe KOMMNOHeHTa
contentType Tuna ContentinfoCBEFFSB B cny4vae, ecnu anemeHT aaHHbeIXx CBEFF_BIR integrity_options
(cM.NCO/MOBK 19785-1) nmeeT 3HaveHne INTEGRITY.
5.8.1.4 [anHble Tuna SubBlockForACBio npegHasHaveHbl Taioke Ans ucnons3osaxHnsa 8 MOB Mmoayns
BrnoATN, koTopein reHepupyeT otyeT ACBuo. 311 aaHHele oguH MOB[ moayns BuoAlNWU nepepaet agpyromy
moaynio. Tun SubBlockForACBio npeacTasnseT cobol crieyioLLyto 3an1cb:
SubBlockForACBio ::= SEQUENCE {
bpulOIndex INTEGER,
acbiolnstance ACBiolnstance

}

MepBbI kOMMOHEHT AaHHoro Tuna — bpulOlndex npeactasnsaeT coboi BPU |0 index* 6noka uxdgopma-
unn npu nepegade ot ogHoro MOB[ apyromy. Bropoin komnoHeHT asnaeTtca otyeTom ACBuo reHepuposaH-
HbIM nepeeiM MOB[ (MCO/M3K 24761).

5.8.1.5 OanHble Tna ACBiolnstances npeactasnseT coboi nocnepgoBatenbHocTb otyeToB ACBUMo
ncknoYasa nocnegHuin, KoTopbli 3anunceisatoT B TUN SubBlockForACBio.Takum o6pasom Tun ACBiolnstances
npeacTtasnseT coboi nocneagosaTenbHOCTb TUMNOB ACBiolnstance™*.

ACBiolnstances ::= SEQUENCE OF ACBiolnstance

5.8.1.6 Takum oBpasom 36/ moxeT obecnevmsaTts BO3MOXHOCTb UCMOMNb30BaHUSA:

1) wudpposanus, ecnu 3HadeHne ENCRYPTION ycraHOBNneHO B 3neMeHTe  [aHHbIX
CBEFF_DBD_encryption_options unu ato sisnsietcs o6a3atensHbIM TpeboBaHneM hopmara Beayluei opra-
HU3aLuW;

2) uenoctHocT, ecnu  3HadeHne INTEGRITY  ycTaHOBNeHO B 3neMeHTe  [aHHbIX
CBEFF_BIR_integrity_options unu ato siBnsietcs o6s3atenbHbIM TpeboBaHuem chopMaTta Beyllein opraHu-
3auuu;

3) WwucpoBaHNs 1 LEeNoCTHOCTA UMM OOHOTO U3 3TUX KOMMOHEHTOB, ECNK 3TO sIBMNsieTcs TpeboBaHnem
cdopmaTa BegyLUen opraHnusaLum.

5.8.2 LlUudpoBaHue

Ecnu B oanemeHTe pgaHHelx CB3 CBEFF _BDB_encryption options yctaHoBNeHO 3HaueHue
ENCRYPTION, 3B gornxHa cogepxatb Tun ContentinfoCBEFFSB, nepBbiM KOMMNOHEHTOM KOTOPOIo SABMSIET-
ca id—envelopeRelatedData unu id—encryptionRelatedData. B cooTBeTcTBUMM C TpeboBaHuamu 5.1.8.3, cogep-
XaHue BTOpOro KOMMoHeHTa ycTaHasnneaeT NepBblii komnoHeHT Tuna ContentinfoCBEFFSB, 1o ecTb, ecnn
nepBsbIM KOMMOHeHTOM siBnsieTcs id—envelopeRelatedData, To BTopbim fomkeH 6biTb EnvelopeRelatedData, u,
ecrnu nepBbIM KOMMOHEeHTOM siBnsieTcs  id—encryptionRelatedData, To BTOpbIM gomkeH 6bITb
EncryptionRelatedData. BB[] B 3ToM cnyyae AomxeH cogepxaTb GuomeTpuyeckme aHHbIe B 3aLumdpoBaHHON
dopme.

MpumedaHue 1— Pasnnuus mexay komnoHeHtamu EnvelopeRelatedData u EncryptionRelatedData 3aBucsit
OT cUCTeMbl ynpaeneHus kniovamu (cmM.RFC 3852).

* BPU IO index — cm. UCO/MOK 24761.
** B opueuHane UCO/M3K 19785-4 emecmo ACBiolnstance owuboyro yka3aHo ACBioinstances.
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MpumMmedvaHune 2— dnemeHTbl AaHHbIXx CB3 copgepxar 3HavyeHus, onucbiBatowue HesawndposaHHbin BB
(8o npoBedeHVs WNPOBaHKSA), U He ONUCLIBAIOT aTpnby Tl 3almdposarHon Bb[.

5.8.2.1 CopepxaHue Tuna envelopeRelatedData

5.8.2.1.1 Cogepxanve Tuna envelopeRelatedData ycrtaHaBnueaer wuaeHTudukatop obbekra
id—envelopeRelatedData 8 cootBeTcTBNUM ¢ TUMOM EnvelopeRelatedData B HoTauun ACH.1 (cm. 5.8.1.3).

a) EnvelopeRelatedData cogepxut uHdgopmauuo 06 anroputme WNpoBaHNS 1 3aLINDPOBAHHBIX
Krroyax WudppoBaHus ANs O4HOTO UM HECKONbKMX nonyyaTtenen. 3amndpoBaHHble bruomeTpuyeckne AaHHbIe
Haxoasitcsa B BB, BuomeTprieckne AaHHbIe MOryT BbITh 3aLMdpoBaHbl A5 IPOM3BOSILHOMO YMCa nonyyare-
neit ¢ nomoulbio No6oit U3 NoaaepPKMBaeMbIX TEXHOMOMMIA YNpaBneHUs Kritovamim WM poBaHns ANs Kaxaoro
nonb3osarens.

MpumMmedaHue—IlogpobHasa MHbOPMaLKs O CUCTEME YMpaBMEHUs Kriovyamu wndpoBaHusi npueBegeHa B
RFC 3852.

b) Monb3oBaTenb pacwndpoBbIBaET O4MH 13 3aMdpPOBaHHLIX KIoYein WndpoBaHus, BXOAALLNX B
cocTaB AaHHbIX TMna EnvelopeRelatedData, a 3aTem ¢ nomoLLb0 AaHHOTO KNoya paclumdpoBbiBaeT GuomeT-
pyudeckne AaHHble, Haxogswmecs B BB/,

5.8.2.1.2 Tun EnvelopeRelatedData npegcraBnsiet coboli crieayioLLyto 3anuchb:
EnvelopeRelatedData::= SEQUENCE {

version CBEFFSBVersion DEFAULT vO0,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,

contentEncryptionAlgorithm ContentEncryptionAlgorithmldentifier

}

a) none version npegHasHaveHo Ans ykasaHus Bepcumn Tuna CBEFFSBVersion u npeactasnsieT coboi
crieqytoLLyto 3anunchb:

CBEFFSBVersion ::= INTEGER {v0(0) } (vO, ...)

b) none originatorinfo Tuna Originatorinfo npeaHasHaveHo AnAa ykazaHus uHgpopmaumm o6 ycTpoicTee,
creHepupoBaBwunM B3W. laHHoe none NpucyTcTBYET TOMbKO B TOM ciy4yae, ecnu atoro TpebyeT anroputm
ynpaBneHuss kniodamu. [laHHoe none moxeT cogepxkaTb cepTudukatel 1 COC. TpebGoBaHus k Tuny
Originatorinfo yctaHoBneHbl B RFC 3852 n RFC 5911;

c) none recipientinfos Tuna Recipientinfos npegHasHayeHo aAnst 3anucn MHMOPMaLMOHHBLIX 6roKoB O
nonydyatensx. JaHHoe none [OIMKHO coAepXaTb He MeHee ofHoro wuHdopmauuoHHoro 6noka. Tun
Recipientinfos npeactaensier coboit nocnegoBaTenbHocTe TUNOB Recipientinfo. Tpeboanusa k Tuny
Recipientinfo yctaHoBneHbl B RFC 3852 M RFC 5911;

d) none contentEncryptionAlgorithm npeaHasHaveHo Ans ykasaHus anroputMa L posaHns nBCNoMo-
raTesibHbIX NapaMeTpoB, UCMOMb30BaHHbIX ANs WudpoBaHus BUoMeTpuieckux AaHHbIX. [ns Bcex nonbL3osa-
Tenen ykasblBaloT eAUHbIA anropuTM 1 KoY WM POBaHUS.

5.8.2.2 TunencryptionRelatedData

5.8.2.2.1 NHdopmaumoHHoe cogepxumoe Tuna encryptionRelatedData npeactasnsieT coboi naeHTu-
dukaTtop obbvekTa id—encryptionRelatedData B cooTBeTcTBUM € TUNOM EncryptionRelatedData, 3anucaHHbIM B
HoTaumn ACH.1 (cm. 5.8.1.3):

a) BoTnudne ot Tuna envelopeRelatedData, Tvn encryptionRelatedData He cogepxut uHcdopmaumm o6
anroputme WnppoBaHnsa 1 salnmgpoBaHHbBIX KMNoyax WwWindposaHua ANs nonydyatenei. YnpasneHue krnovyamu
LWndpOoBaHNS AOMMKHO OCYLLECTBATLCSA APYrMMUy cnocobamu.

Mpwumeyanune—WHdbopmaunonHoe cogepxmmoe Tuna encryptionRelatedData nenoneaytot npu wudpoeanmm
HroMeTpUYECKNX AaHHbIX AS1 NIOKANbHOTO XPaHeHwWs, NPy 3TOM KIouM WMDPOBaHUS NMOMy4atoT C MOMOLLbI0 Naponen;
b) Tun EncryptionRelatedData npegctasnset coboi crneaytoLLyo 3anuchb:
EncryptionRelatedData ::= SEQUENCE {
version CBEFFSBVersion DEFAULT vO,
contentEncryptionAlgorithm ContentEncryptionAlgorithmldentifier

5.8.3 LlenocTtHoCTb

Ecnu B snemeHTe paHHeix CBEFF_BIR_integrity_options ycrtanoBneHo 3HaveHue INTEGRITY,
36U ponkeH cogepkatb Tun  ContentinfoCBEFFSB, nepBbiM KOMMOHEHTOM KOTOPOro sIBNsieTcs
id—signatureRelatedData nnn id—authenticationRelatedData. B cooTBeTcTBUM C TpeboBaHMAMK 5.1.8.3 cogep-

6
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XaHue BTOPOro KOMMOHEeHTa ycTaHaBnuBaeT nepBbln KoMmnoHeHT Tuna ContentinfoCBEFFSB, To ecTb, ecnn
nepBbIM KOMNOHEHTOM sAiBNsieTcs id—signatureRelatedData, To BTopbiM gomkeH 6biTh SignatureRelatedData, u,
ecnn nepBbiM KOMMOHeHTOM siBnseTcs id—authenticationRelatedData, 1o BTOpbIM AgomMKeH ObiTb
AuthenticationRelatedData. Taknum o6pasom, Tun signatureRelatedData ncnonb3ytoT B TOM ciyyae, ecnv ans
obecrneveHnsi LENOCTHOCTU BUOMETPUYECKUX AaHHbIX WUCMOMb3ylT UMPOBYD NoAMUCb, W Tun
authenticationRelatedData gomkeH ObITb UCNoNb3OBaH, ecnu BromeTpudeckne aaHHble 3awuweHsl AKC.
Lindpposyto noanuck n AKC sanuceisatoT B CE3 unu s B[ (B ToM uucne 3aingposaHHoOM).

5.8.3.1 CopepxaHrue Tuna signatureRelatedData

5.8.3.1.1 CogepxaHne Tuna signatureRelatedData yctaHaBnuBaeT waeHTudukatop obbekTa
id—signatureRelatedData B cootBeTcTBUN ¢ TUnom SignhatureRelatedData, sanucaHHeIM B HoTaumn ACH.1
(cm. 5.8.1.3).

a) SignatureRelatedData npegctasnsietr cobort ogHy MM Heckonbko LudpoBbIX nognucei. Jlioboe
KOMWUYeCTBO NOANUCHIBAIOLLNX UHCTAHLUNA (danee — NOAMUCaHTOB) MOTYT nNaparnnenbHo UCNoNb3oBaTh Lnd-
POBYIO NoANNCHL ANsi nocnegoBaTtenbHocTU AaHHblX CB3 1 ans sanucu BB/ (B ToM uncne sawmdpoBaHHOro).
B otnuume ot TMna SignedData (cm. RFC 3852 nRFC 5911) Tnn SignatureRelatedData He cogepXnt gaHHbIX, K
koTopbIM Gbina npumeHeHa Lndposas noannck;

b) nmpouecc cozgaHusa SignatureRelatedData BkntovaeT B cebs cneaytowume atanbl, M306paxeHHble Ha
pucyHke 1 criesa:

1) 4onsaKaxaoro nognucaHTta ganaxecT coobLeHns (Mnu xel-3HavyeHne) BEIYUCIAT U3 NocreaoBa-
TenbHocTU AaHHbIX CB3 1 3anucn BB, (B Tom uncre 3alwmdgpoBaHHOM) ¢ UCNOMNb30BaHNEM cneLmdnieckoro
Ans gaHHoro nognucarTta anroputma (CAMNC*). PesynbTaTtom siBnsieTcs chopMUpoBaHHbIA JanaxecT coob-
weHuna (4C**);

2) AnsKaxgoro nognucaxTa, K AanmkecTy coobLeHnst MpUMEHSIHOT LM POBYH MOANUCH C UCMONb30-
BaHMeM 3akpblToro kmtoda nognucdmka (3KIM***) u cneumdurdeckoro anroputma nognucu nognucymka
(CAMM*4);

3) angakaxgoro nognucaHTa sHaveHne undposon nognucn (LIM) v apyrue AaHHbIe ABNAOTCA 3Have-
Huem Signerlnfo, TpebosaHua kkoTopoMy ycTaHoBreHbl B RFC 3852 MRFC 5911. CepTtudmkatel n COC kaxgo-
ro noAanncaHTa, a Takke Apyrne gaHHble, He OTHOCALLMECS K KaKoMY-NMBo ApyroMy NoAnncaHTy, CoXpaHsaoTes
Ha AaHHOM aTane;

4) cneumndmryeckne anropuTMbl ganaxecta coobLleHus 1 cooTBeTCTBYOWMe 3HadYeHust Signerinfo
BCEX MoAN1CaHTOB B CBOO o4epeb CTaHOBATCA 3HavyeHneM SignatureRelatedData;

¢) npouecc Bepudumkauum SignatureRelatedData BkntouaeT B cebsi HECKOMbLKO 3TanoB (CM. cnpasa Ha
pucyHke 1). Mony4yaTens BblYMCHAET AanmkecT coobweHusa (AC*%) ns nocnegoeatenbHocT daHHbIX CE3 1
3anuncu BB (B ToM uucrne 3awmdpoBaHHON), UCNOMb3ys cneunduyecknin anroputM gangkecta coobLueHnst
(CALC). OaHHblid AanmkecT cooBbLUeHMs 1 OTKPbIThIN koY nognucarTa (OKIM*8) ncnonbaytoT aAns nposepku
3HayeHus umdposoin nognucu (LM) nytem cpaBHeHus gangxecTta coobLueHns], BLIMUCIIEHHOrO B npoLlecce
Bepudmkaumm (OC) n pangxecta coobweHns nognucanTa (AC'). 3HaueHne AC' Haxogsieecs B LMGPOBOIA
noanucu (LIM), pacwndpoBbiBatoT € NOMOLLLIO OTKPLITOro Kitoda nognucanTa (OKI) n cneuunduyeckoro anro-
puTMma noanvcu nognucandTa (CAMM*7). OTKPbITLIN KoY NoAnncaHTa onpeaensioT ¢ MOMOLLbH HaUMeHOBaHUA
N OPUrMHANBHOIO CEPUNHOTo HoMepa opraHusaLumn-paspaboTymka gaHHOM cucTeMbl LMpoBON NogNNCH UK C
NMOMOLLbIO MAEHTUMKALMOHHOTO Khoda Ansi O4HO3HA4YHOW uaeHTUdmKaunn cepTudukata nognucaHTa,
coaepalwero OTKpbIThIA Koy, CepTudukaT nognncaHta mMoxeT ObiTb BKMIHOYEH B COAEPKMMOE MO
certificates Trna SignatureRelatedData.

Ha pucyHke 1 nyHktupHoi nunmen ot 3KI k nonto «certificates» ykasaH cnocob BkoueHus B none
«certificates» cepTudpmkara oTKpbITOro Kroua, OTHOCSILLEroCs K 3aKpbITOMY KItouy NoanucaHTa.

* CALC (cneyugpuyeckuti anzopumm dalidxecma coobuwieHus) — signer—specific message—digest algorithm (DA).
** [IC (dalidxecm coobuweHue) — message digest (MD).
BKT1 (3akpbimsbitl kinroy nodnucyuka) — signer’s private key (PrK).
* CAINM (cneyuuydeckuil anzopumm nodnucu nodnucaqma) — signer-specific signature algorithm (SA).
B opueuHane UCO/MOIK 19785-3 BonyuweHa onedyamka — amecmo cokpaueHust DS ykasaHo cokpauwjeHue DS'.
*6 Omkpbimeiil ko nodnucanma (OKI) — signer's public key (PbK).
B opueunane UCO/MOIK 19785-3 Bonywera onedamga — 8mMecmo cokpaueHus SA ykazaHo cokpaujeHue DS.
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5.8.3.1.2 Twun SignatureRelatedData npeactaBnsieT coboi crneayoLyto 3sanuck:
SignatureRelatedData ::= SEQUENCE {
version CBEFFSBVersion DEFAULT vO0,
digestAlgorithms SET OF DigestAlgorithmldentifier,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationinfoChoices OPTIONAL,
signerinfos Signerinfos

}

a) version npeactasnaeT cobo Homep Bepcuu cneundukaumn 6noka sawmTbl MHpopMauum TMNa
CBEFFSBVersionno 5.8.2.1.2;

b) digestAlgorithms npeactasnsaer coboi 3HaueHne Tuna DigestAlgorithmldentifiers, cogepxawero
Habop uaeHTUUKATOPOB cneundpnyeckx anroputMmoB gangaxecta coobuerus. Kaxabin naeHtudpumkarop
npeAcTaBneH BMecTe ¢ AONOMHUTESNbHLIMU NapaMeTpamMn O4HOTrO UM HEeCKOMNbKAX NOANUCAaHTOB. [aHHbIA
Habop coaepxuT ugeHTudukatTopel Bcex CAIC Bcex nognucaHToB B Nlobom nopsigke. Hactosawuin ctaHaapT
He ycTaHaBnuBaeT TpebOoBaHWA K WCMOSMb30OBaHWIO ONpederieHHoro anroputMa kpuntorpaduyeckoro
XeLnpoBaHus;

c) certificates npeacrasnseTt coboit Habop cepTudukaToB. Heobxoanmo, 4tobbl 3TOT Habop cogepxan
Heobxoaumyio MHGOPMaLUUIo 0 NocNeaoBaTeNbLHOCTU OT «KOPHEBOro» cepTudukata unn ceptudukata ot
opraHa, BbigatoLiero ceptudukaTbl 4o cepTUdUKaTOB MOANUCAHTOB, 3anNucaHHbIX B none signerinfos. Yucno
cepTUdUKaTOB MOXET ObITL BonbLue, YeM He0BX0AUMO; BOZMOXKHO Hanuume cepTudmrkaToB, 4OCTaTOUHbIX 4N
XpaHeHus nocnegoBaTenbHOCTU cepTuduKaToB oT ABYX U Bonee He3aBUCUMbIX OPraHOB BbICLLErO YPOBHS,
BblAatoLLmx cepTudukatel. CepTudnkaTos MoxeT 6bITb MEHbLLE B Crlydae, ecnv npegnonaraeTcs, Yto y nony-
YyaTenewn ecTb anbTepHaTUBHbIE CNOCOBLI NOMYyYeHUs HeobXoaAUMBIX cepTudukaToB (Hanpumep, U3 npeabiay-
wero Habopa). CepTudukat nognucaHTa Takke MoxeT BbiTb BKMoUeH B Habop cepTudukaTos;

d) crls npeactaenset coboit nHdpopmaumio 06 oTo3BaHHbIX cepTudukatax. JaHHaa uHpopMauma
No3BonsieT onpeaenvTb, AEACTBUTENbHBI N cepTUdUKaTbl, 0AHaKo AaHHast MHopMauns He aBnseTcs 0bs3a-
TenbHoW. Cnuncku oTo3BaHHbIX cepTudukatos (COC) ABNAIOTCA OCHOBHBLIM UCTOYHUKOM UHDOpMaLM 06 oTo-
3BaHHbIX (HeaencTBUTENbHBIX) cepTudukatax. Uucno COC moxeT BbITb Kak Bonblue, Tak U MeHblle, YeM
Heo6xoanMo;

e) signerinfos npeacrasnaeT coboit Habop MHPOPMALMOHHBIX 3MeMEeHTOB 0 noanucaHTax. B gaHHoOM
KOMMOHeHTe MoxeT 6biTb Nboe KoNUYEeCTBO anemeHToB. TpebosaHusa k Tuny Signerinfo yctaHoBMEHbI B
RFC 3852 nRFC 5911.
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5.8.3.2 CopepxaHue Tuna authenticationRelatedData

5.8.3.2.1 CopgepxaHune Tuna authenticationRelatedData yctaHaBnuBaeT wnaeHTudukaTop obbekTa
id—authenticationRelatedData B cooTBeTCcTBUM ¢ TUNOM AuthenticationRelatedData, 3anncaHHbIM B HOoTaUMn
ACH.1(cm.5.8.1.3):

a) tunAuthenticationRelatedData coctonT ns ayteHTndukaumoHHoro koga coobuexuns (AKC) v sawwmdp-
POBaHHbIX ayTeHTUMUKALMOHHBIX KITOYeRn, npeaHaszHavyeHHbIX A4S 0QHOro UMM HeCKOMNbKUX nosydaTtenem.
KombuHauma AKC u opHoro ayTeHTUpMKaUMOHHOrO Khva Heobxoauma nonyyartento Anst npoBepku
ueroctHocTu nocnegosatensHocTM CBE3 1 BB/ (B ToM Yncne sawmdpoBaHHoro). B oTnuume ot cogepxaHnst
Tuna AuthenticatedData, ycTanosneHHoro B RFC 3852, Tun AuthenticationRelatedData He coaepXut AaHHbIX,
KOTOpble AOMKHbI ObITb ayTEHTUDULMPOBAHBI;

b) npouecc cozganuns AuthenticationRelatedData BkntouaeT B cebs cnegytoLme atansi:

1) reHepupoBaHue crnyyaiHelM 06pa3oM ayTeHTUMKALMOHHOrO Krtova cooblleHust Ana onpeae-
NIeHHOro ayTeHTUUKALLMOHHOMO anropuTMa coobLeHuns;

2) wndpoBaHMe ayTeHTUMUKALMOHHOTO Kioya cooblueHust ana kaxgoro nonyyatens. Cnocod
LW pOBAHNA 3ABUCUT OT MCNOSb3YEMOro anropuTma yrnpasneHus Kniovamu;

3) BHeceHue B Recipientinfo (TpeboBaHune k ucnonb3zoBaHuio Tuna Recipientinfo yctaHoBneHsb! B
RFC 3852 1 RFC 5911) 3alumdpoBaHHOro ayTeHTUUKaLMOHHOrO Krntoua coobLieHuns 1 apyron cneuudunyec-
KoM Ans nonyvaTtens MHgpopmaumu;

4) BbluncneHue otnpasutenem AKC ¢ ucnomnb3oBaHMeM ayTeHTUMDUKALMOHHOTO KIkoYa coobLeHms
Ha ocHosaHuu nocneposatensHocT CB3 n BB (B Tom uncne sawwudpposaHHoro). AKC sanuceisatoT B
none mac.

5.8.3.2.2 Tun AuthenticationRelatedData npeactasnseT cobol cnegyoLyto 3anucs:
AuthenticationRelatedData ::= SEQUENCE {

version CBEFFSBVersion DEFAULT vO,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,

macAlgorithm MessageAuthenticationCodeAlgorithm,
mac MessageAuthenticationCode

a) version npeactasnseTt coboil HoMep Bepcun cneludurkaumm B3U;

b) originatorinfo npegHasHaveH Ans 3anucu MHopMaunn o reHepupyowem ycTponcTee. [aHHas
nHdopmMaL s Heobxogmuma B cnyvae, ecrnvaToro TpebyeTt anropuTtM ynpasneHus Kniovammn, U MoXeT BKIoYaTb
B cebna cepTumKkaThl, aTpubyTUBHEIE cepTudmkaTthl n COC;

c) recipientinfos npegHasHaveH ansa Habopa nHdopmaumm o nonydvartene. B gaHHom Habope gormkeH
ObITb, KaK MUHUMYM, OZINH 3NIEMEHT;

d) macAlgorithm npeactasnsieT cobol uaeHTUMKaTop anropuTMa ayTeHTUUKaLUMOHHOTO koda coob-
weHunst (AKC), naeHTudpnumpyownin anroputm AKC 1 cBsisaHHbIE C HUM MapaMeTpebl, UICNOMb3yeMble reHepupy-
owmm yctponctsom. CoaepkaHne nons macAlgorithm npegHasHayeHo ana obneryeHus ogHONPOXOAHOMN
06paboTKM AaHHBIX NonyvaTenem;

e) mac npeactaBnset coboin AKC.

5.8.4 LUucbpoBaHue u npoBepKa LLeNTOCTHOCTU

5.8.4.1 Ecnu anemeHTbl AaHHbix CBEFF_BDB_encryption_options u CBEFF_BIR_integrity_options
nopgaepxunatotcsa Cb3 n ux sHaveHnsamn senatoTcas ENCRYPTION n INTEGRITY cooteeTtcTBeHHO, B3N gon-
XeH cofepXaTb 3N1eMeHTbl LUMPOBaHUS N NPOBEPKU LLeNOCTHOCTH.

5.8.4.2 WudpoBaHne aomkHo ObiTb NMpoBedeHO A0 MPOBepkn LenocTHocTu. MocnegoBaTenbHOCTb
OecTBUIA AomkHa ObITh crieaytoLLe:

1) 6uomeTpuyeckue gaHHble (BB[) 3awmndposbiBaloT 1 3anucbisatoT B none BBM;

2) reHepupytoT gaHHble TUNoB EnvelopeRelatedData unu EncryptionRelatedData n BHocaT ux 8 B3U;

3) n3 nocneposatensHocTn CB3 n BB reHepupyloT OOHY WM HECKONbKO UUpOoBLIX noanucen
mnn AKC;

4) reHepupytoT gaHHble Tunoe SignatureRelatedData unu AuthenticationRelatedData v BknovaoT ux
B B3W.

5.8.4.3 lMpoBepKy LEenocTHOCTN NPOBOAAT A0 npolecca paclumdpoBbliBaHus. MNMocnegoBaTenbHOCTb
OeicTBuiA gormkHa 6bITh criegytoLlen:

1) ogHy wmM  Heckonbko uudpoBbix nognucein unu  AKC  nonyvaloT w3 AaHHbIX  TUMOB
SignatureRelatedData unu AuthenticationRelatedData 53U;

2) npoBepky uenoctHocTu nocnegosatensHocTn CE3 n 3awudgposarHHoro BB NpoBoAAT € NOMOLLLIO
umncbposoin nognucu nnn AKC;
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3) uHdopmaumio o wWndpoBaHMM nonyvawoT U3  AaHHbIX  TunoB EnvelopeRelatedData wunn
EncryptionRelatedData 53W;

4) pacwundpposeiBatoT BB ana nonyyeHusa ncxogHoro 66[.

MpoBepka LLeNnocTHOCTN MOXET BbITh BbIMONHeHa 6e3 pacluMgpoBbIBaAHNS.

5.9 3anucb abCcTpaKTHbLIX 3Ha4YeHUN

3anuck gaHHeIX B3U npoBoaaT cnegytowium o6pasom:

a) nobutoByto 3anucb CE3 npoBogAT B cOOTBETCTBUM C TpeboBaHWUsIMU UCMoNb3yeMoro doopmara Beay-
LLier opraHnsauuu;

b) noburtoyto 3anucb BB/ npoBoAAT B COOTBETCTBUM C TpeboBaHuaAMU cneundukaLmm dopmarta BB[;

c) sanuce CBEFFSecurityBlock npoBoadat B cooTBeTCTBMM C oapasaenoM 5.5 unpunoxeHmem AHacto-
Aero ctaHgapTa.

6 dopmart 6noka 3awuTbl MHOPMaLMKN, UCNONb3YHOLWWA TONBLKO
uncppoByto noanUch

6.1 Bnageney
NCO/M3K CTK1/MK37
6.2 UpeHTudbnkarop Bnagensua

257 (0101 Hex). OdaHHbIA naeHTudpmkaTop NpUCBOEH 6uomeTpudeckoi opraHusauuu
NCO/M3K CTK1/MNK37 B cooTBeTCTBUM C TpeboBaHusimMun NCO/M3IK 19785-2.

6.3 HaumeHoBaHue
ISO/IEC JTC1/SC 37 signature—only security block format
6.4 UpeHTudukarop

4 (0004 Hex). OaHHbln wnaeHTUdUKATOP 3aperucTpupoBaH B COOTBETCTBMM € TpeboBaHuAMU
NCO/M3K 19785-2 ansa koguposaHus ¢ ucnonb3osaHnem DER (cm. MCO/MOK 8825-1).

5 (0005 Hex). OdaHHbln uaeHTUMKATOpP 3aperucTpMpoBaH B COOTBETCTBUM C  TpeboBaHuAMMK
MCO/M3K 19785-2 ans koanpoBaHus ¢ ucnons3osaHnem PER (cm. MICO/MOK 8825-2).

6 (0006 Hex). OaHHblii MaeHTUDMKATOP 3aperncTpupoBaH B COOTBETCTBAM C TpeboBaHUsiMU
MCO/M3K 19785-2 ana kognpoBaHus ¢ ucnonesosaHnem XER (cm. MICO/MOK 8825-3).

6.5 UpeHTudukatopbl o6BekToB ACH.1 ans aaHHoro dopmara

6.5.1 3anucb c ucnonbszosaHuem DER

{iso registration—authority cbeff(19785) biometric—organization(0) jtc1-sc37(257) sbformats(3)
signature—only(2) der—encoding(1)}

WUnn 3HaveHne B HoTauunm XML:

1.1.19785.0.257.3.2.1

6.5.2 3anuckb c ucnonbsosaHuem PER

{iso registration—authority cbeff(19785) biometric—organization(0) jtc1-sc37(257) sbformats(3)
signature—only(2) per—encoding(2)}

WUnn 3HaveHne B HoTauum XML:

1.1.19785.0.257.3.2.2

6.5.3 3anuckb c ucnonbsosaHuem XER

{iso registration—authority cbeff(19785) biometric—organization(0) jtc1-sc37(257) sbformats(3)
signature—only(2) xer—encoding(3)}

Unn 3HaveHne B HoTauumnm XML:

1.1.19785.0.257.3.2.3

6.6 O6nacTb NpUMeHeHus

Bnok sawmtel HpopMaLnn, NCMOMb3YIOLWNA TONBKO LUGPOBYIO NOANUCH, MPUMEHSIIOT B Cry4dasix, korga
TpebyeTcsi Tonbko LM poBas noanuck U He TpebyeTcs WwudposaHue. [JaHHbIA hopmaTt NpeaocTaBnseT BO3-
MOXHOCTb MCMOMb30BaHNA hopMaTUPOBAHHBIX C MOMOLLbIO CUHTaKcKca KpunTorpadnieckix coobLLeHWA AaH-
HbIX, NOANUCAHHBLIX C UCMOMb30BAHNEM NMYHON UHopMaLM 6e3 NpUMeHeHNs AONONHNTENbHBIX MEXaHU3MOB
3almThl MHbopMauun. bnok sawuTel MHpopMaLMK, UCNONb3YIOLWUIA TOMLKO LM poBYO NOANNCE, He noaaep-
XKMBaeT ucnonb3oBaHne ot4yeToB ACBKO, a Takke MHOXEeCTBEHHbIX LM POBLIX MOANUCEN.

MpwnmedyaHwue— [daHHbIi hopmaTt cooTBETCTBYET TpeboBaHuaMm [4].

10



roCT P UCO/MIK 19785-4—2012

6.7 WaeHTudukatop Bepcuu

dopmarty 3bW, yctaHOBNEeHHOMY B HacTosiLLeM pasaene, NPUCBOEH creadyowwmii uaeHTudukaTop sep-
cun: ocHoBHoe 3HaveHue — (0), BcnomoratensHoe 3HavyeHne — (0).

6.8 Cneundmkauusa oopmata u Tpe6oBaHUA K COOTBETCTBUIO

Brok 3almTbl UHopMaL K, UCNONb3YIOLLUIA TOMBKO L POBYIO NOAMUCH, AOIMKEH NpeACcTaBNATL CoGo
3anucb, cooTBETCTBYIOLWYI0 TpebosaHuam RFC 3852, unu ganHele Trna SignedData B HoTauumu ACH.1, coor-
BETCTBYOLLME TpeboBaHNAM BblLLEYKa3aHHOIo AOKYMEHTa.

MpumeyaHue—BRFC 3852 ycraHoBneHo TpeboBaHue K Mcnonb3oBaHuio otnuuutenbHbiX (DER) npaBun ko-
avpoeaHus (MCO/MOK 8825-1%) anst sanucu SignedData.

LincbpoByto noanucs NpUMeHsItoT K 3anucu, CooTBeTCTBYoLWEeR TpebosaHuam ECPOB[, (CE3 n BBJ) 3a
nckrtoveHnem 63U, ucnonbaytoLuero Tonbko LndpoByto noanuce.

OanHein dopmar B3 pokeH cooTBeTCTBOBaTb creaylowmm TpeboBaHUSAM, YCTaHOBMEHHBEIM B
RFC 3852:

- 3HayeHuem CMSVersion AonXkHo ObITb V3;

- encapcontentinfo He gornkHo cogepxatb nons eContent field;

- none certificates 4OMKHO MMETL HyNeBoe 3HaYeHne UM cogepxaTb oauH certificate (ecnu Takoe Tpe-
6oBaHWe YCTaHOBMEHO KOHKPEeTHLIM NPUMEHEHNEM), KOTOPRbIN UCNOMb3YIOT ANsi NPOBEPKM signature 3anucan-
Horo B none Signerinfo;

- rone crls He NCMOMb3YIOT;

- none signerinfos gonxHo cogepxatb oguH Signerinfo;

- Signerinfo gonxeH cogepxartb:

- 3HaveHue issuerAndSerialNumber ans anemeHTa Signerldentifier;
- aTpubyT MessageDigest Ans xeww-3HaveHna nocnegosatensHoctn CB3 n BB,

* BopueuHane MCO/MIK 19785-4 emecmo ISO/IEC 8825-1 owuboyHo ykasaro ISO 8825-1.
11



roCT P UCO/MIK 19785-4—2012

MpunoxeHne A
(obsazaTenbHOe)

Moagynbs ACH.1 ansa dbopmara 6noka sawmurbl UHopMmauuun

Hannewi mogynb ACH. 1 6bin npoBepeH Ha Hannume oWMB0oK C NOMOLLLIO CneunanbHoro uHcTpymenta ACH. 1, npea-
Ha3HAYEeHHOrO ANsl CUHTAKCUYECKOWN NPOBEPKU.

CBEFF-GENERAL-PURPOSE-SECURITY-BLOCK
{iso(1) standard(0) cbeff(19785) module(0) sb(16) rev(0)}
DEFINITIONS AUTOMATIC TAGS ::= BEGIN
IMPORTS
--RFC 5911 ASN.1 Module for RFC 3852 Cryptographic Message Syntax
ContentEncryptionAlgorithmldentifier,
Signerinfos, MessageAuthenticationCodeAlgorithm,
DigestAlgorithmldentifier, AuthAttributes, MessageAuthenticationCode,
Originatorinfo, Recipientinfos
FROM CryptographicMessageSyntax2004 {
iso(1) member—body(2) us(840) rsadsi(113549)
pkcs(1) pkcs—9(9) smime(16) modules(0) cms—2004(24)}
--1SO/IEC 24761 Authentication context for biometrics
ACBiolnstance, CertificateSet, RevocationInfoChoices
FROM AuthenticationContextForBiometrics {
iso(1) standard(0) acbio(24761) module(1) acbio(2) rev(0)} ;
CONTENT-TYPE ::= TYPE-IDENTIFIER
CBEFFSecurityBlock ::= SEQUENCE OF CBEFFSecurityBlockElement
CBEFFSecurityBlockElement ::= CHOICE {
elementCBEFFSB ContentinfoCBEFFSB,
subBlockForACBio SubBlockForACBio,
accumulatedACBiolnstances ACBiolnstances

}
ContentinfoCBEFFSB ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeCBEFF}),
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeCBEFFX@contentType})

}
ContentTypeCBEFF CONTENT-TYPE ::={ envelopeRelatedData | encryptionRelatedData |
signatureRelatedData | authenticationRelatedData}

EnvelopeRelatedData::= SEQUENCE {

version CBEFFSBVersion DEFAULT vO,

originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,

recipientinfos Recipientinfos,

contentEncryptionAlgorithm ContentEncryptionAlgorithmldentifier

}

CBEFFSBVersion ::=INTEGER {v0(0) } (0, ...)

EncryptionRelatedData ::= SEQUENCE {
version CBEFFSBVersion DEFAULT vO0,
contentEncryptionAlgorithm ContentEncryptionAlgorithmldentifier

}

SignatureRelatedData ::= SEQUENCE {
version CBEFFSBVersion DEFAULT vO,
digestAlgorithms SET OF DigestAlgorithmlidentifier,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerinfos Signerinfos

}

AuthenticationRelatedData ::= SEQUENCE {
version CBEFFSBVersion DEFAULT v0,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,

12



recipientinfos Recipientinfos,

macAlgorithm MessageAuthenticationCodeAlgorithm,

mac MessageAuthenticationCode
}
SubBlockForACBio ::= SEQUENCE {

bpulOIndex INTEGER,

acbiolnstance ACBiolnstance
}
ACBiolnstances ::= SEQUENCE OF ACBiolnstance
- - contentType object identifiers
id-envelopeRelatedData OBJECT IDENTIFIER ::={

iso(1) standard(0) cbeff(19785) contentType(1) envelopeRelatedData(1)

}
id-encryptionRelatedData OBJECT IDENTIFIER ::={

rOCT P UICO/M3K 19785-4—2012

iso(1) standard(0) cbeff(19785) contentType(1) encryptionRelatedData(2)

}
id-signatureRelatedData OBJECT IDENTIFIER ::= {

iso(1) standard(0) cbeff(19785) contentType(1) signatureRelatedData(3)

}
id-authenticationRelatedData OBJECT IDENTIFIER ::={

iso(1) standard(0) cbeff(19785) contentType(1) authenticationRelatedData(4)

}
- - ContentType objects

envelopeRelatedData CONTENT-TYPE ::={
EnvelopeRelatedData
IDENTIFIED BY id-envelopeRelatedData
}
encryptionRelatedData CONTENT-TYPE ::={
EncryptionRelatedData
IDENTIFIED BY id-encryptionRelatedData
}
signatureRelatedData CONTENT-TYPE ::={
SignatureRelatedData
IDENTIFIED BY id-signatureRelatedData
}
authenticationRelatedData CONTENT-TYPE ::={
AuthenticationRelatedData
IDENTIFIED BY id-authenticationRelatedData

}
END - - CBEFF-SECURITY-BLOCK

13
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Mpwnoxenve B
(cnpaBou4Hoe)

OTnU4ua TMNOB, ycTaHoBIeHHbIX B RFC 5911

bonbwwuHcTBO TMNOB, BXOoAAWMX B HoTaumio ACH.1, ucnonbayembix B HACTOSILEM CTaHAapTe, YCTAHOBMEHbI B
RFC 3852, ogHako HEKOTOpbIE TUMbI 3aMEHEHbl Ha aHanornyHble. B AaHHOM NpUNoXeHUn ykasaHbl OTNNYNA MEXAY STUMK
TMNamu.

B.1 Otnunume EnvelopeRelatedData ot EnvelopedData

EnvelopeRelatedData no HacToswemy ctangapty otnuuaetcsi ot EnvelopedData, TpeGoBaHus k koTopomy ycTa-
Hoenexbl B RFC 5911.
EnvelopedData npegcraenset co6om:
EnvelopedData ::= SEQUENCE {
version CMSVersion,
originatorinfo [0] Originatorinfo OPTIONAL,
recipientlnfos Recipientinfos,
encryptedContentlnfo EncryptedContentinfo,
unprotectedAttrs [1] UnprotectedAttributes OPTIONAL

EnvelopeRelatedData npeacraBnsiet cobGoii:
EnvelopeRelatedData::= SEQUENCE {
version CBEFFSBVersion DEFAULT vO,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientlnfos Recipientinfos,
contentEncryptionAlgorithm ContentEncryptionAlgorithmldentifier

Otnnune EnvelopeRelatedData ot EnvelopedData 3akniovaeTtcs B TOM, 4YTO NEPBbIN HEe BKNtoYaeT B cebsi nons
encryptedContentinfo* n nons unproctectedAttrs. CornacHo tpe6oeannsam RFC 5911 3awwndpoBaHHble gaHHble NoMeLa-
t0T B none encryptedContent tuna EncryptedContent, B kotopom EnvelopedData moxeT 6b1Tb npeacTaBneHa B BUAE Bro-
XXEeHHOW CTPYyKTYypbl. B cnyvae ncnonssosanuns ECOOB]] 3awmdposbiBaioT TONbKO GUOMETPUHECKME AaHHBIE U COXPAHSIIOT
mx B BB, noaTomy HeT HEO6X0AUMOCTH UX NpeACTaBNEHUS B BUAS BNOXEHHOW CTPYKTYpbl. Mpu pacwudpoebiBaHumn BB
Heobxogumo Hanmuue nons contentEncryptionAlgorithm Tuna ContentEncryptionAlgorithmlidentifier, kotopoe siBnsietcs
nocrnegHum B 3anucu Tuna EnvelopeRelatedData.

B.2 Otnunume EnvelopeRelatedData ot EncryptedData
Onpegenenne  EncryptionRelatedData, npeactaBneHHoe B HacTosiweM CTaHQapTe, OCHOBaAHO Ha
EncryptedData, pe6oBaHus k koTopomy yctaHosrneHol B RFC 5911.
EncryptedData npeacraensier co6on:
EncryptedData ::= SEQUENCE {
version CMSVersion,

encryptedContentinfo EncryptedContentinfo,
unprotectedAttrs [1] UnprotectedAttributes OPTIONAL

EncryptionRelatedData npeacraenset cobon:
EncryptionRelatedData ::= SEQUENCE {
version CBEFFSBVersion DEFAULT vO,
contentEncryptionAlgorithm ContentEncryptionAlgorithmldentifier
Otnuuue EncryptionRelatedData ot EncryptedData ananornyHo ykasanHomy B B.1.
B.3 Otnuume SignatureRelatedData ot SignedData

Onpepenenne SignatureRelatedData, npeacraeneHHoe B HacToAWEM cTaHgapTe, ocHoBaHo Ha SignedData, Tpe-
GoBaHus K koTopoMy yctaHoBneHsl B RFC 5911.

* Bopueurane MCO/M3IK 19785-4 emecmo encryptedContentinfo owuboyHo ykasaro encryptionContentinfo.
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SignedData npegcrasnsiet cobon:

SignedData ::= SEQUENCE {
version CMSVersion,
digestAlgorithms SET OF DigestAlgorithmldentifier,
encapContentinfoEncapsulatedContentlinfo,
certificates [0] CertificateSet OPTIONAL,
crls [1] RevocationIinfoChoices OPTIONAL,
signerinfos Signerinfos

SignatureRelatedData npeacraensieT cobou:
SignatureRelatedData ::= SEQUENCE {
version CBEFFSBVersion DEFAULT vO,
digestAlgorithms SET OF DigestAlgorithmldentifier,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationinfoChoices OPTIONAL,
signerinfos Signerinfos

OTnuuune mexay SignatureRelatedDatau SignedData 3akniouaetcs B Tom, uto SignatureRelatedData He BkniouaeT B
cebs nons encapContentinfo. B cootBeTcTBUM € TpeGoBaHnem RFC 5911, gaHHble ¢ umdpoBON NOANMCHI0 MOMELLAIOT B
none encapContentinfo Tuna EncapsulatedContentinfo, B kotopom SignedData moxeT GbiTb NpeacTaBneHa B BUAe Bro-
XEHHOW CTpykTypbl. OgHako B cnyyae ucnonb3oBannst ECOOB[] undposyio nognuce npumeHsiioT Tonbko Kk Cb3 n bb[]
(BO3MOXHO, 3alLIMPOBAHHOIO), KOTOPLIE COXPAHSIIOTCH COOTBETCTBEHHO B KaXA0M Groke, NnoaToMy He TpebyeTcsaux npea-
CTaBleHue B BUAE BITOXEHHOWN CTPYKTYpbI.

B.4 Otnuumne AuthenticationRelatedData ot AuthenticatedData

AuthenticationRelatedData, npeacraBneHHoe B HacTosiweM cTaHgapTe, ocHoBaHo Ha AuthenticatedData, Tpe6osa-
HUA K KOTopomy yctaHoBneHbl B RFC 5911.
AuthenticatedData npeacrasnsieT cobon:
AuthenticatedData ::= SEQUENCE {
version CMSVersion,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,
macAlgorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmldentifier OPTIONAL,
encapContentinfo EncapsulatedContentinfo,
authAttrs [2] AuthAttributes OPTIONAL,
mac MessageAuthenticationCode,
unauthAttrs [3] UnauthAttributes OPTIONAL

AuthenticationRelatedData npeacrtaBnsiet coboli:
AuthenticationRelatedData ::= SEQUENCE {
version CBEFFSBVersion DEFAULT vO,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,
macAlgorithm MessageAuthenticationCodeAlgorithm,
mac MessageAuthenticationCode

Omnuune  mexay  AuthenticationRelatedData w  AuthenticatedData  3akniouaetca B TOM,  4TO
AuthenticationRelatedData He BkntovaeT B cebsi nonsi encapContentinfo. B cootsetcTBUmM ¢ TpeGoBannem RFC 5911, cre-
HepuposaHHbIn AKC nomewwatot B none encapContentinfo Tuna EncapsulatedContentinfo, B koTopom AuthenticatedData
MOXeT ObITb NpeacTaBneHa B BUAE BMOXEHHON CTPYKTYpbl. B crnyyae ucnonssoeanuns ECOOB[ unmdposyto nognmck npu-
meHsitoT Tornbko K Cb3 v BB/] (Bo3MOXHO, 3aumMdpoBaHHOr0), KOTOPbLIE COXPaHATCS COOTBETCTBEHHO B KaXaoM Gnoke, u
noaTomy He TpebyeTcsi ux NpeAcTaBneHne B BUAE BNOXEHHON CTPYKTYpbI. [ns npeacrasneHns GnomMmeTpuHeckon nHop-
mauuu B COOTBETCTBUM C TpeboBaHnamn ECOOB[ He TpebyeTcs ucnonb3oBaHue noneii authAttrs u unauthAttrs, nostomy
OHU He BXxodsT B coctaB AuthenticationRelatedData. Kpome Ttoro, AuthenticationRelatedData He copepxuT nons
digestAlgorithm, Tak kak oHO ncnonb3yeTcs ToNbKo Npu Hanu4um nonsi authAttrs (cm. RFC 5911).
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Mpunoxenne JA
(cnpaBo4Hoe)

CBefeHMUs 0 COOTBETCTBUMU CChbINMOYHbLIX MEXAYHAPOAHbIX CTaHOAPTOB
CCbINIOYHBbIM HaLMOHaNbLHbLIM cTaHgapTaM Poccuitickoit ®eaepaumnmn

Ta6nwuuya JAA

OBosHaverme cpinoHoro Crenens 0O603Ha4YeHUe U HAMMEHOBAHUE COOTBETCTBYIOLLErO HALMOHA

MeXxayHapoaHoro ctaHaapTta COOTBETCTBUA YIOLLETO HALMOHAMBHOTO cTaHAapTa

NCO/M3K 8824-1:2008 IDT FOCT P NCO/M3K 8824-1—2001 «WHtopmaumoHHas TexHoMorus.
ABCTpaKTHas CMHTakcuyeckas HoTaumsi Bepcum ogvH (ACH.1). Yacts 1.
Crneumncrkauust OCHOBHOW HOTaUUUy

MCO/M3K 8824-2:2008 IDT FOCT P NCO/M3K 8824-2—2001 «UHopmaumoHHasi TexHonorus.
ABCTpaKTHas CMHTakcuyeckas HoTaumsi Bepcum oguH (ACH.1). Yacts 2.
CrieundmKaumsa MHopMaLMOHHOro obbekTay

MCO/M3K 8824-3:2008 IDT FOCT P NCO/M3K 8824-3—2002 «WHpopmaumoHHas TexHomorus.
ABCTpaKTHas CMHTakcuyeckas HoTaumsi Bepcum oguH (ACH.1). YacTb 3.
Crneumncmkaumus orpaHnHeHns»

NCO/M3K 8824-4:2008 IDT FOCT P NCO/M3K 8824-4—2003 «MHtbopMaLUOHHas TEXHOMOIUs.
ABCTpakTHasi CUHTakcnyeckas HoTauusi Bepcum ogmH (ACH.1). Yacts 4.
MapameTpusauus cneuudmkaumm ACH.1»

MCO/M3K 8825-1:2008 IDT FOCT P NCO/M3K 8825-1—2003 «MHbopMaLMOHHAA TEXHOMOIUS.
Mpaevna koguposanmsi ACH.1. Yactb 1. Cneundwmkaums 6a3oBbiX
(BER), kaHoHu4eckux (CER) n otnnumteneHeix (DER) npasun kogupo-
BaHUS»

MCO/M3K 8825-2:2008 IDT FOCT P NCO/M3K 8825-2—2003 «WHdopmaLMOHHas TEXHOMOMms.
Mpasuna kognpoBaHusa ACH.1. Yactb 2. Cneundmkauus npasun ynnot-
HeHHoro koauposanms (PER)»

MCO/M3K 8825-3:2008 — *

MCO/M3K 8825-4:2008 IDT FOCT P UCO/M3K 8825-4—2009 «UHdOPMAUUOHHAA TEXHOMOIMUSI.
Mpaeuna kogupoBanusi ACH.1. Yacrtb 4. MNMpaBuna XML kogvpoBaHusi
(XER)»

MCO/M3K 8825-5:2008 — *

MCO/M3K 8825-6:2008 — *

MCO/M3K 9798-6 — *

NCO/M3K 19784-1 IDT FOCT P UICO/M3IK 19784-1—2007 «ABTOMaTU4eCkas naeHTMdukaums.
Waenmmdmkaums bnometpudeckasi. Buometpuiecknii NPOrpaMmHbIN MH-
Tepderic. Yactb 1. Cneumndmkaumsi GUOMETPUUECKOTO NMPOrPaMMHOro
wHTepdenca»

NCO/M3K 19785-1 IDT [OCT P MCO/M3IK 19785-1—2007 «ABTOMaTH41eckast ugeHtudmkaums.

UpeHtndukaums buomeTpudeckasi. EauHas ctpyktypa cdoopmaros obme-
Ha GuomeTpuueckummn gaHHbiMKu. YacTb 1. Cneuudmkaums anemMeHToB
AaHHBIX»

NCO/M3K 24761

*

BETCTBUA CTaHOAPTOB!

- IDT — ngeHTuuHble cTaHaapThl.

* COOTBETCTBYIOWMII HALMOHANBHLIA CTaHAAPT OTCYTCTBYET. [lo ero yTBEpKAEHWSI peKOMeHAyeTCs UCTonb3oBaTh
nepeBoy Ha PYCCKUii A3bIK 4AHHOTO MEXAyHapoAHOro ctaHaapTa. Meperon AaHHoro MexayHapodHoro craHgapra Ha-
xoputes B PepeparnbHomM MHQOPMaUMOHHOM OHAE TEXHUYECKMX PErNaMeHTOB U CTaHZaPTOB.

MpwumeuyaHne—B HacToswWwel Tabnuue MCNonbL3oBaHO criedylollee yeroBHoe 0603HaveHne CTeneHn cooT-
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[1] ISO/IEC 19785-2
[2] ISO/IEC 24713-3
[3] ITU-T Rec. X.1089

[4] FIPS PUB 201-1
(Change Notice 1)

rOCT P UICO/M3K 19785-4—2012

Bubnuorpadus

(Information technology — Common Biometric Exchange Formats Framework — Part 2:
Procedures for the operation of the Biometric Registration Authority)

Information technology — Biometric profiles for interoperability and data interchange —
Part 3: Biometrics—based verification and identification of seafarers

Telebiometrics authentication infrastructure

Federal Information Processing Standards Publication, Personal Identity Verification (PIV) of
Federal Employees and Contractors
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