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rocT P UICO/M3IK 7816-8—2011
BBegeHune

Cepus ctaHgaptoB MCO/M3K 7816 onpegensieT TpeboBaHusl K napameTpam KapT Ha UHTerparbHbIX
cxeMax 1 crnocobbl MX UCMOMb30BaHNS B pamMmKkax MexayHapogHoro obmeHa nHdopmMaumen. JaHHble ngeHTu-
hurkaumoHHbIe KapTbl NpedHasHa4veHbl 4ns obmeHa MHopMauneid, OCHOBaHHOIO Ha COrnacoBaHMAX Mexay
BHELUHWM WCTOYHWMKOM W MHTErpanbHol cXeMol kapTel. B pesynbTate uHdopmaunoHHoro obmeHa kapTa
BblAaeT WHdbopMaLuio (pesynbTaTr BblYUCMEHWUA, XpaHUMble AaHHble) WU U3MEHSIET CBOE COoAepXUMoe
(NamMaTb AaHHbIX, NaMsaTb COBBITUIA).

MATL cTaHAapPTOB OTHOCATCSH K KapTam C ranbBaHNYeCKUMN KOHTaKTaMK, TP U3 HUX ornpeaensioT anek-
TpUYeCKNn MHTepdeic:

MCO/M3K 7816-1 — onpeaensieT hunsndeckne XxapakTepucTuki KapT ¢ KOHTaKTamu;

MCO/M3K 7816-2 — onpeanensieT pasMepbl 1 pacrofioXeHne KOHTaKTOB;

MCO/M3K 7816-3 — onpegenseT anekTpu4ecknin MHTepdenc n NpoTokonbl nepedayv Ans aCUHXPOH-
HEIX KapT;

MCO/M3K 7816-10 — onpegensieT anekTpU4YecKkuii nHtepdeinc n oTBET Ha BOCCTAHOBIIEHWE 4N CUH-
XPOHHBIX KapT;

MCO/M3K 7816-12 — onpeaensieT anekTpudeckunii uHTepdenc n paboune npoueaypsl ans USB kapT.

Bce ocTanbHble cTaHgapThl HE 3aBUCAT OT TEXHOMOMN thusndeckoro nHTepdenca. OHU NPUMEHSIOTCA K
KapTam, MogKno4YaeMbiM Npu NOMOLLN KOHTAKTOB W/MNN paanovacToThl:

MCO/M3K 7816-4 — onpeaensieT opraHMsaLuio, 3aWuTy U komaHabl 4ns obmeHa nHgopmaumnen;

MCO/M3K 7816-5 — onpegensieT peructpauuto Nnposangepos nNpuknagHbIX nporpamm;

MCO/M3K 7816-6 — onpegensieT anemMeHTbl AaHHbIX 4N MexoTpacrnesoro obmeHa;

MCO/M3K 7816-7 — onpegenseTt KoMaHAbl 4N A3blka CTPYKTYPUPOBAHHbBIX 3anpocoB ANs KapThl;

MCO/M3K 7816-8 — onpegensieT koMaHabl, ocbecnevmsaroLme onepauun no sawute nHpopmaumm;

MCO/M3K 7816-9 — onpeaenseT koMaHAbl 41151 ypaBreHUsl KapTamu;

MCO/M3K 7816-11 — onpedensieT yaocToBepeHne NMYHOCTU BomMeTpnieckummn MeToaamu;

NCO/M3K 7816-15 — onpedensieT NpunoxeHue ¢ kpuntorpaduyeckon nHdopmaumei;

MCO/M3K 10536 onpegensier o6mMeH AaHHbLIMUA MPU  MOMOLLM MOBEPXHOCTHOrO  AEUCTBUA.
NCO/M3K 14443 n 15693 onpenenstoT pagnodacToTHbI AOCTYN. Takue KapTbl U3BECTHBI Kak GECKOHTaKTHbIe
KapThbl.

MexayHapoaHbii ctangapt UCO/MOIK 7816-8 noaroTtosrneH nogkomutetom Ne 17 «KapTbl M ugeHTUdpu-
Kaunsa NMYHOCTU» coBMecTHoro TexHuveckoro komuteTta Ne 1 MCO/MOAK «MHbopMaunoHHBIE TEXHOMOTUNY .
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HAUUWOHANBbHBIW CTAHOAPT POCCUMUCKOW OSGEREPALMUMU

KapTbl ngeHTU(pUKaLUOHHbIE
KAPTbl HA MHTEMPAJNbHbIX CXEMAX
YacTtb 8

KoMaHab! ansa onepauuin no 3awure uHgdopmaLuu

Identification cards. Integrated circuit cards. Part 8. Commands for information security operations

HOata BBegeHnss — 2013—01—01

1 O6nacTb NpMMeHeHus

HacToawwit ctaHdapT onpefdensieT MexoTpacneBble KOMaHAbl AN KapTbl, KOTOpble MOryT 6blTb
UCMONb30BaHbl ANs onepaLuii KpunTorpaduu.

BuI6op 1 yCroBusi UCMONb30BaHNS MEXaHU3MOB KpUNTorpadum MOryT BAMATL Ha 9KCMNOPTHLIE BO3MOX-
HOCTU KapThl.

HacToswwuin cTaHaapT He ycTaHaBnNMBaeT TpeBGoBaHWs K OLeHKe NPUeMnemMmocTi anropuTMOB U NPOTOKOB.

HacToswwmii cTaHaapT He pacnpocTpaHaeTca Ha peanusauuio oGMeHa 4aHHBIMU BHYTPU KapTbl u/unm
BHELLHEro oKpyXeHus.

2 HopmaTuBHbIe CCbISNIKK

B HacTosWwem cTaHgapTe Ncnonb3oBaHa HopMaTUBHAS CCbifiKa Ha cneayowmnii MexayHapoaHblA cTaH-
AapT:
MCO/MBK 7816-4:2005 WpaeHTUdMKaLMOHHBIE KapTbl. KapTbl HA MHTErpanbHbIX cxemax. OpraHusa-
Uus, salmTa 1 komaHael Anst obmeHa nHgopmaumen (ISO/IEC 7816-4:2005, Identification cards — Integrated
circuit cards — Part 4: Organization, security and commands for interchange)

3 TepMuHbI M onpeaeneHus

B HacTosileM cTaHaapTe npumMeHeHbl TepMuHbl no MCO/MOK 7816-4:

3.1 mMeTog acummeTpUuHOro Kpunrtorpadmuyeckoro anroputma (asymmetric cryptographic
technique): KpunTtorpacdudyecknii meTtod, KOTOpbIA UCMOMNbL3yeT ABEe CBs3aHHble Mexay cobol onepaunn:
obLwenocTynHyo onepauuio, onpeaeneHHylo obweaoCcTyNHBIM HaBopOM YMCEN UMM OTKPLITHIM KITHOYOM, Y
3aKpbITYO onepaLunio, onpeaenieHHy 3akpbliTbIM HaBOPOM Yucen NN CEeKPETHBLIM KITHOUOM.

MpumeyaHwne—/[se onepaunn obnagaloT TakMM CBOWCTBOM, YTO NPYU HanuuMm obLWENOCTYNHONW onepauun
HEBO3MOXHO MPOU3BECTM 3aKPLITYIO ONepaumio.

3.2 ceptudwmkar (certificate): Lincbposas nognuce, cesizbiBatollasi onpeaeneHHbil cybbekT unm obn-
€KT C ero cBA3aHHbIM OTKPLITbIM KIHOHOM.

MpwumeyaHun e — OpraHnsauuns, Boigaowas ceptndumkar, TaKke BbICTYNaeT B Ka4eCcTBe opraHa pacnpegerne-
HUs1 Tera rno OTHOLEHWIO K 3NeMeHTaM AaHHbIX B cepTudmkare.

3.3 uudposan noanucsb (digital signature): NMpucoeanHeHHbIe AaHHbIE UNK KpunTorpaduyeckoe npe-
obpa3zoBaHue CTPOKOBLIX AaHHbIX, KOTOPbIE AOKA3bLIBAKOT MOANMHHOCTb U LENOCTHOCTb CTPOKOBBIX AaHHbIX 1
3alnTy OT NoAAEenoK, HanpuMmep, NonyvYaTenemM CTPOKOBbLIX AaHHbIX.

3.4 xmou (key): MNocnepoBaTenbHOCTE CUMMBOJSIOB YNpaBfieHUs kpuntorpaduyeckon onepauuven
(Hanpumep, Wncpoeka, pacwndposka, 3aKpbiTas Un obegocTynHas onepauus B AMHaMU4ECKOW ayTeHTU-
cdukaummn, noanucn NpousBoACTBa, Bepudukauus nognucu).

3.5 GesonacHbLIN 06MeH coobweHuamMu (secure messaging): CoBOKyNnHOCTb CPEACTB A1 KpUnTorpa-
duryeckon salmThl Napel (4acTen napbl) KOMaHAa-0TBeT.

WU3spanne odpmumancHoe
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4 O603Ha4YeHUA U COKpaLLEeHUs

B HacTosweMm cTaHg4apTe NpUMEHSIIOT creaytoLume cokpalleHns:

CCT — wabnoH kpuntorpadmnyeckod KOHTponbHOM cymmbl (control reference template for
cryptographic checksum);

CRT — wabnoH koHTponbHoro ynpasneHus (control reference template);

CT — wabnoH koHduaeHumansHocTu (control reference template for confidentiality);

DSA — anroputm umdposoin noanucny (digital signature algorithm);

DST — wabnoH undposor nognucu (control reference template for digital signature);

ECDSA — anropnt™ L1dpoBoii nognuck Ha 6a3e maTteMaTuyeckoro annaparta aniaunTu4eckux KpUBbIX
(elliptic curve digital signature algorithm);

HT — wabnoH xaw-kofa (control reference template for hash-code);

MSE — komarga YIPABJIEHWME CPEOOW S3AWWTbI (MANAGE SECURITY ENVIRONMENT
command);

PK — oTkpbITBIN KiTtoY (public key);

PSO — komanga BbIMNOMNHUTL OMEPALMKO 3ALWLNTLI (PERFORM SECURITY OPERATION
command);

GQ — ity n Kuckatep (Guillou and Quisquater);

RFU — 3apesepsuposaHo ans 6yayero ucnonbaosanus (reserved for future use);

RSA — kputocuctema Pansecta—LlUamupa—Aanemana (Rivest, Shamir, Adleman);

SE — cpepa 3awuThl (security environment);

SEID — ngeHTudpukatop sawmtHom cpeabl (security environment identifier).

5 MexoTpacneBble KOMaHAbI ANs KpunTorpacdnyeckux onepaumm

HacTtoswmui ctaHgapT He ycTaHaBnMBaeT obssatensHoe TpeboBaHWe Kk cobniogeHnto Bcex Hkenpuse-
OeHHbIX KOMaHa UK Bcex napamMeTpoB NoAaepXuBaemMblx KoMaHa 45isl KapT, COOTBETCTBYIOLLMX HACTOSLLEMY
cTaHaapTy.

5.1 Komanga TEHEPUPOBATb NMAPY ACUMMETPUYHbIX KIMKOYEWN (GENERATE
ASYMMETRIC KEY PAIR)

Komanga GENERATE ASYMMETRIC KEY PAIR nu6o 3anyckaeT reHepauuio U XpaHeHUe acuMMeTpuy-
HO Napbl KMOYel B KapTe, T. €. OTKPLITOrO KMoYa U CekpeTHOro kn4a, MMbo nonyvaeT AOCTYN K acUMMET-
PWUYHOI Nape KNYen, cosfaHHom paHee B kapTe (CM. Tabnuuy 1).

[aHHasa koMaHga MoXeT npedwectsoBate koMaHae MANAGE SECURITY ENVIRONMENT ¢ uensto
YCTaHOBUTL reHepaLmio KNiYen CBsI3aHHbIX NapaMeTpoB (Hanpumep, cnpasoYHUK No anroputMmam). KomaHaa
MOXeT ObITb BbIMOMHEHA B OAUH UMW HECKOMBLKO 3Tanos, BO3MOXHO, C UCMOMb30BaHUEM LIEeNOYKU KOMaHA (CM.
NCO/M3K 7816-4).

Tabnwuua 1—Tapakomanga-oteeT GENERATE ASYMMETRIC KEY PAIR

CLA Kak onpegeneno B ICO/M3K 7816-4

INS «46» nnn «47»

P1 Ynpaenenue reHepauuneli B COOTBETCTBUM C Tabnuuen 2

P2 «00» (MHbopMaLums He NpegoCcTaBieHa) unu Cebinka Ha Koy 6yaeT creHepypoBaHa
Mone L, OtcyTcTByeT Ans koguposanusa Nc = 0, npucyTcTByeT Ansa koguposanus Nc > 0

[Mone aaHHbIX OTcyTCTBYET MK

npeacraensiet coboit 3akpbIThle gaHHble, ecnn P1-P2 yctaHoBneHo kak «0000», unu

oavH unum 6onee wabnoHoe CPT, cBA3aHHbIX C reHepaumeit Knova, ecrnv aHadvenne P1-P2 otnnyHo
oT «0000» (cM. npumeYaHue)

Mone L, OtcyTctByeT Ans kogupoeanusa Ne = 0, npucyTcTByeT ans koguposanus Ne > 0

Mone AaHHbIX OTcyTCcTBYET UMK

npeacTaensieT cobol OTKPbIThIN KoY B Bye NOCNefoBaTeNbHOCTY AaHHbIX 3MeMeHTOB NM6o 06b-
€KTOB JaHHbIX 1IN

nocneaoBaTernibHOCTb 06HEKTOB A@HHbIX B COOTBETCTBUM C PACLUMPEHHBIM CIMCKOM 3aronoBKOB

SW1-SW2 Cm. NICO/M3K 7816-4, Tabnuubl 5 1 6, rae cooTBeTCTBUE, Hanpumep 6985

MpwumeyaHune— Ecnunapa kniovei creHepypoBaHa A HECKONbKMX NoNb3oBaTenew, TO UMeeTCs HeCKOIb-
ko wabnonoB CRT. B none AaHHbIx wabnoH CRT MOXeT MMeTb HYNeBYIo ANUHY.

2
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Tab6nunua 2— Ynpaenenve reHepauven B P1

b8 b7 b6 b5 b4 b3 b2 b1 CMbICNoBoOe 3HaYeHne
0 0 0 0 0 O O O] Whdopmaumusa He npegocTaBneHa
0 0 0 0 x x x| NpepocraBnena gononHuTensHas MHpopMaums
1 0 0 0 0 — — x| leHepauwus knova:
— — — — — X X 0| -reHepauusi aCUMMETPUYHON Napbl KMO4en
— — — — — x X 1| -p[ocTyn K cywecTByloWel nape OTKPbITbIX KNoYen
17 0 0 0 0 — x —| dopmar BO3BpaLEHHLIX AAHHLIX OTKPLITOro Kiko4a:
- — — — — x 0 - 3aKpbITbIN hopmaT AaHHbLIX OTKPLITOrO Kro4a
—_ - — - 1 - BbIXOAHOM hopmMaT AaHHbLIX OTKPbLITOrO KItova B COOTBETCTBUM C PacClUUPEHHbIM 3a-
rONOBKOM
1 0 0 0 0 x — — | BbIxogHOW MHAOMKATOP:
—_ — — — — 0 - JaHHble OTKPLITOro KItoya B Nnone JaHHbIX OTBETa
—_ - — — 1 - HET AaHHbIX OTBETA, ECINN NONe L, OTCYTCTBYET, Ui 3aKPbIThle AAHHbIE, ECNU ME-

ercsa none L

JTio6oe gpyroe 3HaveHue 3apesepBupoBaHo ans byaywero ucnonbsosanus ISO/IEC JTC1/SC17

[ns reHepaLuun napbl KNoYen npu oTCyTCTBUK Nons L, napa Knioven XpaHuTca B kapTe, BOSMOXHO, B
chainne EF, ccbinka Ha KOTOPLIA N3BECTHAa A0 NO4a4M KOMaHabl.

N8 opraHusaummn 4ocTyna Kk nape kroder (6es reHepavuummn) none AaHHbLIX KOMaHAbl MOXeT BbiTb MYCThIM.

B 3aBucrMmocTn oT YeTHocTu koga INS (cm. UCO/M3K 7816-4) oTKpLITHINA KIMOY B Mosie AaHHbIX OTBeTa
npeacTaenseT coboli NMbo nocneaoBaTenbHOCTb SMEMEHTOB AaHHbIX («46»), Nnbo nocnegoBaTenbHOCTb
06BbEKTOB AaHHbIX («47»).

Ecnu paclmpeHHbI CNMCOK 3arofitoBKOB OMUCLIBAET Nosie AaHHbLIX 0TBETa, TO OH HESAABHO U3BECTEH A0
nogaym komaHabl. OH OXBaTbiBaeT OTKPLITHIA KoY 0OBLEKTOB AaHHLIX U Apyrve 3anpallunBaemble 06beKTbl
OaHHbIX.

Korga 6ut 1 yctaHaBnueaeTca kak eanHuua B INS, 1. e. INS ycTtaHaBnuMBaeTca B 3HaveHne «47», u
OTKPLITHIF KNoY BO3BpaLLaeTcsa B None AaHHbIX 0TBeTa, Toraa MeXoTpacneBom WabnoH ucnonbayeTca Ans
BMOXEHWs 0AHOTO COOTBETCTBYIOWEro Habopa OTKPLITLIX KItoUei 06beKTOB AaHHbBIX B COOTBETCTBUM C Tabnu-
uer 3. Ecnm anropuTm He ykasaH B komaHae, TO OH U3BeCTeH A0 nogayun koMmaHael. B wabnoHe oTkpbITOro
KMova KOHTEKCTHO-3aBUCUMMBIA Knacc (nepBebii 6anT oT «80» Ao «BF») NpegHasHaveH ANs OTKPLITOro Knova
0OBbEKTOB AaHHbIX.

Tab6nunua 3 — OTKPLITLINA KoY OOBLEKTOB AaHHbIX

Ter CMbICNOBOE 3HAaYeHUe

«7F49» MexoTpacneBoi wabnoH gna BNOXeHWs oaHoro Habopa 06bEKTOB JaHHbIX OTKPLITLIX KIIOYEN CO criefty-
IOLLMMK TEramm

«06» | NpeHTndukatop oO6beKTa anropuTma, AONONHUTENBHO

«80» | CCbINOYHbIA anropuTM, UCNONb3YEMBIN B KOHTPONBHOM ynpaBneHnn o6eKToB AaHHbIX Ans 6esonacHoro
obmeHa coobWeHUaMK, ONONHUTENbHO

COBOKYNHOCTL 06bEKTOB AaHHbIX OTKPLITOro Kiiova ansa RSA

«81» | Moaynb (4micno o6o3HauaeTcs Kak n, kogupyeTtcs B x 6aiitax)

«82» | OTKpbITan akcnoHeHTa (uncro o6o3Ha4aeTcs kak v, Hanpumep, 65537)
COBOKYNHOCTb 06bEKTOB AaHHbIX OTKPLITOro Kiiova ansa DSA

«81» | MepBoe npocToe (4ncrno o6o3Ha4aeTCs Kak p, koaupyertcs B y baiitax)

«82» | Brtopoe npoctoe (4uncno o6o3HavaeTca Kak g, genutens ansi p-1, Hanpumep 20 6anT)
«83» | OcHoBaHue (4ncno o6o3HavaeTca Kak g nopsiaka q, kogypyetcs B y banTax)

«84» | OTKpbITBIA KMtoY (4YMcno o6o3HavYaeTcst Kak y, PaBHOE g B CTENMEHU X HA MOAYIb P, TAe X — 3aKpbITbIiA
KoM, koampyeTcs B y GawnTtax)
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Okonyarue mabnuust 3

Ter CmMbICNoBOE 3Ha4YeHue

COBOKYNHOCTbL 06bEKTOB AaHHLIX OTKPbITOro kntova ana ECDSA

«81» | MpocToe (uncno o6o3HavaeTcs Kak p, kogupyeTcs B z 6anTax)

«82» | TMep.blit kO3hULMEHT (MMcrno obo3HavaeTcs Kak a, kogupyeTcsi B z baiitax)

«83» | BTopoii koathuumMeHT (Yncno oboaHauaeTcs Kak b, kogupyeTtcs B z 6anTax)

«84» | TeHepaTop (TOYKa Ha KpuBOW 0Bo3HauaeTcst kak PB Ha kpueon, kogupyeTcs B 2z unu z + 1 6aiiTax)

«85» | Mopsigok (MpocToe uncro, o6o3HavaeTcs kak g, Nopsaok reHepatopa PB, kogupyeTcs B Z 6antax)

«86» | OTKPbITHIV KMo (TOYKa Ha KpMBOW, 0bo3HaqaeTes kak PP, paBHa x, ymHoxeHHOMy Ha PB, rae x — sakpbl-
ThIN KITHOY, KOGUPYETCH B 2Z unu z + 1 6antax)

«87» | KodthakTop
CoOBOKYNHOCTb 06beKTOB AaHHbIX OTKPLITOro kniova ana GQ2

«81» | Mopyne (1mcno o6o3Ha4vaeTcs Kak n, kogupyeTcs B x bairtax)

«83» | KonmuecTBo OCHOBHbIX Yncen (Yucna o6o3HaqaloT kak m, kogupytotes 8 1 6ante). Ecnn ter «83» npucyT-
CTBYeT, TO Ter «A3» JOrXeH OTCYTCTBOBATb W /M OCHOBHBIX YNCEN, 0603HAYEHHbIX KaK g, gy,. .., 9, ABNS-
I0TCS NEPBLIMM M NPOCTbIMKU Yncnamm 2, 3, 5, 7, 11 ...)

«84» | MapameTp Bepucukaumum (Ymcno o6o3HauaeTcs Kak k, kogupyetcsi B 1 6ante)

«A3» | MHOXeCTBO /M OCHOBHbIX YKMCen 0603HaYaeTCs KaK g, g, -, g, K&KABIA M3 KOTOPLIX KOAMPOBAH B 1 Gante
¢ Terom «80». (Ecnu Ter «A3» npucytcTByeT, TO Ter «83» [OMKeH OTCYTCTBOBATb)

B naHHom cny4ae ISO/IEC JTC 1/SC 17 pesepeupyeT no6ov apyroi 06beKkT aHHbIX KOHTEKCTHO-3aBUCUMOTO

Knacca (nepBbiii 6ainT B gnanaaoHe ot «80» ao «BF»)

5.2 KomaHpa BbIMOMHUTL OMNEPALIUIO 3ALLUTLI (PERFORM SECURITY OPERATION)

KomaHga PERFORM SECURITY OPERATION 3anyckaeT cneaylowme onepauumn 3almTtbl B COOTBET-
CTBUM ¢ 0ObeKTamMn gaHHbIX, onpeaeneHHbix B P1—P2 (cm. Tabnuuy 4):

- BbluMCNEeHne KpunTtorpaniecko KOHTPONbHON CyMMBI;

- BbluMcrieHue undpoBoi noanucu;

- BblYACIIEHUE X3LW-KOAa;

- Bepudukauuma kpuntorpaduUHecKon KOHTPOILHON CYMMbI;

- Bepudukaumna umcbpoBoi nognucu;

- Bepudukauma Xaw-koaa;

- WudpoBKa;
- paclumcppoBKa.
Ta6nunya 4 —MNapa komanga-oreet PERFORM SECURITY OPERATION
CLA Kak onpepenexo B UCO/M3OK 7816-4
INS «2A»
P1 Ter (none AaHHLIX OTBETA B 3NIEMEHTE AaHHbIX, eCrn NnpucyTcTByeT) unu «00» (None gaHHbIX oTBeTa
Bcerga otcytereyeT); «FF» = PFU (3apesepeupoBaHo anst 6yaywero ncnonb3oBaHus)
P2 Ter (none AaHHbIX KOMaHAbI B 3NEeMEHTe AaHHbIX, eCru npucyTcTByeT) unu «00» (none AaHHbIX Ko-
mangbl Bcerga otcytcryeT); «<FF» = PFU (3apesepBupoBaHo ans 6yayuero ucnons3osaHvs) ans
ISO/IEC JTC1/SC17
Mone L, OrtcyterByet Ans kogupoBaHus Nc = 0, npucytctByeT ans koguposanusi Nc > 0

[None aaHHbIX

OTcyTCcTBYET NN UMEET 3HaYeHne 06BEKTOB AaHHbIX, 3afaHHbIX B P2

Mone L,

OtcytecrByeT Ans kogupoaHusa Ne = 0, npucytcresyeT ansi kogupoBanus Ne > 0

[None aaHHbIX

OTCyTCTBYET UNK UMEET 3HaUeHNe O6BHEKTOB AaHHbLIX, 3aaaHHbIX B P1

SW1-SW2

Cm. NCO/M3K 78164, Tabnmubl 5 n 6, rae cootBeTcTBUE, Hanpumep 6985

Ecnv onepauusa 3awutbl TpebyeT BEINONHUTL HECKOMBKO KOMaHA, TO HeoBX0AUMO NPUMEHSATb LenovKy
komaHa (cm. UICO/M3IK 7816-4).

4
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Komanaa PERFORM SECURITY OPERATION wmoxeT npegwectsoBath komaHae MANAGE
SECURITY ENVIRONMENT.

Hanpumep, CCbINOYHBIA KIOY, a Takke CCbISIOYHbIA anropuTM OOKHbI ObiTh TG0 HEABHO U3BECTHHI,
nn6o 3agaHsbl B WwabnoHe CRT B komanHae MANAGE SECURITY ENVIRONMENT.

Takas KoMaH4a MOXeT ObITb BhIMOMHEHA, TONLKO eCNU 3alMUTHLIN cTaTyc yaoBneTBopsaeT atpnbytam
CeKkpeTHOCTM onepauun. YcnelwHoe BbINOMHEHWE KOMaHAbl MOXET 3aBUCEeTb OT YCMNeLHOro 3aseplueHust
npeabiayliei komanael (Hanpumep, VERIFY (MPOBEPWTDL) nepen BulumcneHnem LmdpoBoi nognucu).

Cnncok 3aroroBKOB MM paclUMpPeHHbIA CMMCOK 3arofIoBKOB onpeaenseT nopsaok U NYHKTbl AaHHbIX,
KoTopble (hOPMUPYIOT BXOA ANs onepauui 3awuThl.

KomaHaa PERFORM SECURITY OPERATION ncnonbayeT wabnoHbl Bxoda, nepeyncneHHble B Tabnu-
Le 5. 3T WabnoHbl ABMATCA OCHOBHLIMU 06 bEKTaMU AaHHbIX Ans 6e3onacHoro obMeHa coobweHuaMu (cm.
NCO/M3K 7816-4).

Tab6nunua 5—BxogHble WabnoHbl

Ter 3HaveHune
«AO0» BxogHon wabnoH gns BelYMCNEHNs Xalw-koga (LWabnoH XaWwmpoBaH)
«A2» BxogHoi wabnoH ans npoBepkn Kpuntorpadmnyeckon KOHTPONbHOM CyMMbl (LWabnoH MHTerpupoBaH)
«A8» BxopgHon wabnoH gns npoBepkn Umgposon nognmcu (LwabnoH noanucax)
«AC» BxogHoi wabnoH anst BbMUCIEHWA LMPOBON Nognucy (CBsi3aHHble Nons 3Ha4eHW NoANUCaHb)
«AE» BxogHon wabnoH gnsi NnpoBepku cepTudmkaTa (CBA3aHHbIe NONs 3HaYeHWN cepTUhULMPOBaHbI)
«BC» BxoagHon wabnoH ansa BblMUCIeHUs LMPOBON nognucy (wabnoH noganucanx)
«BE» BxogHon wa6noH ans npoBepku ceptudmkata (wWabnoH cepTudnumpoBaH)

BxoaHsle WabnoHbl, KOHTEKCTHO-3aBUCUMBIN Knacc (nepBsbiin 6ainT B AnanasoHe oT «80» Ao «BF») 3ape-
3epBUpoBaHbl ANS BXOAHBIX 06BEKTOB AaHHbIX. B Tabnuue 6 nepevncneHbl 06bekThl AaHHbIX BO BXOAHbLIX
waboHax.

Tabnuua 6 —BxogHble 06bEKTbI AaHHBIX

Ter 3HaveHue «AD» «A2» «A8» «AC», «<BC» | «<AE», «BE»
«80» ABHoe 3Ha4eHve X X X X X
«8E» KpunTtorpaduyeckasi KOHTPONbHasA cymma X X
«90» Xoaw-koa X X X X
«92» CepTtudmkar X
«9C» | OTKpLITLIV KoY X X
«9E» Lincbpoeas nognmcs X X

5.3 Onepauua BbIYUCIIEHUE KPUNTOMPA®UYECKON KOHTPONbHON CYMMbI (COMPUTE
CRYPTOGRAPHIC CHECKSUM)

Onepauna COMPUTE CRYPTOGRAPHIC CHECKSUM sanyckaeT BbluucrnieHue kpunTorpadudeckoi
KOHTPONbHON CyMMBbI (CM. Tabnuuy 7).

Tabnwuua 7 —MNapameTpsbl u nons gaHHbix anst onepauyum COMPUTE CRYPTOGRAPHIC CHECKSUM

P1 «8E»
P2 «80»
KomangHoe [aHHble, ANs KOTOPbIX A40MMKHA ObiTh BbIYMCNEHA KpUNTOorpaduyueckas KOHTPONbHas Cymma

none AaHHbIX

OtBeTHoe none| Kpuntorpaduueckasi KOHTpPObHas cyMma
DaHHbIX
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5.4 Onepauus BbIYUCNEHUE LMOPOBOW NOANMUCU (COMPUTE DIGITAL SIGNATURE)

Onepauus COMPUTE DIGITAL SIGNATURE 3anyckaeT BbluncneHue uudpoBoi nognucu (cm. Tabnu-
uy 8). AnroputM MOXeT NpeAcTaBNATb cobo nNMbo anroputMm uudposon noagnucu, NGo kombuHaumio
X3L-anroputMa 1 anroputMma undposoi noanucu. B npunoxeHun A npusegeHbl npumepsl onepauni undpo-
BOW noanucuy.

Ans BerumncneHusi uncpoBon NOANMUCU AaHHble, KOTopble AOMKHbI OblTh MOAMUCaHbI UMW UHTErpUpoBa-
Hbl B npouecc noanucaHusa, nepeaalnTcs B KOMaHAHOE Mone AaHHbIX UK OTNPaBMsloTCA B NpeablayLlyto
komangy, Hanpumep PSO: HASH. B P2 uudpoas noanucs onpeaensaetca Terammn «9A», «AC» unu «BC» B
COOTBETCTBUM CO CTPYKTYpoit Ha Bxoge (cm. MCO/MOK 7816-4).

Ecnn scnomoraTenbHble AaHHbIe AOMMKHBI ObITh BKNOYEeHbI BO BBOA UMMPOBOA MOAMUCU, TO CCbINka
OorkHa bbiTb NpeacTasneHa B wabnoHe CRT (cm. MCO/M3K 7816-4). Ecnu nmeeTcs nycras ccbifika Ha 06b-
€KT AaHHbIX AN BCoMoratenbHbIX AaHHbIX, TO TorAa BernomoraTenbHble AaHHble A0PKHBI BbITb BCTaBMNeHb!
kapToi. BcnomMoraTtenbHble AaHHbIE, KOTOPbIE MPUCYTCTBYIOT UMK K KOTOPLIM 0BpallaioTcst B none AaHHbIX,
UMeIoT NPUOPUTET Haf NoBLIM CNNCKOM 3aroroBka.

3HaudeHue, noanexatlee Bo3spaty KapToun, sisnseTtca uudpposon nognuceto (P1 = «9E»).

Tabnwuya 8— MNapametpsbl n Nons aanHbix ans onepaumn COMPUTE DIGITAL SIGNATURE

P1 «9E»
P2 «9A», «<AC» unn «BC»

KomanpHoe OTcyTCTBYET (AaHHBIE YXE B KapTe) unm

none AaHHbIX | ecnm P2 = «9A», gaHHble JOIMKHBI ObITh NOANUCAHBI UNWU UHTEMPUPOBAaHBLI B NPOLIECC NOANUCAHUS,
ecnu P2 = «<AC», 06beKTbl JaHHbIX, 3HAYEHWA NONEN KOTOPLIX NOANUCAHBI UKW UHTETPUPOBaHbLI B NPO-
Lecc noanncaHuns, Unu

ecnu P2 = «BC», 06bekTbl AaHHbIX OMKHbI BbiTb NOANNCAHbI UMW MHTErPUPOBaHbI B Npouece noanuca-
HUA

OTBeTHOE Lndposas nognuce
none AaHHbIX

MpumeyaHune—Term «AC» n «BC» He uHTEerpupoBaHbl BO BBOA LN pOBOK NOANUCH.

5.5 Onepauus X3LLUPOBATb (HASH)

Onepaumna HASH sanyckaeT BbluMCeHWE X3l-koda AByMs criocobamu (cM. Tabnuuy 9):

- MOrHoe BblYNCIeHWEe BHYTPU KapTbl UK

- YacTWUYHOE BblYMCIIEHNE BHYTPU KapTbl (Hanpumep, NocneaHuin LMK XaLWmMpoBaHus).

LWabnoH xaw-koaa HT («AA», «AB») ykasblBaeT CChINIOYHbIA anropuTM A4S BblUCNeHNUs X3aLw-koaa (CM.
NCO/M3K 7816-4).

BxodHble gaHHble AoMKHbI BbITh NpeAcTaBneHbl kapTe B BuAe nocregoBaTenbHbIX 6nokoB (oanH unu
6onee ogHoBpeMeHHO). B 3aBMCUMOCTY OT anroputmMa X3LMpoBaHus nocrnegHue BXo4Hble AaHHble UMetoT
AONVHY, paBHYIO MM MeHbLLYHO ASMHBI 6510ka. 3anonHsiioWuiA anropyuTm, ecnu aTto uernecoobpasHo, siBnsieTcs
YyacTblo onpeaeneHns anroputMa XaWwmpoBaHus.

O ns nocnegytoweli 06paboTkn BbIMUCIIEHHOTO X3LL-KoAa criedyeT pasnuyath criegyiowue sa cryvas:

- BbIYMCMEHHBIN X3LU-KOA XPaHWUTCS B KapTe 1 AOCTYNEeH AMs UCMoNb3oBaHWA B 6onee no3gHen KoMmaH-
Ae; Torga none L, otcytcTByeT nnbo

- X8lU-koJ AoCTaBnsAeTca KapTol B 0TBeTe; Toraa none L, A0/MKHO BbiTh YCTaHOBIIEHO Ha COOTBETCTBY-

HOLLLYHO ATUHY.

Tabnwnuya 9— MNapameTpbl ¥ None gaHHbX gns onepauum HASH

P1 «90»
P2 «80» unm «A0»
KomaHaHoe Ecnu P2 = «80», AaHHbIe Ans X3WwWnpoBaHust

none panHblx | Ecnn P2 = «AO», 06bekTbl AaHHbIX, MMeloLLMe OTHOLLEHUE K X3LMPOBaHumIo {«90» Ans NpoOMeXyTOYHO-
ro XaWw-koaa, «80» ans nocnegHero 6roka)

OteeTHOE Xa3Llw-Kog, Unun OTCyTCTBYET
none AaHHbIX
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5.6 Onepauuna MPOBEPUTb KPUMMTOMPA®UYECKYIO KOHTPOJIbHYIO CYMMY (VERIFY
CRYPTOGRAPHIC CHECKSUM)

Onepauua VERIFY CRYPTOGRAPHIC CHECKSUM sanyckaeT nposepky Kpuntorpadmnyeckon KoH-
TPONbHOM CyMMbI (CM. Tabniuuy 10).

Tab6nwnuya 10— MNapameTpbl U none gaHHoix anst onepauum VERIFY CRYPTOGRAPHIC CHECKSUM

P1 «00»
P2 «A2»
KomaHgHoe OB6BbeKTH! 4aHHbIX, UMEoWMe OTHOLWEHME K onepaunm (Hanpumep, «80», «8E»)

none AaHHbIX

OteeTHOE OrtcytcTByeT
none AaHHbIX

MpwumeyaHune — [None 3HaueHW NPOCTOro 3HaueHNA 06beKTa gaHHbIX (Ter «80») coaepXXUT AaHHbIE (ANeMeH-
Tbl AaHHBIX UM 06BEKTHI AaHHbIX), 3aWWLLEHHbIE KPUNTOrPadUIECKOn KOHTPONbHON CYMMOA.

5.7 Onepauus NPOBEPUTb LIN®POBYIO NOANMUCDH (VERIFY DIGITAL SIGNATURE)

Onepauus VERIFY DIGITAL SIGNATURE sanyckaeT npoepky LudpoBoi noanMcu, kotopasi nepeaa-
eTcs kak 06beKT AaHHbIX B None gaHHbIX koMmaHabl (cM. Tabmuuy 11). Qpyrve gaHHble, MMeloLmue OTHOLLEHUE K
nposepke, NMBo nepegatotcs B npouecce GoOPMUPOBaAHUA LEeNOYKU KOMaHd, NMMbo NpUCYTCTBYIOT B kapTe.
AnroputM MoxeT npeacTasnsTe coboil NMMbo Tonbko anroput™ UuMdpoBON Nognucu, nubo KoMmBuHauuio
X3lW-anroputma 1 anropntMma uudpoBoi noanucu. B npunoxeHnn A npuseaeHbl NpuMepbl onepauuin
uncpposoi nognucu.

OTKPBITBIA KNtOY, @ Takke anropuTm MoryT BbiTb:

- W HEeSIBHO N3BECTHbI,

- UNn K HUM obpalyatoTtea B WwabnoHe DST («B6») komanasl MANAGE SECURITY ENVIRONMENT,

- WK JOCTYMHbI Kak pesynbTaT npeawecteyoweit onepauun VERIFY CERTIFICATE (MPOBEPUTL
CEPTUDUKAT).

Ecnun ccbinovHbIi anropnt™ B KapTe 00bsBMAsieT TOMbKO anropyuTM Nogrnvcu, To AaHHbIE COCTOSIT U3
X3l-koda unu noanucb npeactasnseT coboit coobluerHne Tuna BoccTaHosneHne (cM. UCO/MOBK 9796).
B npoTvBHOM cny4vae BblYMCNEHWE X3LW-KOA4A OCYLLECTBAETCS B KApTe W CCbIMOYHbIA anropuTMm AOMNONHU-
TeIbHO COAEPXKUT CChINKY Ha anropuTM X3LWNpoBaHUS.

Tab6bnunua 11— apameTpsl 1 none gaHHbix ans onepauvn VERIFY DIGITAL SIGNATURE

P1 «00»
P2 «A8»
KomaHgHoe OO6bekTbl AaHHbIX, MMEIOLWME OTHOLWEHME K onepaumn (Hanpumep, nmbo «9A», «AC», nubo «BC» n

none AaHHbIX | «9E»)

OTBeTHOE OTtcyTcTBYET
none AaHHbIX

Ecnu none gaHHbIX KoMaHabl coagepxuTt ['IyCTOVI 06BbeKT AaHHbIX, TO npeanonaraercsa, YTo KapTa 3HaeT
€ro 3HaveHusa ana Mcnonb3oBaHUA B NPOBEPKe.

5.8 Onepauus MPOBEPUTb CEPTUPUKAT (VERIFY CERTIFICATE)

[nsa npoBepkn cepTudukaTa B kapTe (CM. NpuroxeHue B) undposas noanuck ceptudukara, nognexa-
Las NpoBepKe, NnepeaaeTcs kak 06 beKT AaHHbIX B Noe AaHHbIX koMmaHabl. OTKPbIThIN KIOY OpraHa no cepTu-
hukaLn, KOTOPLIA NpUMeHSIETCS NpK NpoBepke, NMMBG0o HaxoauTcs B kapTe, NMMbo BbIbMpaeTcs HesIBHO, NMB0 K
HeMy MOXHO obpaTtuTbea B WabnoHe DST, ncnonbays komaHay MANAGE SECURITY ENVIRONMENT (cm.
Tabnuuy 12). ANropuTM, KOTOPLIV AOMKEH MPUMEHSATLCS, HESBHO N3BECTEH UMK K HEMY MOXHO 06paTuThCs B
wabnoHe DST. Ecnu ecTb apyrue 06bekTbl AaHHbIX, KOTOPbIE AOMKHBI UCMONL30BaTLCA B NpoLiecce nNposep-
Kn (Hanpumep, XawW-kod), TO OHW AODKHBI HAaXoOWUTbCH B KapTe WM nepefasBaTbCsl, UCMONb3Ys Npouecc
hopMNPOBaHMSA LLeNoYKN KOMaHA,.
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Heobxogumo pasnuyaTtb cnegyrowe asa cnydasa:

- ecnu cepTudukat He TpebyeT gononHuTenbHoro onncaHus (P2 = «BE»), To kapTa U3BnekaeT oTKpbl-

ThIN KIHOM, YCTAHOBMNEHHbIA MO ero Tery, B (BOCCTaHOBMEHHOM) codepXaHun cepTudukaTa;

- ecnu cepTudukat TpebyeT gononHUTensLHoro onncaHus (P2 = «AE»), To KapTa n3snekaeT oTKPbITbIN
KNntod B cepTudnkaTe HESIBHO UITU SIBHO, UCTIONb3YS TET OTKPBLITOrO KItoYa B CNINCKe 3arofioBKa, OnuncbiBatoLLe-

ro cogepxaHue ceptudukaTa.

Ecnu oTKPbITIN KoY XpaHWUTCa B NaMaTy, To oH BydeT KITHHOoM Mo yMonYaHuio A nocneaytoLuei one-

paumn VERIFY DIGITAL SIGNATURE.

Tabnuuya 12— TapameTpbl 1 none gaHHblx gnsa onepauun VERIFY CERTIFICATE

P1 «00»
P2 «92», «AE» nnn «BE»
KomaHaHoe OnemMeHTbl AaHHbIX NN 00 BEKTbI AaHHbIX, UMEIOLWMUX OTHOLLEHKE K onepauum

none gaHHbIX

OteeTHOE OrtcyTcTBYET
none gaHHbIX

MpwumeyaHune— Ecnuucnonb3yeTcsi CXeMa 4aCTUYHOTO BOCCTAHOBINEHUS COO6LLEHUSs M YacTb MHopmaunm
y>Ke 3anncaHaBkKkapTe, TO OGBEKT OaHHbIX 45A BCrioMoratesibHbIX AAHHbIX AOIDKEH NOCbiNaTtbCA NyCTbhIM, a JaHHbIe AOMKHbI

ObITb BCTaBMEHbI KAPTON NO3AHEE.

5.9 Onepauyusa LLUDPOBKA (ENCIPHER)

Onepauunsa ENCIPHER wwudpyeT gaHHble, NnepefaHHble B none AaHHbIX KoMaHabl (cM. Tabnuuy 13).

MpumeyaHun e— IJTa onepaumsi MOXeT UCMONb30BaTLCS AN reHepauun pasnuyHbIX KIoden.

Tabnwnuya 13 —NapameTpbl 1 none gaHHeix ans onepauun ENCIPHER

P1 «82», «84», «86» (kpunTorpamma)
P2 «80» (npocToe 3HayeHue)

KomaHnaHoe OTcyTCTBYET (Aa@HHbIE YXEe B KapTe) Unun AaHHble, nognexawme wndpoBke
none AaHHbIX

OTBeTHOE 3awmncpoBaHHble daHHble
none AaHHbIX

5.10 Onepauus PACLULN®POBKA (DECIPHER)

Onepaums DECIPHER pacwmdppoBbiBaeT AaHHble, NepefaHHble B None AaHHbIX KoMaHAbl (CM. Tabnu-

Uy 14).

Tabnwuuya 14 —MNapameTpbl 1 none gaHHbix anst onepaumn DECIPHER

P1 «80» (npocToe 3HaveHue)
P2 «82», «84», «86» (kpunTorpamma)
KomaHaHoe HanHble, nognexawme pacwmdpoBke

none gaHHbIX

none AaHHbIX

OTtBeTHOE OTcyTCTBYET (pacumdpoBaHHbIe AaHHble OCTalTCsA B KapTe) Unu 3awndpoBaHHble AaHHbIe
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Mpwnoxenne A
(cnpaBoyHoe)

MpuMepbl onepauui, cBA3aHHbIX ¢ LU POBONA NOANUCKHIO

A1 MocnepoBaTenbHOCTL KOMaHA ANA yNpaBneHns Cpeaon 3awmThbl

B tabnuue A.1 npeactaenexna nocnegosartensHocTb kKomanHg MANAGE SECURITY ENVIRONMENT gnst komno-
HeHTOB SET DST, CCT, CT Tekyweii cpegbl 3awmtel n gna STORE (XPAHEHWE) ¢ naeHtudmkatopom 3awmrHom cpeabl
SEID, ykazaHHbIM B P2.

Ta6nunua A1 — YcTaHOBKA KOMMOHEHTOB Cpeabl 3aWmThI

KomaHpa Onepauusn P1-P2 Mone aaHHbIX KOMaHAbI
MSE SET DST «41» — «B6» {«84» — L — Ccbino4Hbivi ko4 } — {«91» — L = 0}
MSE SET CCT «41» — «B4» | {«83» — L — Ccbinoynbin knwoy } — {«87» — L — 3Hauenne
nHUUManusaumu}
MSE SET CT «41» — «B8» {«83» — L — CcbIinoYHbIn Ko }
MSE STORE (SEID = 1) «F2» — «01» —

Onepauusi SET DST o6pawaetcs K OTKpbITOMY KNOYy NPU UCNONB30BaHUK BbIMUCAEHUA NOANUCU M onpeaenseT
MHTErpUPOBaHUE Cry4anHoro Yicna eo exog ungpoeon nognueu. Onepaumna SET CCT obpawaeTtcs K 3akpbiTOMY KITHOYY 1
HaYarbHOMY 3HAYEHUIO NPU UCMONB30BAHNW BBIMUCNEHUSA KPUNTOrpadpnye ckomn KOHTponsHON cyMmbl. Onepaumnsa SET CT
obpallaeTtcsi K Ceccum 3aKpbITOro KIoYa Npu UCNOMb30BaHWM KOHMAEHUManbHOCTH.

A.2 MNocnegoBaTenbHOCTL KOMAHA ANA BblMUCNEHNA undposon nognnucwm

B Tabnuue A.2 nokasaH CUHTaKCUC A4S co3ganuns umdpoBoi NOANMCY NPU NCNONb30BaHWUMW CXeMbl NOANUCY C NPUITO-
XeHvnem. BBOAOM sSIBNAETCA X3LW-KOA C 3anonHAWMMmM B6aiTammu. 10T npuMep UNNCTpupyeT BuluucneHne LmdpoBoi
noanucu ¢ o6beANHEHHbIM anropMTMOM, BKIoYasi onepaunio Xawnposanusl. B AaHHOM cnyyae X3w-Bxo nocTynaeT Ha
KapTy.

Tabonwnuya A2 —TlepBbiii NpyMep cxembl LMPOBON MNOAMNWUCU C NPUIOKEHNEM

Komanpa Onepauus P1-P2 [Mone gaHHbIX KOMaHAbI Mone paHHbIX OTBETa
MSE RESTORE" «F3» — «01» — —
PSO COMPUTE DIGITAL SIGNATURE | «9E» — «9A» X3lW-Ko4 € 3anonHsoWNMK LincbpoBas
SanTamm noanuchb
" BOCCTAHOBJEHVE.

MpumedaHue—3TOT NpUMEP SABMNAETCS YNCTO WITIOCTPATUBHBLIM, U €0 MPUMEHEHUE OrPaHUYeHO C TOUKU
3pEeHUs peann3aunmn IKCTMOPTHbIX BO3MOXHOCTEN, KOTOPbIE MOTYT NMPUMEHSITBCA, U MO Npu4MHam obuein 6e3onacHocTy
(B HekoTOpbIX 0BCTOATENBCTBAX XenaTenbHo u3berate NOBTOPa NOANMCENR).

B Tabnuue A.3 nokasaH cMHTaKcWe AN co3ganns LugpoBon nognucy ¢ NnpunoxeHneM. Beog uncposoi nognucu
COCTOWT M3 X3LWW-koaa 6e3 3anonHsowmx 6anTos.

Tab6nunua A3 — Btopoi npumep cxembl LMDPOBON NOAMUCU C NPUITOXKEHNEM

KomaHnna Onepauus P1-P2 [Mone gaHHbIX KOMaHAb! Mone gaHHbIX oTBETA
MSE RESTORE «F3» — «01» — —
PSO COMPUTE DIGITAL SIGNATURE | «9E» — «9A» Xaww-koa 6e3 3anonHsLWmX Lincbposas
banToB noanvcb

Mpumevyanue 1—[ONATOro YToGLI M3GEXKATH OTPAHUYEHMIA HA SKCMOPT, MOXHO UCMONb30BaTh 06beanHeHne
NOAMNMCU 1 X3LW-anroputma.

MpumevaHune 2—B HeEKOTOpbIX Cryyasx u3bexarb NOBTOPEHME Nognucen He yaaeTcs.
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B tabnuue A.4 nokasaHa cxema nognucu ¢ npunoxeHvem. Beog undpoBOi NMOANUCU COOepXKUT Xalw-kop Ges
3anonHsilowmx 6anToB, KOTOPLIN NepedaeTcs B KapTy, M KapTa 3anpalwmeaeTcs 4ns Toro, YTobbl creHepupoBaTh cnyyan-
HOE YNCIO, KaK YKa3aHo B pacLUMPEHHOM CIIMCKe 3aronoBkoB wabnoHa undposoi nognucy DST B none gaHHbIX KOMaHAb!
ans komangbl MSE.

Ta6nwuua A.4— Tperuit npumep cxembl LMGPOBON NOANUCH C NPUMOXKEHNEM

Komanpa Onepauus P1-P2 Mone gaHHbIX KOMaHAb! nOJLeTs:T:‘HbIX
MSE SETY «41» — «B6» {«4D» —L — («90» — L — «91» — L = 0)} — —
— {«84» — L — CcbinouHbIv Ko}
PSO | COMPUTE DIGITAL | «<9E» — «BC» {«90» — L — Xaw-koa} Lndpoeas
SIGNATURE noanuch

" YCTAHOBUTB.

B tabnuue 5 nokasaH CUHTAKCUC A1 UMPOBOIN NOAMNNCHU C OFPaHUUEHHBIM BOCCTAHOBNEHNEM coOobWwenns. [laH-
Hble IS NOANMUCY CKOHMUIYPUPOBAHbI B COOTBETCTBUM CO CXEMON NOANMUCH, 3a4aI0WEN OrpaHNYeHHOe BOCCTAHOBNEHNe
co0bLLeHUs1, UCTIONb3Yst OBBEKTHI AaHHbIX, MPEACTABNEHHBIE B Nosie 4aHHbIX KOMaHAb!, B Pe3ynbTaTe Yero CHETYUK und-
POBOI NOANNCY UCTIONb3YETCH KaK BHYTPEHHee coobleHne, NpeaocTaBnsaemoe KapTou.

Ta6nwuuya A5 — YerBepTbili npumep cxembl LMGPOBON NOANUCU C NPUNOXKEHNEM

Komanpa Onepauus P1-P2 Mone aaHHbIX KOMaHAbI Mone paHHbIX oTBETA

MSE RESTORE «F3» — «02» —_ —
PSO COMPUTE DIGITAL SIGNATURE | «9E» — «AC» {«90» — L — Xaw-koa} Lindposas nognucb

MpwunmedaHune —3anonHeHne ANA BbIMUCNEHUA X3LW-KOAA, a Takke uMdpoBON NOANUCK OCYLLECTBNAETCA B
cooTBeTcTBUM ¢ ACO/M3K 9796-2.

B Tabnuue A.6 nokasaHo, KaK KapTa BbINOMHAET X3LWMPOBaHUE (MKW NOCNEAHWIA LMK BbIYUCNEHUN C X3LLMPOBaHU-
em). Beog undposoii nognuck octaetcs nycteim B onepauum COMPUTE DIGITAL SIGNATURE, T. K. BCe BXOAHbIE [1aH-
Hble NPUCYTCTBYIOT B KapTe.

Tab6nunua A6 —TaTeill npuMep CXeMbl LMPOBON NOANUCK C MPUINOXEHNEM

KomaHnna Onepauus P1-P2 Mone gaHHbIX KOMaHAbI Mone aaHHbIX oTBETa
MSE RESTORE «F3» — «01» — —
PSO HASH «90» — «80» [aHHble ansa XawmpoeaHus —
PSO COMPUTE DIGITAL SIGNATURE | «9E» — «9A» — Lntbporas nognmcb

A.3 MNMocnepgoBaTenbHOCTb KOMaHA ANA NPOBepPKM LucpoBon nognucu

B tabnuue A.7 nokasaHo, Kak paCLUMPEHHbIN CMMCOK 3arofioBKOB ONpeaensieT CTPYKTypy cepTudmkara, Tpebyto-
LLLero JOMOTHUTENBHOIO onucaHus (cM. npunoxexve B): BBog LM poBon nognucy CoOCTOMT M3 3NeMeHTOB AaHHbIX. One-
pauusa VERIFY CERTIFICATE BbinonHaeTcs, nCnonb3ysi Leno4vky KomaHa.

Tab6nwuua A7 —TlepBbiii Npumep NPOBEPKM LIUDPOBON Noanucu

KomaHna Onepauus P1-P2 Mone gaHHbIX KOMaHabI
MSE SET DST «41» — «B6» | {«4D» — L — («42» — L — «5F20» — L — «5F49» — L)}
— {«83» — L — CcblnoyHbIN Koy}

PSO VERIFY CERTIFICATE «00» — «AE» {«5F4E» — L — CopepxaHnve cepTudukara}
(CLA = «1X»)

PSO VERIFY CERTIFICATE «00» — «AE» {«5F37» — L — Lncposas nognmck ceptudmkarayl
(CLA = «0X»)

PSO HASH «90» — «80» BeBog ¢ xawmpoBaHuem

PSO | VERIFY DIGITAL SIGNATURE | «00» — «A8» {«9E» — L — Uudbpoeas nognvce}

10
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Ha nepeom atane npegocraensieTcs 06beKT AaHHbIX cCogepKaHusi cepTudmkaTa (CLenneHne SNemMeHToB aHHbIX:
MAEHTUDMKALNOHHBIN HOMEP SMUTEHTA (Ter «42»), Ms gepxaTens KapTbl (Ter «5F20») M OTKPLITHIN KoY gepXxaTtensi Kap-
Tbl («5F49»)). KapTa BeINONHSET X3WMpoBaHWe, UCNonb3ys cogepxaHne ceptugukaTa B KaUeCTBE X3LWNPOBAHHbIX BXOA-
HbIX JAHHbIX.

Ha BTOpom atane undpoBas noagnvch, NpuHagnexawas cepTndukaTy, BO3BpalLaeTcs B NPeXHee COCTOsSHUE, U
pes3ynbTaTt CPaBHMBAETCS C X3LW-KOAOM, BbIYMCITEHHbIM paHee. 3aTeM BbinonHseTcsi onepaunsa HASH. [ins npoeepku und-
POBOV NOANUCK OTKPbITHIN KIIOY AOMXKeH ObITh y)Ke M3BNEeYeH M NpoBepeH npeabiayLier komangon VERIFY CERTIFICATE.
BBOA X8WMPOBaHHbIX JaHHbLIX 3aBUCWT OT anropuTmMa X3WwWnpoBaHus, MMBo OT NPOCTOro 3Ha4eHWs, BO3MOXHO, NpeacTas-
TNEHHOr0 LienoyKol kKomaHa, nmbo oT npegeapuTenbHO 06paboTaHHOrO X3LW-Koda, eCrv KapTa BbiNOMNHSeT TONbKO nocneq-
HUM LUK BbIYUCIIEHWI C X3LWNPOBaHUEM.

Ha nocneaHem stane BoinonHsetcs onepauus VERIFY DIGITAL SIGNATURE.

B Tabnuue A.8 nokasaHa npoBepka cepTudukaTa, He TpebyroLero 4oNoMHUTENBHOIo ONUCaHus (CM. NPUIOXeHne
B): BBOA UMpPOBOK nognucn cocTouT U3 0bbekToR AaHHbIX. Onepauust VERIFY CERTIFICATE ncnonb3ayeT Lenouky
KOoMaHg,. Ha nepBom aTane npeacraBnsitoTes 00beKThl AaHHbIX, MTHTErpUpOBaHHbIE B cepTudukaT (Hanpumep, obpatieHme
K OpraHy no cepTnduKkauum, UMs gepxatensi KapTbl M OTKPbITbIV KoY gepxatens kapTel). KapTa ucnonesyet 310 06beaun-
HeHWe B KA4eCTBE X3WMPOBAHHbIX BXOAHbIX AaHHbIX. [JanbHerwme atansl QeHTUYHbI TeM, YTO ONUCaHbl B NpeablayLem
npvmMepe.

Tabnwuuya A.8 — BTopoii npyMep NpoBepky LcpoBo noganucu

Komanpa Onepauus P1-P2 Mone gaHHbIX KOMaHAbI

MSE SET DST «41» — «B6» {«83» — L — CcbIlnoYHbINA Koy}

PSO | VERIFY CERTIFICATE | «00» — «BE» {«42» — L — VaeHTndmKaumMoHHbIN HOMEP
(CLA=«1X») amuteHTa} — {«5F20» — L — Umsa pepxarens

kapTbl} — {«5F49» — L — OTKpbITLIM KNIOY AepXaTens KapTbl}

PSO | VERIFY CERTIFICATE | «00» — «AE» {«5F37» — L — Lindbposasi nognuce ceptudpmkaray
(CLA= «0X»)

PSO HASH «90» — «80» Beog ¢ x3wupoeaHnem

PSO VERIFY DIGITAL «00» — «A8» {«9E» — L — Undppoeas nognucb}
SIGNATURE

B tabnuue A.9 nokazaHo NCNONbL30BaHUE OTKPLITOrO KIo4a, yCTAHOBIEHHOTO B KapTe.

Tab6nunua A9 — Tpetuin npumep NPoBepku LUGpPoBON NoagNucH

KomaHnna Onepauus P1-P2 Mone aaHHbIX KOMaHAbI
MSE SET DST «41» — «B6» {«83» — L — Ccbino4HbIN Koy}
PSO HASH «90» — «A8» Beog ¢ xawupoeaHuem
PSO VERIFY DIGITAL SIGNATURE | «00» — «A8» {«9E» — L — Undppoeas nognucb}

1"
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Mpunoxexne B
(cnpaBouHoe)

Mpumepbl cepTUdUKaTOB, UHTEPNPETUPOBAHHBIX KAPTOW

B.1 O6bexTb! AaHHbIX AnA cepTndnkaToB, BepununpyemMbix KapTon
B Tabnuue B.1 nokasaHbl 06LEKThl AaHHbIX, UMEIOLMX OTHOLWEHME K cepTudMkaTam, BepnuunpyeMbiM KapTon.

Tabnuuya B.1— MexorpacneBble 06beKTbI faHHLIX (MPUMEPHI) A5 CePTUMUKATOB, BEpUMDULMPYEMBIX KapTON

Ter OnNemMeHT AaHHbIX
«42» M aeHTUdrKaUunOHHbIA HOMEP SMUTEHTA
«5F20» Mmsa gepxatens kapTbl
«BF37» Cratnyeckas BHYTPeHHss ayTeHTudmkauma (nognuck ceptudukarta, nponssegeHHas SMUTEHTOM)
«5F49» OTKpbITBIV KNIOY AepXKaTens KapTbl
«5F4C» CeptudmkaT nonHomo4mii Bnagensua
«5F4E» CogepxaHnue ceptudmkara
«TF21» Ceptudmkat gepxartens KapThbl

OMWTEHT MOXeT onpeaensiTe ganbHenlune 06beKTbl AaHHbIX, TakMe Kak CepuiHbIN HOMep cepTudukata, HoOMep
BEPCWM, AaTa UCTEYEHNs CPOKa AEWCTBUS U T. 4.

Crepgyet pasnuyatb ABe CTPYKTYPbl CepTUUKATOB, BEpUULNPYEMBIX KAPTON:

- cepTudmkaTt, BepudnLmpyeMbli KApTON U He TPEBYIoWMIA AOMONHNTENBHOFO ONUCaHWSA, COCTOUT U3 06 begUHEHNS
BER-TLV 06beKkToB AaHHbIX;

- cepTudmkar, Bepuduumpyemblin KapToi n Tpebyiowmii Z0NONHNUTENBHOTO ONUCaHUs, COCTOUT U3 06beaNHEHU
3NEMEHTOB QaHHbIX.

B.2 Ceptudmkartsl, Bepndmunpyembie KapTon n He TpeSylowme AONONHUTENBHOIO ONMUCaHuA

Ina nognucanma ceptudmkara MoxeT Ucnornb3oBaTbesl cxema undpoBon noanucy ¢ unm 6e3 BOCCTaHOBNEHNSA
coobuwenus. B tabnuue B.2 nokasaH npumep ceptudmkara, Bepudnumpyemoro KapToi u He Tpebylowwero AononHUTenb-
HOro ONUCaHUA, CO CXeMon uncpoBOr NOANUCK C BOCCTAHOBINEHMEM COODLLEHUS.

Tabnuua B.2— Ceptudmkar gepxatens kapTbl, Bepuduumpyemblii KapToil u He Tpebylowmii AoNONHUTENbHOrO
onucaHus (NpUMepsb)

«7F21» Onuvna 3HaueHne NocnenoBaTesNibHOCTU O6BLEKTOB AaHHbIX

{«42» — L — NpeHtndmkaumonuei  Ho- | {«5F37» — L — Liudbposas noganvce}
mep  3muteHta} — {«5F20» — L — Umn
Aepxarens kapTbl} — {«5F49» — L —
OTKpLITBIV KNIOY gepxaTens KapTbl}

Ter OnuHa | 3Hauenune cepTtudukarta, cocroswero n3| OO6bekTbl AaHHLIX AN NOANUCU:

ceptmdmkara | ceptu- | OOBLEKTOB [aAHHbIX, WHTErpupoBaHHbiX B| {«42» — L — UaeHTndUKauMOoHHBIN  HOMEP

(cocTaBneH- dukata | umcdpoBylo NOANUCL (MMEETCA TOMbKO NPU| SIMUTEHTa}

HbIl) OTCYTCTBUM BOCCTaHOBNeHus coobwennit) | {«5F20» — L — Wmsa pepxarens kapTbi}
{«5F49» — L — OTkpbITHIN KNIOY gepxaTens
KapTbl}

Mpumevanune 1—VaeHTndUKaunoHHbIE AaHHBIE OpraHa no ceptudmkauum MoryT cCbinaTbCa Ha CBOW OT-
KPbITbIM KoY.

MpumevaHnune 2— MaeHTndukaunoHHbIE AAHHBIE AepXaTens KapTbl MOTYT 6bITb MCNONB3OBaHbLI ANSA yNpae-
NeHwsi NpaBamy JOCTYNA K AaHHbLIM, XPaHALWMWMCS B KapTe.

Mpumevarnue 3 — OTKPbITHIN KNIOY BNAgenbUa KapTbl MOXET GbiTb MCNONB3OBaH B NOCNeAyoLWwen onepaumm
VERIFY DIGITAL SIGNATURE.

12
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B.3 Ceptudmkatsl, Bepudnunpyembie KapTon n Tpebyrowme AONONHUTENBHONO ONMCaHusA

OGBEeKT AaHHbIX PaCLUMPEHHOIO CNKCKa 3arofiIOBKOB MOXET HaX0AUTLCS B KapTe Ans Toro, 4tobbl NPoBEpUTL STOT
TUM cCepTUdMKaTa; C APYro CTOPOHbI, OH JOIKeH ObITh 3almMLLeH Npy Nepegade ero B kapTy. OB bekT 4aHHbIX pacuMpeHHo-
ro cnucka 3aronoekoB (Ter «4Dy», cm. WCO/M3OK 7816-4) onuceiBaeT 06beanHeHUe 3NeMeHTOB AaHHbIX Mo napam Ter/gnu-
Ha B TOM Xe nopsigke, 4YTo U B UMGPOBOV nognucu (cm. Tabnuuy B.3).

Tabnunua B.3— Ceptudukar gepxarens KapTbl, BEpUULMPYEMbIA KAPTON U TPeOYOLUIA 4OMNONHUTENBHOTO ONUca-

HUs1 (NpyMepsi)

cepTndmkara
BECTHa AIBHO)

n3-

NeHnsA, OH COoAepPXUT 3NeMeHTbI
AaHHbIX B COOTBETCTBUN C pacLlln-
PEHHbIM CANCKOM 3aron0|3|<oa)

«7F21» OnuHa 3HaveHne nocnegoBaTelbHOCTM OOBEKTOB AaHHbIX
{4D’ — L — (42’ — | {«5F4E» — L — {«5F37» — L — Lndposas
L—5F20)— L — M AaeHTUMVKaAUNOHHBIV HOMEP noanuck}
'5F49’ — L)} 3MUTEeHTa —
- Wwms gepxatenst KapTbl —
- OTKpbITBIN KTIOY AepxKaTtens
KapThi}
Ter OnuHa PacwuperHbit cnn-| O6BbeKT AaHHbIX CoAepKaHus cep-| 3nemeHTbl AaHHbIX AnA nogd-
ceptudmkata | ceptu- COK 3aronoBkOB | TUUKATa, WHTErpUPOBaHHBIA B| MUCU:
(coctaBneH- | dumkara | (NpUCYTCTBYET TOMb- | MOAMUCH (MMEETCA TONBKO NPU OT-| - WAEHTU(UKALMOHHBIR  HO-
HbIIA) KO, €CNnu CTPyKTypa| CYTCTBUM COODLLEHWUs BOCCTAHOB-| Mep 3MWUTEHTa;

- UMSs gepxaTens KapTbl;
- OTKPbITBLIA KNKO4 gepxarens
KapThbl

13
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MpunoxeHne C
(cnpaBouHoe)

anMepbl umnopTaI:-)KcnopTa ACUMMETPUYHOTO Knk4va

C.1 Ucnonb3zoBaHne komanabl GET DATA (M3BJIEYb OAHHbLIE) ans 3kcnopTa OTKpbLITOro Knio4a

Mpepnonaraetcsi, HTO OGBbEKTHI AAHHbLIX, ONUCLIBalOLWME OTKPLITLIN Kitod (PK), HaxoaAaTcs B kKapTe n 3akoaupoBa-
Hbl B hopme, nokasaHHon B Tabnnue C.1.

Tabnwuya C.1— KoanpoBaHve Anst 06bekTa AaHHbIX OTKpbITOro kniova (PK), Haxogsweroca B kapTe

«A8» ‘ L

Mapa T — L anst ykazanus wabnoHa arsi npoBepku L poBoii noganmcu

«B6» ‘ L DST
«83» | L | CcbinouHbii koY Ha oTkpbITeIN koY (PK.CH.DS)
‘ «TF49» ‘ L OB6BLEKT aHHbBIX OTKPLITOro Kriova
«81» Mogynb
«82» OTKpbITas 3KCNOHEHTA
«9E» L Lindposas nognuce (Bce Gantol wabnoHa npoeepkn undpoBon nognucu
npeaLecTBytowero Tera «9E» co 3Hakom)

C nomowpto koMaHgbsl MSE BeibupaeTtcst oTkpbiThil Kiitod PK, koTtopbii gomkeH 6biTe BoccTaHoBneH. [anee
komaHga GET DATA (HeveTHbIn INS, P1-P2 = «3FFF») ncnonesyetca B 3 aTana, B COOTBETCTBUM C KOTOPbLIMM NOMNSA AaH-
HbIX, NOka3aHHble B Tabnunuax C.2—C.7, ocywecTBNATCS B UHTEPKENCE KapThl.

Tabnwuuya C.2—one gaHHbix komaHabl GET DATA, atan 1 n3 3

«4D»

0B

PaclumpeHHbIl CNMCOK 3aronoBKOB

«A8» ‘ 09

Mapa T — L ansa ykazaHua wabnoHa ans nposepku umndpoBov nognmeu

«B6» | 02 | NMapa T —L, koTtopas yka3biBaeT 06bekT AaHHbix DST

«83» | 00 | Mapa T — L, koTopasi yka3blBaeT CCbINKY HA OTKPbLITLIN KoY

«7F49» | 02

Mapa T — L, koTopas ykasbiBaeT O6bEKT AaHHbIX OTKPLITOrO KMioya

«81» | 00 | Mapa T — L, koTopas ykasbiBaeT moaynb

Ta6nwunua C.3—Tone ganHbix otBeta GET DATA, atan 113 3

«A8»| L

«B6» | L

DST

«83» | L | CcbinoyHbin kniod PK.CH.DS

| «7Fa9» | L

OTKpPbLITLIN KINIOY

«81»| L | Moaynb

Tab6nwunuya C.4 —Tlone aaHHbix komanaol GET DATA, satan2u3 3

«4D»

07

PaclumpeHHbIli CMCoK 3aronoBKOB

«A8» 07

Mapa T — L ans ykaszaHusi uabnoxa ansa npoBepku umdpoBon noanmcu

«7F49» | 02 | Mapa T — L, koTopas ykasbiBaeT 06bEKT AaHHBIX OTKPLITOIO KNioYa

«82» | 00 | Mapa T — L, koTopas ykasbiBaeT MoAynb

Ta6nwnua C.5—Tone ganHbix otBeta GET DATA, atan 23 3

«A8»

L

«7F49» | L

OTKpPbITLIN KNIOY

«82» | L | OTKpbITaa 3KCNOHEHTa

14
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Tab6nwuuya C.6 —Mone aaHHbiX komaHabl GET DATA, stan 3mn3 3

«4D» | 04 | PacClwmMpeHHbIN CNUCOK 3arofioBKOB

«A8» 02 | Mapa T — L ans ykasanusi wabnoHa Ans npoBepku LdpoBoi nognmcu

«9E» | 00 | Mapa T — L, koTopasi yka3biBaeT 0GBbEKT AaHHbIX LMPOBON nNoanmcu

Tab6nwuuya C.7—MNone aaHHbix otBeTa GET DATA, satan 3 n3 3

«A8» | L

«9E» L LUndposas nognuce

C.2 Ucnonb3oBaHue komaHabl PUT DATA (MOMECTUTb OAHHbLIE) ansa vmnopTa 3akpbITOro Knova

MepBoHavanbHo koMmaHaa MSE gomnxHa 0TNpaBuTb CCbINKY HA COOTBETCTBYOLWMI 3aKPbIThIN KoY (T. €. CChINOYHbIN
KIt0M yke u3BecTeH kapte) (cM. Tabnnuy C.8). lanee ncnonbayot komangy PUT DATA (HeueTHbIN INS, P1-P2 = «3FFF»)c
nonem AaHHbIX KOMaHbl, Kak nokasaHo B Tabnuue C.9.

Tab6nunua C.8— PaclwmpeHHbIN CNMCOK 3arofoBKOB, ONMUCHIBAIOLLMI OObEKT 3aKpbITOro Krio4a

«4D» | OB | PacClwmpeHHbIN CNUCOK 3arofoBKOB

«A8» ‘ L Mapa T — L anst ykazanus wabnoHa ans npoeepky Ludposoi nognucu

«B6» ‘ L Mapa T — L anst ykazanua DST

«84» ‘ L ‘ Mapa T — L ansa ykasaHus ccbinoyHoro kroda Ha SK.CH.DS

‘ «7TF48» ‘ L Mapa T — L anst ykazaHusi 06bekTa AaHHbIX 3aKpbITOro Kriova

«81» ‘ 00 | Mapa T — L, koTopas ykasbiBaeT MOAyIb

«92» | L Mapa T — L gns napameTpa p

«93» | L Mapa T — L gns napameTpa q

«94» | L Mapa T — L gns napameTpa 1/g mod p

«95» | L Mapa T — L ans napameTtpa d mod (p — 1)

«96» | L Mapa T — L gns napameTtpa d mod (g —1)
‘ «9E» ‘ L Mapa T — L anst ykazanus umdpoBOon noanucu

Tao6nwuuya C.9 —one aaHHbiX komaHasl PUT DATA

«4D» L | PacCwmnpeHHbIN CNMCOK 3arofoBKOB
«A8» ‘ L Mapa T — L anst ykazanus wabnoHa ans npoeepky Ludposo nognucu
«B6» ‘ L Mapa T — L anst ykazanua DST
«84» ‘ L ‘ Mapa T — L ansa ykasaHus cceinoyHoro kroda Ha SK.CH.DS
‘ «7F48» ‘ L ‘ Mapa T — L anst ykazaHusi 06bekTa AaHHbIX 3aKpbITOro Kriova
«92» | L Mapa T — L gns napameTpa p
«93» | L Mapa T — L gns napameTpa q
«94» | L Mapa T — L gns napameTpa 1/g mod p
«95» | L Mapa T — L gns napameTtpa d mod (p — 1)
«96» | L Mapa T — L gns napameTtpa d mod (g —1)
‘ «9E» ‘ L Mapa T — L ans ykazanus umdpoBOon noanucu

«5F48» | L | O6beanHeHne arieMeHTOB AaHHbIX NapamMeTpPOoB Ktova B COOTBETCTBMM C paclUMPEHHbLIM CIIMCKOM 3aro-
TOBKOB. JIeMeHTbl AaHHbIX, KOTOpble CBA3aHb! C HanonHeHwem TeroB «00» B pacLUMPEHHOM CIMCKe 3a-
rofIOBKOB, CUUTLIBAKGTCS, HO NMPY 3TOM UIHOPUPYIOTCS

«9E» L | Uwndposas nognuck
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rocTt P NICO/M3K 7816-8—2011

MpunoxeHne OA
(cnpaBoyvHoOe)

CBefeHuA 0 COOTBETCTBMU CCbINTOYHbIX MEXAYHapOAHbIX CTaHAAPTOB CCbINIOYHbIM
HauMoHanbHbIM cTaHgapTam Poccuiickon ®egepauum

Ta6nwuua JA.1

OB0o3HaYeHUe CCbINOYHOro CreneHb O603Ha4YeHue 1 HaMMeHOBaHNe COOTBETCTBYIOLLETO HALUMOHANBHOMO
MeXayHapoaHOro ctaHgapTta COOTBETCTBUA cranHgapTa
MNCO/M3K 7816-4:2005 IDT FOCT P NCO/M3K 7816-4—2004 «UHdopmaLnOHHasi TEXHOMNOIUSI.

KapTbl ngeHTMdrKauMoHHble. KapTbl HA MHTErpanbHbIX CXeMax ¢ KOH-
Taktamu. Yactb 4. MexoTpacneBble KOMaHabl Ans obMeHa»

OTBETCTBUA CTAaHOAAPTOB:

- IDT — naeHTn4YHble CTaHAAPThI.

MpwumeuyaHne—B HacToswel Tabnuue UCNoNb3oBaHO CriedyoLLee yCroBHoe 0603HauUeHne CTeneHmn co-
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(]

(2]

(3]

(4]

(3]

6]

MCO/M3K 7816
(Bce yacTtu)

ISO/IEC 7816 (all parts)

MCO/M3K 9796
(Bce yacTtu)

ISO/IEC 9796 (all parts)
NCO/M3BK 9798-5:19991)
ISO/IEC 9798-5:1999

NCO/M3K 10536
(BCe vactn)

ISO/IEC 10536 (all parts)

NCO/M3K 14443
(BCce vactn)

ISO/IEC 14443 (all parts)

NCO/M3K 15693
(BCce vactn)

ISO/IEC 15693 (all parts)

roCT P MICO/MIK 7816-8—2011

Bubnuorpadcus
KapTbl naeHTuprkaunoHHble — KapTbl HA MHTErpanbHbIX CXeMax ¢ KOHTakTamm

Identification cards — Integrated circuit cards

MHbopmaumnoHHas TexHonorns — MeTtoabl 3awmTtel — Cxema ungppoBoin noanmcu ¢
BOCCTaHOBITEHUEM COO0BLLEeHUsI

Information technology — Security techniques — Digital signature scheme giving
message recovery

NHtbopMaUunOHHble TexHonorm — MeTtoabl 3aWwmTsl — AyTEHTUUKALMA O6bek-
ToB — YacTtb 5: MexaHuambl ¢ NpUMEeHeHneM MeTo40B C KHYNEBbIM 3HAHNEM

Information technology — Security techniques — Entity authentication — Part 5:
Mechanisms using zero knowledge techniques

KapTbl uaeHTUUKAUMOHHbIE — KapTbl Ha WHTerpanbHbiX cxemax OeCKoHTakT-
Hble — KapTbl MOBEPXHOCTHOrO AeNCTBUS

Identification cards — Contactless integrated circuits cards — Close coupled cards

Kaptbl uaeHTUMMKaLUMOHHbIE — KapTbl Ha WHTerpanbHbiX Cxemax OGeCKOHTaKT-
Hble — KapTbl 6nnakoro gencreus

Identification cards — Contactless integrated circuits cards — Proximity cards

KapTbl uaeHTUMMKaLWOHHbIE — KapThl Ha WHTerpanbHbiXx Cxemax OeCKOHTaKT-
Hble — KapTbl yaaneHHoro gencreus

Identification cards — Contactless integrated circuits cards — Vicinity cards

" Ormenen. [eitcteyeT UCO/MIK 9798-5:2009.
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roCT P NICO/M3K 7816-8—2011

YAK 336.77:002:006.354 OKC 35.240.15 346 OKI 40 8470

KntoueBble crioBa: ob6paboTka AaHHbIX, 06MeH nHdopmMaunel, naeHTudnkaumoHHble kapTbl, |IC — kapThl,
cooblLLeHus1, cnocobbl 3aluUTbl, ayTeHTUdKauus
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