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BBeaeHune

Ha nneHapHom 3acegaHnn MCO/M3K CTK 1/MK 27 B Hosi6pe 1994 roga Obina cosgaHa uccnenosa-
TenbcKas rpynna 4sasi paccMoTPeHUs BOMPOCOB TECTUPOBaHNA MeToA0B obecrnedeHns A0Bepus U OLeHKN Co-
OTBETCTBMUS MPOAYKTOB U cucTeM MHopMaunoHHbIX TexHomnornii (UT) ctangapTtam besonacHoctu MK 27 n
ApYyrux opranusauuin (Hanpumep, ctadgaptam MK 21 n EBponeinckoro MHCTUTYTa cTaHAapTOB Mo TenekoMMy-
HUKaLMsIM, a Takke HekoTopbiM MHTepHeT-cTandapTam, cogepalium acnekTbl, CBsisaHHble ¢ 6eaonacHoc-
Tbto). MapannensHo B Havane 1996 roga Ans npoekta «O6LWye kpuTepumn» belna cosgaHa pabodas rpynna,
3aHMMmatowasca metogamn obecnedeHns gosepus. MCO/MIK TO 15443 asnseTcs pesynbTaToM AesiTeNb-
HOCTM STUX ABYX rpynn.

HasHauennem NCO/MOK TO 15443 sBnsieTca npeacTaBnieHne pasfnyHbiX MeToaos obecnedeHuns go-
Bepus 1 cogenctaume cneupnanuctam B obnactu UT B BeIBope cooTBeTCTBYOLWEro MeToaa obecrneveHns Jose-
pusi (UM KOMBMHaLMWM MEeTodOB) C Leflbio NOMyYeHUsi YBEPEHHOCTU B TOM, YTO OLieHWBaeMbld 06bekT
yAOBMeTBOPSIET yCTaHoBMNeHHbIM TpeboBaHusam gosepusi K 6ezonacHoctn AT. B UICO/M3K TO 15443 nsyya-
toTcA nogxodebl U MeToabl obecrneveHnsa A0BePUS, NPearioKeHHble opraH13aunamMm pasnmMyHoro Tuna, Hesaeu-
CMMO OT TOro, BKIIIOYatoT fn B cebsi 3Tu MeToAbl U Noaxodbl YTBepXKAeHHble cTaH4apThl UK cTaHgapThl
«ae-hakTo».

NCO/MOBK TO 15443 paccmatpuBaer:

a) CTPYKTYpHY MoAerlb B3anMOCBA3M CYLLECTBYHOWMX MeTogoB obecrneyeHns 4oBepus;

b) coBokynHoCTb MeToaoB obecrneveHus A0OBEPUS, UX ONUCAHNE N CCINKA Ha HUX;

c) npeacTtaeneHne obLUMX U YHUKaNbHBIX CBOWCTB, MPUCYLUMX MeToAam obecneveHuns 4oBepuUs;

d) kayecTBeHHOE U (MO BO3MOXHOCTN) KOMUYECTBEHHOE CpaBHEHME CYLLEeCTBYIOWMX MeTodos obecne-
YeHUs AOBEPUS;

e) ngeHTUUKaLmMo cncTemM oLEeHKU A0BepUsi, CBsI3aHHbIX ¢ MeTogamun obecneveHna AoBepus;

f) onucaHue B3aMmocBszen Mexay pasnyHeiMu MeTogamu obecneveHna gosepus;

g) PYyKOBOACTBO MO CO34aHMIo, NPUMEHeHNIo 1 naeHTuduKkaumn MeToaos obecneveHna qoBepus.

NCO/MBK TO 15443 cocTouT U3 TpeX YacTen:

-yacTb 1. O630p 1 ocHOBbI; NpeacTasnAeT cobon 0630p hyHAaMEHTaNbHbLIX KOHLEeNLWiA 1 obee onu-
caHne meToAoB obecneveHus posepus. [aHHbIA MaTepuan cnocobcTBYeT MOHUMaHUIO 4vacten 2 u 3
MCO/M3BK TO 5443. YacTb 1 npeaHasHaveHa Ana pykosoautenen B obnactu 6e30nacHOCTU, OTBETCTBEHHBIX
3a paspaboTky nporpammel o6ecneveHusa goeepua k 6esonacHocTu, onpeneneHue cTeneHu aosepus k 6eso-
MacHOCTU CBOMX OOBLEKTOB, OCYLLIECTBIEHNe NPOBEPKU OLEeHKU cTeneHn aosepusi (Hanpumep, MCO 9000,
SSE-CMM (MCO/M3K 21827), UCO/M3K 15408-3) unu apyrnx BuaoB AesiTenbHOCTU Mo obecrneyeHunio gose-
pus;

-vyacTtb 2. MeToabl AoBepUs; NPUBOANTCA ONUCaHNE pa3NNYHLIX MeToA0B obecneveHnss AoBepUs U noa-
XO0B UX CBSI3U CO CTPYKTYPHOW Moaenblo obecneveHna aosepus k 6esonacHocty nsyactu 1. AKLeHT aenaeT-
cA Ha naeHTUMUKaLMIO KaYeCTBEHHbIX XapakTepucTuk MeToaos obecneyeHus gosepusl. JJaHHbIA JOKYMEHT
cnoco6CTBYET NOHUMaHUIo cneunannucTom B obnactn 6esonacHoctu UT npoueaypbl NonydYeHns AoBepust Ha
pasnMyHbIX 3Tanax XXM3HEHHOTo UMkna o6bekTa;

-yactb 3. AHanus MeToAoB A0Bepus; NPUBOAUTCA aHann3 obecneyeHust JOBEPUA OTHOCUTENBHO MX
pas3nuuHbIX XapakTepucTuk. AHanuM3 cnocobeTByeT NPUHATUIO OpraHOM obecneveHus oBepust pelleHust No
OTHOCUTESNBHOM 3HAYMMOCTHM KaXKAoro nogxoaa k obecneveHno Aosepus U BeIGopy noaxoaa(os), KOTOPLIA(e)
obecneuunt(at) pesynbTaTthl, Hanbonee cooTBETCTBYIOWME TpebOBaHUAM 3TOrO opraHa. AHanu3 Taioke cro-
cobcTByeT opraHy obecneyeHna A0BEPUA B UCNONL3OBaHWUNA PesynbTaToB A0BEpUs ANs nonyyYeHus Tpebye-
MO YBEPEHHOCTU B 06bekTe. [lJaHHbIN AOKYMEHT NpeaHasHaveH Ans cneumnanucToB B o6nacTn 6esonacHocTu
UT, koTopble A0MKHbI OCYLLLECTBUTL BbIGOP MeToAoB obecneveHns 4oBepUust U NoAXoA0B K HAM.

B NCO/M3K TO 15443 aHanuaupytoTca MeToabl obecneveHnUst 4OBepUs, KOTOpble MOryT npeaHasHa-
yaTbcs He Tonbko Ans 6esonacHocTn UT, oaHako pykosoacTso, npuseaeHHoe B UCO/M3IK TO 15443, orpaHu-
yuBaeTcs TpeboBaHusamMU k besonacHocTn UT. B UCO/MOIK TO 15443 BxrtoueHbl AONOMHUTENbHBIE TEPMUHDI
W MOHATUSA, pernameHTUpoBaHHble B APYruX MHULMaTUBax mexayHapoaHon ctaHgaptusauum (CASCO) n mex-
AyHapoaHbeix pykoBoacTBax (Hanpumep, B PykooactBe 2 WCO/MOK), ogHako npeacTaBfieHHoe B
MCO/M3K TO 15443 pykoBoACTBO NpeaHasHaveHo Tonbko Ana obnactu o6ecneveHusa 6esonacHoctv T u He
npeaHasHaueHo ANns o0bLero MeHeAXXMeHTa 1 OLeHKM KadecTBa unu obecneveHnsa cooteetctena UT TpeboBa-
HusiM 6e30MacHOCTHU.

v



roCT P 54581—2011
NNSONEC/TR 15443-1:2005

HAUUWOHATNDbHBIA CTAHOAPT POCCUUCKOW OEJEPALUMUMN

UHdopmaLmoHHana TexHonorua
METOAbI U CPEACTBA OBECNEYEHUA BE3OMNACHOCTHU
OcHoBbI goBepua k 6esonacHocTu UT
YacTtb 1
O630p U OCHOBbI

Information technology. Security techniques. A framework for IT security assurance. Part 1. Overview and framework

Hara BBegenna — 2012—07—01

1 O6nacTb npumeHeHus

1.1 HasHadeHue

Hacrosawuit ctanaapT npeaHasHadeH Ans onucaHua MeToaoB obecrniedeHus aosepust K 6esonacHocTy,
COOTHeceHMUs UX ¢ 6a3oBo MOJENbIO XXU3HEHHOIO LIMKNa ob6bekTa U Knaccudukalm MeToaos obecnedeHns
aosepuda ana nony4vyeHna BbICOKOIN CTeneHu YBEPEeHHOCTU B (byHKLl,MOHaJ'IbeIX BO3MOXHOCTAX oGecnequm
6e3onacHoOCTU 06beKTa.

1.2 Nopxon
B HacTosiLem cTaHgapTe npeacTaBneH KpaTtkuin 0630p OCHOBHbLIX MOHATUI 06ecnevyeHnst 4oBepus U Tep-

MWHOB, HEO6X0ﬂ,I/IMbIX Ana noHMMaHua 1 npuMeHeHnd MeTooB obecneyeHus AosBepud, nocpeacTtsoM UAeHTU-
dbuKaLmMn pasnnyHbIX Noaxoao0B U cTagnin obecneveHun aosepua.

1.3 MpumeHeHUe

Knaccudpukauus metonos obecneveHus gosepus ¢ ydetom Tpeboarunn UICO/M3K TO 15443 nossonset
nonb3oBaTento OCYLeCTBAATL BLIGOP U BO3MOXHOE coveTaHue MeToaos obecneyeHunst 4OBepUsl, KOTOpLIE Lie-
necoobpasHo NPUMEHUTL K KOHKPETHOMY OBbEKTY.

1.4 Cdepa npumMeHeHUn

Hacrosawmin ctaHaapT coaepXuT pyKOBOACTBO Mo kriaccudukauum metogoB obecrnieyeHus oBepus,
BKJIOYasA mMeToabl, HecneunduuHble ans obecnedveHus 6esonacHoctn UT. HacTosiwee pykoBOACTBO MOXET
NMPUMEHSATLCA AaXe B 06nacTsx, He cBaA3aHHbIX ¢ 6e3onacHocTbio UT, HO KpUTUYHBIX K 06ecnedeHuto gosepust.

1.5 OrpaHuveHusn

TpeGOBaHMﬂ HacTodAllero craHgaptTa NpUMeHSoT TOJTIbKO K obbekTam, YKa3aHHbIM B 4.3 1 cBA3aHHbLIM C
HUMU OpraHMn3aLoOHHbLIM BOMpocamMm obecneyeHns 6ezonacHoOCTH.

2 TepMuWHbI U onpeaeneHus
B HacToduleM CtTaHAapTe npuMeHeHbl cnegyiowme TepMmnHbl C COOTBETCTBYHOLLMMIK onpeaeneHnamu:

MpumeyaHune— TepmuHbl M onpeaeneHusi NpeacTaBneHsl B 061wem Buae Ans noaaepxkm obuwen mogenv ao-
Bepwusi, MPEACTaBNEeHHON B HACTOSILLEM CTaHAApTe, B Lensix obecrneueHnsi ee NPUMMEHUMOCTU K LUMPOKOMY psifly NOAXOA0B
obecnevenust goBepus.

B MCO/M3K TO 15443 npumeHeHbl TEPMUHLI M onpegenexns, o6ecneunsalowme HeMTpansHOCTb CTPYKTYpbI 06ec-
nevYeHnsl JOBEpUsi 1 ee NPUMEHUMOCTB NSl LUIMPOKOTo psiia MeToaoB obecnevenns goeepusi. [ina aToro npMMeHsucb
TEPMUHbI M3 MEXAYHAPOAHbIX CTAHAAPTOB, B YACTHOCTM ANs NOAAEPKKM COBMECTUMOCTM HACTOSILLLEro CTaHAapTa ¢ yacTs-
mun 1—3 UCO/M3K 15408 n cepueii crangaptos MCO 9000.

Mpy HanNU4YKMM HECKONBKUX ONpeaENneHnIA s OAHOIO U TOTO XXe TepMUHA BHavane NpeacTaBneHo OCHOBHOE onpege-
nexue, cootsetctyowee uensm MCO/MIK TO 15443. AnbTepHaTvBHBIE ONpeaeneHus, BbiAeNeHHbIe KYPCUBOM, CUMUTa-
10T NPUMEHUMBIMM TOSbKO B KOHTEKCTE MX UCTOYHMKA.

U3panne ohvumanbHoe
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2.1 arrectauyua (accreditation): Npoueaypa, nocpeACcTBOM KOTOPOWN OpULUMaNbHBIN opraH hopManbHO
npusHaeT, yTBepxXaaeT U NPUHUMAaET OCTaTOUHbIN PUCK:

a) 0ns aKkcrlyamayuu asmomamu3upoeaHHoLl cucmemsl 8 ornpedenieHHoM 6e30MacHOM pexume C Uc-
rnonb3oeaHuem 3adaHHoz20 Habopa mep be3ornacHocmu.

[adanmupoearo uz AGCA];

b) moeo, umo opzaH unu nuyo, obecrieyusarujee besonacHocms, 30CMaMOYHO KOMIeMeHmMHb! dns
8bIMOSTHEHUST KOHKPEeMHbIX 3a0ay

[adanmupoeaHo u3 Pykosodcmea 2 UICO/MOIK] u

¢) moeo, ymo ycnyaa o obecriedeHuro be3zonacHocmu coomeemcmayem rnpedornpedesnieHHol cpede
MPUMEHEHUS.

2.2 noaxopn (approach): Metoa unu onpeaeneHHble genctevsa (npoueaypbl), UCNOMb3yemble WUNN
npeanpyvH1MMaemble Ans BbINOMHEHUS 3agaHus UNn pelleHns 3aaadun.

2.3 oueHka (assessment): Bepudukaumsa oueHnBaeMoro obbekTa 4oBEpUA C NOMOLLbIO COOTBETCTBY-
foLero noaxoaa ¢ Lerblo YCTaHOBIIEHUS] COOTBETCTBUA CTaHAAPTY U onpeaeneHus cteneHu (ypoBHsA) AoBe-
pus.

2.4 posepwue (assurance): BbinonHeHue coOTBETCTBYIOWMX ASUCTBUIA UK Npoueayp Ana obecneve-
HWS1 YBEPEHHOCTM B TOM, 4TO OLleHMBaeMblil 06eKT COOTBETCTBYET CBOMM Liensam 6e30nacHoCTy.

a) ocHosaHue 01151 y8epeHHOCMU 8 IMOM, YMOo CYWHOCMb omeeyaem ceouM yesnsam besonacHocmu.

[MCO/MOK 15408-1]

2.5 noaxoAa k obecneyeHuto pgoBepua (assurance approach): MpynnuposaHue mMeTogoB obecneve-
HUS JOBEpWs B COOTBETCTBUN C UCCIIeAyeMbIM acreKkToM.

2.6 apryMmeHT goBepua (assurance argument):. COBOKYNHOCTb CTPYKTYPUPOBaHHBLIX YTBEPXAEHUA O
A0Bepun, NoaaepK1saeMblX CBUAETENbCTBOM U 060CHOBAHNEM, KOTOPbIE HArNsAAHO AEMOHCTPUPYIOT TO, Kak
6bInM yaoBNeTBOpeHbl TpeboBaHUs OOBepHs.

2.7 oueHKa goBepus (assurance assessment): Bepudukaumna n pukcupoBaHue Bcex BUAOB U pe3yiib-
TaToB obecneveHns 4OBEPUS, CBA3AHHbIX C OLieHUBaeMbIM 06beKTOM (NPUOBLLEHHBIX K apryMeHTy AoBepus).

2.8 opraH obecneyeHusn poBepua (assurance authority): Nuuo unn opraHusaums, ynonHOMoYeHHble
npuHUMaTh pelleHns (Hanpumep, No BuIGopy, cneunduKkaumm, NPUHATUIO, KOHTPONIO 3a UCMOMHEHUEM), CBS-
3aHHble ¢ obecneyeHnem OBepUst K OLieHMBaEeMOMY 0BbEKTY, YTO OAHO3HAYHO NPUBOAUT K hOPMUPOBAHUID
yBEpeHHOCTU B 6e30MacHOCTU AaHHOro obbekTa.

MprMmeyaHune—B KOHKPETHbIX CUCTEMAX U OPraHM3aumsiX NOHATUE «opraH 0BecneyeHns) JOBEPUsSI» MOXET
MMeTb ApYroe 3Ha4eHue, HanpumMep, «opraH OLeHKM».

2.9 cBuaeTenbCcTBO 06ecneyveHUA fgoBepua (assurance evidence): PesynbTaTthl aHanusa obecneve-
HUs1 foBepUs K 06 beKTY (BKOYas UTOroBble 0TYEThl UMK Apyrue obocHOBaHNUA), NoAAePKUBalOLIME YTBEpPXKe-
HUe O JoBEepuUw.

2.10 ypoBeHb fAoBepus (assurance level): CTeneHb AoBepus, COOTBETCTBYIOLLAs CrieLmManbHOM LKa-
ne, NpyMeHsieMon B MeToae obecrneyeHns Josepust.

MpumedvaHwns
1 YpoBeHb AOBepUsi HE U3MEpPSAETCs1 KONIMUYECTBEHHLIMM NOKa3aTensiMu.
2 CreneHb foBepusi 00LIYHO ONPEeAensAeTCs YCUnUsIMuM, 3aTpadyeHHbIMM Ha BbINONTHEHWE OnpeaeneHHbIX AENCTBUIA.

2.11 meTtop obecneveHus goBepun (assurance method): ObLenpusHaHHas cneumdukaLua nonyde-
HUS BOCMPOMW3BOAMMBIX Pe3ynbTaToB obecneyeHurs 4oBepust.

2.12 xapakTepucTuka obecneyeHus noBepua (assurance property): MNMapametp metoga obecneve-
HWS1 OBEpUsl, CMOCOBCTBYIOWWMIA MONYYEHUIO pe3ynbTaToB A0BEPUS.

2.13 pe3synbTaTt o6ecneyeHus goBepua (assurance result): [okymeHTUpOBaHHOE YNCNOBOE UMK KO-
nuyecTBeHHOe yTBepxaeHve 06 obecrnevyeHun ooBepust, OTHOCALLIEECH K KakoMy-nnbo oueHnBaemomy o6b-
eKTy.

2.14 cuctema obecneyeHun goBepus (assurance scheme): OpraHnsauMoHHO-NPaBOBaA CTPYKTYPA,
B paMKax KoTopoln MeTod obecneveHus AoBepUs NpUMeEHsIeTca opraHom obecneveHua AoBepua B npegenax
onpegeneHHoro coobLecTBa Unnu opraHusaLun.

a) opzaHU3aUUOHHO-TIPasosas cmpyKmypa, 8 paMkax Komopol & onpederieHHOM coobujecmee op2aHbl
OUeHKU ripumeHsirom mpebosarus NCO/MIK 15408.

[MCO/M3K 15408-1]
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2.15 crapua obecneveHusa goBepuA (assurance stage). Ctagna XXM3HEHHOrO UMKNA OLEHUBAEMOTO
obbeKTa, Ha KoTopoi ncnonbayeTcst 3agaHHeln MeToa obecneveHns gosepus. Mpu obecneveHnn obero fo-
BEpPUA K oLeHMBaeMoMy OBbeKTYy yuMTbIBaOTCA pesynbTaThl peanusaunm MeTodoB obecnedeHns gosepus,
NMPUMEHsIEMbIX Ha BCeX CTaAMUsIX ero XMU3HEeHHOro Lukna.

2.16 cBupeTtenbcTBO AoBepusi (assurance evidence): [oKyMeHTVPOBaHHbIE pe3ynbTaTthl, MpeacTaB-
NeHHble AaHHbIMKW, NOMYYEeHHbIMW NPW aHanuse OOBepust K OLEHMBaeMoMy OOLEKTY, BKMHYash OTYETb
(obocHoBaHWA) B MOAAEPKKY YTBEPKAEHNA O JOBEPUN.

2.17 ceptudomkauua (certification): Mpoueaypa Belgaum ouLMansHOro NOATBEPXKAEHUS O COOTBET-
CTBWM OLieHMBaeMoro obbekTa ycTaHoBMNeHHbIM TpebosaHuaM. CepTudukaLmst MoXeT NPOBOAUTLCS TpeTbei
CTOPOHON.

[apanTuposaHo us Pykosogctea 2 NCO/MOK]

a) ebidaua ohuyuanbHo20 MoOMmMeepPOeHUSs pe3yIbmamoes OUEHKU U NpaguiibHOCMU MPUMEHEHUSs Kpu-
mepues OUeHKU.

[Cmandapm ITSEC]

b) npouecc cepmudhbukayuu siensiemcs Hesasucumol rposepKoll pesynLmamoe oUeHU8aHUsl, Mpueodsi-
wel K rosly4eHuUro OKOHYamerbHo20 cepmugbukama Uiu ymeepx0eHus.

[NCO/MOK 15408-1]

C) 8CECMOPOHHSIS OUEHKa MEXHUYECKUX U HEMEXHUYECKUX Xapakmepucmuk 6e3ornacHocmu cucmembl
UHGhOPMaUUOHHbBIX MexHoIoaul, ocyuwecmerneHHasi 8 No0depXKy cepmucdbukaluu, Komopasli ycmaHaesnuea-
em cmerieHb COOMeememeusi cucmeMsbl ycmaHosiieHHoU nonumuke 6esonacHocmu.

[AGCA]

2.18 yBepeHHOCTb (confidence): Y6exaeHHOCTb B TOM, YTO OLleHMBaeMbIA 00beKT ByaeT byHKLMOHN-
poBaTb B COOTBETCTBWUM C 3a4aHHbLIM UM YCTAHOBMEHHBIM NOPAAKOM (TO €CTb KOPPEKTHO, HaaexHo, addek-
TUBHO, B COOTBETCTBUM C NOSIUTUKON Be3onacHoCTH).

2.19 oueHuBaeMbIl 06beKT (deliverable): MpoaykT, cuctema, ycnyra, npouecc 6esonacHoct UT unn
COCTaBHOW 3NeMeHT cpedbl (hYHKLMOHNPOBAHUS (CBA3AHHBIN, HaNpUMep, C NepCcoHanoM, opraHusauunein) unu
Opyron obbekT, NocTaBNsAeMbl AN OLUeHKU goBepus. Takum o6bekToM MoXeT 6biTb Npodunb 3alUTbl UK
3agaHue no 6esonacHocTu, onpeaeneHHble B UCO/M3K 15408-1.

Mpumeyanue—BKNCO 9000:2000 ycnyra (cepBuc) CUMTaeTCsl O4HUM U3 TUIMOB NPOAYKTA U B CEpUM cTaHaap-
ToB ICO 9000 ncnonb3yeTcs covetaHme «npoaykT n/wnu ycnyray.

2.20 oueHuBaHue (evaluation): OueHka oLeHMBaeMoOro obbekTa Ha COOTBETCTBUE YCTaHOBIIEHHBLIM
KpuTepusim (agantuposaHo 3 MCO/M3IK 15408-1).

a) cucmemMamu4veckoe oyeHugaHuUe (OUueHusaHUe Kavyecmea) cmerneHu, 8 kKomopol nozudeckull obb-
€Km ¢riocobeH 8bINMOMHAMb yCmaHos8IeHHbIe mpebosaHusl.

[NCO/M3K 14598-1]

2.21 rapaHTuUsa (guarantee): Cm. onpegeneHune «rapaHTuilHoe 0bsisaTenbCcTBO» B 2.36.

2.22 npoaykrt 6e3onacHocTu UT (IT security product): CoBOKyNHOCTb NPOrpamMmMHbIX, IporpamMmMHo-ar-
napaTtHbIX Wunn annapaTHelix cpeacts UT, npegoctasnsiowas onpeaeneHHble OyHKUMOHANbHBIE BO3MOX-
HOCTW 1 NpeAHasHa4YeHHas ans HenocpeACTBEHHOTO NCMOb30BaHWUS UMW BKIIOYEHMUS B pasfiniHbIe CUCTEMBI.

[MCO/M3K 15408-1]

2.23 cTtapus xusHeHHoro uukna (life cycle stage): MNepuoa XU3HEHHOTO LIMKNa OLEEHMBAEMOTO 00bek-
Ta, CBSI3aHHbIA C ero onpeaefieHHbIM COCTOSAHUEM.

a) nepuod 8 ripedeniax XU3HEeHHO20 YUKIa CucmeMbl, OMHOCAUWULCS K COCMOSIHUIO CUCMEMHO20 Oflu-
caHus unu HeriocpedCmeeHHo K camol cucmeme.

[MICO/M3K 15288]

2.24 npepbicTopus (pedigree): HedopmanbHoe npusHaHue TOro, 4To noctaBlmk obecneumBaeT co-
OTBETCTBYIOLLYIO BOCNPOU3BOAMMOCTb OLieHMBaeMbIX 0OBEKTOB, KOTOpPbIe YOOBNETBOPSIOT TpeboBaHNAM 1X
nonUTUKL 6e30MacHOCTU UK hYHKLIMOHUPYIOT B COOTBETCTBUN C 3asBIEHWEM NOCTaBLuKa (NpeabiCTopust sB-
nsieTca hakTopom cpefbl, CBA3aHHbIM C NMOCTaBLLUMKOM WU OLeHUBaeMbIM 0O BbEKTOM).

2.25 npouecc (process): YnopsigoueHHasi COBOKYMHOCTb AENCTBUNA, NCMonb3ytollasi pecypchl Ans npe-
06pa3oBaHNa BXoAHbIX AaHHbIX B BbIXOOHbIE.

2.26 poBepue K npoueccy (process assurance): [loBepue, 0CHOBaHHOe Ha pesynbTaTtax OLeHKU Npo-
Lecca.

2.27 npopaykT (product) — Cm. onpegeneHne TepMyMHa «OLIeHUBaEMbIl 06 bEKTY.



FOCT P 54581—2011/ISO/IEC/TP 15443-1:2005

2.28 cucteMa oueHku (sheme): CoBOKyNHOCTb NpaBui, onpeaensitoWmX YCroBnust cpegbl, Heobxoan-
Mble 719 NPOBeAeHWS OLLeHKU, BKIHoYas KpUTepmuM U MeToaomnoruo.

[ApganTuposaHo 13 MCO/M3K 18045 (Obwas meToaonorms oLeHKu)]

2.29 6e3onacHocTb (security): Bce acnekTbl, cBA3aHHbIE C ornpeaeieHneM, 4OCTMKEHMEM 1 Nogaep-
XaHnem KoHdUAEeHLManbHOCTU, LenoCcTHOCTU, AOCTYMHOCTU, NOAOTYETHOCTU, ayTEHTUYHOCTU 1N JOCTOBEp-
HOCTMW.

MpwumedaHune— CunTalnTcs 3aWMLLEeHHbIMY A0 TEX NOP, NOKa UX NONb30BaTENU MOTYT GbiTb YBePeHHbIMM B MX
JOMKHOM (DYHKLUMOHUPOBAHWMU. 3alWLEHHOCTb NPOAYKTa, CUCTEMBI UMK YCNYrM OBbIMHO paccMaTpuBaeTCsi B KOHTEKCTe
OLEHKM (DaKTUUYECKUX UMN OXKMZAEMBIX YIPO3.

a) crnocobHocms MpoepaMMHO20 rpodykma 3awumume UHgopMayur u 0aHHble mak, Ymobbl Heymnorn-
HOMOUYEHHbIe fTuya unu cucmemsl He Moailu UX cHumams unu moduguyuposams, a yrnosTHOMOYEHHbIE — He
nonyqanu 6sl omkaa 8 docmyrie K HUM.

[MCO/M3K 9126-1]

2.30 oueHka 6esonacHocTU (security assessment): Bepucukaumsi COOTBETCTBUSA 3aLLULLEHHOTO oue-
HUBaemoro obbekTa TpeboBaHMAM cTaHAapTa 6e3onacHOCTH, UCMOSb3YsA COOTBETCTRYIOLWMIA MeToa obecne-
yeHus 6e3onacHOCTU 1 onpedeneHns Aosepus K 6esonacHocTy.

a) nocniedHul amari rpouyecca oUeHKU rnpodykma.

[MCO/M3IK 14598-1]

2.31 anemeHT 6e3onacHocTH (security element): Hegenvmoe TpebosaHue 6esonacHocTy.

2.32 ycnyra (service): CassaHHble ¢ obecnevyeHrem 6e30nNacHOCTU NPOLECC UNK 3agaya, BbINOMHse-
MbIA UM pellaemasi oLeHMBaeMbIM 06 LEKTOM, OpraHn3aL e UM KOHKPeTHLIM NINLIOM.

2.33 npaBoo6Gnapartensb (stakeholder): CTopoHa, MMetoLwasa HekoTopble NpaBa, akuuK, a Takke akTu-
Bbl, NOABEPXXEHHbIE PUCKY MO OTHOLLEHWIO K OLieHNBaeMOMY OGBEKTY UMK UX XapaKTepucTUkam, OTBEYatoLWUM
noTpebHOCTSAM U OXNAaHUSIM 3TON CTOPOHBI.

a) cmopoHa, snaderoiyasi ipasom, dosell Uunu aKmueoM e cUCmMeMe C xapakmepucmukamu, omeeyaio-
wumu nompebHocmMaM U 0XXUOaHUSIM 3moU CIMOPOHBI.

[NCO/MOK 156288]

2.34 cucrteMa (system): Cneundunyeckoe sonnotueHue UT ¢ KOHKPETHBIM Ha3HaYeHNeM 1 YCoBUAMMN
aKcnnyaTauuu.

[MCO/M3K 15408-1]

a) KombuHauusi e3aumodelicmeyroujUX KOMIIOHEHMO8, Op2aHU308aHHbIX 07151 OOCMUXeHUs1 00HOU unu
HECKOITbKUX nocmaeneHHbIx yened.

[NCO/M3K 15288]

MpumevyaHus

1 Cucrema MOXeT paccmaTpyBaTbCs Kak NPOAYKT UMM COBOKYNMHOCTB YCNYr, KOTOpble OHa obecnevumnBaer.

[MCO/M3K 15288]

2 Ha npaktvke uHTEpnpeTaumna JaHHOTO 3a4acTylo YTOYHSETCS C MOMOLLBIO aCCOLMATUBHOIO CyLLEeCTBUTENBHOTO,
Hanpumep, «cucTema camoneTay. B HEKOTOpbIX Cryyasx CnoBo «cUcTeMar» AONyCKaeTcsl 3aMeHsITb, HanpuMep, KOHTEKCT-
HbIM CMHOHMMOM «CamoreT», XOTS 3TO MOXeT BNOCneACTBUM 3aTPyAHUTE BOCNPUSATUE CUCTEMHBIX NPUHLUMMNOB.

[MCO/M3K 15288]

2.35 Xu3HeHHbIN LUKN cuctemsbl (system life cycle): PasButue paccmaTpusaeMon cUCTeMbl BO Bpe-
MEHU OT 3ambicria Ao CrmcaHusl.

[MCO/M3K 15288]

2.36 rapaHTMiAHOe o6A3aTenbCTBO (warranty): Ycnyra (cepsuc) 6e3onacHocTu, cBssaHHaA(bI) ¢ kop-
PEKTUPOBKaMU 1 YIYULLEHUSIMI B YaCTW SKCryaTauum (passepTbiBaHUs, (PyHKLMOHNPOBAHWUA UNM 4OCTaBKN)
oueHnBaemMoro obbekTa, ecrm OHN He COOTBETCTBYIOT ero nonutuke 6esonacHocTu.

2.37 pabouasn npoaykuua (work product): Bce anemeHTbl (TO eCTb AOKYMEHTbI, OTYETHI, (anbl, AaH-
Hble U T. A.), NofyYeHHble B XoAe BbIMonHeHUs moboro npolecca no paspaboTke U NOCTaBKe OLEHNBAaEMOro
obbekTa.

[SSE-CMM (MCO/M3K 21827)]

a) pesyribmam 8bINofTHeHUsI CO80KyrnHocmu delicmeultl, Ucronb3yrowux pecypcki Onisi npecbpasosaHus
8X00HbIX OaHHbIX 8 8bIXOOHbIE.

[MNCO 9001]
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3 O603Ha4YeHMA U COKpaLLeHus

BSI — HeMeLKoe areHTCTBO MHopMaLMoHHON GesonacHocTy;

CASCO — komnTeT NCO no oLeHKe cooTBETCTBUS;

CEM — obwas MeToaonormMs OLEHKN;

CMM — MoJernb 3periocT! BO3MOXKHOCTEN;

CSE — WMHcTuTyT 6esonacHocT KoMMyHUKaLmi (kaHagckas OpraHusaums no 6esonacHoctn UT);

CTCPEC — KaHa[ACK1e KpUTepu1 OLLeHKN HadexXHOro NporpamMmmHoro npofdykra (usgasaemole CSE);

ITSEC — eBpOMnencK1in cTaHaapT oueHKn 6e30MacHOCTU KOMMBIOTEPHBIX CUCTEM;

ITSEM — MeToaonorns oLeHkM 6eszonacHocT NHPOPMaLUOHHBIX TEXHOMOTUIA;

HCD — NPOEeKTUpoBaHNe, OCHOBaHHOE Ha yuacTuM YenoBeka;

NSA — AreHTCTBO HauuoHanbHoin 6esonacHocTu (CLUA);

SE-CMM — MoJernb 3penocTu CUCTEMHOIO MPOEKTUPOBaHNS (MOAENb TEXHOMNOMMYECKON 3pefnocTu ABNs-
eTCcsl TOproBblM 3HakoM yHuBepcuteTa KapHeru MenoHa);

SSAM® — MeTOoAonorns oLeHkn B cooTeeTcTBMU ¢ SSE-CMM,;

SSE-CMM® — lMpoekTupoBaHue cuctem 6esonacHoct — Mogenb 3penoctu npouecca MCO/MIK 21827;

TCSEC — KpUTEPUU OLEHKM JOBEPEHHBIX KOMMbIOTEPHBLIX CUCTEM;

TREP — [0BepeHHasi nporpaMmma oLeHuBaHusi npoaykra (ctaHgapTel TCSEC n CTCPEC);

A3B (AST) — abcTpakTHoe 3aaaHue no 6esonacHocTy;

NCO (ISO) — MexayHapoaHas opraHusauusa no ctaHgapTUsaunu,

UT (IT) — nHdbopMaLMoHHasa TEXHOMOMUS;

36 (ST) — 3agaHue no 6esonacHocTu (onpegeneHo B8 MCO/M3K 15408-1);

MO3K (IEC) — mexayHapoaHasi aneKkTpoTexHu4eckas KoMmuceus;

OO (TOE) — o6beKkT oueHkn (TepMuH, cneuudunyHbii ans MCO/MOK 15408 u onpeaeneHHbln B
MNCO/M3K 15408-1);

Mn3 (PP) — npodunb 3awmThl (onpegenero 8 UCO/MIK 15408-1);

CTC (SCT) — cTporoe TecTMpoBaHue Ha cooTBeTCTBUNE (TpeboBaHnAM 6e3onacHoCcT).

4 OO6LWune NoHATUA

Hactosiwnin pasgen cogepxut obLume noHsATUs obecneyeHns 4oBepus 1 NnpegHasHadveH ans onpegene-
HUSA NPUMEHUMOCTM 3TUX MOHATUIA K 06ecnedeHno aoBepust k 6esonacHocT UT B Lenom. NpuBeaeHHbIe B Ha-
cTosIeM pasfefie NMOHATUA UCNOMb3YTCH B LUMPOKOM CMbICME, a He OTHOCATCS HenocpeAcTBeHHO K
ob6ecnedeHmnto BesonacHocTn UT nnu oueHKe COOTBETCTBUS.

4.1 HeoGxoaumocTb AoBepusA

Cnctembl UT BcrieacTeme ownbok 1 ysisBUMOCTEN NoaBepkeHbl c6osiM 1 HapylueHusiM B obecneyeHnm
6e3onacHOCTN. OTW OLIMBKN 1 YA3BUMOCTM MOTYT ObITb CNIEACTBMEM HACTOrO U3MEHEHUS! TEXHOMOTUIA, OLUMBOK
onepaTtopa, HeyaOoBMETBOPUTENbHBIX TEXHUYECKNX TpeboBaHWA U opraHM3aLMmM NpoLeccoB pa3paboTku unm
pesynbTaToM HegdooleHkn yrpos. Kpome Toro, nposoaaTcs Mogndmkaumm cuctem, NosiBRsoTCA HOBbIe Ae-
chekThbl 1 aTaku Ha CUCTEMBI, CMOCODCTBYIOLINE YBEMUYEHUIO Yicna Ysi3BUMOCTeN, cb6oeB U HapyLleHWiA obec-
neyveHus 6e30NacHOCTUN B TeYeHME BCEro XXM3HEHHOro umkna cuctemsl UT.

O6bIuHO 6e30WMBOUHOE M YCTONUMBOE PYHKLMOHMPOBaHWe cucTembl AT B pamkax npuemrieMbix orpa-
HUYEHWIA MO CTOMMOCTU U BPEMEHUN HEBO3MOXXHO OCYLLECTBUTL B TEYEHNE BCETO €€ XXU3HEHHOro LiMKNa Bcnea-
cTBMe owuboK unM HegocMoTpa onepaTopa, OTkasa Kakoro-nubo KomnoHeHTa o6opyaoBaHUs wnv
HecoBepLUeHCTBa MexaHn3MoB obecnedeHmst 6e30MacHOCTU. B gaHHOM cnTyauum novT HEBO3MOXKHO rapaH-
TUpoBaTb 6€30WMBOUHOCTL, YCTONIMBOCTL U 6€30NacHOCTb (hyHKLMOHMPOBaHNUSA cuctembl UT.

B cOOTBETCTBUN C BbILLEN3NOXKEHHBIM O4YE€BUAHO, YTO OLUMGKM, YA3BUMOCTM 1 PUCKM, NO-BMANUMOMY, Oy-
OyT Bceraa CyLecTBOBaTb U N3MEHSATLCS Ha BCEX CTaAUAX KN3HEHHOTO LiMKNa oueHMBaemoro obbekra. Cne-
[oBaTenbHO, OWNBKaMK, yAI3BUMOCTSIMIA U pUCKaMy Hago yNpasnsaTh B Npeaenax 4onyCcTUMbIX NapameTpoB B
TeYeHNe XXM3HEHHOro LMKkNa oLeHnBaeMoro obbekTa, MHave AoBepue K HeMy ByaeT M3MeHsaTbes. 3agavamm
Mpy NPOEKTUPOBaHWUN 1 yNpaeneHun 6esonacHocTbio UT siBnstoTcs obecneveHne MeHemkMeHTa puckoB 6e30-
NacHOCTN MOCPeACTBOM ocnabneHns ysa3BMMOCTEN U Yrpos, UCMOMb3ys TEXHUYECKNe U OpraHu3aLMoOHHbIE
Mepbl 6e30MacHOCTU C Lienbio obecrneveHnst [OCTaTOUMHO NPUEMIIEMOro YPOBHS AoBepus K 6e30nacHoCTU oLe-
HuBaemoro obbekTa. JononHuTensHon 3agadei ynpasneHusa 6esonacHoctelo UT saBNsieTcs ycTaHOBNEHWE
npuemMnemoro ypoBHs AoBepus obecrneyeHnst MeHedXXMeHTa pucka. Takum o6pasoM, NparoobnagaTenu, cas-

5
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3aHHble ¢ cuctemoit UT, nonyyat 060CHOBaHHYH YBEPEHHOCTL B TOM, YTO OLEHUBaEMbIn 06bekT byaeT yHk-
LMOHUPOBaTL B COOTBETCTBUWN C HAMEYEHHBLIM U YTBEPXKAEHHBLIM MAAaHOM, C NpUeMneMbiM PUCKOM U B pamkax
6ropxeTa. C TOUKM 3peHus 6e30MacHOCTU 3TO O3HaYaeT YBePEeHHOCTb B OCYLLECTBNEHUN OLeHNBaeMbIM 00b-
€KTOM NpUHATON NonNnTUKK GesonacHocTy.

4.2 OTnuune noBepuUs OT YBEpPEHHOCTU

CnegyeT OTMETUTb, YTO «OOBEPUE» U «YBEPEHHOCTbY He ABMSATCA MOEHTUYHBIMU U B3aUMO3aMeHsle-
MbIMU. OYeHb YacTo M3-3a MX TECHOW B3aMMOCBSI3W MOHSATUS UCMOMb3YHOTCA HemnpaBuibHO. BaxHo, 4Tobbl
Nonb3oBaTeNb NOHUMAN pasnuyne Mexay 3TUMM MOHATUSMU. YBEPEHHOCTL C TOUKN 3pEHNA OTAEMbHOro nuua
cBA3aHa ¢ yoexaeHueM, 4To oH obragaeT AoBepMeEM K OLieHNBaeMOMY OGbEKTY, TOr4a Kak 4OBepre CBA3aHO ¢
[oKasaHHOM crnocobHOCTLI0 AaHHOro 06bekTa obecneunBaTth BbiNoHeHWe Lenn 6esonacHocTn. Takum obpa-
30M, YBEPEHHOCTb He ABMSAETCA HECOMHEHHBIM (hakToM, a BblpaXXeHNeM yoexaeHHOCTH, NonyYeHHon Yepes
OLleHKy gosepus.

LoBepue onpegensieTcsi cBUAETENILCTBOM, MOMyYeHHbIM B pesynbTaTe oueHkn obbekta. Cuge-
TeNnbLCTBO, 06bIYHO BKIloYatoLwwee B cebs apryMeHT JoBepusl, AOKYMEHTaLMIo U Apyrie CooTBETCTBYIOWME pa-
6o4Me MaTepuarnbl, CYXUT OCHOBaHWEM ANSA YTBEPXAEHWUA OOBEpPUsi, KOTOPOE OCHOBAHO Ha pesynbTaTax
[eNCTBUIA, CBA3AHHLIX C MPOEKTUPOBaHUEM U OLieHKoM 6e30MnacHoCTH.

YBEPEHHOCTb ABMSIETCA NPeaMETOM BOCMPUATUS OTAeNbHbLIM NMLOM cneLlududeckux Tpebosarmil 6eso-
MacHoOCTW U MHopMaLIMK, NoNyYeHHON B pedyrbTaTe OLEHKU, O TOM, YTO OLeHUBaeMblid 06bekT 6yaeT hyHK-
LMOHNPOBaTbL B COOTBETCTBUM C YCTaHOBMIEHHBEIMU TpeBGoBaHUAMU. YBEPEHHOCTb nogpasyMeBaeT 3HaHue
KpuTepunes, MeToda, cucTeMbl obecneveHns 4oBepust 1 NCNONb3ayeMblX NpoLleayp oueHkn. Bonee Toro, peny-
TaLusi OLEHLLMKOB 1 ONepaTopoB sIBMSAETCS BaXHbIM (hakTopoM hopMUpOBaHUSA YBEPEHHOCTH B OLLEHUBAaeMOM
06beKTe, MOCKOIbKY UX KBanMduUkaums U onbIT MOryT 6biTb BOCTpeboBaHbl. B pesynbTate MHAMBUOYANBHOMO
BOCNpUATAA y npaBoobnagateneit MoryT BOSHUKHYTb pasnuyHble CTeMNeHW YyBEepeHHOCTU B pesynbTaTte Uc-
nonb30BaHUsl COOTBETCTBYOLLEro MeTofa obecrneveHnst LOBEpUs Kak 0TAerbHbIM NTMLOM, Tak U opraHusauumei
B LLeSIoM.

4.3 Yto Takoe «OLUeHNBaeMbIl O6BEKT»

TpaavurMoHHO TEPMUH «0BEpHe» accoLumMpoBarncs TonbKo ¢ NpoaykTamu u cuctemamu UT, coctoawn-
MW U3 annapaTHbIX CpeacTB 1 NporpaMMHoro o6ecneverus (MO), u paccMaTpuBarncs kak oBepue K NpoayKTy
nnu cucteme. Tenepb obLLENPU3HAHO, YTO AN PaccMOTPpeHust boree LMPOKOro Ananas3oHa PUCKOB CYLLECTBY-
eT noTpebHOCTL B AOBEPUM K APYTM 0B beKTaM, Takum kak ycrnyra obecneveHust 6e3onacHoCTu, npoLecc, nep-
coHan, opraHusauus U apyrne daktopbl BHelWHeln cpedbl, Bnusiowme Ha besonacHocTb. C yyeToM aToro
HOBOro hakTopa 1 UCMoNb3yeTcA TePMUH «OLeHUBaeMblil 0BBbeKT» ANs CCbifKA Ha 06bekT oueHkn besonac-
HOCTW.

MoHsTne «oueHnBaeMbIl 06beKT» (Aanee — 0BBLEKT) B LUIMPOKOM CMEICTIE OXBaTbIBaeT anieMeHTh 6e30-
nacHOCTU, NepeynUcneHHbIe B AOroBope U 06a3aTtenbHble AN BhIMOMHEHUS! UMW NPeAoCcTaBNeHUs KIMeHTY (Ha-
npumep, ycnyru) B 3aBUCMMOCTU OT OBCTOATENLCTB W YCMoBuA. B nyHKTHI goroBopa MOryT BKITHOYAaTbCA
npoaykTel 6esonacHocTu UT, yenyru u niobble apyrue MatepuanbHble U HemaTepuanbHble 3neMeHThl 6e3o-
nacHocTu, npoAasaeMble (MPou3BeAeHHbIe NOWTYYHO AN B MaccOBOM MOpPsiAKe), cAaBaeMble B apeHay unm
ncnonb3yemble Ans obydyeHus. Bonee Toro, ykaszaHHble COCTaBNSAIOLWME AOrOBOPa NoApasymMeBatoT Noboi
06bekT, NpeacTaBNeHHbIN ycnyroi, ycnosHo-6ecnnatHbim MO, cBo6oaHO pacnpocTpaHsaembim MO, obpas-
uaMmu Unn Apyrumu cpeactBaMu U NOCTaBMASEMbIA NMPSAMO UMW onocpefoBaHHO (rapaHTuiiHoe obsiza-
TeNbCTBO, MOPYYUTENbCTBO, NMPEeALICTOPUA U T. A4.) WAW NpeanaraeMbld NOCTaBLUMKOM ANsl MOCTaBKU
(NpeabIcTOpKA, rapaHTUHOE 06A3aTEeNLCTBO U T. A.). O6BLeKTH UMENT nsmepsieMble aTpubyTbl 6esonacHoc-
T, KOTOpblE MOXHO BepuduLMpoBaTb Ha NpeaMeT UX COOTBETCTBUA nonutuke 6esonacHocTu. Hanpumep,
0BBEKT MOXET CChINATLCA Ha YCMyry NO OLEHKEe PUCKOB U Yrpos, OcyLWecTBNAEMYo Kakoi-nnbo opraHusaum-
e, nn Ha cepTudUKaLnio NepcoHana, KOMNETEHTHOTO B BLINOMHEHUU OLEHOK C NMOMOLLbIO KpUTepues
NCO/M3K 15408. MNepcoHan, NpeaocTasAAOWMIA yCnyry unu BeinofHALWMIA 3agady no obecneyeHuo Ge-
30MacHOCTU, Takke cuuTaeTcs o6bekToM. Hanpumep, nuua, o6yvaemMble No cneLmanbHOCTM OLEHLMKA, 3a-
KMovatoT KOHTPaKT ¢ oby4yatoLlei opraHusaLmnen u oLeHUBalTCA Mo UX CNOCOBHOCTM BOCNIPUHUMATDL 3HAHUSA
1 BBINOMHATL KOHKPeTHbIe AeicTBUs. KoHeynbTaHTel B 06nactn 6e3onacHoCcTU, NpeqocTaBnsiiowme ycnyry
WU BeINOMHSIIOWME 3agady, Takke paboTatoT No KOHTPaKTY.

HekoTopble 06bekThbl He Bcerga siBMSTCA OTAENLHBIMU 3NIeMeHTaMn, XoTa obecneumBaloT pasfnMyHble
cTerneHu AoBepus k opraHam obecrneyeHns 4oBepus, U, crieJoBaTerlbHo, AOIKHbI NoABepraTbes oLeHke 6e3o-
MacHOCTU Mo vacTsaMm. Hanpumep, rapaHTUinHbIE 06a3aTeNbCTBa 1 MOPYYNTENLCTBA ABMSOTCA cneunduyHbIMU
ycnyramu, npeaocTaBnsaeMbiMy MOCTaBLUMKOM OTAENbHO UK B Ka4ecTBe AONOMHUTENbHON OyHKLUN, Un No-
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CTaBMsAeMoN B KOMNIeKkTe ¢ 06bekToM. YCnyri no npefocTaBneHuo rapaHTuitHoro o6ssatenscTea crnoco-
BCTBYIOT KOPPEKTUPOBAHMWIO UM CHIKEHWIO TpeBoBaHWiA K hyHKLUMOHMpOoBaHUo oGbekTa (BBOA B AeiCTBue,
pyHKLMOHUPOBaHNE NN JOCTaBKa), eCny OH He COOTBETCTBYET TpeboBaHUAM ero nonuTuke 6e3onacHoCTU.
MpeabicTopus sBNAeTCsl (GakTOPOM BIMSAHUSI BHELWHEW cpefbl, CBA3aHHLIM C MOCTaBLUMKOM UM 0BBLEKTOM.
JTOT hakTop, HECMOTPS Ha Ero HEKOTOPYIO PACMIBIBYATOCTb, HEMb3sA UTHOPUPOBATL U3-3a NPeabICTOPUM cre-
umcpnyeckoro yHKLMOHMPOBaHNA OGbeKkTa, Hanpumep, HEemnpepbIBHOMO MM LMKIUYECKOro ¢ TeM, YToGbl
COOTBETCTBOBATL MONUTMKE 6e30MacHOCTM UK YTBEPXKAEHNAM NocTaBLyMKa.

[MpwnwmeyaHwue— [JaHHoe onpegeneHue o6bekTa NogobHO onpeaerneHnto NOHSTUSA «OOBEKT OLEHKU», NpuBe-
AenHomy B WCO/M3K 15408-1, 3a ucknoveHuem Toro, 4To 00beKT umeeT bonee LUMpokoe NpuMeHeHue.

4.4 NpaBoo6napaTenu

B cocTaB oLeHBaeMoro obbekTa MOryT BXOAWTb NOABEPXKEHHbIE PUCKY akTUBbI, PUHaANeXalme pasnuy-
HbIM Npasoobnagatensm. CnegosatensHo, Ans npasoobnagatenei moxeT notTpeboBaTbca onpeaeneHne npu-
emnemoro metofa obecrneyeHns 4OBEPUS N YPOBHA A0Bepus. HekoTopble U3 3TX CTOPOH YKasaHbl HUXKe:

a) opraHbl No cTaHgapTU3aLmu;

b) HauuoHanbHble, MexayHapoaHble 3aKOoHbl 1 MONOXKEHUS;

C) cneuuvanbHble opraH1u3auny (Takue Kak NpaBuUTENbCTBO UM BaHKOBCKME opraHn3aLnm);

d) nonHoMoYHble NoapasgeneHns BHYTPU opraHnsauunm;

e) Bragenblbl NOAUTKK (NOAUTUK Be3onacHOCTW, NOUTAK B OTHOLLEHUW MepcoHarna, 3akynok, Mapke-
TUHra, ceptTudukaumnm n 1. 4a.);

f) BMagenbubl CUCTEMDI;

g) opraHbl aTTecTaun cucTemsl;

h) KoHe4Hble nonb3oBaTenu;

i) obLecTBEeHHOCTb.

4.5 Tpe6oBaHusa posepus

Wcxoas 3 6esonacHocTn UT, npuemMnemoe (agekBaTHoe) AoBepUue o3HavaeT yaoBNEeTBOpeHUe cneuu-
anbHbIX 3apaHee onpefeneHHbIX TPeGoBaHWA NMOCPEeACTBOM BLINOMHEHUS COOTBETCTBYOWMX npoueayp 1
JAencTauli no obecnedeHno 4OBEPUS, TO €CTb B COOTBETCTBUM C BEIOPaHHLIM MeToA0M obecneyeHna aoBepus.
TpeboBaHusa JOBEPUA ONpeaenalTcs ncxoasa U3 TpebosaHuin 6e3onacHOCTU U Apyrnx hakTopos.

TpeboBaHus gosepus kK 6e3onacHOCTN onpeaensiloTca aHann3om TpebosaHuil 6ezonacHoCTU Ans 06b-
ekTa, akTopoB BAMSAHUA, TpeboBaHUii GesonacHoCTU (MONUTKK), passuTus GusHeca 1 LeneBoi cpeabl 06 bek-
Ta. PakTopamun BIUAHUA ABNAOTCA Nobble coobpadkeHus, noanexalme U3y4eHuto, NOCKONbKY OHWU MOryT
oka3saTb BO3AeNCTBUE Ha chopMupoBaHUue TpeboBaHUA AoBepus K 06bekTy. BnusHue moxeT BktoyaTh B cebst
nobyto NpeabICTOPUIO U Aaxe BbITe NPpeACTaBNeHO HeMaTepuarnbHO, HaNpPUMep, NONMUTUKON, KyNbTYPOK, MecT-
HBIMU 3aKOHamMK U 065a3aTenbHBIMU (NpeanucaHHbIMKU) TpeboBaHuaMU. OueHka pucka NPOBOAUTCS C LiENbio
TWAaTeNbHOro U3y4eHUs KOHUAEHUNANLHOCTU akTUBa, YsI3BUMOCTEN U Yrpo3, a Takke ANs onpeaeneHust
OCTaTOMHOro pUcka U pekomMeHaauuin Mo UCMoNbL30BaHUIO CYLLECTBYIOWMX U Npeanonaraembix mep 6esonac-
HocTU. PeanuaoBaHHble pekoMeHAauun BKMOYAoTCA B nepBuUdHble TpebGoBaHusa GesonacHoCcTU Ans nepe-
cMoTpa TpeboBaHuit gosepusa k 6esonacHoCTU.

O6wue pekoMeHAaUMM NO yrpasneHuto 6e30nacHOCTLI0 1 NPOBEeAEHUI0 aHanM3a pucka MOXHO HaiTK B
MCO/M3K TO 13335 n UICO/MOIK 17799. UCO/M3K 15408 coaepxuT uHcopmaumio o (pyHKLUOHAmbHBIX Tpe-
60oBaHuAX 6e3onacHocTU U TpeboBaHUsX AoBepus kK 6e3onacHOCTU NPoAYKTOB U cucTeM UT, xapakTepHbIX Ans
TpaauUMoHHBIX oueHok BesonacHocT UT. TpebosaHua AoBepUA YHUKaNbHBI AN KaXKA0W cpeabl BCneacTBune
Hanuuua MHoXecTBa TpebGoBaHuUiA, NpeabsaBNsieMblX K 6usHecy U 6e3onacHoCTU kaxkaoh cpeabl. Cnenosa-
TeNbHO, OANH U TOT e 0OBEKT MOXKET He COOTBETCTBOBATL APYrUM cpedam 6e3 ero moandukaLmm, NOCKOmNbKY
B 3TOM cny4ae o6bl4HO TpebyeTca yaoBneTsopeHue apyrux TpeboBaHuin gosepus.

4.6 MpuMeHUMOCTL MeTOAOB 0GecneyeHUs aoeepusa kK 6e3onacHOCTU MHGPOPMALMOHHbIX
TeXHONOorun

B HacTosweM nogpazaene 6onee nogpobHO packpbiBaeTca onpeaerieHne TepMuHa «4oBepue», npuse-
OeHHoe B cTaTbe 2.4. B HacTosileM noapasaene paccmaTpuBaloTCa pasfiuyHble acnekTbl JOBepUsl ¢ Lerbio
AEMOHCTPaLMN BO3MOXHBIX NyTe NPUMEHEHUS1 3TUX acNekTOB NPUMEHNTENBLHO K obecneyeHuto besonacHoc-
™ UT.

M3 onpeneneHus TepMuHa «4oBepue», O4EBUAHO, YTO UMEHHO BbIMNOMHEHWE COOTBETCTBYIOLMNX Aelt-
cTBUIA no obecneveHuo AoBepusi obecneynBaeT YyBEPEHHOCTL 3aUHTEPECOBaHHOIO N1La B TOM, YTO 0ObeKT
COOTBETCTBYET TpeboBaHUAM Ge30nacHOCTU. YBEPEHHOCTb NpuobpeTaeTcs Npu aHanuse cBMaeTenbCTBa Ao-
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Bepus, NofyyYeHHOro Npy NomMoLLM NpoLieayp oLeHKM B npolecce paspaboTku, BBoAa B AENCTBUE U (PYHKLMO-
HUPOBaHNs 0bbekTa, a Takke onblTa, NOMYYEeHHOro NPy hakTUYeckoM ero ncnonbaosaHun. MNpu onpeageneHnn
JoBepusa Kk 6esonacHoCcTW nonesHa nobas AesaTenbHOCTb, KOTopas MOXET CHU3UTb HeonpeaeneHHOCTb no-
cpecTBOM NpeAcTaBneHus cBUAeTeNbCTRA, NOATBEPKAAOLWEro NpaBuribHOCTb, 3¢pEKTUBHOCTL U Ka4eCTBO
KOMMOHeHTOB 0bbekTa. [pusHaBas, YTo HeKOTOpPbIE BUAbI CBMAETENLCTB Boree ueTko, Yem apyrue, bopmynu-
pYyOT YTBEPXKAEHNSI, OCHOBHOW 3aaa4eit ABnsieTca opMUpoBaHMe MHOrOCTOPOHHEro aprymeHTa oBepus, Ko-
TOopbIN popmynupyeT BUA U CTEMeHb OOBEpUsi, MOorlydeHHble € MOMOLULI  OnpeaeneHHbIX MeToaoB
obecneyeHuns gosepus. CyluecTByeT MHOTO MeTOA0B obecrneveHunst A0BEpUsi, HO Nb HEBOMNbLLIOE UX YUCHTO
cBsizaHo ¢ besonacHocTbio UT. OgHako He cBasaHHble ¢ 6esonacHocTeio T meToabl Takke MOryT cogepxaTb
onpefeneHHble XapaKkTepuUCTUKN, cBA3aHHble ¢ obecneveHnem gosepus k 6esonacHoctu UT. BeneacTeue Ha-
nnm4unsa HebonbLOro Yncna mMeTodoB obecrneveHnss 4OBePUsl, OTHOCALMXCA K 6e30MacHOCTN, BaXHO yMeTb
onpeaennTb UX 3HAa4YMMOCTb, MOCKOMbLKY B 06nacTv UT ncnonbaytoT MHOTUE He cBsi3aHHble ¢ 6e30nacHOCTbLIO
WUT meToasl. CBMAeTeNbCTBa AOBEPUS YACTO NpeacTaBieHbl AoOKyMeHTauuen, paspaboTtaHHon B xoae obbiy-
HOW AesaTenbHOCTU No npoekTuposaHuio UT. Bornbluoe 3HavyeHne MMEeET Bee, YTO MOXKET UCNOoNb3oBaTbes Ans
co3faHunA aprymeHTa gosepus U, TakuMm oBpasoMm, CHWkKaTb HeonpedeneHHOCTb (PUCK), CBA3aHHYIO(bIN) C
onpegeneHHbIM 0BbeKTOM.

B gaHHOM cnyvae OCHOBHOW naeein ABNSeTCS BbiBrieHne MeToAoB obecneyeHns AOBEpUsA, He cBA3aH-
HeIX ¢ 6e3onacHocTbio T, M HeaonyCcTUMOCTb HEAOOLLEHKMA 3HAYMMOCT METOA0B, CBSI3aHHbIX ¢ Be3onacHoc-
Toto UT. HecomHeHHo, Gonee npednouTuTeNbHbI METOAbl, CBsidaHHble ¢ OesonacHocTbio UT, opHako
HEeKOTOpPYHo CTerneHb A4oBepus K 5e30MacHOCT MOXHO MOSTYYUTb U3 MHOTUX MCTOYHUKOB, U €€ He crieayeT UrHo-
pPUPOBaTb, MOCKOIIbKY OHO HE SIBMSIETCS pesynbTaTom NpuMeHeHust NpusHaHHOro MeTtoaa obecneveHns AoBe-
pusi K OesonacHocTn. Mcxoass u3 BblLECKa3aHHOMO, OYEHb BaXKHO OnpeaernvTb UCTOMHWK NOonyyYeHust
CBMAeTenbLCTBa U ydMThIBaTh €ro npu paspaboTtke aprymeHTa gosepus. Bonee Toro, Heo6xoAMMO 3HaTb Tpe-
60oBaHNs 6GesonacHoCcTX K TpeboBaHMA JOBepUst U MOHUMaTb BaXXHOCTb CBUAETENbCTBA U er0 UCTOYHUKA Ans
yAOBMEeTBOPEHWs MM Heobxoaumbix noTpebHocTel obecneveHust 6esonacHoCTU.

Hanpumep, NCO 9000 sBnseTcss 4OKYMEHTOM Mo obecneveHnio A0BepUst K Ka4ecTBY NPOAYKLWW, U3Ha-
YyanbHo paspaboTaHHBIM ANsl OpraHM3aL/Mu NPoU3BOACTBA, OAHAKO OH TaKKe COAEPXKUT XapakTepUCTUKM oBe-
pus K npoueccy, npuemnemble ana MO W, Takum obpasom, AnNA NPOrpaMMHbIX NPOAYKTOB M CUCTEM
obecneyeHus 6esonacHocTn UT. Hanpotue, SSE-CMM (MCO/M3K 21827) asnaeTca MeToaom obecneveHus
AoBepusa K 6e30nacHOCTU, XOTS U He TpaauUMOoHHBIM. [laHHbI MeToa o6ecneunBaeT cBUAETENLCTBO 40BEepUst
NMoCpPeacTBOM OLEHKA MpPOLIeCCOB MPOeKTUPOoBaHUA 6e30MacHOCTN B OpraHvM3auun, a He OLEHKW Hemnoc-
PEeACTBEHHO camMnx O6HEKTOB.

HekoTopble MeToabl obecneveHUa AoBepua cneunansHo choKyCUpoBaHbl Ha onpeaeneHn cornaco-
BaHHOrO 1 NOHOro Habopa xapakTepucTuk 6e30nNacHOCTU, KOTOPbIE HACcTO CBA3AHbI CO CTaHA4apTHBIMU CLeHa-
pUAMIK Yrpo3 UMM C XOPOLLMMM NpakTukamn obecneveHns 6esonacHocT. PasnuyHble metoabl obecneveHus
JoBepust MOryT MMeTb 0BLLME KOMMOHEHTLI UMW acnekTbl A0BEpUs.

Bce 311 hakTopbl BAUAIOT Ha 06LLyto CTPYKTYpY obecneyeHns 4oBepus U, B 4aCTHOCTU, Ha onpeaeneHne
MeTpuK. [laHHble haKTopbl AOKHBI YYUTBIBATLCA NPY COOTHECEHUN PasnuYHbBIX MeTogoB obecneveHnsa aose-
pus.

4.7 Cucrtembl o6ecnevyeHust foBepuUn

Cneuundnyeckuin metog obecnedeHns oBepust, KOTOPbIA MOXHO peanu3oBaThb Tak, 4Tobbl npuaaTtb 0co-
60e 3HauYeHWe KOHTEKCTY, U B paMKax KOTOPOro OCyLUecTBMsSieTCsl AaHHbIA MeTod, HasbiBaeTca «CUCTEMOW
oueHKu goepust» . ObLLenpusHaHHbIe CUCTEMbI OLeHKW A0BEPUSA U OLIEHLLMKN MOryT obecnevunTs 6onee BbICO-
Kylo cTemneHb AOBEepUs, YeM MOSyYeHHY NOCPeACTBOM UCMONb30OBaHUsSi COOTBETCTBYHOLWEro MeToaa obecne-
yeHusi goepust. MNoaobHasi cucteMa oueHKM AoBEepUsl MOXKET Taloke NpeAoCcTaBATb OCHOBY AN NPU3HaHUS
pe3ynbTaToB UK CyXXAeHWI , MoNyYeHHbIX NpUMeHeHeM MeToaa obecneyeHust gosepus ansa 6onee WUpokon
ayauTopuu.

4.8 KonuuecTBeHHOe onpegeneHne pucka A4oBepUs U YCTOMYMBOCTU MeXaHU3Ma obecneyeHus

6e3onacHoOCTU

[oBepue He obecneunBaeT NpeaocTaBneHe oo bEKTY KakMx-NMMbo AoNONHUTENbHBLIX Mep 6e3onacHOCTU
wnu yenyr. MoaTtomy uHoraa nepcoHany, He cBszaHHOMY ¢ 6e30MacHOCTbIO, TPYAHO 0CO3HaTL NPEUMYLLIECTBa,
KOTOpble OH Mofy4aeT OT BIIOXKEHUA pecypcoB B obecneuyeHve gosepusi. Hanpumep, B OTHOLWWEHUU Kako-
ro-nubo npoaykra 6esonacHoctn UT yTBEpXAanocs, 4to goBepue crnocobCcTBYeT YyCTOWYMBOCTN MeXaHu3ma
obecneyeHnsa besonacHOCTU, ogHako dhakTuyeckn gosepue crnocobcTByeT NpUoBpeTeHUo YBEPEHHOCTU B
YCTOWYMBOCTUN 3TOr0 MeXaHu3ma nyTeM CHUKEHUS HeonpeaeneHHoCTU (M pucka) B OTHOLIEHUN BO3HUKHOBE-
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HWS Yrpos3bl, MPUBOASILLER K HapyLleHWo 6esonacHocTU. Hanpumep, olwmbouHo cuuTaeTcs, YTo AByxdakrop-
Has ayTeHTUdKaums BbI3biBaeT Gonblue JOBEPUsl, YEM MPOCTON MeXaHW3M NMPUMEHEHUs Napons, XoTs B
peanbHOCTA 3TO MPOCTO MexaHU3m Bornee cTporoi ayTeHTuukaumn. [isyxdakropHas ayTeHTUudnkauus aens-
eTcs MexaHu3mMom Gonee CTPOrom ayTeHTUUKaLMK, Tak kak oHa BepuduumpyeT Asa aTpubyTa nonb3oBaTens
MO CPaBHEHWIO C O4HUM aTpMBYTOM B Criydae NpUMeHeH1st MexaHnsMa ¢ npumeHeHnem napons. Cama no cebe
Takaa ayTeHTUdUKaumsa He obecnednBaeT 4OBepusi, MOCKOMbKY Npu paspaboTke MexaHusma obecneyeHust
6e30MacHOCTN MMEHHO AelcTBMA No oBGecneyeHnio 4oBepust cnocoBCTBYIOT CO3aHuio OOBEpUst K 3TOMY
MexaHu3my.

CnepyeT noHWmaTb, YTO AOBEpUEe aBTOMaTUYECKM He nodpasymeBaeT [ocTaTovHyo 6e3onacHocTb, a
TONbKO COOTBETCTBUE ee Lensam (nonuTuke 6esonacHocTn). JpyruMmu crnosamu, Aosepue obecneumBaeT yBe-
PEeHHOCTb B BbINOMHEHUM 0OBLEKTOM 3a4aHHbIX Lenein 6esonacHocTu 6e3 NpoBepKU TOTo, YYUTHLIBAIOT 1 3TU
Lienn KOHKpeTHble pucky 1 yrposbl. Hanpumep, xots npoaykty UT MOXHO 40BepsAiTb B 4acTu ero COOTBETCTBUS
Lensam 6e3onacHOCTU, HO OT XapakTepa 3TuX Lenen 3aBucut 6esonacHoe noseaeHue npogykra. Hanpotus,
MPOAYKT C HU3KOW CTeneHblo JoBepusi, HO ¢ 6oree COOTBETCTBYIOLLMMMU LienisiMy 6e30MacHOCTU, MOXeT BbITb
hakTn4eckm 6onee GezonacHebIM.

4.9 [loBepue CHUXaeT pUck 6e3onacHOCTU

[osepre cnocoBCTBYET CHUKEHWIO PUCKA, MOCKOMLKY YMEHbLIAeT HeOornpeaeneHHoCTb, CBA3aHHY ¢
YAI3BUMOCTAMU 06beKTa, TakuM 06pasoM yMeHbLLas ero NoTeHUMarnbHyo YA3BUMOCTb M MPUBOASA K CHUKEHWIO
obLuero pucka, cesasaHHoro ¢ o6bekToM. B npedelayllemM nogpasaene ykasaHo, U4To JoBepue He obecrnednsa-
eT Kakux-nn6o AoNnonHUTeNbHLIX Mep 6e30MacHoCTM 4MA NPOTUBOCTOAHUA PUCKaM, CBSI3aHHBLIM ¢ 6e3onacHoc-
Tbio. CKopee AeATenNbHOCTLIO MO Co3AaHNI AoBepUs AenaeTcs NonbiTka AoKasaTk COOTBETCTBME 0ObekTa ero
uensim 6esonacHocTu. CooTBeTCTBUE 06bekTa ero LiensmM 6esonacHocTu noapasymesaeT NnpeabasneHne cBu-
AeTenbcTea 06 o6ecrneyeHn COOTBETCTBYIOLEro 4oBepus n 06ocHoBaHUA Asls obecneveHnsl yBepeHHOCTM B
TOM, UTO BHeAPEeHHble Mepbl 6e30MacHOCTM CHUSAT OXMAaeMblil PUCK.

4.10 Konu4yecTBeHHOe onpeneneHue anosepus

I'IpﬂMoe onpegeneHne Unu oUueHKy Bkrnaga obecneveHus aosepuna nnu ero NoBbllWeHUA B Npouecc aes-
TEeNbHOCTU OpraHn3aunmn OCyLLEeCTBUTb HEMPOCTO. TeM He MeHee NoBblLLIeHUe AoBepud K Kakon-nnbo Mepe 6e-
30MacCHOCTU CHMXaeT HeonpedefleHHOCTb, CBA3aHHYH0 C KOHKPEeTHbIM PUCKOM, B YAaCTHOCTU, C 3NieMeHTaMun
pUcka, OTHOCALLUMUNCA K YASBUMOCTAM, NO OTHOLLUEHWIO K KOTOPbLIM BHEAPEeHa AaHHaA Mepa 6e3onacHocTu. Ta-
Knm 06pasoM, B 3TOM Cllydae 3Ha4YMMoCTb 40Bepna MOXXHO BbIBECTU N3 CTeNeHU CHWWKeHUA HeonpeaeneHHoC-
TWU, CBSI3aHHOW C pPUCKOM. YCTaHOBMEHWEe CBsA3M [JOBepusi C HeonpeaeneHHOCTbIo pucka wunu ero
CocCTaBndawwMmMm sneMeHTaMmun ynpowaeT nsmepeHune cteneHn oBepnd, NOCKONbKy HeonpeaeneHHoCTb BO3-
HUKHOBEHUS1 pUCKa KONMMYECTBEHHO onpedenqTb Nerdye, 4Yem camo gosepue. MsmepeHue cteneHu gosepust
MOXXHO NPOBECTU KOCBEHHO, U3BMepeHNeM BePOATHOCTU BOSHUKHOBEHUNA PUCKaA U nocne,qyrou.leﬁ ero Koppektun-
POBKWU, TaK KaK 3Ta BepPOATHOCTb OGpaTHO nponopunoHanbHa AOBEPULO.

4.11 OpraH o6ecnevyeHns posepust

OpraHom obecneyeHnss oBEPUS ABMSIETCA NULO (UK OpraHnsaunst), OTBETCTBEHHOE 3a NPUHATUE pe-
LWEHWIA, UMEIOLLMX OTHOLLEHNE K OOBEKTY Ha KOHKPETHOW CTaauMmn ero XusHeHHoro uukna. MNpy Hanuumm He-
CKOMbKNX CTaAWUN XU3HEHHOTO LIMKMA M HECKOMbKUX NpaBoobnagaTteneil CylwlecTBYOT pasfiuyHble OpraHbl
obecneyeHns1 OBepUs, KaXabl CO CBOMMM NpaBamu 1 obsizaHHocTAMU. Hanpumep, Ha ctagun pa3paboTki
opraHom obecneyeHust 4OBepUst MOXET ObiTb paspaboTymk, OTBETCTBEHHbIN 3a obecneveHne aosepust K 06b-
eKTy opraHusaummn-nocTaswmnka. OQHOBPEMEHHO Y OpraHn3aunMu-KNMeHTa MoxeT OblTb COBCTBEHHbIN opraH
obecneyeHns1 40BepUsl, OTBETCTBEHHbIN 32 paccMoTpeHne TpeboBaHuiA 4oBepUst, MPeabABMNAEMbIX K OpraHu-
3aumn-nocTasLLmnky. Kpome Toro, elle oguH opraH obecneveHuns 4oBepUst MOXET CYLLEeCTBOBaTh B OpraHunsa-
Uun, NPOBOASLLEN OLIEHKY, KOTOPBIN SIBNSAETCS OTBETCTBEHHBLIM 3@ COOTBETCTBUE 0DObeKTa CUCTEME OLEHKM
aosepus. Kaxablin n3 ynomsiHyTbIX opraHoB o6ecneyeHus 4oBepust HeCET OTBETCTBEHHOCTb 3a ONpeAeneHHy
CTaguo XM3HeHHoro uukna obbekta. bonee Toro, opraH obecneyeHns 4OBEPUS MOXET HECTU OTBETCTBEH-
HOCTb 3@ HecKOsbKO cTaguin. MpuMepomM MOXET CRy>XUTb opraH obecrnedyeHuss JOBEpPUs KIMeHTa, KOTOPbIN
Takke OTBEYaeT 3a NPUHATNE oT4eTa o0 cepTudmKkaunm, NpeacTaBNeHHOro opraHom no cepTudmKaLun.

OpraHbl obecneveHuns 4oBepus CyLLECTBYIOT A5 BCeX BMOOB 3allMLLIEeHHbIX 0OBLEKTOB, HE3aBUCUMO OT
TOro, SIBNSATCS MM OHW NPOAYKTOM, CUCTEMOW, YCINYroi, npoLieccoMm, nepcoHarnom 1 T. 4. OpraH obecneyeHns
[OBepns HeceT OTBETCTBEHHOCTb 3@ MPUHATWE pelleHW B OTHOLIEHWU OobbekTa € y4eTOM ero Lenewn
6esonacHocTU.
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B 3aB1CMMOCTU OT opraHu3aumm U ee Buaa opraH obecneveHns 4oBepua MoOXeT UMEeTb MHOXKECTBO 06s-
3aHHOCTeN. HekoTopble 13 ero 3agay MoryT BKNo4aTb B cebsl BeIBOp cooTBETCTBYOLWEro MeToga obecneve-
HUS OoBepus U onpedeneHne HeobxooMMON cTeneHW M Buda AoBepus, Tpebyemblx Ans COOTBETCTBUS
onpegeneHHblM TpebosaHnam. OpraH obecneyeHns 4oBepUs Takke OTBEYaET 3a yCTaHOBMNEHWE CBSA3W C ApY-
rMMK opraHmsaumsammn obecnevyeHns 4OBEpUsi, TaKUMUM Kak opraHuaaLus no oueHke 4oBepusi, CBA3aHHasA C CUC-
TemMoll oueHkn GeszonacHoctn UT, Hanpumep, B cnydyae npumeHeHus TpebosaHuii MCO/MIK 15408 n
NCMNOMb30BaHNS €ro CUCTEMbI OLLEHKMN.

B pamkax HEKkoTOpbIX opraHusauui, B 0CODEHHOCTW rocydapCTBEHHBIX U BOEHHbIX, CTENeHb A0Bepust
MOXHO perynuMpoBaTb, orpaHU4MBas BO3MOXHOCTb Bbibopa opraHa obecnedeHns qoBepus U 0QHOBPEMEHHO
orpaHm4MBas puck ans Hero. OpraHusauum MOryT UrpaTb pasnuyHble Ponn B Ka4ecTBe opraHa obecnedeHus
AoBepus, N ero 06s3aHHOCTU MOTYT BbITb PasNMYHLIMU B 3aBUCUMOCTU OT UX YHUKaNbHbLIX 3KCMYaTauNOHHBIX
moaenei; TeM He MeHee opraH obecneyeHus oBepuUs HeceT OTBETCTBEHHOCTb 3a BbINOSIHEHWE YCTaHOBEH-
HbIX 0bs3aHHoCcTel. B HebonbLUMX opraHmnsaumsax paboTHMK OObIMHO BLINOMHAET AONOMHUTENbHbIE 06A3aH-
HOCTM B KadecTBe opraHa obecneveHus [oBepus, Torda Kak KpynHble opraHusauuu MorytT umeTb
cneunansHoro paboTHuKa ¢ 0613aHHOCTAMN, BO3NOXEHHBIMU TONBKO Ha opraH o6ecneveHus gosepus. bonee
KpyrnHble opraHu3aLym obbl4HO HasHavarT O4HOro 13 pyKoBoAUTeNel BLINONHATL chyHKLUMM opraHa obecneve-
HWS JOBEPUS U OTBeYaTb 3a BHeApeHne meToda obecneyveHus AOBEPUS N NPUHATUE Pe3ynbTaToB OLEHKN A0-
BEpUs.

B 3aBNCMMOCTU OT OpraHnsaummn NULo, OTBETCTBEHHOE 3a OKOHYaTe TlbHOE NPUHATUE Pe3ynbTaToB AoBe-
pUsl, MOXET Takke oTBeYaTb U 3a hpyHKLUMOHMPOBaHUe obbekTa (To ecTb 3a BBOA CUCTEMbI B IKCNyaTauuio
Unn 3a NPUHATUE NpedocTaBneHHon ycnyrn). CnegoBaTensHO, opraHy obecneyeHust 4OBEpUst YacTo NPUXo-
OWTCA BbINONHATL AeNCTBUSA, HanpaBneHHble Ha 0co6eHHOCTU paBHOBECUSA MeXay CTeneHbIo, rMyBuHoil pea-
nM3aunmM 4OoBepust U CTOUMOCTLIO, @ TakKe NMPOAOIDKUTENbHOCTLIO OLEHOYHOW AeATeNnbHOCTU, CBSA3aHHOW C
3TON peanusaumen.

5 BbiGop noBepusa K 6esonacHoCTU

Bbi6op MeToaa obecneueHuns aosepus k 6eaonacHoCcT U COOTBETCTBYIOLEN CTENEHNU 0BepUs ABNAET-
Csl pelleHneM, KOTOPOoe OCHOBLIBAETCS Ha U3YyHEeHUU NONUTUKU AoBepua K 6esonacHOCTU opraHusaumu, us-
Hec-TpeboBaHW M Buaa obbekTa (nNpoaykTa, npouecca, okpyxawwen cpedbl, CUCTEMbI, YCAyrn WUnu
nepcoHana). Hanpumep, HekoTopble MeToabl 06ecneveHnsa AoBepUA NPUMEHUMBI TONBbKO K nNpoueccam [Ha-
npumep, SSE-CMM (cm. UICO/M3BK 21827)], B To BpeMa kak apyrue — k npoayktam (cm. MCO/M3K 15408).

BblGpaHHbIii MeToa obecneveHus A0Bepust AOMKEH BblTb COBMECTUM € OKpYXXatoLLe cpeaoit opraHuaa-
Lun 1 obnagatb cnocobHOCTLIO NPOBEPSATL TPebyeMble XapakTepUCTUKN Ha CTaaUNAX XUZHEHHOro Lnkna 06b-
ekta. lNpu Bbibope MeToga obecneuyeHus OOBepuUA HeOBXOAMMO YYUTBIBATL UMelLWMEecs pecypchbl
(BpemeHHble, kKaapoBkle, (hMHAHCOBLIE U T. f.) ANa obecneyeHns COOTBETCTBUA UCMOMNL30BaHHBLIX PECYPCOB
BMAY M CTeNeHuU nony4eHHoro aosepusi. Hanpumep, obecneveHne o6bekTa ¢ HU3KON CTENEHbLIO OBEPUA Mepa-
MK 6e30MacHOCTU CTOUMOCTLIO MATLAECAT ThicAd Aonnapos 6bino 6bl HeuenecoobpasHo. AHANOTMYHO, HET
HeobxoauMmocTu BbIbUpaTh oLeHOYHbIN MeToa obecneveHuns gosepusa (To ectb TCSEC, ITSEC, CTCPEC,
cM. ICO/M3K 15408), korga BnofHe npuemnem Gornee KOpoTKUIn MeToa (Npu yCnoBun HeobszaTensHoCTH
npuMeHeHust MeToAa obecneveHusi OBEPUs K OLIEHKe), NO3BONAOLLNA CIKOHOMUTL MecsiLIbI paboyero rpadu-
ka'). [Ins HekoTOpbIX OpraHW3aLuin (Hanpumep, rocyaapCTBEHHBIX yupeXaeHuin) TpebyeTcs BbIGop noctasLyu-
kOB, pa3paboTaBLUMX OLEeHeHHble NpPoAyKTbl 6e3onacHOCTW, a Takke UCNoNb3oBaHNe 3TUX NMPOAYKTOB ANA
nonyyeHus gosepusi. TpeboBaHUA MO NPUHSTUIO PELLEHUS B OTHOLWEHUN BblIGOpa NOCTABLLMKOB MOXeT ObiTh
HEMHOrO0, 4TO NO3BOMAET C3KOHOMMUTL BOMbLLYI0 YAcTh PECYPCOB NPU PAacCCMOTPEHUM BApUaHTOB MocTaBLLyy-
KOB.

Hanpumep, YacTHas opraHusaumust MOXeT ucnonb3osatb Mmetogq SSE-CMM(UMCO/M3K 21827) ans co-
30aHu1sA JOBepUs K ee KopropaTUBHOMY Beb-caiTy ¢ Lienbio NpeaoTBpalleHUst HeCaHKLMOHUPOBAHHOTO AOCTY-
na K ero 4YacTHOW nokanbHoW ceTu. [nsa atoro TpebyeTca oueHka NpoLeccoB, CBA3aHHBLIX C paspaboTKon,
BBOAOM B AelcTBue U yHKUMOHUPOBaHNEM Beb-caiiTa, BKIoYas NpoLecchl aKeryarauum 1 peanusasum no-
nuTuk 6esonacHocT. Ha ocHOBe MonyyYeHHbIX AaHHbIX (hopMUpyeTCcs apryMeHT JoBepusi BMecTe C YPOBHEM
3pesniocTy BO3MOXHOCTel opraHusauumn [SSE-CMM (MCO/M3K 21827)]. inst aToro AoctaToMHO NCNONb3oBaTh

" YnpouieHHble MeToab AEMOHCTPaLMK cyTh 6e3 ykazanusi hakTUHECKUX CyMM 1 NEpUO/I0B BPEMEHU B OTHOLLEHNM
onpegeneHHoro meroaa obecrneyeHusi JOBEPUSI.
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meToq obecrneveHns OOBepUsl, NOCKONbKY opraHy obecnedeHus aosepusi TpebyeTcs paccMoTpeTb TOMbKO
BHYTPEHHIO0 NOMUTUKY JOBEpPUS opraHusaummn k 6esonacHocTn. BTopbiM npumepom saBnAseTcs rocygapcTeeH-
Hoe yJdpexaeHue, KoTopoe 1cnonb3oBano Metos obecneverns goeepus no MCO/M3K 15408 ans oopmumpo-
BaHWs BbICOKOW CTeMNeHN A0Bepusl, Tak Kak 0T Hero TpeboBanoch UCMoNb3oBaHMe MMEeHHO 3Toro noaxoaa Ans
BbINOMHEHUS cneunanbHbIX TpeboBaHMi rocyaapcTaa no obecnedeHno 6esonacHoOCTU. JaHHbI npuMep ae-
MOHCTPMPYEeT CTeneHb 3aBUCUMOCTI opraHa obecneveHns 4oBepust OT TUNa opraH13aunun 1 ee NonNUTUK 6e3o-
nacHocTW. He aenaeTcs HUKaKNX YTBEPXAEHUA OTHOCUTENBHO TOrO, Kako MeTo Nnydile unu obecneymsaeT
66nbLIYIo cTeneHb AoBepus. B cnyyae, ecnv cyLecTByoLLAn NOfMTUKA U PErNaMEHT He NpeannchIBaloT 1c-
nonb3oBaHne onpeaeneHHoOro MeToda 1 He 3a4atoT YpOBEHb A0BEPUst, UX BbIBOP NPUXOANTCS OCYLLECTBISATL B
npoLecce BbINOMHeHWs TPeBOBaHMIN OBEPUS, KOTOPbIE COOTBETCTBYIOT 3a4aHHbIM TPeBGOBaHWUSAM U ABNSIKOTCS
dyHkumen Lenen 6esonacHocT. OgHaKo CyLLLEeCTBYET BEPOSATHOCTL BbIIBIIEHUSA CUTYaLLUN NPU MEHEIKMEHTE
pUCKOB Be3onacHOCTK, koraa TpebyeTcs obecneunsaThb 6OMbLLYIC cTeneHb AoBepus. ECrn MeHemKMeHTY puc-
koB 6e30MacHOCTM NPUXOAUTCS UMETb Aerl0 C BbICOKMMW YPOBHAMN HEONPeaAereHHOCTH, TO MOBbILLEHHOE A0~
Bepue MOXeT cnocobCTBOBaTL CHUXKEHUIO 0DOLLIEN HEONPEAENEHHOCTM 1, TakuM 06pasom, 0bLLEMY CHUKEHWIO
pucka 6e30nacHoOCTU.

CnepyeT oTMeTUTB, YTO AaXe B criydae obs3aTenbHOro npumMmeHeHnst Metoaa obecneveHunsi 40Bepus Mo-
ryT 6bITb MOME3Hbl HEKOTOPLIE BOMPOCHI, HAMPUMED:

a) Yemy JOBepATh;

b) kakosa cTeneHb AoBepus;

C) Kakyto nabopaTopuio OLEHKU UCTIoNb30BaTh;

d) Kakue ycnyru no ceptndmKaLm n aTTecTaumm UCnosnb3oBaTh?

CylwecTByeT MHOIo pasnnyHbIX NOAX0A0B M MeToA0B obecrneveHns: 4OBEPUS U MULLIL HEKOTOPbIE U3 HWUX
pernaMmeHTUpoBaHbl U NPUHATEI NoBceMecTHO. CrnegoBaTtenbHo, Ans BbIbopa 1 NpUMeHeHNs Kakoro-nnbo me-
Toga obecneveHns gosepus npasoobnagaTtensim notTpebyoTcs pekoMmeHgaunu.

5.1 Cneuudukayma Tpe6oBaHu goBepus

Mepen BLIGOPOM W/WMU NpUMeHEHWEM MeToAoB obecneveHuss oBepust cnegyeT cneuuduumpoBaTth
TpebosaHus gosepusi. Mog atu cneundukaumn nognagaoT pasnuyHbie meTtoael. Mpoueaype Beibopa meToaa
obecneveHns gosepus npeawecTsyeT aHanMs TpebosaHuih AoBepusa k 6e3onacHoOCTM opraHusaLmum, a Takke
TpeboBaHWA, NPeabABNSEMbIX K OLEHKE PUCKOB U Yrpo3. TpeboBaHUA MOTyT Takke BKoYaTb B cebs aHanus
pernoHanbHbIX acnekToB U HEKOTOPbIX acnekToB 6usHeca, HanpuMep, ecnu notTpebutento TpebyeTca Takoi
cneunduryecknin noaxoa k obecneyeHuo goBepus, Kak ucnonb3oBaHue TpebosaHuin UCO/MOBK 15408 B Lensx
YAOBMETBOPEHWS BHYTPEHHUX TpeboBaHWIn opraHnsaumMu unn Tpe6oBaHuil K NocTaBkaM Ha PbIHOK.

Onsa nsy4eHus Tpe6oBaHWin opraH13aLmMmn Unm pbiHka cneuudukaums TpeboBaHUiA 4OBEPUSt MOXET BKITHO-
yaTb B cebs BapuaHTbl, TakMe Kak NpuU3HaHWe Unn NpuHATUEe MeToda obecneyvyeHus 4OBEPUSA UM CUCTEMbI
OLEHKW A0BEepUs, B3aMMHOe MpU3HaHne MeToAa UM cCUCTeMbl OLIeHKU U MUHUMarbHbIA YPOBEHb A0BEPUS.

Hanpumep, TpeboBaHUsA MOTyT BKoYaThb B cebs orpaHUYeHns Mo CTPOroCTU BbINOMHEHUS NpoLiecca pas-
paboTkn uunu TpeboBaHus K MOUCKY NOTEHLMAnbHbIX ys3BUMOCTEA 6e30nacHOCTU U aHanmu3y UX Bo3geit-
cTBUA.

Korpa o6bekT MMeeT Takne MexaHu3ambl 6e30MacHOCTU, Kak Naporib Unu xaw-gpyHKumMa, TpeboBaHUsa ao-
BEpUs MOryT cneunduuMpoBaTh MUHUMAIIbHBIA YPOBEHb CTOMKOCTU, COOTBETCTBYIOLMIA 3asiBIIEHHLIM LiersiM
6e3onacHOCTU.

Cneundukaumu TpeboBaHWin 40BEpUs AOIPKHBI YUUTHIBATL BCce TpeboBaHUs opraHusaumMmn U coaepxaTb
BCE B3aMMHO NOAAEPKUBAIOLLME KOMMOHEHTbI JOBEPUS, Tak1e kak IoBepuye K KOPPEeKTHOCTU U fioBepue K achcek-
TUBHOCTW. Bonee Toro, cneayeTt AeTanu3aupoBaTb COOTBETCTBYIOLIME Noaxoabl U MeToabl obecneveHns aose-
pus, a TaKke yunTbiBaThb opraHbl obecneyeHns 4oBepus, X 06s3aHHOCTU U UCTIONb3YeMble KaHarbl CBSI3U.

5.2 JkoHOMUYecKUue BONpocChl

O6bIUHO foBEpUE ABNAETCA 3aTpaTHLIM PECYPCOM, BEAYLLIMM K usaepxkam. Gonee Toro, oBepue ceasa-
HO cKopee C MoTePAMU, YeM C A0X0AaMU UNK Kakon-nubo Buirofoi. CriegosartensHo, peHTabenbHOCTb UHBEC-
TUPOBAHUA B HEro ABMAETCA He U3MepAEeMON, a TMMOTETUYECKON BENMUYUHON, U ee MOXHO CPaBHUTb CO
CTpaxoBbIMU NOTEPAMU. [laxke eCnn NOCTaBLUMK aMopTUM3MpYyeT Usaepkku Ha obecneveHne 4oBepust K HEKOTO-
pbiM npoaykTam 6esonacHocTu UT, To MoxeT NoTpe6oBaThCs HECKOSLKO JeT AN BO3MELLEHU CTOMMOCTM UH-
BECTULMIA B 3aBMCMMOCTW OT BbiGpaHHoro Metoda obecriedeHnss U TpeGyemoro ypoBHA AoBepus.
MpeumMyLLecTBO, NoNy4aemoe opraHusauuei oT BNOXeHUs pecypcoB B obecrieyeHne gosepus, He ABnseTca
oUYeBUAHBIM N4 TI0AEN, He3HAKOMBIX ¢ BonpocaMu 6e30macHOCTU 1, CriefoBaTenbHO, MoXeT noTpe6oBaThea
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ncyepnbiBatollee 060CHOBaHWe, KOTOPOe AOMKHO BbITh NpeacTaBMeHo B HaanexalleM Buae Ans nonyyeHus
0a06peHVst PYKOBOACTBOM OpraHMsaLmn.

[0ns pasHbiX ay4UTOPUIA UCMONb3YHTCA pasnMyHele TUMbI 4oBepus. Hanpumep, gosepue, obecnevunsae-
MOe rapaHTUiHLIM 06a3aTeNbLCTBOM, ABMAETCS He3HAaYUTENbHBIM ANA NoNb3oBaTeNsl CUCTEMBI NpU ee ocTa-
HOBKE, HO MMEET 3HaueHue ANa PyKoBOAMTENS, OnnavnBaioLLlero CToMMOCTb NMPOCTOS CUCTEMBI. AHANOrMYHO,
ZoBepue, obecrnedvMBaeMoe rapaHTUein TeXHUYECKON NoAAePKKM CUCTEMBI B ClyJYae ee BblXoda U3 cTpos, siB-
nsAeTca HesHauUTEemNbHLIM NPU HOpMarbHOM ee (OYHKLUOHUPOBaHWK, HO 6yaeT UMEeTb CyLLECTBEHHOE 3Haue-
HWe Ans NPOU3BOACTBEHHOrO NpoLecca B cryvae HapyweHus ee pyHKUMOHNPOBAHUS.

Bce Tunbl AoBepus obecrneumBarloT pasnnyHblie NpeuMyLLecTsa pasHbimM nogpasaeneHnamM opraHuaaLiu.
OTCyTCTBUE OLIEHKU 3TUX PasfMUHBIX NPeuMyLLeCTB o6ecLieHnBaeT peaynbTaThl NoMy4aemMoro 4oBepusl.

dakTuyecku aoBepue yMmeHbluaeT HeonpeaeneHHoCTb, No KpaHel Mepe, B OTHOLIEHUN YA3BUMOCTEN
MPOAYKTOB MUK YCNyr, cBsA3aHHbIX ¢ o6ecnedeHnemM GesonacHocT UT. HeonpeaeneHHoCTb UMeeT OTHOLLIEHWE
KO BCeM (pakTopam, UCNonb3yeMbIM B OLeHKe pucka GesonacHocTW. Takum obpasoM, CHUXeHWe Heonpede-
NeHHOCTU oBreryaeT cocpeaoToHeHne Ha acnekTax, NpeAcTaBNsAoWMX HauBONbLIWIA PUCK AN opraH13aLui,
YTO JaeT CyLEeCTBEHHOE NMPeuMyLLECTBO opraHusaum 1 obecnedmsaeT BbIroAHOE BIOXEHWE ee Pecypcos.

5.3 OpraHuzaLMoHHble BONPOCHI

BaxHo ymeTb pacnosHaBaTb cpedy 6e30macHOCTU 1, B 4aCTHOCTW, MOHUMAaTb, YTo TpeboBaHusa aosepust
oTpaxaroT KynbTypy 1 6U3Hec-TpeboBaHns opraHusaumn. NMoHnMaHne TpeboBaHMin opraHnsaunm HeobxoanMmo
ONst NPUHATUA peLleHns O NpUeMIeMocT onpeaeneHHoro Metoda obecneyeHnss gosepust W/Mnn goctaTou-
HocTW gosepust. MonuTuka opraHnsaumm JormkHa pernaMmeHTMpoBaTh:

a) crnocob onpeaenaTb TpeboBaHWsl bezonacHocTy;

b) obcTosTenscTBa, NPU KOTOPLIX 0OBEKT AoImKeH BbITb cepTudULMPOBaH Ha cooTBeTCTBUE Tpeboa-
HUSIM KOHKPETHOro cTaHaapTa;

C) cTaHgapThbl, Ha COOTBETCTBUE TPEBOBaHMAM KOTOPLIX AOJPKHBLI CePTUMULUPOBATLCA OGBEKTHI;

d) cTeneHb goBepus, Heobxoaumyo A4S Npoleayp cepTudukaumn Npy 3agaHHbIX YCIoBUSX;

e) obsizaHHOCTU opraHa obecrneveHnss 4OBepus;

f) obcToaTensbcTBa, NPY KOTOPLIX HEOBXOAMMA aTTecTauusi OBbLEKTOB.

Hanpumep, rocygapctBeHHas opraH1MsaLmMsa MOXET NPUHATL pelleHne o cneundukaLmn U KOHTpone npo-
Liecca cepTudmKaLnm B KOHKPETHBIX ycrnousix. OHa MoXeT paspaboTaTb BCe acnekThl 3Toro npotecca, Takue,
Hanpumep, kak MeToabl 06ecneyeHns goBepus, KpUTEpUK (CTaHAAPT), PYKOBOACTBO MO UCMOMb30BAHUIO CTaH-
AapTa u gaxe yposeHb TpebyemMoro aoBepus. OgHako opraHy obecneveHns 4OBepUs K akkpeauTauum, TeM He
MeHee, NpMaeTCs NPUHUMATL OKOHYaTENbHOE PELLEHNe NO NPUEMIEMOMY AOBEPUIO U HECTU OTBETCTBEHHOCTb
3a pecypchl U rpacuk BbinonHeHus paboT. Mo cpaBHEHUIO ¢ rocyaapcTBEHHOW opraHusaLuein 4nsa npoBeaeHus
pa3paboTokK YacTHas opraHn3aLua B paMKax CBOe opraHMsaumMm MoxeT npeanodectb HedpopMarbHbIA MeTof,
obecneyeHus JoBepUst, €CNM OT ee opraHa obecneveHus aosepus He TpebyeTca BbINONIHEHUE COOTBETCTBUS
BHellHUM TpeboBaHusaAM OGesonacHocTU. [lONUTUKA opraHu3auMn BaXkHbl AN onpeaerieHusl Toro, 4Tto
noTpebyeTcs opraHusauun npu BepudmrKaLumM npueMnemMocT ana Hee Mep 6e30nacHOCTH.

5.4 Tun poBepus

Mpu paccMoTpeHUM KOMBUHaLMK HECKOIBKUX MeTOA0B obecneveHnsa Ao0BEPUS ANst KOHKPETHOTO 0Obek-
Ta nyyile Bcero NocTpouTb Mogenb AoBepust K 6e30nacHOCTN AnA AeMOHCTpaunmn TOro, Kak pasnuyHble TUMbI
nosepus 6yayT B3aMmoaencTBoBaTh Ans obecneveHus obLiero gosepus, CBA3aHHOMO ¢ 06bekToM. 3aTteM Mo-
Aenb aoeepust K 6€30MacHOCTU MOXHO MOCTPOUTL U3 PA3fIUYHBLIX COCTaBHLIX 3M1IEMEHTOB MoAENU AOBEpUs,
Kaxkaast U3 KOTOPbIX COOTBETCTBYET KOHKPETHOMY NMOAX0oAY k obecneveHnto AoBepus (To eCTb A0BEPUE K OLIEH-
Ke, ioBepue K rnpoLieccy, AoBepue k paspaboTke). Takum 06pa3oM, B Mogenn aoBepus kK o6bekTy, npeacTas-
NEeHHOWN KOMBUHaLMER HECKONBKUX OTAENbHBIX MOAenen AoBepus, paccMaTpuBaloT TO, Kak COCTaBMeHbl 3TU
Moenu, He3aBUCUMO OT cTaaun obecneyeHus1 AOBEPUSA, K KOTOPOWU OHN NPUMEHANNUCL. [lanee MOXeT Cry4UTb-
csl TakK, YTO Kakoit-nmbo Tvn aoBepust K 6€30MacHOCTU, CBA3AHHBLIA C 06BLEKTOM, He NpeaHasHa4YeH HanpsiMyo
cnegylollemy nonyyarentio obbekTa, a Ucnonbayetca hakTu4eckn ansa koHevHoro nonyvartens. Moagens mo-
XKeT YeTKO YyCTaHOBUTb 3TO U NOMOoYb obecneunTb (hopMUpoOBaHNe TOYHON KapTuHbI 4oBepua K 6esonacHocTu
OJ1S1 KOHEYHOTO NonyyaTens.

3arem ans ynpoLeHnst cpaBHEHUs1 Moderien A0Bepua Kaxaaa us mogenen MoxeT cneunduumpoBaTb
TUM U cTeneHb AoBepust ANt KOHKPETHOW CTaaun XXU3HEHHOTO Uukna obbekTa. Mogenb AoBepus K 06 bEKTY
obbeauHseT oTaeNbHbIE MOAENU NOCPEACTBOM U3NOXKEHUA anbTepHaTUB U NPeAoCTaBNEHUA FIOTMYECKOro
060CHOBaHUS AN ONUcaHuUs NOMy4YeHHOro A0Bepust K OB BbeKTY.
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5.5 TexHUYeckue Bonpochkl

CyulecTByeT Gonbluoi BbiGop MeTogoB obecreveHnss 4OBepUs, KoTopble npeanaraloT BO3MOXHOCTb
onTUMU3aLIMN 3aaHHBIX NHTEPBANOB BPEMEHN 1 UCMONb30BaHNA pecypcos. MeToa obecneverus gosepus,
noaxoasawmnia ans obbekTa unu ero aTpubyToB U NpeaHasHayYeHHbIA AN oLeHKW, creayeT BolibupaTb U3:

a) meTodoB obecrneveHns AOBepUst, MPUMEHUMBIX UCKITHOYUTENBHO AMS KOHKpeTHbIX 06bekTos UT, Ta-
KUX kak Ge3onacHble annapaTHble cpeacTBa Unu nporpaMmMHble npodykTbl UT, cucTeMbl, ceTu, nepcoHarn,
YyCyru n T. a.;

b) meTonos obecneveHus goBepus, NpeaHa3HavYeHHbIX cneLuanbHo Ans NpoLecca KN3HeHHOro Lnkna;

C) MeTofoB obecrneyeHuss JOBEPUsi, OCHOBAHHBIX Ha NPaKTUYECKOM OnbiTe U hakTUHECKOM NpUMeHe-
HUN.

MpumeHeHne meToaa obecrnedeHUs 4oBepUs Ans OLEeHKU 0BbekTa MOXeT MPUBECTU K NoMyveHuo pas-
HbIX TUMOB WU cTerneHen (YpoBHEN) AOBEPUst BCIeACTBNe BO3AENCTBUA criefyoLnX (pakTopoB, KOTopble He-
06x0OMMO y4UTbLIBATH:

a) uMmeroLmnecs HeocTaTKN 0BbeKTa UK ero XapakTepUCTUKK;

b) pasmepbl 1 CNOXHOCTb 0OBEKTA;

C) pasnuunsa B NpuMeHsemblX MeToaax obecnedeHuns gosepus;
d) cBsA3b NpUmMeHeHust meToga obecneyeHns 4OBEpUst C OrpaHNYeHUSIMU NO CTPOTOCTY UK 0B bemy pa-
6oT;

e) uenu 6esonacHocTy;

f) koHKpeTHble ycnoswus;

g) KOHKpeTHble cTagunmu nu3HeHHoro uukna UT;

h) Bo3MoXHOCTb KOMBMHALMK C APYTUMU MeToOaMN.

JononHutensHoe goBepue K 06beKTY MOXHO MOAYYNUTb NyTeMm:

a) yrny6neHHbIX 3HaHWiA 0 NpedblayLnX (YHKLMOHANBbHBLIX BO3MOXHOCTSX UT;

b) n3yyeHus uHdbopmaummn 06 ynyyleHHbIX PyHKLMOHaMbHBIX BO3MOXHOCTSX MexaHu3mMoB obecneve-
Husi 6esonacHocTn UT.

Kaxablh meToq obecnedeHns 4oBepus NMPUMEHAETCH B 3aBUCUMOCTU OT UMEICLLMXCA NPEUMYLLECTB U
HeJoCTaTKoB, a Takke OT yyeTa UHAMBMAYanbHbIX TpeGosaHuii BesonacHocTn. HeobxoauMo NoHATb, Kak Me-
Top obecneveHns 4OBePUS yCTaHaBNMBaET AOBEPUE C LieNbio NPUHATUA PeLLeHNs, COOTBETCTBYET N1 TOT UMK
nHoM MeToa obecneveHns gosepusi TpeGoBaHMUAM goBepUs K GesonacHoCTy.

Hanpumep, npu ncnons3oBaHUmM cUCTEMBI, COCTOSILLER 13 Habopa NPoAyKTOB (YpOBEeHb AOBEPUSA K KOTO-
POMY MOXeT BbITb U3BECTEH UMW He U3BECTEH, UMM NPUHAT U3-32 UCNOMb3yeMoro Metofa obecneyeHus aose-
pus), naeHTUdbULMpyeMbln ypoBeHb AoBepus oBblYHO onpedensieTcs NocpeacTBOM cepTudukauumn 3Ton
cucTeMbl nepe akcnnyaTauunen.

Ha nprHsaTue pelueHns BAUSIIOT Takke TEXHUYECKE acneKTbl, MOCKOSLKY HeKoTopble MeToabl obecneve-
HUs aosepust 6onee NoaxoasT Ans NPOCTLIX, YeM CNOXHbIX 06bekToB. Hanpumep, o6bluHO nerve sepuduumn-
poBaTb 06BLEKT C MUHUMaTMbHBIMA (hYHKLMOHAMBHBEIMA BO3MOXHOCTAMM (TO €CTb ThICSYM KOAOBBIX CTPOK) U
MoMny4nUTb pesynbTaT C BLICOKOW CTerNeHblo A0BepUus, YeM BepndnLnposaTs 06bEKT 4OBEPUA C MHOXKECTBEH-
HBIMW pYHKLIMOHATBbHLIMU BOSMOXHOCTAMU, NPeAcTaBeHHbIA MUNIIMOHaMU KOAOBBIX CTPOK.

Twn 1 ypoBeHb AOBEpUS, NOMyYeHHbIe onpeaeneHHbIM METOAOM, ONpPeaenstoTCA XapaKkTepUcTUKaMm no-
creiHero, To eCTb KOHKPETHO TeM, Kakue CTaduu XU3HEeHHOro LMKMa U 3reMeHTbl 6e30nacHOCT oueHnBa-
neb.

5.6 PaccMoTpeHue BONpoCcoOB ONTUMU3ALUMU

PeLueHns no Bbi6opy HeobxoaMmblx MeTodoB obecneveHnss JOBEPUS U CTeNeHU JOBEPUS He NMPUHMMa-
eTCSA MOSIHOCTLIO Ha Hay4HO OCHOBE, NO3TOMY opraHy obecrneyeHuns AoBepus A5 onpeaeneHns paunoHanb-
HoW koMBUHaLun MeTodoB obecneveHuss AoBepust U CTerneHU aosepuns TpebyeTtca peluats Bonpoc 06 Mx
AOCTaTOYHOCTM ANA COOTBETCTBUSA TpeboBaHWSAM opraHusauum. B aTom cnydae Heo6xoanMo yunTelBaTh aTpu-
6yThbl cuctem UT n metoaos obecneveHns goBepus.

Mpy NpUMeHeHNU HeckonbKMX MeToa0B obecrneveHns gosepust bonbluee 3HaYeHNe UMEOT pesynbTaThl,
MoflydeHHbIe NPU UCMOob3oBaHUK nocnegHero Metoda obecnedeHus JoBepusi, NPUMeHeHHOTo HenocpPeacT-
BEHHO repeq okoH4YaTenbHoWn npuemMkoin obbekta. CrnegosaTtenbHO, opraH obecneveHust 4OBEpPUS JOIKEH
oLleHMBaTb TeKyLuMe pesybTaThl NPMMeHeHWs nocregHero Metoga obecneyeHns JOBepus, U eMy MOXeT No-
TpeboBaTbcsa 3anpoc No 06O0CHOBaHMIO MPUMEHEHNS, eCnN pe3ynbTaThl NPUMEHEHNS Npeablaylerc meToga
obecneyeHns OBEpUst oKasanucb HeyaoBNeTBOPUTENbHEIMU. Bonee Toro, B KayecTse ocHOBaHMA AN No-
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cnepgHero AelcTBUs No obecneveHnto AoBepus 3TU pesynbTaTthl ByayT NOMHOCTLIO ONpeaenaTLCa XxapakTe-
pUCTUKaMu PyHKLMOHNPOBAHUSA 0bbeKTa.

[oBsepue gonyckaetcs obecneunBaTth NosTarnHo, HanpuMmep, Yepes NocTaBLLMKa NpoaykTa 6e3onacHoc-
™ WUT, nHTerpatopa cuctem unv nposangepa ycnyr, B Buae Kakoi-nmbo rapaHTUM Unn rapaHTuitHoro o6asa-
TenbcTBa No OYHKLUMOHUPOBAHWIO MPOAYKTa UMW YCIyTI.

B oTHoLWeHUn oTAenbHbIX 06 BEKTOB ¢ COOTBETCTBYIOLLUM YPOBHEM AOBEPUS CrieayeT OTMeTUTb, YTO UX
MHTerpaLuuns B UX OKOHYaTesTbHYIO LIeNeByro cpeay, Kak npasuso, oTpuuatesibHoO BO3AEeNCTBYET Ha UTOroBbIN
ypoBeHb foBepus k 6esonacHocTn. CnegosaTtenbHO, MoryT noTpeboBaTtbea AONONHUTENbHbIE ASNCTBUA ANa
obecneveHuns gosepusl.

6 BasoBas cTpyKTypa AoBepusi

6.1 Moaxop k o6ecneveHuto JoBepust

MeToapl obecneveHns 4oBeprst MOXHO KiaccucrumpoBaTb Mo TPEM CheayownuM BICOKOYPOBHEBLIM
nogxoaam k obecnedeHuto ooBepus:

a) oueHka obbekTa AOoBEpUA NOCPEACTBOM OLEHNBaHUS U TECTUPOBaHUSA;

b) oueHka npoueccos, UCMoNb3yeMbIX 4ris pa3paboTku U co3gaHua obbekTa;

C) oleHKa cpefbl, Takoi, HanpumMep, kak nepcoHan 1 obopyaosaHue.

OueHka obbekTa (MPoAyKT, cucTema, ycrnyra) BkitoyaeT B cebs npoueaypy ero nposepku. B gaHHom cny-
Yyae 3TMM MeTogamm obecnedeHns JOBepUs NPoBepPsSeTCs 0ObEKT U CBA3AHHAA C HUM NPOEKTHasA AOKYMeHTa-
unsi no 6e3onacHOCTH, HE3aBMCMMO OT MNPOLLECCoB paspaboTku.

OueHKka TEXHONOrMYECKOro npoLecca BkovaeT B cedst MpoBepKy OpraHn3auMOHHbIX NPOLECCoB, UC-
nonb3yeMblX A5 NPOU3BOACTBA M BKCNnyaTauum obbekTa B TeUEeHUe ero XU3HEeHHOro uukna (paspaboTka,
BBOA B AelcTBUe (pa3BepTbiBaHNe), 4OCTaBKa, TECTUPOBaH/e, 06CcnyXuBaHue, NMKBMaaums 1 T. 4.). flosepue
JOCTUraeTcsl NocpeacTBOM AOMNYLLEHWS, YTO OpraHu3yemMble niogbMu NPoLecchl BMAIOT Ha KayecTBO paspa-
60TKM M BHegpeHus oObekTa M, crnegoBaTeNbHO, B pesynbTate obecnedyeHus noBepust K GesonacHOCTU
peanuaytotcs B 06bektax 6esonacHocT UT 1 ero npunoxeHUsx.

OLeHKa BHeLUHNX hakTopoB BKNoYaeT B cebs NpoBepKy BNUAHUA YCNOBUI OKPYXXatoLEeN cpeabl, BHOCS-
LMX BKMa B Ka4eCTBO NPOLIeCCOB NPou3BoAcTBa 0GbeKTOB (HEeNoCpeaACcTBEeHHOM NpoBepkn o6bekTa unm npo-
uecca He npowucxoauT). K aTnum daktopam oTHocATCA nepcoHan u cusmyeckoe obopyaoBaHue (anA
pas3paboTky, NPOU3BOACTBA, AOCTaBKM, 3KCMNyaTaumum u T. 4.).

[MpumeyaHwue—IlocpaBHeHUIO C BbILLEN3NOXEHHBIM Takue noaxoabl kK obecrneveHunio JoBepus, Kak JoBepue
yepes OLeHKy, nonyyYeHHoe npu npumerHenunn kputepues no MCO/M3BK 15408, npeaycmaTtpuBalor HENOCPEACTBEHHYIO
OLEHKY KOHKPeTHOro 06bekTa 3almTbl NPUMEHNTENBHO K o XM3HEHHOMY LIMKIY U NpeanaraloT yHUKarnbHyo kombuHauumio
TUMNOB JOBEPUS.

Mpumep — UCO/MIK 15408 npedycmampugaem HenocpedcmeeHHoe uccnedoeaHue ob6bekma oyeHKU u
obecnevyusaem 8 pesynbmame dosepue 4Yepe3 OYeHKY, Komopoe siefisiemcs coanaco8aHHbIM Habopom munoe
dosepus K pazpabomke, oyeHKe u mecmuposgaHuro, moz0da kak UCO 9001 opueHmupoeaH Ha uccriedogaHue npo-
u3800CMEEHHBIX NMPOoYeccos.

6.2 MeToabl o6ecnevyeHus gosepus

MCO/MBK TO 15443 paccmaTpuBaeT LUMPOKAIA AManasoH CyLLeCTBYOWMX MeToAoB obecneveHnst AoBe-
pusa. MeTtoabl o6ecneveHns goBepust BKNoYaoT B cebs oduumanbHele HauMoHanbHble U MexayHapoaHble
cTaHdapTbl, CTaHaapThl «ae-hakTo» 1 Apyrue obLenpuHsITbie MeTOALI, UMetoLne U UCNOoMb3yloLme orpe-
OeneHHbIA 1 cucTeMaTUdecknin metog.

Mpumepom cTaHgapTa «ae-dakTo» sensaeTcsa metof oueHkn SSE-CMM (SSAM), koTopblii siBnsieTcs ae-
TanbHO AOKYMEHTUPOBaHHLIM MeTOAOM obecneyeHns 4OBEpUs; 04HAKO OH He AABNAETCA HaUWOoHamnbHbIM 1
mMexayHapoaHbIM cTaHgapToMm. MpuMepom apyroro ctaHaapTa Ae-hakTo Asnsetca Metod obecneveHus ao-
Bepusa TPEP (HagexHbli npoLecc oueHnBaHus npogykta). HecMoTtps Ha To, uto TPEP aBnaeTca pacnpoctpa-
HEHHbIM CTaHOapTOM, YCMELWHO WCNOMb3yeMbiM HEKOTOPbIMA FOCYAAPCTBEHHLIMU YYpeXaeHUaMn ans
oueHuBaHus npoayktoB 6esonacHocTu UT, oH Takke ABNsSeTCs HeQOKYMEHTUPOBAHHBIM cneunananpoBaH-
HbIM METOA0M OLeHUBaHUS.

PesynbTaTtom nprMeHeHnss MeToaoB obecneyeHns 4OBEpPUs IBNAETCA BLIBOP KOHKPETHLIX TUMOB AoBe-
pUs B 3aBUCUMOCTM OT HanpPaBfeHHOCTM 3TUX MeTOA0B Ha TeXHUYeckne TpeGoBaHUA U acnekTbl XKU3HEHHOTO
uukna, 4to obneryaet nx knaccudpuumpoBaHme no noaxogam k obecneveHuio aosepus. Mpumepesl HEKOTOPLIX
13 HanbBonee LWMPOKO M3BECTHBIX MeToAoB obecneyeHnst 4oBepusi B COOTBETCTBUM C UX HANPaBNEHHOCTLIO U
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nogxoaoM npeactasneHbl B Tabnuue 1. Bonee nonHbI nepeveHs MeToaoB obecrneyeHUa aosepus Gyaet
npeacTasneH B nocneayowwmx yactax UCO/M3IK TO 15443, B koTopbix ByAyT paccmaTpuBaTbCa TEXHUYeCKne
NoapoBHOCTU U UX CPaBHEHMWe.

Tabnwuuya 1—Tpumepbl MmeToaoB oGecneveHns 4oBEPUA

Moaxon k o6ecneveHuo Mpumepbl meToaoB obecneyeHun nosepus

HanpaBneHHocTs noBepus

nosepus (cooTBeTCTBYIOLLUE KPUTEPUUN UNKU MOAENb)
Mpouecc Mpouecc «kavecTBo n paspaboTkar MCO 9000.
MCO/M3K 15504.
HCD.
SSAM [SSE-CMM(UCO/M3K 21827)]
O61bekT, npotecc, BpenanHr — npuaHanue dmpmbl, npous- | MNMpeabicTopusi paspaboTynka
BHELLUHWE YCIOBUSI BOAAWEN KaueCcTBEeHHble 06BbEKTbI (Ha

OCHOBE WCTOPUYECKMX B3aUMOCBSI3EN
WU aHHbBIX)

O6bekT Cr1paxoBaHue (noaaepxaHHoe 06s3a- "apaHTuiiHOE 065a3aTENLCTBO
TENbCTBOM U3FOTOBUTESSI UCTIPABNSITb
AedekTbl o6bekTa)

O6bekT Cob6cTBeHHan geknapaums Ieknapaumsi noctaswmka
BHewHwne ycnosusi KBanndukaums v 3HaHusi nepcoHana MpodeccnoHanbHas cepTudukaums n NUUEH3N-
poBaHue.

CpepactBa 6e30nacHoOCTH

O6bekT HenocpeacTeBeHHas oueHka o6bekTa CEM (MCO/M3K 18045).

ITSEM (ITSEC).

TPEP (TCSEC).

TPEP (CTCPEC).

HomuHansHoe o6enyxueanHne [RAMP (TCSEC)).
HomuHaneHoe obenyxveanne [RM (CTCPEC)].
[JloBepue K cepTndmkaLmy 1 akkpeauTaumm.
NCO/M3K 14598-1 OueHVBaHWe NPOrpamMmmMHOrO

npoaykra
O6bekT, npouecc, YnpaserneHne 6e30MacHOCTbO CuncreMbl MeHepPKMEHTa HDOPMaLIMOHHON Ge-
BHELLUHWE YCIOBUSI 30MacHOCTN — cneumdukaums U pykoBoaCcTBO Mo

npumeHeHnio (BS 7799.2).

GISA/BSA PykoBoacTtBo no 3awmte 6a3oBo nu-
HUW.

MCO/M3K 13335.

NCO/M3BK 17799

6.3 AcneKTbl )XXM3HEHHOro LuMKna

Mockonbky oLmbku onepaTopa, oTkasbl 060pyA0BaHUs, HOBbIE YA3BUMOCTU U Yrpo3bl MOTYT BOSHUKHYTh
Ha Mobolt cTaanm XU3HEHHOTo Lka obbekTa, ANs KaXaoi U3 cTaguin XKU3HEeHHOro Lmkra obbekTa (To ecTb
noes, paspaboTka, MHTerpauus, BBOA B AeWCTBMe, aKCnyaTaLuusa U yaaneHue (nukesuaaums) Tpebyetcsa obec-
neyeHue cooTBeTCTBYtoLWEro AoBepusl. CrefosaTensHo, MeToael obecnevyeHns AoBepus AOMKHbI COOTBET-
CTBOBaTb KOHKPETHBLIM CTaANAM KU3HEHHOTO LiMKNa o6bekTa.

DyHKUMOHANbHbIE AedeKThl, N3MEeHEHUs1 B TPeGOBaHUAX 1 HOBbIE YA3BUMOCTU BIMAIOT HA JOBEpUE U
TpebytoT BocnpousseaeHus UxX Ha Gornee paHHUX CTaausIX KM3HEHHOrO LuKna obbekTa. CnefosaTensHo, B Mo-
Aenu XU3HEHHOTO Uukna obbekTa cneyeT BBOAWUTL NOMPABKY Ha HanoXeHue NoBTOPSIIOLMXCA CTaauin unm
UTepaTMBHYIO B3aUMOCBA3b MeXay HAMMN.

0na aeMoHCTpauun ceBasu meTogos obecneueHns AoBepust C TOM UM MHON CTaAMEN XKUSHEHHOTO LuKa
0b6BbekTa UCNOoNb3YOT TUMNOBYIO MOAENb XKU3HEHHOTO LUMKIA, NPpeCTaBneHHyIo Ha pucyHke 1. 3ta moaens co-
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CTOMT 13 YeTbIPEX OCHOBHbIX CTaAMUNA, 4OCTATOYHO 06LNX A1 COMOCTaB/eHUs C 060l KOHKPETHOW MOAE/bIo
XU3HEHHOTO LuKIa. XoTsA rpaduyeckme npeacTaB/ieHNA Kax4oin cTagumn, NnpeacTaB/IEHHON Ha pUcyHKe 1, cXo-
XM, BUAbI AeATeNbHOCTU 1 06paTHas CBA3b OYAYT U3MEHATLCA BCEACTBME YHUKA/IbHOCTU NPUMEHSIEMOro Me-
Topa obecneuyeHuss fosepusi. Hanpumep, HekoTopble MeToAbl O6GecneyeHus [OBEpPUs MCMOMb3yHT gasy
o6cnyxnBaHus (To eCTb HOMUHaNbLHOE o6¢cnyxmBaHne TPEP) Ha cTaauu akcnayatayum Ana o6HapyXXeHusa oT-
Ka30B 1 U3MEHEHMNS TPebOoBaHWN, KOTOpPblE BAUSIOT TO/IbKO Ha AOBepue K3Tol cTtagnn. [aHHbli Noaxos AEMOH-
CTPUPYET BO3MOXHOCTb MNOAAEPXKA MOAESNbI0 XW3HEHHOTO UMKNA KOHKPETHOro MeTtofa obecneyeHus
[OBepus, KoTopblii 6yaeT onpefenaTb, [O/HKHA NN obpaTHas CBS3b OCYLLECTBSATLCA C €70 COOGCTBEHHOI
cTagueit nnn ¢ Hayasiom CTagun NPoeKTUpPoBaHusA/pa3paboTkM 06beKTa.

MpumeyaHune — Mogenb XU3HEHHOTO LKA, NpefcTaBfeHHas Ha pUCyHke 1, ABnseTcs nNpuMepoM MOAENW,
[EeMOHCTPUPYIOLLLei COBMECTVMOCTb C APYTMMI MOAENAMU XU3HEHHOTO LMKNa 1 CTPyKTypamu ans obneryeHns aHanusa
MeToZ0B obecneyeHnss 4OBepUsi B pamkax ctaHgapToB cepum WCO/MIKTO 15443. MpegnvcaHue wiv pekoMeHgaumm muc-
no/Ib30BaHVA onpejenieHHol MOAENN XU3HEHHOTO LKA He NpefycMOTPeHbI.

PucyHok 1— MeTogpl o6ecnedyeHus 4OBEpVsi TUMOBOI MOZENN CTaAuii XM3HEHHOTO LKA

MeToabl o6ecneyeHuss foBepus MoryT 6biTb cneuunYHbIMK A5 KOHKPETHOI cTaaun (Hanpumep, Ans
aTTecTalum cUcTeMbl) AN NPUMEHATLCA A/19 HECKO/IbKUX CTafuii XU3HEHHOro Uukna o6bekta foBepus, B CO-
OTBETCTBMM CcO cTaHgapTamu cepun WCO 9000, WCO/M3K 15408 wun craHgaptom SSE-CMM
(MCO/M3K 21827).

[ns nonyyYeHus UHTerpanbHOro pesynbTaTa 4oBepue, NoNyYeHHOe Ha KaxAol cTaaun, AO0/MKHO NePeHo-
CUTbCA Ha cneayloLyo cTaanio, rae OHO AONOHAET A4oBepue 3Tol cTagun. MeToa 4ONONHEHUSA AOBEpUSA Npu-
MEHSIIOT A0 MocnefHeli cTaguvM MOAENW XW3HEHHOTO LMKAa, KOTOPOWN ABAseTcs cTagus aKcnayatauuu,
npeacTaB/ieHHast B TUNOBOIN MoAesin CTafAui XU3HEHHOTO UMKAa, NPUBEAEHHOW Ha pucyHke 1

6.4 CornocTaBseHune «gosepus K aPeKTUBHOCTU» C «A0BEPUEM K KOPPEKTHOCTU»

Mpu obecneveHny AOBEPUS K KOPPEKTHOCTM AaeTCH CChlsika Ha OLEeHKY 06bekTa € uenblo Bepudunkanmm
KOPPEKTHOCTW ero BHeAPEHNA B COOTBETCTBUMN C NMPOEKTOM. HanpoTus, foBepue K 3pEeKTUBHOCTM OTHOCUTCA
K CNOCco6HOCT PyHKUMI 6e30nacHOCTM 06bekTa NPOTMBOCTOATH OCO3HAHHLIM WAN MAEHTUMULMPOBAHHbLIM
yrposam. B cnepgyouiem nogpasgene nokasaHo, YTo KakgoBepue K KOPPEKTHOCTU, Tak 1 fosepue K adhekTmBs-
HOCTU ABNAIOTCA BAXHbIMW XapakTepucTukamu, v HU ogHa U3 HUX He o6nagaeT NPevMyLLeCTBOM, MOCKObKY
o6a Tvna AoBepusa ONepupyloT 3HAYNMbIMU acnekTamy obbekTa.

Ecnu dyHKuMoHanbHble BO3MOXHOCTU obecrneveHns 6e3onacHOCT 06bekTa yunTbiBalT NoTeHunanb-
Hbl€ Yrpo3bl U 3T BO3MOXHOCTU He 6bIN npoaHann3npoBaHbl OTHOCUTE/IbHO YCTaHOB/IEHNA KOPPEKTHOCTU U
peanusaunn nNpoekta, TO HeMb3a 6bITb YBEPEHHBLIM B ycnexe NpoTUBOCTOSAHMA 06bekTa atake. /3 atoro npu-
Mepa BUAHO, YTO foBepue K ahdpekTMBHOCTU BblsI0 06ecnevyeHo, HO fOBEPUE K KOPPEKTHOCTW BCeAcTBME OT-
CyTCTBMA BepudhunkaLymm qyHKLMOHaIbHbIX BO3MOXHOCTEW 6€30NacHOCTM 06ecneyeHo He 6b1/10. AHAIOTMYHO,
€C/IM aHann3 ycTaHOBW/ KOPPEKTHOCTb MpoeKTa M NpaBu/ibHOCTb peanu3auun YHKLMOHaIbHbIX BO3MOXHOC-
Teil obecneveHnss 6e30nNacHOCTU 06BbEKTA, a B MPOEKTE HE NMPeAyCMOTPEHbI COOTBETCTBYHOLWMNE (DYHKLMN 6e30-
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NacHOCTU AnNA NPOTUBOCTOAHUSA BEPOATHBLIM Yrpo3aM, TO HeMb3sl BbiTb YBEepPEHHbIM, YTO 0BBbEeKT YCTOUT Nepeq
3TUMK yrpozamu. B gaHHoOM npumepe npy HanuuumM JoBepUst K KOPPEKTHOCTU OTCYTCTBYeT Aosepne K adpdek-
TUBHOCTW BCneacTBue peanusaunm HeadekTUBHBIX (PYHKLIMOHAITbHBIX BO3MOXHOCTENA MPOTUBOCTOAHUA Be-
posATHBIM yrposaM. C uenblo nonyvyeHus obulero AoBepus obbekT AormkeH ObiTb oueHeH Ha npeamet
KOPPEKTHOCTU NpoeKkTa, BHEAPEHUA U 3KCniyaTauun (3N1eMeHT KOPPeKTHOCTU) U [ofkeH obnagatb
COOTBETCTBYIOLWMMU (hYHKLMOHANBHBIMU BO3MOXHOCTAMKN obecneveHns besonacHocT Ans NPOTUBOCTOAHUA
naeHTUULUUPOBaHHBLIM yrpo3am (3neMeHT apeKTUBHOCTN).

6.5 Knaccudukauua metonoB o6ecneveHus AoBepus

MeToabl obecneyeHns AOBEPUA MOXHO KrnaccuduumMpoBaTb MO TPEM BbICOKOYPOBHEBLIM Noaxodam K
obecneueHunio gosepus B cooTeeTCTBMM € 6.1. B pamMkax kaxxgoro nogxoaa K obecrneyeHnio Aosepua MeToa
obecneveHns 4oBepus MoXeT NpeaHasHavaTbCsl Arsl KOHKPETHOW CTaaum UM HECKOBbKUX CTaaUN XXU3HEHHO-
ro uMKna B 3aBUCUMOCTU OT XapakTepUCTUK KOHKpETHOro metoaa.

9tan obecneuyeHus goBepun

MpoekTuposa- WHTerpauus Beon Okcnnyarauus
Hue/ B 3KCnnyaraumio
paspabotka
1
Meroa Metopn
obecneyeHuns obecneveHus
Mpouecc aosepus A nosepus B
n o O6bekT Meton Metoa
OAXOA (npoaykT, obecnexe- oBecrieuerus MeTon
k obecnevyeHmio cucTema AOB:::IH c posepusa D obecreyeHusi
AoBepus unm yenyra) Aosepus E
jor
Mertog =
oBecneveHus
fposepus F 1 B
T~———
Cpena
(nepcoHan
W opraHmaa- Merton Meton
obecneyeHus obecneveHus
uums) nosepus G @

PucyHok 2 — Knaccudmkaums cywecTByowmx meToaos obecneyeHns 4oBepusi

B 3aBMCUMOCTM OT Tuna metoaa obecreyeHns AoBepUs NONyYeHHoe 0BEpUE OCHOBLIBAETCA Ha oLe-
HEHHOM acreKTe 1 CTaguu XkKU3HeHHoro Uumkra. Hanpumep, metoabl o6ecrneyeHns AoBepus Yepes oLeHKy dop-
MUPYIOT AOBEpue, CBA3AHHOE CO CTaAusIMU MPOEKTUPOBaHMUS, paspaboTkM U (pYHKLIMOHMPOBAHUA, METOab!
obecneveHnsa nosepus K paspaboTke co3aaloT AoBepue, CBsA3aHHOE KOHKPETHO €O CTaauneit paspaBoTku; MeTo-
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Abl obecnevyeHns JoBepus K TeCTUpoBaHMiO OpMUPYIOT AoBepUe, CBA3aHHOE KOHKPETHO C acnekTamu TecTu-
POBaHUs Ha PasfNMYHbIX CTaAMsX B 3aBUCUMOCTY OT MeToda obecrneveHns goBepus.

Knaccudukauums cyllecTByoLLMX MeTo0B obecnedeHnst 4OBEPUS, a TakKke BO3MOXHOCTb NPUMEHEHUA
noaxoAoB k obecneveHuto AOBepUs Ha HECKOSBKMX CTaAUAX NokasaHa Ha pucyHke 2. Moaxoapl k o6ecneveHuo
Josepus yTouHsoTea B YacTax 2 u 3 UCO/M3K TO 15443, a B yacTu 2 Takke NpuBeaeHbl KOHKpPETHbIe NpuMe-
pbl MeTOA0B obecneyeHust 4OBEPUSI.

MeToabl o6ecneveHuss 4OBepUS U3 Pa3NNYHBIX BEICOKOYPOBHEBBIX NOAXOAOB K o6ecneyeHunto aosepus
CO3[aloT pasnuyHble TUNLlI 40BEpUs BCeACTBUE X pasHOW HanpasneHHocTu. OgHako Aaxe B pamkax npuse-
AeHHbIX BbICOKOYPOBHEBbIX MOAXOA0B Kk obecneveHnio aoBepusa Metoabl obecneveHua gosepus 6yayt dop-
MWpOBaTb pasfiMvHble TUMbl JOBEPUs BCNEACTBME PasnuYuii Mexay NpoBepseMbiMU acnekTamn obbekTa
(xkoMmnoHeHTamMu UT unu ycnyramu).

Moaxoak! k 0becneveHuo goBepus ByayT hopMUPOBaTL pasnMYHbIE TUMbI AOBEPUA BCNeACTBNE pa3nu-
Y Mexay nposepsieMbIMK acnekTamy obbekTa (komnoHeHTamu UT unun ycnyramu). Hekotopble nogxogbl Uc-
creaytoT pasnuyHble CTagnn XUM3HEHHOro Lukia obbekTa, Torga kak Apyrue — npouecchl NPov3BOACTBa
obbekTa (kocBeHHOe uccrnenoBaHne o6bekTa). MNoaxoabl k obecneveHnto AoBepus BKoYaloT B ceba paspa-
60TKy, aHanus, TecTrpoBaHue, ucnpasneHne gedekToB, hyHKUMOHUPOBaHUE, rapaHTUlHbIE 06A3aTeNbCTRA,
nepcoHan u obopyaosaHue U T. 4. STU BbICOKOYPOBHEBLIE NOAXOAbI K 06ecnevyeHno 4oBepusa MOXHO aanee
AeTanusnposaTb, Hanpumep, noaxoa obecneyveHns 4OBEpUs K TECTUPOBaHWMIO MOXeT BKMovaThb B ceba obLee
TeCTNpoBaHWe U MeToAbl obecrneveHunst 4OBEepPUsi K CTPOroMy TECTUPOBaHUIO HA COBMECTUMOCTb.

Wcnonbays nogobHble CTPYKTYPbl, MOXHO NPOBEpsiTh cneunduydeckue metoabl obecneveHnsa aosepust
O[HOr0 U TOTO e BbICOKOYPOBHEBOro NoAxoAa Ha Hanuuve U3BbITOMHBIX U CUHePreTUYEeCKUX Xapakrepuc-
TUK. MeToabl 0becrieveHns 4oBepUsi pasHbIX KITACCOB MOXHO pasnnyaTh Mo UX AONONHUTENbHBIM XapaKTepuc-
TUKam. HekoTopble MeToAdbl MOryT OXBaTblBaTb HECKOSbKO KMACCOB MOMHOCTLIO WM YacTUYHO, TOorAa kak
Apyrue — TOrbKO YacTUYHO.

6.6 CocraBHOe AoBepue

Pesynbtatom 06beauHEHNS N KOMBMHaLMKN pasnUYHbIX MeToaoB o6ecneveHnsa aoBepus, NpUMeHsie-
MBIX Ha pasnu4HbIX CTaausaX XU3HEHHOro Lkna obbekTa, 06bIMHO ABNSETCA COCTaBHOE A0BEpUE, NoNTyYeHHoe
Ans ob6bekTa. [loBepre MoxeT BbITb NpeAcTaBnNeHo B BUAE BAXHOCTH, TUNA UMK APYroro COOTBETCTBYOLWEro
J0Bepuio nokasaTens.

MonyyeHue cocTaBHOro AOBEPUS TPYAHO OCYLLIECTBUMO MO NPUYUHE YNOPSAoYeHUa Manoro Ynucna meTo-
AoB obecrneyveHNs JOBEPUS 1 OTCYTCTBUA METPUYECKUX LKA U BOSMOXHOCTU U3MepeHUsa AoBepus MeTodamn
obecnedveHns oBepusi. B HacTosLWMIA MOMEHT COCTaBeHWe AOBEPUS BO3MOXHO TOMBKO NyTem copmupoBa-
HUS aprymeHTa JoBepnsi U CyObekTUBHOIO Cy)XaeHusl kBannuumpoBaHHoro crneumanucta B obnactun 6eso-
nacHoctu UT. Bonee Toro, B KOHEYHOM cYETE NMPUEMIEMOCTb AOBEpUs onpedensieTca opraHom obecneveHus
aosepusi.

B HacTosilee Bpemsl cocTaBHOe A0BepUe BMAETCA pesynbTaToM nocTaauinHoro oopMUMpoBaHna agose-
pUA B TEYEHWNE XKU3HEHHOro LIMKa ¢ MpUMEHEHNEM pasfinyHbIX MeTodoB obecnedeHna gosepus. BosmoxHble
clueHapun obecnedveHuss gosepuss U MpobGrembl, KOTOpble OHWU MOAHWMAOT MNPOAEMOHCTPUPOBAaHbLI Ha
cnefyowmx npuMmepax:

1) cpean mMeTofoB obecrneveHNss JOBEPUS CYLLECTBYOT MeTod NPOBEpPKU MPOLEeccoB Npon3BoACTBa
o6bekTa U MeTod NPOBEPKN HENOCPEACTBEHHO 06bekTa B pasnnYHbIX TOUKaX OQHOM U TOW e CTagum Xus-
HEHHOro UMKna;

2) gBa MeToda U3 OHOrO U TOTO e NoAXoAa, NpUMeHsieMble K obecrneyeHUo AOBepUs Ha pasnnyHbIX
CTaansX XU3HEHHOro Lukna obbekTa;

3) cnoxHas cuctema UT (Ansa KOHKPeTHOM 3KkcnnyaTaumnoHHON cpeabl), cocTaBneHHas U3 MHOrouYncneH-
HbIX NpodykToB T 1 ycnyr, ¢ pasHbIMX CTEMNEHAMW JOBEPUS, YCTAHOBNEHHBIMN MeToA0M obGecnedeHuns JoBe-
puUs K OLEHWBaHWIO, rapaHTUiiHOMy oB6fa3aTenbcTBy, cepTudmkaLumm n - akkpeauTauuu (OLeHOYHBIMN,
rapaHTUAHbIMW, CePTUDNKALMOHHBEIMU U aTTeCTaLMOHHBIMI MeToAamu).

Ha npumepe 1 npeacTasneHa npocTeiwas npobnemMa, rae coctaBHoe AoBepue onpeaensaetcsa obbeau-
HeHWeM pas3nu4HbIX TUMNOB AOBEPUS U3 COOTBETCTBYHOLLMX METOLOB.

Mpumep 2, HECMOTPSA Ha ero kaxkyLLytocs NPOCTOTY, NOCKOMbKY MeToabl o6ecrnevyeHnsa 4osepus NpuHaa-
nexxart K ofuHakoBOMY MoAxoAdy, ABNAETCA CMOXHbLIM, Tak Kak MaeHTUIHOCTbL MeToaoB obecneveHunst Aosepust
OCMOXHAET pacCMOTPEHNe BONpoca 0 3Ha4YMMOCTU noaxoaa K obecneyeHuno 40BepuUsi, 4TO NponcxoauT Ha 6o-
nee nosgHen cTtagnn XN3HEHHOro LiMkna obbekTa.
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Mpumep 3 aBnaeTca ewwe 6Gonee CrOXHBLIM, TaK KaK pasnnyHble MeToabl oGecnedeHus qosepus NnpuMe-
HSILOTCS Ha PasHbIX CTaAUAX XXKN3HEHHOTO LiMKNa, U MeTo obecneveHns 4oBepust K aTTecTalum AABIISIETCA OCHO-
BOW ANA pelleHns Bonpoca o NPUHATUM cucTeMbl. [laxke HeCMOTPSA Ha TO, YTO NPW cepTUdUKaLMA CUCTEMBI
YyUUTLIBAETCA paHHee CBUAETENbCTBO A40BEPUst, MOXKET OTCYTCTBOBATb NOTPeBHOCTL B onpeaeneHHOM No/Ixo-
e k goseputo. 3To NpeanonaraeT npugaHue 6onbluero 3Ha4eHUsa MetToaam obecneveHns ooBepust, MPUMEeHs-
eMbIM Ha 6onee No3gHUX CTaguaX XKU3HEHHOTO LUKIA.

CneayeTt 0TMEeTUTb, YTO B HaCTOsILLEe BPEMS CYLLECTBYET TeHAEHLMS K UCNONb30BaHUIo TUNoBo 6aso-
BOW MOAENN HeNPEepPbLIBHOMO YNYyYLIEHUsi NPOLLECCOB, U3NOXKEHHBIX B NoAX0Aax kK o6ecneveHunio 1oBepus K npo-
ueccam W OCHOBaHHbLIX Ha cTaHpaptaX. [lpumepom sasnaetca mogens PDCA (nnaHvpoBaHue,
ocyLLecTBNeHve, MpoBepka, AenUcTBKe), ucnonbsyemas kak 8 MICO 9001 k kavecTBy npoaykuuu, Tak u BS 7799
rno ynpaeneHuio 6esonacHocTbio uHdopmaumn. B UCO/MOIBK TO 15443-2 u UICO/MIK TO 15443-3 6yaeT pac-
CMOTpPEH BOMNPOC, KacarLwwuincs noaxoaa k obecrneyeHunio 4OBEpUsi C TOUKU 3peHUS NOBbLILLIEHUS ero 3HaYMMOC-
TV vnn gosepus Ha Bonee NosgHen cTaanm XKN3HEHHOTO LMKNa obbekTa.

6.7 Knaccudukauuna gosepus

AHanus MeToaoB obecneveHns aoeepusa 8 MCO/MOIK TO 15443-3 ocHoBaH Ha cucTeMe nokasartenemn
AoBepus Kak cnocoba knaccubrumpoBaHmst MeToaoB obecneyeHns OBEPUS U U3MEPEHNUA CTeNeHU AoBepus,
nony4yaemoro npv NpUMeHeHW TOro UnN MHOro MeToAa (To eCTb YPOBHeN A4oBepus K paspaboTke). PernameH-
Tauma cucTeMbl MokasaTenen AoBepus Taioke obneryaeT onucaHne B3auMoCBs3el Mexay MeTodamu.

Hwxe nprBedeHbl HEKOTOPbIE MOSIOXKEHUS, CBA3AHHbIE C aHanM3oM 1 KnaccuduunposaHmem MeToa0B
oBecneyeHns gosepus, kotopble ByayTt paccMoTpeHsl B UICO/MIK TO 15443-3:

a) cpaBHeHue pasnu4YHbIX MeTodoB obecrneyeHnst 4OBEpUS;

b) onpeneneHvne meToaos obecneyeHns AOBEPUs B KONMMYECTBEHHOM OTHOLLUEHWUU;

¢) BbIboOp NoaxoasAWMX MeToaoB obecneyeHns JOBepUs;

d) B3aMMOCBSI3M MexXay pasnuyYHbIMU MeTodamun obecneyeHns JOBEPUS;

e) onpegeneHne BO3MOXHOCTN 0O beAMHEHNSI HEKOTOPLIX METOA0B 0becneyeHnsa 0oBepus;

f) onpegeneHune BpeMeHn 1 cnocobor ob6beanHeHUs MeToaoB obecneyeHuss 4OBEPUS;

g) onpegeneHne cnocoBHOCTN BO3AENCTBUA MocredoBaTeNlbHOCTM NpUMEHeHnAa meToaos obecneve-
HUS oBepus Ha obLLee AoBepue U TO, KakuM 0BpasoM OCYLLECTBIIAETCA 3TO B3AENCTBMIE;

h) onpeaeneHue TexHU4ecknx npobrem ana obecneveHns pesynbLTaToB A0BepUs (M YCIOBUIA) U BbINON-
HeHWs Banvgaummn Bo BpeMs KN3HEHHOTO Lukna obbekTa (akcnnyartauumn u obcnyxmsaHus) B criydae npume-
HeHUs HeCKONbKMX NoAXo40B K obecneveHuno qoBepus.
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CpaHo B Habop 22.05.2012. MognucaHo B nevats 22.06.2012. dopmat 60x84 /5. lapuutypa Apuan.  Ycen. ned. n. 3,26.
Yy.-u3g. n. 2,80. Tupax 151 ak3. 3ak. 578.

oryn « CTAHOAPTUHOOPM», 123995 Mocksa, paHaTtHbIN nep., 4.
www.gostinfo.ru info@gostinfo.ru
HatpaHo Bo ®I'YMN « CTAHOAPTUH®OPM» Ha M3BM.
OTtnevartaHo B cunuane ®ryrn « CTAHOJAPTUH®OPM» — tun. «Mockosckui nevatHuk», 105062 Mocksa, IlanvH nep., 6.


http://www.mosexp.ru# 
http://www.mosexp.ru#  
http://files.stroyinf.ru/Data2/1/4293794/4293794809.htm

