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MpeaucnoBue

Llenu n npuHumnbl ctangaprusauuu B Poccuiickon ®eaepauumn ycraHoBreHbl PegepanbHbiM 3aKOHOM OT
27 nekabps 2002 r. Ne 184-d3 «O TexHM4eCkOM perynupoBaHumy, a NpaBumna NpUMMEHeHUs! HAUMOHATbHbIX CTaH-
aapros Poccuiickon ®eaepaumun — FOCT P 1.0 — 2004 «Ctangaptusauua B Poccunckon Peaepauyumn. OCHOB-
Hbl€ NONOXEHNS»

CeeneHuA o ctaHpapre

1 NOAroTOBNEH O6LweCcTBOM C OrpaHU4EHHO OTBETCTBEHHOCTBLIO «LIeHTp 6esonacHoCTH uHdopMaummy
(OO0 «LIBWN») Ha ocHOBE COGCTBEHHOIO ayTEHTUYHOMO NEPeBOAa CTaHAaPTAa, YKa3aHHOTO B NYHKTE 5

2 BHECEH YnpasneHnem TEXHUYECKOro perynuposaHus u craHaaprusauumn degepanbHOro areHTCcTea no
TEXHUHECKOMY PETYNTIMPOBAHMIO U METPOIOTUM

3 YTBEP>XEH W BBEAIEH B IEVCTBUE Mpukasom deaepanbHOro areHTcTsa no TeXHUYECKOMY perynm-
poBaHuio u meTponorum ot 18 aekabps 2008 r. Ne 526-ct

4 BBEJJEH BMNEPBbIE

5 Hacrosiumii ctaHgapT naeHtTudeH mexayHapogHomy cranaapty MCO/M3K TO 15446:2004 «UHpopma-
UMOHHan TexHomnorus. Metoabl u cpeacrBa oGecnedeHusi 6esonacHocTu. PykoBoacTBO no paspaboTke
npodunen sawmTbl 1 3aaanuit no 6esonacHoctuy (ISO/IEC TR 15446:2004 «Information technology — Security
techniques — Guide for the production of Protection Profiles and Security Targets»).

Mpu NPpUMEHEHUN HACTOALLEro CTaHAapTa PEKOMEHAYETCA UCNOSMb30BaTb BMECTO CCbINOYHBLIX MEXaY-
HapoAHbIX CTAHAAPTOB COOTBETCTBYIOLME MM HaUMOHanNbHbIE cTaHAaapTel Poccuiickon deagepauuun, csepe-
HWS O KOTOPLIX MPUBEAEHbI B JOMOMHUTENBHOM NPUNOXEHUN G

UHebopmayus 06 usMeHeHUsIX K HacmosuweMy cmaHO0apmy ny6bnukyemcs 6 exe200H0 u3fasaeMoM UHop-
MalyuoHHOM ykasamerne «HayuoHarnbHble cmaH0apmbly, @ mekcm UsMeHeHull U rnornpasoK — 6 eXeMeCs4HO
u3fasaembix UHhOPMaUUOHHBIX yKazamersax «HauuoHanbHble cmaHdapmbiy. B criydae nepecmompa (3ameHbi)
unu ommeHbl Hacmosweao cmaxdapma coomeememeyiouwee yeedomrieHue 6ydem orybrnuKoeaHo 6 exeme-
CcA4YHO usfasaemom UHhoOpMayUOHHOM yKka3amerne «HayuonanbHbie cmaHlapmbi». Coomeemcemeyouas UH-
ghopmayusi, yseOomMneHuUs1 U MeKCMbl PasMeWalomces maicke 6 UHhopMayuoHHOU cucmeme obuieezo nomnb306a-
HUA — Ha oghuyuanbHom calime dedeparnbHO20 azeHmemeaa 1o MexXHUYeCKoOMy pe2ynupoeaHulo U Memporno2uu
8 cemu ViHmepHem
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BBepeHune

MpeaHasHayenune npocuns sawutbl (MN3) cocTouT B TOM, 4TOOLI M3NOXMTL NPobnemy 6e3onacHoCcTn Ansi
onpeaeneHHol COBOKYNHOCTU CUCTEM UMK NPOAYKTOB MHCOPMALIMOHHBIX TexHonorwii (UT), Aanee — «oObeKTbl
oueHkmny» (00), u cchopMmynupoBartb TpeboBaHusi 6e30NacHOCTU ANA peLweHna AaHHow npobnemol. Mpu atom N3 He
pernameHTUpYET TO, KaK AaHHble TpeboBaHus OyAyT BbINONHEHbI, 06ecnevnsas Takum 06pa3om He3aBUCMMOE OT
peanu3auumn onucanue Tpe6oBaHuin 6e30MacHOCTU.

Mpochunb 3aLwmTbl BKMoYaeT B ce651 B3aMMOCBA3aHHYI0 MHOpMaLWIo, UMEIOLLYYIO OTHOLLEeHUE K 6e30nacHo-
¢t UT, B TOM uncne:

a) chopmynupoBky noTpebHocTH B 6e30MacHOCTU, COOTBETCTBYIOLLYIO NpobnemMe 6€30nacHOCTU U BblpaXkeH-
HYI0 B TEPMUHAX, OPUEHTUPOBAHHLIX HA Nonb3oBarenen UT;

b) onucaHue cpeabl 6esonacHocTn OO, yTouHsoLLee hopMynupoBKy NOTPeBHOCTH B 6€30MacHOCTH C yue-
TOM NOPOXAAEMbIX CPDEAON YIPO3, KOTOPLIM HY>KHO NPOTUBOCTOATL, NONMTUKKM 6@30NaCHOCTU OpraHnu3aumm, KOTo-
pas AOSMKHA BbIMOSHATLCH, U CAENaHHbIX NPEANONOXEHUN;

¢) uenu 6esonacHocTu OO, OCHOBAHHbIE HA ONMCaHUK cpeabl 6e30NacHOCTU U NpeaocTaBnALWMeE MHAGOP-
MaLMI0 OTHOCUTENLHO TOTO, KaK U B KaKOW Mepe J0IKHbI ObITh YyA0BNETBOPEHLI NOTPEBGHOCTN B 6€30NaCHOCTHU.
MpeaHa3sHayeHune Lenei 6e30NacHOCTU 3aKNOYaETCA B TOM, YTOObI CHU3UTL PUCK U 0BecneunTb NogaepxaHue
nonuTukn 6e30MacHOCTM OpraHu3aumm, B UHTEPECax KOTopoii Beaetcs paspaboTka MN3;

d) dyHKkUMOHaNbLHbIE TpeboBaHUA Be3onacHOCTH U TpeboBaHuA AoBepUs kK 6€30NacHOCTH, HaNPaBNEHHbIE Ha
peLueHne npobnemMbl 6e30MacHOCTU B COOTBETCTBUM C ONMcaHmeM cpeabl 6esonacHoctu OO u uenamu 6e3onacHo-
ctn ana OO0 u UT-cpeapbl. PyHKUMOHANBHbIE TpeOoBaHUS BE30NAaCHOCTU BbIPAXAIOT TO, YTO JOIDKHO BbIMNONHATLCA
OO u UT-cpepnoii aAnst yaoBneTBopeHusi Lenei 6esonacHoctu. TpebGosaHua aosepus k 6€3o0nacHOCTM onpeaensiior
cTeneHb YBEPEHHOCTU B NPaBUIbHOCTM peanu3auum yHkumin 6esonacHoctn OO;

€) 060cHOBaHUe (hyHKLMOHANbLHbIX TpeboBaHui u TpeboBaHuii goBepus kK 6€30NacCHOCTU, ABNAIOWNXCA Haa-
neXaLummu aAns yaoBreTBopeHus cchopMyrnmpoBaHHoi notpebHocTu B 6e3onacHoctu. Mocpeacrsom uenei 6e3o-
NacHOCTU AOIMKHO ObITb MOKA3aHO, YTO HEOBX0AMMO caienaTh Ans peleHns Npotnem 6e30nacHOCTH, UMEIOLLMXCS
B onucaHum cpeabl 6esonacHoctn OO. dyHkuMoHanbHbIe TpeboBaHnA 6e3onacHOCTM u TpeboBaHnA AOBEPUS K
6e30nacHOCTU AOMKHbI COOTBETCTBOBATDL LiensiM 6€30MacHOCTH.

3apanue no 6esonacHoctu (36) BO MHOrom noxoxe Ha M3, HO coaepPHMT A0NONHUTENBHYIO MHhOpMaUWIO,
OPMEHTMPOBAHHYIO HA KOHKPETHYIO peanu3aumio NpoaykTa unu cuctembl UT n pasbacHAWYIO, kakuM 06pasom
Tpe6oBaHus M3 peanuayoTcsi B KOHKPETHOM NPOAYKTE Unu cucteme. 36 coaepimT cneaytoLlyto AONONHUTENb-
HYI0 MHCpOpMAaLUMIO, OTCYTCTBYOLLYIO B 13!

a) kpaTkyio cneundukaumuto OO, koTopas npeacraBnsaeT PyHkUun 6€30nacHOCTU U Mepbl AoBepus k 6e30-
nacHOCTU ANnA KOHKpeTHoro OO;

b) nononHUTENLHBINM pasaen, KOTopbIi BKNoYaeTca B 3B B cnyyasnx, €Cnu yTBepXaaeTca 0 COOTBETCTBUM
3B oaHoMy unu 6onee MN3;

C) AONOMHUTENbHbIE CBUAETENLCTBA B pasaene «OBoCHOBaHNE», yCTaHABNUBAIOLLWE, YTO KpaTkas cneum-
dukaumsa OO obecneunBaeT cooTBeTCTBUE TPeGOBaHMII GE30NACHOCTH, @ MoObLIEe YTBEPXKAEHUSA O COOTBETCTBUM
M3 — aencTBUTENBHbI.

Mpodunb 3aLmMTLl MOXKET UCMONb30BaTLCS AR OnpeaeneHus TMNOBoro Habopa TpeGosaHui 6€30NacHOCTH,
KOTOPbIM AOMKHBI COOTBETCTBOBATL OAMH U 60ree NpoayKTOB UM KOTOPbIM AOJKHbI COOTBETCTBOBATH CUCTEMBI
WT, npeaHasHa4YeHHble Ansi MCNOMb30BaHuUs B ONpeaeneHHbIX uensx. Mpodunb 3amTbl MOXET NPUMEHATLCA K
onpeaernieHHoMy BUAy NpoAYKTOB (HanpumMep, onepaunoHHLIM CUCTEMaM, CUCTEMAaM ynpaBneHusa 6azamu aaH-
HbIX, CMapT-KapTam, MeXceTeBbIM 3KpaHam 1 T.4.) I K COBOKYMHOCTU NPOAYKTOB, 06pasytoLmx cuctemy (Ha-
npumep, K UHPPaCTPYKTYPE OTKPbITLIX KMtOUeii, BUPTYarbHbIM YACTHBIM CETSM).

Mocraswwwmku npoaykta AT B cOOTBETCTBMU C NOTPEBHOCTAMK Ge3onacHOCTH, chopmynmpoBaHHbiMm B M3,
MOryT paspaboTaTtb 3B, koTopoe 6yaeT AeMOHCTPUPOBAaTh TO, KaK UX NPOAYKT VT COOTBETCTBYET NOTPEGHOCTAM
Ge3onacHocTu. TeM He MeHee, COOTBETCTBUE 3aAaHusA Mo 6e30nacHOCTU NPOUNIO 3aLLUThI HE ABNAeTCA 00s13a-
TerbHbIM; Hanpumep, B 36 MoryT BbiTh onpeaeneHbl PyHKLMM 6€30NacHOCTH, 3asBNAeMbIe pa3paboTumkom npo-
aykta UT un npeacraenstowume coboin 0CHOBY Anst OLEHKM npoaykta UT.

Tarkoke B 13 mMoryT ObITb OnpeaeneHbl TpeboBaHMsA 6830NacHOCTU ANA KOHKPETHOW cuctembl UT. B aTom
cnyyae 3b paspabatbiBaetcs Ha ocHoBe 3. Takum o6pasom, M3 u 36 MOryT UCNOMNL30BaTLCA Kak CpeacTBa
B3auMOZEWCTBUA MEXAY OpraHusaLuueii, OCyLLECTBSIOLLEN PyKOBOACTBO pa3paboTKoii CUCTEMbI, OpraHu3aLuei,
3aMHTEPECOBAHHOV B 3TOi CUCTEME, 1 OpraHu3auueit, OTBETCTBEHHON 3a CO34aHME CUCTEMBI (danee — paspaboT-
4nk). Cogepxanune M3 n 36 MOXKET ObITb COrNacoBaHO MeXIy AaHHbIMU CTOPOHaMK. OLiEeHKa KOHKPETHOW CUCTe-
Mbl T Ha cooTBeTcTBUE 36, KOTOPOE B CBOKD 0Mepeb COOTBETCTBYET 13, MOXET ABMATLCA YaCTbIO Npouecca
nNpUeMKu cuctemol UT.
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DNara BBepenua — 2009 — 10— 01

1 ObnacTb NpUMeHeHnsA

Hacrosawmin craHaapt npeacrasnseT coboi pykoBoaCTBO NO pa3paboTke npoduneii 3aLmTbl M 3a4aHUN N0
6esonacHOCTM NPoAyKTOB U cuctem UT B COOTBETCTBUM C KOMNNEKCOM cTaHaapToB MCO/MOIK 15408 (06wume
Kputepum).

PykoBoacTBO NpeaHa3HayeHo ansa paspaboTyunKkoB 1 oueHLWwukos npodunen sawmtol (M3) u 3aganuin no
BesonacHocTu (3B), a Takke MOXET NPeACTaBNATL MHTepeC AnA nonb3osatenei N3 u 3B, N03BONAS UM NOHATH,
yeM pykoBoAcTBOBanucw, aBtopbl M3 u 36 npu ux paspabotke, u Ha kakue Yactu N3 n 36 cneayet obpatutb
0Cc060€ BHUMAaHUe.

MpeanonaraeTcd, YTO MONb30BATENM HACTOALLEr0 CTAaHAAPTA XOPOLWIO 3HAKOMbI ¢ TpeBGoBaHMAMM
NCO/M3K 15408-1 1, B yacTHOCTH, C NpUNOXeHnAMn B n C k Hemy, B KOTOpbIX NpuseaeHo onucanue M3 u 3b6.
Astopam M3 u 3B, KOHEYHO, cneayeT ObiTb XOPOLIO 3HAKOMBIMM C APYrMMM CTaHAapTamu KOMMnekca
NCO/M3K 15408, Bkniovas BBeAEHME, HANPUMEP, C NapaaurMoi yHKUMOHanNbHbIX TPeOOBaHUM, ONMCAHHON
B NICO/M3K 15408-2 (nogpasaen 1.3).

Hacrosawwmii ctanaapt npeacraBsnseT co60om MHOPMALIMOHHBIA TeXHUYeCkuin ot4yetT NCO, npeaHasHaqeH-
HbIii 41151 UICMOMNb30BaHMA TONLKO B KAYECTBE PYKOBOACTBA. [10 CBOEMY COaEpPXaHUIO U CTPYKTYPE €ro He cneayet
paccMmaTpuBaTb kak craHaapt ansa oueHku N3 u 3b. Npeanonaraetca, YTO HaCTOAWMUN CTAaHAAPT NONHOCTLIO
cooTeTcTByeT MCO/M3K 15408; Tem He MeHee, B crydae noboro HeCOOTBETCTBUA MEXAY HACTOSLLMM CTaHaap-
ToM 1 UICO/M3K 15408 nocnegHeMy B kKa4eCTBE HOPMATUBHOTO cneayeT 0TAAaBaTb NPeAnoYTEHNE.

B HacTosiLiem cTaHaapTe He pacCcMaTpPUBAIOTCA Takue BOMPOCHI, kKak peructpauus M3 u cBsisaHHbIE C 9TUM
3agaum — obpalleHue C 3aLMLLaeMOii MHTENNEeKTYanbHol COBCTBEHHOCTLIO (Hanpumep, nateHtamu) B MN3. Un-
dopmauuto no peructpauum N3 cm. B [1].

2 HopmaTuBHbIE CCbUIKU

B HacTOsILLIEM OKYMEHTE UCNOSIb30BaHbI CCbINKKU Ha crieayioLme MexxayHapoaHble CTaHaapTbl:

NCO/M3K 2382-8:1998 UHopmaumoHHas TexHonorua — Cnosapb — Yacrb 8: BesonacHocTb

MNCO/M3K 15408-1 — 2008 MHbopmaumoHHas TexHonorusi. Metoabl u cpeacrsa o6ecneveHusa 6e3onacHo-
ctu. Kputepum oueHkm 6e30nacHOCTU MHGOPMALIMOHHLIX TEXHONOrui. Yactb 1. Beeaenue u obwasa mogens

MNCO/M3K 15408-2 — 2008 UHpopMaLmoHHas TexHonorusi. Metoabl u cpeacrea obecneveHus 6e3onacHo-
ctu. Kputepum oueHkn 6€30nacHOCTU MHOPMALIMOHHBIX TEXHONOMMIA. YacTb 2. yHKUMOHanNbHbIE TpeboBaHuA
6e3onacHoCcTm

MCO/M3K 15408-3 — 2008 NHbopmaLmoHHas TexHonoms. Metoabl U cpeactea obecneveHus 6e3onacHo-
cTu. Kputepum oueHkmn 6esonacHOCTU MHAOPMAaLMOHHBIX TexHonoruin. — Yactb 3. TpeboBaHusa gosepus k 6e3o-
nacHoctu

N3paHue ocpuumansHoe



FOCTP UCO/M3K TO 15446 —2008

3 TepMuHbI M onpeaeneHns
B HacTosiwem craHgapTe npumeHeHbl TepmuHbl o MICO/M3K 15408-1.
4 CokpaweHus

B HacToALweM cTanaapTe NPUMEHSAIOTCA CoKpaLleHus, npueeaeHHble B UCO/MOK 15408-1, nogpasaen 2.3,
aTakkKe crneayloLlme CoKpaLLeHus:

MNBOp (OSP) — nonutuka 6e30nacHOCTU OpraHu3auunu;
CYb[ (DBMS) — cuctema ynpasneHusi 6asamu gaHHbIX;

TOB (SAR) — TpeboBaHue goeepus k 6e30nNacHoOCTH;

dTE (SFR) — dPyHKUMOHarbHOe TpeboBaHme 6e30NacHOCTH;
3M (RFP) — 3anpoc NPEASIOKEHUS;

KCO (TSS) — kpatkad cneyndmkauma OO;

TOC (TTP) — TpEeTbs AOBEPEHHAsA CTOPOHA.

5 Uenb

Hacroswmin ctaHaapt npeactaensieT coboii AeTanbHOe PyKOBOACTBO NO pa3paboTke pasnuyHbixyacren M3
unu 36 n faeT ucyepnbiBaoLLee npeacrasneHne 06 nx B3auMocaa3n. Hanbonee BaxkHble acnekTbl HACTOALLETO
cTaHfapTa npeacTaBneHbl B NPUNOXKEeHWN A B BUAE NAMATKW (MK PE3IOME), H4TO B 3HAUUTENLHOI CTeneHn obnerya-
€T 3HaKOMCTBO U paboTy CO CTaHAAPTOM.

B ocTanbHbIX NPUNOXEHUAX NPUBOASATCA MPUMEPDI, UMNIOCTPUPYIOLLME NPUMEHEHWUE HACTOSLLEro CTaH-
aapra.

Pasgenbl 1—4 cogep>xat BBOAHbIE U CCbINTIOYHbIE MaTepuarnsl.

Pasgen 5 cogepxiT Luenu u HanpaeneHHOCTU HACTOALLIEro CTaHaapTa.

Pasgen 6 cogepuT kpaTkuii 0630p M3 u 3B, KOTOpLIN BKNOYAET B cebA ornasneHus u otobpaxkaeTt coaep-
XaHWe, a Takke NoTeHUManbHbIX NonbL3oBaTtenen pasnuyHelix Yacten N3 unu 3. [aHHbli pasgen cogepxuT, a
TaKKe KOMMEHTUPYET COOTHOLLEHNE Mexay 13 u 36 1 npobnemsl, CBA3aHHbIE C NPOLIECCOM UX pa3paboTKu.

B pasgene 7 6onee rnyboko paccmaTpuBaloTca cogepkaiume onuncadue yactu N3 mn 3b, Bknovas eeeje-
Hue M3 n 36, onucaHne obbekTa oueHkm (B BOMbLLEN CTENEHN OPUEHTUPOBAHHLIE HA NONb30BaTENEN), a TaKkKe
3ameydaHus no npumeHenuto M3 (B GonbLUEl CTENEHU OPUEHTMPOBAHHbIE Ha aBTopoB 36 u paszpabotuukos OO).

Pasgenbl 8—13 npuaepxmatotca Ton cTpykTypbl 13 n 36, koTopada yctaHosneHa B UICO/MOK 15408-1
(cm. npunoxenue B, pucyHok B.1, npunoxexue C, pucyHok C.1).

Pasanen 8 npeacraenseT cobor pykoBOACTBO MO onpeaeneHuto cpeabl 6esonacHoctn OO B M3 u 36 B BUAe
UCXOIHbIX «NOTpebHocTeN B BesonacHocTu» OO.

Paspen 9 npeacraensieT coboii pykoBOACTBO MO ONpeaeneHunio U cneuudmkaumm uenen 6esonacHoctm B M3
unu 36 B COOTBETCTBUU CO CCHOPMYNUPOBAHHBLIMU PaHEE UCXOAHBIMU «NOTPEBGHOCTAMM B Ge3onacHoCTUy». Oba
3TUX pasgena nNpeacTaBnsioT MHTEPEC He TONbKO And asTopos M3 n 3B, HO TaKkke u And Apyrnx UL — nosnb30Ba-
Tenen N3 n 3b.

Paspen 10 npeacraensieT co6oi pykoBOACTBO MO BLIOOPY U cneumdmkaumm TpeboaHuii 6€30nacHOCTM UH-
dhopmMaLMOHHbIX TexHonoruii B M3. B gaHHOM pasaene noapo6HO onucbIBAETCA UCMOSb30BaHNE (PYHKLMOHANBbHbIX
KOMMNOHEHTOB M KOMMOHEHTOB A0Bepus K 6e30nacHOCTN B COOTBETCTBUM C TpeBOBaHUAMU CTaHAAPTOB CEPUn
MCO/M3K 15408, a Takke KOMNOHEHTOB, HE NPEAYCMOTpPEHHbIX cTaHgapTamu cepun MCO/MOBK 15408, ana obec-
neveHus Gonee TOUHOrO onpeaeneHusi TpebosaHuin GesonacHocTn UT.

Paspensbl 11 n 12 npeacraensaioT cob6oi pykoBoACTBO No paspaboTke 36 B YacTu kpaTkou cneuyudukaumm
OO un ytBepxaeHuin o cootsetcTeuu MN3. Pasgens 10—13 6yayT B OCHOBHOM NPEACTABMATL UHTEPEC ANS aBTO-
poB u oueHwykos M3 n 3b.

Pasgen 13 npeacrasnseTt coboin pykoBOACTBO MO COCTABIEHNIO M NpeacTaBneHnto pasaenos «O6ocHOBa-
Huey B M3 n 3b.

B pasaene 14 paccmarpusatorca npobnemsl paspabotku M3 n 36 agnsa cnoxHoeix OO, To ectb OO, cocTos-
Lwmx u3 apyx unu 6onee OO-KOMMNOHEHTOB, ANA KAXA0r0 U3 KOTOPbIX MMeINTCA cobcTBEeHHbIE M3 1 3b.

Pasgen 15 npeacrasnsaeT coboi pykoBOACTBO N0 hOPMUPOBAHUIO (DYHKLIMOHATNBLHbIX NAKETOB U MNAKETOB
noBepus kK 6e30NacHOCTU, onpeaeneHHbIX Takum 06pa3oM, YToBObl 3TN NAKETbI MOXKHO BbINO MHOTOKPATHO UCNONb-
30BaThb Npu paspaboTke paznuyHbix M3 u 36. MakeT Nnpu 3TOM paccMaTpPUBAETCA Kak NOTEHLMANbHO MOME3HbIN
WHCTPYMEHT, NpeaHa3HayveHHbIn Ans obnerdeHuns npouecca paspabotku N3 n 36.
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Kak ynomMnHanocs BbiLue, B NPUNOXeHUN A pyKOBOACTBO BKpaTLIE NPEACTABNEHO B BUAE UHCTPYKLMN.

MpumMepsb! yrpos, nonuTrkm 6e30nacHOCTM OpraHu3aumm, NPeanonoXeHuii n uenein 6e3onacHOCTU NpeacTaB-
NeHbl B NPUMOXEHUU B, KOTOpOE Takke yCTaHABNMMBAET COOTBETCTBUE MEXAY 0BLLMMU DYHKLMOHATbHbIMU Tpebo-
BaHUAAMU U COOTBETCTBYHOLLMMU (DYHKLMOHAMbHBIMU KOMMOHEHTaMu U3 ctaHgapTos cepun UCO/MOIK 15408. Mpea-
noniaraeTcs, YTo 9T NPUMEPEI ABNSAIOTCA OCTATOYHO LUMPOKOMACLUTAOHBLIMU, HO HE UCHEPNLIBAKOLLIMMU.

MpunoxeHue C npeacraenset coboii pykoBOACTBO, MMetoLLee oTHowweHue k M3 u 36 ans OO, koTopble
peanu3yot KpunTorpadudeckue yHKLMOHArbHbIE BO3MOXHOCTHU.

Bo3MOXXHOCTM NpUMEHeHUst HacTosALLIEero craHaapTa npu paspabotke M3 n 36 ans pasnuyHbix Tunos OO
npeacrasneHsbl B NpunoxeHusax D — F. Tak, B npunoxxeHun D paccMoTpeHa BOSMOXHOCTb UCMOSNb30BaHMS HACTO-
AiLuero craHgapta npu paspatdoTke M3 n 36 ana MexceTeBbIX 3KpaHOB, B NpunoxxeHun E— ana CYBL, B koTOpom
noayepkuBaeTca ocoban BaXKHOCTL pPeLLEHUS BONPOCOB, CBA3AHHbIX ¢ UT-cpenoii. B npunoxexun F paccmatpu-
BaIOTCA BONPOChHI, CBA3AHHLIE C pa3paboTkoii 13 ans TpeTbei 40BepeHHON cTopoHbl (TAC).

6 KpaTkuin o630p npodunen 3awmtbl U 3agaHUin No 6e30nNacHOCTU

6.1 BeegeHue

B HacTosileM pasaene npuBoauTcs kpaTkuii 063op u coaepxanue M3 u 36. Paccmarpusalorcs B3auMo-
ceasu mexay M3 u 36 n npouecc nx paspabotku (cM. Tarke UCO/MIK 15408-1, npunoxenus B u C).

6.2 CopepxaHue npodunen sawmnTel U 3agaHUn No 6e3onacHOCTU

Tpebyemoe coaepxanue M3 n 36 npueeaeHo 8 ICO/M3IK 15408-1, npunoxkeHue B. Mpumep cogepaHus
M3 npeacraeneH HMWxe:

1 Beeaenune 3

1.1 Maentucukauma N3

1.2 AHHOTauma N3

2 OnucaHue OO

3 Cpegaa 6esonacHoctn OO

3.1 Npeanonoxexua 6e3onacHoCcTu

3.2 Yrposbl

3.3 Monuntuka 6e30NacHOCTM OpraHM3aLum

4 Llenn 6e3aonacHoCTM

4.1 Llenu 6esonacHoctu ans OO

4.2 Llenu 6e30nacHOCTM AnsA cpedbl

5 TpeGosaHus 6esonacHocTn UT

5.1 dyHkuMoHanbHbIe TpeboBaHusa 6esonacHocTn OO
5.2 Tpeboeanus poeepusi k 6esonacHoctn OO
5.3 TpeboBaHus 6esonacHoctu anst UT-cpeabl
6 3amevaHua no NPUMEHEHUI0

7 OBocHoBaHue

7.1 OB6ocHoBaHue Leneit 6esonacHocTu

7.2 O6ocHoBaHue TpeboBaHuit 6e30MacHOCTU.

B pasgene «BeegeHnue M3» ngentuduumpyertcs N3 u npusoauTcs ero aHHotauus B popme, Haubonee
noaxoAsLLEN ANs BKIOYeHWs B kaTanoru u peectpol M3. JanHbiii pasaen N3 6onee noapobHo paccmaTpuBaeTca
B paszene 7 HaCTOSILLEero craHaapTa.

B pasaen «Onucanue OOy BKIMHOYAIOT CONPOBOAMTENBLHYIO MHdopMaumio 06 OO (unu Tune OO), npeaHas-
Ha4eHHY!I0 AN NOSACHEHUS €70 HasHavYeHus n TpeboBaHuin 6e30MacHOCTH.

B pa3agen N3 «Cpeaa 6e3onacHoctn OOy BKMIOYAIOT ONMUCaHUE acnekToB cpeabl 6e3onacHoctn OO, KOTo-
pble AOMKHbI YYUTBLIBATLCA ANSt 00BEKTA OLEHKU, B YACTHOCTM — AETanbHOE ONucaHne NnpeanonoxeHuin 6esonac-
HOCTW, ONPeAEnsLLMX rPaHuLbI cpeabl 6€30NacHOCTH, Yrpo3 akTueam, TpedylowmM 3awuTsl (BKNOYasa onuca-
Hue 3Tnx akTuBoB), u MBOp, koTopoi AomkeH cooTeeTcTBOBaTL OO. 3TOT pasaen N3 6onee nogpobHO paccmoT-
peH B pasgene 8.

B pasaen 3 «Lenu 6e30nacHOCTMy BKNIOYAIOT KPATKOE U3NOXKEHWE NPeanonaraemMomn peakumm Ha acrnekTbl
cpeabl 6e30MacHOCTM Kak C TOYKM 3peHuns Lenen 6e3onacHoCT, KOTOPbIE A0MKHbLI ObITb yAOBNETBOPeHbl OO, Tak
1 C TOYUKM 3peHust uenen 6e30nacHOCTK, KOTOPbIe A0IDKHBI ObITb YA0BNEeTBOPeHbl UT- n He UT-mepamu B npeaenax
cpeabl OO. OanHbiii pasaen M3 6onee noagpo6HO paccMOTpeH B pasaene 9.

B pasgen N3 «TpebosaHusa 6ezonacHocTu UTy BKMIOYAIOT DYHKLMOHANbHbIE TpeboBaHusa 6e30nacHoCTH
OO0, TpeboBaHnus goBepus kK 6esonacHocTK, a Takke TpebosaHus 6€30MacHOCTU NPOFrPaMMHOr0, NPOrPaMMHO-
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annapaTHoro n annapartHoro o6ecnedeHus UT-cpeabl OO. TpebosaHus 6esonacHocTn UT fomiHbl GbiTh onpeae-
NeHbl NyTEM UCMONb30BAHUA, A€ BO3MOXHO, (PYHKLMOHAmNBHbLIX KOMMOHEHTOB M KOMIMOHEHTOB AoBepus k 6esonac-
HocTu B cooTBeTcTBUM ¢ UCO/MOK 15408-2 n NCO/MOIK 15408-3. Pasgen N3 «TpeboBaHua 6ezonacHoct UT»
Gonee noapo6HO paccMOTpeH B pasaene 10.

B pasaen M3 «3aMevaHus no NpUMEHEHUIO» AOMYCKAETCS BKIOYATL N0OYI0 0NONHUTENBLHYIO UHbOpMa-
uuto, KoTopyio paspabotuumk M3 cuntaet nonesHomn. OTMETUM, YTO 3aMeYaHUs MO MPUMEHEHUIO MOTYT ObiTb pac-
npeaeneHsl Mo cOOTBETCTBYOWMUM pasaenam 3. Pasgen M3 «3amevyanus no npumeHeHuio» 6onee noapo6Ho
paccMOTpeH B pasgene 7.

B pa3pene N3 «O60cHOBaHME» AEMOHCTPUPYETCS TO, uTO M3 cneyuduumupyeT NOHYIO U B3aUMOCBA3aH-
HYI0 COBOKYNHOCTb TpeGoBaHuit 6esonacHoctu UT u cootBeTCTBYIOLWMIA OO YyUnTLIBAET MAEHTUPULMPOBAHHLIE
acnekTbl cpeabl 6esonacHoctu. Pasaen M3 «O6ocHoBaHue» 6onee nogpo6GHO paccMOTpeH B pasagene 12.

CyLLECTBYET TaKkKe Lienblii paa HeobA3aTenbHbIX pas3aenos U NoApasaesnos, KOTOPLIE MOMYT BKNIOYATLCA B
M3. Bo3aMOXXHbI pasHble YPOBHM AeTanu3aLumM HEKOTOPbLIX Nnoapa3aenos. Pazgen «O60CHOBaHWE» MOXeET ObiTb
0hOPMIIEH B BUE OTAENMBHOTO AOKYMEHTA. Ha npakTuke AONONMHUTENbHBIE pasaerbl MOryT 6biTb HE06X0AUMbI ANA
npeaocTaBneHus None3Hon MHdopmMaLmm, HanpuMep:

a) pasgen «Beegenue M3» MOXET BKNOYaTbL B cebs nogpasaen, onuceisatoLumin opraHusaumio N3, atakke
CCblkM Ha apyrue M3 u gpyrue JOKYMEHTbI,

b) pasaen «Cpeaa 6ezonacHoctn OO» MOXET BKIoYaTb B ce051 0TAENbHbIE MOAPA3Aenbl ANA PA3NUYHbIX
aomeHos B UT-cpege gns OO;

¢) pasgen «TpeboBaHusa 6e3onacHoCT UT» MOXET ObiTb pacLLMPEH 3a CHET BKIIOYEHUS, rae Heotxoaumo,
TpeboBaHwuii 6esonacHocTu ans He UT-cpeabl.

B cny4ae ecnu nogpaszen He UCnonb3yercs (Hanpumep, nonuTuka 6e3onacHoOCTH opraHmsauum, Tpe6osa-
Hus 6esonacHocTu UT gns cpegbl OO), HeoBxoaAUMO BKNIOUMTL B M3 COOTBETCTBYIOLLIEE NOSICHEHNE.

Copepxanune 3b npusegeHo B UICO/MOK 15408-1, npunoxxenue C. Mpumep coaepxanus 36 npeacrasnex
B Tabnuue 2.

B pasaene «BeeaeHnue 36» naentnduumnpyetcsa 36 u OO (Bkniovyaa HoMep BEpCUMK) U NPUBOAUTCA aHHOTa-
uus 36 B chopme, Hanbonee NoAxXoASALLEN ANA BKMOYEHUSA B NEPEYEHb OLEHEHHbIX (CepTUULIMPOBaHHBIX) NPO-
ayktoB UT. Pasgen «BeeneHue 36» 6onee nogpobHO pacCcMOTpeEH B pasaene 7.

B pasgen 36 «Onucanne OO» BKNOYAOT CONPOBOAUTENbHYIO MHopmauuio 06 OO, npeaHa3Ha4YEHHYIO
AN NOSICHEHWA ero HasHaveHusA u TpeboaHuii 6esonacHocTu. Pazgen 36 «Onucanne OO» AOMKEH TaKkxke BKAIO-
yatb B cebs onncaHue KoHdurypauuu, B kotopoit OO noanexut oueHke. Pazgen 36 «Onucanne OO» Gonee
noZpobHO paccMOTPEH B pasaerne 7.

B pasaen 3b «Cpegaa 6e3onacHoct OO» BKNOYAIOT onucaHme acnekrtoB cpeabl 6esonacHoctn OO, KoTo-
pbl€ AOJHKHbI YYUTbIBATLCA 0OBEKTOM OLIEHKM, B YACTHOCTM, NpeAnosioxeHuin 6e30nacHoCT, onpeaensiowmx rpa-
HULbI cpeabl 6e30MacHOCTH, yrpo3 akTueam, TpebyowmM 3awmTsl (BKNoYasi onucaHue 3Tux aktueos), MBOp,
KoTopou aomkeH cootsetctBoBaTh OO. Pasaen 36 «Cpena 6e3onacHoctn OO» Gonee noapo6HO paCCMOTPEH B
pasgene 8.

Mpumep coaepxaHus 3agaHns No 6e30NacHOCTU NPEACTaBNEH HUXE:

1.1 NgeHTudmkaumsa 36

1.2 AHHOTaums 3b

2 OnucaHue OO

3 Cpega 6esonacHoctn OO

3.1 MpeanonoxeHuns 6e3onacHoOCTU

3.2 ¥Yrposbl

3.3 Monwntuka 6e30nNacHOCTM OpraHuM3aumm

4 Llenn Be3aonacHocTu

4.1 Lenu 6e3onacHoctu gnst OO

4.2 Llenn 6e3onacHocTu ansa cpegbl OO

5 TpeGosaHus 6esonacHocT UT

5.1 dyHkuMoHanbHbIe TpeboBaHus 6esonacHocTn OO
5.2 Tpe6osanus goeepus k 6esonacHocTn OO

5.3 Tpe6osaHus 6e3onacHoctu anst UT-cpeabl

6 Kpatkas cneundukaums OO

6.1 dyHkumu 6esonacHoctn OO

6.2 Mepbl o6ecneveHust LoBepusi kK 6e30nacHOCTH
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7 Y1BEpXAEeHUs1 0 cCooTBETCTBUM M3

7.1 Ccbinka Ha M3

7.2 YTouHeHue N3

7.3 JononHeHue N3

8 ObocHoBaHue

8.1 OBbocHoBaHue Lenen 6e3onacHoCcTU

8.2 O6ocHoBaHue TpeboBaHuii 6e3onacHoCTH

8.3 ObocHoBaHue kpaTkon cneyndukaummn OO

8.4 OGocHOBaHUe yTBEpXaeHUiA 0 cooTBeTcTBUM 13,

B pasgen 36 «Llenu 6e30nacHOCTI» BKIOYAIOT KpaTKOE U3MOXEHWE Npeanonaraemon peakummn Ha acrnekTbl
cpefibl 6€30MacHOCTM KaK C TOYKM 3pEHUS Lieneii 6e30nacHOCTM, KOTOPbIE A0MKHBI cooTBETCTBOBAaTL OO, Tak u ¢
TOYKM 3peHnst Lieneit 6e30nacHOCTH, KOTOpble A0MKHbI cooTBeTCTBOBaTL UT- U HEe UT-Mepam B npeaenax cpeabl OO.
HaHHblii pasaen 36 6onee nogpo6HO paccMOTpeH B pasaene 9.

B pasgen 36 «TpeGoaHua 6esonacHocTu UTy» BKMOYaOT PYHKLMOHaMNbHbIE TpeboBaHUst 6e30NacHOCTH
OO0, TpeboBaHusa goBepusi K 6€30NaCHOCTH, a TaKke TpeboBaHusa 6e30NacCHOCTU NPOrpPamMMHOro, MPOrpamMmHoO-
annaparHoro u annapartHoro o6ecnedeHus UT-cpeabl OO. TpebosaHus 6esonacHoctu UT gomkHbl 6bITb onpese-
neHbl NyTeM UCMONb30BaHUS, rae 3T0 BO3MOXHO, (PYHKLUMOHAMbHbLIX KOMMOHEHTOB Y KOMMOHEHTOB JOBEPUS
k 6ezonacHocTtu B cootBeTcTBUM ¢ UICO/M3BK 15408-2 1 MICO/M3K 15408-3. Pasgen 3b « TpeboBaHusa besonac-
HocTu UT» Bonee nogpo6HO paccMOTpeH B pasaene 10.

B pasaen «Kpartkas cneuudukauus OO» BkntoMatoT onucanne dyHkumii 6esonacHoctu UT, peanuayembix
OO 1 COOTBETCTBYIOLLMX CNELMULIMPOBAHHBIM (hyHKLIMOHAMNbHLIM TpeboBaHuAM 6e30nacHOCTU, a Takke NobbIX
Mep AoBepusi K 6e30MacHOCTM, COOTBETCTBYIOLLMX CELMAULMPOBAHHBIM TPEOOBAHUAM A0BEpUS k 6€30NacHOCTH.
Pasnen 3B «Kpatkas cneumdukauus OO» 6onee nogpobHO paccMoTpeH B pasaene 11.

B paspene «YTBepKaeHus o cootseTcTanu M3» ngeHtuuumpyrotces N3, 0 COOTBETCTBUM KOTOPLIM 3asiBNS-
eTcs B 3B, a Takke nobble AONONHEHNS UNN YTOYHEHUS Lieneii unu Tpedosanuin s atux MN3. Pasaen 36 «YTBep-
»aeHus o cooTeeTcTBuM M3» Gonee nogpoBOHO paccMOTPEH B pasaene 13.

B pasaene 36 «OGOCHOBaHUEY AEMOHCTPUPYHOT, 4To 36 cneumduumpyeT nonHyio U B3aMMOCBSI3aHHYIO
COBOKYMHOCTb TpeboBaHuin 6esonacHocTn UT, cooteeTcTBytowmin OO yunThIBAET ONpeaeneHHble acneKkTbl Cpesbl
6e3sonacHocTn UT u chyHkLmm 6esonacHocTu UT u Mepbl A0Bepus K 6830NaCHOCTU COOTBETCTBYIOT TpeGOBaHUAM
6esonacHoct OO. Pasagen 3b «O6ocHoBaHue» 6onee nogpobHO paccMOTpeH B pasaene 13.

Kak u ana N3 (cm. 6.1) npu paspaboTke 36 aonyckaeTcs OTCTyNaTh OT BblLWEeYKa3aHHOW CTPYKTYPbI MyTEM
BKJIIOYEHUS I0NONHUTENBHBIX M UCKIIOYEHUS HeobA3aTenbHbIX pa3aenos (n/unu noapasaenos) 3b6.

6.3 B3anmocBs3b Mexay npodunamu 3aimTbl M 334aHMAMM NO 6e30NacHOCTH

Mpu conocraeneHumn Tabnuu 1 u 2 CTaHOBUTCS OYEBUAHON B3auMOCBA3L mexay N3 n 36 scneacrene BbICO-
KO cTeneHn o6LHOCTM AaHHbIX JOKYMEHTOB, B 0CODeHHOCTH pa3aenos «Cpeaa 6e3onacHoctn OOy, «Lenn
6esonacHocTny, «TpeboBanus 6esonacHoctu UT» u, yactuyHo, — pasaena «O6ocHoBaHuey. Ecnu B 36 yTBepi-
Aaercs 0 cooTeeTcTBUM M3 1 NPY 3TOM He cneunUUMPYIOTCS A0NONMHUTESbHBIE PYHKUMOHANbHLIE TpeboBaHnA U
Tpe6oBaHusi foBepusi K 6€30NaCHOCTH, TO COAEPKAHNE YNOMSIHYTLIX BhiLLie pa3aenos 3B MoXeT ObITb MAEHTUYHO
coaepKaHuio COOTBETCTBYIOLWMX pa3aenos MN3. B Takux crny4vasx pekoMmeHayeTcs cebinka B 36 Ha coaepkaHue
N3 c nobasneHnem (Tam, rae HeobxoauMo) aetanei, otnuyatowmx 36 ot M3.

Crneayowme pasaensl 36 He umetor aHanoros B M3 u, Takum 06pasom, aenaoTca cneyudndHbivm Anga 3b:

a) pasaen «Kparkas cneumdukauua OO» — BkrtoyaeT B cebs pyHkumm 6e3onacHocTu UT, MexaHn3Mbl 1
cnocobbl 06ecneyeHus 6e30nacHOCTU, a TAKKE Mepbl AOBEPUS K 6E30MacHOCTH;

b) pasaen «YTBepxaeHus o cooTBeTCcTBMM 13» — MOTMBUPYET M AeTanu3upyeTt TpeboBaHuA COOTBET-
creuall3;

C) nogpasaens pasgena «OB60CHOBaAHME» — AEMOHCTPUPYIOT afeKBaTHOCTb pyHKumi BesonacHocTn AT
1 Mep AoBepus k 6ezonacHocTu TpeboaHusam 6esonacHocTu OO.

6.4 YyeT uH(OpPMaLMOHHBbIX NOTPEOHOCTEN NOTEHUMASbHbIX NOSIb30BaTeNnen npodunei sawmTbl
W 3agaHUi No 6e30NacHOCTU

B N3 1 36 He06Xx0aMMO yuuThIBaThL CrieayoLme MHopMaLMOHHbIe MOTPEGHOCTH NOTEHUMANbHBIX MOS1b30-
BaTenen 9TUX JOKYMEHTOB:

- notpebuTenu (aUCTpMBYTOPbI M NOKYNaTenn) HyXaatTcs B MHpopMaumu, aaroLlen obLiee npeacrasneHmne
0 TOoM, kak OO peLuaet npobnembl 6e30NaCHOCTY;

- pa3paboTUMKM HYKAAIOTCSA B 04HO3HAYHOM NOHUMaHUK TpeboBaHmii 6e30nacHOCTM C Tem, 4TOOLI co3aa-
BaTb ((popmMupoBaThb) cooTseTcTBYIOLME OO;
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- OLEHLLMKM HY>KaatoTcs B MHGOpMaumn, kotopas OyaeT MOTMBUPOBATh NPaBUNbLHOCTb U 3dhdpeKTUBHOCTL 113
unn 3b ¢ TEXHUYECKON TOYKM 3PEHUS.

Crtpyktypa N3 n 3B gomkHa GbiTh paspaboTaHa Tak, YToObl pa3Hbie pa3aensl coaepxany uHopmaumio,
npeaHasHaYeHHyIo A4S PasHbIX KATEropuii Nonb3oBaTenen.

Paspensl «<Beeaenue M3 n 3b», «Onucanne OO» u «Cpeaa 6esonacHoctu OO» npegHa3HayYeHbl, Npexae
BCero, ansa notpebutenen. Pasagen «Lenu 6e30nacHOCTU» TaKkke MOXET ObITb M3NIOXKEH B MEPBYIO ouepeab Ans
notpebuteneit. Bmecre ¢ Tem cneayeT NOMHUTB, UTO U paszpaboTumku OO AOMKHBI NPUHSATL BO BHUMaHWe UHOp-
Mauuio, HaxoasiLyocs B pazgenax «Cpeaa 6esonacHoctu OO» u «Lienu 6e30nacHOCTMY.

Paspen «Tpe6oanus 6e3onacHoctu UTy, otHocAwwmiics k M3, npeaHaszHaveH npexae Bcero Ans paspabor-
unkoB OO, x0TA MHDOPMALMSA, COAEPKALLAACH B 3TOM pa3fiene, BepOSiTHO, Takke OyaeT uHTepecHa notpebure-
nam. Pasgen 3b «KpaTkas cneuncukauyus OOy npeaHasHAYeH NpeXxae BCEro Ans OLEHLLUKOB U NoTpeduTenei.
Ecnu nocneaHue aBa pasgena N3 He cogepkaT JOCTaTO4HOrO KONMYeCTBa MHhopMaLmu, TO B HUX HEOBXOAMMO
NOMECTUTb CChINIKY Ha Apyrue pasaensl (nogpasaenst) M3 (Hanpumep, «AHHoTaumsA MN3») M JOKYMEHTbI, HE0BX0-
AVMble ANSA NOMHOrO U TOYHOrO MOHUMAaHUA NpeAcTaBneHHbIX TpeboBaHuii 6esonacHocTn UT.

B pa3gen N3 n 36 «O6ocHOBaHUEy BKAKOYAIOT MHDOPMAaLMIO, NPeAHA3HAYEHHYIO MPEUMYLLECTBEHHO ANA
OLEHLLMKOB. B TO ke Bpemsi oLeHLUMKaM LenecoobpasHo 03HaKOMUTLCS CO Bcemu pasgenamu M3 u 3b6.

6.5 Mpouecc paspaboTku npodunen sawmTsl U 3a4aHUA N0 6e30MNaACHOCTH

AHanus npunoxeHuin B u C NICO/M3K 15408-1 u pasgenos 3 — 5 UCO/M3K 15408-3 nokasbiBaeT, Yto
paspaboTka N3 n 3B ocyLLeCcTBNAETCA B cneaytoLen (HUCXoasiiein) nocneA0BaTenbHOCTU:

a) ugeHTudMKaLus acnekTos cpeabl 6e30nacHoCTY;

b) onpenenexue uenein 6e30NacHOCTY, YUUTLIBAIOLMX MAESHTUULMPOBAHHbLIE acnekTbl cpeabl 6esonac-
HOCTH;

¢) chopmupoBanue Tpebosanuii 6esonacHocTu UT, HanpaBneHHbIX HA yA0BNETBOpEHUe Lenen besonac-
HOCTH.

B o6Lem criyyae, X0Ta U € y4€TOM L aHHOM NOCNEA0BATENBLHOCTU AeWCTBUI, npouecc pa3paboTku M3 n 36
HOCUT UTepaTUBHbIN Xxapaktep. Hanpumep, choopmmpoBaHue TpeboBaHuit 6e30nacHOCTM MOXET CnocobCcTBOBaTL
KOPPEKTUPOBKE Lienei 6e3onacHoCTy unu gaxe notpebHocren B 6esonacHocTu. B uenom, MoxeT notpebosaTtbca
uenblii psag uTepauuin 4ns HamGonee NONHOro y4eTa B3auMocBsidei mexay yrposamu, NMBOp, uensmu u TpeGosa-
HusiMM 6e30NacHOCTH, a TaKkke yHKUMAMM 6e30nacHOCTU, B 4aCTHOCTU, Npu hopmupoBaHum «OGocHoBaHus» M3
1 3B. Mpu 3TOM TOMbLKO KOrga Bce npobnemMbl hopmmpoBaHua «O6ocHoBaHuay M3 n 36 peLeHsbl, npouecc paspa-
60TKM M3 1 3B MOXHO CUMTaTb 3aBEPLUEHHbIM.

Mpouecc pa3paboTku M3 1 36 MOXET TakKe BKMIOYaTb BHECEHUE U3MEHEHUI B OKYMEHT C TE€M, UTOObI
OTpasuUTb M3MEHEHWSA YCIOBUWA NPUMEHEHUA, HANPUMeEp:

a) uaeHTudrKaLmo HOBbIX Yrpos;

b) namenexue MNBOP;

C) CBSI3@aHHbIE CO CTOMMOCTHBLIMU Y BPEMEHHbBIMU OFPAHUYEHUSIMU M3MEHEHUS B Pa3eneHnn OTBETCTBEHHO-
cTu ob6ecnevyeHuns 5e3onacHOCTH, Bo3naraemMoli cootseTcTBeHHO Ha OO u cpegy OO;

d) koppekTupoBky TpebosaHuit 6esonacHocTu UT, coyHKUmin 6esonacHOCTU u/unm Mep AoBepus k 6e3onacHo-
CTM, CBAI3AHHYIO0 C U3MEHEHUAIMW B TEXHONOMUM U 3aTpaTax Ha paspaboTky OO.

Takke BO3MOXHO (Hanpumep, aAns cywecTaytowero npoaykra UT), uto paspabotuuku M3 n 36 umetor
YeTKoe npeacTaeneHne otTHocuTenbHo $TB, koTopbiM cooTBeTCTBYET OO (Aaxe ecnm 3Ti TpeboBaHKsA He Obinu
BblpaXkeHbl B cTaHaaptax cepum MCO/M3IK 15408). B Takux criy4asix onpeaeneHne acrnekTos cpeabl 6esonacHo-
CTW U Uenen 6e3onacHOCTU ByaeT OCYLLeCTBNATLCA, ucxoas u3 atux $TB. Mpouecc paspabotku M3 u 36 B Takom
cnyyae 6yaeT «BOCXOAALLUMY.

6.6 CemencrBa npodunen 3almnTbl

CewmeitctBo M3 npeacraenset coboi COBOKYMHOCTb TECHO CBSI3AHHLIX [13, KOTOPbIE 06bIMHO OTHOCATCS K
O4HOMY M TOMY e TUNY NPoAYKTa Unn cuctemsl T (Hanpumep, onepaunoHHasa CUCTEMA, MEXCETEBOW 3KpaH U
T.4.). Pazpabotka 3 MoxeT, Takum 06pasoM, paccMaTprBaTbCs Kak 4acTb Npouecca pa3pabotku cemerictaa M3.
PaspaboTka cemeicTs M3 MOXET MATU MO creayoLwmMmM HanpaeneHuaMm:

a) paspaboTka COBOKYNHOCTU nepapxmuyeckn ceadanHbix M3 ans ogHoro u toro xe tuna OO (N3 MOoXHO
cyMTaTh MEpapXMYECKUM NO OTHOLLEHUIO k ApyroMy M3 cemelicTBa, ecnm OH BKniodaeT B cebs Bce TpeboBaHus
6esonacHocTu UT, cneumduumpoBanHeie B Apyrom M3);

b) paspabotka coBoKynHOCTYM M3, KaXKablil U3 KOTOPbLIX OTHOCUTCA K PA3NM4HbIM KOMMOHEHTaM cuctembl UT,
HanpuMmep, CeMENCTBO «CMapT-KapTbl» MOrno Bbl BKNtoYaTh B ¢e6s M3 Ans nnatbl MHTErpanbHol cxembl, M3 Ans
onepauuoHHON cucTeMbl, M3 ans npunoxexuna, M3 cuutobiBaTens cMapT-kapT U T.4.

6
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Ecnu cemeiictBo N3 oTHOCUTCA K KOHKpPEeTHOMY Tuny OO, BaXKHO, 4TOGbI 6110 YeTKoe pasnuyne Mexay
pasnuyHbIMU YNEHaAMK cemeicTea. JpyruMu crioBamu, AOJDKHbLI BbITh YeTKUe pasnuyus B TpeboBaHusx 6eso-
nacHoctn OO. 310 cBA3aHO C TeM, YTo M3 fomKeH, Mo KparHen Mepe, OTNNYaTLCs Lensammu 6e30nacHoCTU, KOTo-
pble onpeaenstoT Beibop TpebosaHuii 6esonacHoctu UT. B kauecTBe npuMepa MOXHO pacCMOTPETL Cnyyai,
koraa aga M3 cneunduuupyoT 04HY U TY Xe COBOKYNHOCTE ®TB, HO pasHbie TAB. [lonyckaeTcss MOTUBUPOBATh
6onee HU3Koe TpebGoeaHne 6e3onacHOCTH Bo3pacTaHuem 6esonacHocTu cpefbl OO. Takue pasnuuus JomkHbI
ObITb OTPaXxeHbI B Lienax 6e3onacHocTu. Tam xe, rae ceMencTBo N3 NPUMEHSIETCS K Pas3nMYHbIM KOMNOHEHTaM
cuctembl T (B KOHKPETHOW UNW Npeagnonaraemon cpeae), 40MKHbI BbITb YETKO onpeaeneHsbl M3, BKNIOYEHHbIE B
cemMelicTBO (CM. Takke pasgen 14, B KOTOPOM paccMaTpuBalTCA BONPOCHI pa3paboTku M3 Ans KOMNOHEHTOB
cuctembl AT).

7 OnucarenbHble pasaernbl npodunen 3awnTtbl U 3agaHU No 6e3onacHOCTU

7.1 BBegeHue

Hacrosawmin pasgen cogepxuT pekomeHgaumm no GopMUpOBaHWIO CReaYoLLIMX ONUcaTENbHbIX pa3ienos
M3 u 36:

a) «Beeaexue N3 n 3b»;

b) «Onucanne OO» B M3 n 3b;

C) «3ameyaHus No NpuMeHeHuto B MN3».

7.2 OnucatenbHble YacTu npodunsa sawnTbl U 3agaHUA No 6e3o0NacHOCTU

7.2.1 Paspen «<BBegeHune»

7.2.1.1 Moapasgen «MaeHTuukaumsa»

HasHauyenue gaHHoro nogpasaesna coctouTt B NpegocTasneHun nHdopMarum ana naeHtudpmkaymm N3, Ha-
npumMmep, B Uenax nocneaywowen permcrpauymu MN3. UgeHtudukauums, kak MUHUMYM, 40MKHA BKNOYaTbL B cebs
Ha3BaHue 3 n naeHTudmkaTop, KOTOPbIN ABNAETCA YHUKArbHbIM A5A AaHHON Bepcum M3. B nogpasaen «MaeHTu-
dukauusa MN3» Takke LenecoodpasHO BKMOYUTL CNeaYOLLYI0 MHOPMaLMIO:

a) KrnoyeBble CroBa;

b) oueHouHbIN yposeHb Aosepus (OY), ecnu npumeHseTcs B M3;

C) yTBEepXaeHne 0 COOTBETCTBUU BEPCUM KOHKPETHOMY cTaHaapTy cepumn MCO/M3K 15408;

d) cocTosiHue oueHku M3.

7.2.1.2 Moapasgen «AHHOTaLMA»

B cooteetcTBUMM CcO cTaHaapTamu cepum MICO/MOK 15408 noapasaen «AHHoTaums M3» aomkeH ObiTb Npea-
cTaBreH B hopme pestoMe, UCMONb3YeMOro Takxe B peectpax u katanorax 3. B gaHHbIM pa3gen Heob6xoammo
BKITIOYNTB BbICOKOYPOBHEBbIN 0630p npobnemMel 6e3onacHoCTu, KoTopas noaAnexuT pelenuto B M3. Takke xena-
TEneH Kpatkuit 0630p Toro, kak M3 cnocobCTBYET peLueHuto npobnemsl 6e3onacHOCTU. 3TOT 0630p AOIDKEH COOT-
BETCTBOBaTb TEXHMYECKOMY cogepxaHuto 3. B cnyyae HeobxoaumocTu «AHHOTauMA M3» MOXET ObITb pacLum-
peHa ao «Pesiome aAna pykosoguTensy unu «Pesiome ana meHempkepay. OaHako ecnu npeanonaraercs, uro M3
OyaeT BKkNoveH B peectp M3, TO COOTBETCTBYIOWMI KpaTKui 0630p (06b14HO 0aMH-ABA naparpada) A0mkeH ObiTb
CHOPMUPOBAH Tak, YTOObI €ro MOXHO ObINO NEPEHECTU B peecTp.

Mpu cbopmuposanum pasaena 3b «BeseaeHnex» LenecoobpasHo pykKOBOACTBOBATLCA PEKOMEHAALNAMU NO
dopmMmupoaHuio pasgena N3 «BeeaeHuney», 3a UCKNIOYEHUEM TOTO, YTO:

a) yteepxxaeHue o cooteetcTBumn MCO/M3IK 15408 asnsetca HeobsasarenbHbiM Ans 3b;

b) k 3B HenpumeHuMbI Npoueaypbl permctpauyum M3;

C) MOXeT noTpeboBaTbCa naeHTuukaums 3b, cBazaHHbIX ¢ paccmaTtpusaemMbim 36, ecnm OO npeacraens-
eT coboii coctaHoi OO nMbo ABNAETCA YacTbio cocTasHoro OO.

7.2.2 Paspen «<OnucaHue o6beKTa OLUEHKU»

B pasagen «Onucanune OO» M3 BintovaloT uHopmaymio o cneayopmx sBuaax (nepsble Asa Buaa MHPopma-
umMm — npeanucanbl UCO/M3IK 15408, aBa nocneaHUx — SBASIIOTCSA HE00A3aTeNbHLIMK):

a) Tun npoaykra UT;

b) OCHOBHbIE (hyHKLIMOHANbHbIE BO3MOXHOCTU OO;

) rpanuubl OO (HeobsA3aTenbHas uHopmaums);

d) cpeaa dyHkumoHmposaHua OO (HeobsizaTenbHaa uHopMauums).

OnucaHne «0CHOBHBIX (DYHKLIMOHANbHBIX BO3MOXHOCTEH OO» BKIlovaeT B ceba onucaHne PyHKLMOHArNb-
HbIX BO3MOXHOCTel OO, a He TONbKO XapakTepucTuk 6e3onacHocTy (B cnydae, ecnu obecneveHue 6e3onacHoCcTu
He ABNAETCA €AUHCTBEHHbIM NpeaHasHavyeHnem OO0).
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Onucanue «rpaHuy OO» (Heobs3aTeNbHOE) — 3TO ONUCAHUE TOro, YTO BKIIOYAET U YEr0 HE BKIOYAET
B cebsa OO. Mpu atom M3 MOXKET OCTaBNATbL BO3MOXHOCTb paspaboTynky cooTBeTcTByHoLWEero 36 ycraHOBUTL
OKOHYaTenbHble rpaHuLbl Mexgy OO u cpeaor OO. Tem He MEHEe Anana3soH AOMyCTUMOro BbIOOpa Takux rpaHuy,
[0SKeH ObITh B IBHOM BUAe ycTaHoBreH B3,

Onucanune «cpeabl PyHKUMOHMPOBaHUA OO» (HeoOs3aTeNbHOE) — 3TO ONUCAHME TOTO, IAe (PYHKLUUOHUPYET
OO0, BKNIOYAs BaXHbIE NPEANONOKEHNUS, OTPAHUYEHUS, HAKNAAbIBAEMbIE NPOLIECCAMU AEATENBHOCTY, U ApYyrue
KMIOYEBbIE MApaMeTPhbl, BaXHbIE C TOYKK 3peHus nonb3osatenein M3.

Mpu popmuposaHum pasgena «Onucanne OO» He0OX0AMMO CTPEMUTLCA K TOMY, HTOObI MakCUManbHO UC-
KIMOYNTb BO3MOXHOCTb HENPABUIILHOTO NOHMMaHUA nons3osartensamu M3 n 3b npeaHasHayveHusa OO u ero Bos-
MOXHOCTEN No obecneyeHuto 6esonacHOCTU MHAOpMaLmm (TO €CTb HEOOXOAUMO UCKITIOUUTL TE AeTanu ONUCaHus
OO, KoTOpble HE NPEACTaBMAIOT MHTEpPeca B cBeTe npeanonaraemoin oueHku OO).

Mpwu dhopmuposanum pasgena 36 «Onucanne OO» Luenecoodpa3Ho PyKOBOACTBOBATLCHA PEKOMEHAALMAMM
no chopmupoBanuto pasgena N3 «Onucanne OO», 3a UCKIIOYEHMEM TOTO, UTO «rpaHuLbl OO» AOMKHbI ObiTh
onpeaerneHbl Kak B 4acTu annapaTHbIX U MPOrpaMMHbIX KOMMNOHEHTOB (PU3UYECKUE rPaHULIbl), TaK U B YaCTU ADYHK-
LMOHanbHbIX Xxapakrepuctuk 6esonacHoctu OO.

7.2.3 Paspen «3ame4yaHus N0 NpUMEHEHUIO»

Pasgen «3ameyaHns No NpUMEHEHMIO» ABNSAETCH Heoba3aTenbHbIM. 3aMevaHus N0 NPUMEHEHUIO MOTYT
ObITb OhOpMNEHbI Kak OTAeNbHbIN pasaen M3 nubo conpoBoxkaaTh pasnuyHsle yactu M3, HanpuMep, oTAenbHbLIE
TpebosaHus 6esonacHoctu OO. B 3amevaHus no NpUMEHEHUIO LienecoobpasHo BKIMIOYaTh CONPOBOAUTENBHYIO
UHpopMaLIMIO, KOTOPas MOXKET 0Ka3aTbCs NONE3HON NPY NPOEKTUPOBAHUM, oLeHKe u akcnnyaTaumum OO. OCHOB-
HOe Ha3HayeHue paszena «3ameyaHusi N0 NPUMEHEHMIO» — NOSICHUTbL, Kak KOHKpeTHbIe TpeboBaHus 6esonacHo-
CTU HEOOX0AMMO UHTEPNPETUPOBATL ANsi paccMmaTpusaemMoro OO, a Takke NnpefocTaBuTh paspadboryukam 3b
pekoMeHAaLmMM No BbINOMHEHUIO onepauuit (BbIOOp, HasHaYeHue, yTOUHEHUE) Haa (PYHKUMOHANbHLIMU KOMMO-
HeHTamu.

Ecnu 3amevanusi no NPUMEHEHMIO pacnpeaeneHsbl no Bcemy Tekcty M3, To B aTux cny4asx ux Heooxoaumo
OJHO3HAYHO UAEHTUMLMPOBATb KaK TAKOBbIE, YTOObI Monb3oBatens M3 uHTepnpeTupoBan UX UMEHHO Kak «3ame-
YaHUd NO NPUMEHEHWNIO», @ HE KaK, Hanpumep, yTouHeHus ana T u TAB.

8 Cpepa 6e30nacHOCTU 0OBbLEKTA OLIEHKUN

8.1 BBeoeHue

B naHHOM paszene npeacTaBneHbl pekomengauum no cneundumkaumm pasaena N3 u 3b «Cpepa 6esonac-
HocTn OO». TpeGoBaHus k cogepxanmio atoro pasgena N3 n 36 onpeaenenbl B MICO/M3K 15408-1, npunoxe-
Hue B, noapasaen B.2.4 u npunoxenue C, nogpasaenC.2.4.

CoaepxaHue pasgenos «Cpeaa 6esonacHoctu OO» B M3 u «Cpeaa 6eszonacHoctu OO» B 36 He umetor
CEPbE3HbIX Pa3NIUYMIA.

Llenb paspgena «Cpeaa 6esonacHoctu OO» COCTOUT B onpeaeneHun acnekroB 6esonacHocTu cpegbl OO
(CM. PUCYHOK 1).

AcnekTb! cpeabl 6e30NacHOCTU OGLEKTA OLeHKU

MonuTtuka
BesonacHocTn

Yrpossl

Mpepnonoxexus

aKTusam BesonacHocTn

opraHusauum

PucyHok 1 — OnpefieneHue acnekToB cpefbl 6e3onacHoCTU o6bekTa OLeHKH

B aanHOM pasgene npeamMeTom paccMOTPEHUS CTAHOBATCA CREeAyoLLMe acnekTbl:

a) NpeanonoXeHNs OTHOCUTENbHO cpeabl GesonacHocTu OO0;

b) aktuesbl, Tpebytowme sawuTbl (00LIMHO MHCpOPMaLMS UK pecypcel B npeaenax NT-cpedbl unu Henocpea-
ctBeHHO OO0), naeHTUPUUUPOBAHHBIE MCTOYHUKN YTPO3 1 CaMM YIPO3bl, KOTOPbIE OHU NOPOXAAIOT A1 aKTUBOB;

¢) NBOp unu npaeuna, KOTopbIM A0IMKeH cooTBeTcTBOBaTh OO.
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Cnegyiowme pasgens! M3 1 3B nokasbiBatot, kak acnekTbl 6ezonacHocTu cpeabl OO GyayT yaoBneTBOPATb-
€1 06 LEKTOM OLIEHKM U ero cpeaoi. MMEHHO NO3TOMyY BaXKHO 006eCneyunTb ACHYIO U KpaTKyio (POpMYyNMPOBKY ac-
nekToB 6e3onacHocTu cpeabl OO.

Mpu onpeaeneHun acnekToB cpeabl 6e3onacHocTn cneayer usberartb (rae BO3MOXKHO) ONUCAHUA TOTO, KaK
OO yuuTbIBa€eT acnekTbl 6830NacHOCTU cpeabl. Takoli Noaxoa NO3BONSET akLIEHTMPOBATh BHUMAHWE NoMb3oBaTe-
na M3 u 3b Ha Hanbonee BaxkHbIX acnekTax 6esonacHocTu cpeabl OO.

8.2 UnenTndukauma n cneuncunkauma npegnorioxeHun 6e3onacHOCTU

B cooTBeTcTBMM CO cTaHagapTamu cepun MCO/MIK 15408 B pasaen «Cpeaa 6esonacHoctu OO» M3 u 3b
HeoOX0AMMO BKMIOYaTh NMEPEYEHb NPEANONOKEHNI OTHOCUTENBHO cpeabl 6ezonacHocT OO unu npeanonaraemo-
ro ucnonb3osaxus OO.

[ns dhopMMpoBaHMs Takoro nepeyHs Heo6xoaANMO onpeaenuTbL XapakTep NPeanoNoXeHWI  OTHOCUTENLHO
cpeabl 6e3onacHoctn OO U ee rpaHuubl. Hanpumep, MoxeT noTpe6oBaTecs ChOpMyNMPOBAThL NPEANONOXEHUS,
CBA3aHHbIE C TE€M, YTO MOTEHLUMAIbHbIE YIPO3bl NPAKTUYECKN HE OKa3bIBAKOT BAMAHUA HA 6€30MacHOCTb aKTUBOB
cpeabl OO.

B N3 u 36 uenecoobpasHo BKNIOYATL CNEAYHOLLME rpynnbl NPEANONOXEeHUNA:

a) NPeanonoMXeHns 0OTHOCUTENLHO ByayLuero ncnonb3osavus OO0;

b) npeanonoxexHus, cBA3aHHbIE C 3aLwMTON Ntoboi yactTn OO co CTOPOHLI cpeaibl (Hanpumep, uanueckas
3awmTa);

C) NPeanoroXeHns CBA3HOCTU [HanpuMep, MEXCETEBOW 9KpaH AOMKEH ObiTb €AUHCTBEHHLIM CETEBbLIM CO-
eUHEHNEM MeXy YacTHON (3aLmLaemMon) U BHELLHER (NOTeHUManbHO Bpaxae6Hom) ceTbio];

d) npeanonoxeHus, UMEIOLLME OTHOLLIEHME K MEPCOHany [HanpuMep, npeanonaraemblie Nonb30BaTeNnbCckue
pONn, OCHOBHbIE 0653aHHOCTU (OTBETCTBEHHOCTb) NOSb30BAaTENEl U CTENEHb AOBEPUS STUM MONb30BATENSAM].

Kpome Toro, B N3 u 36 uenecoobpasHo BKNOHAaTL ¥ Apyrue NpeanonoXeHus, OkasbiBaloLLMe CyLLIECTBEH-
Hoe BnusiHUE Ha cogepxanue M3 u 36, Hanpumep, NpeanonoXeHus, onpeaensiome Bbibop TpeboBaHuit foBe-
pus k 6ezonacHocTu. Heo6x04MMO NOMHUTDb, YTO BCE UASHTUMUMPOBAHHLIE NPeANOoNoXeHusa 6e3onacHoCTy 40N+
>HbI ObITb YUTEHbI NpU hopMUpoBaHum uenen 6esonacHoctu. MNpeanonoxeHnsa 6€30nacHOCTU, KOTOPbIE NO KAKOMW-
B0 NPUYKMHE HE MOTYT BbITb YYTEHBI NPU hopMUpPOBaHUK Lienei 6e30nacHOCTH, LenecoobpasHo BkmoyaThb B 13
1 36 B kKa4ecTBe CONPOBOAUTENLHON MHApOPMaLUK.

YaLue BCero ¢ nepeoro paza HEBO3MOXHO NOMNHOCTLIO UAEHTUULIMPOBATL BCE NPEANONoXeHus. Mostomy
NPeanonNOXeHUA MOryT ObITb JONONHUTENBHO MAEHTUULIMPOBAHLI HA NPOTSHKEHUU BCETO Nnepuoaa paspaboTku M3
unu 3b6. B yactHocTu, npu chopmuposanum pasgena N3 u 3b «O6ocHoBaHUE» (HanpuMep, NpU AEMOHCTpaLun
npUrogHOCTU Lienel 6e3o0nacHoCTU ANst NPOTUBOCTOSIHUS UAEHTUULIMPOBaHHBLIM Yrpo3am) Heo6XoaUMO YCTaHo-
BUTb, ObINK NN cAeNaHbl NPeaANoNoXeHus, He HaweaLme csoero otobpaxxenuns s M3 u 3b.

Hapsaay ¢ ucnonb3oBaHueM UTEPALMOHHOIO NOAX0AA K AeHTUMUKaLMM NpeanonoxeHui 6e3onacHocTy,
Heobxoaumo usberarb BKNOYEHUA B pasaen «Cpeaa 6ezonacHoct OO» nobbiX NPeAN0NOXEeHUN, CBA3AHHbIX C
3hheKTMBHBIM UCNONb30BAaHMEM KOHKPETHbIX (pyHKLMIA 6e3onacHocTu OO (PBO), koTopble nASHTUDULNPOBAHBI B
npouecce popmuposaHus pasgena «O6ocHoBaHUe». COOTBETCTBYIOLLYIO 3TUM «NPEANOOKEHUAMY UHGOpMa-
uuio uenecoobpa3sHo ekniodatsh B 13 u 36 B Buae TpeboBanmii 6ezonacHoctn ans He UT-cpeabl (cm. 10.5.2).

OpHako B pasgen «Cpeaa 6esonacHoctu OO» LenecoobpasHO BKMIOYATL CReaylowero suaa npeanono-
YEHUSA, UMeloLLMe OTHOLLEHUE K nepcoHany: «ansa OO onpeaeneHbl OAWH UMN HECKONbKO aaMUHUCTPATOPOB,
B 00643aHHOCTH KOTOPbIX BXOAUT 06ecneyeHne Haanexallen HaCTPOMKU U COOTBETCTBYIOLLENO UCNONb30BaHUA
®BO».

[nsa ynpoLueHus 0CyLLECTBNIEHUA CCbINIOK PEKOMEHAYETCS, UTOObI kaXkaoe npeanonokeHue Obino NPOHyMe-
POBAHO UMM UMENO YHUKASIbHYIO METKY.

MpuMepbl NpeanonoxeHni NpuBeAeHbI B NPpUNoXeHum B.

8.3 UnenTudukauma n cneumdukaumsa yrpos

8.3.1 KpaTkuit 0630p

CornacHo UCO/M3K 15408-1, npunoxenus B, nogpasaen B.2.4 neo6xoaumo ekniodats B M3 u 36 onuca-
HUe BCEX Yrpo3 A akTUBOB, NoAnexawumx sawmre. Tem He MeHee (popMynUpOBKa YrPo3 MOXKET ObiTb OnyLLEeHa,
ecnu uenu 6e3onacHoCcTU CchopMynUPOBaHbI, UCX0AS UCKIIOUUTENBLHO U3 NBOP, To eCcTb hopMyNMpoBKa Yyrpo3
MOXeT ObITb OnyLUeHa B cnyyae, ecnu acnektbl cpeabl 6esonacHocTn OO nonHocTeio onpeaenstorca NMBOp u
npeanonoXxeHnsaMm 6e30nacHoCTy.

Mpu aTOM pekomeHayeTcs, UTo6bl hopMynUpoBKa yrpo3 Bbina BkntoydeHa B M3 u 36, nockonbky oHa obec-
ne4ynBaeT ny4ywlee NoHMMaHue acnekTos cpeabl 6esonacHoctn OO, Yem COOTBETCTBYIOLLAA UM COBOKYMHOCTb
npasun NBOp. Bonee Toro, AOCTaTOMHO ONACHO MONAaraTbCa UCKMIUUTENBLHO Ha MBOpP, Tak kak OHa He Bceraa
MOXET Hagnexawmm o6pa3om oTpasuTb TekyLume yrposbl. Ecnu nonHaa cosokynHoCTb npasun MNBOp yxe
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CchOpMynMpOBaHa, TEM HE MEHEE, IBMAETCA LienecoobpasHbiM hOpMynMpOBaHmMe Yrpo3 C Lenbo MakCUMManbHOro
obreryeHus ncnons3osanusa M3 u oTpaxeHus Gonee rnyboKkoro NOHUMAaHUS acnekToB cpeabl 6esonacHoctu OO.

BaxxHbImM aTanom obecnevenusi 6esonacHoctu OO sABNSAETCA aHANW3 PUCKOB, TaK Kak, €CIU OH HE BbIMOJHEH
JOmkHbIM 00pasom, OO GyaeT He B COCTOSHUM 06ecneunTb afeKBaTHYHO 3aLUUTy akTUBOB, B PE3ynbTaTe Yero
aKTUBbI OPraHU3aLMmn MOryT 0CTaTbCA NOABEPXEHHBIMU HENPUEMNEMOMY YPOBHIO pucka. CrnegyeT OTMETUTb, YTO
noapoBHbIE PEKOMEHAALMK MO OpraHM3aLuy npouecca MAeHTUUKaLUMM Yrpo3 akTueam (SBNAOLErocs OaHUM U3
caMbIX TPYAOEMKUX STanoB aHanm3a pucka opraHu3aummn) B HaCTOSALLMIA CTaHAAPT He BKMIOYEHbI. TeM He MeHee,
HW>KE n3nararoTcs 06LLImMe NPUHLUMIbLI MAEHTUMKALMUM YIPO3.

8.3.2 UpeHTUdnkaumnsa yrpos

8.3.2.1 MNoHATMe yrpossbl

Yrposbl XapakTepu3syoTcs cneayowmumy acnekTamy: MCTOMHUK Yrpo3bl; npeanonaraemblil METoA Hanaae-
HUS; YA3BUMOCTU, KOTOPbIE MOTYT ObITb MCNOMb30BaHbI AN HANAAEHUA (Peanu3auuun yrpo3sbl); U akTUBLI, NoaBep-
JKEHHbIE HanaaeHuIo.

MpuMedyaHune —HapyweHusa NEOp He AOMKHBI TPAKTOBATLCA KaK Yrpo3bl.

B uenax naeHTudukaymum yrpos HeobxoanMo BhISCHUTD!

a) kakve aKkTuBbl TpebyLoT 3aluThI;

b) KTO MNK YTO ABNAETCA MCTOYHWUKOM Yrpo3kbl;

C) OT KaKux MeTOf0B HanajeHus Wnn HexenaTenbHbIX COBbITUI aKTUBLI OMKHEI ObITb 3alMLLEHbI.

8.3.2.2 aeHTudmkaums aktTueoB

AKTWBbI NPEACTaBNSAOT COOOI MHpOPMALMIO UNK PeCypPChbl, KOTOPbIE AOMKHbI ObiThb 3aLLMLLEHbI CPeACTBaMU
OO. AKTUBbI UMEIOT OMpPEAENEHHYI0 LIEHHOCTb A58 UX Bflagenbues (YEnoBeka unm opraHusauumm), a Takke (04eHb
4acTo) — W AN UCTOYHMKOB Yrpo3. [ocneaHne MOryT NbITaTbCs, BONPEKU XENaHWAM U MHTepecam BnaaenbLes
aKTMBOB, CKOMMPOMETUPOBATb UX, HANPUMEP, MYTEM HapPYLLEHUSA KOH(PUAEHLMANLHOCTU, IENOCTHOCTU M A0CTYN-
HOCTU JaHHbIX aKTUBOB.

AKTUBbI, KOTOPbIE HAANEXUT y4ecTb pa3paboTumky M3 n 36, MoryT ObITb NPeACTaBNEHbI B BUAE NEPBUYHBLIX
aKTWBOB OpraHu3auum (Hanpumep, AEHEXHbIE aKTUBbI, NEPCOHAN U penyTauusa opraHusauum). Moa enagensuem
AKTUBOB NMOHUMAIOT CyOHLEKTHI, OTBETCTBEHHbIE 3@ COXPAHHOCTb aKTMBOB B Npeaenax cuctemol UT (B kKOTOpPOM
pasmeryeH OO). Pasnu4yaloT BnagenbLeB NePBUYHBIX aKTUBOB (MX MOXET ObITb MHOO) U Bnagensua OO, a Takke
BragenbueB UHopMauuu, xpaHumoin u obpabarteisaemoit OO. Moatomy B M3 1 36 LuenecoobpasHo npu onuca-
HUW aKTMBOB UAEHTUPULMPOBATL BraAeNbLEB NePBUYHbIX aKTUBOB.

B npumepe M3 ansa tpetbein goBepeHHon ctopoHbl (TAC) (CM. npunoxenue F) pasnuydblie kpunrorpadu-
Yyeckue Knoym 6yayT UMEeTb pasHbix Bnagensues: noanucumkos TAC u Bnagenbua camoro TAC. [pyroi
npumep — MeauumHekne cucteMol UT. XpaHumasn n o6pabatbisaemas B HUX UHGOpMaLust He UMEET O4HOIO BNa-
Aenbua, a npegHaszHavyeHa Ans UCNosb30BaHMA BCEMU 3aMHTEPeCOBaHHLIMU CTOPOHAMM B COOTBETCTBUM C 3aJaH-
HbIM HAGOPOM NMPaBuI1 €€ UCTIONb30BaHNA U KOHTPOA TAKOro UCNONb30BaHUS.

AkTUBbBI 0BbLIYHO BKIIOYAIOT B ce651 MHDOPMaUMIO, KOTopas xpaHuTcs, obpabaTeiBaeTcst Unu nepeaeTcs B
cucteme UT. MNpu 3TOM akTUBbI MOTYT SABASATECA BHELUHUMU NO OTHOLUEHUIO K caMomy OO (HO HaxoaWUTLCS B
npeaenaxero NT-cpeabl). B kayecTse npumepa MOXHO NpuMBeCTU MHPOPMALIMIO U PECYPChI, 3aLLULLIAEMbIE MeX-
CETEBbLIMU 9KpaHaMu UMK CUCTEMamMM OOHaPYXKEHWUSA BTOPXKEHUIA.

B kauecTBe aKTMBOB, NoANEeXaLLmX 3aLuTe, HeoBXoAUMO UAEHTUDULMPOBATL MHGOPMALMIO aBTOPU3ALIUM 1
peanuaauuto UT, KOTOPbIE KOCBEHHO OTHOCATCA K NpeAMeTaM 3agaHus TpebosaHui 6esonacHocTu. UneHtudumka-
LIMIO TaKMX aKTUBOB MOXXHO paccmaTpuBaTh Kak COCTaBMAIOLLYIO MpoLecca naeHTudukauum KOHTpmep, Heobxoau-
MbIX A1 3aLUUTbI NEPBUYHBIX aKTUBOB (MU MX NPeLcTaBneHus). HelenecooGpasHo Ha AaHHON cTaaum pa3paboT-
ku M3 u 36 naeHTUUUMpoBaTh Kak akTuebl MIHOPMAaLMIO U PECYPChI, CBA3aHHLIE C NpeacTaBneHmem camoro OO,
1 TONMbKO KOCBEHHO CBA3AHHbIE C NEPBUYHBLIMW aKTMBaMK. Takas AeTanu3auus MOXET NPUBECTU K:

a) HEYEeTKOMY MOHMMAaHWUI OCHOBHOTO NpeaHasHa4eHns OO (obecneyeHmne 3aLmMTbl NEPBUYHBIX aKTUBOB
Unu nx npeacraeneHun B npegenax UT-cpeabl);

b) cnuwkom paHHeMy (eLue A0 ONMCaHMA YrPo3 1 Lenei 6e30nacHOCTN) 03HAKOMIEHMIO nonb3oBaTens M3
n 3b ¢ getanaMmu peanusauuun.

8.3.2.3 VigeHTudmkaumsa NCTOMHUKOB Yrpo3

MCTOYHMKOM Yrpo3 MOTyT BbITb MtoaW NGO MHBIE HE CBA3AHHbIE C AESATENIbHOCTLIO YenoBeka daktopsl. Mpu
9TOM OCHOBHOE BHUMaHue 00bIYHO YAENSETCA Yrpo3am, CBA3aHHbLIM CO 3fI0OHAMEPEHHO UNK APYron AeATeNbHO-
CTbIO YenoBeka.

Mpu naeHTudmkKaLmum UCTOYHUKOB YIpo3 HEOBX0AUMO PaCCMOTPETb:

a) KTO M MO KaKUM npudmMHaMm MoxeT ObiTb 3aMHTEpPEeCOBaH B KOMMPOMETaUMM UASHTUDULMPOBAHHbIX
aKTUBOB;
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b) kT0 (C yueToM 3aHMMaEeMOW JOIDKHOCTU) MUMEET BO3MOXXHOCTb KOMNPOMETaLUKU UAEHTUPUUMPOBAHHBIX
aKTUBOB. [Ipyrumu CNOBaMu, KTO MOXET NMOMYYUTb AOCTYN K cucteme UT, B KOTOPOW XpaHATCs, 06pabatbiBaloTCA U
nepeaaoTcs uAeHTUPULIMPOBAHHBIE aKTUBbI;

C) KaKoBbl NpeAnornaraemble ypoBeHb TEXHUYECKON KOMNETEHTHOCTH, YPOBEHb BO3MOXXHOCTEN HapYLLUTE-
N, A0CTYMHbIE PECYPCbl ANA peany3auum yrpossl (Hanpumep, aBTOMaTu4ecKkue MHCTPyMEeHTasnbHble CpeacTBa
B3/10Ma U UCCNEA0BaHUSA CETEN) U MOTUBALMA.

MCTOYHMKM YIPO3, HE CBA3aHHbIE C AEeATENbHOCTBIO YENoBeKa, a Takke Yrpo3bl, BO3HUKLIKE B pe3ynbrare
HEYMBILLUNEHHbIX AEWCTBUI YENoBeKa (TO €CTb CIy4yaiHo), Takke AO0IDKHbI ObiTb PACCMOTPEHBI, TAK Kak MOTyT
NPUBECTU K KOMMPOMETALIMKN aKTUBOB.

8.3.2.4 NpeHTndmkauma MeToaoB HanageHua

CneayloLwmm aTanoM nocne uaeHTMdukaLmm akTuBoB, NOANEXALLMX 3aLLUUTE, U UCTOYHUKOB Yrpo3 ABNSET-
ca uaeHTUdMKaLus BO3MOXKHbIX METOAOB HaMaAeHUs, NPMBOAALLMX K KOMIIPOMETaLuu akTuBoB. MaeHTudmkauma
BO3MOXHbIX METOZIOB HAaNaAeHUs OCHOBLIBAeTCA Ha uHdopMauum o cpeae b6ezonacHoctu OO, Hanpumep, Ha:

a) noTeHUMarnbHbIX yA3BUMOCTSIX aKTUBOB, KOTOPbIE MOTYT GbITb UCMONb30BaHbl UCTOYHUKAMMU YIPO3;

b) BO3MOXHOCTM HapyLLMTENEW, MMEIOLLMX A0CTYN K cpege 6esonacHocTu OO.

MoTeHuuanbHbIe yI3BUMOCTU aKTMBOB OpraHu3auum MOryT ObiTb MAEHTU(PULUMPOBaHbI NyTEM aHANM3a ys3BU-
MocTten cpeabl 6ezonacHoctn OO € y4eTOM MAEHTUMULMPOBAHHBIX NPEANONOXKEHUN 0 cpeae. Tem He MeHee
cneayet NOMHUTDb, YTO TaKOM aHanu3 MOXKET HE BbISIBUTb BCEX yﬂ3BVIMOCTel7l, N NO3TOMY HENbL3A HEAOOUEHMUBATL
BO3MOXHOCTb HanM4uusi HOBbIX U HEOBHAPY>KEHHbIX YTpo3.

8.3.2.5 BnusaHue pe3ynsratoB aHanu3a puckoB Ha MAEHTUUKaLMIO yrpo3

MpoBeaeHue aHanu3a puCKoB Lienecoobpa3sHo Ha aTane uAEHTUMUKaLUK yrpo3, HO METOALI aHaNU3a PUCKOB
He onpeaeneHsl B UCO/M3K 15408. MNMpouecc aHanu3a puckoB Takke He00XoAMM Ha aTane uaeHTudukauum
uenen 6esonacHoctu ans OO u ero cpeabl (CM. pasaen 8) u Tpebyemoro ypoBHs IOBEPUS K KOHTPMEPAM, HanpaB-
NeHHbIM Ha NPOTUBOCTOSAHUE BO3MOXHBIM yrpo3am (CM. pasaen 9). Metoabl aHanu3a pucka A0MKHbI yYUTbIBaTb
cneayiouuee:

a) BEPOATHOCTb M NOCNEACTBUS KOMNPOMETALMU aKTUBOB C YYETOM:

1) BO3MOXHOCTM peanu3awuum uAeHTUULMPOBAHHBIX METOAOB HaNaAEeHUs,

2) BEPOATHOCTU YCMELLHOW peanusaummn HanaaeHus,

3) BO3MOXHOTO yLlepba (BKNio4as BENTMYMHY MaTepuanbHoro yuiepta, ABUBLLErOCA pe3ynbTaTtoM ycneL-
HOroO HanageHus);

b) Apyrue orpaHnM4eHus, HanpumMep NPaBoBbIe HOPMbl M CTOUMOCTb.

8.3.3 Cneuuncukaums yrpos

CneaytoLumM 3Tanom nocne naeHTudmkayum yrpos, KoTopble AomKeH yuutsisate OO u ero cpeaa, sABnseT-
ca cneuudukaumns gaHHbix yrpo3 B N3 1 3b. Kak oTMevanocs B npeabiayLmx pasgenax, B pasgene «Cpeaa
BesonacHocTn OO» hopmynuMpoBka acnektTos cpeabl 6esonacHocT OO u, B YaCTHOCTU, — cneuudukaums yrpos
JOIMKHA ObITb YETKOW M KpaTKOIA.

[ins o6ecneyeHns YeTKol cneLudukaumm yrpo3 He0bXoAUMO YUNTbIBATE CEAYIOLLME acneKTbl (MAeHTUDM-
LMpPOBaHHbIE B COOTBETCTBUU € 8.2.1):

a) UCTOYHUKM Yrpo3 (HanpumMep, yNnosTHOMOYEHHbIV nonb3osatens OO);

b) aKkTuBbLI, NOABEPXKEHHBIE HANAAEHUIO (HAaNPUMepP, KOHPUAEHLUMANBHBIE AaHHbIE);

C) UCMONb3yeMblii MeTO4 HanaaeHust (HanpuMep, MackMpoBKa NoA YNonHOMOYeHHoro nons3oeatens OO).

Hwxe npuseaeHs! npuMepsl popMynUMpoBaHus yrpos:

Yrposa 1: HapyLuUTerb MOXET NOMYyYNTb HEYNOMHOMOYEHHbIN AOCTYN K KOHMASHUMANBLHON MHGOpMaLMK
nmbo pecypcam OrpaHUYEHHOro UCMoNbL30BaHus, Bbigas cebs 3a ynonHOMoYeHHoro nons3osarens OO.

Yrposa 2: ynofiHOMOY€HHbI nosnb3oBarens OO MOXKET NOMYyYUTb AOCTYN K KOH(DUAEHUManbLHON uHopma-
LMK MnNu pecypcam OrpaHUYeHHOro UCnonb30BaHus, Bblaas ce0si 3a APYyroro yrnonHOMOYeHHOro nonsb3oBare-
na O0.

Ecnu onucanue yrpo3sl conpoBoxaaeTcs 06 bCHEHMEM BCEX UCTOTb3YEMbIX TEPMUHOB, ONUCAHUEM aKTU-
BOB, NMOJBEMKEHHbIX PUCKY KOMNPOMETAaLMK, U cneumduKkauuein KOHKPETHbIX METOA0B HanaaeHus, To ato OyaeT
cnocobcTeoBaTh 6onee rny6okoMy ocosHaHuio nonb3osarenem M3 u 36 cywHocTu yrpo3bl. Tak, B npuMepax
Yrpo3s, U3noXxeHHbIX BbiLLE, LIenecooBpas3Ho NOSACHUTL, YTO aKTMBaMU, NOABEPXKEHHBIMW PUCKY KOMNPOMETaLUMK,
ABNATCA MHPOPMALMS U PECYPChI, K KOTOPbIM NMOJb30BAaTESb (B TOM YNCHE BblaaBaBLUMii cebsi 3@ KOHKPETHOIO
YNOSIHOMOYEHHOTO MOb30BaTeNs) UMEET AOCTYN.

Ons Toro, 4tobbl 06ecneynTb, HACKOMbKO 9TO BO3MOXHO, KpaTKoe uanoxeHue (hopmMynmpoBKy) yrpos,
HEe0BX0AMMO UCKMIOYUTL COBMALEHWNE ONUCAHWIA YTPo3, YTO MOMOXET n3bexatb NoTeHUManbHbIX HEAopa3yMeHui
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npu ucnonb3oBaHun M3 n 36, a TakKe HEHyXHbIX MOBTOpPEHMK, obecneumB TeM caMmbiM Oonee npocrToe
o6ocHoBaHue M3 u 3b6.

CoBnazeHune onucaHuin yrpo3 MoXHO nerko nsbexarb, ecnu cneuuduumpoBarh BCE Yrpo3bl HA 0AUHAKOBOM
YPOBHe AeTanusauun. Hanpumep, HET HE0BX0AMMOCTU NPU cneLmUKaLIMK YrPO3bl KOHKPETHBIM aKTUBaM AETarb-
HO OMUCBIBATb METOA HanaAeHUsl, ECI KOHKPETHbIN CLIeHapUil HanaaeHus cBsA3aH ¢ bonee obLMMKU yrpo3amm,
paHee nsnoxxeHHsiMu B M3 unn 3b.

Kaxknas yrpo3a 10/mkHa UMETb YHUKATNbHYIO METKY. 3TO HE06X0AUMO ANS YNPOLLEHUS UCMONb30BAHUA CCbl-
nok (Hanpumep, B Tex Yactax pasgena N3 «O60cHOBaHNE», KOTOPbIE NOKA3bIBAIOT CBA3b U3NOXEHHbIX Lenen
6e30MacHOCTU U Yrpo3). Yrpo3bl MApKUPYIOT OAHUM U3 NePEYUCIIEHHbIX HUXXE CNOCODOB:

a) nocneaoBaTenbHasa Hymepauus yrpos (Hanpumep, Y1, ¥2,¥3uta.);

b) npuceoeHue yHukanbHON MeTku, ob6ecneunBaloLLeli KpaTkoe, HO 3Havallee «uMs» (CM. NPUMepb! B Npu-
noxxexHuu B).

MpenmMywectBo noaxoaa b) nepea a) 3aknio4aeTcA B TOM, YTO YHUKaNbHAA MeTKa ABnseTca 6onee uHoop-
MaTWUBHOI, TaK Kak HeceT B cebe 6onee 3HaunmMyio uHcbopmauumio, 4em NpocTo umdpa. Heyaob¢creo noaxoaa b)
3aKMioYaeTcsa B TOM, UTO He BCErAa yAaeTcs HAHECTW YHUKaNbHYIO METKY (M3-3a NPaKTUYECKMX OrpaHUYEHUN,
CBSI3@aHHbIX C OFPAHUYEHUEM YMCIIA CUMBOJSIOB B METKE); TaK, B HEKOTOPbIX Cry4asx METKa MOXET BBECTU B
3abnyxaeHue, Unu ee MOXXHO TONKOBAaTb NO-Pa3HOMY.

OnucaHue yrpo3 A0IHKHO 3aTparMBaTh TOSLKO TE NOTEHLUMAarbHble COBLITUS, KOTOPbIE HENOCPEACTBEHHO MOTYT
NPUBECTU K KOMMNPOMETALUK aKTUBOB, TpeByoLMX 3auThl. [03TOMY HE pEKOMEHAYETCS BKIOYaTb B ONUCaHNe
yrpo3bl, Hanpumep, cneaytoulero Buaa: «B OO moryT cyecTBoBaTb HeocTaTku o6ecneyeHus 6e3o0nacHoCTy
OO». Takas hopmynupoBKa yrpo3bl He cnocobCTBYET MOHMMAHUIO nonb3osarenem N3 n 36 npobnem 6e3onacHo-
ctn. Kpome T0ro, yumtbiBatb CHOpMynupOBaHHYIO Takum 06pa3om yrpo3y aomkHbl He OO U ero cpeaa, a paspa-
60TUMKM M oueHLmkn OO.

MpumeHeHue KOHTPMEP ANA YrPo3 MOXET NPUBECTM K aTakam Apyroro BUAa, YTo B CBOIO 0Yepeab Takke
MOXET NPUBECTU K KOMMPOMETALUMMN aKTUBOB (HanpumMep, 06xoa unm BMeLaTenbLCTBO B paboTy MEXaHWU3MOB,
peanusytomx dyHkuumn 6esonacHoctu OO). Mpu paccmoTpennu B N3 u 36 Takoro poaa yrpo3 Heo6xoaAumo
CTPEMUTBLCS K TOMY, YTOObI:

a) B pesynkrare ux BKMoYeHuA B pasaen «Cpeaa 6esonacHoctu OO» npex¢eBpeMeHHO He paccmarpusa-
nuce getanu peanusauum OO, HapyLLAIOLLMe CUCTEMHBIN NOAXOA K peLueHuto npobnem 6e3onacHoCTy;

b) oHu (yrpo3bl) He nonaganu B 06nacTb AEUCTBUSA CyLLIECTBYIOLLMX YTPO3.

Hanpumep, u3 cywecresoBaHus yrpo3sl X, HanpaefieHHON HA KOMNPOMETAaLUMIO akTUBa Y, crneayeT, YTo io-
Gas nonbiTka 06xoaa KOHTPMeEp yrpo3e X MOXET NPUBECTU K koMNpoMeTaLun akTuea Y. CriegoBaresnbHo, 06xoa
KOHTPMEP yrpose X MOXeT paccMaTpuBaThCsl B KQY4eCTBE METOAA HaNaZieHusl, KOTOPbIN y)ke HaxoauTcs B obnactu
JencTeus yrpossel X U, CnenosartensHO (B LIeNsX KpaTkocTu hopMynupoBKY acnekToB 6esonacHoctn OO0), He Aos-
>KeH ObITb ABHO OMNMCaH Kak 0TAEeSIbHO peanusyemMasi yrposa.

Mpu BbIBOPE TpeboraHuii 6esonacHocTn UT, k koTopbiM (CornacHo ctaHaaptam cepum MCO/M3K 15408) B
CBOIO 04epeb NPeabsABNAIOTCA TPEOOBAHNA B3aMMHON NOAAEPKKM, CYLLIECTBYET HEOOXOAMMOCTL PACCMOTPEHUSA
arak (Hanpumep 06xoA4 uUnu BMeLLATeNbLCTBO B NPOLECC (DYHKLMOHUPOBAHUS), HANPaBneHHbIX NPOTUB KOHTPMEP,
peanusyemeix OO. JTioObie BO3MOXHBIE aTaku TAKKE AOMMKHBI ObITb PACKPbIThI Ha 3Tane oueHku OO. Takke A0MmK-
Hbl ObITb BbIABMEHBI BCE NMOTEHLMANbHO peanudyemMble aTaku, HanpaeneHHble NPoTUB dyHKUmii 6eaonacHocTu OO.

MpumMepbl yrpo3 npuBeseHbl B punoxeHun B.

8.3.4 OkoHyaTenbHoe hopMynUpoBaHUue yrpos

B pasgen «Cpepna 6esonacHoctn OOy HeOBX0AMMO BKMIOYMATb OMMCAHWE BO3MOXHbIX Yrpo3, BIUSIOLLMX
Ha 6esonacHoe dyHKunoHuposaHue OO. HanbonbLumnii MHTEPEC NPEACTaBMSIOT YrPo3bl, KOTOPbIM LOJTHKEH NPOTU-
BoCcTOoATb OO (4acTo BMECTe C OpraHM3aLUuOHHbIMKU U APYTUMU MEPaMn HETEXHUYECKOro xapaktepa). OaHako
B LienAX nonHoTbl onucaHua B M3 n 3b moryt BKkmovaTbCA yrposbl, KOTOpbiM OO HEnocCpeaCTBEHHO He
NPOTUBOCTOMT.

Hwxe npvBeaeHbl NPUMEpPbI Yyrpo3, OKa3biBaKOLMX BNMAHUE HA BesonacHoe dyHKuMoHuposaHue OO, HO
KoTopbIM OO MOXET He NPOTUBOCTOSATL:!

a) usmyeckoe HanageHue Ha OO;

b) 3anoynoTtpe6tnexue npaBamu Co CTOPOHbI NPUBUNETMPOBaHHbLIX NONb30BATENEI;

C) HenpaBuNbHOE aAMUHUCTPUPOBAHME U pyHKLMOHMpoBaHue OO BcreCTBUE HEHAAEXALLEro UCNONHe-
HUs 06A3aHHOCTEN UM HeJOCTATOYHON NOATOTOBKW aAMUHUCTPATOPOB.

OKOHYaTernbLHOE peLIeHne 0 TOM, Kakum yrpo3am 4omkeH npotusoctosaTe OO, a kakum — cpefaa, MOXeET
ObITb MPUHATO TOSBLKO MOCKIe 3aBepLUeHUs hoOpMUPOBaHUSA Lieneii 6esonacHocTu.

12



FOCTP UCO/MIK TO 15446 — 2008

Heo6x0a4UMO OTMETUTb, YTO CPOPMYNMPOBAHHBIE NPEANONOXEHUA O Cpeae MOryT ObITb HanpaBneHbl Ha
NPOTUBOCTOSAHWUE HEKOTOPLIM Yrpo3am, KOTOpble MOrTM Obl NOBNUATHL Ha 6e3onacHoe pyHkumoHuposanue OO.
W3 atoro cneayer, uto y paspaboruuka N3 u 36 umeetcsa Hekotopas csoboaa AENCTBUI B NPUHATUU peLLEeHUs
0 TOM, Kakue acnexTbl 6e30nacHOCTM HE0OXO0AMMO paccMaTpUBaThL NPu hOPMyNUPOBAHUM NPEANONOXKEHWIA O Cpe-
Ae, a kakue — npu hopmynupoBaHumM yrpos, KOTOpbIM A0IDKHA NPOTMBOCTOATL cpeaa OO. Mpuemnemo nioboe
peLueHune, Tak Kak NpeanonoXeHua u yrpo3sbl B JaribHERLLIEeM OTPaXaroTca Ha uensax 6esonacHocTtu. MNpu BeiGope
Mexay ABYyMS BO3MOXHbIMUW PELLEHUAMU HEOOX0AUMO CTPEMUTLCS K TOMY, 4TOObI 06ecneunTb Hauny4Llee NOHU-
MaHue nonb3oearenem M3 n 3b acnekroB cpeabl 6e3onacHocTu OO. Kak npaBuno, KOHKPETHLIE HanaJeHus! A0r-
>KHbI TPAKTOBATbLCS KaK yrpo3bl, B TO BpeMs kak 6onee obme hopMbl HAaNaAEHUN — YUUTLIBATLCS NPY hOPMYnu-
poBaHuW NpeanonoXxeHui. MNpu 3ToM BaXkHO, UTOOLI KAXKbI acnekT cpeabl 6e3onacHocTu Gbin chopmynmpoBaH
TONbLKO OAUH pas — B BUAE NpeanonoxeHus 6esonacHoCTu NMOO B BuAE yrpossbl.

8.4 Upentudpukaumusa n cneundmnkauma nonutukn 6e3onacHOCTH opraHu3sauum

Pasgen «Cpeaa 6ezonacHoctn OO» fOmKeH coaemkaTb onucadue npasun NBOP, KOTOPbIM AOIMKEH Crie-
aosatb OO. B 10 ¢e Bpems1, opmynupoka NBOp MOXET He BKMI0YaTLCA, €Cnu Lenu 6e30nacHocTi chopmMynupy-
IOTCA UCKIMIOYNTENBHO HA OCHOBE Yrpo3: APYrMMM CrioBamu, B Criydae, ecnim acnekTol cpeabl 6e30nacHoOCTU
OO NonMHOCTLIO ONpeaensilTCs yrpo3amMu.

Moa NMBOP noHMMaeTCcs COBOKYNHOCTb NPaBur, NpoLeayp, NPakTu4eckux NPUeMOoB MW PYKOBOASLLMX NPUH-
uMnos B 06nacTu 6e30nacHOCTU, KOTOPbIMU PYKOBOACTBYETCS OpraHu3auma B cBoen aeatenbHocTu. Mpu Heobxo-
aumoctu, NMBOp MoxeT peanu3oBbiBaTbcss OO ero cpeaoi NMbo HEKOTOPON UX KOMOMHaLUMEN.

Ecnu N3 u 36 onpeaenset u MNBOp, u yrpo3sbl, TO crieayeT KpaTko nsnaratb B pasaene «Cpeaa 6e3onacHo-
ctu OOy acnekTbl cpeabl 6e3onacHocTu OO. Tak, Hanpumep, Heuenecoobpa3sHo BkmoyaTk B M3 u 36 npasuno
MBOp, AnstoLLEeca NPocTon nepedopMynMPOBKOIA YrpO3bl.

Hanpumep, ecnu ngeHtuduumpoBaHa yrpo3a « HeynonHoMOU€EHHbIN CyObEKT MOXET NOSYHUTh NOTMYECKUI
poctyn k OO»,To He umeeT cmbicna Bknioyathb B M3 u 36 cneayiowee npasuno MNBOp: «Monb3oBaTeny 4OMKHbI
ObITb AESHTUDULMPOBAHBI A0 NPEAOCTABMEHUS UM 4OCTYNa».

BriLweckazaHHOE CBA3aHO € TeM, UTO chOpMynUpoBaHHOE Takum 06pa3om npaeuno MBOp He TONbKO Npo-
CTO nepeopmMynupyeT yrpo3y, HO 1 3apaHee OnucbiBaeT Lenu 6e30nacHOCTy.

Cneumnduumposatb cooTBeTCTBYIOLLME Npasuna NBEOp umeet cmeicn B cnyyasx, ecnu OO npeanonaraercs
MCNONb30BaTh B KOHKPETHBIX OPraHu3aumsx, a Takke, ecnu cyLuecTeyeT HeobxoaumocTb cneaosanus OO psay
npasun, KOTOPbIE HE ABMAIOTCA 0YEBUAHBIMU U3 ONMUCAHUSA Yrpo3. Hanpumep:

a) uaeHTudukaums NpUMeEHsIeMbIX NPaBun ynpasneHus UHHPOPMaLMOHHbIMU NMOTOKaMMU;

b) naeHTudmKauma NPUMEHAEMbIX NPaBUN ynpaBneHus 4OCTYNOM;

¢) onpeaeneHue npaeun MNBOp ans ayaura 6e3onacHocCTy;

d) peLueHus, npeanucaHHbIe opraHu3aumenn, HanpuMep, UCNONb30BaHNE ONPEAENEHHBIX KpUNTOrpaduyec-
KMX anropuTMOB UnKn criegoBaHue onpegeneHHblM cTaHaapTam.

Kaxkgoe npasuno NBOp A0MKHO MMETb YHUKANbHYIO METKY.

Mpumepsl npasun MBOP NpuBeaeHbI B NpuoxeHun B.

9 Llenn 6e3onacHoOCTH

9.1 BBegeHue

[aHHbIi pasaern coaepxuT pekoMeHgaumm no naeHTudmkauum v cneuudmkaumm uenen 6esonacHoctv B M3
unu 36.

Llenu 6esonacHOCTW NpeacTaBnsioT Cobo kpaTKyto chopMynMpPOBKY NpearnonaraeMoi peakuum Ha npobne-
My B6esonacHocTu. KpaTkocTs hopMynupoBaHus uenein 6e3onacHoCTM npeanonaraeT OTCYTCTBUME He0BX04MMOCTH
rnyGoKOro pacCMOTPEHUSA AeTanel X 4OCTUKEHUS.

Mpwv aTOM LEenu 6e30NacHOCTM CNeayeT pacLeHNBAaTb Kak NPOMEXKYTOUYHOE 3BEHO, MOMOratoLLEee NonbL30Ba-
Teno M3 n 36 oTcneanTs B3aMMOCBA3L MEXAY acnektamu cpeabl 6esonacHoctu OO u TpeboBaHusamu 6esonac-
HOCTU (CM. PUCYHOK 2).

B N3 u 36 Heobxoaumo pasnuyaTh ABa Tuna uenen 6e30nacHoCTH (CM. PUCYHOK 2):

a) uenun 6esonacHocTn ana OO, KOTOpblEe LOIMKHLI AOCTUIaThCA NPUMEHEHUEM KOHTPMEP, peanusye-
MbIx OO;

b) uenu 6ezonacHocTu ansa cpeabl OO, KOTOPbIE AOMKHbI 4OCTUTATLCA NPUMEHEHNEM TEXHUYECKUX MEP,
peanuayembix UT-cpeaon, unu He NT-mMep (Hanpumep, OpraHn3aUuoHHbIX).

Henexune uenen 6esonacHocTi Ha Aea Tuna (ans OO u ero cpeapbl) NO3BONSET B KOHTEKCTE cpeabl 6esonac-
HocTu OO BKpaTLE U3MNOXKUTb, PELLEHUE Kaknx acrnekToB npobnembl 6e3onacHocTu Bosnaraetcs Ha OO. Pasgene-
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HUe OTBETCTBEHHOCTU 3a peLueHue oTAeNbHbIX acnekToB npobnemMsl 6e3onacHocTu Mexay OO U ero cpeson no-
3BOMAET B HEKOTOPOIN CTENEHU CHU3UTb PUCK KOMNPOMETALIMM aKTUBOB, TpebyloLmx 3amTel. Bonee Toro, Takoe
pa3sgeneHue OTBETCTBEHHOCTM NMpy hopMynMpOBaHUM LiENeii 6e30nacHOCTM NO3BOISIET ONPEAENUTL IPaHULIbl OLIEHKN
6e3onacHocTn OO, Tak kak uenu 6ezonacHocT OO BRUSIOT KaK Ha BbIGOP HEOBXOAUMBIX (PYHKLIMOHATBHLIX Tpe-
6oeaHumn 6esonacHoctu OO, Tak U HA onpeaeneHne ypoBHS AoBepust k o6ecneueHunio 6esonacHoctu OO.

AcnekTbl cpeaibl 6e3onacHoCTU oGbekTa OLleHKU

/ \,
( Monutrka \
| Yrposbl 6e30MacHoCTH nge”"°”°"‘e“""‘ I
\ opraHmM3aLmm €30MacHOCTM /;
\\ S
Llenu 6e3onacHocTn

ey N

I! Llenn 6esonacHocTtu Llenun 6e3onacHoctu |

\ Anst o6bekTa oLeHkn Anst cpenpbl ]

\ /

~ rd
(T A
| He-UT-tpebosaHus

l\ OO6beKT oLeHKn Cpepa UT l 6E30MACHOCTH
A //

TpeboaHus 6esonacHocTn UT

PucyHok 2 — Ponb 1 MecTo Lieneit 6e3onacHOCTM B CTPYKType Npoduns 3aLluThl
“ 3afjaHuA no 6e3onacHocTM

9.2 Cneuudukaumna uenen 6€30NacHOCTU Ansi 06 bEKTa OLIEHKH

Llenn 6e3onacHoctn OO AOMmKHbI YCTAHOBUTL (B 3a4aHHOM pa3pabotunkom M3 n 36 06beme) Bosnaraemyio
Ha OO 0TBETCTBEHHOCTb 3a MPOTUBOCTOSHUE yrpo3am u cnegosanue NBOp. Lenu 6e3onacHoctu OO (cM. pucy-
HOK 2) MOXXHO pacCMaTpuBaTh Kak NPOMEXYTOUHbIN aTan dhopMmmupoBanust Tpebosanuii 6esonacHoctu UT, ucxoas
U3 MAEHTUMLMPOBAHHBIX acnekTos cpeael 6esonacHocTn OO, UTO He0OX0AUMO BCETAA YUUTLIBATL NPU crieLmdu-
kaumu uenen 6esonacHoctu ans O0.

YuntbiBasn LEeHTparnbHYO posb, KOTOPYIO UrpatoT Lenu 6esonacHoctu B M3 u 3B, BaxkHbIM sBNAETCA BONPOC
0 Haubonee NpueMneMom ypoBHe AeTanu3aauuu npu nsnoxeHun (Lenei 6esonacHoctu). TpeboBaHue KpaTkoro
U3NOXKEHWS Lieneii 6e3onacHOCTM NpeanonaraeT AOCTMKEHNE CrieyHoLLEero onpeaeneHHOro PaBHOBECUSI MEXIY
[BYMSI CNEYIOLLMMU acrneKkTamu:

a) C OAHOW CTOPOHBI, Lieny 6e30nacHOCTM A0MKHbI NOMOYb nonb3oBatento M3 u 36 6e3 yrnybneHHoro usy-
YeHusi AeTanein peanu3aunm NoHATL 06bEM peLLeHUst 0GLEKTOM OLIEHKM NpoBnembl 6e30nacHOCTH (CTeNeHb yyeTa
acnekToB cpeabl 6esonacHocTn OO). B uaeane uenu 6esonacHoctu anst OO AOMKHbI ObITb HE3ABUCUMbI OT pea-
nusauuun. Takum 06pasom, OCHOBHOE BHUMaHWE HEOBXOANMO COCPEAOTOMUTb HA TOM, KAKOE PELLEHUE NPeanoYTH-
TenbHee, a He Ha TOM, KaK 9TO peLUeHue O0CTUraeTcs;

b) B TO >¢e Bpemsi Heo6xoauMo, UToBbl chopmMynupoBka Lienei 6e30MacHOCTH He ABMNANACH NPOCTbIM MOBTO-
pPEHUEM, XOTSI M B HECKONbKO MHOW chopMme, MHpopmMaLmn, coaepxaLlerics B onncaHum yrpos u NMeO0p.

OkoHYaTenLHY NPOBEPKY NPaBUILHOCTM BeIGOpa YPOBHSA AeTanusauum opMynupoBkm Lieneii 6eaonacHo-
CTU NpOBOAAT Ha aTane 06ocHoBaHMs Lenen 6esonacHocTn u TpeboeaHuin 6esonacHoctn UT. Ecnm kakoii-nmbo us
LuaroB Ha aTane o6ocHoBaHus (06ocHoBaHue Lienei 6ezonacHocTu unu o6ocHoBaHue TpeboBaHnin 6esonacHocTu)
SIBNSIETCS HECTIOXKHbIM, B TO BPEMS KaK APYroi BbI3blBAET 3HAUNTENbHbIE 3aTPYAHEHUS], TO BEPOATHEE BCEro hop-
MynMpoBKa Lieneri 6e30nacHOCTM ABMAETCA CULLKOM AeTarim3npoBaHHOM NMBo koM abCTpakTHOIA.

CdhopmupoBaHHbIii Hagnexawmm obpasom Habop uenei 6esonacHocTn ans OO gaeT onpeaeneHHyto
YBEPEHHOCTb B TOM, 4TO (DOPMYNMpyeMbIe Ha ero ocHose TpeboBaHus 6ezonacHocT UT He ByayT U3BbITOYHbIMM
(B wactn ®TB cm. 10.1.1; B yactu TAB cMm. 10.2.1), 4TO B CBOIO OYEpEeb CNYXXUT OCHOBOW ANS MUHUMM3aLUUK
CpeacTB U BpeMeHu, saTpadnsaembix Ha oueHky OO.
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C TOYKM 3pEeHUa NPOTUBOCTOAHUSA UAESHTUULMPOBAHHBIM YIpO3aM CYLLECTBYET TPU TUNA Lienei 6esonacHo-
ctn ans OO:

1) uenu NnpeaynpeanTENbLHOTO XapakTepa, HanpaBneHHbIe Ha NpeAoTBPaLLEeHUe peanu3aumm yrpo3 nmbo Ha
NepekpbITUE BO3MOXHLIX NyTEN peanusauun AaHHbIX yrpos;

2) uenu oGHapyxeHus, onpeaensiowme cnocobbl 0GHaAPYKEHUS U MOCTOSIHHOTO MOHUTOPUHIa CODbLITUM, OKa-
3bIBAIOLLMX BNUsIHWE Ha Be3onacHoe yHKUMoHuposaHue OO;

3) uenu pearuposaHus, onpeaensiowme HeobxoaAUMMOCTb Kakmx-nubo aericteuit OO B OTBET HA NOTEHLMANb-
Hbl€ HapyLUeHWUss 6e30MacHOCTU UMK pyrMe HexxenarenbHble COObITUA C Lienblo coxpaHeHust unu Bosspara OO
B 6e30nacHoe COCTOsIHME /MK OrpaHUYEHUS pa3mepa NPUUMHEHHOTO ylilepha.

MpumepoM uenu 6e30nacHOCTU NpeaynpeaUTENbHOMO XapakTepa MOXET CIY>KUTb CreAyoLas Lienb, KOTOo-
pasi onpeaenseT HeobxoaAMMOCTE UaeHTUdMKaUMK U ayTeHTudmMKauum nonb3oBarenei OO:

06BLEKT OLIeHKN JOJTKEH YHUKANbHO MAEHTUDUUMPOBATL KaXKAOI0 NONb30BATENSA U BbINOMHATL Npoueaypy
ayTeHTudukaLum nAEHTUPULIMPOBAHHOTO NONL30BATENS A0 NPEAOCTABIIEHNA €My A0CTYNA K (hyHKLIMOHANbHBIM
BO3MOXHOCTAM OO.

Llenv 6e3onacHOCTU, CBA3aHHbIE C ynpaBneHWeM AOCTYNOM U MH(OPMALIMOHHLIMM NOTOKAMU, TAKXKe OTHO-
CAT K KaTeropuu Lienei npeaynpeaurensHoro xapakrepa. Ecnu OO aorpkeH peanu3oBbiBaTh 605iee 0aHON NONUTH-
K1 ynpasneHus JOCTYNOM M UHDOPMALIMOHHBIMU NOTOKAMU, TO PEKOMEHAYETCA A1 KAXKA0M NONUTUKN MAEHTUDM-
uupoBathb OTAernbHble Lenu 6e3onacHOCTH. Takon Noaxoa CnocobCTBYET ynpoLleHuio npolecca 060CHOBaHUA
TpeboBaHun 6e30nacHOCTH.

Mpumepom Lenu oOHapY>XEeHUS1 MOXKET CRYMTb CneayioLLas Lenb, onpeaensiolas HeobxoammocTs obec-
neyeHns OO HEBO3MOXHOCTH OTKa3a KOHTPAreHTOB OT chakTa nepeaaym unu npuema coobLLeHus:

0OBEKT OLIEHKV AOIDKEH BKIOYATh B ce6sa cpeacTBa, NO3BONsioLLMe nosyyaTento MHopMaLum NnoAroToBUTb
CBUAETENLCTBO, A0Ka3blBAIOLLEE NPOUCXOXKAEHUE 3TOI MH(hopMmaLmu.

MprMepom Lienmn pearnpoBaHUA MOXET CNYXXUTb crneayoLwwas Lenb, onpeaensiownas Heo6xoauMocTb OT-
BeTHOM peakuum OO Ha 0GHaPYKEHHbIE BTOPKEHUS:

npu o6Hapy>XeHUn CoObITUI, CBUAETENLCTBYIOWMX O NPEACTOosALLIEM HapyweHun 6esonacHoctu, OO gon-
YXEeH NPUHUMATBL HE0BX0AUMbIE MEPbI ANA NPOTUBOCTOAHUA AAHHOMY HaNaAEHUIO C MUHUMATIbHLIM CHIDKEHMEM
kayecTea obcnyxmBaHua nons3osarenei OO.

Tam, rae 9T0 BO3MOXXHO, Npu chopMynupoBaHum Lienei 6e3onacHOCTH LenecoobpasHo KONMYECTBEHHO ONpe-
[AenATb MUHUMAaTrbHbIE 3HAYEHUSA HEKOTOPBIX YaCTHLIX Nokasarenen adpdekTusHOCTU oGecneveHns 6e30nacHOCTH,
Takum 06pasoM B OCHOBHOM CHUMasl HEONpeAeneHHOCTb OTHOCUTENBHO YPOBHS 3hEKTUBHOCTHU, KOTOPbLIN A0N-
»eH ObITb 060cHOBaH B pasaene M3 n 36 «O6ocHoBaHueE».

KonunyecTBeHHas oLeHka MoXeT ObiTb CCHOPMYNIMPOBAHA KaK B OTHOCUTENbHBIX, Tak U B aBCOMIOTHBLIX YNCNO-
BbIX 3Ha4YeHUAX. O4eBMAHO, UTO NPUMEHEHUE abCONMIOTHBIX YUCTOBLIX 3HAYEHUI AN KONUYECTBEHHOW OLIEHKN
aBnseTcs 6onee npeanoYTUTENBHLIM, HO B TO e Bpems U 6oriee TpyaHbIM BApUAHTOM.

Ecnu M3 u 3b paspabaTbiBaeTca nocne onpeaeneHus GyHKLUMOHanbHbIX TpeboBaHuil 6e3o0nacHoCTH, To
Kaxkay'o uenb 6e3onacHocTu LienecoobpasHo chopMynupoBaThb, UCXOAA U3 COOTBETCTBUSI KOHKPETHOW rpynne doyH-
KLMOHanbHbIX TpeboBaHui 6e30nacHOCTH, KOTOPLIE NpeanonaraeTcs BkNiountb B 13 un 36. OcHOBHOE npenmMyLue-
CTBO AAHHOrO NOAX0AA 3aKI4AETCA B NPOCTOTE NOCTPOEHUs1 000CHOBaHMsI TpeboBaHuii 6e3onacHoCcTu. Mpu aTom
HeobX0AMMO KOHTPONMPOBAThL NOMHOE COOTBETCTBUE ONpeieneHHbIX TakuM 06pa3om uenei 6e30nacHOCTU U3No-
JKEHHbIM B JaHHOM pa3saene TpebOBaHMSAM U PEKOMEHAALMAM MO UX POPMYNMPOBaHUIo. B 4acTHOCTH, He06x0au-
MO y6eauTbLCs B TOM, YTO Lienu 6e30MacHOCTU HE COAEPKAT NULLHKUX AETanen peansauuu.

MNpumMepsbl hopMynUPOBOK Lienen 6e30nacHOCTH NpMBEAEHbI B NPUIOXXeHuu B.

CooreetcrBue Uenen besonacHoctu ans OO yrposam u NBOp gocTuraercs ¢ y4eTom:

a) Kaxaon uaeHTMULMPOBAHHON Yrpo3bl, HanpasneHHon npotus OO, No KpanHen mepe, O4HON LEeNbIo
6esonacHoctu ans O0;

b) kaxxgoro npasuna uaeHtTuuumuposanHon NBOpP, koTopomy AomkeH cooTBeTcTBOBaTL OO, NO KpaHen
Mepe, oaHoW Lenbio 6e3onacHocTu ansa OO.

HarnsigHOCTb Takoro COOTBETCTBUSI MOXKET ObITb IOCTUrHYTa, HAaNPUMEP, 3a CHET UCMNONb30BaHUA NepeKpPecT-
HbIX CCbIFNIOK UNK OTOOpaXkeHMs paccMarpuBaeMoro COOTBETCTBUSA B hopme Tabnmubl. HeCMOTPS Ha TO, YTO ae-
MOHCTpaLsl COOTBETCTBUA Lienen 6e3onacHocTu yrposam u NB0p GyaeT npueBeaeHa B pasaene «O60CHOBaHUE»
(cm. paspenbl 12 u 13), ana nonb3osartens 13 u 36 6bino bl NONE3HO 0TOOPaKEHNE TAKOro COOTBETCTBUSA YXKE B
pasaene «Llenu 6esonacHocTtuy. B cnyyae, ecnu uens 6e3onacHOCTM npeanonaraeT peanu3aumio Kakoro-nubo
npasuna MNBOp, npeanovTuTensHee B pasaen «Llenm 6e3o0nacHOCTU» BKIOUMTb CCbISIKY HA COOTBETCTBYIOLLEE
npasuno NBOp, a He NOBTOPATL ycTaHOBMNEHHbIE NBOpP npaBuna, nognexxawiue peanusaumm (CM. npumep uenu
6e3onacHoctn O.DAC, npuBeeHHbIN B NpUIoXxxeHun B).

15



FOCTP UCO/MIK TO 15446 — 2008

Lienu 6esonacHoctu ans OO A0MKHbI ObITb YHUKANBHO MapKMPOBaHbl. MapkupoBka MOXET ObITb OCHOBA-
Ha Ha nocnegosaTenbHON HyMmepauuu (Hanpumep, L1, U2, L3 u 1.4.) nnb0 Ha ncnonb30BaHMmM 3Ha4YaLLMX METOK
(cMm. npumepsl, NpUBEAEHHbIE B NPUAOXEHUU B).

9.3 Cneumdmkauua uenei 6€30NaCHOCTN ANA Cpeabl 00 HLEKTA OLIEHKMN

Llenu 6e3onacHoctu ans cpeabl OO BkniovatoT B ce6s Luenu 6e30nacHOCTU, OTBETCTBEHHOCTD 3a [OCTUIKE-
HMe KOTOpbIX Bo3naraercsa Ha UT-cpeay, a Taioke CBsA3aHHbIE C peanusauueil B npeaenax cpesbl (pyHKLUMOHUpOBa-
Huss OO OpraHuU3aLMOHHbLIX U APYTUX HETEXHUYECKUX MED.

Llenun 6e3onacHoctu ansa cpeabl OO AomkHbI ObITb CHOPMYNMPOBaHbLI AT yYETa TEX aCNEKTOB cpeibl 6e30-
nacHoctn OO, KOTOPbIE NO TeM UMW MHBIM NPUYUHAM HE nonaaaioT B cpepy oTBeTCcTBEHHOCTM OO. B yacTHoCTH,
Lienm 6esonacHocTu ansa cpeabl OO AOIDKHBI ObITh HANPaBNEHbI Ha:

a) NpOTMBOCTOSIHKUE Yrpo3am (MM OTAENbHBLIM acnekTam yrpo3), koTopbiM OO He NPOTUBOCTOMT;

b) nogaepxky peanusauuu npasun NBOp, KOTOPbIE HE COOTBETCTBYIOT UNM HE MOJIHOCTLIO COOTBET-
cteyioT OO;

C) NOAAEPXKKY naeHTuuumposaHHbIX Lienen 6esonacHoctu ana OO B nnaHe NPOTUBOCTOSIHUSA Yrpo3aMm U
peanu3avuumn cooTBeTCTBYIOWMX Npasun NbOp;

d) nogaepxxy naeHTUPULMPOBAHHLIX NPEANONOXEHUN O Cpeae.

Takum o6pa3som, chopmynuposaHue Lenei 6esonacHocTu ans cpeabl OO Heo6XoaAUMO HaYMHATL C hopMu-
poBaHusi cnucka yrpo3, MBOp 1 npeanonoXxeHui, KOTopble He Gbinu yuTeHbl MO0 ObINKU yYTEHbI HE NOMHOCTbIO
npu chopmynupoBaHum uenen 6esonacHoctu ana OO. [ina ka)aoro Takoro acnekra cpeabl 6esonacHocru OO
HeobxoaMMo:

a) cchopMynuMpoBaThb HOBYIO Lienb 6€30NacHOCTH ANS y4eTa paccMaTpuBaemoro acnekra cpefbl 6e3onacHo-
ctn O0;

b) nocTtaBuTkL B COOTBETCTBME paccMaTpuBaeMomy acnekty cpeabl 6esonacHoctun OO paHee yxe chop-
MYMMPOBAHHYIO LieNb Ge30nacHOCTH, eCnu COOTBETCTBYIOLWAA Lenb yxe 6bina chopmynuposaHa (npu 3Tom
MOXeT noTpeboBatbcsi gopaboTtka hopMynupoBku Lenu 6e30NacHOCTU C Tem, YToObl paclumpuTb ee obnacrb
OENCTBUS).

B panbHeriweM, npu hopMynmposaHumn 060cHOBaHuA Lienel 6e30nacHOCTU, CMMCOK Leneii 6e3onacHocTy
MOXET ObITb YTOYHEH NyTEM (DOPMYIMPOBaHNA AONONHUTENBHBIX Lienei 6e3onacHOCTU, He06X0ANMbIX ANA NOSHO-
ro yyeTa Bcex acnektoB cpeabl 6esonacHoctn OO (yrpos, NMBOp u npeanonoxeHui 6e3onacHocTH).

Llenn 6esonacHocTu ansa cpeasl OO LenecoobpasHo hopMynuMpoBaTh napannensHo ¢ (hOpMynUPOBaHUEM
uenein 6esonacHoctn ans OO. MNpu aToM nNpouecc hopmynupoBaHus Lenei 6e3onacHOCTU B LENOM cneayet
paccmaTtpuBaTh Kak BaXHbIW STan B pa3aeneHumM oTBETCTBEHHOCTM 3a obecneyeHue 6e3onacHocTu, Bo3naraeMmom
Ha OO u ero cpeay. B cBA3K ¢ 3TMM HEOOBXOAUMO NPUAEPXKMBATLCA CNEAYIOLMX NPaBUIT:

a) uenm 6esonacHocTu anst OO A0MkHbI BbITb ChOPMYNUPOBaHbI TaK, YTOObLI COOTBETCTBYIOLLME UM Tpebo-
BaHusA AT He TpeboBanu YpeamepHo GONbLLMX 3aTPaT Ha OLIEHKY X BbINOMHEHUS;

b) uenun 6esonacHocTu ans cpeabl OO AO0MKHBI BbITh CHOPMYNUPOBAHbI TAK, YTOObI COOTBETCTBYIOLLIUE UM
TpeboBaHusA kK OpraHu3aLMOHHbIM MepaM U He UT-cpeacTBam Oblnn NpakTUYECKU peanu3yeMbl, a Takke He Hakna-
AbIBanu YpesmepHble orpaHuyeHus Ha AencTeus nonb3osarenen OO.

Tunosble He UT-uenun 6e3onacHOCTM Ans cpeabl MOTYT NPEAYCMaTPUBATD!

a) pa3paboTKy U NPUMEHEHNE OpraHM3aLMOHHBIX Mep (METOAMK, NpoLieayp, NPMEMOB), 0becneumnBaoLwmx
akcnnyarauymio OO Tak, 4To6bl €ro 6e30NacHOCTbL HE HapyLlanach (B YaCTHOCTU, COBNIOAANNCh BCE NPeANOnoxXe-
HUSA 0 cpeae);

b) BknioveHune uenen, CBA3aHHbIX C 06y4eHneM aAMMHUCTPATOPOB U NONb30BaTENEN NPAKTUYECKUM BONPO-
cam obecneveHns HHOPMaLMOHHOI 6e30MacHOCTU.

Takum o6pa3om, B cocTaB Lenei 6e30nacHOCTM Ansa cpeabl He0OXo0AMMO BKNOYaTb B TOM Yucne uenu
6Ge30nmacHOCTH, CBA3AHHbIE C ASWCTBUSIMU YNPaBEHUs!, HaNpaBneHHbIMU Ha obecneyeHne aheKTUBHOCTU (PYHK-
L 6e30nacHOCTU, NPeaoCTaBnsAeMbIx 00 EKTOM OLIEHKM. B HekoTopbIx cnyyasx Tpebyemble AencTeus ynpasne-
HUA ABNSAIOTCA 04EBUAHLIMU U MOTYT ObiTb BbipaXkeHbl B hopme He UT-uenen 6esonacHoCTu Ans cpeabl (Hanpu-
Mep, NP1 pacCMOTPEHUN BONPOCA O HEOOXOAUMOCTH HaANeXaLero ynpaeneHus oyHkumamu ayauta). B apyrmx
cnyyasaxTpebyemMble AENCTBUA ynpaBneHus MOTyT 3aBUCETb OT AeTanu3oBaHHbIX TpeGosaHuii 6e3onacHoCcTH,
Mcnonb3yembIX Ans peanusauun uenei 6esonacHoctn OO. Hanpumep, uenb 6e3onacHocTU «uaeHTudukaums
n ayteHTudpukaumsy (cm. uens L1 B 9.1) moxkeT ObITb peanusoBaHa nyTem UCnonb30BaHWUA MexaHnusma nonb3osa-
TenbCkux naponen. Micnonb3osaHne MexaHu3Ma nonb3oBaTenbCkMX naponen npeanonaraer Heo6XoAUMOCTb
dopmynuMpoBaHus COOTBETCTBYIOLLETO TpeGoBaHUS K NONb30BaTENAM, CBA3AHHOO C 06ecneveHnemM nocneaHumm
He0CTYNHOCTM naponen AnA Apyrux nuy. JJaHHoe TpeboBaHue 6e30nacHOCTU NpeacTaenseT coboin TpebosaHue
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6e3onacHocTu ansa He UT-cpeabl (cM. 10.5.2) 1, B CBOIO 0Mepeab, YTOHHAET COOTBETCTBYIOLLYIO Lienb 6e30nacHo-
ctu ana cpeasl OO.

Ecnu npotuBocTosHue yrpose unu nposegenue NbOp YyacTuyHo Bosnaraetca Ha OO, a 4YaCTUYHO Ha ero
cpeay, COOTBETCTBYIOLLAA Lienb 6e30naCcHOCTM JOIHKHA NOBTOPATLCA B KAXAO0W KaTteropum (Lenm 6e3onacHoCTn —
ana 00, uenu 6esonacHocTu aAna cpeabl). Tak, uenb U1 «<uaentudukauua u ayreHtudukauus» (cm. 9.1) ana
BKJIIOYEHUA B COCTaB Lenen 6esonacHoctu kak anst OO, Tak u ans cpeabl OO MoxeT ObiTb NepedopMynMpoBaHa
cneayowmm obpasom:

«OBBLEKT OLIEHKM C YH4ETOM AENCTBUIM NOAAEPKKU CO CTOPOHbBI €10 Cpeabl A0MKEH YHUKANbHO UAEHTUDULM-
pOBaTb 1 BLINOMHATL NPOLIEAYPY ayTEHTUDMKALMKU AEHTUDULIMPOBAHHOTO NONL3OBATENA 0 NPEAOCTaBEHUA eMy
AocTyna K PyHKLMOHANbHbIM BO3MOXHOCTAM OO».

B cnyuasnx, ecnm uMeeTca BO3MOXHOCTb YETKO pasaenuTb OTBETCTBEHHOCTb Mexxay OO u ero cpeaon,
0Tnagaer Heo6XoAUMOCTb BKITIOYEHUS OJHO 1 TOW e Lienu B COCTaB yrpo3 obenx kateropuii Lienew 6esonacHo-
ctn. Hanpumep, npy naeHtucbpmkaumm uenen 6e3onacHocTu, CBA3aHHbIX ¢ ayauTtom GesonacHoctu, OO oTBETCTBE-
HEH 3a reHepaumio u c6op AaHHbIX, a Ha cpeae OO NeXxmT OTBETCTBEHHOCTb 3a NOAAEPXKKY AEWCTBUIM YNpaBneHus
(Hanpumep, aHanu3 CreHePUPOBaHHBLIX AAHHDBIX).

TunnyHbIM NpuMepom uenun 6esonacHoctm ana UT-cpeabl ABnaeTca uenb 6esonacHoctu «MaeHTudukaums n
ayTeHTudukauus nonb3osarenen OO» Ang onepaumMoHHON CUCTEMBI, NOA ynpaBneHuem Kotopoii pabotaer CYB[.
Hanee (oM. 10.4.2) nytem yTouHeHus uenen 6eaonacHoctn ansa UT-cpeabl hopmynupyiotcsa TpeboBanus 6esonac-
HocTu ana UT-cpeasl.

Llenn 6e3onacHocTu 4ns cpeapl, kak u uenu 6esonacHoctu ans OO, A0MKHBI ObITb YHUKANBbHO MApKMPOBa-
Hbl. Mpmn 3TOM LienecoobpasHO NPMHATL COrMAaLLIEHNE 0 MapKUPOBKE, KOTOPOE YETKO pasnuyarno 6bl uenn 6esonac-
Hoctu ans OO u uenu 6e3onacHocTu Ans cpeabl. Hanpumep, ecnu MapknpoBka OCHOBaHAa Ha NOCNeA0BaTENbHOM
HyMepauuu, To Lenu 6e3onacHocTu Ans cpeabl MOryT 6biTb NPOHYMEPOBaHbI cneaytowmm obpasom: LIC1, LIC2,
LIC3 u T.4. Mpumepsl Lenei 6e30nacHOCTM ANs cpeabl NpUBeAEHbI B NPUNOXeHUU B.

10 TpeboBaHMA GesonacHOCTU

10.1 BBegeHue

[aHHbIl pasgen coaepxuT pekomeHaaumm no oopmuposanuio B N3 u 36 TpeboBaHui 6esonacHoctu UT kak
ana OO0, tak u ana UT-cpeabl. Kpome Toro, B AaHHOM pasjere KpaTko usnaralrcs Bonpocbl hopMupoBaHus
TpebosaHuii besonacHocTu ans He UT-cpeapl (TpeboBaHus anst He UT-cpeabl HE ABNSIIOTCA 00A3aTEeNbHbIMY AN
M3 u 3b).

B M3 n 3b hopmynupytoT cneaytoLume Tunel TpeboBaHuin 6esonacHoctu UT:

a) cbyHKUMoHanbHele Tpebosanua 6esonacHoctu OO. dyHKUMOHAanNbHbIE TpeboBaHus Ge30nacHOCTU
onpeaensioT TpedoBaHusa Ansa yHKUME 6e3onacHOCTU, o6ecneunBaloLmx AOCTWKEHUE Uenel 6e30nacHoCTu
ans O0;

b) TpeGosaHus noeepus k 6esonacHocTu OO. TpebosaHus foBepus kK 6e30NacHOCTU onpeaensior Tpebye-
MbIl YPOBEHb YBEPEHHOCTH B Haanexatuen peanusauumn ¢T6;

¢) TpeboBanHua GesonacHocTu AnA UT-cpeabl. TpeGoBaHWA 4aHHOTO TUNA ONpeaensioT hYHKUUOHANbHbIE
TpeboBaHus 1 TpeGoBaHMs JoBepUs K 6E30NACHOCTH, BLIMONHEHUE KOTOPLIX Bo3naraetcs Ha UT-cpeay (To eCTb Ha
BHELLUHWE no oTHoLLeHuto k OO annapaTHble, NPOorpaMMHbIE MU NPOrpamMMHO-annapaTHble CPeacTBa) CTEM, UTO-
6bl 06ecne4nTs AoCTKEHNE Lenei 6e3onacHocTu Anst OO (CM. pUCYHOK 3).

Kak nokasaHo Ha pucyHke 3, TpeboBaHusa 6esonacHocT UT MoryT ObiTb CHOPMUPOBAHDI, FA€ STO BO3MOXHO,
C ucnonb3oBaHMeM katanora yHKUMOHarbHbIX KOMMNOHEHTOB, onpeaeneHHbix B MCO/MOIK 15408-2, u katanora
KOMMOHEHTOB AOBEPUSA K 6e30nacHOCTH, onpeaeneHHbix B UCO/M3K 15408-3.

Mcnonb3oBaHue kaTtanoros TpeboBaHuit, onpeaeneHHbIX B ctaHgaprax cepun MCO/M3K 15408, no3sonsiet
A0CTUYb OMpPeaeneHHoro ypoBHs CTaHgapTu3auumm B obnacru npeacraesnenus Tpe6osaHuii 6€30nacHOCTH, UTO
3HauuTenLHO obneryaer cpasHeHue M3 u 36 Mexay coboi.

Ecnu B UCO/M3K 15408-2 u UCO/M3K 15408-3 oTCYTCTBYIOT (DYHKLIMOHANBHBLIE KOMMOHEHTbI NI KOMINO-
HeHTbI AoBepus k 6esonacHocTu, TpeboBaHusi 6ezonacHocTu UT MOryT ObiTb ChOpMYNUPOBaHbI B ABHOM BUAE.
Mpu 3TOM CHOPMYNMPOBAHHLIE B ABHOM Buze TpebGoBaHus 6e3onacHoct UT gomkHbl 6bITb OAHO3HAYHBIMM, NOA-
nexartb OLIeHKe 1 U3naraTbCsl B COOTBETCTBUM C TpeboBaHusamu cranaaptos cepun UCO/MOIK 15408.

Pekomerpauum no cneuyndukauumn T n TAB B cnyyasnx, ecnn B ICO/M3K 15408-2 u MICO/M3K 15408-3
COOTBETCTBEHHO HET NOAXOASALLMUX KOMMNOHEHTOB TpeboBaHuii AnsA hopMynupoBaHus paccmarpusaembix ST u
TOB, npuseaeHbi B 10.1.5110.2.3.
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PucyHok 3 — ®opmupoBaHue TpeboBaHmii 6e3onacHOCTM MHEPOPMALMOHHBLIX TEXHONOMUI

CraHpaaptbl cepun MICO/MOK 15408 ob6ecneumnBaloT onpeaeneHHyto creneHb rnokoctn chopmuposanna $Tb
n TOB Ha ocHOBE KOMNOHEHTOB TpeboBaHuiA, onpeaenss Habop paspeLleHHbIX onepauui Hag KOMNOHEHTaMU.
Pa3peLueHHbIMKU onepaumsiMm SIBRSIIOTCA: Ha3HauYeHue, utepauusi, BbIOop U yTOUHEHue.

PekomeHgaumm no BbIMNOMHEHUIO onepauuii Hag (PYHKUMOHASNbHLIMWU KOMMNOHEHTAMU, ONPeAEeneHHbIX B
MCO/M3K 15408, BkntoyeHbl B 10.1.2; koMnoHeHTaMu aoBepus k 6esonacHoctu — B 10.2.2.

Cneayet oTMeTUTb, YTO B UICO/M3K 15408 kaxkgomy KOMMOHEHTY TpeGoBaHuit 6€30NaCHOCTU Ha3HAYEHA
npeaycMOTPEeHHast Ha onpeaeneHHon knaccudukaumm yuukanoHaa metka. Hanpumep, ana FAU_GEN.1.2 komno-
HeHTa FAU_GEN.1 mMeTka umeet sua;:

a) 'F'-meTKa ykasbIBa€eT Ha TO, YTO 3T0 — hyHKUMOHaNbHoe TpebGoBaHue;

b) 'AU’-meTka ykasbiBaeT Ha T0, 4To ®TB npuHagnexmt knaccy Tb «Ayaut 6e3o0nacHOCTUY;

¢) 'GEN'-meTka ykasblBaeT Ha T0, 4To OTB npuHagnexvt cemencray «feHepaumua aaHHbIX ayauta 6esonac-
HOCTW» Knacca FAU;

d) "1-MeTKa yKasbIBa€eT Ha TO, YTO OTB NpMHAANEXUT KOMMOHEHTY «eHepaumna JaHHbIX ayauTa» CeMencTea
FAU_GEN,;

€) '2-meTKa yKasbIBaeT HA TO, UTO PTH ABNAETCA BTOPLIM 9NEeMEHTOM KoMnoHeHTa FAU_GEN.1.

TpebosaHusa T u TOB BbIGMpPatOT HA yPOBHE KOMNOHEHTOB: SNEMEHTbI, BXOASALLME B KOMMOHEHT, AOMKHbI
ObITb BKIOMEHbI B [13 1 3B, ecnu B N3 n 3B BKkNtoMaeTcsa AaHHbIN KOMMOHEHT.

B npouecce Bbibopa TpeGosaHuii 6esonacHocTn T HeoBX0AUMO y4nTbIBaTb CeayoLLme 4Ba Tuna B3aumo-
CBsI3€i MEXOY KOMMNoHeHTaMu TpeboBaHmin 6esonacHoctn UT:

1) KOMMNOHEHTbI OAHOTO CEMENCTBA MOTYT HAXOAUTLCA B UEPAPXUYECKO CBA3K. Mepapxusa npegnonaraer,
YTO OAUH KOMMOHEHT BKMoYaeT B ce05 BCE 3NeMEHTbI TPeOOBaHWi, ONpeeneHHbIe B 4PYroM KOMMNOHEHTE 9TOro
cemelicTea. Hanpumep, FAU_STG.4 nepapxuyeH no otHoeHuio k FAU_STG. 3, noTomy 4TO BCe OyHKLIMOHANMb-
Hble aneMeHTbl, onpeaeneHHbie B FAU_STG.3, Takxke BkntoyeHbl B FAU_STG.4. OgHako FAU_STG.4 He nepap-
XWUYEH Mo OTHOLLEHUIO K FAU_STG.1 1 N03TOMy MOXET noTpedoBaTbCs BKMOHEHUe B paspabatsiBaemble 13 u 36
060UX 3TUX KOMMOHEHTOB;

2) KOMMOHEHTbI MOTYT 3aBUCETL OT KOMMOHEHTOB APYrnx ceMeincTs. Hanpumep, komnoHeHT FIA_UAU.1 (cBs-
3aHHbI c TpeboBaHuem ayTeHTUdMKaLMK NONb30BaTenei) 3aBUCUT OT kKoMnoHeHTa FIA_UID.1 (cBA3aHHbIN C Tpe-
BoBaHMeM naeHTUdMKaLuM NoNbL3OBaTeNEN).

Mpu chopmuposanum N3 n 36 Bce 3aBUCMMOCTH KOMMOHEHTOB TpeboeaHui 6esonacHocTn T fOMmKHEI ObITb,
Kak npaBuno, yaoBneTBOPEHbI, YTO AOCTUraeTcs BkrtoveHuem B 13 u 3B KOMMNOHEHTOB, OT KOTOPLIX 3ABUCAT YXKe
BKItOYEHHbIE B M3 1 36 KOMNOHEHTLI. 3aBMCMMOCTH MOTYT HE YAOBNETBOPATLCA B cny4vasnx, ecnu B M3 n 36
MOKa3aHo, YTO 3aBMCMMOCTH HE COOTBETCTBYIOT Liensim 6e30NacHOCTM 1 yrpo3am.

B aononHenune k ®Tb u TOB B pasaene N3 n 36 «Tpebosanus 6esonacHoctu UT» Tpebyetcs (rae Heobxo-
AMMO) onpeaenTb MUHUMarbHbI YPOBEHb CTOMKOCTM chyHKUMK BesonacHocTn OO, a Takke (rae HeoBxoanmMo)
TpeboBaHNA K TOYHOMY 3HAYEHUIO CTOMKOCTH.
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10.2 Cneuncdukauma ¢QyHKUMOHANbHLIX TpeGoBaHui 6GesonacHOCTU B npodune 3awutbl UNU
3a4aHum no 6e30nacHoOCTU

10.2.1 Bbi60p (hpyHKUMOHANBHLIX TPe6GoBaHNI 6Ge30NacHOCTN

Onpeaenue uenu 6e30nacHOCTU, HE0GX0AUMO YTOUHUTB, KaK 3TU Lieri 6e3onacHoCcTn 6yayT AOCTUraTLCS.
ns aroro ocywectenseTca cneuudukauna ®TB, Hanpumep, nytem BoiGopa noaxoaswmx ®Tb, crpynnupo-
BaHHbIX B KOMNOHEHTLI. Mpu 3TOM npouecc BbiGopa OTH 3HaUMTENBHO YNPOLLAETCA, €CnNKU UCNOMNb3YIOTCA
npeaonpeaeneHHble hyHKUMOHANbHbIE NAKeTbl, COOTBETCTBYIOLLME KOHKPETHLIM LensM 6e3onacHocTu ans
OO (cm. pasgen 15).

B npouecce hopmuposarHua T BbIAENAIOT HECKOMBKO 3TanoB. cxoasa us HUX, pasnuyatot cneayiowme
asatuna ¢Thb:

a) OCHOBHble $TB, HENOCPeaCTBEHHO YAOBMNETBOPSAIOLLME KOHKPETHbIE Lienu 6e3onacHocTu ana O0;

b) noaaepxusatowme STB, He NpeaHa3Ha4YeHHbIE AN HENOCPEeACTBEHHOTO YAOBNETBOPEHUS Lienen 6e30-
nacHoctu ans OO, HO cnocoBCTBYIOLLUE BbINOTHEHUIO OCHOBHBLIX ®TH U, TEM CambIM, KOCBEHHbIM 06Pa3oM cno-
cobcTByIOLLME YAOBMNETBOPEHMIO Lenen 6e3onacHoctn ans OO.

Xots B M3 He 06s3aTenbHO AenuTb $PTH Ha OCHOBHbIE U NOAAEPKUBAIOLLME, TAKOE AENEHNE MOXET 0Ka3aTb-
Csl nonesHsIM nNpu chopmmupoBanum pasaena N3 «O6ocHoBaHUEY .

MepBon cragueii B npouecce Bbibopa $TH, COOTBETCTBYIOLLIETO KOHKPETHBIM Lienam 6ezonacHoctn ans OO0,
ABNSAETCA MAEHTUDUKALMSA OCHOBHbIX PTB, HenocpeaCTBEHHO COOTBETCTBYIOLLIMX AAHHBLIM LieNsam 6e30nacHOCTU.
Mocne hopMMpoBaHUA MOMHOMW COBOKYMHOCTUM OCHOBHbIX ®TH HauMHaeTca urtepaumoHHbIN npouecc opmu-
poBaHuUsi MONHOW COBOKYNHOCTU nogaepxusaowmnx ®Th. Bee T (0CHOBHbIE M NogAepXMBatOWME) Lieneco-
obpasHo, rge 910 BO3MOXHO, (POPMUPOBATL HA OCHOBE (PYHKLIMOHANBHBIX KOMMNOHEHTOB, ONpPeAEneHHbIX B
NCO/M3K 15408-2. Mpu BbIGOpE PyHKLMOHAMBHBIX KOMMOHEHTOB, onpeaeneHHbix 8 UCO/M3K 15408, uenecoob-
pa3Ho yuUTbIBATL peKoMeHaauun, coaepxatumecs B npunoxeHnsax Kk MICO/MOIK 15408-2 n ceaszaHHbIe C UHTEp-
npeTaumen 4aHHbIX KOMMNOHEHTOB.

B3anmocBA3b Mexay OCHOBHbIMM U noaaepxuveatommm STB nokazaHa Ha pucyHke 4. [laHHy0 B3auMo-
CBA3b YYMTbIBALOT NpK chopMmpoBaHum pasaena N3 «ObocHoBaHuey, B KOTOPOM TpebyeTcs Noka3aTb B3aUMHYIO
noaaepxky $TB (cm. 12.2.4). MNpu aTOM TpebyeTcsi pacKpbITb Xapakrep NoAAEPXKU, BbINOMTHAEMON NoaAAEPXUBa-
owmmn STB ans gocTmxeHus uenei 6esonacHoctu OO.

dopmupoBaHme NOHOM COBOKYNHOCTU NogaemxkuBaoLmx STE noapasaensior Ha cneaylowme ctauu:

1) uaeHTudukaums gononHutensHelx $TB, HeobxoaMMbIX (C TOYKM 3peHust paspaboruuka M3) ansa yaoener-
BOPEHUSI 3aBUCUMOCTEN BCEX OCHOBHbLIX $TH;

2) ugeHTUdmMKaLus 4oNonHMTENbHLIX TH, HE0BX0AMMBIX AN A0CTUXeHUs ueneii 6esonacHocTu ans OO,
Bknovas $TE, HeoOxoaumble ANA 3aWmMTbl OCHOBHbIX ®TB OT MHOroxoAoBbIX arak (MHOrOXOAOBbIE aTaku
HanpasreHb! Ha NPEe0AO0IEHME 3aLLUMTHBIX MEXaHU3MOB, peanu3ytoLmMx onpeaeneHHyto (yHKUno 6e30nacHoCTH,
3aTeM —Ha peanu3auuio yrpo3sbl, AnNA NPOTUBOCTOSAHMA KOTOPON AaHHas cbyHKuus 6e30nacHOCTM npeaHas-
HayeHa);

3) ngeHTudmkauumsa ononHUTENbHLIX T, HEOGXOAUMBIX ANS YAOBNETBOPEHUS 3aBUCUMOCTEN TEX NOA-
nepxuBaomx OTB, koTopble Obinu BeIBpaHbl HA NPeAbIAYLLMX CTaaUsX.

C Llenn 6esonacHoctn ans OO )

A

YOOBMETBOPSIOT KOCBEHHO

cnocoGeTRyOT
C OcHosHble ®TB )

YOOBMNETBOPEHUIO
A

\ﬂmepmmaammue cDTE)
cnoco6eTaytOT

BbIMONHEHNO

PucyHok 4 — B3auMOCBA3b OCHOBHLIX U JOMOMHUTENBHBLIX
pyHKUMOHanbHbIX TpeGoBaHWil GesonacHoOCTM
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Wpentndukauusa nogaeprausaiomx $Tb npeacrasnset co60M UTEPALMOHHBIN NPOLECC, HAaNpUMep:

a) npegnonoxmm, yto N3 BknioyaeT B cebs uenb 6e3onacHocTu, Tpedytouyio, ytobbl OO onpeaeneHHbIM
06pa3om pearmpoBasn Ha CoObLITUSA, ABNSIOLLMECS NMOKa3aTeneM NpeacTosiLero HapyLueHust 6esonacHoctu. Hanu-
uue B N3 nogo6GHOM Lenu npeanonaraet naeHTudukaumio ocHoBHoro $Tb Ha 6ase komnoHneHTa FAU_ARP.1 «Cur-
Hanbl HapyLLEeHA 6e30NacHOCTUY;

b) komnoHeHT FAU_ARP.1 umeet 3aBucMMOCTb OT KOMNoHeHTa FAU_SAA.1 «AHanu3 noTeHunanbHbIX Hapy-
LUEHUIY, KOTOPbLIN TaKke AomkeH ObITb BKMoveH B M3 B kauecTBe nogaepxusatoero dTh;

¢) komnoHeHT FAU_SAA.1 umeet 3asucumocts oT FAU_GEN.1 «[eHepauus AaHHbIX ayauTay;

d) komnoHeHT FAU_GEN.1 umeert 3aBucumoctb ot FPT_STM.1 «HaaexHbie METKU BpeMeHU»;

€) komnoHeHT FPT_STM.1 He TpeGyeT BBOAA AONONMHUTENbHBIX PYHKLUMOHANbHBIX KOMINOHEHTOB.

HekoTopble 3aBUCUMOCTM MOTYT ObITb OCTaBNEHBLI HEYAOBNETBOPEHHLIMU. [PK 9TOM HEOGXOAUMO NOSICHUT,
noyemy cootBetcrByloLme GTH He TpebyloTca AnA yaoBneTBoOpeHus uenemn 6e30nacHoOCTU.

Mpu yaoBneTBOpeHMn 3aBMCUMOCTEN HEOOX0AUMO 0DecneunTb COrnacoBaHHOCTb COOTBETCTBYIOLLIMX KOM-
noHeHToB. Hanpumep, B cnyyae FAU_ARP.1 cornacoBaHHOCTb AOCTUMIAETCA xapakTepom Tpebosanuii (FAU_ARP.1
3aBUCUT OT OXXMAAHWUSA NOTEHUUANbHOTO HapyLieHusi 6e30NacHOCTU, KOTOPOEe ONMpEeAeneH0 NPUMEHEHUEM
FAU_SAA.1.2).

[na aApyrux KOMNOHEHTOB COrMacOBaHHOCTL MOXET ObITb Gonee npobnemaruyHoi. Hanpumep, npu BkIoye-
Hum B N3 komnoHeHTa FDP_ACC.1 oaHOBpeMEHHO MAEHTU(MULIMPYETCA KOHKPETHaA NoNMTUKa ynpaBneHus 40CTy-
nom. Mpu yaosnersopexuu 3aBucumoctn FDP_ACC.1 ot komnoHeHta FDP_ACF.1 Heo6xoaumMo obecneuntb npu-
mMeHeHue FDP_ACF.1 K TOi >xe nonuTuKe ynpasneHnsa 4OCTYNOM, KOTopas naeHTuduumposanach npu BKIO4EHUU
B 13 komnoHeHTa FDP_ACC.1. Ecnun k komnoneHTy FDP_ACC.1 npumeHseTca onepauus «utepaumsay» Ans pas-
NUYHBIX NOMTUTUK YNPABNEHUs AOCTYNOM, TO 3aBUCUMOCTB OT komnoHeHTa FDP_ACF.1 gormkHa ObITb yOBNETBO-
peHa HeCKONbKO pas, NPUHUMAs BO BHUMaHWUE KaXkaylo MOSIMTUKY YNpaBneHns 4OCTYNOM.

MaeHTndurkaumsa gononHutenbHbiX nogaeprmsaiomx T (To ecTb TEX, KOTOpble He TpebyloTca Ans ya0B-
NETBOPEHMSA 3aBUCUMOCTEN) BKIIOYaET B ce6sa naeHtudmkaumio mobbix apyrmx $TB, KOTOpbIE CYMTAIOTCA HEOOXO-
AUMbIMU AN COAENCTBUA AOCTIKEHMIO Uenen 6e3onacHocTu anst O0. Takue TB gomkHbI CNOCOOCTBOBATH A10-
CTWXeHuIo Uenen 6esonacHoctn ans OO nyTeM yMEHbLUEHUS AOCTYNMHbIX HAPYLLUMTENIO BO3MOXXHOCTEHN sl aTak.
Kpome TOro, peanusaums 40NOnNHUTENbHLIX nogaepxusatomux ®TE moxet notpebosatk OT HapyLuuTens 6onee
BbICOKOrO YPOBHSI NOATOTOBKM W 3HAYUTENLHBLIX PECYPCOB ANA NPOBEAEHUA pe3ynbLTaTUBHON ataku. B kavyecTse
A0NONHUTENbHLIX $TB MOrYT BbICTYNAaTh:

a) ®Tb, OCHOBaHHbIE HA COOTBETCTBYIOLLMX KOMMOHEHTaX TOr0 Xe Knacca, 4to u 0CHOBHble ®TB. Hanpu-
mep, ecnu komnoHeHT FAU_GEN.1 «eHepauus gaHHbIX ayauta» BknioveH B M3, To MOXET BOSHUKHYTb HEOOXO-
AUMOCTb B CO3aHUW U BEAEHUMW XXypHana ayauta 6e30nacHOCTU A58 XPaHEHUs CTEHEPUPOBAHHbIX AaHHbIX (ANA
chopmynmpoBaHus nogo6Horo TpebosaHus He0OxoaUM 04MH Unu Bonee hyHKLMOHANbHBIX KOMMOHEHTOB U3 Ce-
merictea FAU_STG), a Takke noTpeBGHOCTb B CpeacTBax NPOCMOTPa CreHepupOBaHHbIX AaHHbIX ayauTa (ana
chopmynmpoBaHus nogo6Horo TpebosaHus HeobxoaMM 0gnH U Bonee hyHKLMOHAMbHBIX KOMNOHEHTOB U3 Ce-
menctea FAU_SAR). B kayecTBe ansrepHaTuBbl BKMOYEHUIO nogaepxusaowmx ¢Th, creHepupoBaHHbie AaH-
Hble ayauTa 6e30nacHOCTM MOTYT BbITh 9KCNOPTMPOBaHbI AN NPOCMOTPA B APYTYIO CUCTEMY;

b) TE, 0CHOBaHHbLIE HA COOTBETCTBYIOLLMX KOMMNOHEHTax knacca FPT «3awuTta dyHkuuii 6e3onacHocTu
OO». Takne GTB 06bI4HO HaNPaBMEHbI HAa 3aLUTY LIENOCTHOCTM U/unn goctynHoctn B0 unm ganHbix 5O, Ha
KOTOpble nonaratotcs agpyrue ®TB. Hanpumep, ans sawmtel 5O OT HapyweHuint u mogudukauuin B N3 moryT
ObITb BKMOHeHbl PTB Ha ocHoBe komnoHeHTa FPT_AMT.1 «TecTupoBaHue abCTpakTHON MaLUMHbI» U KOMNOHEHTOB
cemencrea FPT_SEP «PasgeneHue gomeHay;

C) ®Thb, 0CHOBaHHbIE HA COOTBETCTBYIOLLIMX KOMNOHEHTax knacca FMT «YnpasneHue 6€30nacHOCTbIO» . 3TH
KOMMOHEHTBI MOTYT UCMONb30BaTLCA AN cneumdukauum noaaepxueatomx PTE ynpasneHus 6€30MacHOCTbIO.
Tak, Hanpumep, B N3 MOXeT GbITb BKNoYeHO nogaepxvieatollee STE Ha 6aze komnoHeHTa FMT_REV.1, cBsizaH-
Hoe ¢ 0TMeHoit aTpubyToB 6esonacHocTu, ecnum B M3 BkntovueHo STE, cBsisaHHOE ¢ aTpubyTamu 6e30nacHOCTH
(Hanpumep, aTpubyTaMmu ynpasneHus 4OCTYNOM).

BbiGop nogaepxusatomx T aomkeH BCeraa OCyLLECTBNATLCA B COOTBETCTBUM C Liensamu 6€30nacHoCTH
¢ TeM, YyTobbl chOPMUPOBATHL LIEMOCTHLIN Habop noaaepxueatomx apyr apyra ®Tb. Takum 06pasom, Ha BbiIGop
nogaepxvBatowmx PTH cyLieCTBEHHOE BNUSIHME MOXET 0Ka3bIBaTb NpoLEecC NocTpoeHus pasgena N3 «O6ocHo-
BaHue». Heobxoamumo usberats BkntoveHus B M3 nogaepxusaromx STH, He HaNpaBneHHbIX HA JOCTUXXEHUE
uenein 6e30NacHOCTU, TaK Kak BKMoYeHUe nofobHbIXx STE npuBeaeT k orpaHudeHuto cpepbl NpuMeHeHus M3
BCNEACTBUE CneayoLLmuX 06CTOATENLCTB:

a) HekoTopble OO MOryT 6bITb HE CNOCOBOHBI YA0BNETBOPUTL U30LITOUHBIE NoaaepkuBaoLme STB;

b) yBenuyeHue uncna ST yBenuunBaeT CTOMMOCTb OLIEHKU.
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Ecnu N3 cosgaetca Ha ocHoBe apyroro (6aszosoro) 13, To npouecc Bbibopa $TB 3HaUMTENbHO YNpoLlaeT-
ca. OnHako B HOBbIN M3 A0MKHBI ObITb BKIIOYEHDI (rae Heobxoaumo) $TB, otnuuHble ot $TE 6asosoro M3, anA
yyeTa niobbIx pasnuuui B cpege 6esonacHoctn OO u/imnu uenax 6esonacHoctu B paspabarbiBaemMom n 6a3oBoM
NPOUNAX 3aLLUUTBI.

10.2.2 BbinonHeHune onepauuit Hag (PyHKUMOHArNbHbIMKU TPe6OBaHUAMU 6€30NacHOCTU

10.2.2.1 PaspeLueHHble onepaumm

Hap chyHKUMOHANbHLIMM KOMMNOHEHTAMU MOTYT BbINOSHATLCA pa3peLLeHHbIe onepauuun. BeinonHsas onepa-
UMM HaZl PYHKUMOHATBHBIMU KOMNOHEHTaMK, paspabotumk N3 MmoxxeT cchopMmpoBaTb COOTBETCTBYHOLLIEE AAHHOMY
M3 TpeboBaHue 6e3onacHOCTU. [onyCTUMBIMK ONepaLMsMU SIBNSIIOTCS:

a) HasHa4YeHue — nNo3BonNAeT cneumduuupoBaTb UAEHTMMULMPOBaHHDLIM NapameTp (pesynbrar cneunduka-
LIUN MOXET ObITb, B TOM YUCIIE U «NYCTbIMY 3HAYEHUEM);

b) urepauna — NO3BONAET HECKOSILKO pas UCNOsb30BaTh (DYHKLIMOHANbHBIN KOMMOHEHT C PA3NUYHbLIM Bbl-
MoNHEeHMEM onepaumii 4na onpeaenieHns pasnuyHbIX TpeboBaHui;

C) BbIOOP — NO3BONSET cneuMdUUMPOBaTb OAUH UIM HECKOMbLKO MEMEHTOB U3 CMUCKA;

d) yTouHeHne — noseonsieT 4o6aBuUTL AeTanu k TpeboBaHmsamM 6e30nacHOCTU, OrpaHUYMBAs, Takum o6pa-
30M, BO3MOXHYIO COBOKYNHOCTb NPUEMNEMBIX peLLeHuii 6e3 He00X0AUMOCTU BBEAEHMSI HOBbIX 3aBUCUMOCTEN OT
apyrux eTB.

10.2.2.2 Onepauma «utepaumsay

Onepauus «<uTepauuay 4acro ucnonbsyerca ang onpeaeneHus STb Ha ocHoBe kOMMOHeHTOoB krnacca FMT
(«YnpaeneHne 6e30nNacHOCTU»), KOTOPLIE BKMOHaIOTCA B 13 Ans ya0BNeTBOPEHMS 3aBUCUMOCTEN MHOTMX APYTUX
OYHKUMOHANBHBLIX KOMMOHEHTOB. [1ns TOro YtoObl yA0BNETBOPUTL TaKUe 3aBUCUMOCTU, 0ObIMHO HEOBXOAUMO UC-
Mornb30BaTb KOMMOHEHTHI knacca FMT, Haa kOTOpbIMKM ONepaLymn «Ha3HaYEHUe» U «BbIOOP» BbIMONHSIOT NO-Pa3Ho-
my. Hanpumep, komnoHeHT FMT_MSA.1 MoXeT ObiTb MCNONb30BaH MHOTOKPATHO AnNsi OnpefeneHusi OTAeNbHbIX
$TB, COOTBETCTBYIOLLMX YTPABEHUIO PasnMyHbIMK TUNaMmu atpubyToB 6esonacHocTu. Moago6HbIM 06pa3oM MO-
XeT noTpeboBaTbca HEOAHOKPaTHOE UCNONb30BaHUe KoMnoHeHToB cemencTB FDP_ACC u FDP_ACF B cnyyasix,
ecnu Tpebyetcs, 4Tobbl OO peanu3osbiBan pasnuyHbIE NONUTMKKU ypaBneHus JOCTYNOM, HanpuMep, AUCKpeLu-
OHHYIO 1 PONEBYIO.

Llenecoo6pa3Ho Ucronb3oBaTb ONepaLUIo «<uTepaumsy» Ans ynydwenus uutabensHoctu M3, Hanpumep, ans
TOro, Ytobbl pasbuTe crnoxHoe n rpomosakoe GTB Ha oTAenNbHbIE NOHATHLIE PTHB. Ucnonb3oBaHue onepauun
«uTepaLms» TEM He MEHEE MOXET NOPOAMUTL Apyriue noTeHumanbHbie npotnemsl npu npeacraenesun $Tbe N3 n
36 (cm. 10.1.6).

[ns kaxgoro ®TB, Bkrouaemoro B M3, HeobxoanMO NPUHATE CneayioLllee peLleHue:

a) BbINOMHUTb ONepaLmmn «Ha3Ha4YeHne» n «BbIbopy», MPeayCMOTPEHHbIE (DYHKLMOHASNbHLIM KOMNOHEHTOM
Ans nanoxenusn OTH;

b) cneyunuumposatb onepauuio «yTtouHexnue» ana eTb.

BbinonHeHne onepauuii Hag OYHKUMOHANLHBIMW KOMMOHEHTaMKU AOMKHO BblaenaTbea B Tekcre M3 u 3b
B COOTBETCTBUM C 0603HA4YEHMAMU, NPUHATLIMU B nogpasgene «Cornawenns» pasgena «BesegeHner». Pekomen-
JyeTcs cnegyoLwuii NoAXo4 K BblAENEHUIO Pe3ynsTaToB BbINOSIHEHWUSA OnepaLuui.

Pesynkrar onepayum «yTOMHEHWEY BbIAENSIOT NONYXUPHBIM LUPUATOM.

Pesynkrat onepauum «BbI6OP» BbIAENSIOT NOAYEPKMBAHUEM U KYPCUBOM.

PesynbTaT onepaunu «HazHavyeHue» 3HaueHue napameTpa 3aknio4atoT B KBagpaTHble ckoOku [Hanpumep
(HasHayaemoe 3Ha4eHue)].

BeinonHeHue onepauun «uTepaLusy CoOnpoBOXAAETCHA NOMELLEHUEM HOMEpPa UTepaLum, 3aKIO4YEHHOTO B
Kpyrnble ckobku, nocre KpaTkoro MMeH COOTBETCTBYIOLLIEro KOMMNOHEHTA, Hanpumep (HoMep utepawun).

10.2.2.3 Onepauumn «HazHa4yeHne» n «BblIbop»

Onepauun «HasHa4YeHUe» 1 «BbIGOP» BLINOMHATCA (3aBepLuatoTcst) B M3 B TOM criyyae, ecrnm pa3paboTyu-
Ky 3B He npeacTaBnseTcs BO3MOXHOCTb crneumdmkaumm (KpoMe «yTOYHEHWUSI») TOr0, KaK PYHKLMOHATBHbIA KOMMO-
HEHT UCNOnb3yeTCsa ANA YAOBNETBOPEHMUSA Lenei 6e30nacHOCTU, TO €CTb CyXaeTcA 00nacTb OTBETCTBEHHOCTH
paspabotunka 3b.

Mpu NPUHATUM peLueHns 0 HEOBXOAUMOCTU BbIMONHEHWUS ONepauUnin «kHa3Ha4YeHUe» U KBbIOOPY B KAXKAOM
KOHKPETHOM Cry4ae HeoOX0ANMO YYUTbIBaTL CrieaytoLme hakTopbi:

a) C OAHON CTOPOHBI, M3 A0MKeH BbITb MAKCUMAanNbLHO HE3aBUCUMbIM OT peanu3auun: YpesmepHo aAeTanbHas
cneundukaums BCNeacTBUe BbINOMHEHWS onepauuii MOXeET CTaTh NPUYMHON HEOGOCHOBaHHOIO COKPALLEHUSA YNC-
na OO, koTopble Mornu Bbl COOTBETCTBOBATL AaHHOMY [13;
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b) ¢ Apyrov CTOPOHLI, eCru BbIGPaHbI KOMNOHEHTLI TPEGOBaHUIA, B KOTOPbIX CNeUMdULMPOBaHbI paspeLLeH-
Hble onepaumm (HasHaveHue, BbIOOp), TO 9Tu onepauum 40MKHbI UCNoNb30BaTLCA B M3 Ans kKOHKpeTusauum Tpebo-
BaHWUI A0 YPOBHA AeTanu3aumm, Heo0xoAUMOro Ans AEMOHCTpaLMM JOCTWKEHUA Luenen 6e30nacHOCT!.

CneposaTtenbHO, Onepaumm KHasHavYeHne» U «BbIGOP» LienecoodpasHo BLINOMHATL, UCXOAA U3 HE0OXoAu-
MOCTU A€MOHCTPaLMMN JOCTMKEHUS Lienen 6e30nacHOCTU. BaXkHbIM TECTOM NPaBUNbHOCTYU BbINOMHEHUS onepauun
Haa KOMNOHEHTOM ABASAETCA NpoLecc hopMupoBaHusa «OB0CHOBaHUS TpeOoBaHui 6e3onacHOCTU UT»: apryMeH-
Tbl, UCNONb3YEMbIE At AEMOHCTPALMK NpUroaHoCcTU TpeGoBanuii 6esonacHoctu UT ana yaoBneTeBopeHus uenemn
6e30nacHOCTU, He AOIMKHbI ONUPATLCS HA AETAnNU, KoTopble He Gbinu cneunduumpoBabl B $TH. Hanpumep,
ana ®TB ynpasneHus 4O0CTyNoM, OCHOBAHHOTO Ha koMnoHeHTe FDP_ACF.1, cneyundukauumio npaeun ynpasneHus
AOCTYNOM MOXHO BO3NOXWUTb HA paspabotuuka 36 B TOM Cny4ae, eCnu Takue npaBuna yxe onpeaeneHol
B MBOp, AN yA0BNETBOPEHUS KOTOPOI NpeAHa3Ha4eHa COOTBETCTBYIOLLAA (YNpaBneHuMIo A0CTYNOM) Lenb 6e30-
NacHoCTK.

OauH N3 peKkOMEHAYEMbIX MOAXOAOB K PELUEHUIO YNOMSAHYTON Bbille NPoBnemMbl —4acTUMHOE BbINOSI-
HeHue onepauuii. Cneays AaHHOMY NOAX0AY, MOXKHO NpeacTaBuUTb pa3pabotunky 36 makcumanbHyio cBoGoay
OEenCTBUM U, BMECTE C TEM, NPEAOTBPATUTL BLINOSIHEHUE Onepauunii kHasHaYeHne» U «BbIGOPY , HECOBMECTUMOE
¢ uenamm 6esonacHoctu gns OO.

Mo nepeomy npumepy ®TB (ocHoBaHHOM HA FAU_STG.4.1) onepauus «BbiOOP» BbINOMHEHA YaCTUYHO NY-
TEM NpeAoTBPaLLEHNA BbIOOpa BApUAHTa «MTHOPMPOBAHNE NOABEPraeMbIX ayauTy COObITUIY», KOTOPLIN paspaboT-
UMK CHUTAET HECOBMECTUMbIM C Liensimu 6esonacHocTu ana OO. Takum obpasom, TB npeaocrtasnser paspabor-
ynky 36 aBa (a He Tpu) BapuaHTa Bbibopa:

«PBO AOMXKHbLI BINOMHUTL NPeAoTBpaLLEHME COOLITUI, NOABEPraloLLMXCS ayauTy, UCKNIOYaa NpeanpuHu-
Maembl€ YNONHOMOYEHHbIM NONb30BaTENEM CO CneumasnbHbLIMKU NPaBaMK, 3aNUCb NOBEPX CaMbIX CTAPbIX XPaHU-
MbIX 3anucei ayauta u [HasHayeHue: apyrue AenNCTBUs, KOTOPbIE HYKHO NPEANPUHATDL B CIy4ae BO3MOXHOIO
cB0s1 XpaHEeHWs >xypHana ayauTa] npu nepenonHeHnn XXypHana ayauTay.

Bropoii npumep — ®TB (0cHoBaHHOE Ha KoMnoHeHTe FPT_ITT.1), koTopoe noka3sbiBaeT, Kak YacTU4HOE
BbINOMHEHWE OnepaLmn «BbIGOP» NPeanUCLIBAET NPUMEHEHNE OAHOTO M3 BApMaHTOB BbiGopa. KomnoHeHt FPT_ITT.1
JAonyckaeT cneuudukauuto TpeboBaHns 3aLwmThl nepeaaBaeMblxX AaHHbIX PBO OT packpbITUaA u/unu moauduka-
umu. B paccmatpuaemom npumMepe paspaboTunk M3 onpegenun, 4To AN AOCTUXEHUA Lenein 6e30nacHoCcTu
TpebyeTca 3awmTa nepegasaeMbix AaHHbIX PBO oT packpbiTusa. Hapsay ¢ atTum paspabotuunk N3 He npecnegyeT
uenu 3anpeTutb Hanu4dne B 36 anga cooteeTcTBytoWEro OO cneunnuMpoBaHHON 3aLUMTbI OT MOAMMKaLMU.
Taknm 06pasom, HaCTUYHOE BbINOSIHEHME Onepaunmn «BbIOOPY 3aKNOYAETCA B UCKITIOYEHUU HEXENATeNbHOro Bapu-
aHTa (3awuTa ToNbKO OT MoAMdMKaLmKn):

«PBO AOMKHBI 3aLLMTUTL CBOM AaHHbIE OT [BbIOOP: packpbITUE, packpbiTUe N Moagudukaumsi] npu ux nepe-
Aadve mexay pasgeneHHoiMu yactamm OOy .

Mcxoasa n3 paccMOTpEHHBIX MPUMEPOB, MOXHO CAenaTth BbIBOA, YTO YACTUYHOE BbINOMHEHUE Onepauuu
«BbIOOPY ABNSETCA HaANEXaLWMM, ecnn pesynestupyiollee OTb npeacraBnsier NOAMHOXECTBO BAPUAHTOB BblGO-
pa, KOTOPbIE ABMATCH Pa3peLUEHHbIMW ATA NCXOAHOTO PYHKLMOHANBHOro KOMMOHEHTAa. Moa06HbIM 00pa3om,
YaCTWMYHOE BbINOMHEHUE ONEPALUN «HA3HAYEHMEY ABMSIETCA HaaANeXalumm, eCrv JoNyCTUMbIE 3HAYEHUS BbINOI-
HeHWs onepauun «HasHayeHue» Ana $Tb ABNsATCA A0NYCTUMbIMU W ANA UCXOAHOTO DYHKLIMOHANBHOMO KOMIMO-
HeHTa. Ecnu no kakoi-nnbo npu4mHe 3TU YCrOBUS HE BbIMOMHSIOTCA, TO HE0OX0AMMO UCMONb30BAaTh PaCLLUMPEH-
HbIi (OYHKLMOHANBHbIM KOMNOHEHT C APYMMMU ONepaLUsMU «kHasHa4YeHne» U «BbIGopy.

BbINonHeHKe onepauunin <HasHa4eHUe» U «BbIBOP» A0MKHO BbITb NPsSIMbIM. TO €CTb, NPU BLINOMHEHUM Onepa-
LMK «Ha3Ha4eHuey Heobxoaumo obecneynTb, YToObI cneuuduumMpyeMsiin napameTp Obin O4HO3HAYHBLIM (TOYHO
BblpakeHHbIM). [pu BbINOMHEHUM ONepaunm «BbIGOPy HEO0OX0AMMO BbIOpaTL BapuaHT (BapuaHTbl) U3 cnucka ¢
y4eTom uenen 6esonacHoctu ansa OO.

Hanpumep, TpeboBaHne Ha ocHoBe anemeHTa FMT_SAE.1.1 Morno GbiTe NPeACTaBneHo crneayowmm
obpasom:

«PBO AOMKHbI OrPaHUYUTL BO3MOXHOCTb Ha3HauaTb CPOK AENCTBUA ANs [naponel nonb30Barensi] TONbKo
[ynonHOMOYEHHBIM aOMUHUCTPATOPOM]».

Ecnu onepauusi 0CTaeTcs HEBLINMOMHEHHON, TO HEOOXO0AMMO NOACHUTb, YTO BLINOMHEHME ONepaLymmn Bo3nara-
eTcs Ha paspaboTtumka 36. Hanpumep, Tpe6oeaHue Ha ocHose anementa FDP_RIP.1.1 morno 6bl 6biTh cneuudgm-
uuposaHo B N3 cneaytoLmm o6pasom:

«PBO pgomkHbl 06ecneyYnTb HeLOCTYNHOCTb N0OOT0 NpeabIAYLLEro MHPOPMALIMOHHOTO COAEPXKAHUA pe-
CYypCOB Npu pacnpeaeneHn pecypca ans cneayoumx 00bekToB: [Ha3HaueHHe: CNMCcok cneLmuuumMpyeMblX pas-
paboTunkom 36 06LEKTOB]».
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HeBbINoMHeHHbIE (MMBO BbINOHEHHbIE YaCTUYHO) ONepauuMm UenecoobpasHo, e 3To Heodxoaumo, Conpo-
BOXKOaTb pekomeHaaumsmu paspaboTymky 36 0 Tom, kakum 06pasom cneayeT BbINONHATL onepauuu (Hanpuvep,
B BUAE 3aMEYaHMUI N0 NPUMEHEHMIO).

10.2.2.4 Onepaums «yTOYHEHNE»

Onepauma «yTOUHEHWE» MOXET BbITb BbINONHEHa AJ1A Ntoboro snemeHTa mo6oro hyHKLMOHANBHOMO KOMIO-
HEHTa 1 3akn4vaeTcs B 06aBNeHUM HEKOTOPLIX TEXHUYECKUX AeTanen. Hanpumep, ecnu ans koHkpetHoro OO
TpebyeTcs 00 bACHEHNUE CMbICNA TEPMUHOB «CyOBLEKT» U «0OBLEKT» B pamkax 3B, TO Ans 3TUX TEPMUHOB BhIMNOSHA-
€TCsl onepauusi «yTouHeHUey. [JonONHUTENbHbIE YTOYHEHWS HE HanaratT HOBbIX TPEBOBaHWIA, OHW OrpaHNYMBAIOT
COBOKYMHOCTb BO3MOXHbIX (DYHKLIMIA UM MEXAHM3MOB ANs peanusauuu cneumduumupoBarnHoro Tpebosanus 6e3o-
MacHOCTU.

CuuTaeTcs, YTo onepaLms KYTOMHEHUE» BbINOSIHEHA Haanexalmum obpas3omM, eCnu BbINOMHEHUE YTOYHEH-
HOro TpeBoBaHUA NPUBOAUT K BbIMOMHEHUIO AAHHOTO TPeBGoBaHMS, kak ecrin Obl OHO He BbIno yTOYHEHO. Kak npasu-
o, onepauus «yTOMHEHUEY OMKHA UCNOnb3oBaThCs B 13 paunoHanbHO, YTOObI HE orpaHMYnBaTh Cdepy Aei-
cteua 3.

Hwke npuseaeH NpuMep BbIMOMHEHUS ONepauum «yTOYHEHUEY NPUMEHNTENBHO K TPeBGOBaHMIO HAa OCHOBE
anemeHTa FMT_MTD.3.1:

«PBO gomkHbl 06ecneunTb NPUCBOEHNE AaHHBIM PBO TONbKO 6€30MAaCHbLIX 3HAYEHUIY.

YT0o4HeHune: PBO aomkHbl 06ecneunTb, YToObl MUHUManbHasA agnuHa napons, Tpedyemoro OO, 6bina, no
KpanHen mepe, 6 CUMBOJIOB.

PekomMeHaaumm no ucrnosib30BaHUIO ONepauun «yTOYHEeHUe» Ans ynydlieHus yutabensHoctn ST npusene-
Hbl B 10.1.6.

10.2.3 Cneuundukauma TpedGoBaHuil aygura

Ecnu B M3 BKkntoueHbl TpeGoBaHMs ayanTa (OCHOBaHHbIE Ha komnoHeHTe FAU_GEN.1), To npu chopmuposa-
HWUK OCTanbHbIX PYHKUMOHArbHbIX TPeGoBaHUIA, BKNOYaeMbIx B 13, Heo6xoaumo cneunuumposaTe MMHUMASb-
Hblii HAbOp nognexalmx ayauTy cobbITin ¥ MUHUMATbHbIN 06bEM NoANexaLlen ayauty uHcopMaumm.

BbiGop noanexawux ayauty cobbITUin M nognexatuen ayauty nHdopMauum 3aBUCUT OT CReayiowmx oc-
HOBHbIX (DAKTOPOB:

a) onpeaenexHble B MBOp TpeGoBaHus k ayauty 6e30nacHoCTy;

b) 3HaummocTb ayauTa 6e3onacHOCTM ANg AOCTIKEHUS Lienei 6e30nacHoCTH;

C) 3HA4YUMOCTb HEKOTOPLIX COBLITMIA M UX XapakTEPUCTUK AN Lienel 6e30nacHoCTy;

d) aHanmM3 «CTOMMOCTb — 3PPEKTUBHOCTbY.

Hanpumep, ecnu OO npegHasHadYeH A 3aWwmTbl OT 3110YMbILUSIEHHbIX M0J1b30BAaTENen UM Xxakepos, TO
ayauTy AOMKHbI NOANEXAaTb COObITUSA, CBA3AHHLIE C HAPYLUEHUEM NONIUTUKM yNpaBrneHusi 4OCTynoM. B 1o xe
BPEMS B COCTaB COObITMIA, NOANEXALUMX ayAUTY, MOXHO HE BKITIOYATb COOLITUS, CBA3AHHBIE C 3IMUHUCTPUPOBA-
Huem OO €0 CTOPOHbI aaMUHKUCTPaTOPa. MHOXECTBO Takux COOLITUI 3aBUCUT OT CTENEHU J0BEPUS K aAMUHUCTPA-
TOPY.

Mpu npoBeaeHun aHanu3a «CTOUMOCTb — 3D(PEKTUBHOCTLY AOIDKHLI ObITb PACCMOTPEHLI CrieayloLue
BOMPOCHI:

a) ABNAETCA MU perncTpupyemas UHpopmaLma NonNe3HOW Ans ee NocneayoLLero aHanum3aa;

b) umeeT nu agMUHUCTPaTOp HEOOXOAUMBIE PECYPCHI (HANPUMED, UHCTPYMEHTATbHLIE CPEACTBA NOAAEP-
Kun) ans achchekTMBHOro aHanmaa co6paHHON MHpopMaLmK;

C) KaKkoBbl NpeAnonaraembie 3aTparbl HA XpaHeHUe n 06pPaboTKy COOUpPaAEMbIX aHHbIX.

B crangaprax cepun ICO/M3K 15408 onpeaeneHbl Tpu npeaonpeaenieHHbIX yPOBHS ayauTa: MUHUMAasb-
Hbi, 6A30BbIN U AETANU3MPOBAaHHBIN. [N KaXA0ro npegonpeaeneHHoro yposHsa B MCO/M3K 15408-2 onpeae-
NeH MUMHUMAanbHbIM HAabop COBLITUIA, NoANEXaLMX ayAUTY, a TaKKe MUMHUMAanbHbI 06beM nognexaien perucr-
paummn uHdopmaLMmn ¢ NPUBA3KON K (PYHKLIMOHASbHBIM KOMMOHEHTaMm.

MpeaonpeaeneHHbie ypoBHU ayAMTa MOTYT ObITb OXapakTePU30BaHbl CreAyIoLLMM 00pa3oMm:

a) MUHUMATbHBI YypoBeHb ayauTa Tpebyert, yTo6bl ayauTy NoABEPranoch TONbKO OnpeAeneHHoe NOAMHO-
XKECTBO AENCTBUM MM COOLITUM, CBA3AHHBIX C AAHHBLIM (PYHKLIMOHANbLHbLIM KOMIMOHEHTOM (NOABEPraeMble ayauTy
Co0bITMA — 310 00bLIMHO HAaubonee 3HauUMble COBLITUA, NPEACTaBNAIOLLME HaMBONbLLUIA MHTEPEC);

b) 6a30BbIii ypoBeHb ayauTa Tpebyert, uTobbl ayauTy NOABEPranuch BCE EUCTBUA UM COObITUSA, CBA3AH-
Hbl€ C JaHHbIM (PYHKLIMOHAMNBHbLIM KOMMOHEHTOM (HanpuMep, yCneLUHbIE U HeYAauHble NONbITkK goctyna k O0);

C) AeTanu3npoBaHHbI yPOBEHb ayauTa oTnu4aeTcsa ot 6a3oBoro Hanuumem TpeboBaHuii perncTpauumn ao-
NOMNHUTENLHOW MHOPMaLIMK (AETaNM3MPOBaHHbIN YPOBEHb HEOOX0AUM B TEX Cy4vasix, koraa o6bem reHepupye-
MbIX IaHHbIX ayAUTa HEOCTATOMEH UMW aHANMU3 AaHHbIX ayauTa NpeanonaraeTcs NpoBOAUTL C UCNONb3OBAaHUEM
060py10BaHUS! UNK CPeCTB 0OHAPYXEHUS BTOPXKEHUS).
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Ecnu H1 04WH 13 NEPEYNCEHHbIX YPOBHEN HE ABNAETCA Haagnexawmm, TO uenecoobpasHo BbiGpaTb
HeonpeaeneHHbIVi yPOBEHb ayauTa 1 B IBHOM BUAE NEepeYncnuTb BCE NOANEXaLUMe ayauTy coObITUSA B aNeMeHTe
FAU_GEN.1.1. Hanpumep, 4onyckaeTcs NPUHATL 32 OCHOBY MUHUMAaNbHLIN YPOBEHb ayauTa, HO B psiie Cny4yaes
OTKMOHUTBLCA OT MUHUMATTbHBIX TPEOOBaHMI BCNEACTBUE TOTO, UTO Kakoe-nmbo NOAMHOXECTBO AENUCTBUIA UK CO-
ObITUI ABNAETCA Gonee 3HaUMMbIM 41151 LOCTIKEHUS Lienen 6esonacHocTu. Hanpumep, ecnm komnoHeHnt FDP_ACF.1
BKITOYEH B 13, TO MOXeT noTpebosaTbea 6onee AeTanbHbIN ayAuT HeYAAYHbIX MONLITOK AOCTYNA MO CPABHEHUIO C
yCneLwHbIMN.

ns Toro, 4To6bl ChOPMUPOBATH CMIMCOK COOLITUI, NOANEXALUMX ayauTy, He0O6X0AMMO NPOaHANU3UPOBaThb
Kaxa bl uCnonb3yembliii B 13 yHKUMOHANbHLIA KOMNOHEHT; €CNK Ha3HaA4YeH 0AWH U3 NpeaonpeaeneHHbIX ypoB-
Heli ayauTa (MUMHMManbHbIN, 6230BbIN UNK AETAaNU3UPOBAHHLIN), TO NoANeXawume ayauTty coObiTus B ABHOM BUAE
NaAEHTUDPULMPYIOTCA B pasgene «AyauTy OnucaHnsa ceMencTea KOMNOHEHTOB. PekomeHayeTca cpopmmuposaTh
Tabnuuy, nAEHTUDULMPYIOLLYIO COOBITUA 1 (MPW HEOBX0AUMOCTM) AONONMHUTESNBbHYIO NOANEXKALLYIO perncTpaumu
nHdopMaLmio.

10.2.4 Cneuyudukaumsa TpeGoBaHUN ynpaBrieHUA

B noapasaene «YnpasneHuey ans kaxaoro cemencrsa (cM. UCO/M3K 15408-2) onpeaeneH cnnmcok aen-
CTBUIA yNpaBneHUs NPUMEHUTENBHO K KOMMNOHEHTaM AaHHOro cemencTea. Hanuuue cnucka AeincTBuin ynpasneHus
MOXET npeanonaraTtb Bknto4eHue B M3 0TAeNbHbIX KOMMNOHEHT U3 knacca FMT «YnpaeneHue 6e30nacHOCTLIOY.
Moapasaen «YnpaeneHue» onpeaeneH B crangaprax cepun MCO/M3K 15408 kak uH¢popmaTUBHbBIN, U NOSTOMY
MOTMBMPOBATL OTCYTCTBUE B 13 TEX UMK MHBIX KOMMNOHEHTOB YNPaBNEHUA HET HEOOX0AUMOCTH (ECNKU, KOHEYHO,
JaHHbIE KOMMOHEHTbI YNPaBNeHUs He AEHTUMULMPOBAHLI B nogpa3saene «3aBUCMMOCTUY).

Takum 06pazom, BO3MOXKHbIE AENCTBUS YNpaBNeHUs cneuuduumpyotea, €Cnm PyHKUMOHANbHbLIE KOMIMOHEH-
Thl CCbINAIOTCA HA KOHAUIYpUPOBaHHbIe AaHHble PBO, kKoTopbIe NoANEeXaT yNnpaBneHuio U KOHTPoNo. Hanpumep,
uenu 6esonacHocTu ans OO MOryT GbITb HE LOCTUTHYTHI B TOM Cny4vae, ecnu agMuHucTpatopsl OO He Gbinu
OrpaHnyeHbl B BO3MOXHOCTU MOANdMKaLMK AaHHbIX PBO no csoemy yCMOTpeHuto. MoaToMy KOMNOHEHTbI Krnacca
FMT uacro Bkntovatotcs B 13 ans 1oro, 4tobbl cchopmupoBaTh Ha X OCHOBE noaaepiusaiowme STb, cnocob-
CTBYIOLLME AOCTWXKEHUIO uenen 6esonacHocTu ans OO, nutotbl ®TE B LENOM ABNANUCL B3aMMHO NOALEMKUBA-
owmmn (cm. 12.1.1 1 12.1.4).

10.2.5 Cneuundukauma cTONKOCTU pyHKLMKU 6€30NacHOCTU

B NCO/M3K 15408-3 naeHtTudmumpoBaHbl Tpu npeaonpeaeneHHbixX ypoBHsa CPb (cToikocTu dhyHKumm Ge-
30MacHOCTHU), 8 UMEHHO «Da3oBasi», «CpeAHsIA» U «BbliCOKasiy ANa Bcex yHKuui 6esonacHocTn UT, koTopble
peanusytoTcsi BEPOSATHOCTHBIMM UM NEPECTaHOBOYHLIMU MEXAHW3MAMK (HAaNPUMED, NapOosb UNU X3LW-OYHKUUS),
naeHTnduyuposanHbix B N3 nnm 3b (cm. Takke MICO/M3K 15408-1, npunoxenue B, pasaen B.2). 3Tn ypoBHU
XapaKkTepusyloTcs crneayowmm obpasom:

a) hyHKLMA NPeAOoCTaBNAET aAEKBATHYIO 3aLUMTY OT CRy4aiHOro HapyweHusa 6esonacHoctn OO HapywumTe-
NAMU C HU3KUM NOTEHLUMANOM HaNaAeHus;

b) cbyHKLMS NpeaoCTaBNAET afgeKBaTHYIO 3aLUMTY OT NPAMOTO UM YMBILLNEHHOTO HapyLLeHus 6e30nacHOCTH
OO HapyLLMTENAMU C yMEPEHHbIM MOTEHLMANOM HaNaAEHUS;

) (byHKUUMA NpeoCcTaBnseT afileKBaTHYIO 3aLLUMTY OT TLLATENbHO CMaHUPOBAHHOIO U OPraHU30BaHHOTO Ha-
pywenus 6e3onacHoct OO HapyLUMTENSIMU C BbICOKMM MOTEHLMANOM HanaaeHus.

BbIOOp YpPOBHSI AOIDKEH OCHOBBLIBATLCSI HA psife PaKkTOPOB, OTHOCALLMUXCA K UCTOUHUKY (MCTOYHMKaM)
Yrpo3bi:

a) 3aTpaunBaeMoe Bpems;

b) KOMNETEHTHOCTb;

c) 3HaHue OO;

d) goctyn k OO;

€) obopyaoBaHue.

3HauyeHue aTux (hakTopoB NOMY4YalOTCS HA OCHOBE aHanNKU3a NoTeHUMana HanageHUs UCTOYHUKOB Yrpos3, NeH-
TU(PULIMPOBAHHBIX B U3TOXEHUU YIPO3. XapaKTepucTuka sTux hakTopos A0MKHA ONpeaensaTLCA B npoLecce nos-
HOW OLIEHKU PUCKOB peanusauum yrpos.

[Ins HEKOTOPbIX BEPOSITHOCTHBIX U NEePeCTaHOBOYHbIX MEXaHU3MOB MOTYT ObITb ONpeAeneHbl AONONHUTENb-
Hble sIBHblE METPUKU, a He Bornee obLme 3asBreHust «6a3oBasny», «CPeAHAA» U «BbLICOKAsA.

10.2.6 Cneuundmnkaumsa pyHKUMOHANbHbIX TPe60BaHUNA, NPUBEAEHHBbIX B Npodune 3amuThbl

Ecnu B 36 3asBneH0 COOTBETCTBME OAHOMY UK HECKONbKKUM 13, TO, BEepoATHO, T yxe cneumcuumposa-
Hbl B 3. B Taknx criyyasix He006X0AMMO NPUHATL peLleHne — cneunduumposartb $TB B 36 nonHOCTLIO (Ans TOro,
4yTOObl BECb TEKCT Obin B 0ogHOM MecTe) nubo BknouuTb B 3B Cebinky Ha ®TB, cneumduumposanHbie B 13,
u cneumduumpoBatb $Tb, koTopbix HET B 13, nbo oTnnyaoLwmecs oT cneumduumpoBaHHbIxX B 13.
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MNpegnoytuTeneH nocnegHWin Noaxoa, Tak kak npu aToM ynpowaercs 3b. Monb3oeartenen 3b 60nbLLe NHTE-
pecytot pyHkUmn 6esonacHocTn UT, yem ST Tak e, kak u oueHLmkoB OO (Tak kak cogepaHue CBUAETENLCTB
OLIEHKN — NPOEKTHOMN, TECTOBOI JOKYMEHTaLMK, pyKOBOACTB — B KpaTkoi cneumdukaummn OO npoLle npuesisaTth
K chyHkUmMsM 6esonacHocTu UT, yem k ®TB). OcHoeHas uenb cneundukaummn T B 35 — NpoaEMOHCTPUPOBaThL
cooreetcTBue OTH B 36 PyHKLUMOHAMNBHLIM TpeGoBaHUAM COOTBETCTBYIOLLMX [13 1 hyHKUMOHaNLHbLIM TpeboBaHu-
am, onpeaeneHHsiM B UCO/MO3K 15408-2. B HekoTOpbIX criyyasax onucaHme ®TE noMewatoT B NPUNOXEHUN
¢ TeMm, YToObl He BBOAUTL Nonb3osatens 36 B 3abnyxaeHue Hannunem B 36 ABYX DYHKLUMOHANMbHbIX Cneundumka-
Luin 6e30nacHOCTH.

Tem He MeHee, He0OX0AMMO OTMETUTb, YTO HEKOTOPbIE $TH B M3 MOryT MMETL HE3aBEpLUEHHbIE OnepaLum
(«Ha3Ha4eHuey, «BbIBOPY), KOTOPbIE AOJMKEH BbIMONHMTL pa3paboTunk 36. B aTom crniyyae Heo6xoaMmo, YToObI
®TB ObInM NONHOCTLIO CNeLMMULIMPOBaHLI, ONepaLmmn NOMHOCTbLIO 3aBEPLLEHLI, 8 UX pe3ynsTaT — BblAeneH. Bee
HeobX0aMMble NOSICHEHNS AOMKHbI ObITb Takke BblaeneHsl. Takon noaxoa obnervaert nons3oearento 36 (M OUeH-
wmky 3B, B YaCTHOCTU) NOHATL, Kakue onepaumm 1 kakum oopasom Obinu BbINOMHEHbI, a Takke obnervaet opmMu-
poBaHue pasgena «O6ocHoBaHue 3b» (cm. 13.3.6).

10.2.7 Cneuudukaumna PyHKUMOHANbHbLIX TPEOOBaHMUIA, OTCYTCTBYIOWMNX B Npodune sawmrbl

B HekoTOpbIX cnyyasx HeoOxoaumo cneuuduumposarts GTH, KOTOPLIE OTCYTCTBYIOT B COOTBETCTBYIOLLEM
M3. 310 MOXeET ObITb B Cry4ae, ecnu:

a) ana OO oTcyTcTBYET NoaxoasLyee N3, COOTBETCTBUE KOTOPOMY MOXET ObITb 3as1BneHO B 3B;

b) cnoHcop (3aka3qnK) CYMTAET, UTO NPEUMYLLIECTBA OT BKIMIOYEHUS TPEOOBAHUS AONONMHUTENBHOW NO OTHO-
weHuto K M3 dyHKUMOHANBHOCTM ONPaBabIBaKOT 0NOMHUTENbHBIE PACXO/bl HA OLIEHKY.

B atux cnyyasx uenecoobpasHo ncnonb3oBartb NoAxoA K cneuyudmkauun GTB, aHanormyHbIi NOAXoAY,
onucaHHomy B 10.1. Ecnu B 3B BKMIO4AKOTCS AONOMHUTENBHbIE MO OTHOLIEHWIO Kk M3 TpeboBaHnus, To He06xoanMo
obecneyuTb OTCYTCTBUE NPOTMBOPEUUSA Mexay HUMK n OTB, BkntoveHHbIMK B M3 (B pasaene 36 «O60cHOBaHNM»
Heobxo4MMO NPOAEMOHCTPUPOBATL OTCYTCTBUE NPOTUBOPEYNS).

10.2.8 Cneundukaumua B npodune sawmutbl PYHKLUNOHANBbHbIX TPEOOBAHUN, HE U3NOXEHHbIX B
MCO/MIK 15408-2

Ecnu npu paspaboTtke M3 TpebyeTcs BKMIOYUTb B JOKYMEHT (hyHKLMOHaNbLHOE TpeGoBaHue, Ans KOTOporo B
craHgaprax cepun MICO/M3IK 15408 oTcyTCTBYET COOTBETCTBYIOLLIMIA (DYHKLMOHANBHBIA KOMMOHEHT, TO B Ka4ecTBe
chopMbI NpeacTaBneHust paccMaTpusaemoro T HeobxoaUMO UCNONB30BaTh (POPMY NPeaCTaBNEHUs (PYHKUMO-
HanbHbIX KOMMOHEHTOB B COOTBETCTBUM CO cTaHaapTamu cepun UCO/MIK 15408.

MpuHaTue pelieHnsa o Hanuuum nMbo OTCYTCTBUM COOTBETCTBYIOLLErO (PYHKLIMOHANBHOMO KOMNOHEHTA B
NCO/M3K 15408-2 moxeT okasaTbCsl CIOXHBIM, T. K. PeAnonaraer xopowee 3HaHWe CTaHAapToB Cepuun
MCO/M3K 15408. C yueToMm 3TOro peKkOMeHyeTCsl UCMONb30BaTh NpunoxxeHue B HacTosAwero cravpapra, uaeH-
TudMumMpyoLLee chyHKLMOHANbHbLIE KOMMOHEHTbI (PYHKLIMOHANLHBIX TPE60BaHMIA, COOTBETCTBYIOLLME OCHOBHBIM (DYH-
KLMOHarnbHbIM TpeboBaHuam 6esonacHocTy. B 6onbLuMHCTBe criyqaes Haanexawee $TB MoxeT ObITb NONy4YEeHO
nyTeM COOTBETCTBYIOLLETO MCNOSb30BaHUSA ONEPALINIA KYTOUHEHUEY, KHAa3HA4YEeHUEe» U «BbIGOP», OAHAKO HE peKo-
MeHayetcs hopmynuposatb PTB Ha OCHOBE KOHKPETHOIO (PYHKLIMOHANBHOIO KOMNOHEHTA, €CKn 3TO cpasy He
npuBoamT K hopMupoBaHunIo Hagnexawuero ®Tb (Hanpumep, BBOAUT 3aBUCUMOCTU, HE COOTBETCTBYIOLLUE LeNaM
6GesonacHocTu). B 3TOM cnyyae He0BGX0AMMO NPUMEHSITL APYTOi NOAXOAALLUN (PYHKLUMOHAMNBHBLIA KOMMNOHEHT UMK
npuv OTCYTCTBUM TakoBOro hopmynuposatb TE B IBHOM Buae, UCNONb3ya MOAENb NpeacTaBneHnsa OyHKUUO-
HarnbHbLIX KOMNOHEHTOB cTanaapTos cepumn MCO/MOIK 15408.

Cneuudukaumsa ST B ABHOM BMAE BKIIOYAET B ceds:

a) onpeaeneHue OTHB Ha TOM e ypoBHe abCcTpakyuu, 4To N PYHKUMOHANBbHBLIE KOMNOHEHTbLI CTaHAAPTOB
cepum MICO/M3K 15408;

b) ucnonb3osanue cruna u ¢gpaseonorumn (A3bika) PyHKLUMOHANbHLIX KOMNOHEHTOB CTAHAAPTOB Cepun
NCO/M3K 15408.

Mopo6ue Hoeoro ®TB apyrum STB, KOTOPbLIE Y>KE UMEIOTCA B COCTABE CyLLECTBYIOLLEro B CTaHAapTax
cepun UCO/M3K 15408 knacca unu cemeincraa, CnocobCTBYET OrpaHUYEHUIO €10 HOBU3HLI M CMOSIb30BaHMUIO
cneundunyeckux Ansg AaHHOTO Knacca unm cemencraa hopMynmpoBOK U NOHATUIA.

Ctunb npeacraBneHus yHKUMOHANbHLIX KOMMOHEHTOB cTaHaaptos cepun WCO/M3K 15408 npeny-
CMaTpuBaEeT:

a) Havano 6onbLMHCTBA PYHKLMOHATBHBIX KOMMNOHEHTOB (ppason «PBO AOMKHbI», Aanee naeT 04HO U3
CneayoLnX CnoB: «NPeaoCTaBNsaTbL BOZMOXHOCTbY , «0OBHAPY»KMBaTby, KOCYLLECTBNATLY, «0becneynsarby, «or-
paHU4MBaTbLY , KKOHTPONMUPOBATLY, «Pa3peLLaTby, «NPeAoTBpaLLATbY, «3aLlUMLLIATLY, «NPeaoCTaBnATbLY;

b) ucnonb3oBaHue yCTOSBLUMXCA TEPMUHOB, TaKMX Kak «aTpubyTbl 6830MacHOCTU» U KYNONHOMOYEHHbIN
Monb30BAaTENbY;
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C) CaMOCTOSITENBHOCTb M NOHATHOCTb KaXKA0ro anemeHTa TpeboBaHunit 6e3 kakmx-nmbo CCbINOK Ha aApyrue
3NeMeHTbl TPeGOBaHUI;

d) oueHnBaemMoCTb Kaxxgoro TpeboBaHnsa 6e30NacHOCTH, TO €CTb AOMMKHA CYLLECTBOBATL BO3MOXKHOCTb 4aTb
3aKIYEHUe 0 ToM, CooTBeTCTBYET N OO paccmatpuBaemMomy TpeboBaHMIO.

Mpu cbopmuposaHum $TB B ABHOM BUAE HEOBXOAUMO PELLUTD:

a) ByayT nu Hag $THB coBepLIaTLCA onepauumn «BbIGOP» U «Ha3HaYEHMEY, NoANeXaLUNe BbINOSIHEHMIO pas-
pabotunkom 3b;

b) npeanonaraer nu ®TB kakne-nubo 3aBUCUMOCTM OT Apyrux PTH, KOTOpbIE AOMKHbI ObITh YAOBNETBO-
peHbl B 13,

¢) 6ynet nu TB TpeboBaTh ayauTa kakux-nmbo cobbITuii u, ecnv OyaeT, TO Kakas MHpopMaLKsa 0 COOLITUAX
NOANEXUT PErMCTpaLmy;

d) 6yget nu OTE BkNtovaTk B cebst napameTpbl 6e30NacHOCTU, NOANEXALUME YNPABREHUIO, HAaNpUMep, 3a-
BUCETL OT aTpubyTOB 6E30MaCHOCTU, KOTOPbLIE MOANEXAT YNPaBNEHUIO.

MNmeHoBaHue ®TB, He 0CHOBaHHbIX HA KOMNOHeHTax MCO/M3K 15408-2, 1O0mMKHO NOKAa3bIiBaTb, YTO 3TO —
JONONHUTENBHOE NO OTHOLLEHMIO K cTaHaapTam cepun MICO/M3K 15408 TpeboaHue 6e30nacHOCTU.

C T1eMm, 4TOObl HE BO3HUKITO NPOTUBOPEYUS C BO3MOXKHBIMU UMEHAMM KITACCOB, CEMENCTB U KOMMOHEHTOB
OyayLmx Bepcuii ctanaapro cepum MCO/MIK 15408, cneayet nsberars kpatkoi hopmbl UMeHOBaHUS XXX_YYY.
OpHako ecnm KOMMOHEHT pacLUMPEHUs CHOPMUPOBAH HA OCHOBE CYLLIECTBYIOLLETO KOMNOHEHTA CTaHAapToB ce-
pun NCO/M3K 15408, TO 1 UMEHOBATb €ro LIenecoobpasHO YHUKANbHbIM, HO CXOXMM C KOMMNOHEHTOM CTAHAAPTOB
cepumn MICO/M3K 15408 o6pasom.

Paspa6oruuk 36 Takke moxet cchopmynuposatb OTE B 36 B sBHOM BUge, T0 €CTb 6€3 CCbINku Ha PYHKUU-
OHarbHbIE KOMMOHEHTbI, onpeaeneHHble B UICO/M3K 15408-2. Taioke HET HE0OX0AMMOCTH AN HOPMYNUPYEMBIX
B iBHOM Buae ®TE onpeaensaTtb onepauuu, onucaHHble B ctangaprax cepun UCO/MOIK 15408 («HasHaveHuey,
«BbIOOPY), €CNU HE NpeanonaraeTcs X NOBTOPHOe ucnonb3oBanue B M3, apyrux 36, PyHKUMOHANBHBIX NAKeTax.

10.2.9 NMpeacraBneHue hyHKUUOHANbHbIX TP€6OBaHMIA 6€30NacHOCTH

Mpu popmupoBaHum nepeyHss PTE paspabotumk N3 gomkeH NpeacTaBUTb UX TaK, UTOOLI 06eCneunTb Hau-
nydiuee noHmMaHue TpeboBaHuii 6e30nacHOCTM Nonb3oBarensamm u cornacosatue T ¢ TpeboBaHuaMU CTaH-
aapros cepun UICO/M3IK 15408.

B npouecce npeacraenenns $Tb HE0BGX0AUMO YyUUTLIBATL CREAYIOLUME PEKOMEHAALMN.

Bo-nepBbiX, LenecoobpasHo 06beanHuTbL ST B rpynnbl M 03arnasuTb gaHHble rpynnbl PTH, ucxoaa us
KoHTekcra M3. 3aronosku rpynn ®THB MOryT OTNMYaTLCA OT 3aronoBKOB KNacCoB, CEMENCTB U KOMMNOHEHTOB, Onpe-
neneHHbix B UICO/M3K 15408-2.

B0O-BTOpPbLIX, 3HAYUTENBHO NOBLICUTL YNTABENBLHOCTE TH MOXHO 3a CHET HaANEXALLEro UCNONMb30BaHUS
onepauuu KyTo4HeHne». C NOMOLLbIO ONepaLu «YTOUHEHME» MOXHO 3aMEeHUTb TEPMUHBLI Bonee obLLero xapakTe-
pa (Hanpumep, «aTpubyTbl 6€30NaCHOCTU») HA cneLmdUIECKUe TEPMUHLI, B GONbLIEN CTENEHN COOTBETCTBYIOLLME
KOHKpeTHoMy Tuny OO unu onuckiBaeMoi (HyHKLIMOHANBHOM BO3MOXXHOCTH 6€30nacHOCTH.

Hwxxe npuBeaeH npumMmep BbINOSIHEHMSA ONepauuu «yTouHeHue» Hag anemenTom FMT_MSA. 3.1 cpyHkumo-
HanbHOro komnoHeHTa FMT_MSA.3 «MHnumanusauus cratndeckux atpubyTosy.

3nemeHT FMT_MSA.3.1 8 ICO/M3K 15408-2 umeet cneaytowmi Bua:

FMT_MSA.3.1. dBO a0mkHbl OCyLLeCTBNATL [HasHaveHue: MNPB ynpasnexuns gocrynom, N6 ynpaene-
HUS MHOPMALMOHHBIMU NOTOKaMU], 4TOBObI 06ecneunTsb [BLIGOP: OrpaHMYUTENbHbIE, pa3peLuatoLme, ¢ ApYruMu
CBOWCTBaMM] 3HAYEHMA NO YMONYaHUIO ANs aTpubyTOB 6E30NAaCHOCTK, KOTOPLIE UCNONL3YIOTCA ANS OCYLUECTBIIE-
Hus NPb.

Mocne BbINONHEHUA onepauuit kHa3Ha4YeHUe», «BLIBOPY U KYTOYHEHUE», COOTBETCTBYIOLLMX INIEMEHTY
FMT_MSA.3.1, T npuHumaeT cneayowmin BUA:

B0 AOMKHBI OCYLLECTBAATL [AMCKPELIMOHHYIO MONMTUKY YNPaBREeHUs 40CTYNOM], 4To6bl 06ecneunts orpa-
HUYUTENbHBIE 3HAYEHUSA NO YMOSTHAHMIO ATA pa3peLUeHuii Ha 4OCTYN K OOBbEKTY.

B 4aHHOM npumepe onepaumns «yTouHeHue» Oblna ucnosb3oBaHa Ans Toro, YTobbl B popmynuposke $TH
3aMeHuTb BbipaXeHue 6onee obLuero xapakrepa «atpubyTbl 6€30nMacHOCTU, KOTOPOE NCMOMNb3YETCA Ars OCyLle-
ctBnexusi NMPB» Ha BbipaXkeHHUe «paspelueHne Ha A0CTYN K 00bEeKTY», KOTOpoe B 60nbLUel CTENEeHU COOTBETCTBY-
eT crneunuLMPOBaHHON NPU BbINOMHEHUM ONePaLMM «Ha3HAYEHUE» AUCKPELIMOHHOM NOMMTUKE YNpaBrieHusl A0C-
TYMNOM.

Kaxxgoe ncnonb3osaHue onepaunmu «yTOMHEHUEY J0IHKHO CONPOBOXAATLCA COOTBETCTBYIOLLMM NOSICHEHU-
em B pasaene M3 «O6ocHoBaHMe» B uensx obneryeHus nocneayowen ouexku M3.

Peanusayumsa onmcaHHOro noaxoaa k npeacrasnexuio T npounnioctpuposaHa Ha npumepe hopMmpoBa-
Husi M3, npuBeaeHHOM B NpunoxeHuu F.

26



rOCTP UCO/MIKTO 15446 — 2008

10.3 Cneundukauma B npodunax 3amuTbl UM 3agaHUAX no O6e3onacHocTU TpeGoBaHUN
[osepusi K 6e30nacHOCTU

10.3.1 Bbibop TpeGoBaHuMit goBepUs K 6e30NacHOCTU

BbiGop TpeboBaHuii aoBepus k 6e30NaCHOCTU 3aBUCUT OT crieayioLmx PaKTopoB:

Q) LEHHOCTH aKTUBOB, NOANEXALLUMX 3aLLUUTE, U PUCKA UX KOMNPOMETAaLUK;

b) TexHuyeckon peanu3yemocTy;

C) CTOMMOCTU pa3pabOoTKn U OLIEHKM;

d) Tpebyemoro BpemMeHu ans paspaboTku n oueHku OO;

€) TpeboBaHui pbiHKa (AN npoaykToB UT);

f) 3aBucuMocTei pyHKLMOHANbHBIX KOMMOHEHTOB M KOMMOHEHTOB A0BEPUS K 6€30NacHOCTU.

YeM BblILLIE LIEHHOCTL aKTUBOB, NMOAJIEXALLMX 3aLUMTE, 1 DONbLUE PUCK KOMNPOMETALIMKM 3TUX aKTUBOB, TEM
BbiLLe TpebyeTcst ypoBeHb A0BEPUS K Ge3onacHOCTU Anst PyHKUun 6e30nacHOCTH, UCNONb3YEMbIX ANIS 3aLLUTbI
paccmartpuBaeMbiX akTUBOB, UTO crieyeT OTpasuTb npu hopmupoBaHum ueneii 6esonacHoctu. OpraHusauum Mo-
ryT ycTaHaBnueaTb COGCTBEHHbIE NpaBUria onpeaeneHusl ypoBHs 4oBepus k 6e30nacHOCTH, KOTOpPbIN TpebyeTca
ANs CHKEHWS PUCKA AN 3TUX aKTMBOB 10 MPUEMINEMOTO YPOBHS. 3TO, B CBOIO 04epeab, onpeaenser Tpedyemblii
ypoBeHb A0BepuUs k 6ezonacHOCTU NpoayKTOB UT, KOTOPBIE NpeanonaraeTca UCNONL30BaTh B 9TON OpraHM3aumn.

Opyrue cakTopsl, TaKMe Kak «CTOUMOCTb» U «3aTpaTbl BDEMEHUY, Lenecoobpa3Ho paccmaTpuBarh Kak orpa-
HUYEHUs YPOBHS 10Bepusi K 6830NacHOCTH, KOTOPbIN ABNSETCA NPAKTUYECKN AOCTMMMbIM. TeXHUYeckas peanu-
3yeMOCTb paccMaTpuBaETCA B Cy4ae, eCriv CYMTAETCA NpakTU4eCKU HeuenecoobpasHom NoAroToBka CBuAeTE Nb-
cTBa, TpebyemMoro KOHKPETHbIMM KOMMOHEHTaMK OBEPUSA K Be30MacHOCTH, YTO aKTyanbHO TalkoKe ANst Hacneaye-
MbIX CUCTEM (B CIy4asix, €CIM KOHCTPYKTOPCKasi AOKYMEHTALMA HEAOCTYNHA), a TAKKE €CNu B uaeanbHOM cryyae
TpebyeTcs BbICOKMIA YPOBEHb 0BEPUS K 6€30NacHOCTU, HO TEXHUYECKU HEBO3MOXKHO 32 NPUEMIIEMOE BPEMSA
noaroToBuTb Tpebyemoe chopmanbHoe nubo nonyopmansHOE CBUAETENLCTBO. B cnydasnx, ecnu umerorcs orpa-
HUYEHUA ANS NPAKTUYECKM JOCTMXKMMOTO YPOBHS J0BEpUst K 6€30NaCHOCTH, LienecoobpasHo CornacuTbCs CTeMm,
YTO MaKkCUManbHO AOCTMXKUMbIN YPOBEHb AOBEPUSI K BE30NACHOCTU MEHbLLE, YEM TEOPETUYECKU BO3MOXKHbIN.
Takoe NPUHATUE PUCKa AOMKHO ObITb OTPAXKEHO U NPU U3NOXEeHUU Leneli 6e30nacHoCcTy.

M3noxeHue Lieneit 6e30nacHOCTU MOXET TaloKe yKa3blBaTb HA TO, Kakue KOHKpEeTHbIe TpeboBaHus aoBepus
k 6e30nacHOCTN AOMKHbI GbITh BKMIOYEHBI B HAOOp TAB, HanpumMep:

a) uenu 6esonacHoctn ansa OO MoryT ycraHaeBnueartb, YTo OO AomkeH ObiTb CTOMKMM K HApYLUUTENSM
C BbICOKMM NOTEHLMANIOM HaNaaeHus;

b) uenu 6esonacHocT MOryT TpeboBaTh aHaNU3a CKPbITbIX KAHANOB, YTO OAHO3HAYHO ONpeAenseT BKoye-
Hue B N3 n 36 komnoHeHTa n3 cemerictea AVA_CCA «AHanu3 CKpbITbIX KAHANoOB», TpebyioLero nposeaeHus
aHanu3a CKpbITbIX KaHAaroB;

) Npu hopMynMpoBKe Liernei 6e30nacHOCTM MOXET ObITb OTMEYEHO, YTO BesonacHoCcTb OO CepbEe3HO 3aBu-
cuT oT 6esonacHoCTU cpeabl pa3paboTku. B 3TOM cnyyae HACTOATENLHO PEKOMEHAYETCS BKMIOUMTL B Habop TAB
KOMMOHEeHT 13 cemeiictea ALC_DVS «Be3sonacHoCTb pa3paboTkuy, coaepkalumii TpeboBaHue aHanusa 6esonac-
HOCTM Cpebl pa3paboTku.

Bbi6op TOB 0THOCMTENbLHO HECMOXEH, ecnu TpebyeTcs NpocTo BbIOpaTh NOAXOASLLMIA NMaKeT AOBEpUs
k 6ezonacHocTu (cMm. pasaen 15), Hanpumep, OY[, onpeaeneHHblin B craHgaprax cepum MCO/MOK 15408.
InsiToro, yTo6bl BbIOPaTh MOAXOAALLMIA C TOYKM 3pEeHMSA CPOpMYNMUPOBAHHLIX Lienel 6e30nacHOCTU nakeT
nosepusi kK 6€30MacHOCTU, HEOBXOAMMO U3y4uTb €ro onucaHue (Hanpumep, npu Boibope OY[l cm. pasgen 6
NCO/M3K 15408-3).

Bo3mMoxxHbI criydam, koraa naket 4oBepus kK 6e30nacHOCTU COOTBETCTBYET TpeOyeMOMyY YPOBHIO JOBEPUS,
HO B HEM OTCYTCTBYIOT TpeBoBaHUs1, CBA3AHHbIE C HEKOTOPLIMM LiensiMu 6e3onacHocTu. B aTux cnyJyasix uenecooo-
pa3sHo BkrtoyaTh B T[B AononHUTENbHbIE (MO OTHOLLIEHUIO K NaKeTy) TpeboBaHus aoBepus k 6e3onacHoOCTy Ans
TOro, YToObl Y4ECTb BCE Lienn 6€30MacHOCTH.

Ecnu B M3 BKMOYEHbI paclUMpPEHHbIe TpeboBaHMsa A0BepUS k 6e30MacHOCTU, TO HE0OB6X0AUMO YAOBINETBO-
pYTb BCE 3aBUCUMMOCTU KOMMOHEHTOB JOBEPUSA K 6€30MaCHOCTH, COLEepPKaLLMX 3TN A0NOSHUTESbHbIE TpeboBaHuA.
Hanpumep, ecnu B M3 naket OY[3 pacumpeH nytem ncnosnb3osaHua komnoHeHta AVA_VLA .2 «Hesasucumbii
aHanu3 ya3suMocTeiiy», To B M3 Takke Heob6Xx0AMMO BKIMIOUUTL KOMNOHEHTLI ADV_LLD.1 «OnucatenbHbli NpoekT
HXHEro ypoBHsi» u ADV_IMP.1 «MogmHoxecTBo peanu3aummn $E0».

10.3.2 BoinonHeHWe onepauui Hag TpeboBaHMAMU AOBEPUA K 6@30NacHOCTH

B oTnuune oT OyHKUMOHANBHBIX KOMMNOHEHTOB, K KOMIMOHEHTaM J0BepUs K 6e30MacHOCTU HENPUMEHUMBI
onepaLum kHasHaveHuey u «Bbl6op». OfHaKO BO3MOXHbI CrieaytoLLpe onepawmm:

a) «uTepaumsi», AonyckaiooLwasa MHOTOKPaTHOE MCMONb30BaHUE OHOTO U TOr0 %€ KOMIMOHEHTa AoBepust
k 6esonacHocTty;
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b) «yTouHeHuey, no3ponsioLiee 406aBUTL AeTanu k TpeboBaHuIo 4oBepus k 6€30NacCHOCTH.

Ha npakTuke BbINOSIHEHUE onepaumm «MTepauusi» MoXeT noTpeboBaThes B TeX Cry4asx, koraa Tpebyiorcs
pasHbie KYTOUHEeHUS» AIs1 TOT0 XKe KOMNOHEHTa AoBepuUst k 6€30NacHOCTU, KOTOPbIN UCNONL3YETCA AN Pa3HbIX
yacren OO, nubo, ecru B M3 n 35 onpeaeneHbl pa3nuuHble Habopbl TAB AN pa3HbIX KOMIOHEHTOB COCTABHOMO
OO0 (cm. 14.2.4). B nocnegHeM criyyae urepauus Tpedyertcs Ana KOMNOHEHTOB 0BEPUS K 6€30MacHOCTH (YTOY-
HEHHbIX UMK HET), KOTOPbIE UCTONBL3YIOTCH ANs 6onee yem 0aHOro kKoMnoHeHTa coctaBHoro OO. NpumeHeHne
onepauumn «yTouHeHue» K TIB MoXeT ObiTb BbIMOSHEHDI:

a) npeanucaHus pa3paboTumnky UCMONb30BaTb KOHKPETHbLIE MHCTPYMEHTarbHbIE CpeAcTBa paspaboTku, Me-
TOAWKU, MOAENM XXM3HEHHOTO LIMKNAa, METOAbI aHaNM3a, CUCTEMbl 0003HAYEHU, OoNpeaeneHHbIe CTaHaAapTbl U T.4.;

b) npeanucanua 4enCcTBuin OLEHLLMKA, HanpuMep:

1) komnoHeHT ADV_IMP.1 onpeaenseT, kakme 4actu npeacrasneHusi peanusauum OO AOMmkHbI ObiTh
OLIEHEHbI,

2) komnoHeHT ADV_IMP.1 uaeHTudnuumpyer n3BeCTHbIe yA3BUMOCTU, KOTOPbIE HE0OX0AUMO PaccMarpuBaThb
KaK «SIBHbIE» YA3BUMOCTHU B KOHTEKCTE AaHHOoro OO.

10.3.3 Cneumcdmkauma B npodune 3awuTbl TpebOBaHUM AOBepusAs K 6e30MacHOCTU, He
BknoyeHHbIX B UCO/MIK 15408-3

Ecnu 8 3 Brnovaetca TAB, ansa kotoporo B crangaprax cepum MCO/M3K 15408 HET COOTBETCTBYIOLLETO
KOMMOHEeHTa JoBepus k 6e30nacHOCTH, TO paccMaTpusaemoe TAB A0mkHO ObITh OnpeaeneHo B CTUNE KOMMNOHEH-
TOB U3 crangaptos cepun UICO/MOK 15408.

CdopmynuposaHHbie B sBHOM Buae TAB A0MKHbI COAepXaTh OnpeferneHue:

a) AencTeuii paspaboTumka;

b) TpeboBaHwuii K coaepKaHUIo M NPEACTABNEHNIO CBUAETENbLCTB, KOTOPbIE AOMMKEH NPeACTaBUThL paspa-
OOTYUMK;

C) AENCTBUI OLEHLLMKA.

MepBbIM AelCTBUEM OLIEHLLMKA, CBA3AHHLIM C KOMMNOHEHTOM A0Bepus kK 6€30MacHOCTH, Kak NpaBuno, A0I-
XKHO BbITb CrieaytoLLee:

OLIEHLLMK JOJDKEH NOATBEPANTD, YTO NPEACTaBNEHHas HOpMaLma oTeeyaeT BceM TpebOoBaHNAM K coaep-
YKaHUIO U NpeCTaBNeHnIo CBUAETENLCTB.

CnegfoBarentHo, Bce TpeboBaHUA K COAEPXKAHUIO U NPEACTABNEHUIO CBUAETENLCTB 0MMKHbI ObITb HE TONb-
KO SICHO M MOHATHO CCHOPMYNMPOBAHbI, B HUX HAA0 U3berarb (HACKONbLKO BO3MOXHO) TpeboBaHui CyObLEKTUBHOM
oueHku. Haoboport, TOB 4omkHO onpeaensiTb SICHbIe 00bEeKTUBHbIE KPUTEPUM, HA OCHOBE KOTOPbIX OLIEHLLIMK MO-
XET caenartb cBoe 3aknoyeHue. [nsa noscHenus TAB uenecoo6pa3sHo UCMONb30BaTb ONEPaLMI0 KYTOUHEHUE»
nmbo «3aMeyaHusi No npumeHeHuiox . NpeacraBnenue nosicHeHus TAB cnocoGCTByeT NPOBEAEHUIO OLIEHKHU.

Lienecoo6pasHo usnararb hopMynupyemsie B sBHOM Buze TOB Tak xe, Kak M3rnoXeHbl KOMMOHEHTbI 10BE-
pus k 6esonacHocTu, onpeaeneHHbie B UICO/MO3K 15408-3. MNMoatomy oTaensHOe TpeboBaHue Heo6xoanMmMo ochopm-
nATb B BUAE OTAENbLHOro aneMeHTa Tpebosanmii (cM. 2.1.4 UCO/M3IK 15408-3). Mpu 3T0M HEOOX0AUMO UCMONBL30-
BaTb TEPMUHONOMIO, NpuBeAeHHyI0 B 2.4 UICO/M3K 15408-3.

MpuHumne! cneymdukauum TAB B 36 aHanoruyHbl npuHumnam cneumdukauum TAB B M3. B 6onblumMHCcTBE
cny4yaes TAB B 36 onpeaensercs M3, 0 COOTBETCTBUM KOTOPOMY 3asBnseTcA B 36, a Takke 00LENpUHATLIM
nakeTom aosepus k 6esonacHoctu (Hanpumep, OY[ u3 craHaapros cepun UCO/MOIK 15408).

Tem He meHee, BO3MOXHBI Criyvau, korga paspaboruuk 36 cneundpumumpyet TpeboBanus nosepus k 6e3o-
NacHOCTH, KOTOPbIE PACLLMPSAIOT NakeT AoBepus k 6esonacHocTu unu Hadop TOB u3 M3. PacluMpexue nocneaHnx
MOXXET MUMETb MECTO B CITy4asix, €CIu 3asiBUTENb OLIEHKU CHUTAET, YTO NOMy4aeMble NpeumMyLLIECTBa ONpaBabiBa-
10T AONONHUTENBHBIE Pacxobl HA OLEHKY. B aTux cnyuasx cneundukauun TOB aomiHa ObITb BLINONHEHA C UC-
Nonb30BaHUEM ONMUCAHHBIX AN 13 MHCTPYKLMIA U COOTBETCTBOBATDL Liensm GesonacHocTu. TpebosaHusa 4oBepus K
6e30nacHOCTU, He OCHOBaHHLIE HA KOMMOHEHTAaX A0BEPUs K 6€30NaCHOCTU, ONPeIENEHHbIX B CTaHAApTax Cepun
MCO/M3K 15408, MoryT ObITb BKINIOYEHbI B 35 aHAaNOrMyHO TOMY, Kak OHu Bkntoyatores B M3.

10.4 TpeboBaHua 6e3o0nacHOCTU 4ns cpeabl

10.4.1 Tpe6oBaHus 6e3onacHocTu ansa UT-cpeapbl

B M3 n 3b gomkHbI BKNouaTbest TpeboBaHus 6esonacHoctu ana UT-cpeabl. Huxe npuseaeHbl npuMepbl
cnyyaes, Korga Heo6xoaAMMOCTb 3aaaHust Tpebosanuii 6esonacHocTu ana UT-cpeabl ouesuaHa:

a) B uensax obecneyeHus 6e30nacHOCTU CMCTEMBI ynpasneHus 6azamu aanHbix (CYB) naeHtudukaums n
ayteHTuduMkaums nonb3osarenein CYB[ MoXeT ObITb BO3M0XeHa Ha onepaumoHHyto cuctemy (OC), noa ynpasne-
Huem kotopoi cpyHkumoHupyeT CYB]1. Ha OC Taioke MOXeT ObiTb BO3NOXKEHA 3a4a4a 3aLmThl OT 06x04a NONb30-
BaTensiMm MEexXaHuW3MOB ynpasnenus gocrynom CYB[ npu HenocpeacTtBeHHOM obpalueHum k charinam 6asbl
OaHHbIX;
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b) 6e3onacHOCTb NPUMOXEHUI, UCTIONBL3YIOLLIMX CMAPT-KAPTY, MOXKET 3aBMCETb B TOM YUCIIE OT BO3MOXHOC-
1 OC, noa ynpaBneHneM KoTopou paboTaeT cMapT-KkapTa, U3onupoBaTth ApYr OT Apyra OTAeNbHbIE NPUIOXEHUA
(Tak, yToObl OAHO NPUMNOXKEHUE HE MOTTIO MOBPEAMUTL AAHHBIE U KOA APYFOro NPUNOXKEHUS), @ TAKKE MOXKET HENOC-
pencTBEHHO 3aBUCETb OT XapaKTEPUCTUK CTOMKOCTU NAATbl UHTETPanbHON CXEMbI.

TpeboBanua 6esonacHocTu ans UT-cpeabl MOTyT ObiTb CHOPMYNUPOBAHLI B NPOLIECCE YA0OBNETBOPEHUSI
3aBUCMMOCTEN BKIIOYEHHbIX B [13 1 3B hyHKLMOHANbHBLIX KOMNOHEHTOB, onpeaeneHHbix B UICO/M3K 15408-2, B
TOM Cry4ae, eCrim BKMovaemble A1nsi yA0BNETBOPEHUA 3aBUcuMocTen TpebosaHna 6e3onacHocTu ¢ 66nbLLIMM
YCNEXOM MOTyT ObITb BbINONHEHbI UT-cpeaoi no cpasHeHuto ¢ OO.

Otnuuus TpeGosanuin 6esonacHocTu ans UT-cpeabl U NPEANONOXeHUs 0 cpeae COCTOST B CrieAYIOLLEM:

a) NpeanonoXeHus He TpebyloT A0Ka3aTenbCTB (ABNAIOTCA O4EBUAHBIMU) NPW aHANU3E;

b) Tpe6oBaHus 6ezonacHOCTM HeOBX0AUMBI AnA 06ecneveHus A0CTIKEHUA Lenel 6e30nacHOCTH, U N03TO-
My OHM JOIDKHBI ObITb BEpPUPULMPOBAHI.

B ornunume ot TpeboBanuii 6esonacHoctu OO, TpeGoBaHusa GesonacHocTn ans UT-cpeabl HE aHANU3MPYIOTCS
(npu oueHke OO) Ha npeaMeT NoATBEMKAEHUs1 TpeByeMoro ypoBHS Aosepus Tomy, Yto UT-cpeaa obecneunBaet
Hagnexawyee BbINofIHEeHWe npeanucaHHbix en $TH.

MNpu ouenke OO npennonaraercd, 4to cpega OO BLINOMNHAET NpeanucaHHblie en $TH, xoTa HekoTopbie
TpeboBaHusl 6esonacHocTu anst UT-cpepbl BCe ke MOryT nognexarb npoeepke. MoaTomy Tpedyemblit ypoBEHb
Aosepust kK 6e30NacHOCTU MOXKET ObITb OKOHYATENbLHO YCTAHOBNEH B X04€ NPOBEeAEHUA OTAENbHOM OLIEHKU KOMMO-
HeHTOB UT-Cpeabl, kOTOpblie peanu3yiot Tpebyembie (pyHKLUMOHANbHLIE BO3MOKHOCTM 6€30MacHOCTU.

TpeboBaHus 6esonacHocTu anst UT-cpeabl, kak u Tpedosanua 6esonacHoctu OO, uenecoobpasHo hopmu-
poBaThb (rAe 3T0 BO3MOXKHO) Ha OCHOBE (PYHKLIMOHASbHBIX KOMMNOHEHTOB U KOMMOHEHTOB A0BEPUA K Be30nacHOCTH,
onpeaeneHHbIX B ctaHgapTax cepun MCO/MOIK 15408. NMioboe OTKNOHEHUE OT 3TUX KOMMNOHEHTOB OMKHO CONpO-
BOXAaTbCA cTporum o6ocHoBaHuem B M3 u 36.

B HekoTOpbIX Cry4Yasx HeLenecooopasHo hopmynuposath hyHKLUMOHANbHbIE TpeGoBaHUA 6e30nacHOCTU
ans UT-cpeabl Ha 0OCHOBE (PYHKLIMOHAMbHbLIX KOMNOHEHTOB, onpeaeneHHbix B UCO/M3K 15408-2. Hanpumep,
MOXeT noTpebosartbes, 4To6bl T Obinu chopmynuposaHsl B M3 Ha Gonee aGCTPAKTHOM YPOBHE C TEM, UTOObI
BO3MNOXWUTb Ha pa3paboTymka 3B OTBETCTBEHHOCTb 3a onpeaeneHue Toro, kakum obpa3om GyayT yaoBnet-
BOPEHbI 3TN BLICOKOYPOBHEBbIE (HE3aBMCUMO OT KOHKPETHON peanu3auumn) pyHKUMoHanbHble TpeGoBaHus beso-
NacHOCTU.

Ons paspabotunka 36 3aBucumoctn OO u UT-cpeabl AOMKHBI ObITb U3BECTHLIMM, TAK KAk OHU UMEIOT OTHO-
LeHue K KoHKpeTHomy OO 1 KoHKpeTHoM UT-cpeae. HanpoTtue, paspabotunk N3 4ODKEH yUMTLIBATL, YTO COOTBET-
CTBylOLLME NPOPUINIO 3aLnThl 0O BLEKTLI OLEHKM MOTYT pa3nuyaTbes CTeneHbio 3aBucumoctu ot UT-cpeasl. Huxe
paccMOTpEHbI Ba OCHOBHBIX Cryyas, CBA3aHHbIX C pasfeneHuem oTBeTcTBeHHocTU mexxay OO u UT-cpeaon:

1) pasgeneHune otBeTCTBEHHOCTU Mexay OO n UT-cpeaoi NnonHOCTbLIO onpeaeneHo. B atoM cnyyae Tpebo-
BaHusA 6esonacHoctu ans UT-cpeabl A0rKHbI GbITh cneLudULUpOBaHbl B OAHOM Unu 6ornee (Mo YNCy KOMIMOHEH-
TOB UT-cpeabl) noapasgene N3;

2) pasgeneHue oTBeTcTBEHHOCTU Mexxay OO u UT-cpepoii He onpeaeneHo B 3. B aToM criyyae He aenaert-
ca pasnuuuin mexxay eTb ana OO n ®TE ana UT-cpeasl. Npu 3Tom paspabotuuk N3 gomKeH MakCUMarnbLHO
UCKIIOYNTL BO3MOXHOCTb Anis pa3paboTtumnka 36 yTBepxaarth 0 coorBeTcTBum M3, B TO Bpems kak OO peanusyet
HesHauuTensHoe yucno ®Th, a UT-cpega — Bce ocTanbHble OTH.

Bo BTOPOM M3 ONMUCAHHBIX CIy4YaEB 3110ynoTpedneHus yreepxaeHnem o cootBeTcTeum N3 moxHo nsbexars,
ecnu B 3 3agBuTb, 4To BCe PTH oTHOCATCA k OO. Toraa, ecnu npoaykt UT yaoenertsopsaer BceM T Tonbko npu
noaaepxxe UT-cpeabl, T B kKayectse OO, cooTBeTcTBYIOLLETO 13, MOXET ObITb NPU3HaH cocTaBHou OO, BKNova-
owwmii B cebst cam npoaykt UT un ero UT-cpeay.

B nepBoM 13 onucaHHbIX criyqaeB pa3pabotuuk M3 gomkeH cneymduumpoBaTb MUHUMAanNbHLIN NepeYeHb
(byHKUMOHAaNbHLIX BO3MOXHOCTEN, KOoTopble 0becneunsatorca OO. PeLueHue 0 pa3aeneHnm OTBETCTBEHHOCTU MeXay
OO u UT-cpeoit AOIDKHO OCHOBLIBATLCS HA aHANU3e TEXHMYECKON BbINONHMMOCTU TpeBOoBaHMiA, a Taloke YHKLY-
OHarnbHbIX BO3MOXXHOCTEN NPoAYyKTOB UT, KOTOPbIE AOIMKHbI COOTBETCTBOBATH 3. TeM He meHee, 13 gormkeH
paspeLuaTtb CooTBeTCTBYIOLLIEeMY OO peanu3oBbiBaTb Nobble naeHTuuumupoBaHHbie B M3 TpebosaHua 6esonac-
HocTu ans UT-cpeapbl.

YpoBeHb AoBepus k peanusauumn ST ana UT-cpeabl AOIPKEH ObITb HE HUXKE YPOBHA A0BEPUSA K peanuaaumm
®TE 06bekToM OLeHKU. Hanpumep, ecnu ypoBeHb A0BEPUSt K peanu3aumm (pyHKUMOHaNbHbIX BO3MOXHoCTen CYB[],
No ynpaBneHuio 4OCTYNOM AOIDKeH cooTBeTCTBOBaTH OY[14, TO OyaeT cuMtarbCc HeAOCTaTOuHbIM YPOBEHb 10BE-
pus K peanusauum pyHKUMIA naeHTudukaummn u ayteHTudukaumm, OTBETCTBEHHOCTb 3a peanu3aimio KOTOPbIX BO3-
noxexa Ha OC (UT-cpeay), cootsercrBytomint OY[2.
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10.4.2 Tpe6oBaHusa 6esonacHocTu ana He UT-cpeabl

TpebosaHusa 6esonacHocTu ans He UT-cpeabl B M3 u 36 MOryT HE BKMIOYMATLCHA, BCNEACTBUE TOTO YTO
JaHHble TpeboBaHNUSA HE MMEIOT HENOCPEACTBEHHOTO OTHOLLEHUS K peanu3auun OO.

HeobxogumocTts BO BKntoueHum B M3 n 3b Tpebosanuii 6esonacHoctu anda He UT-cpeabl NOSIBUTCA B TEX
cny4asix, korga ccpopmMynuMpoBaHbl HETPUBUATIBHBIE, C TOYKM 3pEeHUs peanusaumu, He UT-uenu 6e3o0nacHoCT unm
korga «O60CHOBaHUE» HEMOCPEACTBEHHO 3aBUCUT OT cnocoba peanusauun He UT-uener 6ezonacHocTu. Mocne-
OHWIA cry4vai UMeeT MECTO, eCINN NOSABNSIETCSA HEOOX0AUMOCTL B AE€TanbHOM CornacoBaHum TpebosaHuin 6esonac-
HocTu UT B M3 1 36 1 COOTBETCTBYIOLLMX METOA0B yrNpaBneHns 6e30nacHOCTbIO, C TeM YTOObI ABA BUaa TpeboBa-
Huit (AT n He UT) Haxoamnucb Ha OAMHAKOBOM YPOBHE abCTpakumu.

Cneayert Takke OTMETUTb, YTO €CINKN Kakne-nnbo TpebosaHus 6eszonacHocTu 4nsa He UT-cpeabl HE0BX0ANMBI,
HO He BKNtoYeHbI B 13 (BCneACTBME TOrO YTO OHU B IBHOM BUAE HE BbITEKaloT U3 He NT-uenen 6e3onacHocT), To
MOXET CTaTb 3aTPYAHUTENbHOW AEMOHCTPaLMs NPUrogHoCTH TpebosaHuii 6esonacHoctu UT (cMm. 13.3.1).

MpeanoyTuTensHee (ANs UCKMIOYEHNS CMELUMBAHKUS Pa3NUYHLIX YPOBHEN abCTpakumm) NpeCcTaBnsATh Tpe-
6oBaHua BesonacHocTu aAnst He T-cpeabl B oTaenbLHOM pasaene « Tpebosanua 6ezonacHocTu ana He UT-cpeably,
a He TPaKTOBaTb MX KaK Lienu unm npeanonoxeHus 6esonacHoctu. Pazgen «TpebosaHusa 6€30nacHOCTU AN He
UT-cpeabi» MOXET 0XBaTbIBATh TAKME aCMeKTbl KaK 3aLuMTa ayTeHTU(PUKALMOHHBIX JaHHbIX, UCNOMNb3yeMbIX MEXa-
HW3MOM uaeHTudMKaLum u ayteHtudukaumm (Hanpumep, Naponm), a Takke KOHKPETHbIE aAMUHUCTPaTUBHbIE TPe-
6oBaHus (Hanpumep, NpPoLeaypbl paccrneaoBaHns 0GHAPYKEHHBIX BTOPXKEHUI).

YeT1kasa naeHtucbmkaums B M3 n 36 TpeGoBanuii 6esonacHocTu ans He T-cpeabl B AanbHelwem byaeT
CNocoOCTBOBATL BKMOYEHUIO AaHHbIX TPeBOBaHMI B NONb30BATENbLCKYIO JOKYMEHTaLUMIO (ECNM COOTBETCTBYIO-
e TpeboBaHuA kK AoKyMeHTauun ns knacca AGD BkntodeHsb! B 13 n 3Bb).

11 KpaTtkasa cneuundukaums odbbeKkTa OLeHKH

11.1 BBegeHue

Hacroawmn pasgen npeacrasnset cobor pykoBoacTBO No hopmmupoBaHuio pasgena 3b «Kpatkasa cneuu-
dukauma OO». Mpu 3TOM HEOBX0AMMO YUUTLIBATbL, YTO aHANOrM4YHbIN pasaen B 13 otcyTcTyeT. B pasaen «Kpat-
kas cneundukauma OO» HeoBX0ANMO BKMIOYATD:

a) onpeaenenne yHkumn 6esonacHoctn UT;

b) CCbINKM HA MEXaHU3MbI UM METOABI 3ALLUTHI, UCNOSb3YEMBIE AT OCYLLECTBNEHUs (yHKkUmi Ge3onacHo-
ctn UT (HeobsaszaTenbHO);

C) U3noXeHue Mep oBepus kK 6€30nacHOCTU, KOTOPbIE COOTBETCTBYIOT CHOPMYNMPOBAHHLIM TpeBOoBaHNAM
AoBepusi K 6e30MacHOCTH.

Coaepxxanue pasgena «Kpartkas cneumdukaums OOy npeacTaBfieHo Ha PUCYHKE 5:

—— —_ —_ —_ —_ —_ —_

@ TpebosaHnus
HKLMOHATTbHBIE
yTpgﬁoaanq Geaonacroct OO TpeGosarus gosepus
Be3onacHocTU k BesomnacHocTM
4 N B N\
,/ Kparkast \
cneundmkauus OO
Pk Mepel gosepusi
GesonacHocT T
CBA3aHHBIE C T
(ecnu umetoTcs) R
MexaHuamsl TpeGoBaHns
1 MeTOmbI 3aLUNTEI K CTOMKOCTU (OyHKLWIA |
BesonacHocTU |
/
/

S — J— J— —_ j— f— f—

PucyHok 5 — CopgepxaHue pasgena «KpaTkas cneyudukauma obbekTa oLeHKN»
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OcHoBHoe HasHaveHue pasgena 3b «Kpatkas cneundukauua OO» COCTOUT B TOM, YTOObI MOKa3aTh, kak
KOHKPETHbIM 00EKTOM OLIEHKM 0BEeCnevnBaeTCs BeINMOSHEHNE (OYHKUMIA Be30nacHOCTM 1 Mep foBepus K 6esonac-
HOCTM ANs yaoBneTBopeHus TpedosaHuii 6esonacHoctn UT. Mexoas ua aroro, AomkHa ObITb CChopMUPOBaHA Kpart-
kas cneuuncukauyus OO, onpeaensioLuas, kakum obpasom OO obecneunBaeT BbiNoNHeHne TpeboBaHuin bezonac-
HOCTMW.

B paspene 3B «Kpatkas cneuudmkaumsa OO» uenecoobpasHo hopmynupoBatb PyHKUum 6e3onacHoct UT
Tak, Yto6bl NPeacTaBuTb PyHKLMOHAMbHLIE BO3MOXHOCTU 6esonacHocTn OO B 6onee NOHATHOM AN NONb3oBaTe-
ns 36 Buae no cpaBHeHuto ¢ ®TB. B yacTtHOCTH:

a) pyHKkUmn BesonacHocTu UT MOryT ObiTk U3NOXEHbI TaK, YTOGLI Noka3aTk, 4to OO npeanpuHUMAaeT ans
obecneyeHns 6e3onacHoCTu;

b) byHkummn 6esonacHocTu UT moryT GbiTb CneuudmumpoBaHsl TaK, YTOObI 60Mnee TOYHO OTpaXkaTb JOKYMEH-
Taumto OO, Hanpumep, NyTeM UCnonsL30BaHusA cneynduyeckoi ans OO TepMmuHonoruun. JaHHoe 06CTOATENLCTBO
MOXET NOBbLICUTL peHTabenbHOCTL oueHkn OO, obneryas Bepudukauuto ypoeHei npeacrasnenns 6O (36, npo-
eKTHas AokyMeHTauus). OauH n3 BO3MOXHbLIX METOA0B 3aKNOYMaETCA B cneyudmkaLmm ogHoi dyHkumm 6esonac-
HOCTU UT, yooBNETBOPAIOLLIEN HECKOIbKUM DTH, €Cnn n3BecTHO, YTO 3TU PTH BLINOMHATCA TEMMW XKE OCHOBHbI-
MW MEXaHU3MaMu Npu NPOEKTMPOBaHUK 1 peanusauum (paspabotke) OO. [JaHHbIN NOAX0A BbIFOAEH AN COKpa-
LLEHUA YuUcna AoKa3aTebCTB COOTBETCTBUA NPECTaBMNEHUS, KOTOPOE AOIMKEH 0BecneunTb paspaboT4mk;

¢) cneumdbuyeckasn ans KOHkpeTHOro OO TEPMUHONOMUSA MOXET ObITb yUTEHA ANA TOro, YTOObI ONMCAHUS,
Hanpumep, yHKUuii 6esonacHocTu AT nyyiue COOTHOCMINUCL C TEPMUHONOMMEN NPOEKTA PYKOBOACTBA NONb30Ba-
Tens unu agmuHucTpaTopa. Moxet noTpeboBaTLCA BBEAESHME XapaKTEPHBIX TEPMUHOB — TAKMUX Kak «CyOBEKTY,
«06BEKT» UMK «PONb aaMUHUCTpaTopay. Moatomy pasaen «Kpatkas cneyndmkaumsa OOy MOXKET ObITb OXapakTe-
p130BaH Kak pa3BuTue TpeBoBaHui, KOTOPbIM AOMMKEH COOTBETCTBOBATbL KOHKPETHbIN OO. Mpu 3TOM OTCYTCTBYET
Heo6X0aAMMOCTb B ONMcaHum aeTtanen peanusaummn OO, ero apxXuTekTypbl UMM NPUHLMNOB NPOEKTUPOBAHUS, UKW B
noapo6HOM OMMCaHUM TOro, Kak, HanpuMep, paspaboTynk NPoBOAUT DYHKLMOHANBHOE TECTMPOBaHKE Be30nacHo-
ctn O0.

11.2 Cneundukaumna QyHKumii 6e30MacHOCTU UHGPOPMALUOHHLIX TEXHOMOrUN

Kak npounntoctpupoBaHo B pucyHke 5, pasgen 3b «Kpartkas cneumdukaumsa OO» A0MKEH BKIIOYaTh B cebs
cneumndmkauuto yHkumii 6esonacHoctn OO. 3agaHue no 6e30nacHOCTU A0MKHO AEMOHCTPUPOBATL, YTO (PYHKLMK
6e3onacHoctn AT Bkrtodatot B cebs Bce PTB, a Taioke To, UTo Kaxxaasa dyHkums 6esonacHoctn UT otobpaxaercs,
Mo KpanHen mepe, Ha oaHoM PTB.

dyHKuMm 6ezonacHocTu UT, KoTopble onpeaensitoT 0CHOBHOE HasHavyeHue OO ¢ TOUKM 3peHns obecneveHus
6e3sonacHocTi uHpopMaLMK, A0IDKHBI BbITb pacCMOTPEHBI Bonee AeTanbHo. Mpu paccmoTpeHun dyHkumii 6e30-
NacHOCTU, COOTBETCTBYIOLLUX noaaepxmsaeMmbiM $TB, cyHkuus 6esonacHocTu T morna 6bl 6bITb M3NOXeHa
aHanormyHo cooteeTcrByioieMy TE. TeM He MeHee, TaMm, rae HeoBxoauMO, LIENecoobpasHO NOACHUTL (PYHKLU-
OHarsbHYI0 BO3MOXHOCTb, Hanpumep, ucnonb3ys cneyuduyeckyio Ana OO TEPMUHOSOTUIO.

Mpu HeoBxoaAUMOCTHU, PYHKLMM BE30NAaCHOCTU MOTYT ObITb OPraHU30BaHbl MHAYE, YEM COOTBETCTBYIOLLNE
®TB, n umeTb 0603HaYEHMe, OTNMYHOE OT AaHHbIX T, UTO MOXET GbiTh HANPaBMNEHO HA TO, YTOObLI yNPOCTUTL
cneuundcukaumio (hyHKLMOHANBHOW BO3MOXKHOCTU M 00NeryuTb COOTBETCTBYIOLLYIO OLIEHKY, HAanpuMep:

a) chyHkuus 6esonacHocTu YT moxeT oTobpaxaTbcs 6onee yem Ha oaHO ®TB (Hanpumep, B cny4vae ¢ noa-
Aepxusarowumm yHKLUSMK) Unn

b) ®TB moxeT oTobpaxarTbcs bonee yem Ha ogHy dyHkuMio 6esonacHocTu UT (Hanpumep, B cnyvae ¢
hyHKUMAMU, KOTOPbIE ONpPeAensoT 0CHOBHOE HasHaueHne OO ¢ TOYkU 3peHus obecneveHnss 6€30nacHOCTU UH-
dopmaumn).

Mpu BbINONHEHUM TakUX NPe06pa3oBaHUit HE0OXOAMMO:

a) He noTepsATb AeTanu, cogepxawmecs B PTh;

b) He AONYCTUTBL CAULLIKOM CNOXXHOTo oTobpaxkeHuss TB Ha cyHkumu 6esonacHocTu UT, yeennyeHus cro-
MMOCTU paccMOTpeHus u oueHku 3b, a Take yBenuueHuss BepOSITHOCTM OLLIMOOK.

11.3 Cneundmkaumsa mexaHu3moB 6e30nacHOCTU

B pasaene 3b «Kpartkas cneymdukaumsa OO» AOMMKHO ObITb NOKa3aHO COOTBETCTBUE (DYHKLUMI Be30nacHOC-
™ UT MexaHn3mam unm merogam 6€30nacHoCTu, ynoMmHaemMbiM B 36. TUnnuHble MexaHU3Mbl U METOALI Gesonac-
HOCTM, ynomuHaemble B 36, BKMIOYAIOT B c€0A anropuTmbl LLM(PPOBAHUSA U TEHEpaLMK Naponen nu 3ansneHna
COOTBETCTBUA AENCTBYIOLLEMY MEXAYHAPOAHOMY MITU OTEYECTBEHHOMY CTaHAapTY.

Heo6x0aumMo OTMETUTb, YTO CChINKM HA MeXaHn3Mbl 6ezonacHocTu B 36 HeobsA3aTenbHbI.

Ha mexaHn3mMbl 6e30MacHOCTH LienecoobpasHo CCbINaTbCs B CEAYIOLLUX CIy4YasX:

a) ansa cuctembl UT cywiectByeT TpeboBaHWe MCNOSb30BaHUS KOHKPDETHOTO MexaHu3ma 6e30nacHOCTH;
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b) ans npoaykra UT ecTb HE0BX0AMMOCTL B peanu3aummn KOHKPETHLIX MeXaHW3MOB 6e30MacHOCTM (Hanpu-
MEp, C Y4ETOM PLIHOYHOrO CNPOCa HA TAaKME MEXaHU3MbI U METOARI).

11.4 Cneuund mkaumnsa mep goBepus K 6e30nacHoOCTH

B pasaene 36 «Kpatkas cneuyundukaumns OO» f0MKHO BbITh NOKAa3aHO COOTBETCTBUE MEP A0BEPUS K Be30-
nacHocTu u TpebosaHuii goBepus k 6e3onacHoOCTu. Mpu 3TOM A0MKHO BbITh NOKA3aHo, YTo BCe TpeboBaHusA 10Be-
pust K 6€30MacHOCTM YAOBMNETBOPEHDI.

Tam, rae 310 BO3MOXHO, Mepbl 0Bepus k 6e30nacHOCTY crieayeT onpeaensiTe NyTeM CCbIfIKU Ha COOTBET-
CTBYIOLLME NraHbl 06€CneYeHns Ka4eCTBa, XKU3HEHHOTO LMKNa UK yNpaBeHns.

Ha npakTuke, BeposiTHO, Ansi 6osiee HU3KUX yPOBHEN AoBepus k 6esonacHocTu pasaen 36 «Kpatkas cneuy-
ukaums OO» He ByneT coaepatb 3HaUUTENBLHOTO 06 bema AONONHUTENBHOW UHCbOpPMaLIMK, KpOME 0BLLIMX YTBEP-
XKOEHWI 0 TOM, YTO MCNOMb3YIOTCA (Mnu ByayT MCNONb30BaTLCA) HEOGX0AUMBIE ANS YAOBNETBOPEHUS TpEGOBaHMIA
aosepus k 6ezonacHocTu Mepbl AoBepus. OauH N3 PeKOMEHAYEMbIX MOAX0A0B 3aKMo4aeTcs B AEMOHCTPaLMn
oToBpakeHUst JOKyMEHTaLMM UNK CBUAETENLCTB paspaboTymka Ha cooTBETCTRYIOLLME TpeboBaHus aoBepus k be-
30MacHOCTY.

Ha 6onee BbiCOkMX ypoBHAX A0BepUs k 6esonacHocTu (OY/ 5 u Bbilue) BO3MOXHO 6onee noapobHoe nuano-
KEHUWE, HanpuMep, CCbiNKamun Ha KOHKPETHbIE MHCTPYMEHTalbHblE CPEACTBA, METOALI UMU NOAXOAbI, UCNONbL3ye-
Mble pa3paboTynKOM AN yA0BMNETBOPeHUA TpebosaHuii JoBepus k 6e30nNacHOCTH, Takue Kak:

a) 0603Ha4eHus, KOTOPbIE HEOBXO0AMMO UCMOSIb30BaTHL B TpeByembix chopmanbHbix cneumdukauusx;

b) meToanku pazpaboTku U MOAENU XUZHEHHOTO LIMKNA;

C) UHCTPYMEHTarnbHbIE CPeACTBA YNPaBreHUsi KOHUrypauumen;

d) MHCTpYMeHTanbHbIE CPEACTBA aHaNM3a NOKPLITUA TECTaMU;

€) MeTOAbl aHann3a CKPbITbIX KAHAMOB.

12 YTBepXxaeHus o coOoTBETCTBUMN npodunen 3awntbl

12.1 BBegeHue

[aHHbIn pazgen npeacraBnsieT cobol pykoBOACTBO No hopMupoBannio pasaena 3b «YTeepxaeHus o cooT-
BeTCcTBUM [13%».

B cootBeTcTBUM C Npunoxexnnem C, nogpasaen C.2.8, UCO/MOIK 15408-1 TpebyeTcs BKIIOYEHUE B KaXKaoe
M3, 0 COOTBETCTBUM KOTOPOMY CAENAHO YTBEPXKAEHME, CrieayoLen MHdopmaumu:

a) ccblnku, naeHTuduumpytowas N3, 0 COOTBETCTBUU KOTOPOMY CAENAHO YTBEPKAEHUE;

b) KOHKpeTu3aLmn, BLINOSIHEHHON NO OTHOLLEHUIO K I13;

¢) aononHenus B 3b B cocrase Lenen u peboBanuit 6esonacHoctn OO, onpeaeneHHbix B M3.

MpumeyvaHune — vacTudHoe cootBeTcTBUE 13 Henpuemnemo; B 3b HeobxoAUMO ya0OBNETBOPEHUE BCeX
TpeboBaHwuit 3. KoHeyHo, f0OBOMNBHO YacTo GbIBaeT A HEKOTOPbLIX Lenei U TpebosaHuidi 6esonacHocTU u3 13, 4To oHK
YA 0BMETBOPSOTCS annapaTtHbiM obecnedeHneM unu Apyrumm npoaykraMmum 6e30nacHoCTH, KOTOpble HaXoAsiTcs 3a paM-
Kamn obnactu oueHkn B 36. B 3ToM cnyyae Heobxofumo oTpasuTh B pasgene 36 «O60cHOBaHMEY, YTO cOYETaHUEM
xapakTepucTuk 6esonacHocT OO u ero cpefbl JOCTUraeTCA NorHoe NokpbiTUe M3, a Takke YeTKO OTPasUTb 3Ty 3aBUCK-
MOCTb B YTBEPXAEHUU O COOTBETCTBUN.

Ecnu yTBepxaeHuit o cootsetcTtBuu N3 HeT, TO yTBepxaeHue 06 aTom — 310 BCe, UTO TpebyeTtca ans
AaHHoro pasaena 3b.

12.2 Ccbinka Ha npochunu 3awmuTbl

Kaxabii M3 gomkeH 6biTb MaeHTMUUMPOBAH Tak, YTOObI NO3BONUTL NONb3osBaTenam 3b HanTH COoTBET-
cTytoLyio cneuudukauuio N3. PekoMeHao0BaHHbINM CNOCOD caenartb 9T0 — CCbifka Ha 3anuCh B peecTpe nake-
TOB U npodounei 3awmTtbl UICO (cm. [1]); 0oAHAKO, STOT peecTp He ABASETCA LUMPOKO PacnpoCTPaHEHHbIM U UCNOSTb-
3yeMbIM. Pa3nuyHble HaUMoHarnbHbIE CUCTEMbI OLIEHKM BeAlyT peecTpbl M3, 4T0, HECOMHEHHO, yaobHee. Heobxo-
AnMo ob6ecneunTb MAEHTUMUKALMIO KOHKPETHOW BEPCUM M UCTOMHUKA CCbINKKM ANS Ka)aoro M3, Ha KoTopblin AaeT-
€A CCbIrKa.

12.3 KoHkpeTusaumsa npocgunen 3awmrbl

Ecnu B N3 B hopmynupoBkax TpeboBaHui 6esonacHoctv UT coaepart paspeLueHHbie onepauum, KoTopble
TpeOytoT ganbHelLen KOHKpeT3auum, B 3ToM noapasaene 36 HeoGxoauMo NOMECTUTL pe3ynbTaTbl KOHKPETH3a-
umu (3ameH). Ecnu TpebyeTcs CyLLeCTBEHHAA KOHKpeTU3aLms, ny4lie NONHOCTLIO U3nNoxmTh B 36 onpeaenexHoe
copepanue M3.
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12.4 JlononHeHue npodunen 3alWmnThbl

Ecrv B 36 yaosnetsopeHsl uenu OO, He npeaycMoTpeHHble paspaboTtumkom M3, B aT0T noapasaen 36
HeobXx04MMO NOMECTUTb MHPOPMALMIO O AONOSHUTESNbHBIX Yrpo3ax, NonNUTUKaXx, Lensx uT.4. Mpu sTom Heobxoau-
MO OTPa3uTb NMOKPbITUE ITUX AONONHUTENbHbIX Lenen B pasaene 36 «O60cHoBaHME .

13 Pasgenbl «O6ocHoBaHMe» npocunen 3awmuTbl U 3agaHuUn No 6e30nNacHOCTU

13.1 BBegeHune

Hacrosawwmii pasgen npeacraensaet co6oi pykoBoacTso no chopmuposanuio pasaena M3 « O6ocHoBaHue».

HasHnauenue pasgena N3 «O6ocHoBaHKUE» 3akno4aeTcs B TOM, UTOObI NOKa3aTh, Kak COOTBETCTBYIOLLUI
npodpunto 3awmTsl OO obecnevnsaeT apdekTUBHLIN Habop KoHTpMep BesonacHocTu UT B npeaenax cpeabl 6e30-
nacHocTn. BuactHoctu, pasgen M3 «ObocHoBaHKUe» nokasbiBaeT, uTo TpebosaHusa 6ezonacHoctu UT yaoeneTso-
paIoT Lenam 6e30nacHOCTU, KOTOPLIE, B CBOIO O4Yepeab, YYMTLIBAIOT BCE acnekTbl cpeabl 6esonacHoctn OO.
Pasgen M3 «O6ocHoBaHWey» NpeacTaBnseT HaubonbLIWIi UHTEPEC ANS oueHLUmMKa M3 U B TO Xe BPEMA MOXET
ObITb NONEe3eH Ana apyrux nons3osarenein M3.

Tpebosanus k pasgeny M3 «O6ocHOBaHME» NPeACTaBMNeHbl HA PUCYHKe 6.

AcriekThl cpeabl 6e30nacHOCTM 06BEKTa OLEHKN

——— —_ —_ -

/ g N\,

| MonuTuka n \|
| Yrpoabl 6esonacHocTn pennonoxexHus i
\ opraHu3aLmm BesonacHocTn )
\\ /

noaxoasT Ans
YAOBMNETBOPEHUS noAnepxuBalot
Liernu
Llenu 6esonacHocTn 6e3onacHocTn Llenn 6esonacHocTtn
Ans o6beKTa oLeHKu Anst cpeel
noaxonsT anst
VIIORNETROpEHUS! COOTBETCTBYIOT
g N
{ TpeGosaHusi
| TpebGosatus K CTOKOCTN COyHKLWIA l
1 6esonacHocTn UT GesonacHocTU H
N /

B3aumMHas nogaepxka /

PucyHok 6 — TpeboBaHus k pasgeny «ObocHoBaHUe Npouns 3aliuThbl»

[ononHutenbHo pasaen «O6ocHoBaHue MN3» AOIPKEH NOKA3aTb, YTO:

a) dopmynuposka TpeGoBaHuii oBepusi K 6€30NacHOCTU ABNSIETCS HaaneXaLleu;

b) HeyaoBneTBOPEHHbIE 3aBMCMMOCTU TpeboBaHuin 6esonacHocTu UT, BKIIOYEHHbIX B 13, He SBnSAIOTCA He-
06xoAUMBIMM.

B paspene «O6ocHoBaHue N3» HACTOATENLHO PEKOMEHAYETCA UCTIONb30BaTb TAONMLBI, CONPOBOXAAEMbIE,
rae HeobxoaMMO, HeoBs3aTenbHbIM 06bSICHEHUEM, YTO AenaeT pa3aen 6onee KPaTkuM M yNpoLLAEeT ero UCnosib-
30BaHue.

13.2 NMpeactaBneHne B Npounsax 3aumTbl U 3a4aHUAX NO 6€30NaCHOCTU 0OGOCHOBAHMUSA Lienen
6e3sonacHocTH

O6ocHoBaHue Lieneii 6e30nacHOCTM JOIMKHO NOKAa3bIBaTh, YTO U3NOXEHHbIE Lienu 6630NacHOCTU OXBAaTbIBA-
10T BCE YCTaHOBMNEHHble B pa3gene 3 «Cpeaa 6esonacHoctn OO» acnekTol cpeabl 6e3onacHocTn OO. Mpu atom
ZOIDKHO BbITb NOKA3aHO HE TOMbKO TO, YTO Lienu 6€30MacHOCTU OXBATLIBAIOT BCE acneKThl cpeabl 6e3onacHocTu
0O, HO 1 HEOBXOAMMOCTb AOCTUXKEHUS STUX LieNe.
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[aHHble uenu MoryT BbITb AOCTUIHYTbLI CIEAYIOMM 00pasom.

Bo-nepBbix, nepekpecTHble cebinku: yrpo3bl, MBOp, npeanonoxeHns — uenu 6e3o0nacHoOCTH, OXBaTbIBato-
Lme acnekTbl cpeabl 6esonacHocTu OO, uenecoobpa3sHo npeacTaBuTb B hopme Tadnuu,.

Mpu sTom nonb3osartento N3 npu n3y4eHun aTux Tabnuy AOMKHO BbITb HArNAAHO NOKa3aHo, vTo:

a) kaxaas uenb 6e30nacHOCTU OXBATLIBAET, NO KpanHe Mepe, 0aHy yrpo3y, npasuno NBOp unuv npeanono-
»KeHue 6e3onacHoCTu;

b) kaxxgas yrposa, npasuno NBOp n npeanonoxeHne 6€30NacHOCTM OXBaYv€eHbI, MO KpaiHei mepe, O4HOM
uenbto 6e30nacHOCTH.

Bo-BTOpbIX, HEOOXOAUMO NMOKa3aTh, YTO Lienin 6€30NacHOCTM LOCTATOUHbI Af1A YYETa BCEX aCMNeKTOB Cpebl
6esonacHocTn OO. [ins aToro Tabnuuy COOTBETCTBUSA Lienein 6e30nacHOCTU M acnekToB cpeabl besonacHoctu OO
LenecoobpasHo AONOMHUTL CreaylLMMU Heobs3aTenbHbIMU OB bACHEHUAMMU:

a) ANA Kaxa0n yrpo3bl — OTHOCUTENBHO TOTO, YTO U3NOXEHHbIE uenu 6e30nacHOCTU NpeaycMaTpuBaioT
A PEKTUBHBIE KOHTPMEPDI MO OTHOLLEHUIO K YTpo3aMm, TO €CTb Lienu 6e30nacHOCTM NOKa3bIBaIoT, YTO COObITHE,
yKa3aHHoe B crieumdumkauum yrpo3ssl, 0yaer:

- 0BHapy>XeHO, 1 ero NocneAcTBUS KOMNEHCUPOBAHDLI (UMK yLepO OT ero HaCTYNNEHUs orpaHnyeH), NMbo

- MPeAOTBPALLEHO (MMM CHIDKEHA A0 NPUEMIIEMOTO YPOBHSI BEPOATHOCTb €0 HACTYNSIEHUS);

b) ansa NBOp n Bcex npeanonoXeHuit 6€30nacHOCTU — OTHOCUTENBHO TOTO, KAKMM 0BPa30M U3NOXKEHHbIE
uenu 6esonacHocTu obecnevmsatoT oxsat MBOP 1 y4UTLIBAIOT NPeaNOnoXeHns 6e30nacHOCTU.

OO bSACHEHUE AOMKHO NOKa3aThb:

a) ponb KaXxao Lenu 6e30nacHOCTU B NPOTMBOCTOAHUM YIpo3e unu yaosnetsopexduu MNBO0p;

b) kak npu nomoLum uenen 6esonacHOCTU Ansa cpeabl 6esonacHocTn OO oCyLECTBNAETCA NoAAepKKa Lie-
nen 6eszonacHoctu ans OO.

[aHHbIl pasgen Henb3a paccMaTpmMBarh Kak pasaen aHanuaa pucka. B 10 ke BpemMsa npu nonoXxutenbHOu
oueHke M3 n 35 0H MOXeT ObITh UCNONbL30BAH KaK OCHOBA ANA aHANKU3a puCcka OpraHn3auuu.

13.3 MpeactaBneHne B npodmnax 3awutbl U 3agaHUAX No 6e3onacHOCTM OGOCHOBaHMA
TpeGoBaHuI1 6e30nacHOCTH

13.3.1 leMOHCTpaLusa NPUrogHoCcTU TpeGoBaHnin 6e3onacHOCTU

HasHaueHue aton yactu pasgena N3 «O60cHOBaHWEY 3aK04aeTCA B TOM, YTOObI NOKa3aTh, kak cchopmynu-
posaHHble TpebosaHusA 6e3onacHocTn UT (B yactHocTu, $TB) noaxoasT Ans yA0BNeTBOpeHus uenen 6esonacHo-
ctu. Mpu aToM HEOBX0AMMO NokasaTb, UTo TpeboBaHusa 6esonacHocTn UT ABNSIIOTCA HEOBXOAUMBIMU U AOCTATOM-
HbIMUW. [laHHAas 3a4a4a MOXET peLuaTbCa creayowmmM obpasom.

Bo-nepBbix, HeobxoaumMo paspaboratb Tabnuuy, B KOTOPOW CONOCTaBUTh KaXAyIo Lienb 6e30nacHOCTH ¢
®TB, KOTOpPOE COOTBETCTBYET AaHHO Lenu. B Tabnuue AormkHO ObiTb NOKa3aHo, YTo:

a) kaxxgas ®TB yuntbIBaeT, No KpanHen mepe, 0aHy Lenb 6e30nacHOCTH;

b) kaxkgas uenb 6e3onacHOCTU CBA3aHa, NO KpanHen mepe, ¢ oaHum $Th.

MyHkTa b) GyaeT aocratoyHo Ans 060CHOBaHKUA HeobxoaUMoCTU kaxxaoro OTH (To ecTb ByayT UCKNMIOHEHBI
n36bITOYHbIE PTH).

Bo-BTOpLIX, paspaboraHHas Tabnuua JomkHa CONPOBOXKAATHCA HEGOPMArbHbIM 0ObACHEHUEM A0CTATOYHO-
ctn STB. [laHHoe 06bsiCHEHKE A0IMKHO NoKasaTb 0CTaToMHOCTL PTE ANst yA0BNETBOPEHUS KaxXaon uenu 6e3o-
nacHoctu. [laHHoe 06bsICHeHMe A0IMKHO OXBaTbIBaThL BCe PTH, BKMoUeHHbIE B 13, B TOM UuCe HENOCpeaCTBEH-
HO yaoBneTBopsoLue uenm 6esonacHocTu (0CHOBHbIE TB), U NpeaHa3HaYeHHbIE AMA X noaaepxku (noaaep-
xupawowue STB).

Mpu hopmmpoBaHnm 06 bACHEHNUSA HEOBXOANMO PACCMOTPETD:

a) Kak 1 NS Yero Obiny MCMonb30BaHbl onepauum Bbibopa, Ha3Ha4YEeHUS, UTEPaLK U YTOYHEHUS;

b) kak TpeGoBaHnsa 6esonacHocTu anst OO cornacytorcs ¢ TpebosaHusimu 6esonacHocTu anst UT-cpeabl.

PekomeHnayetcs, HO He 06a3aTenbHO, BkMoYaTh B 13 06bACHEHNE ponu BKMOYeHHbIX B 13 TpeboBaHuii
GesonacHocTu ansi He UT-cpeabl.

B cnepgytoliem pasgene npuBeaeHsl peKOMeHgaLum no npeacTaBneHnto 06ocHoBaHus npurogHocTn TOB.

13.3.2 lemoHCcTpaumMsa npurogHoOCTH Tpe6oBaHuit OBepUs K 6e30nacHOCTH

Ha3snaueHwe ganHoi yactu pasgena «O6ocHoBaHue N3» — nokasarb, 4To TpeboBaHua aosepus k 6esonac-
HOCTU SIBNAIOTCA Hagnexawmmm ana paccmarpusaemoro OO. B 3101 CBSI3u HEOOX0AMMO AATb CTPOroe 060CHO-
BaHue Toro, noyemy Habop TOb:

a) AoCTaTOuEH ANA yAOBNETBOpeHus Lenen 6esonacHoctu. Hanpumep, ecnu OO gormkeH obecneunBarb
3alMTy OT HapyLuKMTens, obnaaaroLlero BbICOKMM NOTEHLUMAanoM HanageHus (4To cneayeT u3 aHanusa yrpos u
Leneli 6e3onacHoOCTm), TO HeLlenecoobpasHo B kayecTse Habopa TpeboBaHuin 4oBepust k 6E30MaCHOCTU MCMOMb30-
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Batb OY[]1, Tak kak TpeboBaHus gaHHoro OY/[] He npeaycMaTpuBaloT aHanu3 ya3BUMOCTEN, KOTOPbIE MOTYT UC-
NOrnb30BaTbCA HAPYLLMTENSMU C BLICOKMM NOTEHLManoMm (B yactHoctn, OY[1 He copepxuT TpeboBaHusi CEMENCTB
AVA_VLA unu AVA_SOF);

b) He siBNsieTCst M30LITOYHBLIM NO OTHOLLEHUIO K cpeae 6e30nacHoCTU u cchopMynmMpoBaHHbIM Liensim 6e30-
NacHoOCTH;

C) SIBNSIETCA AOCTWKUMbIM, TO €CTb ANl AaHHoro Tuna OO chopmynupoBaHHbie TpeboBaHus AOBEPUS K
6e30MaCHOCTH ABNAIOTCA TEXHUYECKW BbIMOMHUMBIMU (C TOUKU 3PEHUA CTOMMOCTM U 3aTPaT BPEMEHU HA OLIEHKY
GesonacHoctu OO).

13.3.3 lemoHCTpaumsa NPUrogHOCTN TPeOGOBaHUI K CTOMKOCTH (hyHKLMI 6€30nacHOCTH

B pasaene «O6ocHoBaHue 3» HeobxoaAUMO NokasaTtb, YTo TpeGoBaHUA K MMHUMANbLHON CTOWKOCTU (PYHK-
uui 6esonacHoCcTU M TpeboBaHUS K CTOWKOCTU (DYHKLMIA 6€30NacHOCTH, 3a4aHHbIE B ABHOM BUZE, COTMacyloTcs Co
cchopMynUpPOBaHHbLIMU LiENsiMK 6e30NacHOCTH.

MpakTuyecku 3T0 03HAYAET, YTO HEOOXOAMMO NPEACTaBUTL COOTBETCTBYIOLLEE 0O0CHOBAHUE, MPUHMMALO-
uiee BO BHUMaHUe:

a) npucyTcrByiowue B hopmynupoBkax uenei 6esonacHoctu ans OO B ABHOM U HESIBHOM Buaax TpeboBa-
HUS K CTOMKOCTM (PyHKLMI 6E30MacHOCTY;

b) npucyTcTByIOLLYIO B (hOpMYNUpOBKax Lienein 6€30nacHOCTU UMM B ONMCAHUM cpeabl 6€30NacHOCTU UH-
¢opmaLMio 0 TEXHUYECKOW KOMNETEHLUK, pecypcax U MOTMBALIMKN HAPYLUMTENEN.

Ecnu aaHHbie acnekTbl ke Obinu yuTeHbl npu 060CHOBaHUM NPUroAHOCTU TpeboBanuii 6e30nacHOCTH, TO
YUYUTBIBATb X ELLE Pa3 HET HEOOXOAUMOCTH.

13.3.4 leMOHCTpaLuA B3aUMHOM Noaae pXku TpedboBaHUi 6e30nacHoCcTH

13.3.4.1 Kpatkuii 0630p

HasHauyeHue paHHou yactu pasgena «ObocHoaHue N3» 3akno4aeTcs B TOM, 4ToObl NOKa3arb, 4to Tpe6o-
BaHus 6esonacHocTu UT (4, B YacTHOCTH, PTB) NOMNHLI U BHYTPEHHE HENPOTUBOPEHUBBI, YTO OCTUrAeTCA AEMOH-
cTpaumelt ux B3auMHOWM NOAAEPXKKM, @ TAIOKE TOr0, YTO OHU NPEACTaBNAOT COO0M «MHTErpupoBaHHoe n adpdekTus-
Hoe uenoey. B aTux Lensx pekoMeHAyeTCs CrneayioLLmnii noaxoA:

a) IeMOHCTpaLs TOro, UTO TaM, rae HeobxoaAUMO, 3aBUCUMOCTU KOMMOHEHTOB (PYHKLMOHANbHLIX TpeGoBa-
HWI 1 TpeboBaHKi AoBEPUSA K 6e30NacHOCTU YA0BNETBOPEHDI;

b) AeMOHCTpaLus BHYTPEHHEN HENPOTUBOPEYMBOCTU (COrNACcOBaHHOCTH) Mexay TpeboBaHuamm 6e3onacHo-
ctn UT;

C) AEMOHCTpaLusi TOro, YTO Tam, rae HeoBxoauMO, BKIOYEHb nogaepmsaiolme ®Th, npeaHasHavYeHHble
NS 3alUMTbl MEXaHM3MOB 6e30nacHOCTH, peanuaytowmx apyrue TB, OT Takux HanageHuit kak «o6xoa» u «He-
CaHKLMOHNPOBAHHOE N3MEHEHUE.

[anee paccMoTpuM KaXkabli M3 NepPeYnCIIieHHbIX aCNEKTOB B3aUMHOMN NOAAEPKKN.

13.3.4.2 AHann3 3aBUCUMOCTEN KOMNOHEHTOB

[aHHbIii aHanu3 Hambonee ahdekTUBHO MOXET ObiTh NpeacTaBneH B hopme Tabnuuibl UM ApeBOBUAHOIA
cxeMbl. Ecnn Tpe6GoBaHus gosepus k 6e3onacHoCcTu uenmkom 6asupyercsa Ha OY[] nubo Ha Apyrom nakeTe AoBe-
pus kK 6e30MacHOCTK, TO aHANU3 3aBUCUMOCTEN CBOAUTCA K aHanNU3y ToNbko 3asucumocten PTB (Tak kak B nake-
Tax OBEPUSA 3aBUCUMOCTU KOMMNOHEHTOB YAOBSIETBOPEHBI U3HAYANBLHO).

AHanu3 3aBMCUMOCTEN KOMMNOHEHTOB AOSMKEH BKNIOYaTh B ce61:

a) AeMOHCTpauuio Ha yposHe OTB yaosneTBopeHns 3aBUCUMOCTEN AN KaXka0n utepauun hyHKUMOHANbHO-
ro KOMMOHEHTA;

b) naeHTNMKALMIO KXKAON HEYAOBNETBOPEHHON 3aBUCUMOCTU U 0BGOCHOBAaHKE OTCYTCTBUA HEOOX0AUMOCTH
B €€ YIOBNETBOPEHUN.

HeobxoaumocTb NpoBeaeHUsa aHanu3a 3aBucuMocTei Ha yposHe $TB obycrioBrieHa TeM, YTO, €CIiM KOMIO-
HEHT BKMto4atoT B 13 HEOAHOKPATHO NyTEM BbINONHEHUA ONepaLum UTepaLumn, TO MOXKET BO3HUKHYTb HEOBX0 M-
MOCTb BbINOMHEHWS Onepauumu UTepauum Hag KOMMNOHEHTaMK, OT KOTOPbIX 3aBUCUT paccMaTpuBaembiii KOMNO-
HeHT. Hanpumep, koMnoHeHT FMT_MSA.3 «MHuumanusaums cratudeckux aTpubyToB» 3aBUCUT OT KOMNOHEHTAa
FMT_MSA.1 «YnpaBnenue atpubytammu GesonacHoctuy. Ecnu komnoHeHT FMT_MSA.3 Bkniovaior B 13
HEOAHOKPATHO B LIENSIX MHULIMANU3aLmK pasnuyHbix aTpubyTos 6e30nacHOCTH, TO, BeposiTHO, U FMT_MSA. 1 Heo6-
XOAWUMO BKMNIOUUTH B N3 TO Xke UNCRo pa3 B LIENAX yNpaBieHUs KaxasliM U3 paccMaTpuBaeMblix aTpubyTos. B aTom
cnyyae BbiBOZ O TOM, YTO 3aBUCMMOCTb koMnoHeHTa FMT_MSA.3 Haanexawmm o6pasoM yaoBneTsopeHa
B CUIy TOTO, YTO (PYHKLIMOHANbHLIN KOMNOHEHT FMT_MSA.1 BknitoveH B M3, 6yaet He nonoH, Tak kak $TB koMno-
HeHTa FMT_MSA.1 moryT He oxBaTbiBaTb BCce aTpubyTbl 6e3onacHocTu, ynomsiHytele B T KOMNOHEHTa
FMT_MSA.3.
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YA0BNETBOPEHME 3aBUCUMOCTU MOXKET HE NOTPeb0BaThLCSl, €CNM 3aBUCUMOCTb He cooTBeTCTBYET OO MNU He
ABNSeTcA HeobxoauMON, ucxoas u3 uenu 6esonacHoctu. Kpome T0ro, 3aBUCUMOCTb MOXET GbiTb YAOBINETBOPEHA
UT-cpeaon unu kakmm-nmbo He UT-cpeacresom.

AHanu3 3aBUCUMOCTEN JOIMKEH CONPOBOXKAATLCSA pa3paboTkoi Tabnuupl, KOTopas:

a) BknioyaeT B cebs1 OAHY UMK HECKONbKO CTPOK (MO YMCRY BXOXKAEHUIM KOMNOHEHTa B M3) ansa kaxaoro
(PYHKLUMOHANBHOrO KOMMNOHEHTA, BKIMIOYEHHOr0 B 13;

b) Ha3HauYaeT yHMKanNbHYI0 METKY UIM HOMEP KaXA0W CTPOKE C TEM, YTOObI kaxxaoe PTB Obino uaeHTupuum-
POBaHO YHUKarnbHbIM 0OPa30M;

C) uaeHTUUUMPYET (PYHKLMOHANBHBINA KOMMOHEHT, aCCOLMMPOBAHHBIN C KaXKa 0 CTPOKOIA;

d) Ans kaxaoro PYHKLMOHANBHOTO KOMMOHEHTA (hOPMUPYET CNUCOK 3aBUCUMOCTEN OT APYrUX KOMMNOHEHTOB
B COOTBETCTBMM CO cTaHgapTamu cepun UCO/MOK 15408;

€) Ans KaXxaon uaeHTUULMPOBAHHOW 3aBUCUMOCTM ONpeaensaeT B KayecTBe CCbIfKU METKY Unu Homep
CTPOKHU, B KOTOPOI 3aBUCMMOCTb Y/I0BNETBOPAETCA MO0 0GLACHSAET, NOMEMY HET HEOOX0AMMOCTU B yAOBNETBOPE-
HWUM 32aBUCUMOCTMU.

JemMoHcTpauus yaoBneTBOPEHUS 3aBUCUMOCTEN KOMNOHEHTOB A0BepUA kK 6e30nacHOCTU 40mKHA ObITb OT-
HOCUTESLHO NPOCTON.

Ecrnu B N3 ncnones3yercsa kakon-nubo naket aosepus k 6esonacHoctn (Hanpumep, OYL, COOTBETCTBYIOLLMIA
TpeboBaHusaM craHgaptoB cepun UICO/M3K 15408), To B pazaene «O6ocHoBaHue M3» MOXHO KOHCTATUPOBATb,
4YTO BCE 3aBUCMMOCTU KOMIMOHEHTOB A0BEPUs K 6€30NacHOCTU yAOBNETBOPEHDI.

Ecnu B N3 BKNMOYEHbI paclumpeHHble TpeboBaHua aoBepusa k 6e30nacHOCTH, TO B pasaene «O6ocHOBaHWE
M3» gomKHO ObITb MOKA3aHO, YTO BCE AONOMHUTENbHbLIE 3aBUCUMOCTU YAOBNETBOPEHLI. B cTaHaapTax cepum
NCO/M3K 15408 onpeaeneHo nuiLib HEGOMNbLLIOE YNCNO 3aBUCUMOCTEN «DYHKLMOHANbHbIE TpeboBaHUA — Tpebo-
BaHUs A0Bepusi». [JaHHbIE 3aBMCUMOCTH TaKkKe MOTyT ObITb NPeACTaBNEHbI B ONMCAHHOM Bbile Tabnuue. Hanpu-
mep, ecnu M3 skmowaet FPT_RCV.1, kotopbliin umeeT 3asucumoctb 0T AGD_ADM.1, a 3aaaHHbIi OLLEHOYHbIN
ypoBeHb ioBepusi k 6esonacHocTu — OY[14, Toraa 3anuch B Takoi Tabnuue aomkHa 6bitb OY[4.

AHanu3 3aBUCMMOCTEI HEKOTOPLIM 0OPa3OM AEMOHCTPUPYET B3aUMHYI0 Noaaepxky TpebosaHuin 6esonac-
HOCTHU. TakK, €Crnu PYHKLWUOHAIbHBIA KOMNOHEHT A 3aBUCUT OT (PYHKLIMOHANBLHOTO KOMNOHEHTa B, TO KOMNOHEHT B
ABNAETCA NOAAEPXKUBAIOLMM ANA KOMNOHEHTAa A.

13.3.4.3 BHyTpeHHs HENPOTUBOPEYUBOCTb

[eMOHCTpaLmio BHYTPEHHEN HENPOTUBOPEYMBOCTM TpeboBaHuii 6ezonacHocTu UT paccMoTpuM Ha npuMepe
®TB. Tak, ecnu N3 BknovaeT B ceba TpeboBaHUA K NOAOTYETHOCTU U, B TO XK€ BPEMSA, AHOHUMHOCTU AENCTBUN
nons3oBarens, To B pasaene «ObocHoBaHue N3» AOMKHO ObITb MOKa3aHO, YTO 3TU TPeBOBaHUA HE NPOTUBOPEYaT
apyr apyry. B saHHomM cnyyae TpebyeTcsl nokasarb, UTO B KauecTBe cobbITUi ayauTa, Tpedyiowwmx N0A0TYETHOCTU
nonb30oBaTenNs, He pacCMaTpPUBAOTCA Te, AN KOTOPbIX TpebyeTcs aHOHUMHOCTb.

13.3.4.4 3awyTa OT aTak Ha MexaHu3Mbl, peanuaytowme OTb

PaccmoTpeHue gaHHOro acnekTa B3auMHON noaaepXku TpeboBaHuii LenecoobpasHo Tonbko ana ST, Tak
kak AEMOHCTPaLMs B3aUMHON NoazepKku TpeOOBaHUIA, MMEIOLLIEN OTHOLLIEHUE K TpeBGoBaHuAM aosepus k 6e30-
NacHOCTM, TPUBUATBLHA:

a) no ymonyauuio TOB nogaepxmeaior T, Tak kak OHU 06ECNeYUBaIOT YBEPEHHOCTb B TOM, YTO (PYHKLIM-
OHarnbHble TPeOOBaHUS Y 0BNETBOPEHDI;

b) umeeTcs He3HauUMTENBHOE YMCNOo cnyyaes, koraa Tb nogaepxuatot TAB, U 3T0 AOMKHO ObITb YY4TEHO
npu hopmmpoBaHumn «O6ocHoBaHus MN3». Hanpumep:

KoMnoHeHTbl cemeicTBa FPT_SEP «Pasgenenne gomena» noaaepXmBaloT KOMNOHEHTbl CeMelcTBa
ADV_HLD «[poeKT BepXHETO YPOBHS», CNOCOOCTBYSA NPOBEAEHUIO COOTBETCTBYIOLLETO pasbueHus;

C) MOXHO YTBepxaaTb, uto T[AB ABNAIOTCA B3aUMHO nogaepxuBalowMMn n BCe nx 3aBUCUMOCTU YAOBNET-
BOPEHbI.

B cootBercrBuu ¢ 10.2.1, nogaepxmsaiome ®Tb MoryT cnoco6CTBOBaTH 3aLUTe MEXaHU3MOB, peanusy-
IOLLIMX OCHOBHbIE ®TH, OT HAaNaAEHUN, CBA3aHHbLIX CO CKPLITLIMU MOTUBAMU HAPYLUMTENSA, CNOCOOCTBYIOLIMMU
BO3PaCTaHMIO OZLHOW UIY HECKOMNbKMX YIPO3, KOTOPbIM AOIMKHbLI NPOTUBOCTOATL MEXaHWU3MbI, Peanu3yiome oc-
HoBHble ®TH. B3aumHaa noagepka OXBaTbiBAET KaK 9TOT acnekT B3auMHON NOAAEPXKKW, TaK U acnekT
NoAAEPIKKU, CBSI3AHHBIN C 3aBUCMMOCTSIMU TpeboBaHui 6€30NacHOCTU, onpeaeneHHbIMU B CTaHAAPTaxX cepum
MCO/M3K 15408.

PaccMmoTpeHue B3aumHou noaaepxku mexay ®Th, He oxBavyeHHbIMWU AaHAaNU30M 3aBUCMMOCTEN, AOSDKHO
BKIIOYaTL B €65 paccMoTpeHue:

a) ®TB, HanpaBNeHHbIX Ha NpeAoTBpaLLeHne 00xoaa MEXaHU3MOB, peanuaylowmx apyrue T6;
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b) ®TB, HanpaBneHHbIX Ha NpeoTBpaLLeHne HeCaHKLMOHMPOBAHHOrO BO3AeMCTBUS HAa MEXaHW3MbI, pearni-
sytome gpyrne $TB (Bkniouas arpubyTbl 6€30NacHOCTU U ApYyrue AaHHble, LeNOCTHOCTb KOTOPbIX ABMSAETCA
KpUTUYHOM ana ®TB);

¢) ®TB, NpensTCTBYOLLMX HECAHKLMOHUPOBAHHOMY OTKITIOYEHUIO MEXAHU3MOB, peanusytomx apyrue OTB;

d) ®TB, npeaHasHaYeHHbIX KaK Ars 0GHapYXEHUsI HeNPaBUNbHON HACTPOKU MEXaHW3MOB, PeanuayoLLnuX
apyrve ®TB, Tak M HaNpPaBMNEHHbIX HA HUX HaNaaeHWUN.

[ns npepotepalleHus o6xoaa MexaHu3moB, peanuayowmx $TB, B M3 06bIMHO BKMHOYAIOT KOMMNOHEHT
FPT_RVM «HeBo3amoxHocTs 06xoaa MEO». Ecnu peanu3aums (yHKLMOHanNbHbIX Tpe6GoBaHNii 6e30nacHOCTH BKITHO-
yaeT B cebs uaeHTudmKaLmio nonb3oBaTens, To Tpe6oBaHus ayTeHTudukaLum none3osarens (MCNonbL30BaHue
KoMMoHeHTOB cemelicTBa FIA_UAU) gomkHbl ObITb TAKKE HaNpasneHbl Ha NpeaoTBpaLleHne 06xoaa MexaHu3s-
MOB, peanuayloLumx paccmarpusaemble PTE. Heobxo4Mmo OTMETUTb, YTO ANA NPEAOTBPALLEeHns 00X0Aa He BCe
®TB Hy>XgalTCs B NoAAEPXKKE CO CTOPOHLI Apyrux $TB. MNpueesemM HECKOMbKO TaKMX Cry4aes:

a) Bblaada paspeLueHus Ha Bbi30B (pyHKLMKM Bo3naraeTcs He Ha PBO, a Ha nonb3oBartensa unu agMUHUCTpa-
TOpAa, HanpuMep, Npu ucrnonb3oBaHun $TB, GasupyoLUxcs Ha komnoHeHTax cemencrea FDP_DAU «AyteHTudm-
KaumMsA AaHHbIX»;

b) dbopmynuposka GTB npeaycmaTpuBaeT BbI30B (OYHKLMM BCErAa, KOTAa 3T0 HE0OX0AUMO, CrieaoBaTerb-
Ho, ®TB He MoxeT BbITb 06oiaeHo, ecnu B0 yaoenetsopsieT T, Hanpumep, ecnu peyb uaet o PTB, 6asupy-
oLemMes Ha komnoHeHTax cemerictea FDP_RIP «3awuTa ocraToyHoM MHdopmaLummy.

HecaHKkuMOHMpOBaHHOE BO3AENCTBME, B MPUHLMNE, BOSMOXHO A5l BCEX MEXaHWU3MOB, peanusyiowmx $Th.
Moao6HOe BO3AENCTBUE MOXET ObiTh NPEAOTBPALLEHO NOCPEACTBOM BbINONHEHUSA:

a) OTB Ha ocHoBe KOMNOHeHTOB cemencTea FPT_SEP «PasaeneHne aoMeHay, HanpaBneHHbIX Ha NpeaoT-
BpaLLEeHMe BMeLLaTeIbCTBa MOCTOPOHHUX UMW BO3AECTBUA HEA0BEPEHHBIX CyObEKTOB;

b) ®TE Ha ocHoBe komMnoHeHTOB cemerncTBa FPT_PHP «dusnyeckas sawura $BO», HanpaBNeHHbIX Ha
oBHapy>xeHne 1 NpoTUBOAENCTBIE (DN3NUECKOMY BMELLIATENLCTBY;

¢) TB, 6asupytoLLMXCS Ha KOMMOHEHTaXx ynpasrneHus 6e3onacHocTbio, Takux kak FMT_MSA.1 «Ynpasene-
Hue aTpubytammu 6€30NacHOCTWY, OrPAHUYUBAIOLLIMX BO3MOXHOCTb U3MEHEHUA AAHHBIX KOHUIypaLun unu atpu-
6yToB GesonacHoCTy;

d) ¢TB, GasupyroLmxcs Ha Takux KOMNoHeHTax, kak FMT_MTD.1 «Ynpaenenue gaHHbimu ®BO» unu
FAU_STG.1 «3alumLieHHoe XpaHeHne AaHHbIX ayauTay, HanpassieHHbIX Ha 3aLLMTY LIENOCTHOCTU KPUTUYHDIX 10
6e30nacHOCTU AaHHLIX;

€) komnoHeHToB cemencrea FPT_TRP «[loBepeHHbIn MapLUpyTy, HanpaBneHHbIX Ha NPeaoTBPaLLEHNe BO3-
OelCTBUIA, OCHOBAHHbIX HA 0BmaHe $BO (Hanpumep, nyTem UCNONbL30BaHUA NPOrpamMm 3axsata naponen).

[eakTuBauusi BO3MOXHA NO OTHOLLEHWIO HE KO BCeM MexaHu3mam, peanusyowmm ST, koTopble onpeae-
neHbl B 3. [eakTnBaLus BO3MOXHA B Cnyyae nposeaeHus ayauta 6esonacHoctu; cemencrso FAU_STG «XpaHe-
HWe cobbITuii ayauta 6e3onacHOCTUy BKIOYaeT B ce6a TpeGoBaHuA, HanpaBneHHble Ha NPeA0TBPALLEeHNe BO3-
MOXHOCTU AeakTuBaLun yHKLMIA ayauTa 6€30NacHOCTU, CBA3AHHLIX C 3anofHEHWEM XypHana ayauta. Tb,
OCHOBAaHHbIE Ha UCNosb3oBaHMu koMNoHeHTa FMT_MOF.1 «YnpasneHue noseaeHuem (PeXXMMoM BbINONHEHUS)
chbyHKUMiIA Be30MacHOCTUY, Takke MOTYT ObITb HaNPaBNEHbI HA NPEeAOTBPALLEHNE AeaKTUBALMMN HEKOTOPbIX PyHKLMI
6e30nacHOCTH.

dyHKLMM 0BHapPYKEHWS, TaK XKe, Kak n ayaut 6esonacHoctu, obecneunsatot noaaepxky apyrux ®Tb, cno-
COOCTBYSt OGHAPY>KEHMIO aTaK Uiu HENpPaBWUNbLHOM KOHMUIypauum, kotopas aenaet OO yassBumbIM AN atak. [py-
rne chyHKLMM OOHapYXeHUs BKNoYatoT B cebs koMnoHeHTbl cemeincTB FDP_SDI «LlenoCTHOCTb XpaHUMbIX AaH-
HbIx» U FPT_PHP «®u3snyeckas sawmra 60y .

13.3.5 lemoHCTpauuA COOTBETCTBUA Mep OoBepuA K Ge3onacHOCTM TpeGoBaHuAM aoBepusn
K 6e3onacHocTun

HasHauyeHune gaHHon yactn «O6ocHoBaHua 36» 3aknoyaeTca B TOM, YTOObI MOKa3aTb, KaK U3NOXKEHHbIE
Mepbl 0BepUSA k Ge30nacHOCTU Haanexalmm obpasom oTeevatoT TpeboBaHusM AoBepust k 6esonacHocTtu. Mpea-
naraembilii OAX0/ K peLLEHNIO AaHHOI 3aaa4m NpegycMaTpuBaeT npeacTaBiieHne COOTBETCTBUA MEP AOBEPUS K
6esonacHocTu TpeboBaHUsIM AOBepUS kK 6@30MacHOCTH, C LIeNbio NoKa3aTh, YTO Kaxkaoe TpeboBaHue goBepust k
6e30nacHOCTU yYTEHO. ECnu KOHKpETHbIE Mepbl AOBEPUS K 6€30MacHOCTM ngeHTUUUMpoBaHsbl (CM. 11.4), To pac-
cMaTpuBaemMoe COOTBETCTBME Ny4yLlE BCETO MOXET ObITb npeacraeneHo B Buae TaGJ'II/ILI,bI. JTa Ta6n|/|u,a AOJDKHa
ConpoBOXKAATbCA KPAaTKMM MNOACHEHUEM TOrO, KaK npeanonaraeTcq BbINONHATb TpGﬁOBaHMFI AoBepUA K fesonac-
HOCTU. CneayeT OTMETUTD, YTO OKOHYATENbHbIN BLIBOZ O MPUIOAHOCTW MEP A0BEPUS K 6E30NacHOCTU MOXET ObITh
caenaH Tonbko B xoae oueHkn 6esonacHoctn OO. MNoatomMy B 36 HET HEOBXOAMMOCTYM NPEACTABMATL AETanNbHOE
060CHOBaHWeE NpuemMnemMocTu Mep JoBepus k 6€30nacHOCTH.
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Oco6oe BHUMaHue 3101 Yactn «ObocHoBaHusA 3b» OyaeT yaenatbes B cnyyae, ecnu 36 skniovaer B ceds
TOB, koTopbie TPeOYIOT NPUMEHEHMS KOHKPETHLIX METOA0B, NPeAnonaraloWmux BbICOKUI YPOBEHb AOBEPUSA
k 6€30nNacHOCTU (HaNPUMEp, aHaNM3 CKPbITLIX KAHAMOB MITU UCNONb30BaHWE hopMarbHbLIX METOAOB).

13.3.6 lemoHCTpauua COOTBETCTBUA 3a4aHUsA NO 6e30nNacHOCTU NPOPUNAM 3aInThI

B aaHHoii yactn «O6ocHoBaHus 36» Heobxoanmo uaeHTudnuuMpoBaTh NPOuNK 3awmuThbl, COOTBETCTBUE
KoTopbiM TpebyeTtca ana 3B, u nokasarb, UTo:

a) Bce Lenu 6e30nacHOCTH, chopMynUpPOBaHHbLIE B NPOGUNAX 3aLUMTbI, BKMIOYEHbI B 3agaHue no 6e3onac-
HOCTH, a BCE YTOYHEHUA Lienei 6e30nacHOCTU 0O0CHOBAHbI;

b) Bce TpeGoBaHua 6e3onacHoCTn, ChoOpMynMpoBaHHbIE B NPOMUNAX 3aLLUTLI, BKMNIOYEHbI B 334aHKE NO
6e30nacHOCTH, a BCE YTOUHEHUS UIu Apyrue onepauuu Hag TpebosaHuamm 6esonacHoctn u3 M3 060CHOBAHDI;

¢) TpeboBaHus 6e3onacHOCTK, BkNioueHHble B 36, He npoTuBopeyat TpeGoBaHusim 6€30NacHOCTH, BKITIOYEH-
Hbim B M3.

Ecnu 3b BkniovaeT Tonbko TpeboBaHus 6e3onacHoCTH U3 npochuneit 3awmTbl (30CNOBHO MU B BUAE CCbIN-
Ku), TO NpoBeAcHME aanbHenLWero aHanuaa He Tpebyetcs. AHanu3 Heo6xoaum, ecnu 36 BkniovaeT B cebs gonon-
HUTENbHbIE AeTanu. B aToM cnyyae He00xoAMMO NoKa3aTh, UTO 3TU AeTanu 0O0CHOBAHBI U HE NPOTMBOpEYaT
coaepxanuio N3.

Kpome Toro, ecnu npochunu 3aLmTsl CoAEpXXaT He3aBepLUEHHbIE onepauum Haa TpeboBaHusMu 6e3onacHo-
CTU, NpeaycmaTpusas BbINONHEHUs onepauui Ha3HayeHus u Bbibopa paspaborumkom 3b, To u3 aHanusa 36 gormk-
HO cneaoBaTh, YTO BCe HesaBepweHHble B 13 onepavuuu 3aBepLUeHbl.

13.3.7 lemoHcTpaumna TOro, 4ro (PyHkuum 6e30nMacHOCTU yAOBNETBOPSIOT (PYHKLMOHANbLHbLIM
Tpe6oBaHuAM 6e30NacHOCTH

HasHaueHue aaxHou yactu «ObocHoBaHuA 3b» 3akntovaeTcs B TOM, YTOObI NOKa3aTb, YTo hyHKLuK 6e30-
nacHoctu UT npurogHol ana ygosnetsopeHusi Bcex ®THB, BkntoyeHHbIX B 36 (a He Tonbko Tex $Th, koTopble
BCTpeYaloTCA B NPOUNAX 3aLmThI, HA KOTOPbIE coblnaetcs 36).

OTobpaxeHue hyHkuun 6esonacHoctu UT Ha OTB uenecoobpasHo npeacTasuthb B hopme Tabnuubl. U3
Tabnuubl JOMKHO CNefoBaTh, YTO:

a) kaxxpoe $TE oTobpaXkeHO, MO KparHen Mepe, Ha o0aHy pyHKUMIO 6esonacHocTu UT;

b) kaxxpas dyHkuua 6esonacHoctn UT oToGpaxeHa, no kpanHei mepe, Ha ogHO dTh.

B nononHeHue k Tabnuue LenecoobpasHo NOACHUTD, KaK YAOBMNETBOPAIOTCA HEKOTOPLIE KOHKPETHbIE OTH.
Takoe NnosiCHeHWe MOXXET NoTpeboBaTbCs, HaNPUMEPR, €CNKU Cpa3sy HECKONbLKO yHKUun 6esonacHocTu UT otobpa-
xatotes Ha ogHo PTh.

14 NMpodcunu 3awmuTbl U 3agaHusi N0 6e30NacCHOCTU AJIA COCTaBHbIX O0BHLEKTOB
OLIEHKU N 06BHEKTOB OLLeHKU, BXOASIWMNX B COCTaB APYrMX 06 bEeKTOB OLeHKU

14.1 BBegeHue

HacToswwmit pasgen coaepuT pekoMeHAaL U No PELLEHUIO KOHKPETHBIX MPO6eM, CBSI3aHHbIX CO Creayio-
MMM CRIy4asiMU KOMMO3ULIMK:

a) M3 u 36 dhopmupytoT ans coctaBHoro OO, KOTOPLI COCTOUT U3 ABYX MK DOnee KOMMNOHEHTOB (KOTOPbIE
TaKKe MOryT ObITb COCTaBHbIMM 0O bEKTaMK), Ha KaXKAbIN U3 KOTOPLIX MMeoTes oTaenbHbie M3 nnn 36 (ganee —
M3 OO-komnoHeHTa unm 36 OO-KOMMNOHEHTA);

b) M3 n 36 popmmnpytoT ana OO-KOMMNOHEHTA, B KOTOPbIX ONpeaensoTcsa 3aBucumMoctun ot UT-cpeabl, KOTO-
pas BknoyaeT B ceba apyrue OO-KOMMNOHEHTI, ABNAIOLUMECA YaCTk 0 cocTaBHOro OO (3aMeTuMm, 4TO MOTYT TakKe
CyLLIeCTBOBATb 3aBUCMMOCTM, CBSA3aHHbIE C TpeboBaHWAMY Ans He UT-cpeabl, 04HAKO NX He 00A3aTENbHO BKITHO-
yaTb B 13 n 3B).

CyLLEeCTBYET HECKONMbKO BO3MOXHBIX CLIEHAPUEB AeKOMMNO3NLMK, Hanpumep:

a) 3B coctaBHOro OO MOXeT HOpMUPOBaTLCH, Koraa 0cobeHHocTn OO-KOMMOHEHTOB Y)Ke U3BECTHbI, U 3B
ANS 3TUX KOMMNOHEHTOB Y>Ke CyLLEeCTBYIOT. B aToM cnyyae rnasHas uenb 36 cnoxHoro OO Oyaer 3akniodarbes B
onpeaeneHnn acnekToB cpebl 6830MacHOCTU, KOTOPbIE JOIMKHbI ObITb yuTeHbl OO-KOMNOHEHTaMM KaK €4UHbIM
LienbIM, M IEMOHCTPaLMK TOr0, YTO BCE paccMaTpuBaeMble acnekTbl Cpeabl 6€30MaCHOCTH YUTEHbI;

b) B M3 coctaBHoro OO MoxeT ObITb NPOBEAEHA AEKOMNO3ULIMS 3a4a4 ANs oTAenbHbIX OO-KOMMNOHEHTOB B
uensx nocnegyowlero popmuposanmus M3 agns Hux. 3agaHua no 6esonacHocTn OO-KOMMNOHEHTOB J0JKHbI ObITh
cornacoBaHhl ¢ TpeboBaHnaMmu N3 OO-KOMNOHEHTOB.

[aHHblii nogxoa HanBonee npueMnem Ans 60NbLUMX CUCTEM, KOTOPLIE BKIOYAIOT 60NbLIOE YMCIIO KOMIMO-
HeHTOB. BbiGop Hanny4Lero cnoco6a fekomnosuumm coctasHoro OO Ha OO-KOMMOHEHTbI B LIENSX NOCNeayoLLe-
ro cpopmupoBanus M3 unm 36 OO-KOMNOHEHTOB Bo3naraeTcs Ha paspaboTunka M3 n 3b.
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14.2 CocTaBHOM OOBHEKT OLIEHKH

14.2.1 OnucarenbHbie YacTU Npochuna 3almThbl U 3a8aHUA NO 6€30NaCHOCTU

OnucartenbHble 4actu N3 n 36 OO-KOMNOHEHTA U, B YaCTHOCTHU, pasaen «Onucanue OOy, AOMKHBI Coaep-
»aTb onucadue cocrasHoro OO u Bcex ero komnoHeHToB. Pazaen M3 unu 36 OO-komnoHeHTa «Onucanne OO»
AOMKeH coaepxatb onmcaHne OyHKLUOHArbHbIX BO3MOXHOCTEN OO-KOMMNOHEHTA; 3Ta MH(hopmaLmsa Bnocnea-
ctBun 06o6waetcs B M3 u 36 cocraBHbix OO.

14.2.2 Cpepa 6e30nacHOCTN 06 bLEKTA OLEHKM

Pasaen N3 unu 36 cocrtaBHoro OO «Cpeaa 6e3onacHocT OO» MOXKET:

a) uenukom onpeaenatb cpeay 6ezonacHocTu ans coctasHoro OO (NOCPeACTBOM CCbINKM HA OAWH UNu
6onee N3, COOTBETCTBME KOTOPLIM 3aSIBMIAETCS, C BKIIOYEHMEM AONONHUTENBbHBIX NOAPOBGHOCTEN, rAe 3T0 He0OX0-
aumo) nuéo

b) npeacraBnATL onucaHue cpeabl 6e30MacHOCTU NULLL B O6LLMX YepTax u cogepxaTtb CCbiniky Ha M3 unu
3B OO-KOMNOHEHTOB ANA AETANbLHOro u3nomxeHus yrpo3s, M5O u npeanonoxxeHuit 6e30nacHoOCTU.

MepBbIit M3 NepevncneHHbIX N0AX0A0B NPeANnoYTUTENEH B CNyYae, eCnu B NepByIo ouepeab hopMmupyeTca
M3 cocrasHoro OO 1 cyulecTByeT GonbLuas creneHb 0AHOPOAHOCTU OO-KOMMOHEHTOB MO OTHOLLEHMIO K aKTUBAaM,
nognexawmm 3awute, U yrpozam 3Tum aktusam. B atom cnyqae B M3 OO-KOMNOHEHTOB MOXeET ObiTb
noMeLLEeHa CCbinka Ha onmucaHue cpeabl 6esonacHoctn OO u3 M3 cocrasHoro OO AnNa UCKMIOYEHUSA NOBTOPEHUSA
nHcpopMaLmm.

Bropoii noaxoa siensetca 6onee npeanoyuTuTenbHbIM, ecnun M3 unu 36 a4ns OO-KOMNOHEHTOB YXe CyLue-
cTBYIOT. [JaHHbI NoAX04 LienecoobpaseH, koraa pasHbiM NOAMHOXECTBAM KOMMOHEHTOB cOCTaBHOro OO cooTBeT-
CTBYIOT pasHble NOAMHOXECTBA akTUBOB, NoAasnexaliux sawmre. B aToM cnyyae ux nonHoe onucanue B N3 u 3b
coctaeHoro OO 6bIr10 Bbl Ype3BbIMANHO CMOXHBIM, A, CIEA0BATENBHO, TPYAHLIM ANA NOHUMAHUA NOfb30BaTENEM
M3 un 3B6. MNoaToMy onucaHue noanexalwymux 3aluTe akTuBOB U UCTOUMHUKOB Yrpo3 NpeanoYTUTeNbHee noMeLwaTb
B M3 unu 36 OO-KOMNOHEHTOB.

Heobx0a1MO0 OTMETUTDL, YTO B COOTBETCTBUM CO cTaHaapTamu cepum MCO/M3K 15408, ecnn OO siBnseTcs
hmanyeckn pacrnpeneneHHbIM, MOXET BO3HUKHYTb HEOOX0AUMOCTL (AN GonbLuei ACHOCTH) BbIAENUTL OTAESb-
Hble JOMEHbI cpeabl 6esonacHocTn OO n aHanu3MpoBaTb acnekTbl cpeabl 6esonacHocTu (yrpo3sbl, NBEOpP u npea-
nonoxxeHus 6€30nacHOCTH) OTAENBHO ANS KAXKA0ro AOMEHA.

HesaBucumo oT Mcnons3yeMoro noaxoaa Heobxoaumo obecneynTb HENPOTUBOPEUYUBOCTL M COTTNAcOBaH-
HocTb Mexay M3 n 3b coctaBHoro OO u M3 n 36 OO-KOMNOHEHTOB.

14.2.3 Llenu 6e3onacHoCcTH

M3anoxxeHue uener 6e30nacHoCcTn LenecoobpasHo ocywecteutb B M3 u 36 OO-kOMNOHEHTOB. [py 3TOM HET
Heo6X0AUMOCTH NOBTOPATL NONHbIE (hopMynUpOBKK 3TUX Lienen 6esonacHocTu B N3 n 36 cocraBHoro OO, ogHa-
ko B M3 1 36 cocraBHoro OO Heobx0aAMMO NoKa3aTb COOTBETCTBME KOMNOHEHTOB TpeboBaHui U Lenen 6esonac-
HOCTM.

Ecnu uenun 6esonacHocTu, n3noxeHHble B 3b cocraBHoro OO, He NONHOCTbLIO 9KBUBANEHTHbI LiensiM 6e30-
nacHoctu ans OO-KOMMOHEHTOB, TO LLENeCco0bpasHo NpeaCTaBuTL OTOOpaXeHue Lenei 6e3onacHoCTH Ans co-
craeHoro OO Ha yenu 6esonacHocTu 4nsg OO-KOMNOHEHTOB.

14.2.4 Tpe6oBaHusa 6e30MNacCHOCTH

ManoxeHue Tpebosanuii 6esonacHoctu T yenecoobpasHo ocyecTnATtb B 13 n 36 OO-KOMMNOHEHTOB.
Mpu 3TOM HET HEOOXOAMMOCTM NPUMBOAUTL NONHbIE (hopMynMpoBKU 3TMX Tpebosanuit B M3 n 36 cocraBHoro OO.
Tem He meHee B 13 u 36 cocraBHoro OO uenecoobpasHo npeacraBuTb otobpaxeHue Tb Ha OO-KOMMNOHEHTbI U
YPOBEHb JOBEPUSA K 3TUM KOMNOHeHTaM. Ecnm ans coctaBHoro OO Gbin yCTAaHOBMEH €4UHbIA YPOBEHb 0BEPUS K
BesonacHoCTH, TO LenecoobpasHo cchopmynuposaTtb TpeboBaHusA aosepus k 6esonacHocTu B 13 n 36 coctaBHOro
00, a B 13 u 36 OO-KOMMNOHEHTOB MOMECTUTL CCbIJIKM HA 3TU TPpeBGoBaHuUs.

B cnyvasx, ecnu OO-KOMMNOHEHTbI UMEIOT Pa3fnu4yHbIE YPOBHU AoBepus k 6esonacHoctu, ans N3 u 3b
cocraBHoro OO MoxeT ObITb CchopMUPOBaAH «NPOUIb A0BEpUS K 6E30NaCHOCTM» , UTO MOXKET ObIThb Lienecoobpas-
HO, HaNpUMep, €Cnm kakon-NMMbo OO-KOMNOHEHT NpeAHa3HaYeH Ans 3aLmTbl 0000 LieHHbIX NMMBo Haunbonee npu-
BIEKaTEeNbHbLIX 4119 HAPYLUMTENSA aKTMBOB. Takomn Noaxoa B ABHOM BUAE HE NPOTUBOPEUUT TpeOOBaHMAM CTaHAap-
T0B cepun NCO/MOIK 15408, HO npu STOM HEODXOAUMO KOHTPONUPOBATh, 4TOOLI B 13 1 36 He ObIno cryyas, koraa
®TB oaHoro OO-koMnoHeHTa 3aBucenu Obl OT ®TH ApYroro KOMMNOHEHTA, KOTOPLIN MOANEXUT NPOBEPKE HA COOT-
BeTCTBUE BONee HU3KOMyY YPOBHIO O0BEPUst K 6€30NaCHOCTH.

OtmeTum, uto, ecnm N3 n 36 cocrasHoro OO cneuuduumMpyeT «nNpodunb A0BepUs K 6€30NacHOCTUY, TO HET
HeobX0aAUMOCTH onpeaensTb 00LMIA YyPOBEHb AOBEPUSA K BE30MACHOCTH, 38 UCKITIOYEHUEM, BO3MOXHO, YKa3aHus
Ha MUHUMAaNbHLIA YPOBEHb A0BEPUSA K 6e30nacHOCTU OO-KOMNOHEHTOB.
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LlenecooGpa3Ho npu pa3paboTke MHOrOKOMMOHEHTHbIX CUCTEM MUHUMKU3UPOBATL Yncrno OO-KOMNOHEHTOB C
BbICOKMMM TpeboBaHUAMM AOBEPUS K 6e30NaCHOCTK, Tak KaK 9TO CBA3AHO CO CTOMMOCTbIO Pa3paboTKM U OLIEHKU.
OCHOBHOM NOAX0A NPW 3TOM 3aKII0YAETCH B U30NSALMKN aKTUBOB, HYXAIOLLMXCA B HAMOOoNbLUEeH 3awuTe, B pam-
kax He6onbLuoro Yncna OO-KOMMOHEHTOB C BbICOKUMU TpeBOBaHWAMMU J0BEPUS k ©E30MacHOCTM (Hanpumep, u3o-
NAUUSA rNaBHOTO KMNova LeHTpa ceptudpukaumm).

Mpu popmuposanum M3 n 36 coctaBHoro OO HeobxoaUMO 06ecneunTs B3aMMHOE YAOBINETBOPEHUE 3aBU-
cumocteit OO-KOMMNOHEHTOB, eCnu, KOHEYHO, caM cocTaBHoln OO He saBnsieTcst KoMnoHeHToM 6onbLuero OO. Pas-
aen «TpebosaHus 6esonacHoctu UT» M3 u 36 cocraBHoro OO aomKeH MAEHTUULMPOBATL BCE HEYAOBMNETBOPEH-
Hbl€ 3aBUCUMMOCTHU (ECNN UMEIOTCS), KOTOPBIE AOIMKHBI ObITh YAOBNETBOPEHLI UT-cpeaoi coctaBHoro OO (ecnu
UT-cpena cyLuecTByer).

14.2.5 KpaTkasa cneundmkaumsa o6 beKkTa OLEHKH

Llenecoo6pasHo B 3B coctaBHoro OO nomeLlartb CCbifKy Ha kpaTkue crneuundukaymum n3 36 OO-kOMNOHEH-
TOB, @ HE U3naraTb BCe AeTanu 3aHoBO. Tak kak pasaen 3b «TpeGoaHusa 6esonacHoctn UT» coctaBHoro OO
yxe ByaeT cogeparb MHOPMALMIO 0 COOTBETCTBUM TpeBosaHuii GesonacHocTn UT u OO-KOMNOHEHTOB, TO HET
0co00ii HeoBX0AMMOCTM B nepeducneHun yHkuui 6esonacHoctn UT, obecneumsaemMbix kaxxabim OO-kOMNo-
HEHTOM.

Ecnu kpaTkue cneumdpukayum OO B 35 OO-KOMNOHEHTOB UAESHTUMULIMPYIOT AOMNOMNHUTENbHbIE Unu Bonee
JeTanbHble 3aBUCUMOCTU OT ApyrMx OO-KOMMNOHEHTOB, TO HEODXOAMMO B KPaTKOW cneuudukaumm CoCTaBHOIO
OO noka3satb, UTO paccMaTpuBaeMble 3aBUCUMOCTH YAOBNETBOPEHbI Ansi coctaBHoro OO B Lienom nubo cneuu-
huuMpoBaTh HEYAOBMNETBOPEHHbIE 3aBUCHMOCTM B Ka4ecTBe TpeboBaHuii 6e3onacHoctu ana UT-cpeabl coctas-
Horo OO.

14.2.6 O60CcHOBaHKe NpodunA 3awuTbl

B npocbune 3awmtbl Ans cocraBHoro OO He0OX0AMMO Nokasarhk, UTo HAbop Lenel 6e30NacHOCTY yUUTbIBa-
eT BCe acnekTbl cpeabl 6esonacHocTu OO, a TpebosaHus 6esonacHocTu UT yaosneTsopsioT uensm 6e3onacHoc-
TW. Ans HeKOTOpbIX acnekToB pasaena M3 «O6ocHoBaHUE» BO3MOXHA CCbifka HA MHOPMALUIO U3 pasaenos
«OB6ocHoBaHuey M3 OO-koMNoHeHTOB. LienecoobpasHo npuaepumBaTbCs CNeayoLLmMX NPUHLMINOB:

1) ans Toro, 4tobbl NoKasaTk, 4TO Habop uUenei 6ezonacHocTu aAna cocraBHoro OO B LIENOM yYUTLIBAET
acnekTbl cpeabl 6esonacHocTn ansd cocrasHoro OO, B nepBylo ouepeab HE0OX0AUMO NPEACTaBUTL OTODpaXeHUe
Kaxkgoii uenu 6esonacHoctu ana OO-KOMNOHEHTOB Ha yrpo3bl u MNBOp, npusegeHHble B M3 coctaBHoro OO.
3arem HeoBX0ANMO MOSICHUTb, NoYeMy Lienn 6e30nNacHOCTH HanpaesieHbl Ha TO, YTOOLI NPOTUBOCTOATb YIPO3am 1
yaosneTteopsaTb MBOp. Ccbinka Ha pasaenbl «O6ocHoBaHue» M3 otaenbHbIX OO-KOMNOHEHTOB BO3MOXXHA TOMbLKO
B Crly4ae TOMHOro otobpaxeHus yrpo3s u/unu NMBOp ans cocraHoro OO Ha yrpo3bl u/vnu NBOp ana OO-komMno-
HEHTOB;

2) aAns Toro, YTobbl NokasaTtb, YTo Habop TpeboBaHuii 6esonacHocTu UT aBnsieTcs Haanexawmm ans yaos-
neTBopeHus uenei 6e30nacHoCTH, Lenecoobpa3sHo CebiNaThCA Ha pasaensl «O6ocHoBaHUe» M3 ana oTaeNbHLIX
OO-KOMMOHEHTOB, ecnn OO-KOMMNOHEHT yAOBNETBOPSET Lenu 6esonacHoctu ansa coctasHoro OO. B M3 ana co-
craBHoro OO Heo6x0AMMO Nokasarb, YTO Bee Lenu 6esonacHocTn ans coctaBHoro OO Hagnexawmm o6pasom
YO0BINETBOPSIOTCA, NO KpanHen mepe, ogHMM OO-KOMMOHEHTOM, UMK, UTO Lienb ya0BneTBopaeTca 6narogaps
B3aUMOAENCTBUIO ABYX Unu 6onee OO-KOMMNOHEHTOB;

3) ans Toro, YTo6bI NOKa3saTh, YTO 3aBUCUMOCTU TpeboBaHui 6e30NacHOCTM yA0BNETBOPSAIOTCA, MOXHO UC-
Nnonb30BaTb CCbINKy Ha pasaenbl «O6ocHoBaHue» M3 oTaenbHbIX OO-koMnoHeHToB. Mpyu 3TOM HeobxoauMO 06ec-
neuuTb, YTobLI B pasgene «Ob6ocHoBaHuey N3 cocrasHoro OO:

- AEMOHCTPUPOBAIOCh, YTO BCE 3aBUCMMOCTHU, onpeaeneHHbie B N3 OO-kOMNOHEHTOB Kak noanexawume
yaosnetsopeHuio UT-cpeaon, yaosnetsopsatorca Apyrumu OO-KOMMNOHEHTaMM, BXOAALWMMMN B cocTasHon OO,
nubo uaeHTudmumposatsl (B N3 cocraBHoro OO) Kak 3aBUCUMOCTU, noanexaiume yaosnetsopeHuto UT-cpeaon
ans cocraBHoro OO,

- paccMartpuBanuch 3aBUCMMOCTHU, KOTOpbIe B pasaenax «O6ocHoBaHue» M3 OO-KOMNOHEHTOB 0O0CHOBbI-
BamnuCb KakK He noArnexaiuve yaoBrneTBOPEHUIO, HO C y4eTOM cpeabl 6e3onacHocTu coctasHoro OO Bce-Taku
noanexar ya0oBrneTBOPEHMUIO;

4) AN AeMOHCTpaLMmu B3auMHON noaaepxku Tpebosanuii 6esonacHoctu UT MOXHO UCNONL30BaTb Pe3ynb-
TaTbl aHanu3a B3auMocBsi3en Mexay TpeboBanuamm 6esonacHoctu UT B pamkax kaxkgoro OO-KOMNOHEHTA, npea-
cTaBneHHble B pasgenax «O6ocHoBaHue» M3 OO-komnoHeHTOoB. [Npu 3TOM B pasaene «O6ocHoBaHue» M3 co-
craBHoro OO Heob6X0AUMO paccMOTPeThL B3aMMOCBSA3U M 3aBUCUMOCTU Mexxay TpeboBaHuaMu 6esonacHoctu UT
pasnuuHbix OO-KOMMOHEHTOB, €CNW OHU He Bbinu J0MKHBIM 06pa3oM yuTeHbl B pasaenax «O6ocHoBaHuey M3
Ans OO-KOMNOHEHTOB.
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14.2.7 O60ocHOBaHUue 3agaHusA NO 6e30NacHOCTU

PekomeHaaumn no chopmuposanmio pasaena 36 «O60CcHOBaHME» BO MHOTOM NOAOOHLI PEKOMEHAALIMAM MO
dopmupoBaHuto pasgena «O6ocHosanue» M3 cocraBHoro OO. B 4acTHOCTH:

a) 4Ns AeMOHCTpaLmm Toro, 4To oyHKUMK B6esonacHocTn UT u Mepbl A0BEPUS NOAXOAAT ANA Y 0BNETBOPE-
Hus TpeboBanuii 6esonacHocTn OO, MOXHO NPOCTO UCNONb30BATh CCbINKY HAa pasaenbl «O6ocHoBaHuey 36 ans
OO-KOMMOHEHTOB;

b) Ans geMOHCTpaummn B3auMHON nogaepkku yHKUmii 6esonacHocTi T MOXHO UCNOSb30BaTL pe3ynsrarhl
aHanu3sa B3auMHon nogaepxxu oyHkumumn 6esonacHoctu UT B pamkax kaxxgoro OO-KOMNOHEHTAa, NpeACTaBneH-
Hble B paszgenax «O6ocHoBaHue» 3B ana OO-komnoHeHTOoB. [Mpun aToM B pasaene «ObocHoBaHue» 36 cocTaBHO-
ro OO Heo6X04MMO PACCMOTPETL B3AUMOCBSI3U U 3aBUCUMOCTM Mexay hyHkuusimu 6e3onacHocTu UT pasnuuHbIxX
OO-KOMMNOHEHTOB.

14.3 OO BLEKT OLIEHKU — KOMMOHEHT

14.3.1 OnucarenbHble YacTu Npoduna 3awmTbl U 3aA4aHUA NO 6e30NacCHOCTH

Ecnn OO npeacrasnsaeT co6oi KOMNOHEHT cocTaBHOro OO, TO Ha 9TO A0MKHO ObITb ICHO YKa3aHO B ONUCa-
TenbHbix YacTsx M3 u 36 (B yacTHoCTH, B pasgene «Onucanue OOy). Ecnu OO npeacraBnseT co60i KOMNOHEHT
KOHKPEeTHOro coctaBHoro OO, apyrue KOMNOHEHTbI KOTOPOro Takke U3BECTHbI, TO B «Onucanum OOy cneayet
naeHtupuumnpoatb Te OO-KOMMNOHEHTbI, C KOTOPbIMU B3aUMOAENCTBYET paccMaTtpuBaemMbiii OO-KOMNOHEHT (U
KOTOpble NpeacTaBnaloT cobon Beio UT-cpeay ana pacecmarpuBaemoro OO-KOMNOHEHTA UK ee YacTb). B apymx
cnyyaax «OnucaHne OO» AOMKHO ONUCLIBATL TUMbI COCTaBHLIX OO, KOTOPbIE MO Gbl UCNOMbL30BaTh AAHHLIN
OO-KOMMOHEHT.

14.3.2 Cpepa 6e30NacCHOCTU OO BEKTA OLIEHKN

Pa3gen N3 u 3b «Cpeaa 6e3onacHoctu OO» npeagHa3HaY€EH Ans onpeaeneHus rpaHuubl cpeabl 6esonac-
HOCTU OO-KOMMOHEHTA 1, C TOYKU 3PEHUS OLieHLLMKA, FpaHuLbl oueHku OO-koMnoHeHTa. Hanpumep, cpeaa 6e3o-
nacHoctu UT ana OO-KOMMNOHEHTA MOXET BKNOYaTh B ce6s B TOM uncne apyrue MU T-kOMNOHEHTLI, C KOTOPbIMU
npeanonaraetcs s3anmogencrame OO-kOMNOHeHTa. B Takux crniyyasax Hanuuue 3asucumocten OO-KOMNOHEHTa
oT UT-cpeabl cnegyet TpakToBaTh kak npeanosnoxeHue o cpeae 6esonacHoctu OO. Mpu hopMynMpoBaHUM TaKOro
npeanonoXXeHus cneayet usberatb BKOYEHUA AeTanen peanusauum, kotopslie cneuuduuupyiorcsa B M3 u 3b6.

OO-KOMMOHEHTY MOXET ObITb NpeanucaHa Heo6x0AUMOCTb B3aMMOAENCTBUA C APYIMMU YCTPONCTBAMU B
pamkax NT-cpeabl. B atom cniyyae B N3 u 36 gomkHO ObITh BKNIOYEHO COOTBETCTBY!IOLLEE nonoxeHue MBOp.

14.3.3 Llenu 6e3onacHocTH

ITiobble 3aBucumoctu ot UT-cpeaibl cneiyeT TpakToBaTh kak Lienu 6esonacHoctu ans UT-cpeapbl.

CnegyeT OTMETUTb, UTO COOTBETCTBYIOLLMI NPOcunio 3awmtbl OO-KOMNOHEHT MOXET caM o cebe yaosneT-
BOPATL OAHOI unn 6onee Lienam 6e30nacHOCTU, OTBETCTBEHHOCTb 3a IOCTUXEHUE KOTOpbIX Bo3naraetcs B M3 Ha
UT-cpeay. Hanpumep, CYBL MOXET yAOBNETBOPATL Lieny 6e30nacHOCTU, CBA3AHHON C uaeHTUdMKaLMENR U ayTeH-
TudmKaumen, B To Bpemsi kak B N3 goctueHne gaHHOM Leny 6e30nacHOCTM BO3NOXEHO Ha ONePaLMOHHYIO CUCTe-
My, NO4 ynpaeneHuemM kotopon paboraer CYB/.

Ecnu NBOp coaepxumt npeanucaime OO B3aumMoaenCcTBOBaTbL C ApPyrumu ycrtpoucreamu UT-cpeabl, TO
HeoB6xoanMOo cchopMynMpoBaTh COOTBETCTBYIOLLIYIO Lienb 6e3onacHoctu anst OO.

14.3.4 Tpe©GoBaHuA 6e30NacHOCTH

TpebosaHusa 6esonacHoctu anst UT-cpeabl OO-KOMMNOHEHTA AOIMKHBI, A€ 3T0 BO3MOXHO, uaeHTudULu-
poBaTb KOHKpeTHble OO-KOMNOHEHTbI, HA KOTOpble BO3MaraeTcA yAOBMETBOPEHUE AaHHbIX TpeGoBaHui
Ge3onacHOCTH.

MpnmeyaHnune — TpeboBanHusa GesonacHoCTM ANA cpefibl MOTYT 6biTb onpefeneHbl NyTeM 3asBneHus o
COOTBETCTBUU Apyrum [M13.

14.3.5 KpaTtkas cneumucpmkauma o6bLeKTa OLeHKH

B Buae noagatana cneuudpukaumm pyHkuumin 6esonacHoctu UT moxeT noTpe6oBaTbCsl YTOUHEHUE paaa Tpe-
6oBanwuii 6esonacHoctu ans UT-cpeabl. Hanpumep, OO MoXeT UCnonb3oBaTh OnpeaeneHHblii MHTepdeiic ¢ one-
PaLMOHHON CUCTEMON ANA PErMCTpaLIMM reHePUPYEMbIX aHHbIX ayauTa 6esonacHoctu. Takum 06pasom, ecnm OO
npeanonaraeTt QPyHKLMOHUPOBATL B COCTaBE KOHKPETHOrO COCTaBHOro OO, TO BCE YTOUHEHHBIE TpeGOBaHUA AOSHK-
Hbl 0TOBpaXXaTbCsi HA KOHKPETHBIE KOMMOHEHThI COCTaBHOrO OO.

14.3.6 O6ocHOBaHue npodunA 3aWuTbl

Ecnu B M3 onpeaenstotca Tpebosanus 6e3onacHocTu anst UT-cpeabl, TO OHM A0MKHbI ObITb PACCMOTPEHLI B
pasaene N3 «Ob6ocHoBaHKey. B yacTHOCTM HE0BX0AUMO:

a) NPOAEMOHCTPUPOBATb, KakuM 06pa3oM TpebosaHus 6esonacHocTu ans UT-cpeabl cnocoGCTBYIOT YA0B-
netesopeHuto uenen 6eszonacHoctu ana OO;
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b) nokasatb, 4T BCe 3aBucumocTyn TpebosaHwuii 6esonacHocTn ana NT-cpeabl ya0BNETBOPEHDI;

C) NPOAEMOHCTPMPOBATL B3aMMHYI0 nogaepxky Tpebosannin 6esonacHocTy ans UT-cpeabl M NokasaThk noa-
OEePXKY C UX CTOPOHbLI NO OTHOLLIEHMIO K TpeBGoBaHuaM 6esonacHoctu UT.

14.3.7 O60ocHOBaHue 3a4aHMA NO 6e30NacCHOCTHU

Ecnu B 36 onpeaenstorca TpeboBaHusa 6esonacHocTn ans UT-cpeabl, TO OHM A0SDKHBI ObITb PACCMOTPEHLI B
pasgene 3b «O6ocHoBaHME» . B 4aCTHOCTU, A0MKHbI ObITb PACCMOTPEHBI BONPOCHI, aHANOTNYHbIE TEM, KOTOPbIE
paccmarpusatorca B [13 (cMm. 14.2.6). ononHutenbHble AeTarnu, HanpuMep, CBA3aHHbIE C 3aBUCUMOCTAMMU, BBE-
AeHHbIMKU B 3B, A0MKHBI ObITb TaKXKe PACCMOTPEHbLI B COOTBETCTBYOLWMX YacTax 36 «OB0CHOBaHUEY.

15 dyHKUMOHAaNLHLIE NakeTbl U NakeTbl TPe6oBaHUM AoBepusa K 6e30nacHoOCTU

15.1 O6bwasa nucgpopmauuma

Hacrosawwin pasgen cogepyut MeToaUYECKNE pekomeHnaaLun no hopMMpOBaHMIO NakeToB TpeboBaHuM
6e3onacHocTu. KoHuenuus naketa Tpebosanmii npeacraeneHa B 4.4.2.1 UCO/M3K 15408-1. MakeT MOXHO oxa-
paKkTepu3oBaThb CrneayroLmm 06pasom:

a) npeacraensieT cob0in NPOMEXXYTOUHYIO0 KOMBUHALMIO (PYHKLMOHAMbHbIX KOMMNOHEHTOB UMM KOMIMOHEHTOB
TpeboBaHuii foBepus k 6e3onacHocTy;

b) npeaHasHadeH gns:

- MHOTOKPAaTHOTO UCMOJIb30BaHWA NpU CO3aaHnKM Bonee KpynHbIX NAaKeToB, Npocunen 3aLuTsl U 3aaaHui no
GesonacHocTH,

- onpeaeneHns TpeboBaHui 6€30MacHOCTU, KOTOPbIE CYUTAIOTCH NOAXOAALLMMU ANSi YA0OBNETBOPEHUSA ON-
pefeneHHoro NoAMHOXecTBa Liereii 6e30nacHoCTy.

OCHOBHOE NPEMMYLLIECTBO NaKeTOB TpebOBaHMI 3aKNIOYAETCS B CHUXXeHMM paboyen Harpy3ku Ha pa3paboT-
uukoB M3 n 36 npu hopmynuposaHuu TpedosaHum 6esonacHoctu UT (cm. pasaen 10).

OLeHOYHble YPOBHU foBEPUS kK 6€30NacHOCTHU, onpeaerneHHble B pazaene 6 MCO/M3K 15408-3, Heobxoau-
MO paccmaTpuBaThb Kak npuMep 0hopmMeHus nNakeToB TpeboBaHui foBEPUS K D€30MacHOCTU.

15.2 ®opmupoBaHue (PyHKLUOHANBLHOIO Nakerta

15.2.1 Pa3paGoTuukn pyHKLMOHASNIbHLIX NAKeTOB

B kauectBe paspaboTumka chyHKLMOHaNbLHOro naketa () moxeT BbiCTynaTh Nniobas opraHu3aums, 3auHre-
pecoBaHHas B NPOABUXEHWUM CTaHAAPTU30BAHHOM cneumdmkaumm hyHKUMOHANbHBLIX BO3MOXHOCTEN obecneyeHus
Ge3onacHocTn. Paspabotka Sl MOXeT paccmaTpuBaThCA Kak NEPBbIN Lwar npu (hopMMpoBaHMKM NPouns 3aLLumTbl
(unu cemeiictea M3) nnbo kak coctasHas YacTb 36. PN MoxeT, Hanpumep, GbiTb MCNONL30BaH OpraHu3aumei Ans
cneyuduKkalum ctaHaapTHOro Habopa yHKUMOHAmNbHbIX TpeboBaHUi 6€30MaCHOCTH, KOTOPLIE AOIDKHLI YAOBIET-
BOPWUTb NOCTaBLUMKM NPOAYKTA.

15.2.2 Cogepxunmoe (pyHKLMOHANBHOIO nNakeTa

&M npeacraenseT coboii cneundukaumio GyHKLMOHaNbHLIX TpeboBaHui 6esonacHocTu. Ana opmynupo-
BaHUA AaHHbIX PTHB HeoBxoaMMO ucnons3oBaTh pekomeHgaumm B cooteerctaum ¢ 10.1. OtaensHbie ®TB, Bxoas-
wme B S, AomKHbI TG0 MAEHTMhULMPOBaTL CTAHAAPTU30BAHHbIE (PYHKLIMOHANbHBIE KOMMOHEHTbI B COOTBET-
cTBUM O cTaHgapTamu cepun MCO/M3K 15408, nubo npeacraenatb co6ou TpeboBaHus, chopMynMpOBaHHbIE B
SIBHOM BMAE W M0 POpME NPEeCTaBIeHNs COOTBETCTBYIOLLME OPOPMIEHMIO KOMNOHEHTOB TPEOOBaHUI CTAHAAPTOB
cepun MICO/M3K 15408. Mpu aTom chopmMynnpoBaHHbIe B TaKOM BUae TpebGoBaHWA AOMKHbI CONPOBOXAATHCA
YeTKkUM 060CHOBaHWEM TOTO, MOYEMY UX He0BX0AUMO Bbino hopMynMpoBaTh B ABHOM Buae. COBOKYNHOCTL OTE,
onpeaeneHHbix B O, fomkHa ObITb HANPaBNEHa Ha YA0BNETBOPEHUE ONpeaeneHHoro NoAMHOXeCTBa Lene
6e30MacHOCTU.

Mpu paspaboTtke I MOXKHO UCMONb30BaTb OAUH U3 ABYX MOAX0A0B (UNM X KOMOMHALMIO):

- bopMMUPOBaTL COBOKYNHOCTL PTH, UCX0As U3 YXKE U3MOXKEHHBIX KOHKPETHbLIX Lienei 6e30nacHoCTy;

- chopmynmpoBarth Lienu 6e30nacHOCTU, UCXOAS U3 ONpeeneHHON COBOKYNHOCTH $TB.

15.2.3 Unchopmauus, Bknovyaemas B (PyHKLUMOHArbHbIW NakeT

Kpome co6CTBEHHO (hyHKUMOHANMBHLIX TpeboBaHuii, B ®I1 cneayeT BKAOYaTL CNeayoLLY0 MHEpopmaLumio,
npeacCTaBnALLYI0 MHTEpec npu paszpaboTtke 6onbumx eI, M3 n 3b6:

a) naeHTuduKaumio uenen 6e3onacHoCTU, KOTOPLIM YA0BNETBOPAIT PTH;

b) nHhopmaumio 06 CNonNb3oBaHUN PYHKUMOHANbHBIX KOMNOHEHTOB B COOTBETCTBUM CO CTaHAapTamu ce-
pun MCO/M3K 15408 nnm 06 oTKNoHeHusix oT TpeboBaHuii ctaHgapTos cepun MCO/M3K 15408;
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c) o6ocHoBaHue OThb, Bknoyas:

1) aemoHcTpauumio ageksatHoctu $TB ans yaoBneTBopeHus MAEHTUAMLMPOBAHHBIX Lienei 6e30nacHoCTy,
2) aHanu3 3aBucumocten mexay eTh,
3) AeMOHCTpaLuIo B3auMHON Noaaemxkn OTB.

BmecTe c Tem He pekomeHayeTcst, utoObl B Pl BKMO4anack dhopmansHas cneumdukauus uenen 6esonac-
HOCTM U NonHoe obocHoBaHWe TpeboBaHuii 6e30MacHOCTH, YAOBNETBOPAIOLLME KPUTEPUSIM AOBEPUA K Ge30nacHo-
CTU B COOTBETCTBUM CO cTaHaapTamu cepun MCO/M3K 15408. 310 cBA3aHO C TeM, 4TO uenm 6esonacHoCcTu ansa
KoHKkpeTHoro OO ByayT 3aBuceTb OT cpeabl besonacHocTn OO. LienecooGpasHo, utobbl I coaepxan B Buae
3amMeyaHunin No NPUMEHEHMIO NBYIO MHdopMaLMIO, NONE3HYIO Npu hopmupoBaHun obocHoBaHui M3 nnu 3b.

15.3 Cneuuncdukauma naketa TpeGoBaHmMm goBepna K 6€30NacHOCTH

15.3.1 Pa3pa6oTuuku naketoB TpeGoBaHUM AOBepUA K 6€30NacHOCTH

B kauecTBe pa3paboTumMkoB nakeTos TpeboBaHui aoBepus kK 6e3onacHocTu (ML) MOXET BLICTYNATb OpraH no
cepTudukaumm, a TaKke nobdas opraHusauma, KoTopasi NPOBOAUT OLIEHKY NPOAYKTOB u cuctem UT. Takue nakerbl
MOTYT ONpEeAEnsTh ansrepHaTUBHbIE YPOBHU foBEPUS K 6e3onacHoCTM nnbo onpeaensTb KOMOMHALMIO KOMIMOHEH-
ToB knacca AMA «[Moaaepxxka gosepus kK 6€30nacHOCTUY.

15.3.2 CopepxaHue naketa Tpe6oBaHUiA AOBepUsA K 6e30nacHOCTH

Maket TpebGoBaHuii AoBepus kK 6e3onacHOCTU NpeacTaBnsaeT cobon cneumdukaumio TpeboBaHuii AoBEpUs K
6esonacHocTu. fina hopMmynupoBaHua 3Tux TpebosaHnin He06xo0aMMO UCNONBL30BATL PEKOMEHAALIMU B COOTBET-
creuu ¢ 10.2. OtaensHele TAB, Bxoaswme B MM, A0mkHbI naeHTM(MUMpPOBATL CTAHAAPTU30BAHHLIE KOMMOHEHTDI
aosepusi k 6ezonacHocTu, onpeaeneHHolie B MCO/M3K 15408-3, nu6o npeacraenate coboin TpeGosaHus, chop-
MYNMPOBAaHHbIE B IBHOM BuAE U N0 hOpMe NpefICTaBnNEHNs COOTBETCTBYIOLLME 0ChOPMITEHUIO KOMMOHEHTOB TPEGOo-
BaHWM B COOTBETCTBUM CO CTaHaapTamu cepun MCO/MIK 15408. Mpu aToM cchopmynupoBaHHbIE B SBHOM BUAE
TpeboBaHWA AOMKHBI CONPOBOXAATLCA YETKUM 0B0CHOBAHMEM TOT0, MOYEMY UX BbIN0 HE06X0AMMO hOpMyNUPO-
BaTb B ABHOM BUAE.

15.3.3 Undopmauua, BKOYaemMan B NakeT JOBepUust

B uenax mHorokparHoro ucnonb3osanusa MM gomkeH sknoyats B ceba nHdopmanuio o HasHaveHum TOB.
31a HhopMauusa no3sonseT nons3osarento M onpeaenuTsb, B KakUX CryvanXx ero LienecoobpasHo MCNornbL30BaThb
u kakue TOB K HemMy MOXXHO 400ABUTb.

Cneuudukauuio OY[l, npeacraBnenHylo B craHgaptax cepun MCO/MIK 15408, Heo6Gxoaumo paccmartpu-
BaTb B KayecTee obpasLia npeacraBneHust naketos TpeGoBaHmii JoBepus K 6e30nacHOCTH.
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Mpunoxenue A
(pexomeHagyemoe)

Pe3iome

A.1 BBegeHue

HacToslliee NpMNoXeHWe COAEPXKUT OMNMCaHNE KNOYEBLIX BOMPOCOB, U3MOXKEHHLIX B pasgenax 7—13.

A.2 BBegeHue npoduns sawmTbl M 3agaHna no 6e30nacHoCcTU

B pasgen «BsegeHue N3 n 3B» Heobxogumo BkntovaTb 0630p NpobneMbl 6e3onacHOCTW, KoTopasi NOANEXUT
pewenuto B N3 n 36, a Tarke kpaTkuit 0630p Toro, kak M3 n 36 cnocobeTByeT pelleHuto npobnemel 6esonacHocTu. Mpu
3TOM HeobxoAMMO 06ecnevmnTb X COOTBETCTBUE cogepxaHuto M3 u 36.

A.3 OnucaHue o6LeKTa OUEeHKN

B pasgen M3 n 3b «Onucanne OO» Heo6x0AUMO BKNOYaTL onucaHne Beex pyHKUMOHanbHBIX Bo3MoxHocTel OO,
a He TonbKo XapaKTepucTuk BesonacHocTn (ecnu Tonbko obecneyeHne Ge3onacHOCTU He SIBNSETCA €MHCTBEHHBLIM
npegHasHadyeHunem OO).

B paspen N3 «Onucanne OO» onucaHue «rpanuy OO» pornyckaeTcs He BkIovaTb. OnucaHune «rpaHuy OO» — aTo
onucaHue Toro, YTO BKITIOYAET U He BKkoYaeT B cebsa OO.

B pasgen 36 «Onucatne OO» onucaHue «rpanuy OO» BkrtovyatoT o6a3aTtenbHo. «paHuysl OO» AOMKHbI BbITh
onpejereHbl Kak B 4acTu annapaTHbIX U NPOrpaMMHbLIX KOMMOHEHTOB (pu3nyeckue rpaHuubl), Tak U B 4acT YHKLMO-
HanbHbIX XapakrepucTuk 6esonacHocTu OO.

Heobxoaumo obecneunts cootBeTcTBUE pasgena «OnucaHne OO» cogepxanuio N3 n 36.

A.4 Cpepa 6e3onacHOCTU O6beKTa OLEHKH

A.4.1 NpeanonoxeHus 6e3onacHocTH

A.4.1.1 UaenTudbnkauma

B nogpasgen «llpeanonoxeHuns 6esonacHocTu» HEO6XOAUMO BKIMOYaTb NEpeYeHb NPeANONOXEHUH O0THOCU-
TenbHo cpefbl 6e3onacHocTn OO, cBA3aHHLIX € Bonpocamu PU3UYECKoid 3aLnTel, NEPCOHaNoM U BONpOCaMu CBA3HOC-
Tn cpeabl n OO,

A.4.1.2 Cneundukaumn

Heobxogumo, no BO3MOXHOCTU, NpU HOPMYNIMPOBaAHUN NPefnoNoXeHUin 6esonacHOCTU UsberaTb BKNKOYEHUS
ntoBbIx geTaneit, kacatowuxca dyHkuymii 6esonacHocTu OO.

A.4.1.3 NpeacraBneHue

Ans ynpoleHus ccelnok Heobxoaumo, YTobbl Kaxaoe npegnonoxeHue 6esonacHocTU 6bINO NPOHYMepoBaHO
U UMENO YHWKarbHYO METKY.

A.4.2Yrposbl

A.4.2.1 NpaeHnTucbukaumusa

Mpu naeHTUdKKaLMKM yrpo3 HeoBXOAMMO OnucaTb akTueel UT, nognexalyue sawmre, METOALI HanageHWii u apy-
rMe HexenaTenbHble COBbITUSA, KOTOpbIe HEOBXOLUMO YYUTHIBATL NMpU 3aLUMTE, U UCTOUHUKM Yrpo3.

A.4.2.2 Cneuncbukaumsa

Mpu cneyndukaumm Heobxoanmo obecneunTs YETKOE ONMCaHWE Yrpo3 NyTEM NpefCTaBNeHus AeTanbHoi nHdop-
MaLMKU OTHOCUTENBbHO MCTOYHMKA Yrposbl, akTUBOB WT, NoABepXeHHbIX HanageHu o, U MeToAa HanageHus.

Mpu aToM HeobxofMMo obecneunTb KPaTKOCTb B OMUCaAHNW KaXAO0W OTAENBHOW Yrpo3bl ¢ TeM, YTOObl MUHUMMN3U-
poBaTb NepeKpbITUE OMUCaHUA pasfMyHbIX Yrpoa.

OnucaHue yrpo3 JOMXHO 3aTparnBaTh TOMBKO Te NOoTeHLManbHble cobbiTusA, KOTOpble HeNOCPeACTBEHHO MOTYT
MPWBECTU K KOMMNpPOMETaLMKU akTUBOB, Noanexatyux sawuTe. B M3 n 36 He pekoMeHAYyeTCA BKNIOYaTb OnMcaHue yrpos,
CBA3aHHbIX € HegocTaTkamu B peanusauun OO.

A.4.2.3 MNpeactaBneHue

Ans ynpoLleHus ccellok HeoBxoguMo, YToObI Kaxaas yrposa UMena YHUKanbHyo METKY.

A.4.3 Nonutuka 6e3onacHocTU opraHnsauuu

A.4.3.1 NaeHTudcbunkauusa

JtoBble TpeboBaHUst NMONUTUKN Ge30macHOCTH, KOTopble He MOryT 6biTb CHOpMYNMpPOBaHbl UCKIIOMUTENBHO Ha
OCHOBe aHanuaa yrpos, Heobxoaumo TpakToBaTb Kak npasuna MNBOp.

A.4.3.2 Cneuundmkauuma

Heobxogumo onpegenuts MBEOp B BuAe COBOKYMHOCTW NpaBun, NpeAHasHaueHHbIX Ans peanusauun OO u/unu
ero cpefoi (HanpuMep, npasuna ynpasneHUs LOCTynom).

A.4.3.3 MNpepacraBneHune

Ans ynpoLleHus ccelnok HeoBxoguMo, YTobbl kaxaoe npasuno NBEOP UMeNo yHUKanbHylo MeTky.

A.5 Llenu 6e3onacHocTu

A.5.1 ipeHTudpukauma

Ecnu dyHKUMOHanbHble TpeboBaHUA 6€30NacHOCTU yXe onpeaeneHbl, To AN Kaxaoro ocHoHoro OTE (unu
rpynnel OTE) HeobxoAMMO NocTaBUTL B COOTBETCTBUE HekoTopyto Lenb 6esonacHocTu ansa OO.
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Heobxoaumo ngeHTuduyupoBaTh Lenu 6€30nacHoCTH, OTBETCTBEHHOCTb 3a JOCTUXEHUE KOTOPLIX BO3FOXEHO Ha
UT-cpeay (Hanpumep, Ha OC, noa ynpaBneHueM KoTopoii pabotaer OO, unu Ha HEKOTOPYIO Apyryto NnatgopMy, Ha 6ase
koTopoit pabotaet OO), kak LUenu GesonacHocTn ANS cpeabl.

Heobxoanmo uaeHTUdMLMpoBaTh NpoLieAypbl, CBA3aHHbIE C UCNONb3oBaHueM koHTpMep OO, Kak uenu Gesonac-
HOCTW ANS cpeabl.

A.5.2 Cneuuncbukauus

Mpu nsnoxeHun ueneit 6esonacHoctn agns OO HeobxofMMO YCTaHOBUTL (B 3agaHHOM pa3pabotuukom M3 n 36
obbeme) Bosnaraemyto Ha OO OTBETCTBEHHOCTb 3@ NPOTUBOCTOAAHUE yrpo3am u criegosanune MNMBOp. Mpu 3ToM cneayeT
usberatb Toro, 4tTobbl hopMynupoBka Lenei 6esonacHocTu siBnsnace 6bl NPOCTLIM NOBTOPEHUEM, XOTA U B HECKONBKO
WHOI dopme, HopmaLuu, cogepxalleiica B onucanuu yrpos u MNbOp, a Takke — ageTanen peanvsauyuu.

UanoxeHue ueneit 6esonacHoctu ana OO, HanpaBneHHLIX Ha NPOTUBOCTOSIHWE Yrpo3aMm, AOIMKHO SCHO cBUAe-
TenbCcTBOBaTb, K KakoMy TUny (Lenu npeaynpeauTenbHOro xapakrepa, LUenu obHapyXeHWs wunu uenu pearmpoBaHus)
NpUHaanexuT kaxaasa uenb besonacHoCTy.

A.5.3 lNpepacraBneHune

A.6 TpeGoBaHus 6e30NacCHOCTU MH(POPMALIMOHHBLIX TEXHONMOTUIN

A.6.1 dyHKUMOHaNbHble TpeboBaHuA 6e3onacHOCTU OO bEKTa 3aWMThI

A.6.1.1 UnenTudbnkauma

B nepByto ouepeab HeobxoaMMo UAEHTUGULUpOBaTL OCHOBHEIE OTB, KOTOpble HENOCPEACTBEHHO COOTBETCTBYIOT
KOHKpeTHbIM Lensam 6esonacHoctu ana OO. fanee Heobxoanmo ccopMupoBaTh MOMHYIO COBOKYMHOCTE NMOAJEpXMBato-
wmx OTB, KoTopbie UrpatoT NoAAEPXKUBAOLLYHO (MO OTHOLUEHUIO K OCHOBHBIM DTE) ponb B ocTuXeHUU Leneit 6eaonacHo-
ctn gnsa OO0.

dopmupoBaHUe MOSTHOW COBOKYNHOCTW noaaepxusatowmx GTE npegycmarpusaeT yqeT 3aBUCUMOCTEN (PyHKLMO-
HalbHbIX KOMMOHEHTOB, onpegeneHHbix B UCO/MOK 15408-2. HekoTopble 3aBUCUMOCTU MOTYT GbiTb OCTaBIEHbl HEY/0B-
neTBopeHHbIMK. [pu 3TOM HeobxoaMMO NpuBecTn obbACHeHMe, nodemy cooTBeTcTByIoWMe PTB He ucnonb3aylotea Ans
YAOBNETBOPEHMUS Lieneil 6esonacHocTy.

A.6.1.2 Cneuucdpukaumusn

HeoGxonumo BeIGpaTh ypoBeHb ayauta 6€30nacHOCTH, UCXOAS U3 CEAYIOLLMX OCHOBHbLIX (DaKTOPOB:

- 3Ha4YMmMocTn ayauta 6e3onacHOCTU ANA AOCTUXeHMA Lenei 6esonacHocTy;

- TEXHWYeCKOW peanusyemMocTy.

Heobxoaumo Takke Mcrofib3oBaTh ornepauuto «utepauusa» B cnyvae Heob6XoAUMMOCTU HEOAHOKPATHOrO MCMONb-
30BaHMA (PYHKLUMOHANBLHOrO KOMMNOHEHTa, onpegeneHHoro B UCO/MBK 15408-2.

B M3 Heobxo4nMMo OCyLLeCTBUTL MOMHOE UMW YacTUYHOE BLINOMHEHWE onepauuili «HasHadYeHne» U «BbIGop» Haj
YHKLUMOHANBHEIMU KOMMOHEHTaMW, HanpaBfieHHoe Ha HeaonylieHne Belbopa paspaboTunkom 3B Takux pelLeHui,
koTopble Bkl MpoTUBOpeYMnn Uensm GesonacHocTu gns OO.

PekoMeHAyeTCH MCMONb30BaTb OMepaLyuio «yTOMHEHWE» B crydasx, ecru 3ameHa oblyero TepMuHa (Hanpumep,
aTpnbyT GezonacHocTu) Ha crelndmyecknii gns paccmatpusaemoro OO TepMUH genaeT cootseTcTBylowme OTE Bonee
pas3bopynBEIMU U MOHATHBIMK.

MNpeacrasneHue

B M3 v 3B pesynsraThbl BEINOMHEHWS onepauuilt HeoBXoAUMo BbIAENATb NPUHATEIM B Nogpasgene «CornalleHns»
cnoco6om.

LlenecoobpasHo 06begnHnTe OTH B rpynnbl 1 03armaBuTb faHHble rpynnsl PTH, ncxoas u3 koHTekcTa M3. 3aro-
nosku rpynn ®TE MoryT oTnM4aTbCA OT 3arofloBKOB KIACCOB, CEMEWCTB W KOMMOHEHTOB, onpefeneHHblx B MCO/MOIK
15408-2.

A.6.2 Tpe6oBaHuA ooBepuUs K 6Ge3onacHOCTU O6BEKTA OLIEeHKH

BiGop TpeboBaHuit aoBepusi k 6eaonacHocTM HeoBXOAMMO OCYLUECTBMATL C YYETOM CMEAyHLUMX OCHOBHBIX
haKTopoB:

a) LEeHHOCTb aKTMBOB, MOAMexXallux 3aliuTe, U pUcKa ux KoMnpomeTaLum;

b) TexHu4eckas peanuayemocTb,

C) CTOWMOCTb pa3paboTkn W OLeHKY;

d) Tpebyemoe BpemMa gns paspaboTku un oueHkn OO.

A.6.3 TpeboBaHus 6esonacHocTu ansa UT-cpeabl

A.6.3.1 UpeHTudpunkauus

[ns ypoeneTBopeHus Leneit 6esonacHocTy ANs cpefbl Heobxoamumo ccopmynuposaTth TpeboBaHus GesonacHo-
ctv ana UT-cpeasbl.

TpeboBaHus GezonacHocTn Ana UT-cpeabl MOTYT 6bITb ChOpMYNMPOBaHLl B NpoLecce YA0BMNETBOPEHUS 3aBUCH-
mocTeit ®TE OO, KoTopkle He ygosreTBopeHsl OO W ANA KOTOPLIX HE NpefcTaBrieHo 060cHOBaHWe oTCyTCTBUSA Heobxogu-
MOCTU B UX YAOBNETBOPEHUM (ANA JOCTMXeHUS Lieneid 6esonacHocTw).

A.6.3.2 Cneuundoukaumna

dopmynupoBaTb TpeboBaHus GesonacHocT ans UT-cpeabl HeoBXOAUMO Ha HEKOTOPOM MPUEMIEMOM YPOBHE
abcTpakyuu. Mpn 3ToM HEOBXOAUMO YYUTLIBaTbL, YTO onpeaenexune B M3 TpeGoBaHuit GesonacHocTn ansa UT-cpeabl Ha
ypoBHe abCcTpakuymu, COOTBETCTBYIOLLEM YPOBHIO NpeacTaBneHuns OTHB, MOXET oKasaTbCA CIIULLKOM AeTallbHbiM C TOYKM
3peHus Ux peanuaaunu.
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A.7 KpaTtkas cneuundpumkaumsa o6bekTa oLeHKU (ToNnbKo Ans 3agaHus no 6esonacHocTH)

A.7.1 ®yHKuUKM BGe30MacHOCTU O6HLEKTa OLIEHKMN

A.7.1.1 UaenTtucbukauusa

Heobxogumo ngeHtudulmupoBats dyHKUMU 6esonacHocTM UT Ha ocHoBe paHee chopMynupoBaHHblX OTE. OyHK-
unn 6esonacHocTn UT formkHel BbiTb U3NOXEHBI TaK, YTOOBI MakcMMarnbHO TOYHO COOTBETCTBOBaTL AoKyMeHTauun OO u
HarnagHo oTobpaxaTbea Ha cooTBeTcTBYOWMe PTH.

A.7.1.2 Cneundcbukauumsa

Heobxogumo crneungpuumupoBats dyHkuum GesonacHocTn UT nyTem ucnonbsosaHusa cneumduyeckux ana OO
TEPMUHOMOMMM U feTanei. [pu STOM Henb3a YNycTUTb HU OAHY U3 CYLLECTBEHHbIX AeTanel, cogepxalumxcsa B OTh.

A.7.2 Mepbl noBepus k 6e3onacHoOCTU

Mpw ngeHTudukaumm Mep gosepus k 6esonacHocTn HeobxoAUMO MPOAEMOHCTPUPOBAaTL, YTO OHU OXBaTbiBaKT
Bce TpeboBaHWA foBepusa k HesonacHoCTy.

[nsa Hu3knx ypoBHeit goBepus k 6e3onacHocTy (He TPebyroLLMX UCMONb30BaHNA creLmnanbHeIX METOA0B U Croco-
60B) pasgen 36 «KpaTkas cneumdukaumsa OO» He JOSKEH coepxaTb 3Ha4UTenbHoro obbema JOMOSIHUTENBHON WH-
cdopmaummn, Kpome oBLUMX YyTBEPXKAEHUA O TOM, YTO MCMONbL3YyTCA (MnNu ByayT Ucnonb3osaThea) HeobxoauMble AnNA
yAOBRNETBOPEHUs TpeboBaHuil AoBepus kK BesonacHoCTU Mepbl AoBepusi kK BesonacHocTy.

Ha Gonee BbICOKMX YpOBHSX foBepust k 6esonacHoctn (OY 5 v Bbilwe) Heobxoanma Gonbluas feTanusauus
(MaeHTUdUKALMA KOHKPETHBLIX AETanM3npoBaHHbIX Mep JoBepus k 6e30MacHOCTH), HanpUMep, CCbINMKK Ha KOHKpeTHbIe
WHCTPYMEHTarnbHble CPEeACTBa, METOALI UMK MOAXOAbI, KOTOPLIE AOMKEH UCNONb3oBaTb pa3paboTyuk Ans yaoBneTBope-
HUs TpeboBaHWii AoBepust K BeaonacHocTU.

A.8 O6ocHoBaHMe npodpuns 3almThbI

A.8.1 O6ocHoBaHMe Lenen 6e3onacHoCcTH

Heobxogumo npogeMoHcTpupoBaTth (B hopme Tabnuubl Mnn gpyruMm cnocobom), 4to Lienn Be3onacHocTh oxsaTbl-
BaloT BCe ycTaHoBMNeHHbIe B pasgene M3 «Cpepa 6esonacHocT OO» acnekTsl cpefbl 6esonacHocTn OO (yrpossl, NBEOp
W npeanonoxeHus 6esonacHocTy).

Tabnuuy cooTBeTCTBUSA Lieneit 6esonacHocTh W acnekToB cpedbl 6esonacHocT OO LenecoobpasHo AONONHUTL
HedopMarnbHEIM 06bACHEHWEM NMPUrOAHOCTU Uenei GesonacHocT Ans ydyeTa yrpos, NBOp u npegnonoxexuit 6e3o-
NacHoOCTH.

A.8.2 O6ocHoBaHuWe TpeboBaHuMIi 6esonacHOCTU

Heobxogumo npogeMoHCcTpupoBaTh (B dhopMe Tabnuubl Unu Apyrum cnocobom), 4To kaxaas uenb 6e3onacHocTu
ans OO yuTeHa, no kpaiiHel Mepe, ogHuM OTB. MpeacTtaenerHune B hopMe Tabnuubl AOMKHO GbiTb 4ONONHEHO Hedop-
MarnbHbIM 0BbACHEHWEM JocTaTouHOCTH OTE ANSA yAOBNETBOPEHUS Kaxaow Lenu 6esonacHocTy.

Ana gemMoHcTpauum B3auMHOW nogaepxkn OTB crnegyeT nokasarhb:

a) 4To (rge HeobXxoaUMO) 3aBUCUMOCTU KOMMNOHEHTOB TpeboBaHWil Ge30nacHOCTM yAOBMNETBOPEHD,

b) uTo ®TBE ABNAIOTCA cornacoBaHHLIMU (HEe NpOTUBOpPEYaT Apyr Apyry);

¢) uTo (rae HeobxoaMMo) BKItoHMeHbl NogaepxuBatowe OTB, npegHasHaYeHHbIe ANS 3aUTEl MexaHU3MoB 6e3o-
nacHocTu, peanusytowmx gpyrue OTHB, oT Takux HanafeHWil Kak «o6xoa», « HECaHKLIMOHUPOBaHHOE U3MEHEHUe» N «je-
aKTMBaLUnA».

A.9 O6ocHOoBaHMe 3afaHUA No 6e30nNacHOCTU

A.9.1 O6ocHOBaHMe Ueneit u TpeboBaHui 6esonacHocTU

dopmupoBaHue faHHbIX nogpasgenos «O6ocHoBaHUA» B 36 aHanorn4Ho opMUpoBaHNio COOTBETCTBYIOLLMX NOA-
pasaenos «O6ocHoBaHuA» B 3 (cM. A.7).

Ecnu 3B Tpebyet cornacoBaHusi ¢ oaHUM unu bonee M3, To pasgen N3 «O6ocHoBaHue» Hacnegyetca 3b6. Mpu
aToM B pasgene 3b «ObocHoBaHME» OCHOBHOE BHUMAaHUE [JOMKHO aKLUEHTMPOBATLCA Ha JONONHUTENBHLIX (N0 OTHOLWe-
Huto Kk M3) geTansx, BBeAeHHbIX B Lenn 6esonacHocTn n TpeboBaHua 6esonacHoctn UT.

A.9.2 O6ocHoBaHMe KpaTKoi cneuudmkaunmn o6 LeKTa oLleHKU

HeobxoaMmo npogeMoHCcTpupoBaTh (B hopMe Tabnuubl unu gpyrum cnocobom), 4to dyHkymu 6esonacHoctu UT
oxsaTbiBatoT Bce OTB, a Mepbl JoBepus k 6esonacHocTu — Bce TAB. MNpu 3ToM HeobxoanMo nokasatb, YTo kaxgoe OTH
vwnu TAB yqTeHo, no kpaiiHeit Mepe, oaHoI hyHKUmMeln 6esonacHocTu UT unu mepoit goBepus K 6€30nacHOCTU COOTBET-
CTBEHHO.
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MpunoxeHue B
(pekomeHayemoe)

OCHOBHbI€ NPUMEPbI

B.1 BeBeneHue

B HacTosieM npunoxeHun npvBegeHsl npumepsl yrpos, NBOp, npeanonoxexunit 6esonacHocTu, Uenel 6eso-
nacHocTu B coopme, pekoMmeHgyemoir gnsa M3 n 36. Kpome Toro, HacTosiLee NpUNoXeHWe CoOAepPXUT pekoMeHaaummn no
BbIGOPY (hYHKLMOHAMNBHBLIX KOMMOHEHTOB, onucaHHbiXx B UICO/MBK 15408-2, ans cneyundukaummn xapakTepHblx TpeboBa-
HWit 6esonacHoOCTU.

dopmynuposku yrpos, MBOp, npeanonoxeHuii 6ezonacHocTy, Leneit n TpeboBaHuii 6e3onacHoOCTW U3 HacTosLe-
ro NpunoxeHuss MoryT BbITe aganTUpoBaHbl A5 UCNONb30BaHWA B KOHKPeTHbIX 13 1 3B. B npvBegeHHbIX NpuMepax Ans
yKa3aHWUsa Ha To, YTO onpefenieHHbId TePMUH (Hanpumep, NCTOYHUK Yrpo3abl, akTUBbI, NoAnexalyne 3alure) MoXeT ObiTb
3aMeHeH TEPMUHOM, crielndpUYHbIM AN kKoHKpeTHoro M3 n 36, cooTBeTCTBYIOLWMIA TEKCT BbIAENEH KypCUBOM.

Mpu paspaboTtke M3 u 3B gonyckaeTca ncnonsaosaHne Mopmynumposok yrpos, MNBOp, npegnonoxexuit 6esonac-
HocTH, Lenel n TpeboBaHWil 6e30NacHOCTU, OTIINYHEIX OT NPUBEAEHHBLIX B AaHHOM MPUNOXEHWN.

B.2 Mpumepsb! yrpos

Mpwu paspaboTke M3 nnu 36 BaXHLIM MOMEHTOM SBNSAETCH onpefeneHue yrpos. Huxe npuBegeHbl NpuMmepbl
yrpoas:

T.ABUSE — HeoBHapyxeHHasa KoMnpoMeTauusa aktueoB UT (NnpeaHaMepeHHasa unu HET) B pesynerate CaHKUMo-
HWpOBaHHbIX AEWCTBUIA YyNONTHOMOYeHHOro nomnb3oBaTens OO.

T.ACCESS — ynonHomo4eHHbI nonbsosarenis OO MOXET Mosly4uTb AOCTYN K UHpOpMauun unu pecypcam 6es
paspeLleHus ux Bragenbla Uiy nuua, OTBETCTBEHHOIO 3a AaHHY0 MHGOPMALIMIO UNWU AaHHblE pecypchl.

T.ATTACK — HeobHapyxeHHas komnpomeTauus aktusoB UT B pesynbsrate NOnbITKU Hapywutens (CoTpyaHuKa
opraHusauun Unu NOCTOPOHHEro fnua) BLINONHUTL AEWCTBUA, KOTOPbIE €My HE pa3spelueHbl.

T.CAPTURE — HapyliuTenb MOXeT nepexsaTuTb JaHHble, nepefaBaemMble N0 CETU.

T.CONSUME — ynonHoModeHHeI nons3osatens OO pacxofyeT obLyue pecypcebl, CTaBa Noj yrpo3y BOZMOXHOCTb
ANA 4pYrvX YNOSHOMOYEHHBIX MOMb3oBaTenel Nony4nTb AOCTYN K 3TUM pecypcaM WK UCNoNb3oBaTh 3TU pecypchl.

T.COVERT — ynonHomMo4eHHbI# nonb3oatens OO MOXeT (MpefHaMepeHHO unu cny4YanHo) nepegasatb (No
CKPBITOMY KaHamny) YyBCTBUTEMbLHYIO UHOPMALIMIO NOMb30BaTENAM, KOTOpble HEe UMeIT gonycka k paboTe ¢ gaHHoi
UHdopmaunei.

T.DENY — nornb3oBaTternb MOXET y4acTBoBaTb B Nepeaade uHdopMauumu (Kak oTnpaBUTENb MW nonyyatesib),
a 3aTeM BnoCrnefCcTBUM OTpULA@TL AaHHbIA dakT.

TENTRY — koMnpomeTaymsa aktusoB UT B pesynerate ncnosnbzoBaHna OO ynofIHOMOYEHHBIM MOfib3oBaTenem B
HeHaanexallee BpeMs JHS WNW B HEHagnexallem MecTe.

T.EXPORT — ynonHoMoueHHbl nonb3osatens OO MOXET akcnopTupoBaTh UHdopMauuio oT OO (B BuAe aneKT-
pOHHOI WMnu TBEpAOW Komuw) U BnocneacTBun obpabaTbiBaTh ee cnocobamu, NPoTMBOpEYaLUMU €€ MapKUpOBKE MO
CTeNeHN CeKPEeTHOCTU (KOH(PUASHUNANBHOCTK).

T.IMPERSON — HapywuTenb (NOCTOPOHHEE L0 UNW COTPYAHUK OpraHuM3auun) MOXeET Nosy4uTb HecaHKLMOHU-
poBaHHbIA JOCTYN K UHOPMaLUK UK pecypcam, BelgaBasn ceba 3a ynonHoMoveHHoro nonb3osarens OO.

TINTEGRITY — uenocTHocTb UHOpMaLKU MOXET GblTb MOCTaBneHa Nnoj yrposy U3-3a oluMOKM nonb3oBaTens,
annapaTHbIX oWwnbok unu ownbok Npu nepegave.

T.LINK — HapywuTenb MOXET UMeTb BO3MOXHOCTb HabntoaaTe 3a MHOrOKpaTHbIM UCMONb30BaHUMEM peCcypcoB
UK yCryr Kakoit-nubo cylHocThio (Cy6bekToM Ui o6LeKToM) W, aHanuaupys ¢akTbl Takoro UCMoNbL3oBaHuUs, nonyyarb
WHOpMaLMIO, KOTOPYIO TpebyeTca COXpaHUTL B CEeKpeTe.

T.MODIFY — uenocTHOCTb UHpOpMaLMKU MOXET BbITb HapyLleHa BCNeACTBME HeCaHKLWOHMPOBaHHOW Moauduka-
LMK UINN YHUHTOXEHWUSA WHGOPMaLMKN HapyLLUUTeNeM.

T.OBSERVE — HapywuTenb MOXeT UMETb BO3MOXHOCTL HabniogaTbk 3akOHHOE UCNONb3oBaHUe pecypca WUiu
ycnyru nonbsosateneMm, B TO BpEMA Kak Nofb3oBaTerb XenaeT COXpaHUTb B cekpeTe hakT UCNofb3oBaHUe 3Toro pecyp-
ca unu ycnyru.

T.SECRET — nonb3soBatenb OO MoXeT (NpegHamMepeHHO unu cnyyaiHo) HabnogaTtb (U3ydartb) uHgopmaumio,
coxpaHeHHyto B OO, K KOTOPOW OH He UMeeT Aonycka.

Cnepytowme yrposbl MOryT y4nTbIBaTbCA NpU DOPMYNMpoBaHuK Lerneit 6esonacHocTn AnNs cpeabl:

TE.CRASH — owwu6ka 4Yenoseka, oTka3 nporpaMMHoro obecrniedeHus, annapaTHbIX CPEACTB MIIU UCTOMHUKOB
NUTaHUA MOTYT BbI3BaTb BHE3aNHOe npepbiBaHue B pabote OO, npuBoAsLLee K NoTepe Unu UCKAXEHUIO KPUTUYHBIX MO
6e3onacHOCTU AaHHbBIX.

TE.BADMEDIA — cTapeHue n U3Hoc HocuTenei AaHHbIX UM HeHaanexallee XpaHeHWe n obpalleHne co CMeH-
HbIM HOCUTENEM MOTYT NPUBECTU K €ro nopye, BeayLLei K noTepe Uin NCKaXKEHUIO KPUTUYHBIX N0 6e30MacHOCTU AaHHbIX.

TE.PHYSICAL — kpuTuU4Hble no GesonacHocTu Yactu OO MoryT ObITb NOABEPrHYTHI (DU3NHECKOI aTake, cTaBsLLei
noa yrposy ux 6esonacHocTb.
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TE.PRIVILEGE — komnpoMeTauus akTuBoB UT MOXET NpOUCXOAUTL B pesynksTaTe HenpegHaMepeHHbIX Unu npea-
HaMepeHHbIX AeNCTBUIA, NPeANPUHATLIX agMUHUCTpaTopaMn UKW APYrMMU NPUBUNETNPOBAHHBIMUA NOMb30BaTeNAMM.

TE.VIRUS — LlenocTHOCTb U/Unu AoCTyNHOCTL akTUBOB UT MOXET ObITb HapyLLeHa B pesynbTraTe HenpegHamepeH-
HOro 3aHeceHUs1 B CUCTEMY KOMIMBLIOTEPHOro BUpYyca YNOMIHOMOYEHHLIM nonb3osatenem OO.

B.3 Npumepbl nonuTukn 6e3o0NnacHOCTU OpraHu3auum

[aHHbIiA NyHKT cogepXuT ABa TUNUYHbLIX npumepa MBOp.

MBOp Ha ocHoBe AUCKPELMOHHOro npuHuuna ynpaeneHusi goctynom (P.DAC) — npaBo gocTyna K KOHKPETHbIM
obbeKkTaM AjlaHHbIX onpeAenseTcs Ha OCHOBE:

a) naeHTMdUKaLMoHHOW MHdOopMauun Bnagensla obbekTa;

b) nageHTndurkaymoHHon uHdopmaLmmu cybbekra, ocyLLecTBNAIOLWEro 4OCTyn,

C) SIBHLIX U HESIBHLIX MpaB A0CTYNa K 06bLEKTY, MPEAOCTaBNeHHbIX Cy6LeKTY BnajenbLemM AaHHOro obbekTa.

MBOp Ha ocHoBe MaHAaTHOro NpuHUMna ynpaeneHus goctynom (P.MAC) — npaBo goctyna kK uHdopMayuum, map-
KMPOBaHHOIA MO CTEMNEHN CEKPETHOCTU (YPOBHIO KOH(UAEHLNANBHOCTH), ONpeAensaeTcs cneayowmnm obpasom:

a) AaHHOMY FULly pa3pelleH JOCTyn K MHgopMaLi, TONBKO €ClN OHO UMEET COOTBETCTBYIOLLUIA AONYCK;

b) AaHHOE NULO HEe MOXET M3MEHATb 0603HaYeHNEe CTENEHN CEKPETHOCTU (YPOBHA KOHPUAEHLUNANBHOCTN) UH-
cdopMaLmn B CTOPOHY CHUXEHMUS], €CIN Y HErO HET SIBHBIX MOSIHOMOYUIA Ha BbIMOSTHEHWE TaKuX AEeNCTBUIA.

[ns kaxaoi KOHKPETHOW opraHu3auun MoxeT noTpeboBaTbes 6onee nogpobHoe onucaHune MNEOpP, 4em B Npuse-
AEHHbIX BhILLE NpUMepax.

B.4 NpumMepbl npegnonoxeHuit 6esonacHoCcTH

HaHHbIl pazgen cofepXUT NpUMepbl NpeAnonoxeHnii 6e3onacHoCTU, OTHOCALLMXCS K PU3NYECKON 3aluTe, nep-
coHany u cesasHoctn OO u ero cpeabl.

B.4.1 NMpuMepbl NpeanonoXeHui, CBA3aHHbIX C PU3NYECKOMN 3aLMTON

MpeanonoxeHue o pacnonoxeHun pecypcos OO A.LOCATE — npeanonaraertcs, 4To pecypcbl OO pacnonoxXeHsbl
B npejenax KOHTPONMPYeMOii 30HbI, MO3BONSAIOLIEH NPefoTBPaTUTb HECAHKLIMOHUPOBaHHLIA usn4eckuin aocTyn.

MpeanonoxeHue o gusnyeckoin sawmure OO APROTECT — npegnonaraetcs, 4To annapaTHbleé cpeacTsa U npo-
rpaMmHoe obecneyenne OO, KPUTUYHBIE NO OTHOLLEHUIO K peanusaLyun nonuMTuku BesonacHocTH, pusndeckn sawnwe-
Hbl OT HeCaHKLMOHUPOBaHHOW MoAMMdUKaLMM CO CTOPOHbI MOTEeHUManbHbIX HapyLluMTenen.

B.4.2 [Mpumepbl NpeAnonoXxeHui, CBA3aHHbIX C NEPCOHANoOM

A.ADMIN — npegnonaraeTcsl, YTO Ha3Ha4YeHbl OfWH UMK HECKOSbKO YMONMHOMOYEHHbIX afjMUHUCTPaToOPOB, KOTO-
pble KOMNETEHTHLI (06nagatoT HeobxoauMon kBanudukaumeit), uytobbl ynpaensaTe OO U 6e30nacHOCTbIO UHGOPMaLUK,
koTopyto cogepxut OO. lNpu 3TOM JaHHbIM agMUHUCTPaTOpaM MOXHO AOBEPATb B TOM, YTO OHU He 3noynoTpebat
npefHaMepeHHo CBOUMU NPUBUNErUAMUA € TeM, YToObl HapyLUTb 6e30NacHoCTb.

A.ATTACK — npeanonaraercsi, YTO HapyLUMTENU UMEIOT BbICOKMIA YPOBEHb CNELUanbHbIX 3HAHUWA, MOTUBALMKU U
HeobxofguMble pecypchl.

A.USER — npeanonaraetcs, 4to nonb3oBatenu OO obnagatoT HeobxoguMbIMU MpUBUNErUAMU ANS JocTyna K
uHopmaumu, kotopon ynpaenset OO.

B.4.3 NMpumepbl NpeAnonoxeHuit, MMeloLLMX OTHOLLUEHUE K CBA3HOCTH

A.DEVICE — npegnonaraeTcsi, YTO BCE COeUHEHUs C NepudepuitHbIMU yCTPONCTBaMU HaxodAaTes B npegenax
KOHTPOMMPYEMON 30HBI.

A.FIREWALL — npegnonaraeTcs, YTO MeXCeTeBOW aKpaH HACTPOeH TakK, YTO OH ABMAETCA €4WHCTBEHHON TOYKOM
CETEeBOro COeAUHEHUA MeXAY YacTHOI (NpuBaTHOM) ceTblo U (NOTeHUManbHo) BpaxaebHoi ceThio.

A PEER — npeanonaraetcs, 4To ntobkle fpyrue cUCTeMsbl, ¢ KOTopbiMU cBAsbiBaeTeA OO, NpuHagnexaT ToMy xe
opraHy ynpasneHus, 4to u OO, 1 paboTatoT NpU TEX Xe caMblX OrpaHUYEHNUsAX NOMTUKKN Be3onacHoCTM.

B.5 NMpumMepbl Luenel 6e3onacHOCTH ANs 06beKTa OLeHKH

B AaHHOM nogpasgene NpUBOAATCA NpuMepbl Lernei 6esonacHocTn gns OO, KoTopble MOTYT MCMONb30BaTLCA
npu dpopmuposaruu N3 unu 3b.

O.ADMIN — OO porxeH npefocTaBUTb YNOMTHOMOYEHHOMY afMUHUCTPaTOpPY CpeacTea, No3BonsAwLwWwme eMy ad-
dekTuBHO ynpaenaTe OO u ero (OO) pyHKUMAMM Ge30MacHOCTH, a TakKe rapaHTUpPOoBaTh, YTO TOMBKO YNONHOMOYEHHbIe
afMUHUCTPaTOPLl MOTYT MOMYYUTL AOCTYN K TakuM (OyHKLMOHaNBHEIM BO3SMOXHOCTAM.

O.ANON — OO pomxeH npegycMmaTpuBaTh CpeficTBa paspelleHns cybbekTy ucnonb3oBaTk pecypc unu yenyry 6es
pacKpbITUS UAEHTUDUKALMOHHOK MHOPMaLMK nonb3oBaTens APYruM CYLUHOCTAM (06bekTam unu cybbektam).

O.AUDIT — OO pgormnxeH npegycMmaTpuBaTh cpefcTBa pernctpannm nobeix cobelTuit, oTHocALmMxcs kK 6eaonacHoc-
TH, 4TOObI NOMOYb afiMUHUCTPaTOPY B OBHAPYKEHUN NOTEHUMaNbHBIX HapYLUeHWA (aTaK) MNu HeNpaBUIbHON HaCTPOMKK
napameTpos, koTopble genatoT OO ysa3BUMbIM ANA NOTeHUManbHbIX HapyLeHWid (aTak), a Talke AepxaTb nons3oBaTe-
nei NOAOTYETHEIMM 3a robble AeCTBUASA, KOTOpble OHU UCTIONMHAKT U KOTOPLIE CBA3aHbl ¢ 6€30MacHOCThLIO.

O.DAC — OO pomkeH npefoCTaBnATbL NOMNb3oBaTENAM CPeACTBa YrpaBneHus U orpaHWYeHUs JocTyna gpyrux
none3oBaTenen (M naeHTUPULMPOBaHHBLIX rpynn none3oBaTernieil) K 06bEKTaM U pecypcam, No OTHOLLEHWIO K KOTO-
pbIM NepBble SBMSAIOTCA BNagerbLaMi UM OTBETCTBEHHLIMMW, B COOTBETCTBUM ¢ HaBopoM npaBun, onpegeneHHbIX nonu-
Tukoih 6esonacHocT P.DAC.

O.ENCRYPT — OO ponxeH npeagycmaTtpusaTth cpefcTBa 3alyuThl KOHDUAESHLMANBHOCTA MHOPMaLIMKU NpK nepe-
Jade nocnefHen nNo cetn Mexay ABYMS KOHEYHbIMU cUCTeMaMu.
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O.ENTRY — OO pomxeH UMeTb BO3MOXHOCTb OrpaHuMuyeHus Bxoga (goctyna k OO) nonb3oBaTens Ha OCHOBe
BPEeMEHU 1 pacrnornoXeHWs YCTpoiicTBa Bxoaa (goctyna).

O.I&A — OO pomxeH BLINOMHATL YHWUKaNbHYIO MAEHTUDUKaLMIO Bcex Monb3oBaTeneil U ayTeHTUdUKaUuio
(npoBepky MOASIMHHOCTM) WASHTUMDUKALUOHHOW MHGOPMaLUM [0 NpeAoCTaBNeHUs Nonb3oBaTento A[OCTyna K
cepsucam OO.

O.INTEGRITY — OO pomxeH uMeTb cpeficTBa 06HapyXeHUs HapyLUeHUs LIeNOCTHOCTU MHGOpMaLMK.

O.LABEL — OO fonXeH XpaHUTb M COXPaHSITb LIeNIOCTHOCTb METOK ANt MHpopmaLuu, xpaHumoit n obpabaruiBa-
emoit OO. BbiBog aaHHbIX (3kenopT) OO AOMKEH UMETb METKU CEKPETHOCTU (KOHMAEHLMANbHOCTH), KOTOPbIE B TOYHO-
CTN COOTBETCTBYHOT BHYTPEHHUM METKaM CeKPEeTHOCTU (KOHUAEHLMANbHOCTH).

O.MAC — OO ponxeH sawmiyatb KOHPUAeHUManNsHOCTb MHOPMaLMK, 3a ynpaenexdune kotopoit OO oTBeqaerT, B
COOTBETCTBUM ¢ nonuTukoi 6esonacHoctn P.MAC, oCHOBaHHOW Ha HEMNOCPECTBEHHOM CpPaBHEHUW WHAWBUAYANbHBIX
paspeLleHnii (NONHOMOYKIA) NO OTHOLLEHUIO K MHGOPMaLMK U MapKUPOBKWA YYBCTBUTENBLHOCTU (KOHUAEHUMANBHOCTU 1
ap.) nHopMauun (MaHAaTHBIW NPUHLMN KOHTPOMA AOCTyna).

O.NOREPUD — OO pormkeH MMeTb cpeficTBa NOANOTOBKM JioKka3aTeribCTBa aBTOpCcTBa A4NdA Toro, 4Tobkbl npegoTspa-
TUTb BOSMOXHOCTL OTPUL@HUA oTnpaBuTeneM nHdpopMauumn dakra ee oTnpasku nosnydyaTento, U AokasatenbcTsa nony-
YeHWsa MHpopMaLuu Ana Toro, YyTobbl NpeaoTBpaTMTL BO3MOXHOCTE OTPULi@aHUSA noryyarternem uHgopMauun dakra no-
TNy4eHuUs aToN UHopMaLmu.

O.PROTECT — OO pomkeH UMeTb cpeacTBa COBCTBEHHOM 3alMThl OT BHELLUHEro BMeLLaTeNbCcTBa UKW BMeLLa-
TeNnbCTBa CO CTOPOHbI HE NOMb3YIOLWMXCA [OBEPUEM CYOLEKTOB MU MOMBITOK HE MOMb3YIOLNUXCA AOBEpUEM CyOBLEKTOB
oboiitn dyHkumn 6esonacHocTu OO.

O.PSEUD — OO pomxeH npefycMmaTpusaTth CpeficTBa ANA paspellueHns cybbLeKkTy ucnonb3oBaTb pecypc unu
yenyry 6e3 packpblTUsi MAeHTUUKALMOHHOW UHOPMaLMK Nonb3oBaTesns APYrMM CyLUHOCTAM (o6bekTaM unu cyGbek-
Tam) U B TO Xe BpeMs AepxaTb 3Ty CYLHOCTb (06beKT, cyGbekT) NoA0TYETHON 3a 3TO UCNONb3oBaHUe.

O.RBAC — OO pomxeH npepoTBpallaTb AOCTYMN NOMNb30BaTeNel K BLINOSHEHMIO onepauuili Hag pecypcamu OO,
Ha KoTopble OHU ABHbIM 06pa3oM He YMONHOMOYEHbI.

O.RESOURCE — OO pomkeH uMeTb cpefcTBa ynpaBneHus UCToNb3oBaHMEM pecypcoB nonbsosatenamun OO u
cybbekTamu B Liensax npefoTBpalleHWs HecaHKUMOHUPOBaHHOMO oTka3a B 0b6cnyXuBaHUu.

O.ROLLBACK — OO pornxeH UMeTb cpefcTBa BO3BpaTa K COCTOSIHUIO NPaBUIIBHOMO PYHKLMOHUPOBAHUA, NO3BO-
NS Nonb3oBaTesNto OTMEHUTb TPaH3aKuMK B cllydae HenpaBWIIbHOW NOCHefoBaTeNbHOCTU TpaH3aKuuil.

O.UNLINK — OO pgomkeH UMeTb CPpeAcTBa, NO3BONAIOLIME CYLLIHOCTU MHOTOKPaTHO UCNONb30BaTb pecypchl Unu
YCITyTW, BBIMOSHAA 3T0 060Cc0BneHHo OT APYrux cyLyHocTel (0bbeKToB Unu cybbeKToB), MMEeLWMX BO3MOXHOCTb JOCTyNa
K TEM Xe pecypcam unu ycnyram.

O.UNOBS — OO pgomxeH MMeTb CpefiCTBa, NO3BofsiioWne NONb3OBaTENO UCNONbL3OBaTb pecypc unu ycnyry 6e3
packpbeITUS APYrMM CYLLHOCTAM dhakTa UCMonb3oBaHUA pecypca Unu yenyru.

B.6 MNMpumMepbl ueneiit 6esonacHocTu Ans cpeabl

B paHHOM paspene npuBoaATcsa npumepsl Leneil 6e3onacHOCTU ANA Cpeabl, KOTopble MOryT UCMonb3oBaThCs
npu dopmuposaHuu M3 unu 36:

OE.AUDITLOG — agmuHuctpatopbl OO gormkHbl obecneuntb adpdpekTuBHOS Ucnonb3oBaHWe yHKLMOHANBHBLIX
BO3MOXHOCTEN ayauTa. B yacTHoCcTH:

a) JoMxHbI ObITb NPEANPUHATLI COOTBETCTBYIOLUE AeHCTBUSA (Mepbl) ANa Toro, YTo6bl rapaHTMpoBaTh HeNpepbIB-
HOe BefleHWe XypHanoB ayauTa, Hanpumep, NyTeM perynspHOro apxuBupoBaHWsa (aitnoB perncTpaLMoHHbIX XypHaros
nepes O4YMCTKOW XXypHanoB ayauTa ¢ TeM, YTobbl obecneunTb fAocTaTouHOe cBO6OAHOE NPOCTPaAHCTBO (Ha Aucke);

b) xypHanbl ayguTa crieayeT perynsipHO NpoBepsiTb M NPUHUMATL COOTBETCTBYIOWME Mepbl N0 OBHapyXeHUio
HapyLleHuii G6e3onacHoCcTW Wnu cobbITUA, KOTOpble, MO BCEe BUAUMOCTU, MOrYT NPUBECTW K TaKUM HapyLUeHWsIM B
ByayLem.

OE.AUTHDATA — oteeTcTBeHHble 3a OO AomkHbl obecneynTb, YTobbl AaHHble ayTeHTUdMKaLMm Ans Kaxaoi
y4YeTHOW 3anucu noneaosatens OO coxpaHANUCh B TailHe U He pacKpbIBannCL NUUaM, He YNOSTHOMOYEHHBIM UCNONbL30-
BaTb AaHHYI0 YYETHYIO 3anuch.

OE.CONNECT — oTBeTcTBeHHbIe 32 OO A0mKHbI 06ecneyYnTb OTCYTCTBUE NOAKMIOYEHUA K BHELLHUM CUCTEMaM
WNK Nonb3oBaTensaAM, KoTopble MOryT HapylwuTb 6e3onacHoctb UT.

OE.INSTALL — otBeTtcTBEHHLIE 3a OO AomkHbI 06ecneunTsb 6esonacHocTb OO Ha 3Tanax ero NOCTaBKW, yCTAHOB-
KM 1 sKcnnyaTauun.

OE.PHYSICAL — oTBeTcTBeHHbIe 3a OO pomkHbI 0b6ecneuunTb, 4Tobbl Te YacTn OO, KoTopble SBNAOTCA KPUTUYHBI-
MU MO OTHOLWIEHUIO K peanusauuu nonuTukn GesonacHocTy, Geinn sawmileHbl 0T PU3NHECKOro HamafeHusl, KOTopoe
Morno 6kl noctaBuTb Nog yrposy 6esonacHocts UT.

OE.RECOVERY — oTBeTcTBeHHbIe 3a OO fomkHbl 06ecneuunTs, 4Tobbl npoueaypbl /unm mexaHuaMbl 6uinn npea-
cTaBneHbl Tak, 4Tobbl Nocne oTkasa CUCTEMBI UMK APYroil HEMCNPaABHOCTU BOCCTAHOBMEHNE CUCTEMBI AocTuranoch 6e3
yuwep6a ans 6esonacHoctn UT.

B.7 Npumep cooTBeTCTBUA Lienei 6e30nacHOCTH U yrpo3

Mpumep cooTBeTCTBUSA Leneit 6esonacHocTM U yrpos npusegeH B Tabnuue B.1. GopMynupoBku yrpos u uenen
6e30nacHOCTU He Bcerfja COOTBETCTBYIOT (hOpMynupoBKaM, NpuBefeHHbIM B pasfenax B2, BS u B6.
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Tab6nuuya B.1— lNpumep cooTBETCTBUA Lieneit 6e3onacHoCTU 1 yrpo3

AKTUBBI

Yrposbl

Lienu 6esonacHocTn

[aHHble Ha Hocu-
Tensx

JaHHble packpbiTbl NyTeM He3a-
KOHHOro nepemMelleHnsa Hocute-
nA

MpeaynpexaeHune

KoHTponb nepeMeLleHnss Hocutens.
MpepoTBpaLieHne packpbITUS AaHHbIX
(nyTem wundpoBaHNs U T.4.)

O6HapyxeHue

KoHTponb xpaHeHUss HocuTenei

ObpalleHne K JaHHbIM, U3MeHe-
HWe, yaaneHue, gobGaBneHue B
NPUNOXeHUe UNKU U3BrneYeHue
U3 NPUNOXEHUS AaHHBIX Heynon-
HOMOYEHHLIM NTULOM

MpeaynpexaeHue

YnpaeneHue skcnnyaTtauunen (Hanpu-
Mep, orpaHUveHUe BO3MOXHOCTU MUC-
nonb3oBaHUA NpUKNagHOW Nporpam-
Mbl UKW TEPMUHaANa NPUNOXEHUN).
KoHTpornb npaB AoCTyna K fAaHHbIM

O6HapyxeHue

AyANT perucTpaLMoHHOrO XXypHana ak-
crnnyaTtauuu NpunoxeHus, oGHapyxe-
HUE HE3aKOHHOTO YMBILMEHHOMO U3Me-
HEHMWS, UCKAKEHUSI UMN XULLEHUS faH-
HBIX M KOHTPOIb NoCriefjoBaTEeNbHO Hy-
MepaLuu JaHHbIX

PearuposaHue

PesepBHOe KonupoBaHue/ BOCCTaHOB-
neHve faHHbIX

[JaHHble packpbITel NyTem MX
BLIrPY3KU C HOCUTENS AaHHbIX He-
YNOMHOMOYEHHBIM fTIULOM

Mpeaynpexaexue

YnpaeneHue 3KkcnnyaTtauuei (Hanpu-
Mep, orpaHUYyeHue UCMnonb3oBaHUS
PYHKLMMN BLIrPY3KM UMM TepMuUHana
npunoxenus). MNpegoTepalyeHne pac-
KPBITUSA AaHHBIX (NyTEM LUMPOBAHUSA U
T4.)

O6HapyxeHue

Ayant uicpopmMauum xypHana akcnnya-
Tayuu

Mcnonb3oBaHWe 0CTaTOUMHON UH-
¢dopmMaLumn Ha HocuTene

MpeaynpexaeHune

OuuncTtka namsaTu Npu yaaneHnun AaH-
HbIX.

MpepoTBpalyeHne packpbITUA AaHHBIX
(nyTeM wWmndpoBaHnAa n 1.4.)

HesakoHHOe
AaHHbIX

KonupoBaHue

MpeaynpexaeHue

YnpaeneHue akcrnyaTayuei (Hanpu-
Mep, orpaHu4eHue UCNosnb3oBaHUs
PYHKLMU KOMMPOBaHWUA UMW TEpMUHa-
na npuroxeHus).

KoHTpornb npas goctyna K AaHHbIM.
MpepoTBpalyeHne packpbiTUS AaHHBIX
(nyTem WncpoBaHna U T.4.)

O6HapyxeHue

AyauTt akcnnyaTauuu.

KoHTponb opuruHana (Hanpumep, npu
nomoLu NASHTUMDUKALNOHHBIX METOK,
BCTPOEHHLIX B UCXOAHBIE TEKCThI)

[aHHble He3aKOHHO UCMOoNb3y-
I0TCA, WK UX UCMONb30BaHUE
3aTpyAHEHO U3-3a U3MEHEHUA
aTpubyToB gocTtyna K AaHHbIM
HEYNONTHOMOYEHHBIM NULIOM

MpeaynpexaeHune

YnpaeneHue skcnnyaTauuei (Hanpu-
Mep, orpaHu4YeHue UCNoONb3oBaHUSA
dyHKUMN U3MeHeHnst aTpubyToB AaH-
HbIX WX TepMUHana NPUNOXEHUs).
KoHTponb npas goctyna Kk daiiny peru-
cTpayuu atpubyTtoB

O6HapyxeHue

AyaWT akecnnyaTauuu

PearnposaHue

Pe3epBHOe KonupoBaHWe/BOCCTaHOB-
neHne faHHbIX
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AKTUBBI

[aHHble Ha Hocu-
Tensx

Yrpossl Llenn 6esonacHocTu
HaHHble nonyyeHel He3akoHHo | MpeaynpexaeHue | YnpasneHuwe akcnnyaTauuein (Hanpu-
nyTem dpanscudukaymmn daina Mep, orpaHuyeHue MCcnonbL3oBaHUsa
PYHKUMIA cosfaHuns n yhaneHus dan-
NoB unu paboyero TepMuHana).
MpepoTBpalleHne packpbITUS JaHHbIX
(nyTeM LWmncpoBaHns n T.4.)
OG6HapyxeHue AyauT umHdopmMaymm o Bnajensuyax
hainos
[HanHble noBpexaeHsl U3-3a pas- | MpeaynpexaeHne | dusmyeckas salyuta HocuTeneh u yn-
pyLleHuss HocuTens paBneHne JOCTYNOM K MECTY WX XpaHe-
Hus. ybnupoBaHue XpaHUMbIX HOCUTe-
ne
OG6HapyxeHue KoHTponb XpaHWMbIX HocuTenewn
PearnpoBaHue PeaepBHOe KonuposaHWe/ BOCCTaHOB-
neHve faHHbIX
HaHHble YHUYTOXEHB! UK uX uc- | MpeaynpexaeHne | KoHTponb kavecTBa yCTpOWCTB BBOAA-
nofb3oBaHne 3aTpyAHEHo M3-3a BblBOAA.
HeucnpaBHOCTHU YCTPOWCTBA BBO- LybnupoBaHne XxpaHUMBIX HOCUTENe
fa-BbiBOfa
OGHapyxeHue O6GHapyxeHue 0TKa3oB (cpeacTBamu
oC).
Ayaut dpaiina (kypHana) peructpauuu
BbINOSTHEHUA MpOrpammel
PearnporpaHue PesepBHOe konupoBaHWe/ BOCCTAHOB-
neHve faHHbIX
ObpallieHne K gaHHbIM, U3MeHe- | MpegynpexaeHvne | YnpaeneHue skcnnyatauyuei (Hanpu-
HWe, yaanexue, fobaeneHue B Mep, OrpaHW4eHue UCMoSb30BaHUSA
NPUNOXEHNe NN N3BNEYEHNE U3 KOMaHf unu TepmuHana).
MPWUIOXEHUS AaHHbIX HEeYMosHo- KoHTponb npaB focTyna K AaHHbIM
MOYEHHbIM NULOM NYyTEM UC-
nonb3oBaHus cooTeeTcTBYIOWEN | OBHapyxeHue AyavT nHdopmaLlmmn us daiina (KypHa-
KOMaHAbl na) perncrpauuun onepauuii, obHapy-
XeHWe He3aKOHHOrO YMBbILLIIEHHOro M3-
MEHEHUSA, UCKaXEeHUA UK XULLEeHUs
[l aHHbIX W KOHTPOMb nocrnepoBaTtesib-
HON HyMepauun AaHHbIX
PearupoBaHue PesepBHOe KonupoBaHWe/ BOCCTaHOB-
neHve faHHbIX
3awmndppoBaHHble AaHHble He | [pegynpexgeHne | CTPOrMili KOHTPOMb 3a UCNONB3OBaHU-
MOryT GbITb AelndpoBaHbl M3-3a €M CeKpeTHOro Krito4a
NoTepu CEKPETHOro Krova
PearupoBaHue BoccTaHoBreHMe cekpeTHOro krova

LndgpoBaHns
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lpodomxeHue mabnuyp! B.1

AKTUBBI

Yrposbl

Llenu 6e3onacHocTu

[JaHHble Ha Hocu-
Tensx

JaHHble ownGoYHO yaaneHsl
YNONHOMOYEHHBIM JIULIOM

MpeaynpexaeHue

ObecnevyeHne Haagnexawux pyko-
BOACTB MO 3KCnyaTayun unu asToma-
TU3auus onepaumii.
lMpepoTBpalleHne onepaynoOHHbBIX
ownbok (Hanpumep, NyTeM NOBTOPHOM
NpoBepKN U MocrnefoBaTeNbLHON peru-
cTpauuu npae yaareHus)

OG6HapyxeHue

AyAuUT nHDOpMaLIMK 13 XypHana aKcrn-
nyaravuu

PearnposaHue

Pe3epBHoe konupoBaHWe/ BOCCTAHOB-
NeHvne AaHHbIX

[aHHble B Tene-
KOMMYHUKaLUOH-
HbIX TMHUAX

[JaHHble nepexsBadeHbl UNKU pas-
pYyLLEHbl B TENEKOMMYHUKaLWOH-
HOW NMUHUK

MpeaynpexaeHue

dusmyeckasn salmTa TenekoOMMyHUKa-
LIMOHHBIX JIMHWA UIN KOHTPOSb NOA KO-
YeHUs 06opyAOBaHUA K NUHUSAM.

MpepoTBpalleHne pacKpbITUS AaHHLIX,
oGHapyxXeH1e He3aKOHHOrO YMbILLNeH-
HOrO M3MEHEHUS, UCKAXEHWUS WU XU-
WeHUss faHHbIX (HanpuMmep, nyTeM
LUMbpoBaHUS NepefaBaemblX faHHbIX)

OGHapyxeHue

O6HapyXeHUe He3aKOHHOMo YMbILl-
MIEHHOTO U3MEHEHMNA, UCKaXEeHWUs Unu
XULLEHUS faHHbIX

PearnpopaHue

ﬂOBTOpHaH nepepada gaHHbIX

[aHHble npocnyLUnBatoTcs, He3a-
KOHHO YMBILUTEHHO U3MEHEHHI,
MCKaXeHbI, MOXULLeHbI, yAaneHkb
WIK JOMOITHEHBl B CUCTEME KOM-
MyTaLmu

MpegynpexaeHue

YnpaBneHue akcnnyatauueil KOMMyTa-
LIMOHHOW CUCTEMBI (HanpuMep, orpaHu-
YeHue UCnonb3oBaHUA aHanusaTopos
npotokornos JIBC)

[aHHble He3aKOHHO UCMonb3ay-
KOTCA B pesynsrarte nogMeHbl Ux
afpecara, OTNpaBuTeNs UK U3-
MeHeHusi aTpubyToB gocTyna B
cucTeMe KoMMyTaLuu

MpegynpexaeHue

3awuTa nepeaBaeMbIX JaHHbIX (NyTemM
wndpoBaHUAa U T.4.).

YnpaBneHuWe aKcnnyarauuei cucTembl
KOMMyTaLuu (orpaHU4eHne UCnosnb3o-
BaHUA OYHKUMKM OTnagKu)

O6HapyxeHue

YnpaeneHue obHapy>XeHUMEM He3aKoH-
HOFO YMBILUEHHOrO U3MEHEHWS, UCKa-
XEHWUS UNU NOXULLEHUS AaHHbIX.

AyauT XypHana, cogepxallero uHgpop-
Mauuio o paboTe oTnagouHbIX CPeACcTB

PearnposaHue

nOBTOpHaFI nepepava gaHHbIX

CBsA3b 3abnokuMpoBaHa u3-3a
NOBPEXAEHUSA NUHUM

MpeaynpexaeHune

YcTaHoBKa pe3epBHbLIX TENEKOMMYHU-
KaLMOHHBIX JIMHWIA.

KoHTponb kayecTBa TeneKOMMYHUKa-
LMOHHbBIX SIMHUIA

O6HapyxeHue

ObHapyxeHue noBpexaeHUin (cpea-
cteamu OC)

PearnposaHue

nOBTOpHaﬂ nepefava AaHHbIX
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AKTUBBI

Yrposbl

Llenn 6esonacHocTH

HaHHble B Tene-
KOMMYHWUKaLUOH-
HbIX TUHUSAX

CBAsb 3abnokupoBaHa K3-3a
aHomanuii B KaHamne CBs3N

MpepynpexaeHvne

YcTaHoBKa pe3epBHbIX kaHanoobpa3sy-
IOLLNX YCTPOWCTB.
KoHTponb kavecTBa kaHanos cBA3N

OBHapyxeHue

OGHapyxeHue oTka3oB (cpeacTBamu
oC)

PearupoBaHue

HOBTOpHaﬂ nepepada AaHHbIX

HecaHkuMoHMpoBaHHas NoBToOp-
Has nepefava fjaHHbIX B Hepas-
peLleHHbIn agpec

MpegynpexaeHue

YnpaBnenue akcnnyatauuein cucTemel
KOMMYyTauuu (Hanpumep, HanoxeHue
OrpaHWYEHNt Ha perucTpauuio npo-
rpamm)

OGHapyxeHue

MpenoTBpalleHne NOBTOPHOI Nepeaa-
4u (NyTem UCNONb30BaHWUS NOPAAKOBBIX
HOMEPOB UMW BPeMEHHbLIX METOK)

MpuknagHele
nporpammbl
(NpunoxeHus)

BbINOMHeHWe NpUNoXeHUs He-
YNOMHOMOUYEHHBIM NULIOM

MpegynpexaeHue

YnpaBneHwWe npasaMu Ha BbINOMHEHWE
nporpammel.

Ynpaenexnue akcnnyataumen cUCTeMbI
KOMMyTauuu (orpaHu4eHne yucna guc-
nnees oto6paxeHns paboTel npo-
rpamm)

BeinonHeHne MpUnoXeHUs He-
YNOMHOMOYEHHBIM NULIOM

MpeaynpexaeHue

YnpasneHne pacnosioXXeHnem u Map-
LUPYTOM BbINONTHEHUS MPOrpPamMM.
ObecneveHne 6e30MacHOCTU B MOMEHT
OTCYTCTBMSA onepaTopa.

HanoxeHue orpaHn4eHU Ha ucnonb-
30BaHWe TepMUHaANOB NPUNOXEHUN

O6HapyxeHue

AyYAUT BBINONHEHUS Nporpamm

PearuposaHue

PesepBupoBaHue / BocctaHoBNeHne
AaHHbIX

ObpaueHue Kk gaHHbIM B 616-
nMoTeKke nporpamMm, Moguduka-
LU unu yaaneHue faHHblX B
6ubnunoteke nporpamm Heynos-
HOMOYEHHbLIM NNLOM

MpeaynpexaeHue

YnpaeneHue npaBamun goctyna Kk 6u6-
nuoTtekam nNporpamm.

YnpasneHue yHKUMOHUPOBaHUEM (or-
paHW4YeHne UCNONb30BaHUA KOMaHA
Moaundukauun).

OrpaHu4eHne Ucnonb3oBaHUSA TepMu-
Hanos

O6HapyxeHue

AyanT dyHKUUOHUPOBAHUA

PearnposaHnue

PeaepBHOe konupoBaHue/ BOCCTaHOB-
neHne nporpamm

He3aakoHHOe ucnonbsoBaHue
nporpamMmbl UMK 3aTpyaHeHue
€e UCNONb30BaHWA NyTeM U3Me-
HeHus ee aTpubyToB gocTyna
HEYNONHOMOYEHHBIM NULOM

MpeaynpexaeHue

YnpaBneHue npaBaMu Ha BbINONHEHWe
nporpammeil.

YnpaBneHwe npaBaMu Ha AOCTYMN K Ka-
Tanory 6ubnmotekn nporpamm.
YnpasneHue yHKLMOHMPOBaHUEM (or-
paHuW4YeHUe ucnonb3ioBaHUA KOMaHA
mMoAaundukauumn)

O6HapyxeHune

AyauT PyHKLMOHUPOBaHUS
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AKTUBBI Yrpossl Llenn 6esonacHocTu
MpuknagHble AHOManuu B xofe BbINonHeHus | MpeaynpexgeHue | McrnoneaosaHue annapaTtHON KoHuUry-
nporpammbl nporpaMMbl U3-3a annapaTHOro pauyun ¢ gybnuposaHuem.
(NnpunoxeHus) oTKasa KoMmMbloTepa KoHTponbe kKayecTBa annapaTHbIX
cpeAcTs
OG6HapyxeHune OBHapyxeHne HefocTaTKoB (CpefCTBa-
mu OC)
PearupoBaHue BoccTaHoBneHune pabotocnocobHocTu
annapaTtHoro obecneyeHus
MpuknagHble HecaHKkUWOHUpOBaHHOE WC- | MpeaynpexaeHue | YnpaeneHue npaBamu Ha BbINOMHEHUE
npouecchbl u none3oBaHue MpuKknagHbIX Npo- nporpamm.
LaHHble LieccoB (Hanpumep, 3anpocoB no Mcnonb3oBaHne MexceTeBbIX SKpaHOB
Telnet u FTP) (hUnETPOB NPUKITALHOMO YPOBHSA).
Menonb3oBaHne WHCTPYKUMIA NO SKcn-
nyatauuu
OG6HapyxeHue AyauWT BLINOMHEHUSA NporpaMm
BriokupoBKa npuknagHelX npo- | Mpegynpexgenue | HazHa4ynTb npuopuTeThl 06paboTku
LeccoB (aTaku, HanpaBneHHble rnpoLeccos.
Ha nepenonHeHue Tpaduka, Ha- 3anpeTuTe nepefavy  3NEKTPOHHOM
npumMep, 3anpockl Ha obpaboT- noYThl
Ky MOTOKa HEHYXHbIX AaHHbIX)
OGHapyxeHue AyauT ceTeBoro goctyna
OtpuuaHue cakrta obmeHa gaH- | Mpeaynpexgenve | MpuHATAE Mep, NPENATCTBYIOWMX OTKa-
HbIMW UK OTpULLaHNe Ux copep- 3y (Hanpumep coxpaHeHWe AoKasa-
XKaHus TenbCTB, WCMONb3YA TPETbIO JOBEPEH-
HYI0 CTOPOHY MNK yHKLUUIO LWndpoBa-
HUA).
Mcnonb3oBaHne MHCTPYKUWIA NO 3aKen-
nyaTauuu
OTka3 oT aBTopCTBa AaHHbIX Mpepynpexpexne | McnonbaoBaHue yL0CTOBEPSAIOLMX CEp-
BUCOB (HanpumMep, NoATBEPXAEHNe aB-
TOpCTBA).
Mcnonb3oBaHne MHCTPYKUWMIA NO 3KCN-
nyaTauum
HecaHKkyMoHUpoOBaHHas nepe- | NpeaynpexaeHue | YnpasneHue NoToKaMu AaHHbIX (Hanpu-
fJava AaHHbIX Mep, UCMOMb30BaHNe MEXCETEBOro 3K-
paHa 1 npumeHeHue npasun 6asbl faH-
HbIX).
KoHTponb kayecTBa npuknagHelx npo-
rpamm.
YnpaeneHve yHKLUMOHMPOBaHNEM (Ha-
NpuMep HanoxeHWe orpaHW4eHuin Ha
peructpauuio nporpaMmm)
OG6HapyxeHue AyauT gocTyna K faHHbIM
HecaHkyMoHupoBaHHoe uc- | MpegynpexaeHve | YnpaBneHue npaBaMu Ha LOCTYN K AaH-
nonb30BaHWe JaHHbIX WK npo- HbIM W Ha BbINOMIHEHWe nporpamm. Yn-
rpaMm nNyTeM MCnonb3oBaHus paBneHne gyHKUMOHUpoOBaHUEM (Ha-
OCTaBLUMXCS B NporpaMMax oTna- npumep, orpaHuyeHne BO3IMOXHOCTM
AOYHBIX PYHKUWIA nMcnonb3oBaTh YHKLUUIO OTNafKu)
O6HapyxeHune AyAuT BLIMONHEHUsI NpUKIIagHOW Npo-

rpammel
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AKTUBbI

Yrpossl

Llenn 6esonacHocTn

MpuknagHeie
npovecchbl U
fLaHHble

Heo6ocHoBaHHbI# 0Tkas oT npe-
AOCTaBMeHns ycryru

MpeanynpexgeHue

Ha3sHayeHne npuoputeToB o6paboTku
npoLeccos.

KoHTponbk ka4yecTtBa npuknagHelX npo-
rpamm.

OBy4yeHne 1 obecneyeHne MHCTPYKLM-
AMW 3KCNMyaTaLMoHHOro nepcoHana.
KoHTponb kadecTBa annapaTHbIX
cpefcte 06paboTku AaHHbIX.

OueHka Npou3BOAUTENBLHOCTU pecyp-
coB 06paboTkM JaHHbIX

AyZuT BbINOIHEHUsI NPpUKNagHoW npo-
rpaMmbil

He3akoHHOe yMbIlWNeHHOe W3-
MEHeHWe, UCKaXeHWe, NoxuLLe-
HWe, yAaneHue Unu paspyLleHue
AaHHbIX

MpegynpexgeHue

YHpaBneHme npaBamMn Ha WUCNONbL3O-
BaHWe AaHHbIX.

YHpaBneHme cosjaHnemM u neperanon
AaHHbIX

OBHapyxeHue

O6HapyxeHne NU3MEHEHUNA AaHHbIX

PearvpoBaHue

PeaepBHoe KonupoBaHWe AaHHbIX

HecaHKUMOHUpPOBaHHOe BbINON-
HeHuWe onepauui

MpegynpexgeHue

anasneHme npaBaMn Ha BblNONHEHUE
onepauui.

KoHTponb MecTa BLINOAHEHUA onepa-
uni (yaaneHHbld, Yepes UHTepHeT U
Ta.)

Ob6HapyxeHune

AyauT BLINONHEHWA onepaluii

HapylweHne koHduaeHymanb-
HOCTH

Mpeaynpexaexune

YnpaBneHue npaBamMu Ha MCNOMNb30Ba-
HUe KoHduAeHUnanbHOW MHpopma-
L.

AHOHUMHOCTb M UCMONb3OBaHUE MCEB-
I OHUMOB.

ObecneveHue NpaBUINBLHOCTU 3aBepLUe-
HUs ceaHca 06paboTKM AaHHbIX

OTtobpaxaeMble
AaHHble

MpoCMOTp AaHHBIX HEYMOITHOMO-
YeHHbIM JIULOM

MpeaynpexaeHue

dusumyeckas 3awura (M3onauus) gucr-
nes.

ObecneyeHne BbiNnonHeHus Tpebosa-
HWIA 3KCrnyaTaUUoOHHLIX [JOKYMEHTOB

HecaHKLWIOHVIpOBaHHoe Konu-
poBaHne UnNun nevatb

Mpeaynpexaexue

Ob6ecneveHue 3aLMTLI BO BpeMsl OTCYT-
CTBUSI YMONHOMOYEHHOTO NUUa.
OrpaHuyeHne UCMONb30BaHNUA (DYHK-
LWiA KONMpoBaHWUSA U NeYaTy.
ObecneyeHune BbINoNMHeHUA TpeboBa-
HUWIA 3KCMyaTaLMOHHBIX JOKYMEHTOB

Ob6HapyxeHune

KoHTponb NoAfMHHOCTY (3NeKTPOHHbIE
METKHN)

BBognmble faH-
Hble

[JaHHble pacKpbiTel BO BpeMs
BBOAA

MpenynpexgeHue

KoHTponb gocTyna B nomeLleHune, B Ko-
TOPOM pacnoroXeH TepMuUHan Beoja
WUHopMaLnu.

ObecneveHune BLIMONHeHUA Tpeboba-
HWIA 3KernyaTauMoHHbIX [OKYMEHTOB
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AKTUBBI

Yrposbl

Llenn 6esonacHoOCcTH

BBoaumble paH-
Hble

BeefieHHble flaHHble HeCaHKLM-
OHMPOBAHHO U3bSATHI (UNK yaane-
Hbl)

Mpeaynpexaexue

KoHTporb HOCUTens, Ha KOTOPOM Xpa-
HATCS1 BBeJEHHblE JaHHble.
O6ecneveHne BbiNoNHeHUA Tpebosa-
HUWIA 3KCNNyaTaUUOHHBIX AOKYMEHTOB

HWS HE3aKOHHO pacKpbITON UH-
dopMauumn ayteHTUdUKaLUK

PearuposaHue PesepBHOe konupoBaHWe BBOAUMbIX
AaHHbIX
HaHHble, BuiBOAN- | O3HakomneHne unu usbatue | MNMpepynpexaenne | Gusndeckas sawuTa nevaTaeMbiX AaH-
Mble Ha nevaTb A@HHBIX HEYMONMHOMOYEHHbLIM HbIX.
nuyom O6ecneveHune BbINonHeHUs Tpebosa-
HWIA 3KcnnyaTaUUoHHBIX JOKYMEHTOB
HecaHkuynoHuposaHHoe konu- | MNMpeaynpexaeHue | 3awmra oT KONMpPOBaHUS.
poBaHue ObecneyeHne BbINONMHeHUs Tpebosa-
HWIA aKCMnyaTaUnoHHBIX JOKYMEHTOB
O6HapyxeHue KoHTporib NognuHHOCTU (3NeKTpoHHas
MeTKa)
HaHHble nonb3o- | Monb3oBaTtens (Yenosek, cucte- | Mpeaynpexaexnne | MaeHtudmkauma goctyna.
BaTeneu Ma, TepMUHan) He MOXET ObITb MpeHTudpukayua (HasHaveHne MAeHTU-
naeHTUdMLUpoBaH dukaTopa KaxaoMy nonb3osaTenio/cu-
cTeme; IP-agpec).
OrpaHuyeHne paboynx mect
O6HapyxeHue AyauT BbINONHEHUA UAEHTUUKaLUK
MackmpoBka nyTem ucnonbsosa- | MpegynpexaeHne | AyteHTudukaums nonb3oBaTensi.
HWUA pacKpbITON UeHTUUKaLI- KoHTponb naeHTUdUKaLUOHHON WUH-
OHHOI MHOpPMaLUKW Nonb3oBa- dpopmMauumn
Tens (4enoBeka, CUCTEMbI, Tep-
MUHana) O6HapyxeHue AyauT BBINONHEHUA UAEHTUDUKaLUK
Monb3oBaTent He uaeHTUdULM- | Mpeaynpexaenne | besoTnaratenbHas ayTeHTUUKaLNA
poBaH (ayTeHTudUKauua go nobeix gencTeunii
nonws3osaTens).
HapexHan naeHTudukayus.
AyTeHTUDUKaLNA Ha OCHOBE CEKPETHO-
ro kntova, napons, GunomeTpudeckux
XapaKTepucTUK.
AyTeHTudUKalmsa ¢ o6paTHOIA cBA3LI0
Ob6HapyxeHue AyauT BbINOSIHEHUA ayTeHTUUKaLun
MackupoBka nyTem ucnonssosa- | MNpeaynpexaenune | Ucnonb3oBaHMe HECKONLKUX MEXaHWU3-

MOB ayTeHTUdUKaLmK.

YnpaeneHue JOCTYNOM K cepBepy (paH-
Hee obHapyxeHue aTak; perucrpauus
MHGOPMALIMKU O BLIMOMHEHUN ayTEHTU-
dukauum).

3awura ayTeHTUUKaLMoHHOW UHGOP-
Mauuu (ofHOHanpaBneHHoe WwudpoBa-
Hue)
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AKTUBBI

Yrposbl

Llenin 6esonacHocTu

HaHHble nonb3o-
BarTenen

MackupoBKka nyTeM ucnons3osa-
HWUA HE3aKOHHO PAaCKPLITOW WH-
dopmaummn ayTeHTUdUKaLum

MpeaynpexgeHune

OrpaHuyeHue nyTei goctyna (Hanpu-
Mep, 3anpeT AOCTyna C UCMosb3oBaHu-
eM obLuX TeneKoMMYHMUKaLMOHHBIX
NUHUA U UHTepHeT).

Mcnonb3oBaHne ofHopasoBLIX Napo-
nen

OGHapyxeHue

AyavT goctyna K cucteme

PearnpoBsaHue

BrokupoBka paGoTsl nofb3osaTesns

MackupoBKka NyTemM He3akoHHO-
ro (FlorM4eckoro) BelBofja ayTeH-
TUUKaALMOHHON MHopMaLmMK

MpeaynpexgeHune

AyTeHTuduKauma (npegoTepalleHue
TIOrn4ecKoro BbiBoAa).

YnpasreHne AOCTYNOM K cepBepy (paH-
Hee obHapyxeHuWe atak; obecnedeHune
HEBO3MOXHOCTW MONYYeHUA JocTyna K
cepBepy Ha ANuUTenbHbIA nepuod).
Mcnonb3oBaHWe HECKONbKUX MeXaHW3-
MOB ayTeHTUDMKaLUW.

YnpaBneHue ayTeHTUOUKALMOHHOW
nHdopmMaLmei (Hanpumep, npegoTepa-
L{eHWe Nornyeckoro BelBoga, UCMonb-
30BaHMe AJNTMHHOMO CEKPEeTHOro Kroua
LUNPOBAHNSA, CUHTaKCUYECKUX Npasun
reHepauun ayTeHTUPUKALUUOHHON MH-
dopmMaLnMnm N U3MEHEeHUe ee Hadalb-
HOro 3HaYeHus)

OGHapyxeHune

AyAWUT AOCTyNa K cucTeme

PearvposaHue

BnokupoBka paboTel nonb3oBaTens.
MuHUMKU3aUMSA HeXenaTenbHOro BO3-
AeWcTBUA (MUHUMU3ALUA BPEMEHMU
AelcTBuA)

MacknpoBKa nyTeM UcrnonsL3oBa-
HUS HeAeMNCTBUTENBHON ayTeH-
TUUKALUOHHON MHpopMaLmMm

MpeaynpexaeHue

KoHTponb cpoka peicTeus
PUKaLUoHHON UHOopMaLUK.
YnpaeneHue ayTeHTUPUKAUNOHHOW
WHdopmauyunein (HanpuMmep, KOHTPOnb
3a YHUUYTOXEHWeM nHdopMauum)

ayTeHTH-

O6HapyxeHue

AyauT goctyna K cucteme

Mcnonb3oBaHue HepencTBU-
TenbHOro npaBa Wu3-3a cbos
XypHana peructpayuu npase
nonb3oBaTenen

MpeaynpexaeHue

KoHTponb 3a none3osatenamu (6e3oT-
naratenbHoe OoTpaxeHue moanduka-
uun npae nonb3oBaTtenen)

O6HapyxeHue

AyauT goctyna K cucteme

HeiictBuA nonb3oBaTenss He-
CaHKUWOHUPOBAHHO PacKpbIThl
(HapyweHne KoHdUAEHUNaNb-
HoCTH)

[MpeaynpexaexHue

YnpaBneHue npasamMu Joctyna Kk peru-
CTPaLMOHHON UHOPMALUK, UMEtOLLIeH
OTHOLUEHWE K MONb30BaTENAM.
AHOHUMHOCTb U UCNONb3OBaHWE NCEeB-
AOHUMOB.

ObecneveHne NPaBUIbHOCTYN 3aBepLue-
HUSA ceaHca 06paboTkn AaHHbIX

O6GHapyxeHune

AyauT goctyna K cucteme
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AKTUBBI

Yrposbl

Llenu 6esonacHocTn

[aHHble nonb3o-
BaTenen

OTpuuaHne akta nepegadu
JaHHbIX

Mpepynpexaexune | MpepoTBpalleHne oTkasa oT akTa
nepeaaqn faHHbIX.
OBecnedvermne BbiNonHeHua Tpebosa-
HUWiA 3KcnnyaTauuoHHBIX JOKYMEHTOB
O6GHapyxeHune AyauTt obMeHa JaHHbIMK

OTpuLaHWe BriageHns baHHbIMU

MpepynpexaeHue

ABTOMaTWYecKas peructpalus Bna-
Aenbua B rnpouecce opMUPOBaHUA
AaHHbIX

OGHapyxeHue

AyauT gocTyna K cucteme

OTpuuaHue dakta npuema AaH-
HbIX

MpeaynpexaeHune

MpefoTepalleHne oTKkasa oT dakTa
npuema AaHHbIX.

OBecneyeHne BeINoNHeHUs Tpebosa-
HUIA SKCMNyaTaLUMOHHbIX JOKYMEHTOB

OGHapyxeHue

AyAnT oBMeHa AaHHLIMU

[aHHble nocnaHel HecooTBeT-
CTBYIOLLEMY MOny4aTento Bcnea-
CTBME €ro MackupoBKM Moj aB-
TOPW3OBAHHOrO Nofb3oBaTens
unu owmnbku crneyudrkalum

MpeaynpexaeHue

AyTeHTudunkauua agpecaTa.
ObecrneveHne BbINoNHeHUsA Tpebosa-
HUIA 3KCMNyaTaUNOHHbIX AOKYMEHTOB

O6HapyxeHue

Ayaut obMmeHa AaHHbIMK

MackupoBKka NyTeM NojZAenku
UHOpMaLMKN ayTeHTUdMKaLm

MpegynpexaeHue

YnpaBrneHue npaBaMu 4oCTyna K ayTeH-
TUPUKALUNOHHON MHPOPMaLMW.
MpoBepka AOCTOBEPHOCTU ayTeHTUDN-
KaUWOHHON MHOopMaunK.
YnpasneHue ayTeHTUPUKaALUUOHHOM
nHpopMauunen (Hanpumep, nNpeaoT-
BpalweHne anscudpukauuu, Hagex-
Has opraHusauyus npouecca ayTeHTU-
dukauyumn, dusndveckan sawurta ycr-
pPONCTB ayTeHTUdMKaLum)

OGHapyxeHue

YnpaeneHue 4OCTYNOM K cepBepy (paH-
Hee oBHapyxeHue aTak)

CucTeMHble cnyx-
Obl U 4aHHble

HapyLweHue 6e3onacHoOCTU cuc-
TeMbl MyTEM pacKpbITUA CEKpeT-
HOro Krtoya LWMdpoBaHus

Mpeaynpexzaexue

CosflaHne cekpeTHbIX Krtouel Wndpo-
BaHWA JOCTAaTOYHON CTOMKOCTU M ANWU-
Hbl U UCMONb3OBaHWE CTaHJapTHLIX
MPOTOKONOB NepeAaYm Krouei

O6GHapyxeHune

AYAUT HYHKLUMOHUPOBAHMUS CUCTEMBI

PearnpoaHue

HasHaueHne
Krtova

HOBOIro CEKpeTHOro

CucTeMa He3aKOHHO WUCMOMb3y-
eTcsi nosfib3oBaTenieM, KOTOpbIN
BblAaeT cebs 3a onepartopa BO
BpeMsl OTCYTCTBUSA onepaTtopa

Mpegynpexaexue

Obecneyerne Hapgnexallei 3alWuThl
BO BpeMs OTCYTCTBUs onepartopa (Ha-
npumep, BpeMeHHoe npekpaljeHue
paboTbl, ceaHca v NpoBeAeHue NoBTop-
HO ayTeHTUdUKaLmK)
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AKTUBBI

Yrposbl

Llenu 6esonacHocTn

CuUCTEMHbIE CryX-
Obl U JaHHble

HapyleHne 6e3onacHoCTU cuc-
TeMbl BCIeACTBME HECAHKLMOHU-
poBaHHOro AeWCTBUS Unn ownt-
KN YMNOMHOMOYEHHOro NnonbL3oBa-
Tens

Mpeaynpexaexne

MpenoTepaTUTL OLUWGKM YNONTHOMOYEH-
HOro Morb3oBaTens (Hanpumep, NyTeM
MCronb30BaHWA 3anpocoB NoATBEPX-
AEHWUSA BBINOSHAEMbIX LENCTBUNA).
YnpaBneHwe npaBamu Mnonb3oBaTens
(HazHa4eHMe MWUHWManbHO Heobxogw-
MbIX NpaB).

YnpaeneHue aygutoMm, paspaboTtka UH-
CTPYKUMiA, NoBbILEHNE KBanudukaymm
rnones3oBaTtenei U NpUMeHeHue LWITpa-

¢oB

OGHapyxeHune

AyANT OYHKLUMOHUPOBAHWS CUCTEMBI

BHefpeHve Bupycos

MpepynpexaeHue

MpoBepka Ha OTCYTCTBME BUPYCOB B NO-
nyYeHHBIX Nporpammax, a Takke dai-
nax, NpUCoefUHEHHbBIX K cOOBLEHNAM,
NocTynatoLwum no NEKTPOHHOW novTe.
YnpasneHne JocTynom (HasHaveHue
COOTBETCTBYIOLMX NpaB AOCTyna W 3a-
wuTa pannos).

3anpeT UCNoNb3oBaHWA AaHHBIX WK
nporpamm, nofy4eHHbIX U3BHe.
KoHTponb MHCTannAuuMKU nporpamm

Ob6HapyxeHue

AyauT paboTbl cUCTEMBI

PearnpoBaHue

BbinonHeHne Heo6XoAUMBIX OTBETHBIX
JeWlcTBUiA (HanpuMmep, ocTaHOBKa CUC-
TeMbl UMK OTKIOYEHNE OT BHELLHEN CU-
CcTeMbI)

HecaHKUMOHUpPOBaHHOE MPOHUK-
HOBEHWE B cUCTEMY

MpeaynpexaeHue

NpeHTndukauma, ayTeHTUdUKaumsa 1
noATBepXAeHne npas nonb3oBarenemn
(aBTOpPU3aLUA) NpU AOCTYNE B CUCTEMY.
YnpaeneHue KoHdurypaLuein cuctemsl
(Hanpumep, nogknioveHnem obopypo-
BaHUS U BHELUHUMU COEJUHEHUSMM).
YnpaeneHune nons3oBatensmu

O6HapyxeHue

AyanT YHKLUOHNMPOBaAHUS CUCTEMBI

[MpoHMKHOBEHUE B CUCTEMY, UC-
nonb3ys M3BecTHble AedeKTbl
NpoToKonoB (Hanpumep, NPoTo-
kona IP)

MpeaynpexaeHune

Mcnonb3oBaHue MexceTeBbIX 3KpaHOB
(dpunsrpauyus).

KoHTpornb AocTyna K cMCTEMHBIM pecyp-
cam.

OrpaHudeHne gocTyna K nporpammamM
Wnu cepBucam, peanusyomum yassu-
Mble NPOTOKOSbI

OG6HapyxeHue

AyauT DYHKLUOHUPOBAHUS CUCTEMBI

HapyLweHue 6e3onacHoCTH cuc-
TeMbl BCreACTBME HECAHKUMOHU-
poBaHHOW 3aMeHbl CUCTEMHON
nporpammbl

MpegynpexaeHue

KoHTponb goctyna k 6ubnmoreke cuc-
TEMHbLIX Nporpamm.

YnpaBneHne yHKUMOHUPOBAHUEM
(pa3paboTka goKyMeHTaLMM MO UC-
MoNbL30BaHWID CUCTEMHbLIX Mporpamm)
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AKTUBBI Yrposbl Lienn 6esonacHocTn
CucteMHble cnyx- | Hapywenune 6esonacHocTu cuc- | O6HapyxeHue Ayaut poctyna k 6ubnuoteke nporpamMm
6bl U faHHble TeMbl BCNeACTBUE HECaHKLUO-
HAPOBAHHON 3aMeHbl CUCTEeM-
HOW nporpammel PearnposaHue PesepBHoe konupoBaHue nporpamm

OGcnyxueaHue npekpauweHo | Mpeaynpexaenne | dy6nupoBaHue GUGANOTEKN CUCTEMHBIX
n3-3a paspyLIEHUs CMCTEMHOM nporpamm.

nporpaMmsi KoHTponb HocUTenei NporpaMm U sKc-
nnyarayuu nporpamm

HecaHkuuoHupoBaHHas cuc- | [MpegynpexaeHue | YnpaeneHWe npaBaMu Ha BbINOSHEHUE
TeMHas onepauus onepayuii.

YnpaeneHue akcnnyartauyuei (orpaHu-
YeHUS BbINOJTHEHMA ornepaLuii)

OBHapyxeHue AyauT aKkcnnyatauuu
WHdopmMaynoH- [MoBpexgeHune unu nsbATUe Mpeaynpexaenue | OdybnupoBaHue.
Hoe obopyaoBa- YnpasneHue [OCTYNOM B MoMmellieHue,
Hue rae pacnonoxeHo obopyfoBaHue.

YnpaeneHue koHdburypaLmeit o6opyao-
BaHWA B Nepuoj XpaHeHus

OTKMtoUEeHNE NUTaHUsA Mpegynpexgerne | Ucnonb3oBaHne pe3epBHBIX UCTOYHU-
KOB 3NeKTpornuTaHus.

Ucnonb3oBaHUe UCTOHMHUKOB Becnepe-
G0iHOro NUTaHusA

PearvpopaHue Bo3o6HoBneHWe aneKkTponuTaHua

B.8 Mpumepbl hyHKUMOHaNbHLIX TpeBoBaHU 6e30nacHOCTU

HaHHbI pasgen B kavyecTBe npumepa naeHTudMUmpyeT dyHKUUM BGesonacHocTH, dYHKLNOHAMBHBIE KOMMOHEHTHI,
onucaHHble B MICO/M3K 15408-2, koTopble MOryT BbiTb UCMONB30BaHEI ANS (hopMyNMpoBaHuUs cooTBeTCTBYOWNX OTH.

®yHKUWMKM BesonacHoCcTU o6beHeHbl B CrieayroLLme rpynmebi:

- MaeHTUUKaLmMS 1 ayTeHTUdUKaLms;

- ynpaeneHue AocTynowm;

- ayauT,

- LIefIoCTHOCTb;

- JOCTYMHOCTb;

- NPUBATHOCTb;

- 0OMeH AaHHbIMU.

B.8.1 Tpe6oBaHus nAeHTUDUKALUU 1 ayTEHTUOMKaLUK

®yHKUMOHamNbHblE KOMMOHEHTHl Ans TpeboBaHWiA waeHTUUKauMM u  ayTeHTMdUKALMM NpefCTaBneHbl B
Tabnuue B.2.

Tabnuuya B.2 — OyHKUMOHAMBHLIE KOMMOHEHTH! ANA TpeGoBaHWiA uaeHTUdUKaLMK 1 ayTeHTUdUKaLum

OyHKUNOHanbHble
TpeboBaHna 6e3onacHOCTH KOMMOHEHTBI
YnpaBneHue JocTynom B cu- | MaeHTudukaums nonvsosatenei FIA_UID.1-2
cTeMy (peructpaumet)
AyTeHTudmkaumsa nons3oBatenen FIA_UAU.1-2
OrpaHudeHne yucria HeyAauHbIX BXOAOB B CUCTEMY FIA_AFLA
[oBepeHHbIA MapLIpyT ANS BXoAa B cUCTeMy FTP_TRPA
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®YHKUMOHanbHble

TpeGoBaHuA GesonacHoCTH KOMMOHEHTBI

YnpaeneHne AOCTyNoM B cu- | YrnpaBneHue JOCTYNoM Mo BpemMeHu u mectononoxeHuto | FTA_TSE.1
cTemy (peructpauueit)

BbiGop naponeit YrpaBreHve BLIGOPOM creHepupoBaHHbx nonbaosate- | FIA_SOS.1
naMu naponei (Hanpumep, MUHUManbHasa AnuHa, dune-
Tpbl Napons, UCTOpUsSt Napons)

ABToMaTu4eckasn reHepauus napons OO FIA_SOS.2

OkoH4YaHWe nercTBus naposs FMT_SAE.1
3awuTa ayTeHTUdpMKaLMoH- | CKpbITUE Napossi BO BpeMs ero BBOAa FIA_UAU.7
HbIX AaHHbIX

3aluTa oT HecaHKLMOHNPOBaHHOK Mogudmkaumm U Ha- | FMT_MTD.1

ontogeHuns

3aluTa oT NOBTOPHON Nepeaadun FPT_RPL.1

3alyuTa OT KONMMpOoBaHUS U Noaaenku FIA_UAU.3

3alyuTa OT NOBTOPHOrO UCNONb30BaHWUA ayTeHTuduka- | FIA_UAU.4

LIMOHHBIX faHHbIX (Hanpumep, of4HOPa30BOE UCNONbL3O-

BaHWe napons)

3allyLLeHHbIi MapLUpYT ANS U3MEeHEeHUS napons FTP_TRPA1
BrokupoBaHue ceaHca BriokupoBaHue BcrefcTBue OespeicTBua nonbsosa- | FTA _SSL.1

Tens

BriokupoBaHve no 3anpocy nonb3oBaTens FTA_SSL2

3aBepLueHune BenieacTBue 6esaeiicTBuA nonbsosaTtens FTA_SSL.3

YJyeTHble 3anucn 1 npocdunu | Ynpaenewue cosgaHueMm, yaaneHuem w ucnonbsosanu- | FMT_MTD.1
nons3osaTenewn eM YYeTHbIX 3anvceit Nonb3oBaTens

OnpepeneHue atpubyToB GesonacHocTu nonbsoBatens, | FIA_ATDA
cofepxalymnxca B ero npocune

YnpaBneHue mogudukalmei npocdpunein nonbsosatens | FMT_MTD.1
(To ecTb aTpubytamu BesonacHocT Nonb3oBaTens)

B.8.2 TpeGoBaHus ynpaBneHu1s JOCTyNnom
®YHKLMOHabHEIE KOMMOHEHTHI AN TpeGoBaHWil yNpaBneHns AoCTynoM npeAcTasneHsl B Tabnuue B.3.

Tab6nuya B.3 — OyHKUMOHANEHBLIE KOMMOHEHTLI ANA TPeBGOBaHWA ynpaBneHua 4OCTYNOM

DyHKLMOHamNbBHbIE

Tpeb6oBaHua 6e3onacHOCTH KOMMOHEHTBI

OuckpeLuuoHHoe ynpaenexnne | OBnacTb feAcTBUA NONUTUKKM Be30nacHoCTU (06LeKThI, FDP_ACC.1-2
JOCTynoMm CyObeKTbl U feiicTBUS, OXBaTbiBaEMble MOJIUMTUKONM)

MpaBuna ynpasreHuA JOCTYNoM cyObekToB Kk o6bek- | FDP_ACF.1
Tam
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cybbekTamm

TpeGoBaHuA GesonacHoCTH PYHKUMOHATILHbIE
KOMMOHEHTHbI
OuckpeuunoHHoe ynpaenenne | OTMeHa npaB B COOTBETCTBMM C MONUTUKON auckpeunor- | FDP_ACF.1
LLoCTyrnoM HOro ynpasfieHust 4OCTyNom
YnpasneHue, ocHoBaHHOe Ha | MaMeHeHWe npaB JocTyna K obbekTy FMT_MSA1
aTpubyTax AUCKPEeLMOHHOro
ynpaeneHua AocTyrnoM 3afaHue aTpubyToB Mo ymMonyaHuio Ans BHOBL co3fasa- | FMT_MSA3
eMbIX 06bekToB
N3MeHeHMe Bnagenbla obbekTa FMT_MSA1
M3MeHeHWe NpUHaAnexXHoOCTU K rpynne nonb3oBaTene FMT_MSA.1
MaHngaTHoe ynpaBneHnve fo- | Obnacte AedcTBMS nonuTukn GesonacHoctu (06bekTwl, | FDP_IFC.1-2
CTynom cyObeKTbl U JelicTBUS, OXBaTbiBaeMble NMONUTUKON)
MpaBuna ynpasreHus goctynom/uHdopmaumonHeiMu | FDP_IFC.2
notokamu
OTMeHa npaB B COOTBETCTBWM C NonuTukon mangaTtHoro | FDP_IFF.7-8
ynpasneHua JoCTynom
OrpaHudeHne CKpbIThIX KaHanos FDP_IFF.3-6
YnpaBerneHue, oOCHOBaHHOe Ha | MlaMeHeHWe MeTok obbekTa FMT_MSA.1
aTpubyTax MaHgaTHoro yn-
paBneHns 4ocTynom 3afaHne METOK Mo YyMOn4YaHuio A BHOBb cosfiasaemblx | FMT_MSA.3
o6bekToB
M3MeHeHWe paspelleHnii Nonb3oBaTenam FMT_MSA1
Bbibop paspelieHns Ha ycTaHoBnNeHWe ceaHca ceasu npu | FTA_LSAA1
BXOJ€E B CUCTEMY
SkenopT/MMnopT MMnopT HeMapKUpoBaHHbLIX AaHHbIX FDP_ITC.1
3KCnopT ¢ UCNONb30BaHUEM KaHanoB/yCTPONCTB CBA3M FDP_ETC.1-2
MapkupoBka oTnevaTaHHbIX BbIXOAHBIX AaHHbIX FDP_ETC.2
MHdopMaLMoHHbIE METKM OrpaHu4eHna Ha 3HaveHWs UHPDOPMALUOHHBIX METOK FDP_IFF.2.3
MHdopMaLMOHHbIE METKM MpaBuna, ynpasnsawowme «nnasalowumu» MeTKkaMmu FDP_IFF.2.3
MoBTopHOE Mcnonb3oBaHue | 3awuTa OCTaToMHON UHdopMauuun B dainnax, namatu u | FDP_RIP.1-2
obbekTa Ta.
PoneBoe ynpaenenune gocty- | ObrniacTe geicTeua nonutukn 6esonacHoctu (Ha ocHoBe | FDP_ACC.1-2
nom ponei, onepauuit)
MpaBuna KOHTpONA BLINONHEHUA onepauuit FDP_ACF.1
YnpasneHue Ha ocHoBe aTpu- | MgeHTudukauymsa ponen FMT_SMR.1-2
6yToB porneit
OcyuectBneHne ynpaeneHUa 4ocTynoM Ha ocHose pa3- | FDP_ACF.1
AeneHna AeicTBuili no goctyny Mexay Heckonbkumu | FMT_SMR.2.3
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TpeboBaHua GesonacHocTn PyHKUMOHATEHbIS
KOMMOHEeHTbI
YnpaBreHve Ha OCHOBe aTpu- | YnpaBneHue rnoriHomounsimu/asropusauueit nonssosa- | FMT_MSAA
6yToB ponein Tenen
M3MeHeHne BO3MOXHOCTER ponei FMT_MSA1
M3MeHeHune porneit nonb3osartenei FMT_MSA1
YnpasneHue goctynom Ha | lNpeactaBneHue uHgopmalmoHHoro notoka B suge | FDP_IFC.1-2
OCHOBE MEXCETeBOro skpaHa | cybbekT-obbekT (Hanpumep, Ha OCHOBE afpecoB W Nop- FDP_IFF.1
TOB UCTOYHUKa/afpecaTa)
MpeacTaBneHne nHgopmaLMoHHOro noToka no otHowe- | FTA TSE.1
HUIO K ceaHcy cBA3U (NpeanonaraeT MCMnorb3oBaHWue
proxy-cepBepoB)
B.8.3 TpeboBaHus ayauta
DyHKUWOHarbHbIE KOMMOHEHTHI AN TpeboBaHWil ayauTa npeacTasneHsl B Tabnuue B.4.
Ta6nuya B4 — dyHKUMOHanNbLHbIE KOMMOHEHTHI ANs TpeboBaHuit ayauTa
TpeboBaHus 6esonacHoCTU PyHKUMOHATBHbIE
KOMMOHEHTHI
CobblTua ayguta CneuudukaLms nognexaiyux ayauTy cobbITUiA U UHDOP- FAU_GEN. 1
Mauuun, nopnexalleil peructpauun
YnpasneHue BeI6OpoM nognexaluux ayauty cobbiTuid FMT_MTD.1
Ob6ocHoBaHWe BbiGopa nognexawynx ayauTty cobbiTuit FAU_SEL.1
YueT fefcTBMIA 0OTAENbHLIX Nonk3oBaTenei (nocne no- FAU_GEN.2
nyYeHus [OCTyna B CUCTEMY)
OBHapyeHne BTOpXeHWiA U | MeHepauWs curHana HapyleHUss U OTBEeTHas peakuus FAU_ARP.1
oTBeTHas peakyus Ha HeusbexHoe HapylleHWe GeaonacHoOCTU
OnpepeneHune npasun, cobbITUA, nocnegoBaTensHoc- FAU_SAA 14
TV cobbITMin unu Mogeneit (WabnoHoB), NO KOTOPbIM
MOXHO NPEeAMnofoXUTb 0 BO3MOXHOCTU HapyLleHus
6esonacHocTU
3aluTa XypHana ayguTa 3aluTa OT NOTepU AaHHbLIX, HanpuMep, Npu nepenon- FAU_STG.2-4
HeHuW XypHana ayauTa, npepbiBaHUn yHKLUMOHUpoBa-
HUs
3alyuTa XypHana ayauta 3alyuTa OT HeCaHKLUMOHUPOBAHHOro JOCTYNa K faHHbIM FAU_STG.1
ayauTa
AHanu3 xypHana ayauta Mcnonb3oBaHWe UHCTPYMEHTamnbHbLIX CPEACTB aHanusa FAU_SAR.1-3
XypHanoB ayauTa

B.8.4 TpeGoBaHMsA LENOCTHOCTH
®YHKLMOHaNbHbIe KOMMNOHEHTHl 4N TpeGoBaHWA LienocTHOCTU NpeAcTaBneHsl B Tabnuue B.5 (Bkiovan AaHHble

ayTeHTUUKaLUK).
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Ta6nuya B.5— DyHKYMOHanNbHblE KOMMOHEHTLI ANA TpeGoBaHWUi LLenocTHOCTH

(HanpuMep, cepTUGUKATOB OTKPLITEIX KItOYel)

TpeboBaHua 6esonacHocTH GyHKUMOHANbHbIE
KOMNOHEHTBI
LienocTHoCTb A@HHbIX Ob6HapyxeHune ownBoK B XpaHUMBbIX JaHHbIX FDP_SDI.1
MeHepauusa n BepudmKkauma 3HaveHnh KoHTponbHbiX | FDP_DAU.1
CYMM, OHOCTOPOHHUX X3LU-DYHKLMIA, faiKecToB coob-
LWeHnA n T.4.
OTkaT TpaH3akuuii (Hanpumep, ansa 6a3 AaHHbIX) FDP_ROLA
LlenoctHocts OO O6HapyxeHWe HeCaHKLMOHWPOBAHHbBIX W3MEHEHUIA FPT_PHP.1-2
MpoTuBOgENCTBUE HECAHKUWOHWPOBaAHHEIM  u3MeHe- | FPT_PHP.3
HUAM
[aHHble ayTeHTUdUKaLmm leHepayus n Bepudukauma uudposblix nognuceit (cur- | FDP_DAU.2
HaTyp)
leHepauma n Bepudmkauma yudpoBbix ceptudukatos | FDP_DAU.2

B.8.5 TpeGoBaHuA fOoCTynHOCTU
®yHKUMOHanbHbIE KOMMNOHEHTHI 418 TpeboBaHWin AOCTYNHOCTW NpeAcTaeneHsl B Tabnuue B.6.

Tab6nuuya B.6 — DyHKUMOHANEHEIE KOMMOHEHTHI Anst TpeBoBaHUiA OCTYMHOCTH

NeHHBIM NpuopuTeTam obcnyxusaHua

TpeGoBaHnAa GesonacHoCTH GyHKUMOHANbHbIE
KOMMOHEHTbI
WMcnonbaoBaHue pecypcos BeegeHue orpaHudeHuii (kBoT) Ha ucnonesosaHue 06- [ FRU_RSA.1-2
LMX pecypcoB OTAENbHLIMU NONL3OBaATENAMU
OrpaHu4YeHue 4ucna ceaHcos, OTKpbiBaeMbix ogHUM | FTA MCS.1-2
nonb3oBaTtenem
ObpaboTka owmnboK Moapepxanue dyHkymoHupoBaHusa OO B cnyyae oTkasa | FRU_FLT.1-2
(0TKa30yCTONYMBOCTD)
O6HapyxeHune owmnbku FPT_TSTA
YcTpaHeHne own6ku FPT_RCV.1
MnaHupoBaHue MnaHnupoBaHue aeicTBuit/npoLeccoB cornacHo yctaHos- | FRU_PRS.1-2

B.8.6 TpeGoBaHus NpMBaTHOCTU
®yHKUMOHanbHble KOMMNOHEHTH! ANA TpeboBaHuili NpUBaTHOCTWU NpeacTaBneHbl B Tabnuue B.7.

Tabnuya B.7 — OyHKUMOHaNbHBIE KOMNOHEHTHI A4S TpeboBaHUi NPUBATHOCTU

LIUOHHOMN nHdopMaLum
nons3osaTenein

UMM NOMb3OBATENS MPU MCMOSL30BAHUA UM CEpBMCOB
UK pecypcoB

DyHKLUUOHaNbHbIE
TpeGosaHua 6esonacHocTh KOMAOHEHTLI
MpuBaTHOCTb MAEHTUDUKa- | 3awmTa oT packpblTUs AeHTUdUKALMOHHON uHdopmMa- | FPR_ANO.1
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TpeboBaHua 6esonacHocTn ®yHKLOHATbHbIS
KOMMOHEHTHI
MpuBaTHOCTL MAEHTUPUKA- | AHOHMMHOE, HO NOAOTYETHOE UCNonNb3oBaHue cepeucoB | FPR_PSE.1
LMOHHOW wHdopMauumn | UNu pecypcoB NyTeM NpUMEHEHWSA NCeBAOHUMOB
nonb3oBarenein none3osaTtenen
MpuBaTHOCTL UcnoNb3oBa- | 3awuTa OT packpbITMA OakToB UCNoNb3oBaHns KoHkpeT- | FPR_UNL.1
HUA pecypcos/ cepBUCcOB HbIM Nornb3oBaTeneM onpefienieHHbIX CepBUCOB UNKU pe-
cypcos
CKkpbITHOE UCnorb3oBaHUe onpegeneHHblX cepaucos unu | FPR_UNO.1
pecypcoB

B.8.7 TpeGoBaHus obMeHa JaHHbLIMM
QOyHKUUOHaNbHbIE KOMNOHEHTHI AN TpeboBaHUi obMeHa faHHLIMU NpeAcTaBneHb

Tabnwuya B.8 — OyHKUMOHanNbHbIE KOMMOHEHTHI AN TpeboBaHWiA obMeHa faHHbIMK

B Tabnuue B.8.

OyHKLUMOHanbHble
TpeboBaHua 6esonacHocTH KOMMOHEHTbI
KoHdpuaeHuynaneHocTs 00- | lNMonb3oBaTenbckue AaHHble FDP_UCT.A1
MeHa AaHHbIMU
KpuTuuHble no BesonacHocTu faHHble (Hanpumep, knto- | FPT_ITC.A
4Yn 1M Naponu)
LlenocTHocTb nepeparae- | lNMonb3oBaTenbckue AaHHble FDP_UIT.1-3
MbIX AaHHBIX
KpuTnuHble no 6esonacHOCTU faHHble (Hanpumep, knto- | FPT_ITL1-2
Yy U naponu)
HeBo3amoxHOCTL OTpulanusa | [okasaTenbcTBO OTNpaBneHus nepefasaemoit uHgop- | FCO_NRO.1-2
¢dakToB o6MeHa WHDopMa- | Mauuu
unen
[JokaszaTenbcTBO nonydeHus nepegasaemoit uHepopma- | FCO_NRR.1-2
Luuu
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Mpunoxenue C
(pexomeHayemoe)

Cneuudukauusa kpuntorpaduieckux (PyHKLUNOHANbHbIX BO3MOXHOCTEN

C.1 BBepgeHue

HaHHoe npunoxeHne cofepxuT pykooacTso no paspaboTke M3 u 36 B yacTn kpuntorpadudeckux acnekros OO,
B TOM 4ucne He Tonbko AnA Tex OO, koTopble ABNAKTCA KpunTorpadudeckuMm MoaynsiMu (KoTopble, No Cyw|ecTBy,
npeacTaeBnAT coboil Habopbl KpunTorpaduHecknx MyHKUWn). TeM He MeHee faHHOe PYKOBOACTBO U3NOXEHO TaK, YTO-
66l OHO Morno ucronb3oBaTtkes Ana OO, KoTopble ABNAIOTCA KpunTorpaduydeckummu mMoaynsimu. [laHHoe pyKOBOACTBO
BKIIOYEHO B HACTOSALLMIA JOKYMEHT, YTOObI NOKPLITL (OXBaTUTL) LUMPOKUIA AnanasoH Takux OO, U CBA3aHO ¢ BONpocamu,
OTHOCALYMMUCA K crieuudmrkayum nofgobHbIX (pyHKUNOHANBHBIX BO3MOXHOCTEN.

Llenb HacTosILLero NpUNoXeHUsi COCTOUT B TOM, 4YTOGbI NPpeAOCTaBUTL PYKOBOACTBO Mo crneundmrkauun kpuntorpa-
hryecknx pyHKLMOHANBHBIX BO3SMOXHOCTER U conpoBoxaatowux ux TpebosaHuii 6e3onacHocTy. [lJaHHOE NpUNoXeHue
He npefHa3Ha4YeHO AN NpefaocTaBieHNs PYKOBOACTBa MO KpunTorpadun UnuM no nocTpoeHuto 6esonacHoi cuctemel ¢
ucnonb3oBaHneM Kpuntorpapuyeckux gyHKUUOHaNbHBIX BO3ZMOXHOCTEN.

PykoBofcTBO MO NpUMEHEHUIO OTAENBHBLIX PYHKLUMOHaNbHBLIX KOMMOHEHTOB U3 krtacca FCS (Kpuntorpaduyeckasn
noaaepxka) npueeaeHo B npunoxenun E MCO/MOBK 15408-2. Kpuntorpaduyeckue yHKUMOHaMNbHBIE BO3MOXHOCTU
MOryT UCMonb3oBaTbea ANA yaoBnetBopeHua OTb, onpefeneHHbIX ¢ UCMONb30BaHWEM APYrUX KIaccoB W CeMENCTB
(Hanpumep, knacca FCO un cemelicts FDP_DAU, FDP_SDI, FDP_UCT, FDP_UWT, FIA_SOS, u FIA_UAU). B atux cny4asx
OTAenbHble OYHKLMOHaNbHbIE KOMMOHEHTL! onpeaenatoT TpebosaHUAa Ge3onacHOCTU, KOTOPLIE MOXHO YZOBIIETBOPUTL
€ Ucnornb3oBaHUeM KpunTorpacuyeckux pyHKUUOHanbHbLIX Bo3MOoXHocTel. Knacc FCS cnegyeT ucrnonb3oBaTb, €Crnu
Kpuntorpadudeckme yHKLMOHanbHble Bo3MoxHocTn OO BocTpeboBaHbl NoTpebuTensamu.

XoTA B HacTosLLeM CTaHAapTe U paccMaTpUBalOTCA COOTBETCTBYOLMe TpeboBaHus foBepusi, B 0brnacTb npuMeHe-
HWSA CTaHjapTa He BXOAUT pacCMOTPeHWe CTOMKOCTU Kpuntorpadun, a Takke ¢akTu4eckux ypoBHeii fjoBepus. TpeGosa-
Hua posepus ana OO cnepyeT onpefenaTb C yH4ETOM YYBCTBUTENBLHOCTM MpeAMETHOW obnactu, oxuaaembiX yrpos u
YSA3BUMOCTEN, KOTOPbLIM MOXHO 3(peKTUBHO NPOTUBOCTOATL NOCPEeACTBOM TpeboBaHMil JoBepus. 3TU BOMpochHl pac-
CMOTpeHb! B pasfene 10 HacTosLero ctaHaapTa.

HononHutenbHas nHgopMaLMsa n pykoBoACTBa NO KpunTorpacdum u KpunrorpadmyeckuM anropurMaM copepxar-
cas[4]—[9]

C.2 TepMUHbI U onpeaeneHun

TepMUHOnorus, ucnonb3yeMasi B HacTosILLEM MpUIoxeHnn, 6asupyeTca Ha TepMUHax U onpegeneHunsx, npuee-
feHHbIX B nogpasfene 2.3 NCO/MAK 15408-1 n B UCO 2382-8. B uenax ob6ecneveHnsa NOHUMaHUA NpeAcTaBNEHHbLIX B
HacToslLeM cTaHfapTe MOHATUIA HWKe onpeAereH psi AOMNONHUTENbHBLIX TEPMUHOB.

C.2.1 Pexxum gocTyna

Tun onepaLuu, onpeaeneHHbIn HEKOTOPLIM NpaBoM Ha focTyn. MNpuMepsl: YTEHWE, 3anUCb, BHINONHEHUE, MOAW-
dukauma, yaaneHue, cosgarduve n T.4. Tawke cM. «Tun goctyna» B cootBeTcTBun ¢ MCO 2382-8.

C.2.2 3aKpbiTble AaHHbIe

[HaHHble, HpopMaLMOHHOe coaepXaHWe KOTOPbIX He AOCTYMHO HanpsMylo, Tak Kak 3aluileHo WndpoBaHUEM.

MpuMmepaMmn Takux AaHHbIX SBRSATCA coobLleHus, daiinel, Kpuntorpaduyeckue KNoHKU U T.4.

C.2.3 Kpuntorpaduyeckuii anroputm

Habop maTemaTu4eckux npasun Ansi npeobpa3oBaHUs UCXOAHbLIX AAHHBIX B BbIXOAHbBIE AaHHbIE HAa OCHOBE ApPYruX
BXOAHLIX NMapameTpoB, Takux Kak KpunTorpaduyeckue Kinouu U BeKTopbl MHULWaNU3auuu.

C.2.4 KpunTorpaduueckasi KOHTponbHasi CcyMMma

OTHoCUTeNbHO KOpOoTKasa nocnefoBaTenbHOCTb, NOMyYeHHasa U3 UCXOAHLIX AaHHBIX NOCPEACTBOM UCNONbL30BaHUA
KpunTorpadu4eckoro anroputma, kotopas npegcraBnsieT coboi yHKUMIO OT AaHHBIX, CEKPETHOMO KrtoYa U, BO3MOXHO,
BeKTOpa WHULUManu3aLlum 1 rmaeHeiM o6pa3oM NPUKPennaeTca K AaHHLIM ANSA KOHTPONS LENOCTHOCTU aHHbIX. Taioke
cM. «Kop ycTaHoBneHus nognuHHoctu coobyeHus» no UCO 2382-8.

C.2.5 NeHepauusa KpuntorpacuuecKkoi KOHTPONLHOW CyMMbI

MpoLecc reHepalun KpunrTorpacm4eckon KOHTPOSIBHOW CyMMBI B LENAX €€ NPUKPENnneHUs K AaHHbLIM.

C.2.6 NMpoBepka KpunTorpacpmyecKkoi KOHTPONbHOW CyMMbl

Mpouecc reHepaLn kpunTorpacdU4eckol KOHTPONbHON CyMMbl B LENSX NPOBEPKU NPUKPENIIEHHON KpunTorpa-
PUHECKOWA KOHTPONBHOW CYyMMBI.

C.2.7 Kpuntorpacuueckas pyHKumA

OfHO M3 BBIMUCNEHWIA, BLIMOMTHAAEMOE C UCMONb30BaHUEM KpUNTorpadu4eckoro anroputMa, Hanpumep, wndpo-
BaHuWe, paclumdgpoBaHue, reHepaums LUMPoBOI MoANMcH, NpoBepka LUMdpoBoW NOANUCU U T.4.

C.2.8 KpunTorpaduyeckue chyHKUMOHaNbHbIE BO3MOXHOCTU

OgpHa vnu 6onee kpuntorpadudeckux yHKUMA, peanusoBaHHbix B OO.

C.2.9 Kpuntorpacpuueckuii knioy

Lindpposasa nocnefoBaTentHOCTL, yNpaensioLwas BhINOAHEHWEM KpuUnTorpaduyeckoro anroputma U BRusoLwas
Ha ero pesynerat. Takke cMm. «Knou» no UCO 2382-8.
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C.2.10 flocTyn Kk KpunTorpaduyeckomy Krouy

Onepauus, BINONHAESMAsA MO OTHOLIEHWIO K KpunTorpadudeckoMy kiiody. MNpuMepsl onepauun/aocTyna; YTeHue,
3anncb, apxueupoBaHWe, pe3epBHOE KOMUPOBaHWE, BOCCTAHOBIEHME.

C.2.11 CornacoBaHue KpunTorpacuuecKknx Kroueu

KpunTorpadudeckas dyHKUMS, KOTOpas NO3BOMSAET BYM CTOPOHaM BLIMUCIIUTL OOLLUIA CEKPETHBIN KItoM.

C.2.12 ApxuBupoBaHue KpuntorpadmyecKkoro Knioya

Onepauus, HanpaefeHHas Ha XpaHeHWe KpuntorpadUyeckux Kroveld Ha NMoCTOSHHOM UMW AONroBpeMeHHOM
HocuTene MHdopmaLum.

C.2.13 Pe3epBHOe KonupoBaHUe Kpuntorpadom4ecKkoro Knroua

OnepaLws, HanpaBeHHas Ha To, YToObl caenaTb Pe3epBHYIO KOMUIO KpUMTorpaduyeckoro ktoda ¢ Uenbto ero
“cnonb3oBaHWsA B cnyvae, ecnu NOoANMUHHUK KpUNTorpadu4eckoro knova yaaned, MoanuLmpoBaH, YHUMTOXEH vnn
cTan HefocTyneH.

C.2.14 YHnutoXeHue kpuntorpaduuyeckoro Knioua

Mpouecc yaaneHns (06HyneHUs) KpunTorpaduyeckoro Kroua.

C.2.15 PacnpeaeneHue Kpuntorpacnyeckux Knroyen

Mpouecc npefocTaBneHns KpUnTorpacuyecknx Kroveil nonb3oBartensaMm, npoueccam, anementam OO u ap.

C.2.16 [lenoHupoBaHue (nepeaaya Ha XpaHeHue) KpuntorpacgpuyecKkoro Knrouva

MpoLecc npegocTaBneHnsa KpunTorpaduyeckoro kntoda TpeTbelh AOBEPEHHOW CTOPOHE, koTopas obAsaHa nepe-
faTb 3TOT KoY YNOSIHOMOYEHHBLIM CTOPOHAaM.

C.2.17 F'eHepauus Kpuntorpadguuyeckoro Knioua

OyHKUMSA co3faHns KpunTorpadudeckoro Krroya.

C.2.18 YnpaeneHue kpuntorpacuyeckumm Knrouyammu

MpoLecc ynpaBneHua XW3HEeHHbIM LMKIOM KpunTorpaduieckux KNoYen, HadnHas oT reHepauuu, pacnpepene-
HWA 1 3aKaH4MBas apxXVBMPOBAHUEM U YHUYTOXEHUEM.

C.2.19 BoccTtaHoBneHue Kpuntorpadmyeckoro kntoya

Mpouecc BOCCTaHOBIIEHUS KPUNTOrpahu4YecKoro Knkoyva M3 Kakoro-nubo UCTOYHUKA, BKIKOYAA apXuB, PE3epBHYIO
KOMUIO UNWN AEMOHEHT.

C.2.20 Kpuntorpadpuuyeckmnii MexaHusm

Mpouecc unu cpenctso, peanuayoLlee ofHy Unn Gonee kpunTorpaduyecknx dyHKLUUNA.

C.2.21 Kpuntorpaduyeckasa onepauus

CM. Kpuntorpadpuueckasn yHKUMSA.

C.2.22 KpunTorpaduueckasa nepeMeHHas

LincbpoBasi nocnefoeaTenbHOCTL UK Habop LM poBLIX nocnefoBaTenbHOCTeR, TpebyeMbix ANsi BLINOMHEHUN
KpunTorpaduyeckoro anroputma, 4tobbl npeobpaszoBaTk BXOAHLIE AaHHbIE anropuTMa B BbIXOAHble. [puMepaMu Kpun-
Torpadn4ecknx NepeMeHHbIX SBSIOTCS KpUnTorpadguyeckue KNouu (CekpetHele, NybrnyHble, YacTHele U T.4.), NapaMeT-
pbl MYBANYHBIX KITHOYER 1 BEKTOPbLI UHULManu3saLmu.

MpuMeYaHue— OTKPLITHIA, 3aUMGPOBAHHbIA TEKCTLI U X3LU-MOCNEeA0BaTENBHOCTU HE pacCcMaTpuBaloTCA B
KayecTBe KpMnTorpacqueCKux nepeMeHHbIX.

C.2.23 MaplupyT AaHHbIX

Jlornyeckuii unu pusnyecknin MapLLpyT, NO KOTOPOMY (UNW Yepe3 KOTOPLIA) NPOXOAAT AaHHbIE.

C.2.24 LUucpbpoBaa noanucob

Cwm. «udposaa nognucs» B UCO 2382-8.

C.2.25 NeHepauus uucppoBoi noanucu

Mpouecc reHepauuu LUPOBOA NOAMNUCHK.

C.2.26 Bepudpmkauusa (npoBepka) uudppoBoi nognucu

Mpouecc nposepkn LUgpOBOIA NMOANUCK.

C.2.27 XawupoBaHue Unun 3HaYeHHne xawa

CM. BesonacHas xaw-nocnenoBaTerbHOCTb.

C.2.28 BekTop uHMUManusaumm

BexTop (nocnepoBaTenbHOCTL BUTOB), UCMIONB3YEMbIi COBMECTHO € KpUnTorpachudeckum KnoHoM ans onpege-
TNIEHNs CTapTOBOMN TOYKW WMPPOBaHNS B paMKkax KpUnrorpacu4eckoro anroputma.

C.2.29 NapameTp o6palueHuns

«CekpeT» (Hanpumep, Naponb WK NUYHLIA naeHTMdUKaTop), koTophlii NnpefocTansaeTca OO AnA nony4YeHus
AocTyna K kpuntorpaduyeckon gyHKLMU.

C.2.30 NanaxecTt coobweHun

CM. besonacHas xawWw-nocneaoBaTesisHOCTb.

C.2.31 HeoTkasyeMocTb

HeBO3MOXHOCTb ANA HEKOTOPON CYLUHOCTU OTpULIATL y4acTue BO B3aUMOLENCTBUM.

C.2.32 fipyron KpuTUUHLIN NapamMeTp 6e3onacHoCTH

CMm. MapameTp obpalyeHus.
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C.2.33 YacTHbI¥ Kntoy

OfuH 13 kntodeid nybnuyHon kntodeBoit napel. Ero KoHdWAeHUWansHoCcTE AomkHa ObiTe obecneveHa, YToObl OH
MOT UCMONb30BaThLCA ANS pacluMpPOBbLIBaHNSA, reHepaLmn LMdpoBoi NOANUCH UK COMMaLLEHNA O KpUunTorpadguyeckom
Kritove.

C.2.34 NMy6nunyHbIN KoY

OpfWH 13 kntoveit NyBrMYHON KNIOYEBON Napbl, KOTOPLIA MOXET BbITb caenaH nybnuyHelM. HekoTopble o6LLecTBEH-
Hble KoUMW UCMONb3YITCA ANA WK poBaHUS, HeKoTopble — ANSA LUgPOBOA NPOBEPKU MOANWCHU, U HEKOTOpblE — ANSA
KpunTorpadn4eckoro Kn4eBoro corfalleHus.

C.2.35 Ny6nuyHasA KnoyeBas napa

Mapa MaTeMaTn4eCcKn CBA3aHHbIX KIOYEl, ANSA KOTOPbIX MOSy4YeHMe YacTHOrO KrtoYa M3 CBA3aHHOro ¢ HUM nybnund-
HOro KrtoYa AOMKHO ObiTh B BLIYUCIIUTENLHOM MNflaHe HEeOCYLLECTBUMBIM.

C.2.36 OTKpbITble AaHHbIe

HaHHble, WHMOPMaUUOHHOE cofepXaHne KOTOpLIX JOCTYMHO HanpsMyt, MOTOMY 4YTO He 3alyulieHo Lwudpo-
BaHueM.

Hanpumep, cooblieHns, dainel, Kpuntorpadpuyeckne Knoum v T.4.

C.2.37 PaspgeneHue oTpbITbIX/3aKPbITbIX AaHHbIX

Jlornyeckoe n duanyeckoe pasfeneHne oTKpbITbIX U 3aKpbITbIX AaHHEIX. Hanpumep, oTKpLITHIE faHHbIE U 3aKpbl-
Thle AaHHble HMKOrga He AOIMKHbI NepeaaBaThbes Mo O6WUM PUINYECKUM FIMHUAM CBSI3W U HUKOTAA HE AOSKHbI Mome-
LaTbCA B OAHY M Ty Xe obnacTb NnamsaTy.

C.2.38 CeKpeTHbIN Kntoy

Kntoy, ncnone3yemelil B KpuntorpadmM4eckoM anroputMme, Kak ANA 3alindpoBbiBaHUs, Tak W ANs paclundpo-
BblBaHUS.

C.2.39 be3onacHas xawWw-nocrnenoBaTenbHOCTb

LincbpoBasa nocnefoBaTenbHOCTh, ABNSAIOWAACA Pe3ynsTaToM NPUMEHEHUA HEKOTOPOro anroputMa no OTHOLUe-
HWIO K COOBLLEHNIO, XapaKTepusyeTcsa TEM, YTO B BLIYUCIIUTENBHOM MilaHe HEBO3MOXHO MOMYYUTb COOOLLEHNE U3 pe3ynib-
TaTa (XaLW-nocnefoBaTeNbHOCTH), NONYYUTL fpyroe coobLyeHne, KoTopoe Aano Gbl Ty Xe camyro X3aL-nocriefoBaTtenb-
HOCTb, 4TO 1 NepBoe coobLleHne, a Takke — HalTu gBa COOOLLEHNS, JatloLime OLHY U Ty Xe X3LW-NocnefoBaTeNnbHOCTb.
OB6blvHO BesonacHas XaL-NocrnefoBaTenbHOCTb 3HaYUTENBHO KOopoye, YeM coobleHne unu daiin, U3 KoToporo oHa
nonyyeHa. Takke M3BECTHA KaK 3Ha4eHWe Xalla, AaigXecT coobLeHus.

C.2.40 3oHa oGHapyeHUs BMelLaTenbLCTB

Ob6nacTb, okpyxatowlaa OO, B KOTOPOW BMELLATENLCTBO (HapyLeHWe UK NOoNbITKa BTOPXEHUS) MOXET ObITb 06Ha-
pyxeHo.

C.2.41 O6HyneHue

MeTogp anekTPOHHOro CTUPAHUA XpaHUMbIX JaHHBIX MyTeM W3MEHEHUsI JaHHbIX TakuM o6pa3om, 4Tobbl nepBoHa-
YanbHO XpaHUMble flaHHble He MOrNK BbiTb BOCCTAHOBIEHDI.

C.2.42 Onepauuu no o6HyneHunio

MocnepoBaTeNbHOCTL ANEKTPOHHBLIX onepaLyii, HanpaBreHHbIX Ha OBGHyrneHue.

C.2.43 Cxema o6HyneHus

CM. «Onepauuun no oGHynNeHuoy.

C.3 Kparkuii 0630p kpunrorpacpumn

C_3.1 MNousaTune kpunrorpacpum

Kpuntorpacus — 370 Hayka Wnu UCKYCcCTBO, KoTopasi(oe) BKItoYaeT B ce6s1 NpUHLMNLI, CpeAcTBa U MeToAbl Npeot-
pa3oBaHus AaHHbIX, YTOObI CKPBITb UX UHOPMaLMOHHOE cofepXaHue, NpefoTBpaTUTL ero HeoGHapYXeHHY Moanudu-
Kauuio Wunum HenpaBoMOYHOE UCNoNb3oBaHue. HayvHasa cocTaBnsiolas Kpuntorpadunm 0OCHOBaHa Ha NpuHLMNax Mate-
MaTKKu, B TO BPeMsI KaK UCKYCCTBO SIBMAETCA pe3yrnsratoM MHOTOJIETHErO NpakTu4eckoro onbita. Kpuntorpadusa Bkntova-
eT B ceb4 (HO He orpaHU4MBaETCA):

a) reHepayuto Wunu sepudurkaLuio LMdpoBoi NoANUCH;

b) renepaumio KpUnTOrpadpMHECKoil KOHTPONBLHON CYMMBI A1 KOHTPONMS LIENOCTHOCTM W/WUNU ANsi NPOBEPKU KOHT-
PONLHOW CYMMBI;

c) BbluucneHue 6esonacHoi Xal-nocnegoBaTeNlbHOCTU (faiaxecT coobLyeHns unu daina);

d) wndposaHue u/unu pacwndpoBbiBaHUe AaHHbIX;

e) wudpoBaHne Unnu paclumnpoBbIBaHME KpUMTOrpadpuyeckoro Kn4a;

f) cornacoBaHne KpunTorpaduueckmx Knoyen.

KpunTorpacduyeckne ¢yHKUMOHaNbHLE BO3MOXHOCTU MOTYT UCMONb30BaTbCA ANS YAOBETBOPEHUS HECKOMbKUX
BbICOKOYPOBHEBBbIX Lienei 6esonacHocTu. Kpunrorpadudeckue yHKUMOHaNbHbBIE BO3ZMOXHOCTU BKItoYatoT B cebs (Ho
He orpaHu4muBsaloTcs):

a) KoHUaeHUUanbHOCTb;,

b) uenocTHoCTb;

) naeHTuukaymnio n ayTeHTuduKaLumio;

d) HeoTKa3yemocCTb;,

€) AOBEPEHHBLIN MapLUpyT,;

f) AoBepeHHbIA KaHan,

68



roCTP UCO/MIKTO 15446 — 2008

g) pasgeneHve gaHHbIX.

Ana peanusauun kpuntorpadmyecknx yHKLMOHaNbHLIX BO3MOXHOCTEN AOMKHLI NCNONL30BATLCA COOTBETCTBY-
foLLie KpunTorpadguyeckne anroputMel U pasmepsbl KpunTorpaduyeckux Kitoyeil, a Taioke — 6esonacHble kpuntorpadu-
Yeckne NpOTOKonNbl W NpaBunbHOE NPOeKTUpoBaHUe Kpuntorpaduu.

C.3.2 icnonb3oBaHue kpunTorpadpun

Paapabotumku M3 1 36 gomkHbl 06paTUTL BHUMaHWE Ha TOo, YTO KpunTorpadudeckan dpyHKLUUOHaNeHasa BO3MOX-
HOCTb MOXET ObITb TONBKO OAHOW U3 HECKOMbKUX BUAOB (pyHKLMOHANBHEIX BO3MOXHOCTEW, koTopble Mornu 6bl ucnonb-
30BaTLCA ANSA yAoBNeTBOpeHus Lenei 6esonacHocTy. [oaToMy BLIGOP KpunTorpadudecknx (pyHKLMOHANbHBIX BOSMOX-
HOCTeii, COOTBETCTBYIOLLMX Liensm 6e30nacHOCTK, crieAyeT paccMaTpuBaTh B KOHTEKCTE OnpeaeneHus NONHOMo XopoLo
cbanaHcuposaHHoro Habopa npoueaypHeIX, duandecknx n UT-mep GesonacHocTu.

Ans Beibopa kpunTorpadumn 13 BcexX ApYrux BUAOB PYHKLMOHAMBHBIX BO3MOXHOCTe 6e30nacHOCTU MOTYT Cylle-
CTBOBaThb CrefytoLne npu4nHbI:

a) TonbKo KpunTorpaduyeckme yHKLMU MOTYT COOTBETCTBOBaTh TpebyemMbiM Liensam 6esonacHocTu. Hanpumep,
nepefada MHOPMaLMm No HesalMLEHHOMY NPOBOAHOMY UNu 6GecnpoBOAHOMY KaHany (To ecTb Yepe3 0bLeoCTYMHbIA
AOMeH). Takum o6pasom, Kpuntorpahusa SBAsSeTcs e4UHCTBEHHOW (hyHKUMOHANLHOW BO3MOXHOCTHIO, KoTopasa obecne-
YnBaeT KOHPUAEHUMANbHOCTb UK LIENoCTHOCTb NepefaBaemblX JaHHbIX;

b) kpunTorpaduyeckme dyHKLUM MOryT obecnednTs COOTBETCTBYIOLMIA YpOBEHb Be3onacHoOCTU AN NpOTUBOCTOS-
HWSA MPOrHO3MpPYyeMbIM Yrpo3aM, Hanpumep, ayTeHTudguKkauuto Yepe3 HebesonacHyio ceTb. Kpuntorpadus mMoxeT uc-
nofb3oBaTLCA 414 3alMThl OT NepexsaTa WK NOBTOPHOMO UCMOMb30BaHUA ayTeHTUdMKaLMOHHOK nHdopMaumn. Cpef-
CTBa ayTeHTUdMKauMn nHorga obecrneymBaeTcad MEXaHU3MOM «3arpoC—OTBETY;

) KpunTorpadudeckme yHKUMU MOryT ObITb caMbiMK NPOCTeIMU/CAMBIMU NerkUMU/cambiMU AeLleBbIMUA ANS pe-
anusauuu, skcniyatauuu u/unm Mcrnonb3oBaHus;

d) kpunTorpaduyeckme yHKLMU MOTYT UCMOMNB30BaTLCA Kak YacTb MHOXECTBA pa3sfMyHbIX CPeACTB AN 3alluThl
MHOpMaLMK (4TO Takke W3BECTHO, KaK KoHLenuus «ycuneHuwe 6esonacHocTu B rybuHy»). Hanpumep, ecnu AaHHble
3aLMLaloT OT HECaHKLMOHWPOBAHHOIO C UCMOMNb30BaHUEM «TPaAULUMOHHBLIX» KOMMBIOTEPHLIX CPEACTB YrpaBreHus fo-
CTYynom u/unu uanyecknx cpeacts 6ezonacHocTu, To Ana obecneveHNs OMNONHUTENBHOrO YPOBHSA 3aLUMThl Ha cnyyvaii
c60sa 3TUX MeXaHW3MOB, AaHHbIe TakKe 3awudpoBbiBaloT. Takum o6pa3om, ecnu 3noyMBILLNEHHUK crnocobeH npeofo-
neTb cpefcTBa ynpaBneHUs JOCTYMOM, TO OH AN NONyYeHUs AaHHBIX Takke AokeH byaeT npeogoneTb KpunTorpadm-
Yeckne MexaHWu3Mbl 3aLuThI.

C.3.3 Vicnonb3oBaHue KpunTorpadu4ecKux craHaapToB

B Gonee wmMpokom NoOHUMaHUK, MOXeET noTpeboBaTbc cooTBETCTBUE KpUnTOrpadmyecknx yHKLUA KOHKPETHOMY
CTaHAapTy (MeXayHapo4HoMy, HaLUoHanLHOMY, OTPacNeBOMY UK CTaHAapTy opraHusauun) No oAHON NN HECKONBbKUM
U3 criegyoWwmux NpUYmnH:

a) cTaHAaapT MoXeT cnocobcTBoBaTh YCTaHOBNEHUIO 06LLENpU3HaHHOro NpMeMneMoro yposHsa 6esonacHocTy,

b) cTaHaapT MoXeT cnocobecTBOBaTL LUMPOKOMY B3auMOJENCTBHUIO,

C) CTaHAapT MOXeT cnocobcTBOBaTL B3AUMHOMY NPU3HAHUIO,

d) ctaHpapT MoxeT TpeboBaTbecsl NONIUTUKOW 6e30MacHOCTU KOHKPETHOW OpraHu3auuum;

€) cTaHaapT MoXeT cnocobcTBoBaTh peanusaumu HeobXoAUMbIX (PYHKLMOHANBHBIX BO3MOXHOCTEN.

C.4 ®opmupoBaHue TpeboBaHuit 6e3onacHoCcTH

C.4.1 NokpbiTHe

B pasgene C.4 onpeaensiorca cBsi3aHHble ¢ KpunTorpaduein acnekTsl, KoTopble HeobxoaumMo paccmaTpusaTh
npu cneyudurKkaunum yrpos, nonutuk 6esonacHocTn opraHnsaumii n uenein 6esonacHoctun gna OO, cofepxalyux KpunTor-
paduyeckne yHKUMOHaNbHbIE BO3MOXHOCTU, @ Takke NpU pacCMOTPEHWM KpunTorpaduyeckux notpebHocTeil npu
dopmupoBaHun TpeboBaHuii 6e3onacHOCTU U NPeAMNoNoXeHWA, KoTopble JOMKHbI 6biTh onpegeneHsl B M3 unu 36.
Hactoswmit pasaen ctanfapra oTpaxaeT TOMbKO BOMPOCkl, HeobxoanMele Npu copMupoBaHum TpebosaHua 6esonac-
HocTu ana OO, coaepxallymx kpuntorpaduyeckme yHKLMOHaNbHbLIE BO3MOXHOCTH, U MOXET He oXBaTbiBaTk CONYTCTBY-
owue HekpunTorpaduyeckne Bonpochl.

C.4.2Yrposbl

C.4.2.1 Cneuucpukaums yrpos

M3BecTHble TUNOBLIE UMK NpeanonaraeMele yrposbl MT-aktuBam B OO, cofiepxallem KpunTorpaduyeckne yHk-
LjMoHarbHble BO3MOXHOCTHU, A0MMKHBI ObiTh onpefeneHbl B M3 unu 3b. 3tum yrpozam OO MOXET NpoTUBOCTOSATb MNW
MOXET He NpPOTUBOCTOATb.

Kak ykasaHo B pasfene 8 HacTosiLLero craHaapTa, YeTkas cneuudukaums yrposbl 4ofmkHa O6bITb AeTanusnposaHa
B TEPMMUHAX UCTOYHUKA Yrpo3bl (MK areHTa yrpossl), UT-akTMBOB, NoABEePKEHHLIX aTake, a Takke — Buja aTaku (peanu-
3auuu yrposbl). K Tomy xe AomkHbl 6bITb onpeferneHbl ToNbko Te cobbITUSA, KOTOpble HenocpeACTBEHHO CTaBAT noj
yrposy (komMnpoMeTupytoT) UT-akTuBbIl, @ He aTakn, OCHOBaHHblE Ha HeAocTaTkax unu cnabocTax B peanusauun OO.

OTO 03HayaeT, YTO OAMH U3 MOAXOAO0B K crneuuduKaLum yrpos coCTOUT B TOM, 4TOObl U3naratb yrposbl B Buae
KOpTEXEed W3 Tpex SNeMEHTOB, BKIOYaOWMUX B cebs UCTOUHUK yrpo3bl/areHT yrpo3sbl, UT-akTuBbl, NogBEpXeHHbIE
aTakaMm CO CTOPOHbl WCTOYHUKA Yrpo3sbl, U BUA aTaku (peanu3auun yrposel). 3aTem yrposbl MOryT WCNOMb30BaTbCA
AnA onpefeneHus Ueneid 6e3onacHOCTH, KoTopble B CBOW ovepegb MOryT ObiTb yTOWHEHbl B TpebosaHWsAX
6esonacHocTu UT.
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C.4.2.2 TunoBble UCTOYHUKM YTpO3

TunoBble UCTOMHWUKK Yrpo3 (UNu areHTsl yrpo3s) Ans OO, cogepxalumx Kpuntorpadudeckne QyHKUMOHAMbHbLIE BO3-
MOXHOCTH, BKItovatoT B cebs (HO He orpaHW4MBatoTCs):

a) ynonHomMoueHHblx rons3osatenei OO,

b) HeynonHOMoOYeHHbIX NnL.

Il pumMmeyvyaHNe — B 4aHHOM KOHTEeKCTe YNOJSITHOMOYEHHBIM Nonb3oBaTenemM ABNAeTCA TOT, KTO YNONTHOMOYeH
(aBTOpPU3OBaH) UMETb AOCTYN K onpeaeneHHbIM aktusam UT.

C.4.2.3 TunoBble UT-aKTUBbI, CBSiI3aHHbIe C KpunTorpaduein

Tunosele BuabLl NT-aktneos B OO, cBA3aHHbIe ¢ KpunTorpaduei, TpebytoLme 3aliuThl, BKIOYAKT B cebs (HO He
orpaHu4nBaroTCs):

a) KpunTorpaduyeckme nepeMeHHble (BKITOYasa CeKpeTHbIe KITHoHW, YacTHble KItoYKn, NyGrnuyHbIe Kio4n, napaMeT-
pbl NyBNUYHBIX KNIOYER, BEKTOPLI MHULManM3auum u T.4.);

b) ncxopHele faHHbIe U BbIXOAHbIE faHHbIe KpunTorpaduyeckon PyHKLUKM (HanpumMep, OTKPbITbIA U 3andpoBaH-
HbI TEKCTbI);

C) peanusauusa KpunTorpadu4eckoro anroputMa B annapaTHbIX CpefcTBax, NMporpaMmmMHoM obecneyeHun u/mnu
nporpaMmMHo-annapaTHbIX cpeAcTBax;

d) napameTpbl BbI30OBOB (TakKe WIBECTHbIE KaK «Apyrue KpUTMYecKue napameTpbl 6e30MacHOCTUY).

C.4.2.4 TunoBble BUAbI aTakK (peanusauumu yrpos)

NT-akTuBbl, CBA3aHHLIE C KpunTorpaduei, oBLIUHO HyXAaloTCsA B 3alUMTe OT HECKONMbKMUX BMA 0B aTak. OHK BKItoYa-
toT B cebsa (Ho He orpaHu4MBaroTCS):

a) obHapyXeHWe aNeKTPOMarHUTHOro uanyyeHus, ncxoasiero ot OO;

b) MackupoBKy nog ynonHoMo4eHHbIX none3oBatenei OO;

¢) BHeceHue owmbok B OO;

d) HenpaBunbHOE UCMOMbL3OBaHWE (TO eCcTb 3KchiyaTauutio unu agMuHuctTpuposarue) OO;

e) cbou (0TKasbl) annapaTHbIX, NporpaMMHo-annapaTHbIX UK NPOrpaMMHbIX CPeacTB, cocTasnsAtowmx OO;

f) buandeckoe BosgeicTane.

M punmMedHaHUNe— D,aHHbIe aTakn He obsizaTenbHO orpaHn4YnBaroTCA KpVII'ITOFpanVIHeCKVIMVI aKTuBamMu.

C.4.2.5 TunoBble yrposbl

Mcnonbays TUNoBbIE UCXOAHbIE AaHHble ANS TPexareMeHTHbIX KOpTexed, uaeHTUdUuupoBaHHbIe B Npeabiay-
LMX MOAMYHKTaX, cyllecTByeT He Bonee 48 cneyuduyecknx yrpos (To ecTb jBa UCTOMHUKA Yrpo3bl Ha LWeCTb BUAOB arak
Ha YeTblpe M T-aKkTuBa, cBSA3aHHbIX C KpunTorpadgpueit). Mpumepbl CHOPMUPOBaHHBIX TakuM 06pasoM yrpo3 npuBedeHbl
B Tabnuue C.1.

Tabnuya C.1— TunoBble yrposbl, OTHOCALYMECA K KPUNTOrpapmyeckuM akTueam

NaeHTuduUkaTop yrpossb Tunosag yrposa

TEMI CssasaHHble ¢ kpunTorpadueir aktuesl UT MoryT 6bITb pacKpbiThl HEYNONTHOMOYEHHO-
MY MUY WK NONb30BATENIO Yepes 3NeKTPOMarHuTHele u3nydeHns OO

N.IMPERSON HapywuTtenb (BHELWHWI A N BHYTPEHHUIA) MOXET BbiAaBaTh ce6a 3a ynonHOMOYEH-
Horo nonbsoatena OO

T.ERROR HeynonHoMoueHHOe nuuo unu nons3oBatens OO, nHUUMUpyA ownbku B OO, MoxXeT
BO6UTLCA HECaHKLUMOHMPOBAHHOMO PacKpLITUS UM MoAMdUKaLIMK CBA3AHHBIX C KPUI-
Torpadueii aktusos UT

T.MODIFY LlenocTtHocTb MHOpMaLuumM MoxeT BbiTb MocTaBneHa nog yrposy (CKOMMPOMEeTUpo-
BaHa) M3-3a HECaHKLUWOHUPOBaHHOW MOAMMDUKALMN UIMU YHUUTOXEHUS MHdopMaLmu
HapywuTenem

TATTACK HeobHapyxeHHaa koMnpomeTauusa cBA3aHHbLIX ¢ Kpuntorpadueit aktusoB UT Mo-

XET NPoU3oiTU B pesyrisTaTe MONbITOK HapyLUMTENsl (BHYTPEHHETO UM BHELLHEro)
BLINONHEHUS AENUCTBUIA, Ha BLINOSTHEHUE KOTOPLIX HapYLUUTESlb HE YNONHOMOYeH

T.ABUSE Heo6HapyxeHHasA koMnpomeTauus cBA3aHHbIX ¢ Kpuntorpadueit aktusoe UT Mo-
XeT NPOU3OITU B pesynsraTte NpefHaMepPEHHOro Un HenpegHamMepeHHOro BLINOS-
HEHUA MNobbIM YNONHOMOYEHHBLIM nonb3oBaTeneM OO AeicTBUA, Ha BbINOITHEHME
KOTOPbIX YNOSTHOMOYEHO KOHKPETHOE SULI0
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NaeHTudukaTop yrposbl

Tunosas yrposa

T.MAL CesizaHHble ¢ kpunTorpadueit aktusel UT MoryT 6biTb MOAWdULMPOBaHLI MK pac-
KpbITbl HEYMONMHOMOYEeHHOMY Nuly unu nonbsosatento OO B pesynkrate cboq (oTKa-
3a) OO

T.PHISICAL KpuTu4Hble ¢ TOYKM 3peHus 6ezonacHocTn YacTu OO MoryT BbiTb noaBepXeHbl hu-

3UYECKUM aTakaM, KOTOpble MOTYT MOCTaBUTb NOA Yrpo3y (CKOMNpoMeTUpoBaTh) Ge-
30MacHoCTb

C.4.3 Nonutuka 6e3onacHOCTN OpraHu3aummn
Mpasuna MNBOp (ecnu 3agaHbl), KOTOPLIMU AOMKEH pykoBogcTBoBaTLCA OO, Takke AOMKHEI ObITh M3noxeHb! B M3
unu 3B. CrneayeT AokyMeHTMpoBaTb uanoxeHne MNBOpP oTHoCUTENbLHO KpunTorpadriecknx OyHKUUOHANbHLIX BO3MOX-
HocTei OO, koTopoe He MOXET BbITb BKIIOYEHO UMW NojpasyMeBaTLCA B onucaHuu yrpos. ManoxeHue MNEOp BknovaeT
B ceba (HO He orpaHu4MBaeTCs) N3NOXEHUE:
NONUTUKN MAEHTUGUKaALMKU U ayTeHTUdMKaLuK;
MOSIUTUKW yNpaBneHnsa AOCTYNOM Nonb3oBaTeneit;

MOMUTUKK YyNpaBrneHns KpUuntorpau4eckuMmn Krovamu,

a)
b)
C) NOMUTUKK ayanTa u ydeTa;
d)
e)

MONUTHKK hrandeckoir BesonacHoCTH;
f) noNMTUKKU ynpaBrneHua U3ny4eHUAMN.
PaspaboTtumku M3 1 3b Takke MOryT NpuMeHUTb uanoxeHue aTux MBOp k acnektam OO, He CBA3AHHLIM C KpUM-

Torpaduen.

HononHutenbHas HgopMauus pasnnyHbIX COCTaBNSALMX NoNUTUKKM 6esonacHocTn ans OO, cofepxallero Kpun-
Torpaduueckme yHKLUMOHanNbHLIE BO3MOXHOCTH, @ Talke crnoco6 Ux NpeacTaBneHUs B COOTBETCTBUU CO cTaHZapTamu
cepun MCO/M3K 15408 npepcraeneHsl B C.5.5.

C.4.4 Llenun 6e3onacHocTu U o60cHOBaHue

Tunosble Uenu GesonacHocT NpuBegeHbl B Tabnuue C.2.

Tabnwuya C.2— Tunosble Lienn 6esonacHocTtu ans OO

UaeHTndukaTop uenu

Llenb 6e3onacHocTH

O.1I&A

OO pormxeH BbINOMHATL YHUKaNbHYI0 MAEHTUMUKaLMIO BCEX Nofb3oBaTenei n ayTeH-
Tudukaumio (NMpoBepKy MOAMUHHOCTM) UAEHTUMUKALMOHHOW MHGOPMaLuK Ao npe-
JlocTaBneHus nonb3oBarento gocTyna K ceppucam OO

O.DAC OO

OO porKeH NPefoCTaBMsiTb CBOMM MOJIb30BATENSIM CPEACTBA YNpaBreHUs U orpa-
HUYEHUs JoCTyNa Apyrux nosib3oBaTeneil (WM MAEHTUULMPOBaHHLIX FPYMM NOSIb30-
BaTenei) kK o6bekTaM U pecypcam, MO OTHOWEHUIO K KOTOPLIM MepBble SBMSIOTCA
BnafenbLamMn UM oTBETCTBEHHLIMU, B COOTBETCTBUM ¢ HAGOpoM mpaBus, onpepe-
NEeHHbIX JUCKPELMOHHOW MONMUTUKOW Ge3onacHOCTH

O.PHP

OO pomnxeH 3awmuyatb ceba U cBsi3aHHbIe ¢ KpunTorpadueir aktuebl UT oT HecaHk-
LMOHUpOBaHHOro uanyeckoro foctyrna, MogudukaLmum UnNu Ucnonb3oBaHUs

O.INTEGRITY

OO foMmKkeH UMETb cpeficTBa 0GHapYXeHNA HapyLUEHUs LieloCTHOCTU UHgOopMaLmm

O.FAILSAFE

B cnyyae BO3HUKHOBeHUS owmbku OO ponxeH COXpaHATb 6e3onacHoe cocTosHue

O.ADMIN

OO pomxeH NpeaocTaBuTb YNOMTHOMOYEHHOMY af\MUHUCTPATOpy CpeAcTBa, Mo3Bo-
nsiowme emy adpekruBHo ynpasnsate OO u ero (OO) dyHkuuaMu GesonacHocTu, a
TaKKe rapaHTUpoBaTb, YTO TOMbLKO YNOMHOMOYEHHbIE aiMUHUCTPATOPLl MOMYT MOJTy-
YUTb AOCTYM K TakuM PYHKLMOHANBHBEIM BO3MOXHOCTAM

OE.EMI

JomxHbl 6bITb NPEANPUHATLI NpoLefypHbIe U hU3nmyeckue Mepbl AN NpefoTBpalle-
HUS PaCcKpLITUS CBSA3aHHBIX C KpunTorpaduen akTuBoB UT HeYNoNMHOMOYEHHBIM JU-
LaM urnu nosib3oBaTesisiM Yepes 3MeKTPOMarHuTHLIE nanydeHuss OO
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OkoHyaHue mabnuuypl C.2

WaeHTudbukaTop Lenu Llenb 6esonacHocTn

OE.PHYSICAL OTBeTcTBEHHblE 3a OO pomkHbl obecneuntb, uUTOOBI Yactu OO, asnaowmecs
KPUTUYHBEIMWU MO OTHOLIEHUIO K peanu3auuu nonutukn 6esonacHocTu, bbinu 3awm-
LeHbl OT PU3NYECKOTO HanageHus, KoTopoe Morno 6bl NocTaBUTL Noj yrposy 6eso-
nacHocTtb UT

MpumedyaHune— Llenu 6ezonacHoctu OE.EMI n OE.PHYSICAL sBnstotca uenamu 6esonacHocT Ans
cpeabl. OcTanbHble Lenu siBnstotes uenamu 6esonacHoctu ana OO. [pyrue yenn 6eaonacHocTy Ans cpefbl MoryT
ObITb CBA3aHbI:

a) ¢ npoyeaypamu o6paboTKu U XpaHEHUA CBA3AHHBLIX C KpunTorpadueii aktusos MT, BBOAUMBIX B U BEIBOAU-
MbIX 13 OO;

b) ¢ npoueaypamu akcnnyatayuu u noaaepxkm OO;

C) C YpOBHEM J0BepUs K YNOMHOMOYEHHBIM nonbsosatensam OO;

d) ¢ oby4eHnem ynonHOMOYEHHbIX NoNb3oBaTenel (Hanpumep, Aepxareneil KpUNTorpaduUYeckux KIoYen,
obcnyXMBatoLlero nepcoHana, OCHOBHbIX Nofib3oBaTeneit), KoTopble AOMXHbLI kakuM-nmbo obpasom B3aumopeii-
ctBoBaTh ¢ OO;

e) ¢ pusndeckumn Mepamu, HeobxogumMbiMu ana 3awmTsl OO;

f) ¢ orpaHuyeHusamMu, ceazaHHbIMKU co cpeaoit akcnnyaTauumn OO (BKNoYas orpaHUYEHUs, CBA3aHHbIe C ANEKT-
POMarHUTHBEIMU U3NTy4EHUSMMU);

g) ¢ UT-cpepoit 6esonacHocT OO (Hanpumep, orpaHUYEHUAMU MO TUMY nNporpammHoro obecneyeHus, no
ucnonb3oBaHUo 6a30BO [JOBEpPEHHON oOrepauuMoHHOW CUCTEeMBbl ANS peanusauunM MONUTUKN  YnpaBneHus
goctyrnom k OO).

O6ocHoBaHWe Lenei 6e3onacHOCTH 4NS NPOTUBOCTOSIHUA yrpo3aM npuBeaeHa B Tabnuuye C.3. [aHHaa Tabnuua
He oTpaxaeT ypoBeHb AeTanusauum, Heobxogumelit gna obocHosaHus Ueneit 6esonactoctn B 36 unu N3.

Tabnuya C.3— ObocHoBaHUe Lienel 6esonacHocTu

NaeHTUUKaTOp Yrpossl CooTBeTcTBYlOWaa Uenb 6e30nacHOCTU U 06ocHOBaHUE

TEMI OE.EMI — TpeboBaHue Ucnonb3oBaHUA NpoUeaypHLIX U pusndeckux Mep (Hanpu-
Mep, 3KpaHUpOBaHWe MOMELLEeHUs, pasMeLyeHne Ha OnpeaeneHHOM pacCTOSHUN OT
o0LLEeAOCTYNHOW 30HbI) AOMKHO YMEHBLUWTE PUCK PACKPLITUS CBA3AHHBIX C KPUMTO-
rpacpmeit aktusoB UT Yepes nanydenus OO

T.IMPERSON O.I&A — TpeboBaH1e HagexHoN MAEHTUPUKALNN 1 ayTeHTUMKALMU NONb3oBaTENS
AOMKHO YMEHbLNTL PUCK MacKupoBKM oA YNOSHOMOYEHHOro nofnb3oBaTens

T.ERROR O.FAILSAFE — tpeboBaHune OO coxpaHsTb 6e30nacHoe COCTOsIHME B ClyYae BO3HUK-
HOBEHUS OLUMBKN AOMKHO YMEHBLUUTL PUCK HEraTUBHOrO BO3AEWCTBUSA U3-3a Cnydaid-
HON MogUtUKaLIMU UNKU PaCKPLITUA CBS3aHHBIX C KpunTorpadueit aktusos UT

T.ABUSE O.DAC — TpeboBaHue 0 COOTBETCTBUM NPOLEAYPLI NpeaocTaBneHus goctyna k OO
YCTaHOBIIEHHO MONUTUKE yNpaBrieHnsi LOCTYNOM AOMXHO YMEHbLUMTL PUCK TOTO, YTO
nonb3oBaTenu GyayT, BLINOMHATL onepawuu, AOCTYN K KOTOpLIM UM He TpebyeTtca

TMAL O.INTEGRITY — TpeboBaHue k OO no o6Hapy>XeHUIO HapyLLEHUS LIeNIOCTHOCTU yBe-
nMyMBaeT BO3MOXHOCTU NO OBHApyXeHWIo OLINGOK.

O.FAILSAFE — tpebosaHune OO coxpaHsiTs 6e3onacHoe COCTOsIHUE B Criydae BO3HUK-
HOBEHMWS OWMNOKN AOMKHO YMEHBLUMTE PUCK HEraTUBHOrO BO3AENCTBUSA U3-3a Criyyait-
HON MoaudUKaLUN UNKN PaCKPLITUA CBSI3aHHBIX ¢ KpunTorpaduei akrusoB UT

T.PHYSICAL O.PHP — TpeboBaHue no 3awute OT PpUNYECKUX aTaK AOMMKHO YMEHbLIUTL pUCK
duranveckux aTak.

OE.PHYSICAL — Tpe6oBaHue No UCNONb30BaHUIO NPOLIEAYPHLIX U DU3UHECKUX Mep
ANSA orpaHuyeHns duandeckoro goctyna k OO TONbKO NOMb3oBaTENAMU, YNONHOMO-
YeHHBIMWU Ha PU3NYecKiAi AOCTYNM U KOTOPBIM 3TO TpebyeTcs, AOMKHO YMEHbLUTL
puUcKk cuamndeckoi atakm Ha OO
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WUaeHTUduKaTop yrposbl

CooTBeTcTBYtOWan Lenb 6esonacHocT U 060CHOBaHKWe

TMODIFY

O.INTEGRITY — B0O3MOXHOCTb 0BHapyXeHUs HapyLleHUs LieNOCTHOCTU [ ONKHa
YMEHbLLUUTE BO3MOXHOCTU HapyLuMTensa no MoaudukaLnn cBA3aHHbIX ¢ KpunTorpa-
uein aktnusoB UT.

O.ADMIN — Hagnexalyas koHurypupoaHue n agMmuHucTpuposanme OO [OMKHbI
YMeHbLLUUTL pUcK Mogudukauuu

TATTACK

O.I&A — TpeboBaHue HafeXHON NAEHTUDUKaLMN 1 ayTeHTUdUKaLUM nonb3osaTens
JOIIKHO YMEHbLUMTb PUCK HECAHKLMOHUPOBAHHOrO AOCTYynNa.

O.DAC — TpeboBaHue 0 cooTBETCTBUM NpoLeaypbl NpeocTaBneHns goctyna k OO
YCTaHOBMEHHON NONMUTUKE ynpasneHnsa JOCTYNOM AOMKHO YMEHbLUUTE PUCK TOro, YTO

none3soBaTteny GyayT BEIMOMHATL onepauuu, AOCTYnN K KOTOPbIM UM He TpebyeTcs

C.4.5 TpeboBaHusA 6esonacHocTH
Llenn GeaonacHoCTU MoryT GbiTb YTOYHEHBI B TpeGoBaHusix 6esonacHocTn UT B cootBeTcTBUM ¢ Tabnuuei C.4.

Tabnuya C.4— dopmupoBaHue TpeboBaHUil Be3onacHOCTU Ha OCHOBE Lienei 6e30nacHoCTy

NaeHTudmkaTop Lenu

Llenb 6e3onacHocTn

KoMMOHeHT B cOOTBETCTBUM
CO cTaHgapTamiu cepuu
MCO/M3K 15408

O.I8A

OO ponxeH BbINOMHATE YHUKANbLHYIO U EHTUDUKALUIO
BCEX Nosb3oBaTeneil u ayTeHTUdMKaLUuo (MPOBEpKY
NOANMHHOCTUN) UAEHTUDUKALMOHHOW MHEpOPMaLIMK A0
npeaocTaBNeHNA NoNb3oBaTeNo A0CTyNa K OO u cBs-
3aHHbIM € KpunTorpaduen aktusam UT

FIA_UID.1-2, FIA_UAU.1-5

O.DAC

OO ponxeH NpeaocTaBuTb CBOUM Mofb3oBaTensmM
cpeAcTBa ynpaBneHns n orpaHnyeHns AocTyna K cBs-
3aHHbIM C Kpuntorpaduein aktusam UT B cooTBeT-
CTBWUM C YCTAHOBNEHHOI NOMUTUKONR yNpaBneHus Joc-
TYnom

FDP_ACC.1-2, FDP_ACFA1

O.PHP

OO ponxeH sawmwate ceba U CBA3AHHbIE C KPUM-
Torpadueii aktusbl UT OT HecaHKLWOHUPOBAHHOIO
pn3nyecKoro AocTyna, MogUPUKaLUN UK UCNOonb-
30BaHUA

FPT_PHP.1-3

O.INTEGRITY

OO pomkeH UMeTb cpefcTBa 06HaPYXeHUs HapyLue-
HUS LENOCTHOCTU WHOpMaLMU

FPT_AMT.1, FPT_TST.1.

O.FAILSAFE

B cnydvae BO3HUKHOBeHUsi owmnbku OO AomkeH co-
XpaHaTb 6e3onacHoe cocTosiHWe

FPT_FLS.1-4

O.ADMIN

OO ponxeH npegocTaBuUTb PYHKUMOHANLHbBIE BO3-
MOXHOCTH, KOTOPbIE€ MO3BONAT YNONHOMOYEHHOMY
aAMUHUCTPATOPY YNpaBnATb KpunTorpadbu4eckuMn
KNI0YaMU B COOTBETCTBUM C YCTAHOBNEHHON NONUTU-
KOW ynpaBneHus Kpuntorpadu4eckumMu KroHamu

FCS_CKM.14,FCS_COP.1

OE.EM|

HomxHbl BbiTb NpelnpUHSATEI NpoLeaypHble N dU3m-
Yeckne Mepbl ANsi NpeaoTBpaLleHNs packpbITUS CBS-
3aHHbIX ¢ KpunTorpaduein aktueos T HeynornHomo-
YEeHHbIM NLUam UK nonb3oBaTesnsiM Yepes deKTpo-
MarHuTHele usnyyeHuna OO

AGD_ADM.1, AGD_USR.1,
npoLeaypel 6e30MnacHo aKkc-
nnyaTauuu
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OkoHYaHue mabnuysi C.4

KomnoHeHT B cooTBeTCTBUM
NaeHTucmkaTop Lenu Llenb 6esonacHocTn CO CTaHjapTamMn cepuu
NCO/M3IK 15408

OE.PHYSICAL OtBeTcTBeHHBIE 3@ OO AomkHEI 0becneunTs, YTobbl | Mpoueaypbl 6e3onacHoit ak-
Te Yactn OO, KoTopble ABMATCA KPUTUYHBIMK MO OT- | cnfyaTayum

HOLWEHN0 K peanusauuu nonutuku BesonacHocTy,
6binNn 3aLmLLeHbl OT UM3NYECKOro HanageHus, KoTo-
poe morrno 66l nocTaBUTE Nog yrpo3y besonacHocTb
nT

C.5 NanoxeHune TpeSoBaHuii 6e3onacHocTu UT

C.5.1 BeeneHue

B gaHHoM paspene obbscHseTcs, kakuMm obpa3oMm Ha ocHoBe cTaHfaapToB cepun MCO/MOBK 15408 B M3 unu 36
MOryT 6bITb BbipaxeHbl TpeboBaHus 6esonacHocTn MUT, koTopblie npeabsBnstotca kK OO, coaepxallemMy Kpuntorpadu-
Yyeckne PYHKLMOHanbHble BO3MOXHOCTH.

[HeTancHoe paccMmoTpeHue copepxaHug Yactei M3 u 36, cBaszaHHbIX co cpepoit 6esonacHocTu OO (Yrposbl,
MBOp 1 npeanonoxeHns 6ezonacHocTH) u UensmMu 6esonacHocTu.

PaspaboTymkam Heo6XOAUMO MOMHUTL, YTO AaHHbLIA CTaHAapT NpUMeHseTC Tonbko K paspabotke M3 u 36 ana
Tex OO, koTopble BKoYaT B cebs kpuntorpacuyeckme yHKUMOHarNbHbIE BO3MOXHOCTU. B HacTosieM cTaHpapte
paccMmaTpuBaloTCA TOMLKO Te KOMMOHEHTHI U CeMeNCTBa, KOoTopble MOrK 6bl 6bITh MCMOMb30BaHLl NpU hopMUpOBaHUN
TpeboBaHuii kK Takum OO, U B KOTOPLIX MOTYT HE Yy4UUTbIBAaTLCHA PYHKLMOHANBHBIE BO3MOXHOCTM, CBA3AHHLIE C HEKPUMTO-
rpacdmyeckuMmn BonpocaMu. B HacTosLeM cTaHAapTe He yuuTbIBaeTcs NOTPeBHOCTb B paclUMpeHHbIX TpeboBaHMsx unu
TpeboBaHUsX Kakux-nMbo npegonpegenieHHbIX YHKLUMOHANbLHLIX NaKkeToB UMW MakeToB A0BepUA (TaKUX Kak 3asiBreH-
HbliA OLeHOYHBIA ypoBeHb AoBepus). TakKke He NPUHUMAIOTCS BO BHUMaHWE B3aMO3aBUCUMOCTU BCEX AOMNOMHUTENbHbLIX
KOMMOHEHTOB.

C.5.2 TpaguuMoHHbIe BONpochl NPOeKTUPOBaHUA U peanu3auumn Kpunrorpadum

PaapaboTymkn kpuntorpaduyeckoro obopyaoBaHUs 3auHTepecoBaHbl HEKOTOPLIMUA YA3BUMOCTAMMU, YCTaHOBMEH-
HbIMW Ha OCHOBe OnMbITa aKcnnyaTauuu U pa3paboTku U CBA3AHHBIMU NPEMMYLLECTBEHHO € annapaTHLIMU KpunTorpadu-
YeckUMMN cpeacTBaMu. TpaguLMOHHLIE YA3BUMOCTU U CBA3AHHbIE C HUMWU TPaAULMOHHBIE pelleHns npefcTaBneHbl B
Tabnuuye C.5.

Tab6nuya C.5— TpaguUMOHHLIE YA3BUMOCTHU U CBA3AHHBIE C HUMW TPafULUOHHbIE peLleHus

YAa3sBUMOCTb TpaguuymoHHoe pelueHne B TepMuHax MCO/M3K 15408

CMeluvBaHuWe (HepasgeneHne) AaHHbIX W krtoveid | OThenbHble dU3ndeckue TOUKK [OCTyna

Mcnonb3oBaHue crnyxebHbIX TOYEK focTyna YcTaHoBNeHWe crnyxebHbIX poneit

CwMelunBaHue (HepasgeneHue) oTKpbIToro U 3a- | OTgenbHble KaHansl BBOAA U BbiBOAA.
LUMHPOBAHHOMO TeKcTa PasgeneHne OTKPbITLIX/3AKPLITEIX AAHHBIX

YTeuka YyBCTBUTENbHOW MH(opMauumn Beref- | [Ba BHYTPEHHUX, HE3aBUCUMbIX JEeACTBUA ANA nepepaqn Yys-
CTBUe KpunTorpadguyeckoro c6os CTBUTENbLHOW UHOopMaLMu.

OTkrtoveHUe KaHanoB BbiBOAA AaHHbLIX OT CUCTEMbI reHepaLun
Krtodeid, BBOAa KNtoYel N 0OHyneHus Krtovei

HecaHKUMOHMPOBaHHbLIA JOCTYN NaeHTUdUKaUMA N ayTeHTUdUKaLmMA.
YnpaBneHue JOCTYNOM K PYHKLMSAX, cepBUcaM 1 aHHbIM

Owmnbkn B NpoekTe MpoeKkTUpOBaHWE KOHEYHbIX aBTOMaToB

duanyeckan ataka Mepbl ¢umandeckor GesonacHocTu

C6ou annapaTHbIX CpeacTs CamoTecTupoBaHue

OneKkTpoMarHuTHele U3ny4eHus CTaHfapThbl ynpaBneHns aneKkTpoMarHUTHLIMU U3NyHeHUaMn
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MpeacTaBneHne TPaAULMOHHBIX PeLUeHUi, CBA3AHHBIX C TPaAULIMOHHBIMU YA3BUMOCTAMU, B TEPMUHAX CTaHA[ap-
ToB cepun MCO/M3IK 15408 paccmatpusaetca B Tabnuue C.6.

Ta6nuya C.6— lMNpeactaBneHne TpaguLMOHHBIX PeLLEHUI B TepMiHax cTaHgapTtos cepun MCO/MIK 15408

YA3BUMOCTb MpeAcTaeneHue peleHns B TepmuHax UCO/MIK 15408

CMelwuBaHne (HepasgeneHue) gaHHelX U kmto- | MogynbHocTb (ADV_INT)
yelit

McnonesoBaHue crnyxebHbIX Todek focTyna Moaaepxka MdE ynpasnenuna goctynom (FDP_ACC, FDP_ACF)

CMelunBaHue (HepasgeneHne) oTKpbITOro U 3a- | MoaynbHOCTb U cokpbiTe uHdopmaLumn (ADV_INT)
LUMPOBaAHHOro TeKkcTa

YTeuka YyBCTBUTENBHOW WHpopmauumn Benea- | BesonacHocTb npu oTtkase (FPT_FLS).

cTBMe KpunTorpadgumyeckoro cbos MoaynbHOCTb U COKpbITUE MHpopmaumn (ADV_INT)

HecaHKLUMOHNPOBaHHbIA JOCTyN MpeHTudukayma u ayteHtudukaynsa (FIA_UID, FIA_UAU,
FIA_ATD).
N®B ynpaBneHus goctynoMm nonbsosatenein (FDP_ACC,
FDP_ACF)

Owubku B NpoekTe MonydopManbHblit M dopmanbHbli npoekt (ADV_HLD,
ADV_LLD)

dunsnyeckan aTaka dusunveckas 6esonacHoctb (FPT_PHP)

Cbown annapaTHbLIX cpefcTB BesonacHocTb npu oTkase (FPT_FLS).

CamortecTtupoBanue (FPT_AMT, FPT_TST)

OneKkTpoMarHUTHble U3NyyYeHus I'Ipe,qnonox(eHuﬂ, CBfi3aHHblE C MONMUTUKOM ynpaBneHna usny-
HYeHUAMHU

Ans ynpoLleHUsi NOSICHEHWI MO NpeAcTaBleHUI0 peLueHUd Ha ocHoBe cTaHgaptoB cepun MCO/MOK 15408,
a TakKe TUMOBLIX NPEACTABNEHMIA B COOTBETCTBUM ¢ Tabnuuei C.4, BolpaxeHue TUNoBbIx TpebosaHuin 6esonacHoctn OO,
cofepxallux kpuntorpadudeckme yHKLMOHarbHbIe BOZMOXHOCTHW, paccMaTpuBaeTca Noj cnefylolmMi LWeCTblo 3aro-
noBKaMmu:

1) «OnpegeneHune OOy;

2) «[poekT n peanusayuna OO»;

3) «lMonwnTnka 6e3onacHoctn OOy,

4) «PyHKUMOHanbHble BO3MOXHOCTU 6e3onacHocT OOy,

5) «TectnpoBaHue OOy;,

6) «3OkennyaTtaymsa OO».

C.5.3 OnpeaeneHne o6bLEKTa OLEHKM

C.5.3.1 PykoBoacTtBo

OBbeKT OLieHKN, €ro KOMMOHEHTLI, PYHKLMUKU U UHTepdeiickl AoMMKHbI BbiTb NOMHOCTLI0 onpeaeneHsl B 13 u 36, To
€CTb JoMKHa 6bITb yHKUMOHanbHas cneumdukauus OO, 4TO JOMKHO rapaHTupoBaTh, YTO Bee (PYHKLMOHanbHbIe Tpe-
6oBaHus, onpegernexHble B M3 u 36, yuTeHsbl 1 MBO peanusoBaHa B ®BO. JomkHa BbiTe onpegeneHa Takke nouTuka
6e3onacHocTn OO, cornacoBaHHas ¢ PYHKLMOHAMNBHOW cneyudukaumeir (cMm. Takke 5.5).

MpumedyaHune— OnpegenerHne OO oTnuyaetcs oT npoekta OO TeM, UYTO OHO CBSA3AHO C onpejeneHnem
dyHKUMOHaNbHLIX BO3MOXHocTelh OO u duanyeckux/norndecknx rpanny OO. MpoekT OO cBsi3aH ¢ yTo4HEHUEM YHKLM-
OHanbHOW cneLuduKkaLmm, KoTopoe MOXET OblTb OCYLLECTBIEHO.

C.5.3.2 NpeacraBneHne B COOTBETCTBUM CO cTaHAapTamu cepun MCO/MIK 15408

KomnoHeHT(bl) M3 cemelictea ADV_FSP (dyHKUMOHanbHaa cneuudukaumua) cnefyeT ucnonb3oBaTb AMA
BblpaeHus TpeboBaHUA ANS BLICOKOYPOBHEBOrO OMUCaHUA BUAUMBIX MOMb3OBaTENO MHTEPKEHCOB U pexnma BbINon-
HeHus ®BO.

Mpu Hanuunu TpeboBaHus Kk NonydopMarnibHOMY MPOEKTY (HampuMep, NPOEKT KOHEYHOro aBTomaTa) crneayeT uc-
nons3oBaTb KomnoHeHT ADV_FSP.3 (nonycopmansHas dyHKLMOHanbHan cneuudukauus). Ecnu ectb TpeboBaHue no
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MoAenu nonuTUkM 6e3onacHoCT, TO AOMKHO UCMONb3oBaTLCA ceMeicTo ADV_SPM (MogenupoBaHue Nonutukn Geso-
NacHocTH).

C.5.4 poeKT u peanu3auua o6 bLeKTa OLeHKN

C.5.4.1 O6Lwee posepue

C.5.4.1.1 PykoBopcTBO

Heobxoaumo yaenuTe BHUMaHWe ToMy, YToBbl MUHUMWU3NPOBATL U (FAE BO3MOXHO) YCTPaHUTL OWMGKN NpoekTU-
poBaHusa u peanusauun. B N3 n 3b gomkHO 6bITb NPOAEMOHCTPUPOBAHO, YTO, MO KpalHel Mepe, BbICOKOYpOBHEBaS
apxutektypa OO sBnseTcA Hagnexallei Ans peanusauun ycTaHoBNEHHbIX QYHKLUWOHanNbHBIX TpeGoBaHUN.

Ecnu TpebyeTca 6onbluas yBepeHHOCTb B NMPOEKTe W ero peanusauuu, To MOXeT NoTpe6oBaTbCcA AeMOHCTpaLns
Toro, yto Gonee HU3KWE YpoOBHM NpoekTa (MOTEHLManbHO A0 CAMOrO HWXHEro YPOBHS) Takxe oTpaxaloT Tpebyemble
pyHKLMOHANBHBIE BO3MOXHOCTU U BbiNM KOPPEKTHO YTOYMHEHB! NO OTHOLUEHWIO K Gornee BHICOKUM YPOBHSIM NPOEKTa.

C.5.4.1.2 MNpepcTaBneHne B COOTBETCTBUU CO cTaHaapTamu cepun MCO/MIK 15408

Ina obecnevenna HeobxoAnMOiA yBepeHHOCTU B NpaBUNBLHOCTU NpoekTa U peanusauyuu OO crneayeT BhiGpaTh
COOTBETCTBYIOLNE KOMMNOHEHTbI CNEAYIOLUX CEMEACTB:

a) ADV_HLD (npoeKT BepXHero ypoBHs);

b) ADV_LLD (npoeKT HWXHero ypoBHsl);

¢) ADV_RCR (cooTBeTcTBUE NpeAcTaBneHUiA);

d) ALC_TAT (MHCTpyMeHTanbHble cpeficTBa U METOAbI).

KoMnoHeHThl U3 cemeiictea ADV_HLD fomkHbLI NCnonb3oBaTbea ANA BblpaxeHuss TpeboBaHuii kK onucanuio PBO
B TEPMUHAX OCHOBHbIX CTPYKTYPHLIX YacTeil (TO eCTb MOACUCTEM) U CBA3U 3TUX YacTel ¢ PYHKLUSIMUA, KOTOPLIE OHU BLINON-
HaT. KomnoHeHT ADV_HLD.2 (getanusauua Bonpocos 6€30NacHOCTU B NPOEKTE BEPXHErO YPOBHS) CrieAyeT UCNONb30-
BaTb, €CnNK ecTb TpeboBaHWe no oTaeneHuto kpunTorpadpuyeckux rpaHuy OO oT rpaHuy OO B LenoMm.

KoMnoHeHThl U3 cemeiictea ADV_LLD cnegyeT ucnonb3osaTh ANA BbipaxeHUsa TpeboBaHUid K onucaHmnio BHYTPEH-
Hero cofepxaHna PBO B TepMnHax MoAynei, ux B3auMoCBA3EN 1 3aBUCUMOCTEA.

KomnoHeHTHl U3 cemeiictBa ADV_RCR cnefyeT ucnonbsosatb Npu Hanu4uu TpeboBaHuil K JeMOoHCTpaLumn cooT-
BETCTBUSA MeXAY PasnuYHbIMUA NpeAcTaBneHusAMMN rnpoekTa.

KomnoHeHT ALC_TAT.2 cnepyeT ucnonb3osaTb Npu Hanu4iuu Tpe6oBaHNUA K BLINOMIHEHUIO pa3paboTku B COOTBET-
CTBUW C KOHKPETHLIM CTaHAapTOM peanusauuun (Hanpumep, cTaHaapT KOAUPOBaHUS).

C.5.4.2 MogynbHbI NpoekT

C.5.4.2.1 PykoBogacTBo

Kak yxe oTMeuvanock, pazpabotymku Kpuntorpadpuu obeiMHO o03aboveHbl Tem, YTo owmbka B ofHo Yactu OO
MOXET NoBNUATbL Ha apyrie Yact OO, n nHdopmaums us ogHon yactn OO MOXET cTaTb AOCTYNHOW ANA APYruX YacTen
OO, KoTopbIM OHa He TpebyeTcs. 3Ta 03abo4eHHOCTb NpUBENa K CEAYIOLMM TUNam TpaguULUOHHBIX TpeGoBaHUA:

a) Bce BXofHble AaHHble, nocTynatowune B OO Yepes nHTepdenc BBOAA AaHHbIX, AOMKHLI NPOUTU TONLKO Yepes
MapLUpyT BBOAA AaHHbIX;

b) Bce BbIxoAHLIe faHHbIe, BeIxoasLwme n3 OO Yepes uHTepdeiic BelBofa AaHHbIX, AOIMKHEI NPOWTU TONLKO Yepes
MapLUpyT BbIBOAA A&HHbIX;

C) MapLUpyT BbiBOf@ AaHHbIX AOMKeH ObITb MOrMveckn oTAeneH OT CUCTEMBl U MPOLIECCOB reHepauun KnoYei,
py4HOro BBOA@ KItoYei Unu oBHyNeHNs kntoveil;

d) OO gonxeH noaaepxuBaTh OTAENbHbIE MapLUPYThl ANSA OTKPLITLIX U 3aKPbITHIX AaHHbIX.

MpeAHa3HaveHWe sTUX TpeboBaHWi 3akntodaeTcst B TOM, YTO6bl 06ecneunTb TEXHUYECKoe PyKOBOACTBO, CBsi3aH-
HOe C MOAYIbHEIM NMPOEKTUPOBAHUEM, YMEHbLUEHWEM CIIOKHOCTU U MUHUMU3aLWUN HeraTUBHbLIX MOCnefcTBUiA owmnbok B
Kakon-nnbo yactn cUCTeMbI.

C.5.4.2.2 MNpepfcTaBneHe B COOTBETCTBUM co cTaHgapTammu cepun MCO/MBK 15408

[ns BeipaxeHnsa TpeboBaHuit kK mogynbHomMy npoekTy OO B 13 1 36 cnegyeT BuIOpaTh KOMMNOHEHT(bI) U3 Crieayto-
LMX CEMENCTB:

a) ADV_FSP (dyHKkuMoHaneHasa cneyudukaums);

b) ADV_HLD (npoeKT BepxHero ypoBHs);

¢) ADV_INT (BHyTpeHHsA cTpykTypa OBO);

d) ADV_LLD (NpoeKT HWXHEro ypoBHsI).

Hanpumep, NpoOeKT HWKHEro YpOoBHS NoKasbiBaeT BCE NMOTOKN JaHHLIX U MOXET ObITb MCNOMb3oBaH Ansa obecneve-
HWSA YBEPEHHOCTW B TOM, YTO BXOAHbIE, BbIXOfHbIE JaHHble, OTKPBITbIA U 3aluMdPOBaHHbIA TEKCTEl AOCTYMHbI TONBKO
koMnoHeHTam OO, KOTOPLIM OHU HeobxoAuMbl. TpeboBaHWA MOLYINBHOCTU W MepapXUYHOCTU MomoralT obecnednTb
yBEpEHHOCTb B ToM, 4To OO pa3pabaTbiBaeTca C UCNONbL3OBAHMEM HaAsexalyux NpUHLMNOB NPOEKTUPOBAaHUSA, U, Cre-
floBaTernkbHO, JOCTYN K faHHLIM MOryT MOMYYUTh TONLKO Te KOMMNOHeHTHl OO, KOTOPLIM OHW HEOBXOANMEI.

B aTom HanpasneHuu cyLLecTBYIOT criefytoLiue aneMeHThbl komnoHeHTa ADV_INT.3 (MUHUMU3aLUS CIOXHOCTU) U3
cemelictBa ADV_INT (BHYTpeHHss cTpykTypa ®EO):

a) ADV_INT.3.3C — onuncaHne apxuWTeKTypbl [OIKHO COfepXaTb M3noxeHue, kakum obpasom npoekt PEO obec-
neynsaeT GonbLUYO HE3aBUCUMOCTb MOAYNEN, YTOOLI U3bexaTb HEHYXKHOro B3auMOAeiCTBUS;

b) ADV_INT.3.5C — onucaHue apxuTeKkTypbl JOMKHO NOKasaTb, YTO B3aUMHbIE CBA3M BbiNU MUHUMWU3UPOBaHLI, 1
cofepxaTb cTporoe o60CHOBaHWE OCTaBLUNXCH CBA3EW;
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¢) ADV_INT.3.6C — onucaHue apxuTeKTypbl JOMKHO NOKasbiBaTb, kakum obpasom Bce PBEO cTpykTypupoBaHbl
ANA MUHUMU3ALIMKA CIIOXKHOCTU.

C.5.5 NonuTuka 6e3onacHOCTN 06 bEKTA OLUEHKMN

C.5.5.1 BeBepeHue

B N3 n 36 gomkHa 6bITb onucaHa nonutuka GesonacHoctn OO. Monutuka 6esonacHoctn OO, copepxalyero
KpunTorpacmyeckme yHKLUUOHarNbHbIE BO3MOXHOCTH, AOIMKHA BKNIOYATL B cebsa cnegytolue acnekTsl (HO MOXET UMK
He OrpaHU4YUBaTbLCS):

a) NonuTMKa naeHTUdUKaLMn n ayTeHTUuduKaumu,

b) nonuTuka ynpaBneHus [OCTYNOM Mofb3oBaTenei;

C) NnonuTWUKa ayauTa U yyeTa;

d) nonuTUka ynpasneHus KpunTorpadUIEcKuMmn Kroyamu,

e) nonuTtuka duandeckoil besonacHocTy;

f) nonuTUKa ynpaeneHns aneKTPOMarHUTHBIMU U3NYYEHUAMU.

BbipaxeHue aTUX NONUTUK 6Ge3onacHocTU 06bIMHO AOCTUraeTca codeTaHneM popMynupoBoK NONUTUKK Gesonac-
HOCTW OpraHu3auun (Hanpumep, CChifika Ha CTaHAapThl SNIEKTPOMArHUTHBLIX M3Iy4YeHWid, cneyudukauuio NONUTUKK yn-
paBneHus LOCTynoM nonb3oBaTeneil), MpeanonoXeHuidt (HanpuMep, ccbifika Ha cusndeckne n npoueaypHele Mephbl
sawuTsl OO) u dyHKUMOoHanbHeIX UT-TpebosaHuit 6esonacHocT k OO (Hanpumep, onpefeneHne yHKUUOHANbHLIX
MexaHW3MOB, KOTOpble pearimayroT NONUTUKY yNpaBneHus AOCTYNOM nofib3oBatenei).

C.5.5.2 Monutuka ngeHTUcpUKaLMm u ayTeHTudmKaLmmm

C.5.5.2.1 PykoBoacTtBo

B M3 u 3B criefyeT onpeaenuTs TUMbI Monb3oBaTenieil wunu ponei, a Takke cnocoboB/cpefcTB UX ayTeHTU-
dukaymm.

TunoBble ponu, cBA3aHHbIe ¢ KpunTorpaduen, BrtovatoT B cebs:

a) OTBETCTBEHHOro 3a KpunTorpaduio;

b) oTBETCTBEHHOrO 3a COMPOBOXEHNE CUCTEMBI;

C) ayfuTopa cUucTeMbl;

d) oTBeTCTBEHHOro 3a 6€30MacHOCTb CUCTEMBI,

e) nonb3oBartens/oneparopa.

C.5.5.2.2 MNpepcTaBneHne B cooTBETCTBUM co cTaHaapTamu cepun MCO/MBK 15408

[nsi BblpaxeHns TpeBGoBaHMWii K yCTAHOBNEHWIO U BepUdUKaLMW NpelbsBIeHHOro nonb3oBaTenemM uaeHTuguka-
Topa crnefyeT BelGUpaTs COOTBETCTBYOLLME KOMMOHEHTHI U3 Knacca FIA. Kak npasuno, cnegyeT BeIbUpaTh KOMMOHEHT(bI)
U3 CrieAyroLLmX ceMeicTB:

a) FIA_UID (uaeHTudukaumsa nonb3oBatens);

b) FIA_UAU (ayTeHTudukaLma nonb3osaTens);

¢) FIA_ATD (onpepeneHune atpubyToB nons3osaTens).

KomnoHeHT(bl) u3 cemeiictea FIA_UID cnefyeT ucrnone3oBaTth ANs onpeAeneHus yCrnoBus, NpU KOTOPLIX OT NOMb30-
BaTeneit gomxHa TpeGoBaTbca cobCTBEHHAsA MAeHTUdUKAUMS [0 BLINONMHEHUs npu nocpegHudectse ®BO Kaknx-nnbo
Lpyrvx geicTBuid, TpeOyOWMX ngeHTUdMKaLUM nonL3oBaTens.

KomnoHeHT(bl) U3 cemelictBa FIA_UAU gonxeH(bl) 6bITb UCMONb3oBaH(bl) Ans onpefeneHns MEXaHu3mos ayTeH-
TUbUKaumMm noneaosatens, npegoctaeBnseMele ®BO.

KoMnoHeHT(bl) U3 cemeiicTBa FIA_ATD cnegyeT Ucnonb3oBaTh A s onpefeneHns atpubytos 6€30nacHOCTM NOMb30-
BaTeneil. KomnoHeHT(bl) U3 cemeitictBa FIA_ATD cnegyet ucnons3oBark AN onpefeneHuss tHpopmaLuunm o Kpunrtorpa-
cuueckoM Krtove kak aTpubyTe nonbaosaTens.

3awura ayTeHTUpUKaLUOoHHOW MHOPMaLWK OT NepexasaTta U MOBTOPHOIO UCMOMNb30BAHUA MOXET ObiTb JOCTUTHY-
Ta C UCMONb30BaHUA KOMMNOHEHTOB U3 cemeiictBa FTP_TRP (goBepeHHbIii MapupyT) u/iunu FIA_UAU (FIA_UAU.3 —
ayTeHTUdMKauuA, 3awmeHHas ot nogaenok u FIA_UAU.4 — MexaHu3Mbl OJHOPa30BOi ayTeHTUdNKaLum).

C.5.5.3 MNonuTuka ynpaBneHuA AOCTYNOM nonb3oBarenen

C.5.5.3.1 PykoBogcTtBO

OO ponxeH peanusoBbIBaTL yNpaBieHUe AOCTYNOM nosib3oBatenei K kpunrorpadpmyeckum aktusam UT B cooT-
BETCTBUU C YCTAHOBNEHHON NOMUTUKOM YMNpaBneHWs [OCTYNOM mnonb3oBaTteneid. B koHTekcTe OO, copepxaliero
KpunTorpaduyeckne yHKUUOHaNbHbIE BO3MOXHOCTH, 3fieMeHTaMU NONWTUKW ynpaBrieHWs AOCTYNOM nosb3oBaTenei
ABNAOTCA:

a) ponu nonb3osaTenen;

b) cepBuChI, K KOTOpBIE MOXET OCYLLECTBRATLCA JOCTY,

C) KpUTUYHBIE NapameTpbl 6e3onacHoCTU, Hanpumep, KpunTorpaduyeckne KIUM (Kak He3alwudgpoBaHHble, Tak
U 3aluucpoBaHHbIE), ApYrMe KpUTUYHblE napameTpbl 6GesonacHocTU (Takue, Hanpumep, Kak ayTeHTUPUKaUNOHHbIe
AaHHble);

d) BuabI gocTyna (Hanpumep, YTEHUE, 3anunchb, BLINOMHEHWUE, yaaneHne u T.4.) K cepBucaM U KpUTUYHBIM NapaMeT-
pam 6e30nacHOCTH.

YnpaBneHWe pocTynom nonb3soBatenei kK OO MOXeT OblTb OCHOBAaHO Ha pONEBOW MONUTUKE YNpaBneHUA
foctynoM (RBAC), nonutuke ynpaBneHus OCTYNOM, OCHOBaHHON Ha uaeHTudgukatope (IBAC), unn Ha coueTaHnm aTux
ABYX NOMUTHK.

~— — =
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B HeKoTopkIx NpoekTax nepcoHar, OTBETCTBEHHbLIA 3a COMPOBOXAEHUE, MOXET 0GONTU MeXaHU3Mbl yrnpaBneHus
poctynom OO, coaepallero kpuntorpaduyueckne QyHKLNOHaNbHbBIE BO3MOXHOCTW. TakUM 0Bpas3om, MOXeT Takke
notpeboBaTbCA peanusayys NOMUTUKW yNpaBneHUs JOCTYMNOM MpW COMPOBOXAEHUW. 3Ta NOSUTUKA JOSKHa pernaMeH-
TUpOBaTb, KakuM 06pa3oM WHGOpMaLMsA nonb3oBaTenel 4omkHa OblTh 3alluileHa OT AOCTyNa o CTOPOHLI NepcoHana,
OTBETCTBEHHOrO 3a COMPOBOXEHWE, YTO MOXeT GbiTe AOCTUrHYTO NPOLEAYPHBIMW W/WIK TeXHUYeckuMn mepamu. MNpu-
MEpPOM MOXET CRyXWUTb crefytowas nonuTuka:

Mo moeo, kak nepcoHany, omeemcmeeHHOMY 3a corpogoxdeHue, 6ydem paspeuieH docmyn Kk OO:

a) eca omKpbimblf UHpopmauua domkHa bbimb 3awugposaHa ¢ UCMoNb308aHUEM Macmep-Kioda;

b) macmep-kniod GormkeH 6bimb U3bsim, a e2o Konus eHympu OO domkHa 6bimb OBHyneHa.

lTocne moeo, Kak nepcoHaln, omeemcmeeHHbill 3a COnposoxdeHue, 8biNMoNHUM ceou 3adadqu 1o cornposoxde-
Huto, macmep-kmod GomkeH 6bimb 3agpyxeH 8 OO, ymobbl pacuiugposamb rnpedeapumenbHO 3alUPOBaHHYO UH-
gopmaluio.

C.5.5.3.2 MNpeacTaBneHne B COOTBETCTBUU co cTaHAaapTammu cepun MCO/MBK 15408

CnepyeT BbIGUpaTh KOMNOHEHT(bl) U3 CrefyoLMX CeMeiCcTB:

a) FDP_ACC (nonuTuka ynpasreHUs OCTYMNoMm);

b) FDP_ACF (dyHKUMM ynpaBrneHus 4ocTynom);

c) FDP_IFC (nonuTtuka ynpaBreHus MHPOPMaLMOHHLIMUA MOTOKaMM).

KpunTorpadudeckme knoum AomKHbl XpaHuTbea U sawuatees B OO. Knoun nonbaosateneid MoryT 6biTh 3awm-
LieHbl B COOTBETCTBMU C NOSUTUKON yrnpaBneHus JOCTYNoM ¢ UCMOonb3oBaHNEM KOMMOHeHTa U3 cemeiictea FDP_ACC.
CuCTEeMHbIE KIoYn MOryT ObITh 3allWLLeHbl B COOTBETCTBUM € ceMeicTBoM FMT_MTD.

Kak MuHUMyM, criefyeT ucnone3oBaTb komnoHeHT FDP_ACC.1. C ncnonb3oBaHUeM 3TOro KOMMNOHEHTa cneayeTt
onpefenatb MNPE Ana ynpaeneHus JocTynoM Becex cybbekToB K aktusam UT, cBasaHHbIM ¢ kpunTorpadueit. B sasucumo-
cTu oT Apyrux dyHkumuid n NOB gna OO B LyenoM komnoHeHT FDP_ACC.2 MoxeT okasaTbca 6onee nogxoaawum.

FDP_ACF.1 cnefyeT ucnons3osaTs AN onpefeneHus TpebosaHua no peanusauuu MOB ynpaeneHnsa goctynom
nonb3oBaTeneu:

FDP_ACF.1 ¥YnpaBneHvne A0OCTYNOM, OCHOBaHHOe Ha aTpubyTax 6e3onacHocTu

FDP_ACF.1.1 ®BO pomkHbl OCYLLeCTBMATL MOMUTUKY YNpaBneHus JOCTYNOM nofb3oBatenei k o6bekTam, OCHO-
BblBasCb Ha [HaszHadeHue: aTpubyThl 6€30MacHOCTH, UMeHOBaHHbIE pynnbl aTpubyTos 6e3onacHoOCTH].

FDP_ACF.1.2 ®bO pomnxHbl peanusoBaTb Criefylolue npaBuna onpeAeneHnsa Toro, paspelleHa nu onepauusa
ynpaensemoro cybbekra Ha ynpasnseMoM obbekTe: cybbekTy paspelleHo BbINONHEeHWe Kpuntorpadudeckux onepa-
UWiA, ncnonb3sys [HasHaveHue: o6bekThl].

FDP_ACF.1.3 ®BO fomxHsl ABHO paspeluaTb A0CTyN Cy6LEeKTOB K 06beKTaM, OCHOBLIBAsACH Ha clefyoLux 4omnon-
HWTenbHbIX MpaBunax: [HasHayeHue: nNpaBuna, oCHoBaHHble Ha aTpubyTax Ge3onacHOCTM, KOTOpPLIE SBHO paspeluatoT
Joctyn cybbekToB K o6bekTam].

FDP_ACF.1.4 ®BO pomxHbI SBHO OTKasblBaTb B 40CTyne cybbekToB K 0b6bekTam, OCHOBLIBAsiCb Ha CreAyHLWmX
LOMNOMHUTENbHLIX NpaBunax: [HasHavyeHue: npaBuna, OCHOBaHHblE Ha aTpubyTax 6e3omacHOCTU, KOTOpLIE ABHO 3anpe-
WatoT gocTyn cy6bekToB kK o6bekTam].

CybbekTamu B NpUBEAEHHOM NMpUMepe SBMNSAIOTCS NONb30BaTeNy UM akTMBHbIE abCTpaKTHbIE CYLYHOCTU (Hanpu-
Mep, npouecchl), AeNCTBYIOLME OT UMEHM Nonb3oBaTens.

Kaxablii cybbekT nmeeT aTpubyT-ueHTUdUKaTop nonb3osartens, TEKYLLYIO porib(M) U Tekyllee BpeMS (ecnu npu-
MEHUMO).

Ob6bekTamMu B NPMBEAEHHOM BhilLe NMPpUMepe SBMSAIOTCA OTKPLITbIE AaHHbBIE U He3alwWdpoBaHHblE KpunTorpacdu-
Yyeckue Knoun. B kavectBe 06beKTbl MOryT Takke paccMaTpuBaTbes 3allMdpOBaHHbLIE AaHHblE U 3alIMPOBAHHLIE
KpunTorpaduyeckue Knoyu.

Mpumepamn aTpubyToB 0OLEKTOB ABMATCA KpunTorpaduyeckas yHKLUA obbekTa, cBA3saHHaa ¢ 06bekTom
ponb, nofib3oBaTenu, ceBsisaHHble ¢ 06LEKTOM, uaeHTUdMKaTop obbekTa U CpoK AeWCTBUA (€Cnu NpUMEHUMO) ANS
obbekTa.

HaHHas nonuTuka 6e3onacHOCTU He perfamMeHTUpYeT 3aluuTy OTKPLITOrO TeKCTa WNW 3alULEHHbIX (Hanpumep,
3aWMpoBaHHbIX) KPUTUYHBIX NapameTpoB 6e30MacHOCTH, TakUX Kak ayTeHTUDUKaLMOHHAs MHgpopMauus. ns sawuTbl
ayTeHTUUKaLMOHHOK MHOPMaLMK (faxe ecrn UcnonbayeTcs LWngpoBaHUe) A0MKHBI UCNONb30BaTLCA COOTBETCTBYIO-
LMe ceMelncTBa U KOMNOHEHTHl U3 knacca FMT (Hanpumep, AOMKHO MCNONbL3OBaTLCA ceMencTBo FMT_MSA ana onpe-
LeneHna nonuTUKU ynpaeBreHus 3aluTol ayTeHTUMUKALMOHHBIX AaHHbIX).

Ecnun atpubyThl cybbekTa, 3anpalumBaemast kpuntorpadudeckan dyHKUMA u aTpubyTbl o6bekTa yA0BNETBOPAIOT
npasuny(am), onpeaeneHHomy FDP_ACF.1, Toraa paspeluaetcs BbINONHEHNE AaHHOW pyHKLUMM.

KpunTorpaduyeckuii knioy Taike AOIPKeH ObITh 3alUULLEH B COOTBETCTBUW C NOSTUTUKOW yripaBneHus MHgopMauu-
OHHBIMW noTokamMu. [NonuTuka ynpasneHnss MHPOPMAaLIMOHHLIMU NOTOKaMKU AoSkHa GbiTb onpejerneHa npu UCMOsb30-
BaHUU KOMMNoHeHTa U3 cemelictBa FDP_IFC.

C.5.5.4 MNonuTtka ayauta u yyeta

C.5.5.4.1 PykoBogaCTBO

Tpebosanus k OO, cBA3aHHbIE C ayAMTOM U YYETOM (ecnu npeabaBnsAloTcs), cnegyet onpegenuTs B M3 1 36.
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MpoueaypHble TpeboBaHWA MOryT BkkOYaTh B cebs:

a) onpeaeneHue Toro, Korga HeobxoauMo ocyLLecTBNATL MHenekumnio OO AnA dusnyeckoro BMeLLATENLCTBA UK
owmnboK (NpUMepaMn MOryT CIyXMUTb. YCTAHOBNEHHbIA MUHUMAarbHBIA Nepuog; cny4yail BO3HUKHOBEHMSI NOJO3PEHUS O
BMelLaTeNnbCTBEe MNW HEOXUAAHHOW ownbKe, BOIMOXHOE HapylleHue nonb3oBaTeneM NpeAnonoXeHWin o cpege; nNpu
BO3MOXHOM HapylleHun nonb3oBaTerneM obsasaHHocTel no duandeckoin 3awmte OO);

b) cnoco6 obHapyxeHust U oT4eTa 0 PU3NYECKOM BMELLIATENBCTBE UMK OLLNGKaX.

Ecnu OO ocywectBnsieT (pyHKUMOHANbHBIE BO3MOXHOCTU ayAuUTa 1 yyeTa, To pa3paboTynku formkHbl o6ecnevnTs,
4yTo6bl YyBCTBUTENBHAA MHOPMALA (HanpUMep, CeKpeTHble WU YacTHble KpUnTorpaduyeckne KIoumn) He coaepxa-
nuck 6bl B kakoW-nu6o opme B 3anncax ayguta.

C.5.5.4.2 MNpeacTaBneHue B COOTBETCTBUMN CO cTaHAapTamu cepun MCO/MOBK 15408

[ns BbipaxeHnsa npoueaypHbIx TpeGoBaHui kK ayauTty 1 yueTy B 13 u 36 cnegyeT ncnonb3oBaTk NpeanonoxeHns
6e3onacHocTu.

MuHUManbHbIi 1 6a30BLIA YpOBHU ayauTa onpeaeneHsl Kak aAns ana cemeiictea FCS_CKM, Tak u ans cemeiictea
FCS_COP. MNogpo6Has nHdopmMaLs No UCronb3oBaHWI0 KOMIMOHEHTOB ayauTa, a Takke TpebosaHuil ayauTa ana apy-
rmx nogaepxusatowmx MyHKUMoHanbHbIX TpeboBaHwuil npeacraBrneHa B UCO/MOBK 15408-2. CobbiTua u aeiAcTBuA, noa-
BepraeMble ayauTy, AOMKHbI ObITb TLiaTenbHO O0TObOpaHbl Tak, YToObl BaXHble COBLITUA ayauTa perucTpupoBanuce U
Mornu 6bITb NPoaHaNM3npoBaHbl, He 3aTepsBLUMCH B Ype3MepHbIX AiaHHbIX ayauTa.

C.5.5.5 Nonutuka ynpasneHus KpunrorpapmyecKuMm Knioyamm

C.5.5.5.1 PykosopacTtBO

KpunTtorpacudeckme Kioun JOIKHBI MCMONb30BaThCA U ynpaBnATbeA H6esonacHbiM cnocoboM Ha NpoTsKeHUn
BCEro UX XU3HEeHHOro Lmkna. >KUsHeHHbli Lukn BrntoyaeT B cebs reHepauuio Kpuntorpadguyeckoro kntova, pacnpejene-
HWe KpunTorpadnyeckoro Kro4a, 40CTyn K KpuntorpacuieckoMy Kriody (BKIiouas pe3epBHOE KONUpoBaHue, apXuBupo-
BaHWe, BOCCTAHOBMEHNE) U YHUMTOXEHNE KpUnTorpacu4eckoro Kniova.

C.5.5.5.2 MNpeacTaBneHne B COOTBETCTBMU cO cTaHAapTamu cepun MCO/MOBK 15408

Onsa cneundukaumn TpeboBaHWiA NONUTUKK ynpasneHnua Kpuntorpadudeckumm krtodammn B M3 u 36 cneayet BbI-
OupaTb KOMMOHEHT(bl) M3 cemeiictBa FCS_CKM (ynpaBneHue kpunrorpadpmyeckumu Krovamm).

CewmeliictBo FCS_CKM onpepenset TpeboBaHusa AnA pasnuyHbiX QYHKUUIA ynpaBneHus Kpuntorpaduyeckumu
kntodamu. Ecnm OO BbLINONHAET ofHy unu bonee U3 STUX (PYHKUMIA yNpaBreHUsa KpunTorpagpu4eckUMK Krtovamu, To
cnepyeT BbiGpaTk cooTBETCTBYIOLMIA(ME) KOMNOHEHT(bI) U3 cemelictBa FCS_CKM.

C.5.5.6 Nonutuka cousnueckoi 6esonacHocTn

C.5.5.6.1 PykoBogcTBO

TpeboBanuA NOMUTUKK husndeckon 6e30NacHOCTH, OTHOCALIMECA K annapaTHBIM U NporpaMMHO-annapaTHeIM
cpepcTBam, coctasnsowmum OO u cpeay, B npegenax kotopoit pacnonoxeH OO, aonkHbl 6biTe onucaHbl B M3 1 36.

MonuTuka dusnydeckon 6e30NacHOCTN AOMKHA YUUTLIBaTL CNeaytowme acnekTsl:

a) NpefnonoXeHNs OTHOCUTENBHO cpeAbl (OHW AOMKHLI BbITb TEMU XKe, 4TO U obWue NpeAnonoXeHUs OTHOCK-
TenbHO cpedbl 4N NobbIX M3 1 36 He3aBUCMMO OT TOro, BKMOYAKOT SN OHU KpUNTOrpaduio Unu Het). DTU Npeanonoxe-
HUA JOMKHbI ObiTe BblpaXeHsl TUNOBLIM cnocoboM (cM. pasgen 8). OaHako, €Cnn OHW OTHOCATCS] HENOCPEACTBEHHO K
TpeboBaHWUSAM K NMpOrpaMMHbIM CpefcTBaM, NporpaMMHo-annapaTHbiM cpeficTBaM W/MNW annapaTHbIM CPeACcTBaM cpe-
Abl VT, TO OHU JOMmKHBl BbITh ochopMiieHbl Kak TpeGoBaHusa BGesonacHocTu aAns cpeabl UT,;

b) 06a3aHHOCTW pasHbIX TUNOB Nonb3oBaTenei n agMMHUCTPaTopoB no dusnyeckoi 3awuTte OO (faHHaA UHOP-
MaLusa Takke [oSKHa ObiTb 3a0KyMEeHTUpOBaHa B PyKOBOACTBaxX Nonb3oBaTens W agMUHUCTpaTopa).

C.5.5.6.2 MNpepgcTaBneHne B COOTBETCTBUU co cTaHaapTamu cepun MCO/MOBK 15408

dusnyeckue, npoueaypHbie Mepbl U Mepbl, CBA3AHHbLIE C MEPCOHANoM, BHELWHWe No oTHoweHuto k OO, cnegyeT
06bI4HO BbIpaXaTb B BUAE npeanonoxeHunit. Kpome Toro, AomkHbl 6biTb BbIGpaHbl KOMNOHEHTE U3 criefyIoWwmX ABYX
CeMENCTB AOBEPUSA:

a) AGD_USR (pykoBogfcTBo nosnb3oBaTens);

b) AGD_ADM (pyKoBoOACTBO agMUHUCTpaTOpA).

KomnoHeHT(bl) 3 cemeiictBa AGD_ADM crneayeT Mcrnonb3oBaTh A1 BelpaXeHUs TpeboBaHWs No JOKyMeHTUpO-
BaHWUIO (PU3UYECKUX OrPaHWYEHWA U OrpaHUYeHNA OTHOCUTENBHO CPefibl, B COOTBETCTBUU € KOTOopbiMU OBO AOMmMKHLI
HaxoAuTLCA Mo4 ynpaBneHnem agMUHUCTpaTopa.

KomnoHeHT(bl) U3 cemeiicTBa AGD_USR crneayeT ucnonsb3oBaTb ANSA BbIpaXeHUs TpeboBaHWA No JOKyMEHTUPO-
BaHWUIO (PU3NYECKUX OTrPaHWUYeHWit 1 OrpaHUYeHMNiA OTHOCUTENBHO CPefbl, B COOTBETCTBUU C KOTOpbIMU OBO AOMKHbI
HaxoAuTLCA Moj ynpaBneHnem nonb3oBaTens.

Ecnu cam OO peanusyeT TpeboBaHua no cdusmyeckoil 6esonacHocTu, To AnsA BrtodeHus B M3 n 36 cneayet
BblbpaTb KOMMNOHEHT(bl) U3 ceMelictBa FPT_PHP (dpusnyeckan sawmta ®EO). 3TM KOMNOHEHTBI MOMYT UCMONb30BaTLCA
Lns BelpaxeHus TpeboBaHuii kK domandeckoi 6esonacHocTy, koTopble ByayT peanusoBaHbl B ®BO ans npefoTBpalleHuUst
hmanyeckoro BMeLLaTeNbCTBa, a Takke pearnpoBaHus Ha Takue HanajeHus.

B npuvBeaeHHOM HUXe npumepe KomnoHeHT FPT_PHP.2 BripaxaeT TpeboBaHus K dpuandeckoilt GesonacHoCTM
ANS 3alWuTel annapaTtHelX 1 nporpaMmmHo-annapaTtHbix cpeacts OO. KomnoHeHT FPT_PHP.3 onpegensier geiictaus,
npeanpuHUMaeMble ANA 3alUThl CBA3AHHLIX C KpunTorpaduein aktusos UT npu obHapyxeHUM BMeLIaTeNbLCTBa:

FPT_PHP.2 OnoBelleHne o0 M3N4ecKoM HanageHum
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FPT_PHP.2.1 ®bO gomnxHbl obecneunTb ofgHo3HauyHoe obHapyXeHue U3N4ecKoro Bo3geircTBus, kKoTopoe Mo-
XeT yrpoxaTb BeinonHeHuo ObO. Peanusauyua ®BO0 gomkHa 6bITb NOMHOCTLIO BHYTPU 06omnouku, nossonstowein obHa-
pyXvBaTb BMeLLaTenbCcTBa MyTeM CBEpreHusl, ApobneHns unu nsmensieHne cogepxumoro OO UK ero NOKPLITUS.

FPT_PHP.2.2 ®B0O aomxHbl NpeaocTaBuTh BO3MOXHOCTb OMpEAEnnTb, NPOU3oLWNo N1 dusnyeckoe Bosgeictane
Ha ycTpoicTBa unu anemeHTel, peanuayowme OBO.

FPT_PHP.2.3 Ina ycTpoiicTe/anemeHToB, peanusytomx @50, ®BO AomKHbl NOCTOAHHO KOHTPONUPOBaTh YCTPOW-
CTBa, 3MeMeHThl 1 onoBeLyaTtb none3osatens OO o TOM, YTO Npou3oLLNo U3ndeckoe BO3AECTBME Ha YCTpOWCTBa Unn
anemeHThl, peanusytone BO.

FPT_PHP.3 MNpotusofeicTene usnMyeckomMy HanageHuio

FPT_PHP.3.1 ®E0 gomkHbl NpoTUBOAEACTBOBAaTL CreAYIOLLUM CLiEeHapuUaM (U3N4ecKoro BO3eiCTBUA Ha YCTPOW-
CTBa W 3neMeHThI, peanuaytowme PBO, aBTOMaTUYECKU pearupys Tak, YTobbl NpeoTBpaTuTL HapylleHue MNBO:

a) OO pfomxeH cofepxaTbCsa B Npefienax Kpernkoro HecbeMHoro koprnyca. Kopnyc gomxeH 6biTb cripoekTupoBaH
TakuM oBpa3oM, 4TOBbl MOMBLITKM yAANWTb €ro WU NPOHUKHYTL Yepe3 Hero NPMBOAUNN C BbICOKOW BEPOSITHOCTLIO K
cepbesHomy nospexgerunto OO (To ecTb OO cTaHeT HepaboToCNOCOOHEBIM);

b) ecnu nokpbiTne OO Unun Kopnyc cofepxaT Kakne-HUbyAb BEHTUNMALIMOHHLIE OTBEPCTUA UNK WENU, TO OHKU JOI-
XHbl BbITb ManeHbLKMUMU W BbINONHEHbl TakuM 0bpa3oM, YTobbl NpefoTBpaTUTL HeobHapyXXeHHoe dusnyeckoe BMeLLa-
TeNbCTBO BHYTPb KOPMyca;

c) nocne obHapyXeHUs1 BMelLaTenbCcTBa BCe OTKPBIThbIE KpUMTOorpaduieckne Kouu U Apyrue HesawuweHHble
KpuTudeckne napameTpbl 6€30MacHOCTU AOMKHbI ObITb HEMeANEHHO OBHYmMeHbI.

C.5.5.7 NMonutuka ynpaBneHus anekTpoMarHUTHLIMU U3INyYeHUAMU

C.5.5.7.1 PykoBoacTBO

YpoBeHb areKTpoMarHUTHbIX uanydeHuit OO gomxeH BbITb orpaHUYeH ¢ TeM, YTOObl NpefoTBPaTUTL pacKpbiTUe
CBA3aHHbIX ¢ KpunTorpadueit akTnusoB UT HeynornmHOMOYEHHBIMU NULA@MK UK nonb3oBaTenamu. Kpome Toro, Takxe
JOSXHBl BbITb NPUHATEl NpoLeypHble U cusnyeckne Mepbl AN NpeAoTBpaLleHUs obHapyXeHUs anNeKTPOMarHUTHbIX
U3ny4YeHuin HeynonHOMOYEHHLIMU NML@MKU MK nonb3oBaTtensamMu. Takke MoryT 6biTb 3agaHbl TpeGoBaHUAa no dusndec-
Koii 3aluTe, KacaroLleics NpefoTBpaLLeHUsi TOBOYHBIX 31IEKTPOMAarHUTHLIX U3nydeHuit (SMWN)/ pagnovacToTHbIX U3ny4e-
HWIA OT HexenaTenbHbIX UCTOYHMKOB, N0 NpUYnHe obecneyeHns UX LENOCTHOCTU UK JOCTYNHOCTU.

OueHKa TexHu4Yeckux dusndeckux acnekros 6ezonacHoctn UT, Hanpumep Takux, Kak ynpaBneHue snekTpomar-
HUTHBIMU U3NYYEHUAMU, He paccMmaTpuBaeTcs B ctaHaapTtax cepum MCO/MOBK 15408 (cm. MICO/MBK 15408-1), xoTa
MHOIMMe W3 STUX NOHATUIA ByayT NPUMEHUMBbl U B 3ToW obnactu. B yacTHocTW, B cTaHgapTax cepum MCO/M3K 15408
paccMaTpuBaloTCA HEeKoTopkle acnekThbl usnyeckon sawmtsl OO.

C.5.5.7.2 MNpefcTaBneHne B COOTBETCTBUN cO cTaHaapTamun cepun MCO/MOIK 15408

MpaBuna nonutukn 6esonacHocT opraHusauun (cMm. C.4.3) AOMKHBI UCNONB30BATLCA ANA ONpeAeneHna cnoco-
00B ynpaBneHus 3reKTPOMarHUTHeIMU usnydeHuamu OO.

YuutbiBasi To, UTO TPe6OBaHUS K OLUEHKEe 3NEKTPOMAarHUTHbIX U3MNYYEHUA UCKNIOYEHbl U3 cTaHaapToB cepun UCO/
M3K 15408, gomxeH OblTb UCMONBL30BaH MEXaHU3M npeanonoxeHuii 6esonacHocTn ANa 4YeTkoro opMynupoBaHus
TpeboBaHmit kK OO no peanusauum 3Toil NonuTUKKU GesonacHocTu. MNpeanonoXeHUa AOMKHBLI Takke UCNONb30BaTbCS
ANsA cneumdunKkaumm npoueaypHbIX U U3NHECKUX Mep, KOTopble AOMKHLI BbITb MPUHATLI ANA NpeaoTBpaLleHns obHapy-
XEHNA SNEKTPOMArHUTHLIX U3NYYEeHUA HEYNONHOMOYEHHLIMU NUUAaMNU UNU NoNb3oBaTENAMU, UNWU NpefoTBpaLLEeHNA
HexenaTenbHbIX M3nydyeHnini MU unu B pagnodvactoTHOM guanasoHe.

C.5.6 DyHKLUMOHaNbHble BO3MOXHOCTU 6e30nacHOCTU 06 beKTa OLIEHKN

C.5.6.1 BBeaeHue

®yHKUMOHaNbHbIe BO3MOXHOCTU Be3onacHocTn, Tpebyemble ANSA OCYLLECTBNEHUA acnekToB NONUTUKM Besonac-
Hoctu OO, paccMoTpeHbl B NpeabiaylleM pasgene. B gaHHOM pasferne HacTosILero craHgapTta paccMaTpuBaloTcsl oc-
TaBLUMeCH (PYHKLMOHamNbHEIX BO3MOXHOCTH 6e30nacHocTu, koTopble 06bIYHO HaxoaATea B npefenax OO, coaepxallem
KpunTorpacuyeckne yHKLUMOHANbHbIE BO3MOXHOCTH.

[na obecnedeHns agpdekTuBHOCTU M BezonacHocTu OO, copepxalyero Kpuntorpadudeckue gyHKLUMOHanNbHbLIe
BO3MOXHOCTH, 06bIYHO Heobxo4WMO paccMOTpeTb ABa BUAa TpeboBaHuii GesonacHocTU:

1) kpunTorpadgpuyeckne yHkLMoHanbHble TpeboBaHna GesonacHocTy,

2) apyrue HekpunTorpadguyeckue yHkUMoHanbHble TpeboBaHusa U TpeboBaHusa foBepusa Be3onacHOCTH, KOTO-
pble NoAAEpPKUBAKOT 3TW KpunTorpaduyeckue yHKUMOHaNbHbIE BO3SMOXHOCTU U nonuTuky 6esonacHoctu OO.

CnocoGbl BblpaxeHuss nonutukn GesonacHoct OO Ha 6a3e cranpgaptoB cepun MCO/M3BK 15408 manoxeHb!
BC.5.5.

C.5.6.2 Kpuntorpacdpuueckume pyHKLUOHANbHbIE BO3MOXHOCTHU

C.5.6.2.1 PykoBogcTBo

Kpuntorpagpuuecknummn knio4amu Heo6xoguMO yNpaensATb Ha NPOTSXXEHWM BCEro WX XU3HEHHOro uukna. Tunosble
cobbITUS B XU3HEHHOM LMKne KpunTorpaduyeckoro Kntova BKoYaloT B cebs (HO He orpaHM4MBalOTCA). reHepauuio,
pacnpeneneHue, BBOA, XpaHeHWe, AOCTyn (HampuMep, pe3epBHOE KOMUpOBaHWe, apXWBUPOBaHWE, BOCCTaHOBNEHWUE)
U YHUYTOXEHNE.

Kak MUHUMYM, KpunTorpaduyeckue Kioum AoMKHbI NPORTH CrefyioLme CTajiuu: reHepaLmio, XpaHeHne U YHN4To-
XeHue. Hanuune apyrvx cTaguil 3aBUCUT OT OCYLLECTBNSIEMON cTpaTerin ynpaeneHus kitodamu, nockonsky OO He gon-
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XeH 6bITb CBSI3aH CO BCEM XWU3HEHHBbIM LMKIOM krtoda (Hanpumep, OO MOXeT TONbKO reHepupoBaTb W pacnpefensite
Kpunrorpaduyeckue Knouu).

dakTudecku kpunrTorpadudeckue dyHkUnoHanbHble TpeboBaHns 6esonacHocTu MOryT ObiTb pasgeneHsl Ha fBa
noasunaa:

a) dyHKUMoHanbHble TpeboBaHMA Be3onacHOCTM NO BLINOMTHEHUIO ACMNEKTOB YNpaBIieHUs KpUNTorpaduyeckumn
KrnoYamu, HanpuMep:

- reHepauus KpunTorpaduyeckoro Kro4a,

- pacnpefeneHve KpunTorpaguyeckoro kniova,

- BOCTYN K KpUnTorpadgryeckomy Kritouy,

- YHUYTOXEHMe KpunTorpaduieckoro kniova;

b) cdyHkumoHanbHbIe TpeboBaHUs Ge3onNacHOCTU NO BLINOSIHEHWUIO KpUNTorpaduyecknx onepauuii, Hanpumep:

- reHepaums u/unu sepudunkauma LUugposon nognucu,

- reHepauma KpunTorpacu4eckon KOHTPONbHOW CyMMbl ANSA KOHTPONA LENOCTHOCTU U/Mnu ANa Bepudukaumun
KOHTPOJSbHOW CYMMBb,

- BblYMCIEeHME X3LW-DYHKLMK (faiaxecTa coobuieHne unu daina),

- lWKcbpoBaHne n/unm paclumgposbiBaHUe AaHHbIX,

- WudppoBaHme u/mnu paclingpoBbiBaHNne KpUNTorpadu4ecKoro Knya,

- cornacoBaHve KpunTorpaduyeckoro Knioua.

Kak oTMe4anocb BO BBOJHOW YacTW HaCTOALWEro NpUNoXeHus, obnacTb NPUMEHEHUS AaHHOrO PYKOBOACTBA He
BKITtoYaeT B cebsa cToMKOCTb KpunTorpaduu, BKIOHMasa ANUHY KoMa U CTOWKOCTb anroputMa. Hu ogHO dyHKLMOHanbHoe
cemeiicTBO UNK cemeicTeo TpeboBaHUin foBepua n3 ctaHgaptos cepun MCO/MIK 15408 (skniovasa AVA_SOF) He gonx-
HO MCMONbL30BaTLCA ANA OL|EHKU CTOMKOCTU KpunTorpaduyveckux pyHKUMA Unn ANUHLI UCNONb3YeMbIX Kriodeid. 3To
CBA3aHO C TeM, YTo cTtaHgapThl cepun MCO/MIK 15408 He npegHasHaYeHbl ANA OLUEHKW KpUnTorpadu4ecKux anropur-
MOB W CBAi3@HHBIX C HUIMW TEXHWYECKUX cpeacTs. TpebyeTca He3aBUCMMAs OLEHKa MaTeMaTUYECKUX CBOWCTB KpMMTOrpa-
dum, BrrtodeHHoi B OO. Cuctema, KoTopan npumeHseTca B cTaHgaptax cepum MCO/MOBK 15408, pomkHa cospaTtb
ycrnoBus gnsa Takol oueHku (cm. MCO/MBK 15408-1). MpegnonaraeTcs, YTo 3Ta cucTeMa MOXeT TpeboBaTb COOTBET-
CTBWS AOMOMHWUTENbHLIM CTaHZapTam UMW KPUTEPUAM, pernameHTupylowme obnactb Kpuntorpaduu.

Peanuaauusa reHepatopa nceBAOCNYHalHbIX YNCEN TaKKe SABNAETCA KPUTUYHOW No BesonacHOCTW kpunTorpadu-
YecKUX Krtodeit u kpunTorpaduyeckux onepaumii. [onmxkHbl 6biTe BLIGpaHbl anropuTM U NapameTpbl, CBsI3aHHbIe C reHe-
paTopoM MceBAocnyYaiHbIX Yucers, No3BoAALWMUe ONTUMU3UPOBATL CTeNEHb HenpeackasyeMocTh U obnacTb 3HaYeHuit
crnyyaiiHoro yncna. Ons peanusalun reHepatopa ncesgocnyvaiiHbIx Yncen cneayet obecnevnts Tpebyemyto CTOMKOCTb
dyHKUMKM BesonacHocTn OO (AVA_SOF). CmM. Takke [9].

C.5.6.2.2 MNpeacTaBneHue B COOTBETCTBUU co cTaHAapTaMu cepun MCO/MOBK 15408

B 3aBucMMocCTK OT KpunTorpaduyeckux pyHKLmMiA, koTopble BbinonHsaeT OO, ana BrkntoyeHus ux B M3 n 3b cneayet
BblIOpaTh KOMMOHEHT(bI) U3 CreayIoLMX CEMEHCTB:

a) FCS_CKM (ynpaBrieHne kpunTorpauyeckumm Kio4amm),

b) FMT_MSA (ynpaBneHue aTpubytamm 6e3onacHocTn),

c) FCS_COP (kpunTtorpadudeckue onepauum).

Heobxoaumo oTMeTuTh, YTO Knacc FCS BkrtovaeT B cebs gBa cemeiictBa: FCS_CKM (ynpaBneHnue kpuntorpacu-
Yeckumm kntoyamu) u FCS_COP (kpuntorpadudeckue onepauumn). CemeiictBo FCS_CKM BrntoyaeT B ceba acnekTol
ynpasneHusi kpunrtorpacgpuyeckumu knrodamu, a cemelicteso FCS_COP cBA3aHo ¢ MCNonb3oBaHMEM 3TUX KpunTorpadu-
Yyeckux kritodeir. Cm. Tarke [6].

KomnoHeHT(bl) us cemeiictBa FCS_CKM MoxeT (MOryT) UCnonb3oBaTbes AN onpefeneHns hyHKUUOHaNbHbIX
TpeboBaHWii, cBsA3aHHblE C pa3fMYHBIMKA acnekramy MONMTUKW YNpaBreHnsa kpuntorpaduyeckumu knrodammn. Cemeit-
CTBO MNpeAHa3Ha4YeHo AN NoAAepPXKU XXUHEHHOMO LMKa Kpuntorpaduieckux Knoyeid u, cneposatensHo, onpeaenseT
TpeboBaHUA K reHepauuK, pacnpeferneHnto, OCTYMy U YHUHTOXEHUIO KpunTorpadudecknx krtovei. JaHHoe cemeicTBo
AOMKHO ObITb MCMOMNB30BaHO NPU HanUuMU YHKUMOHanNbLHLIX TpeboBaHUi No ynpaeneHuio uNu agMUHUCTPUPOBaHUIO
KpunTorpaduyecknx Kroueil.

Mpwu aToMm paspaboTunkmn N3 U 3b [OMKHLI YYUTLIBaTb, YTO:

a) cemeiictBo FCS_CKM He BKrtoyaeT B cebsl KOMMOHEHT AN 3aluThl KpunTorpaduyecknx KoYen npu xpaHe-
HUW. PekomeHayeTcs ANs pernaMmeHTauum salluTbl Kpuntorpaduyeckux Kroveid nonb3osaTtenei, coxpaHeHHblx B OO
(TO ecTb, COXpaHEHHbIX KaK AaHHble Monb3oBaTens), UCMornb3oBaTb KOMMOHEHTE U3 cemeicTB FDP_ACC (nonuTtuka
ynpasneHua aoctynom) u FDP_ACF (cdyHKkummn ynpaBneHus goctynom). 3awmra kpunrorpadpudeckux knoden ®bO (To
€CTb, COXPaHEHHbIX Kak AaHHble ®BO) gormkHa 6biTb pernaMeHTMpoBaHa MyTeM MCMONb30BaHWS KOMMNOHEHTOB U3 ce-
melictea FPT_SEP (pasgenenune foMeHa) unu cemeiictea FMT_MTD (ynpasneHue ganHeiMu BO). Heobxoaumo oTme-
TUTb, 4TO Knacckl FDP unu FPT moryT ucnonb3oBatkeA AnA obecneyeHnss KOHDPUAEHUMANBHOCTU U/MNK LeNOCTHOCTK
KpunTorpaduyecknx Krouei,

b) cemeitictBo FCS_CKM He cofiepXUT KOMMNOHEHTOB A1 3alyuThl BBOAA KpUntorpadudeckoro knova. Kpuntorpa-
huUdeckue KNvM MOryT BBOAUTLCA B He3alundpoBaHHOW, 3alumdgpoBaHHO Unu pasfeneHHoi dopme. Ana cneynduka-
uumn atoro TpeboBaHUa cneayeT MCNoMb3oBaTk KOMMOHEHT U3 cemeinctBa FDP_ITC (MMNopT AaHHLIX W3-3a NpeaenoB
Aeiicteua ®BO). Ecnu koMnoHeHT u3 cemeiictBa FDP_ITC ucnonb3yetcs, To Ans onpegeneHns Heobxoaumoctu wind-
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pOBaHUS UNU pasgeneHns kpuntorpadnyecknx Kioveih JonxHo BbiTe BEIMOMHEHO Ha3HaYyeHWe «4OMONHUTENbHLIe
npasuna yrnpasneHns UMNopTOM»;

C) Ha ocHoBe KoMMnoHeHToB M3 cemeiictBa FCS_CKM pormxHbl BbiTb BhipaXeHsl acrnekTsl 6esonacHocTu
KpunTorpaduieckux NpoToKonoB, B 0OCOBGEHHOCTU Te, KOTOPLIE KacaroTca pacrnpefenieHns Kpuntorpaduieckux Kroden
(FCS_CKM.2);

d) ecnu HeobxoaMMO NPefYCMOTPETL BO3MOXHOCTL OT3bIBa MyOMUYHBLIX KpUNTOrpadouyeckux Knrovei, To cnegyer
uenonb3oBaTth kKomnoHeHT FCS_CKM.2 ans permamMeHTauun otabiBa Ny6nn4Horo Kpuntorpadguyeckoro kntova. AprymeH-
TOM ucrionsk3oBaHus KoMnoHeHTa FCS_CKM.2 saBnfeTcs To, YTO STOT KOMMNOHEHT onpeaenseT cXeMy pacrnpegeneHus
KpunTorpaduyeckunx Krovei, a pacnpocTpaHeHne nHdopMaLmn o6 oT3biBE M aHHYNUPOBaHWM KItoveil paccmaTpuBaeT-
CA Kak HeoTbemneMas 4YacTb pacnpefeneHusa Kpuntorpaduyecknx Knrodeil (Hanpumep, 3To crnepyeT U3 cTaHAapTa
X.509 ansa cnncKoB aHHYIMPOBAaHHbLIX U OTO3BaHHLIX CEPTUUKATOB).

KoMnoHeHT(bl) n3 cemeiictea FMT_MSA (ynpasneHue atpubytamu GesonacHocTu) criedyeT ucnonb3oeaTe AN
onpeaenexus atpubyToB kpunTorpaduyeckux kniovei. Mpumepamu aTpubyToB Kntovell ABNAITCA: Nonb3oBaTenb, TN
Krtoda (Hanpumep, NyOnWYHbIA, YacTHbIA, CEKPETHBIR), CPOK AeicTBUS U obnacTb MCMonb3oBaHUs (Hanpumep, Ludpo-
Bas NOAMNWUCH, LM PpOBaHWe Kroda, cornacoBaHmne KoYei, WudpoBaHue AaHHbIX).

KomnoHeHT(bl) 13 cemeiictBa FCS_COP moxeT (MoryT) ucnonb3oBaTbcA ANA onpegeneHns yHKUUOHanbHbIX
TpeboBaHuii MO BBIMOSTHEHMIO KpUnTorpaduyeckux onepauuin. Kpuntorpaduyeckue onepayum MOryT MCMonb3oBaTeCs
Ana noaaepxkn ogHoro unm 6onee cepaucos 6esonacHoctn OO. KomnoneHT FCS_COP moxeT ncnone3oBaTtkcs 6onee
YeM OfjMH pas, B 3aBUCUMOCTU OT:

a) Nonb3oBaTeNbCKUX NMPUMOXEHWIA, ANS KOTOPbLIX UCMONb3yeTcsA cepBUC GesonacHocTy;

b) ncnonbsoBaHnA pasnUYHBIX KpUNTOrpadPuYecknx anropuTMoB UMUK ANUH KPUNTOrpadgouUYecknx Knrodeil,

C) UCMONb30BaHUS pasfnYHbIX TUMOB W/UMN YyBCTBUTENLHOCTU o0BpabaThiBaeMbIxX AaHHbIX.

Ecnn OO He ocylecTBnseTcA ynpasneHne Unu ocyLecTBNAETCH YNpaBneHUe TOMbKO YacTbio XU3HEHHOTO Lukna
Kpuntorpaduyecknx kroudeir, To nobele TpeboBaHusA, He oTHocsAwMecs kK OO (To ecTb, k cpege OO), AoMKHBI BbITb
BblpaXeHbl B BUAE NpeAnonoXeHnin 6esonacHocTy.

C.5.6.3 MmnopT, 3KcnopT U nepenaya mexay YHKUMAMU Ge30nacHOCTU OOBLEKTa OUEHKNW CBA3aHHbLIX
¢ KpunTorpacpueit akTuBoB UHPOPMaLIMOHHLIX TEXHONOIMI

C.5.6.3.1 PykoBoacTBO

MonuTuka ynpaBneHus JOCTYNOM nonb3oBaTerneil nogpasymeBaeT obecnedeHne 6e30nNacHOCTU CBA3AHHBLIX C
KpunTorpaduein aktuso UT (Takux, Hanpumep, kak HesawudpoBaHHble KpUnTorpaduyeckue Knoun, aHHble ayTeHTU-
dmKaLmMK OTKPLITOro TEKCTa U Apyrve KpUTUYHbLIE NapameTpbl 6e30nacHOCTU), KOTopble NepeAaroTca Yepes HeaoBEpPEH-
Hble KOMMNOHEHTbI MNU HanpsAMYyko K (0T) Yenoseky(a)-nonb3oBaTenio(s).

BaxHo, 4To6bl nonb3oBaTeny 3Hanm o YyBCTBUTENBbHOCTH 3TON MHOPMALMKN U CNyYaitHO He CMELLIany ee ¢ Jpyroi.
MepBoHa4anbHO pa3paboTynku Kpuntorpadun AOCTUranu SToro peanusauyueid oTAENbHLIX PUNYECKUX KaHanoB ANS
BBOZA W BbIBOAA STON MHopMaumu; Takum obpasom, nonb3oeatenn u OO 3HaNM 0 YyBCTBUTENBLHOCTU UHOPMALMN.
AnbTepHaTMBHbBIA NOAXOA MOXET 3aKiiodaTbCA B UCMONb3OBaHUU MeTOK 6e30MacHOCTU AaHHbIX.

C.5.6.3.2 MNpeacTaBneHne B COOTBETCTBUMN CO CTaHAapTamu cepun MCO/MBK 15408

CnepyeT BbIGUpaTL KOMMNOHEHT(bLI) M3 CNEAYIOWUX CEMENCTB:

a) FDP_ITC (MMnopT gaHHbIX U3-3a npeaenos aeicteua OBO);

b) FDP_ETC (akcnopT gaHHbIX 3a npegens gevctsua OBO);

¢) FTP_ITC (aoBepeHHLIi kaHan nepeaayn mexay OB0), unu FTP_TRP (aoBepeHHbIn MapLipyT).

3nemeHT(bl) KOMNoHeHTa FDP_ITC.2 cnegyeT ucnonb3oBaTh AN BbipaXeHus TpebosaHuii 6esonacHocTn no
BBeAeHU0 UHdopmayun B OO, YTO AOMKHO peann3oBbiBaTbCs Ucnonb3oBaHueM MNOB YnpasneHnsa 4ocTynoM nonb3o-
BaTeNAMU.

OneMeHT(bl) kOoMNoHeHTa FDP_ETC.2 cneayeT ucnonb3oBaTtb ANSA onpeAeneHns npasun 3KCnopTa AaHHbIX W3
OO, 4TO AOMKHO peanu3oBLIBaThbCs Mcronb3oBaHeM MNOB YnpaeneHus JOCTYNOM MOMb30BaTENAMU.

KoMnoHeHT(bl) u3 cemeitictBa FTP_ITC cneayeT ucnonb3oBaTk ANs BolpaxeHua TpebosaHuii 6e3onacHocTu no
nepegaye kpuntorpacpuyeckux akrupoB Mexay ®EO n OBO apyroro OO. B kavecTBe ansTepHaTUBLI, ANA BbipaXeHUs
TpeboBaHuii ANs BBOAA U BbIBOfA KpUNTOorpadU4ecknx akTMBOB OT(K) YernoBeka(y)-nonb3oBaTens(to) MOXeT (MoryT) uc-
nonb3oBaTbCcsl KOMNOHEHT(bI) U3 ceMmeitictBa FTP_TRP . OgHako paspabotuuku M3 u 3B fOMKHbI y4uTbIBaTD, YTO UC-
nonssoBaHue cemenctB FTP_TRP u FTP_ITC ABnsAeTcA B3aMMOUCKIIOHaIOLLUM.

B npefcraBrneHHOM HWXe NMpUMepe UCMonb3oBaH KOMMOHeHT U3 FPT_TRP:

FTP_TRP.1 JoBepeHHbIil MapLupyT

FTP_TRP.1.1 ®BEO gomxHbl NpefocTaBnsTe MapWpyT CBS3U Mexay coboi W nokanbHbIMWU NOMb3oBaTENAMMU,
KOTOPbIA JTOrMYECKU OTIIMYUM OT APYrMX MapLUpyTOB CBA3U 1 obecneynBaeT yBePEeHHYIO NAEHTUUKALUIO €ro KOHEYHBIX
CTOPOH, a Takke 3almMTy NnepefaBaeMblX AaHHbLIX OT MOAUUKALMM UIN PacKpLITUA.

FTP_TRP.1.2 ®BO gormxHbl no3sonuts @50 1 NoKanbHLIM MONb30BaTeNsaAM WHULWMPOBATL CBA3b Yepes foBe-
PEHHbLIA MapLUpyT.

FTP_TRP.1.3 ®BO pormxHbl TpeboBaTh UCMONb30BaHWUSA JOBEPEHHOIO MapLIpyTa ANA HavanbHOW ayTeHTUdUKa-
LMKn nonb3oBaTenei, BBoJja U BbIBOJa KOMMNOHEHTOB He3aWwWdpoBaHHLIX KpUNTOrpachnueckux KnoYen, oTKpbITLIX ayTeH-
TUDUKALMOHHBIX AAHHBIX U APYIUX He3alMLLEHHBIX KPUTUYHBIX Mo 6e3onacHOCT NnapameTpos.
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C.5.6.4 NMopnepxka 6e30NacHOro COCTOAHUA

C.5.6.4.1 PykoBopacTBO

MNepBoHayYanbHO 03ab04eHHOCTL Mo NOBOAY NPOEKTHLIX oLMbok unu cboes B OO, cogepaleM kpuntTorpacduyec-
Kne dyHKLUUOHanbHbLIe BO3MOXHOCTU, NPUBOAAT K CREAYIOWUM TUNam npeabasnaemMblix TpeboBaHuit:

a) Ans npefoTBpaLleHUsa HeyMbILLIIEHHOMO BLIBOAA YyBCTBUTENBHON KpunTorpadguyeckoit uHdopmauum, Tpebyet-
€A iBa He3aBUCUMbLIX BHYTPEHHUX AeWCTBUA ANSA BbIBOAA AaHHLIX Yepes Nbol mHTepdeic BbiBoAa, Yepes KOTopblii
HesallngpoBaHHbIe KpUnTorpacuieckne KIoun Unu Apyrme KpUTMYHbie napameTpbl 6e30nacHoCTU UNKU YyBCTBUTESb-
Hble AaHHble Mornu GbiTb BbiBeAeHbl (BblAaHbl);

b) koraa o6HapyxuBaetca ownbka B OO, To OO AONKEH NEpeidTU B aBapUitHLIA peXxuM U 3anpeTuTb Ntobol BeIBOA
(BblAavy) uHpopMaumn.

MNpeaHa3Ha4YeHUe TUNa No NEpPeYUCIIEHMIo a) 3aKroyaeTcs B TOM, YTOObI Y10CTOBEPUTLCS, YTO OWNGKa B NpoekTe
unun dyHkumonnposannun OO He NpuBeAET K CryyalHOW Bbijaye YyBCTBUTENbLHON KpunTorpadudeckoit uHdopmauum
(oH Takke npeaycmatpusaert, uto OO MOXET 0BHapyXuTb BbiAaqy YyBCTBUTENBHOW KpunTorpadu-eckoin nHpopmaumu).
MpefHasHavyeHne TNa No nepeuncneHuto b) sakniovaerca B ToM, yto korga OO obHapyxXuBaeT owMOKy, OH He AOMmKeH
JONyCTUTL BblAady YyBCTBUTENLHOW KpunTorpaduyeckon uHgpopmauun. Takum obpasom, B cnydae NOSBNEHNA OLWINOKK
OO Bcerga JomMKeH CTPEMUTLCA COXpaHATb 6e3onacHoe COCTOsiHUE.

C.5.6.4.2 MNpeacTasnenne B COOTBETCTBUU cO cTaHaapTamu cepun MCO/M3K 15408

Ons selpaxeHus TpeboBaHnuit k OO no coxpaHeHWUto 6e3onacHOro cCoCTOSIHUA NPY BO3HUKHOBEHWUM oWwNGOK crefy-
eT BbIBUpaTh KOMMOHEHT(bI) U3 cemeiictBa FPT_FLS (6e3onacHocTb npu cboe). Hanpumep:

FPT_FLS.1 C6oli ¢ coxpaHeHWeM Ge30nacHOro coCTOsIHUSA

FPT_FLS.1.1 ®BO pomxHbl coxpaHuTb 6e3onacHoe cocTositHUe Mpu cneayoLmx Tunax c6oes:

a) OO HeKOppeKTHO MomMbITaeTcsA BblfaTh He3alMPOBaHHbLIE KpUNTOrpaduyeckne KioYu, YyBCTBUTESNbHbLIE OT-
KpbITble faHHbIe UNK APYrUX He3allULeHHble KpUTUYHBIE napaMeTpbl 6e3onacHocTy,

b) c6oit KpunTorpadguyeckoit OyHKLMH;

c) cbolt B TecTupoBaHun abeTpakTHol MawwmHbl OO (Npu 3anycke, No 3anpocy W/unu No ycnosuio),

d) oBHapyxeHue duandeckoro Bmellatensctea B OO (BkItoYas HapylleHue cpefbl).

BesonacHoe cocTosHne JOMKHO 03HaYaThb, YTO BblAaya NofaBrseTcs, U HUKakue apyrne pyHKUUU He BbINOMHAOT-
csl, noka He OyAeT BLINMOMHEHO HajeXHoe BOCCTaHOBeHMe.

Paapabotymku M3 1 36 JOMXKHBI Y4€CTb, YTO 3TOT KOMMOHEHT 3aBUCUT OT KoMMnoHeHTa ADV_SPM.1 (Hedopmans-
Has Mojens nonuTukn 6esonacHoctn OO). Kpome Toro, paszpabotunku M3 u 3b AomkHbI ByayT Takke BKMOYUTL B M3 1
3B KoMMoHeHTbl ANs crneLndukaunm dyHKLUMOHANbHBIX BO3ZMOXHOCTEN, KOTOPLIE MOMYT NOPOAUTL OWKGKy (Hanpumep,
PYHKLMOHANBHBIE BO3MOXHOCTU MO caMmoTecTupoBaHuto OO).

KoMnoHeHT(bl) n3 ceMeiictea FPT_RCV MoXeT (MoryT) Ucnonb3oBaThes AnsA cneyudukayumn tpeboBaHuii no
Bo3spaTy OO Kk 6e30nacHOMy COCTOAHWIO /UMK NpefoTBpaLLeHUA nepexoda K Hebe3onacHOMy COCTOSIHUIO.

C.5.6.5 CamoTecTnpoBaHue KpunTorpadmuyecknx cpyHKL MM

C.5.6.5.1 PykoBogcTBo

M3 noTpebHocTn B o6HapyxeHun ownbok B OO crneayeT noTpebHocTb Ans ntoboro OO coxpaHsaTb GesonacHoe
COCTOsIHWE MPU BO3HUKHOBEHUW 3TUX OLLUMOBOK.

Kak npaBuno npu paspabotke OO npefycMaTpuBaeTcs BO3MOXHOCTb MPOBELEHNA CaMOTECTUPOBAHNSA B 4acTy
KpunTorpauyecknx yHKLMOHaNbHLIX BO3MOXHOCTSX ANs obecreveHns koppekTHoit paboTel. CamoTecTupoBaHue
06bI4HO BKIIOY@ET B cebs:

a) caMOTeCcTUpoBaHWe Mpu 3anycke (Mpy BKIOYEHUN INEKTPOMNUTaHNS Unu 3arpyske):

- TeCTUpOBaHUE OXWAAeMoro oTKIMKa,

- TeCTUpOBaHWe LieNOCTHOCTM NporpaMmHoro obecneveHus/nporpaMmHo-annapaTHbIX CPeacTs,

- TECTUpPOBaHWNE reHepaTopa cry4anHbiX Yncer,

b) TecTupoBaHue no sanpocy:

- TeCTUpOBaHUE OXWAAEeMOro OTKIMKa,

- TeCTMpoOBaHWe LieNoCTHOCTM NporpaMmHoro obecneveHus/nporpaMmHo-annapaTHbIX CpeacTs,

- TeCTUpOBaHWNE reHepaTopa cry4anHblX Yncer,

C) TecTupoBaHue Mpw BLINOSHEHUW ONpefeneHHbIX YCIoBUIA:

- reHepauus napbl (CeKPETHLIN/OTKPLITHIA) KNtoYel, TeCTUpoBaHWe COOTBETCTBUA KIHOYEBOW Napsbl,

- 3arpyska nporpamMmMHoro obecneveHus/ nporpaMMHo-annapaTHbIX CPeACcTB NpoBepka LieNoCTHOCTW NporpaMm-
Horo o6ecneveHna/nporpammHo-annapaTHbIX CPefCTs,

- BBOJ KITtoya, TECTUPOBaHWE LieNOCTHOCTM KITtoYa,

- reHepaumsa cny4anHoro Yucna, TecTupoBaHue crny4yanHoro yucna.

C.5.6.5.2 MNMpepcTaBneHne B COOTBETCTBUM co cTaHhapTamu cepun MCO/MBK 15408

Ona cneuyudukaummn TpeboBaHuii no camotecTuposanHnio OO AomKeH(bl) ObiTk BbIGpaH(bl) KOMMOHEHT(bI) U3 OA-
HOrO UM HECKOMNbKWUX CreAyroLMX CEMENCTB:

a) FDP_SDI (uenocTHOCTb XpaHUMbIX AaHHbIX),

b) FPT_AMT (TectupoBaHne 6a3oBoii abCcTpakTHOW MaLUWHbI);

¢) FPT_TST (camoTecTupoBaHue ®BO).
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KomMnoHeHT(bl) 3 cemeiictBa FDP_SDI crnepyeT ncnonb3oBatb AnA BblpaXeHUs TpebGoBaHUA no obHapyxeHuto
HapyLUEeHWIA LenOoCTHOCTU AaHHbLIX U (NpY HEOBXOAUMOCTU) NPUHATUIO KOPPEKTUPYIOWUX AEUCTBUNA.

KoMnoHeHT(b1) n3 cemeiictBa FPT_AMT cneglyeT ucnonbsoBaTh Ansa cneyndukauymm TectoB 6a3oBoit abecTpakTHOM
MalLUMHbI (HanpuMep, Npu 3anycke, No 3anpocy u YCroBuio).

KoMnoHeHT (bl) n3 cemeiictBa FPT_TST cneayeT ucnonb3oBaTh ANA BbipaXeHUa cnegytowmx TpebosaHuit: obHa-
pYXeHUe UCKaxKeHWUs KpunTorpadmyeckoro Kofa B pesynesrate pasnuyHelx c6oes, KoTopble He 06a3aTenbHO NPUBOAAT K
HapyLeHuio pabotocnocobHocTn OO; npoBepka, 4To ®EO paboTaeT KoppeKTHO (HanpuMep, Npu 3anycke, No 3anpocy u
YCroBUIO).

C.5.6.6 BHeluHue 3aBUCUMOCTH

C.5.6.6.1 PykoBogcTBO

Mpun onpepenexHbix obcrosTensctBax OO MOXET 3aBUCETb OT APYrUX NPOrPaMMHLIX, NMPOrpaMMHO-annapaTHbIX
Wnu annapatHbIX cpefAcTB (Hanpumep, oT PyHKLUMOHaNbHLIX BO3MOXHOCTel GesonacHocTu 6a3oBoi onepauuoHHOR
CUCTEMBI).

C.5.6.6.2 lNpeacTaBneHne B COOTBETCTBUU €O cTaHgapTamu cepun MCO/M3IK 15408

B cootBetcTBMU C pasgenoMm 10, OTE, koTopble AOMKHBI ObITb YAOBNETBOPEHLI NPUMEHEHUEM APYIUX NPOrpaMM-
HbIX, NPOrpaMMHO-annaparHbIX UK annapaTtHbIX CPEACTB, BHELHUX NO OTHOLWeHMo K OO, AoMmkHEI ObITh OonpefeneHsbl B
nogpasgene N3 unu 36, oTHOcALWEeMcA K TpeboBaHUAM GesonacHOCTU Ana cpeabl UT.

C.5.7 TectTupoBaHue 06 bEKTa OLIEHKH

C.5.7.1 PykoBopactBO

®yHKUMOHanbHble BoamMoxHocT OO AormkHbI BbiTh NpoTecTUpoBaHbl AN obecneveHus gosepusi, uto GEO ya0B-
netBopseT, No KpailHeh Mepe, ycTaHoBneHHbIM OTB. CneagosaTenbHO A0NXHLI 6bITh BhIGpaHbl TpeboBaHua K TecTupo-
BaHWIO C YY4ETOM YyBCTBUTENBHOCTU NPUIoXeHUi u notpebHoctn B gosepun. Heobxogumo obpatuts BHUMaHWe Ha To,
JOIMKHO NN TecTMpoBaHWe NMPOBOAMTLCA HE3aBUCMMOW TPeTbeil CTOPOHON, Ha CTPOroCTb TECTUPOBAHUA U MOKPLITUE
TecTami, ypoBeHb abctpakuum OO, cBA3aHHbI CO CTPOroCTbIO TECTUPOBaHUA (Hanpumep, dyHKUUOHarbHas cneyudu-
Kauwus, NPOeKT BEPXHEro YPOBHS, MPOEKT HUXHEro YPOBHS).

C.5.7.2 NpeacraBneHue B COOTBETCTBUM CO cTaHAapTamu cepuu MCO/MIK 15408

O6bIYHO criepyeT BbIGUpaTh KOMMOHEHT(bI) U3 CneayoWwux CeMencTs:

a) ATE_COV (nokpbitue),

b) ATE_DPT (rny6una);

¢) ATE_FUN (dyHKUMOHanNLHoe TeCcTUpoBaHue),

d) ATE_IND (HesaBucumoe TecTUpoBaHue),

e) AVA_VLA (aHanua ysassumocTen).

KomnoHeHT(bl) U3 cemeiicTBa ATE_COV MoxeT (MoryT) ucnonb3oBatbea Ansa cneyudukaymm tpe6osaHuii kK non-
HoTe TecTupoBaHua OO.

KomnoHeHT(bl) U3 cemeiicTea ATE_DPT MoxXeT (MoryT) ucnonbsosatbca AnsA cneuudukayun TpeboBaHuii K ypos-
Hi0 AeTanuaauum TectupoBaHus OO.

KoMnoHeHT(bl) M3 cemeiictBa ATE_FUN MoxeT (MoryT) ucnonesoBatbecs Ans cneyudukayumn tpeboBaHuit no
ycTaHoBneHuo Toro, 4yto ®BO obnagaeT cBONCTBaMM, HeobXoAMMBIMU ANSA YAOBNETBOPEeHUs (YHKUMOHAIBHLIX TpeGoBa-
HWUIN, nAeHTUDULMPOBaHHEIX B M3 1 3b.

KomnoHeHT(bl) n3 cemeiictea ATE_IND moxeT (MoryT) ucnone3oBaTbes ANS cneuudukaymm TpeboBaHuii k ae-
MOHCTpaLumn Toro, 4yto ®BO BLINOMHAKTCA TakK, Kak cneumduumMpoBaHo.

KomnoHeHT(bl) 13 cemeiictBa AVA_VLA MOXeT (MoryT) ucnonb3oBatbes 4N crneundukalyum TpeboBaHuit kK TecTu-
poBaHuio HeagocTaTkoB cpeabl OO, BKoYaKLiero B ceba kpuntorpaduyeckne dpyHKUMOHANbHEIE BOZMOXHOCTY.

C.5.8 Okcnnyartauus o6beKTa OLIeHKU

C.5.8.1 PykoBoacTBO

[omxkHo 6bITb NpejocTaBneHo pyKoBOACTBO Mo Ge3onacHOW ycTaHOBKe, aMUHUCTPUPOBAHMIO U 3KChnyaTayuu
OO ¢o CTOPOHbI YNOTHOMOYEHHbIX none3oBaTtenein OO.

C.5.8.2 MNpeacraBneHne B COOTBETCTBUM CO cTaHaapTamu cepum MCO/MIK 15408

Ans BolpaxeHus storo Tpebosanusa B M3 n 36 cnepyeT BbIGpaTe KOMNOHEHT(bI) U3 CredyOWNUX ceMeicTB:

a) AGD_ADM (pykoBogcTBO agMUHUCTpaTopa),

b) AGD_USR (pykoBogcTtao nonb3oBaTens).

KomnoHeHT(bl) U3 cemeiicTBa AGD_ADM cneayeT ucnonb3oBaTb ANS BblpaxeHUs TpeGoBaHMi LOKYMeHTUpoBa-
HUIO TOro, Kakum 0BpasoM agMUHUCTPATOPOM [OSKEH NPaBWUIbHO YCTaHaBNMBAaTLECA (MHCTaNMpPoBaTLCs) U agMUHNUC-
TpupoaTtbea OO.

KomnoHeHT(bl) M3 cemeiictBa AGD_USR cneayeT ucnonb3oBaTe AN BblpaXKeHWUA TpeboBaHUii JOKYMEHTMpoBa-
HUIO TOro, Kakum obpasoM Monb3oBaTenemM JOSKEH NpaBuiibHO aKkcnnyaTuposaTtees OO.

C.6 PykoBoacTBO no npumeHeHUto TpeGoBaHuii fosepus

Kak ynomunHanock Bhbille, BOMPOCH CTOWKOCTU kpunTorpaduu, BeiGopa pasMepa Krroda UNKU CTOWKOCTU Kakoro-
nnbo anropuTMa He BXOAAT B 06nacTb MPUMEHEHUA HacTosLero cTaHgapTa. TeM He MeHee, XOTs BONpock! BeiGopa Mu
MPUroAHOCTU KpunTorpaduieckoro anroputMa (M Belbopa pasMepa Krto4a) HaxoAsTca BHe obnacTy NpUMeHeHUs cTaH-
fapToB cepun MCO/MBK 15408, peanusauus anroputma B OO BXOAUT B ero obnactb NPUMEHEHWS.
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3assuTenb oleHkn OO oTBevaeT 3a BbIGOp anroputma(oB), cnocoba(oB) U pasmepa(oB) KIioyeid, KOTopble Uc-
noneaytotes B OO. 3asBuTenb MOXET UCMOMBb30BATL O4WH UMW HECKOSTBKO U3 ONUCaHHBIX HUXE NoAXoA0B Ana obecne-
YeHWA KOPPEKTHOCTU peanusayuu:

a) NpeJoCcTaBUTL COOTBETCTBYIOLLYHO peanu3aLmio;

b) rapaHTMpoBaTb COOTBETCTBUE peanusaunu cTaHaapTy,

) 0TKasaTbCsa OT TpeboBaHMiA NO TECTUPOBAHUIO COOTBETCTBUS,

d) BBINOMHUTE TECTUPOBAHUE Ha COOTBETCTBME,;

e) notpeboBaTb NPOBEJEHNSA TECTOB Ha COOTBETCTBUE OLEHLUMKaMU. OTW TeCThbl AOMKHLI NPOBOAUTLCS C UCMOMb-
30BaHWeM yCTaHOBMEHHbIX B CTaHAapTaxX TECTOB H& COOTBETCTBME. ECnun B cTaHAapTax He yCTaHOBMEHbI TECTHI HA COOTBET-
CTBUE, 3asABUTENb MOXET UX MPEeAOCTaBUTb UMK YKa3aTb APYroi UCTOMHUK 41151 NONYYEHMS TECTOB;

f) npoaHanusupoBatb peanusauuio (HanpuMep, NPOBECTM AeTarnbHbIA aHanus Koga) B COOTBETCTBUN C KOMMOHEH-
ToM ADV_RCR,;

g) TpeboBaTb, 4TOBLI OLIEHLMKM NpoaHannaupoBanu peannaaumio (HanpuMep, NPoBENW aeTasnbHbIA aHanus koaa)
B COOTBETCTBUM C KOMNoHeHToM ADV_RCR.

MpumMmeyaHune— 3aaBUTeNb MOXET OTKa3aTbCA OT aHanusa peanusauun He3aBUCUMO OT YPOBHA A0Bepus
cornacHo ctanpaptam cepun MCO/MOBK 15408, nockonbky UCXOAHBIA KO MOXET GbiTb HEAOCTYNEH AN OLUEHLWWKOB
BCNeACTBNE YYBCTBUTENBLHOCTU anroputma. OT TECTUPOBaHUA COOTBETCTBUSA anropuTMa, BEPOSTHO, Takke MOXeT bbiTb
npuaeTes oTkasaTbCs BCNeACTBUE OTCYTCTBUSA NPUrOHLIX TECTOB ANS OLEHKU COOTBETCTBUS (3TO, B YaCTHOCTU, MOXET
MMETb MeCTO s HOBbIX anropuTMoB).
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MpunoxeHue D
(pekomMeHayemoe)

Pa6ouuit npumep: npodunb 3awmTbl U 3aa4aHMe No 6e30MNacHOCTU
AN MeXCeTeBOro 3KkpaHa

D.1 BBeaeHue

B HacToALeM NpunoXxeHun NpounnocTpPUpoBaHo NpuMeHeHne pyKoBOACTBa, CoAepxalleroca B pasgenax 7—13,
nocpefcTtsoM paboyvero npuMepa NpUMEHUTENBHO K MEXCETEBOMY 3KPaHy.

D.2 OnucaHune o6 beKkTa OLleHKU

B M3 npeacTaBneHo obuee onucaHne obnactn npumeHeHns OO U ero PyHKLMOHaNbHbLIX BO3MOXHOCTER No
obecneveHuto 6e3onacHOCTH (Tak kak efuHCTBEeHHOoe HazHadYeHne OO — obecnedeHne GesonacHocTu). Bonee getane-
Hoe onucaHune obnacTtn npumeHerns OO K ero yHKLMOHaMNbHBIX BO3MOXHOCTER No obecneyeHunto 6ezonacHocTy Npea-
cTaBneHo B 36, B 4acTHOCTU:

a) uaeHTuukaums onepaynoHHON cUCTEMBI, NOA yrpaBrieHueM KoTopoi paboTaeT MeXCceTeBOW 3KpaH, U anna-
paTHoW nraTdopMbl;

b) kpaTkoe onucaHve cpeabl PYHKLUMOHMPOBAHUS, HANPUMep, B YacT HEOBXOAUMOCTU usndeckoi 3almTel OO K
pasnuynin Mexay agMUHUCTPATOPOM MEXCETEBOro aKpaHa U nonb3oBaTensiMu (KOTopble He NOMyYarT HENoCpes cTBEH-
HOro A0CTYyNa K MEeXCEeTEBOMY IKpaHy).

D.3 Cpepna 6e3onacHoCTH 06 HEKTa OLIEHKU

D.3.1 NMpeanonoxeHuns 6e3onacHOCTU

[na mexceTeBoro akpaHa MoxXeT ObiTb onpeAeneH psA NPeanoroXeHUn, cBA3aHHLIX ¢ obecnedeHneM addex-
TUBHOCTU (PYHKLMOHWPOBaHMSA MeXceTeBOro akpaHa. Hanpumep:

a) MexceTeBON aKpaH [oMmKeH ObiTb YHMBepcarnbHbEIM NMOCPEefHUKOM, TakK Kak CyW|ecTBYeT BO3MOXHOCTb 060WTH
ero (MexceTeBON 3KpaH);

b) Tonbko afMUHUCTPATOPLI MOTYT NONYYUTb AOCTYMN K MEXCETEBOMY 3KpaHy: fJaHHOE NpeanonioxeHune Heobxoau-
MO B Liensix orpaHn4eHns BO3ZMOXHOCTENR, OCTYMHLIX HapyLUUTENAM.

MpennonoxeHus, OTHOCALLMECS K UCMONb30BaHUIO CBOWCTB 6€30nNacHOCTH (Hanpumep, ynpaBneHue U aHanus
XypHana ayawuTa), criefyeT TpakToBaTb kak Lenu GesonacHocTW Ana cpeabl Nubo kak TpeboaHna 6e30nacHOCTH, He
oTHocsLmecs K UT.

D.3.2 Yrposbl

MpeanonaraeTcs, 4YTo cpefa A MEXCETEBOro aKpaHa BKIovaeT B cebsi, ¢ 0fHON CTOPOHBI, YacTHYIO CETb U, C
Lpyroii CTOPOHbI, NPeAnonoXuTenbLHO BpaxaebHyto ceTb. MoaTtoMy akTusel UT, noagnexallue sawure, — 310 NpeAocTas-
nsieMble YacTHOW (NpuBaTHOI) ceTbio cepBUCHI U MHOPMaLMs, XpaHUMas B YacTHOW CeTU. MICTOYHUKK Yrpo3bl B OCHOB-
HOM — 3TO HapyLuuTenu u3 BpaxaebHol (BHeLUHel) ceTu.

Hwxe npueeaeH npumep yrposbl, KOTOPOW AOSKEH MPOTUBOCTOSATH MEXCETEBOW 3KpaH:

HapylwuTenb n3 BpaxaebHoi (BHeLLHel) ceTn MOXET UCToNb3oBaTb HEAOCTATKN peanusaLiin cepB1CoB ANS TOro,
YTOObI NONYYNTE AOCTYN K XOCTaM (y3nam 4YacTHOIA CeTW) Ui Apyrum cepBucam.

dopmynvpoBKa yrpo3bl ONepupyeT CreAyoLWUMU NOHATUAMU:

@) UCTOYHUK Yrpo3bl — HapyLlUUTeNb U3 NOTEeHUUarnbHO BpaxaebHoi (BHELUHeNW) ceTw;

b) aktusbl UT, nogBepxeHHbIE HanageHuto, — 3TO XOCThI (Y3Nbl) UNKU Apyrie cepBUCHI YaCTHOW CETH;

c) dopma HanageHuss — UCronb3oBaHe HeAOoCTaTKOB peanusaLun CepBUCOB.

XoTs 60MbLUMHCTBO Yrpo3, C KOTOPLIMMU CTanKUBaETCsd MEXCETEBON 3KpaH, CBA3AHO C HapyLUMTENsMKU U3 Bpaxaeb-
HOIA CeTK, CYLLEeCTBYIOT Yrpo3bl, KOrfja HapyLUMTeNb MOXET HaxoAWTLCA Kak BO BpaXaebHOl, Tak n B YacTHON ceTu:

HapyLUWTeNb MOXET MONy4YnTb AOCTYN K MEXCETEBOMY 3KpaHy, BbiaBas cebs 3a agMUHUCTpaTopa.

UaeHTudurympoBaHHbie yrposbl, kotopbiM OO He MPOTUBOCTOWT, OTPaXaloT NpakTU4eckue orpaHUYeHnst B OTHO-
LUEHNN MeXceTeBOoro akpaHa. Hanpumep:

a) onpepfeneHHble crnocobbl aTak, NpUMEHsAeMble HapyLMTensamMu 3 spaxaebHoii cetn, kotopeim OO He npoTu-
BOCTOMT, TaKUe Kak nepexsar ceaHca U NoUcK (CHUPMUHI) AaHHbIX;

b) yacTHas ceTb MOXeT cTaTb YA3BUMON ANS atak B pesynsrare JeACTBMIA 3MOYMBILLNIEHHVKOB U3 YacTHOI ceTu;

C) yI3BUMOCTb YaCTHOW CETU CO CTOPOHLI BUPYCOB, KOTOPbIE MOTYT cogepXaTbCs BO BXOASALLEM Tpaduke — 3T0
Taloke yrposa, Ans NPpOTUBOCTOSHUSA KOTOPOI MEXCETEBOA 3KpaH He NpefHa3HaYeH;

d) YacTHas ceTb MOXET cTaTb YA3BUMOW ANSA aTak B pesynbrate AeWcTBUA Wnu BesgeiicTBUA agMUHMCTpaTopa
MEXCETEeBOro aKpaHa,

€) YacTHasi ceTb MOXET CTaTb YA3BUMOW ANs atak B pe3yrnbraTe HenoCcpeACTBEHHOW pu3nyeckoi atakm Ha Mexce-
TEBOW 3KpaH.

Hwxe npuBeaeHa Bo3MOXHasA (3acnyxuBatoljasi 0coboro BHUMaHWS) yrposa AN MeXCceTeBOro sKpaHa, BbINof-
HAIOLLEro porb LUMto3a NpUKNajHoro yposHs (anee — M3 npuknagHoro ypoBHS):

HapyLuMTenu u3 BpaxxaebHoii ceTu Ucnonb3yioT HOBbIE, paHee HEM3BECTHbLIE, METO/ bl aTak, Hanpumep, UCMOoNb3ys
npexae 3acnyxuvsaiolyme A0BEPUS CEPBUCHI.
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M3 aToro cnefyet, YTo yrposa co CTOPOHbI HapyluuTeneil n3 BpaxaebHoii ceTu siBNsieTcss AUHaMUYECKOM (TO eCcTb
HenpepbIBHO U3MeHsILLeiAcs), a 3HauuT, cam OO A0MKEH UIMEHATLCH, HanpuMep, onpeaensist NOMHOMOYUA AN HOBbIX
NpuknagHbIX NporpamMm.

D.3.3 Nonutuka 6e30nacHOCTN OpraHM3auumn

OB6bLIYHO foMXKHa CyLecTBOBaTb BO3MOXHOCTb HAaCTPOWKN MEXCETEBOro aKpaHa ANnA peanusauuu psga pasnuy-
HbIx npasun MNMBOp.

B aToM cnyyae MoxHo cchopMynupoBaTh B 06LUeM BUAE NONUTUKY YNpaBneHUs AOCTYNOM, KOTopasi A0KHa ocyLye-
CTBNATLCA MEXCETEBbIM IKPaAHOM.

D.4 Llenu 6e3onacHocTu

D.4.1 Llenu 6e3onacHoOCTM ANt 0OObEKTa OLIeHKKN

Llenu 6e3onacHoCTh ANa MEXCETEBOro aKpaHa MOXHO copMynuposaThb cneayowum obpasom:

a) Llenb O1 — ocHoBHas Lernb 6e3onacHocTu formkHa onpeaenuTb TpeboBaHua K yHKUMOHaNbHLIM BO3MOXHO-
CTSIM ynpaBneHus A0CTynoM, obecrnevynBaemMblM MEXCETEBLIM 3KPaHOM, HanpuMep, B BUAe orpaHUHEHWin AonycTUMOro
Zvana3oHa afpecoB, CrUcKa XOCTOB (y3I10B) U MOPTOB, K KOTOPbLIM paspeLleH 4ocTyn.

b) Lienb O2 — k MexceTeBOMY 3KpaHy MpUKINaHOro YpoBHA MOXET 6biTb NpeAbsaBneHo TpebosaHWe opraHuso-
BaTb CEepBepbl NMONHOMOYMIA (CepBep MOSIHOMOYMI NepexBaThIBAET MOMLITKW COEAWHEHWUIA C cepBepaMu U 3aTemM cam
nocklNaeT 3anpockl Ha HyXHble cepBepbl OT MMEHU Morb3oBaTernei; Korfa cepeep Bo3BpallaeT UHpopMauuio, cepeep
MONTHOMOYUIA MepeckinaeT ee Nonb3oBaTernio) B Lensax NpoTUBOCTOSAHUA aTakam, OCHOBaHHbLIM Ha HeflocTaTkax peanu-
3auun NpUKNagHbIX cepBrCOB.

c¢) Llene O3 — aHanormyHo MoXeT cylLecTBoBaTb TpeboBaHWe ayTeHTUdUKALMKU MOFTHOMOYNIA NPUIOXKEHWIA.

d) Lenb O4 — TpeboBaHue K pyHKLMOHANbHBIM BO3MOXHOCTAM ayAuTa, obecneymsarouM cpefctea perucrpa-
LMK cobbITUiA, oTHOCALMXCA K 6e30nacHOCTM.

e) Lenb O5 — TpeboBaHue K yHKLMOHaNbHBEIM BO3MOXHOCTSIM ynpaBrneHus 6e30nacHOCTBI0 B YacTh (OyHKUMIA,
KoTopble JOMKHbEI BbITb AOCTYMNHLI aAMUHUCTPATOPaM, a Takke B YacTU ynpasreHus AOCTYNOM K 3TUM bYHKLUOHANbHLIM
BO3MOXHOCTAM.

Mpumep Uenun 6esonacHocTu ans OO:

MeXCeTeBOW aKpaH AOIKeH, AN ONpeAerneHHbIX CEPBUCOB HYacTHON CETH, BLINONHATL HEOBXOAUMYIO ayTeHTUdU-
KaLWio KOHEYHOro nonb3oBaTens 40 YCTAHOBIEHUS COEAUHEHMS.

Takum o6pasom, B OO JomKHbI 6bITE peanu3oBaHbl (hyHKLUOHaNbHbLIE BO3MOXHOCTU NO WAEHTUDUKALMN U ayTeH-
TUgpUKaumn. CrnegyeT OTMETUTb, YTO Tak Kak B 13 He onpeensioTca cepBuchl, KOTopble HeobxoauMo obecneunTb, To B
Lenn 6e30nacHOCTU He onpefenseTcs NoJMHOXeCTBO cepBUcoB, Tpebyrowmnx ayTeHTUdUkauun. JaHHoe yTBepxaeHue
OCTaBnseTCcs Ha paccMoTpeHue aBTopy 3B, KoTopblil (B 060ocHoBaHUM 36) aomkeH 060CHOBaTL CNUMCOK cEpBUCOB, TPeby-
FOLMX (UMK KOTOPble MOryT BbITb COOTBETCTBYIOLMM 06pa3soM HacTpoeHbl Tak, YTobbl TpeboBaTh) ayTeHTUdUKaLmnn Ko-
HeYHoro mone3oBaTens.

D.4.2 Uenu 6e3onacHoctu ang cpeabl

Hwxe npvBeaeH npumep uenu 6e3onacHOCTU ANA cpeabl, sBnsioleilca TpeboBaHMeM K UCTIONb3OBaHNUIO PyHK-
LMoHarbHbIX BO3MOXHOCTEW ayauTa:

aAMUHUCTPaTOPbl MEXCETEBOIO 3KpaHa AOMKHLI o6ecneunTb aPheKTUBHOE UCNONb30BaHWE U yNpasneHue cpea-
CTBamu ayguTta. B yacTHOCTH, AOMKHBI GbITb BLINOMHEHLI COOTBETCTBYIOLLME A8UCTBUSA B Liensax obecneveHus Henpepbis-
HOrO BefleHUs ayAuTa, HanpuMep, NyTeM perynspHoro apxMBupoBaHus daitnos xypHanos ayguTta c TeM, 4Tobbl obecne-
UYNTb AOCTaToOMHOE cBOGOAHOE MPOCTpaHCTBO (Ha Aucke). KpoMe Toro, dannbl XypHanoB ayauta [OMKHbI PerynsapHo
npocMaTpUBaTLCS, U AOIDKHBI GbITh NPefNPUHATE COOTBETCTBYIOLME AHCTBUA N0 0GHapyxeHuto HapyLueHuit Gesonac-
HOCTW UK COBLITUM, KOTOPbLIE MOMYT NPUBECTU K HapyLlweHuio 6esonacHocTH B ByayLyem.

[JaHHan uenb GesonacHocTn Brusko cBs3aHa ¢ Lenbio 6e30nacHOCTU AN MEXCeTeBOro akpaHa no obecneyeHunio
PYHKLMOHANBHLIX BO3MOXHOCTEN ayauTa.

D.5 TpeGoBaHusi GezonacHoCcTH MHPOPMALIMOHHbIX TEXHONOIUM

D.5.1 ®yHKuMoHanbHble TpeGoBaHUA 6e30NacHOCTH

[ns HenocpeacTBEHHOTO yA0BNeTBOPEHUs Lenei 6esonacHocTn gna OO, onucaHHbIX B NpeAbiayweM pasjene,
MOryT 6bITb BbIGpaHbl cnepytowme OTh:

a) uenb 6esonacHoctn O1 MoXeT 6biTb YAOBNETBOPEHa COOTBETCTBYIOLLMM Ucronb3oBaHnem FDP_ACF.1 (ynpas-
neHne AOCTYNOM, OCHOBaHHoe Ha aTpubyTax GesonacHocTu) u FDP_ACC.2 (nonHoe ynpaBneHne A0CTYnom) nuéo
FTA_TSE.1 (oTkpbITue ceaHca ¢ OO);

b) uens 6esonacHocTn O2 MoxeT GbITh yaoBneTBopeHa FIA_UAU.2 (ayTeHTdukaLus fo niobbix AeACTBUA Nonb3o-
gaTens) u FIA_UID.2 (naeHTudMKaLma fo nobbix AeicTBuil nons3osatens). Apyrue nopxopsime OTB: FIA_UAU.3 (ayTeH-
TudmKaLms, 3aluieHHas ot noaaenok), FIA_UAU.4 (MexaHU3Mbl oaHOpa3oBoii ayTeHTudukaumm) n FIA_UAU.5 (cove-
TaHWe MeXaHU3MOB ayTeHTU(MKaLWK), MOCKONbKY OHM YYUTLIBAIOT cneLpdurkaLmio 6onee cUnbHBIX ONO3HABATESNbHbLIX
MEeXaHM3MOB,

c) uenb GesonacHocT O4 MoxeT 6biTb yaoeneTBopeHa FAU_GEN.1 (reHepauns AaHHbx ayguta) n FAU_ARPA1
(curHanbl HapyweHna 6e3onacHocTi) ¢ TeM, YTo6LI 0GecneynTb aHanMa MHbopMaLun ayauta B peanbHOM MacluTabe
BpeMeHu;

d) yens 6esonacHocTi O5 MoxeT 6biTb yaosneTBopeHa FMT_SMR.1 (ponu 6e3onacHoctu) BmMecTe ¢ FIA_UAU.2 n
FIA_UID.2, ucnonb3ylowmmn ayTeHTUdUKaLno agMUHUCTpaTopa MEXCETEBOrO 3KpaHa.
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Nocne dopmupoBannsa HavanbHoro Habopa ocTanbHele PTB BbIGUpaloT rMaBHEIM 06pasoM, ANs TOro, YTobbl
YOOBMETBOPUTL 3aBUCMMOCTU. [JononuutenbHole GTB MoryT 6bITh BKNHOMEHLI, NOTOMY YTO OHU 06ecnednBaloT NosnesHyto
(HO He cyLyecTBEHHYI0) NOAAEPXKKY MOSIHOMOYMIA W, HanpuMep, MoryT BkntodaTb B cebs FIA_AFL.1 (o6paboTka oTkasos
ayteHTUdpurkayun), FPT_RVM.1 (HeBosmoxHocTb 06xoaa MBO) n FPT_SEP.3 (nonHblil MOHUTOpP o6palleHuit).

Danee HeobxoaUMo BbIGpaTb COOTBETCTBYIOLUIA YPOBEHb ayAuTa (TO €CTb «HEONpPEeAeneHHbl», «MUHUMarb-
Hbly, «6a30BbIN» UNKU «AeTanM3MpoBaHHbIMy). DTOT ypoBEHb AOJIKEH COOTBETCTBOBaTh LenaM 6esonacHoctu ansa OO.

Hanee Heobxogumo (ecnu TpebyeTcs) ucnonb3oBaTh ONepaluio HazHavYeHus.

D.5.2 TpeGoBaHua noBepus K 6e30nacHOCTU OGBHEKTA OLIEHKH

BuiGop TpeboBaHuit foBepus AormKeH BbITb 0THocUTeNbHO NpocTeiM. Ecnu aBTopbl M3 1 36 He cunTaloT Heobxo-
AWUMBIM pacluMpeHne unu ycurieHne TpeboBaHuii 4oBepusi, To BbIBOp nNocneaHMx cBOAMTCS K BbIGOpY COOTBETCTBYIOLLErO
OLIEHOYHOrO YPOBHA JoBepus K 6esonacHocTU. Hanpumep, aHanusupysi xapakrep yrpo3 (Bkno4Yas OTHOCUTENBHO CIOX-
Hble aTakn) U UeHHocTb akTuBoB UT, MoxHo BbiOpaTh OY[14 kak Hanbonee NoAXOASLLMIA.

D.5.3 Tpe6oBaHua 6esonacHoctn gnsa UT-cpeabl

HeobasaTenbHo, 4Tobbl MexceTeBoi akpaH obecnevmBan Bce (YHKUUOHAmNbHbIE BO3MOXHOCTH, HeobXxoAnMble
Ana yposnetsopeHna uenei 6esonacHoctu Ana OO. Hanpumep, Ha onepauuoHHY0 cUCTeMy, Noj ynpasneHWem KoTo-
poit paboTaeT MeXCeTEBON 3KpaH, MOXHO BO3MOXUTb XpaHeHWe XypHana ayAauta MexXceTeBoro akpaHa. AsTopbl 13
No3TOMY AOMXHbI PewwnTb, Kakue yHKLMOHANbHbIE BO3MOXHOCTU AOSMKHBLI BLINOMHATLCA MEXCEeTEBbIM 3KpaHOM, a
Kakue MoryT obecneumBaTbCA OnepaLMOHHOI CUCTEMOMN, NMoA ynpaBrieHWEM KOTOpOW paboTaeT MeXCeTeBON aKpaH.

BuiGop TpeboBaHuil foBepusi B paccMaTpuBaeMOM Crlyyae COOTBETCTBYET Bblbopy TpeGoBaHuii fosepus ans UT,
Hanpumep, OY4.

D.6 Kpatkas cneuucpmkaumnsn o6LeKTa oleHKn

D.6.1 ®yHKuuKn 6Ge30nacHOCTN 06 HEKTa OLIEHKU

Mpw nocTpoeHunmn yHkumii 6esonacHoct UT aBTopbl 36 MoryT HaumHate ¢ TE 1 nony4ath dyHKUMKU GezonacHo-
¢t UT n3 HUX cnegytowmm obpasom:

a) cneayeT aobasutb (ecnu Heobxoaumo) onpegeneHHsle getanu OO Ana Toro, YTobbl KOHKPETU3NpoBaTb PYHK-
LUMOHanbHbIe BO3MOXHOCTW, 0COBEHHO AN YHKLMIA MEXCETEBOro 3KkpaHa Mo yrnpasrieHWio JOCTYNOM (FNaBHOe HasHa-
YeHue OO);

b) noaaepxuBalowme dyHKUMK (ocobeHHO yHKUMKU ynpaBrneHus 6e3onacHOCTLIO) LenecoobpasHo cneunduLm-
poBaThk B KpaTkoit popme, HO Be3 NoTepu CyLLeCTBEHHLIX A€Tanei; B HEKOTOPLIX Criyyasix 3To NPUBOAUT K KOMGUHaLK
HEeCKOMbKUX (hYHKLMOHaNLHbLIX TpeboBaHuWii B 0f4HOA yHKUMKM 6e30nacHOCTU.

Mpumep nepBeix dyHKUMA BesonacHocTn OO: OO formkeH ynpaenaTb 4OCTYNOM Ha OCHOBE:

- AiBHoOro IP- agpeca unn UMeHn XocTa UCTOYHUKA;

- ABHOrO HOMepa nopTa UCTOYHUKa;

- IP- agpeca unv umeHu XocTa nonyyarens;

- HoMepa ropTa nony4aTens.

Mpumep BTOPLIX PyHKUMIA BGe3onacHocTn OO: aqMUHUCTPaTOP MEXCETEBOro aKpaHa U TONbKO OH MOXET BhbINos-
HATb cnegytoLime yHKLMK:

- oToGpaxaTb U U3MEHATb NapaMeTpbl MEeXCETEBOro aKkpaHa Mo ynpasfieHUo AOCTYNOM;

- VHULManu3npoBaTb U W3MeHATb AaHHble ayTeHTUdUKaLuMu nonb3oBaTenew;

- oToBpaxaTtb U U3MeHATb aTpubyThl Nonb3oBaTene;

- BbIOUpaTh cobbITUsA, KOTOpbIE HY)XXHO KOHTPONUpOBaTh;

- BbIAENATb NOAMHOXECTBO KOHTPOSIMPYEMbIX COBBITUI, NPenonoXUTENbHO OToBpaXaoLmx BO3MOXHOE UK
npeacTosiee HapylleHue 6e30MacHoCTY;

- COMOCTaBNATb OTAEeNbHble MeEXaHW3Mbl ayTeHTUdUKaLn ¢ onpeaeneHHbiMU coBbITUAMU ayTeHTUdNKaLUK;

- MPOBEPATb LIENOCTHOCTL MEXCETEBOro aKpaHa.

Takum 06pasom, MOXHO UHTerpupoBaTb TpeboBaHWUA Heckonbkux OTE B oaHol dyHKUMKM GezonacHoctn UT (OTHE
Heobxofumo onpeaenuTe, ucnonssya FMT_MSA.1.1, FMT_MOF.1.1, FMT_MTD.1.1 u FPT_TST.1.3).

D.7 YTBepxaeHus 0 COOTBETCTBUM Npothuns 3alumThl

B aToM pasgene 3b Anga MexceTeBOro akpaHa cnegyeTt naeHTUuuMpoBaTh B Npodunm 3alutel 418 MeXceTeBbIX
3KpaHOB, Ha KOTOpPbIX OCHOBaHO AaHHoe 3B, W npogemoHcTpupoBaTh cornacoBaHHocTb 36 ¢ aTumu M3.

D.8 O6ocHoBaHMe Npochuns 3alUThbl

D.8.1 O6ocHoBaHue Lenei 6e30nacHOCTH

[eMoHCTpaLuns npurogHocTu Lenei 6e3onacHocTy Ans Toro, 4Tobbl MPOTUBOCTOSTL YIpo3am, MOXET ObiTb ocyLle-
cTBneHa:

a) ¢ ucnonb3oBaHWeM Tabnuubl, NoKasbiBatoLLen, Kakme Lenu 6e30nacHoOCTU KakuMm yrpozam COOTBETCTBYHT (Ha-
npumep, O.ACCESS (O1), koTopas onpefensaeT NoTpebGHOCTL B MONUTUKE yrNpaBlieHUst AOCTYNOM MEXCETEBOro aKkpaHa,
MOXET COOTBETCTBOBATbL Yrpo3aM, OTHOCALMMCA K HapyLuuTensam w3 spaxgebHoi ceTu, Tuna IP-cnyduHra (noameHa
IP-agpeca) unu aTaku Ha ysi3BUMblE cepBUChl), obecrnednBasi oTobpaxeHue Kaxaol Lenu 6e3onacHoOCTW, Mo KpanHen
Mepe, Ha OfHY Yrpoasy;

b) nyTem aprymeHTaumMu AnA KaxgoW yrposbl, @ UMEHHO: NoveMy MAeHTUdULMpoBaHHEle Lenn BeaonacHocTu
ABNAIOTCA COOTBETCTBYIOLUMMN JaHHON Yrpose.
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Hwxe npusegeH npumep oO6bACHEHUA MPUrOLHOCTU:

Yrposza T.PROTOCOL. HapywuTens n3 BpaxaebHON ceTU MOXET NPUMEHUTb HeHafNexallee UCronb3oBaHue
MPOTOKOSOB CEPBUCOB (HAanpuMep, NCNoNb30BaHWe «M3BECTHOro» HOMepa nopTa ANA NpPoToKona, OTIIMYHOMO OT NPOTo-
Kofa, onpefeneHHoro Ana UCNoMb3oBaHUs 3TOro nopra).

Liens O.ACCESS orpaHuumMBaeT XOCTbI U NOPThl CEPBUCOB, K KOTOPLIM MOXHO 06pallaThcs, COOTBETCTBEHHO, U3
Bpax4ebHbIX (BHELLHUX) CETEN 1 YaCTHOMR ceTu.

Llens O.AUDIT KoHTponupyeT BO3MOXHbIE aTaku, NpefocTaBnsas aAMUHUCTPaTOPY MEXCETEeBOro aKkpaHa cpef-
cTBa X 0BHapyXeHWA 1 NPUHATUS COOTBETCTBYHOLLUX Mep.

Llens O.ADMIN obecrnevnBaeT HeOGXOAUMYH NOAAEpPXKKY, obecrnednBasn 6esonacHoe agMWHUCTPaTUBHOE yrpas-
INeHne mexceTeBbIM akpaHoM, nogaepxveaemoe O.INSTALL n O.TRAIN.

D.8.2 O6ocHoBaHMWe thyHKLUOHaNbLHbIX TpeGoBaHui 6e3onacHoOCcTH

OemoHcTpauuto npurogHocTn OTE ans ygoenetBopeHus Lenei 6esonacHoctn ana OO MOXHO NpefcTaBuTb cre-
Aytowmum obpasom:

a) nokas nocpegcTeoM Tabnuupl, kakne OTE n kakuM LensM 6e30nacHOCTU COOTBETCTBYHOT (Hanpumep, FDP_ACF.1
n FDP_ACC.2 cooTBeTcTBYyeT Lienu 6esonacHoctn O.ACCESS (O1)), rapaHTupys, 4to kaxgoe GTE oTtobpaxaeTcs no
KpaliHeli Mepe Ha ogHy uenb 6esonacHoCTy;

b) o6ecnevenune ana kaxaon Uenu 6esonacHocTn gna OO apryMeHTaLu OTHOCUTENBHO TOro, NoYemMy WAEHTUDU-
UupoBaHHble PTE nogxofsaT Ansa yAOBNETBOPEHUS Lienu.

Hwxe npuseaeH npumep 060OCHOBAHUS NMPUrOLHOCTU:

uens O.ADDRESS. MexceTeBoW aKpaH AOIMKEH OrpaHWYuTb AWana3oH JONyCTUMLIX afpecoB YacTHOW U Bpax-
Ze6Holi (BHELLHel) ceTh (TO eCTb BHELUHUIA XOCT He MOXET NOAMEHUTb BHYTPEHHWUIA XOCT).

FDP_ACF.1 BmMecte ¢ FDP_ACC.2 o6ecne4nBaioT BOIMOXHOCTb OrpaHuyeHus gocTyna, kak sTo Tpebyer
O.ADDRESS, a FPT_RVM.1 o6ecneunBaet, 4Tobbl 3TU PyHKLMM BbI3bIBANNUCL BCeraa, koraa Tpebyetcs.

[eMoHCTpauust B3auMHOW NOALEPXKKN U BHYTPEHHE CormacoBaHHOCTU MOXET OblTb ofecrnedyeHa, BO-NepBbIX,
NOCPEACTBOM aHanuaa 3aBuMcMMOCTeil. Bo-BTOpbIX, oHa MOXeT BbiTb fOMonHeHa Tabnuuei, 4eMOHCTpUpytoLWwein noa-
fepxky TE co cTopoHbl Apyrux OTB ans 3awuTsl oT 06xofa, BMeLLaTenscTBa 1 GrokuposaHusa cooteeTcTByoWwmx PBO.
[eMoHcTpauus B3auMHOW NOAAEPKKA W BHYTPEHHENR COrNacoBaHHOCTU MOXET COMPOBOXAATLCA MOACHEHWEM AaHHbIX
Tabnuysl. BMecTo paccMoTpeHus kaxgoro TpeboBaHUs no nopsaky (YTo BeAeT K MoBTopaM) MOXHO BblAenuTb obuime
BOMpPOCHI, HeoBxoguMble ANA MOHUMAHUS AaHHbIX Tabnuuybl. Hanpumep, aTaku BMeLLaTenbCcTBa NpeaoTBpallaloTes:

- FPT_SEP.3, koTopblii NoaAepXuBaeT pasfeneHne Ha AOMEeHbl U, B YaCTHOCTK, MpejoTBpaLlaeT BMELWaTeNnLCTBO
HapyLmTens B hyHKUMM BGesonacHocTy;

- (PYHKUMSMU Ge30NacHOCTU, KOTOpblE OrpaHUYMBAIOT BO3MOXHOCTU MoguduKkaLmm atpubyToB UnNU AaHHbLIX Ha-
CTPONKN YNOMHOMOYEHHLIM aAMUHUCTPATOPOM (Hanpumep, ocHoBaHHble Ha FMT_MSA.1);

- pyHKUMsAMM Be3onacHOCTH, KOTopble NpeAoTBpaLLaloT HECAHKLMOHUPOBaHHYIO MOAUMUKALIMIO APYTUX AaHHBIX,
LieNOoCTHOCTb KOTOPLIX SABMSIETCA KPUTUYHON ANA dyHKUMKU Be3onacHOCTU (TO eCTb ocHoBaHHble Ha FMT_MTD.1).

D.8.3 O6ocHoBaHue TpeSoBaHUi AoBepuA kK 6esonacHocTH

dopmupoBaHue atoro pasgena M3 He AoMKHO BbI3BaTb 0COOLIX TpyAHOCTel, ecnu N3 cebinaetca Ha OY4 u B HeM
OTCYTCTBYIOT Jipyrue, 6onee cunbHble TpebosBaHWUA gosepus Kk 6esonacHocTu. B sTom cnyyae MOXHO yTBepXAaTb, YTO
OY[14 copepXWT U3BECTHLIA Habop B3aUMHO NOAAEPXUBAIOLLMX M BHYTPEHHE HENPOTUBOPEYUBLIX KOMMOHEHTOB [0Be-
pus, ANSA KOTOPbIX BCE 3aBUCMMOCTU YAOBNETBOPEHSI.

D.9 O6ocHoBaHue 3agaHusa no 6esonacHOCTU

B 3B, paspaboTtaHHoro B cootBeTcTBMU ¢ M3 Ana MexceTeBoro akpaHa B pasgene «O6ocHoBaHWe 3b», MoryT
LUIMPOKO Ucronb3oBaTbesl MaTepuansl pasgena M3 «ObocHoBaHue M3», B 4acTHOCTU:

a) ecnu yrposbl, nonuTuka 6€30NacHOCTU opraHu3auun, NpeAnonoXeHnsa U Lenu 6e30nNacHoCTU WA EHTUYHDI,
Torga obocHoBaHue Leneit 6esonacHocTu B 36 byaeT ngeHTMYHO cooTBeTCTBYIOLWEMY obocHoBaHwmio B 13; cnegosarens-
HO, B ;aHHOI YacTn o6ocHoBaHWUA 3B MOXHO MPOCTO cocnaTbCsl Ha COOTBETCTBYIOLWMIA Noapasfen obocHosaHus IM3;

b) ecnu B 36 gobaeneHo Hebonbwoe uncno OTE no otHoweHuio kK OTH, onpeaeneHHeix B 13, B obocHoBaHun 36
MOXET ObITb CChiflka Ha COOTBETCTBYIOLLYIO YacTb o6ocHoBaHuA 13, a Takke NpoAeMOHCTPUPOBAHO:

- YTO AONONHUTENbLHEIE TpeboBaHNA ABNAIOTCA Haanexalwmu Ans yAoBNeTBOpeHUs Leneii 6esonacHocTy,

- YTO jonosiHuTeneHble TpeboBaHWA He MPUBOAAT K KakuM-NMOo KoHdnukram, a noaaepXuBaloT Apyrue
TpeboBaHus,

- YTO AOMNOSIHATENbHLIE 3aBUCUMOCTU ObiNn YAOBMNETBOPEHbLI UMM He AOMMKHbI Obinu GbITh YA 0BMETBOPEHDI

c) ecnu naeHTu4dHble M3 TpeboaHua goBepus K 6GezonacHocTn Gbinu onpedenersl B 36, To B nogpasgene 3b
«ObocHoBaHue TpeboBaHuii 6e30MacHOCTU» MOXHO MPOCTO COCNAaTbCs Ha COOTBETCTBYHOLLYIO YacTb obocHoBaHus IM13.

OcraloTcs crieqytolue NonoXeHus, KoTopele A0MKHB! ObiTb 0xBayeHbl obocHoBaHnem 3b:

a) nornyeckoe o6ocHOBaHWe cooTBeTcTBUA 13; OHO MOXET GbiTb BHIMOMHEHO MOCPEACTBOM MCMOMNbL30BaHus Tab-
JMUB! AN LeMOHCTpaLmm NokpbiTUA Beex OTB u3 M3, a Taloke — Tabnuupl, NokasbiBatoLeld BeinonHeHue B 3b onepayui,
npeAycMoTpeHHbIX B [13;

b) o6ocHoBaHWe yHKUMi# GesonacHocTn UT; OHO MOXET GbiTb BLINONIHEHO NOCPEACTBOM SIBHOTO COMOCTaBMEHUN
cneyuduUMpoBaHHbIX  yHKUMA 6esonacHocT UT ¢ OTB. Ecnu HMKakux HOBLIX (hyHKLWOHAMBHBIX BO3MOXHOCTEW Ha
3TOM YPOBHE He BBOAUTCS, TO JEMOHCTpaLs B3auMHON NOAAEPXKKA MOXET cUMTaThbCA NpeacTaBneHHoil B 060cHOBaHUN
TpeboBaHuit 6e3onacHOCTU.
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Mpunoxexue E
(pekomMeHayemoe)

PaGouuit npumep: npodunb 3almnThI
AnA cucTeMbl ynpaBrnieHus 6a3oi AaHHbIX

E.1 BBegeHue

B HacToALEeM NpUNoXeHWn NOSACHAETCA NpUMEHeHNe PYKOBOACTBA, COAepXallerocs B pasgenax 7—13, nocpea-
CTBOM pabouyero npumMepa NpUMEHUTENBHO K cUcTeme ynpasnenus 6asamu gaHHeix (CYB[). B gaHHOM npumepe npea-
nonaraercsa ucrnons3oaHne CYB[ B KOMMepYeCKUX YCroBUsX, Korga CyLecTByeT NoTpebHOCTb B 3allUTe KoHguaeHN-
anbHOCTH, LIeNOCTHOCTU W AOCTYMHOCTW MHpopMaLmm, cogepxalleiica B 6ase AaHHbIX, Ha OCHOBE AUCKPELIMOHHOro
npuHUMNa yrnpasneHuss ocTynom.

E.2 Cpena 6e3onacHOCTH 06 bEKTa OLIEHKH

E.2.1 NpeanonoxeHus 6esonacHocTH

Ans 6a3bl AaHHbIX BaXHO, 4Tobbl opMynupoBka NPeAnonoXeHUn OTHOCUTENBHO cpefbl 6e30nacHOCTU ACHO
ycTanasnmsana BoO3MOXHOCTU 1 rpaHuLsl OO.

Hanpumep, mMoryT 6biTb caenaHbl cneaytolme npeanornoXeHns:

MpeanonoxeHue A1. O6bekT ouyeHkn (CYB[) paboTaeT noj ynpaereHWeM onepauuoHHOW CUCTEMBI, KoTopas
yCTaHoBMeHa U PYHKLMOHMPYET B 6€30MacHOM pexume, TO €CTb B COOTBETCTBUM C SKCMNyaTaLMOHHON AOKyMeHTaLuen
daHHoro npoaykTta AT

Mpegnonoxexue A2. Pecypcel OO 1 onepaunoHHON CUCTEMBI, N0 YNpaBneHnemM KoTopol oH paboTaer, saluiye-
Hbl OT HecaHKLMOHWPOBaHHOIO PU3NYECcKoro focTyna.

MpeanonoxeHue A3. Bee oTHocsLMecs K 6a3e AaHHbLIX aiinbl 1 KaTanorn sawulyeHsl oT HecaHKUWOHNPOBaHHO-
ro gocTyna onepauyoHHO CMCTEeMOiA, Nog ynpaBneHnem koTopoit pabotaet OO.

MaBHas 3agava paspabotyuka M3 3aknio4aeTca B ToM, 4ToBbl onNpeaenuTb rpaHuubl cpefbl 6€30NacHOCTM Kak
HenocpegcteeHHo OO, Tak W onepaLWOoHHON CUCTeMbI, Mo ynpaBneHnem kotopoii pabotaet OO. B ganbHeiwem B 13
onpeensAlTca Lenu U TpeboBaHUA K ornepaulWoHHOWi cucteMe (kak Yactn UT-cpeaht).

MpeAnonoXeHWs, oTHOCALMeCA K ocobeHHOCTAM obecneveHus GesonacHoCTU (HanpuMep, 0COBEHHOCTU HaKom-
NeHWst B XypHane ayauTa U aHanusa WHdopmauuu, obecnevnsatoLleit KOHTPONb (PYHKLMOHUPOBaHNA cUCTEMbI Ge3o-
MacHocTH), MOryT popMynupoBaTLCS Kak Lienn 6e30nacHOCTU ANs cpeabl.

E.2.2¥Yrpo3bl

[ns Gasbl AaHHbIX 3alMLlaeMble aKTBbl — 3T0 06beKThl 6asbl JaHHbIX (HanpuMmep, co6cTBEHHO AaHHble). Obbek-
Tbl MOTYT BXOAWTb B COCTaB AaHHbIX, COfepxaLyuxcs B Apyrux obbekrax. KoHdpuaeHUMansHOCTb, LeNoCTHOCTb U OCTYN-
HOCTb UHpOPMaLMK, XPaHUMOA B 3TUX 06beKTax, AOMKHbI ObITh 06ecneyeHbl B COOTBETCTBUU ¢ TpebGoBaHUAMM Bnagenb-
LeB 06beKTOB.

CybbeKkTamu yrposbl SABASAIOTCS YMOTHOMOYEHHBIE U HEYMONHOMOYEHHble Nonb3oBaTenu 6asebl AaHHbIX. Mocnea-
HASA KaTeropusi BkrtovaeT B cebs Kak YNONTHOMOYEHHbIX, TaK U HeyrnoNHOMOYEHHbIX Nonb3oBaTene onepaLuoHHON
cUCTeMbl, Nnof yrnpasfneHueM KoTopoi pabotaet CYBL.

JononHuTenbHbIMU NOTEHUMarnbHBIMA UCTOMHUKAMKU YTPOo3 LIENTOCTHOCTU U AOCTYNHOCTU WH(OPMaLMK, cofepxa-
Weiica B 6a3e faHHbIX, SBNAIOTCA BHELWHUe cODLITUSA, Takue Kak npepbiBaHWA onepauuin B pesynsrate cbos B paboTte
annapaTtHbIX CPefCcTB, UCTOMHUKOB NUTaHWSA, HOCUTENEW AaHHbIX U T.4.

[lBe OCHOBHble Yrpo3bl HeCaHKLMOHMPOBAHHOMO JOCTyna K MHpopMaumu, cogepxalleica B 6ase faHHbIX, MOryT
6bITb MpefcTaBneHsbl cneayowuM obpasom:

Yrposa T1. Hapywwurenb nonyyaeT gocTyn Kk 6a3e AaHHbIX B pe3ynsraTe MackupoBkU nog YNONHOMOYEHHOro
nonb3oBaTena WU B pesyrnsrate aHOHUMHOro AocTyna.

Yrposa T2. YnornHoMouYeHHbI nonb3osaTess 6a3bl AaHHbIX obpaljaerca kK uHdopmauum, cogepxalyeincs B 3Toi
6a3e AaHHbIX, 6e3 paspelleHWUs Nonb3oBaTeNs, ABNAIOLErocs BragenbUeM UNu oTBETCTBEHHBIM 3a 3aLUUTY aHHbIX.

B cdopmynupoBke yrpo3 onpegeneHbl UCTOMHUK yrpo3bl, akTuebl UT, noaBepxeHHble HanaaeHuto, n popma Hana-
fLeHus.

UCTOYHUK Yrpo3kbl — 3TO YNOSTHOMOYEHHBIN Mornb3oBaTesb 6a3bl AaHHbIX B T2, HO Mor 6bl 6bITb U HEYNOSTHOMOYEH-
HbIA UNKU YNONTHOMOYEHHEIW Monb3oBaTenb 6a3kbl AaHHbIX B T1.

AkTuBbl UT, nogBepxeHHble HanageHuto (B opMynupoBke o6eunx yrpos), — 3To UHOpMaLUUsA, cogepxallasica B
obbekTax 6a3sbl JaHHbIX, K KOTOPLIM OCYLLECTBAAESTCA JOCTYN.

dopma HanafieHus BblpaxeHa B BUAE MAacKUPOBKU NOA 3aKOHHOrO MOMNb3OBaTENsA UMW «aHOHUMHOrO AOCTyna» B
T1 n «obpalyaetca kK MHdopmaLmu» B T2.

Yrposa pocTynHocTU WHdopMaumn, cogepxalyeiica B CYB[, MoxeT 6biTb cdopMmynuposaHa cregyrowmm
obpa3som.

Yrposa T3. YNONHOMOYEHHbIM Nonb3oBatenb 6asbl AaHHLIX UCNoNb3yeT obwue pecypcbl 6a3sbl AaHHBLIX TaK, YTOObI
nocTaBuTb MOA Yrpo3y AOCTYMHOCTb 6a3bl AaHHbIX ANA APYTUX YNONHOMOYEHHBIX Nonb3oBaTenen.
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CnefyeT 0OTMETUTb, YTO B yrpose T3, kak U B yrposax T1 1 T2, aktus VT, nogBepKeHHbIA pUcKy, — aTo nHpopmMauums,
coaepxallyasics B 6ase AaHHbIX.

«ObLyme pecypebl 6asbl AaHHBIX» NPEACTaBMAT coboil NpocToe CpeAcTBO peanu3auun ataku Ha AOCTYMNHOCTb
WHopMmaLun, cofepxalyencsa B 6aze gaHHbIX.

Hanuune yrpos, koTopbiM He npoTuBocTouT OO, 0bycnaBnneaeT HeOGXOAUMOCTb BBEAEHUS OrpaHUYEHNI Ha yH-
KumoHupoBaHue CYB[. PaccmoTpuM npumep Takoil yrpossbi.

Yrposa TE1. Ba3a faHHbIX He MOXeT BbiTb HaAeXHOo 3alMiieHa 0O6beKTOM OLUeHKW OT Monb3oBateneil ¢ GonbLun-
MW MOSTHOMOYUAMM, KOTOpbIe 310yNOTPeBnsaT NpeaocTaBeHHbIMU UM MPUBUNErUSMM.

OBLI4HO KOHTPMEPOIA yrpose 3noynoTpebrieHnss NPMBUNErNSMU YNONHOMOYEHHBIM NOMb30BaTeNEM SBMSETCH ayauT
Ge3onacHoCTU. Ho CyLLecTBYIOT HEKOTOpble AOBEPEHHbIE Nonb3oBaTen, KOTopble UMEKT MpaBo YAansATh KOHTPOIbHbIE
3anucK B XypHare ayauTa U TakuMm ob6pa3oM CKpbiBaTb CBOM AeicTBUA. B cBA3N ¢ 9TUM HeoBXO[UMbI COOTBETCTBYIOLLNE
npouesypHele Mepbl, obecnevnBaroime, YTobbl Nosb3oBaTeny ¢ 6OMbLUMMU MONHOMOYUAMMN SABMANUCH LEeACTBUTENIbHO
3acnyXuBaroLMMK foBepus NuyHocTaMU. C y4eTOM Takux npoLeaypHbIX Mep fofkHa 6biTb chopMynupoBaHa Lenb
GesonacHocTy, cooTBeTCTBYOLWas yrpose TE1.

E.2.3 Monutuka 6e30nacHOCTM opraHusauumu

B kavecte MBOp ans CYB moxeT 6biTh, Hanpumep, BeibpaHa:

MonuTuka 6esonacHocTn P1. Mpasa focTyna K onpefeneHHbiM oObektaM 6asbl JaHHbIX ONpeaensoTes:

a) BnagenbueM obbekTa;

b) pesynsraToM npoBepkn NOANUMHHOCTYU cybbekTa, OCYLUECTBAOLLEro 4OCTyr;

C) NpaBamu AocTyna K 06beKTy, NpeAocTaBleHHbIMU CyBbeKTy;

d) npuBunerusMu, KoTopbiMu obrnagaer cybbekT.

E.3 Llenu 6e3onacHocTu

E.3.1 Llenu 6e3onacHocTu Ans o6 beKTa OLeHKU

C yyeToMm cchopMynupoBaHHbIX yrpo3 uUenun GesonacHoctn ana CYB[ moryT 6biTb onpefeneHsl criegylowum
o6pasom.

Llens O1. O6beKT oueHku fgomkeH obecnevnBaTth MAEHTUdUKaUmMio nonb3osaTenei OO.

Liens O2. OBbeKT oueHKU forxeH obecnevnTb KOHEYHBIM MoSIb30BaTENAM BO3IMOXHOCTU yrpaBreHus n orpaHu-
YeHWs AocTyna nyTeM ornpefeneHus BnagenbLles o6bekToB Bl U 0TBETCTBEHHLIX 3@ 3T 0ObLEKTbl B COOTBETCTBUU C
BblGpaHHoW nonuTukoit BesonacHoctn P1.

Llenb O3. OGbeKT OLEHKM AOMKEH UMETL DYHKLMW YNpaBneHns UCnonb3oBaHuem obLLuUX pecypcoB nonb3oBaTe-
namu OO, B TOM uncrie — YHKLWUN OrpaHUYeHns Yucna napaniienbHbIX CeaHCoB.

Llens O1 ocHoBaHa Ha NpeAnonoXeHWn o0 ToM, 4To Tpebyemasi npoBepka NOANIMHHOCTU NoNb3oBaTENA OCYLEeCT-
BNAETCA OMnepaLWoHHOA CMCTeMON, noj ynpasneHnem kotopoi pabotaetr OO u koTopas aABnaeTca Yactbio UT-cpeabl.
Heo6xo4MMOCTb OCYLLECTBNEHNSA OMNepaLMOHHOR CUCTEMOW MAeHTUdMKALMA N ayTEHTU(DUKALMK MOXHO BbIPa3UTb B
BuAe Uenelt 6esonacHocTu 4N cpeabl.

E.3.2 Llenu 6e3onacHocTu Ansa cpeabl

AHanus yrposbl TE1 nokasbiBaeT Heo6xoaMMocTb hopMyNUPOBKM Lienu BesonacHocTU AMns cpeAbl, CBA3AHHOW ¢
npoBnemMoii NpuBMUMEernpoBaHHbLIX Monb3oBaTenen.

HaHHyto yenb 6e3onacHOCTU MOXHO CHOPMYNUpoBaTh criefyowuM obpasom:

Llenb OE1. JNuuya, otBeTcTBEHHbIE 3a 3kcnnyaTaumio OO, fomkHbl obecneynTb NpoBeAeHne COOTBETCTBYHOLLUX
npoueaypHbIX U KagpoBbIX MEPOMPUATUIA, FAPAHTUPYIOLUX TO, YTO TONBKO JOBEPEHHbLIM NULAM HasHaueHb! MpUBUNEruu,
no3BonsoWme UM:

a) MoauduumpoBaTb faHHble XypHana ayauTa n HacTpoWKu ayauTa;

b) moguduumposaTt aTpubyTbl 6e3onacHOCTU Nonb3oBaTenei (BKMOYasi paspelleHnss Ha MCnonb3oBaHue npu-
BUNErun nonb3opaTtens).

Hanee npusogutcsa npumep Uenu 6e3onacHocT ANns cpeabl, koTopas (Uenb) sensetca TpeboBaHWeM no Ucnonb-
30BaHUIO OMepauMoOHHON CUCTEMEI, NOA ynpasneHuem Kotopoil pabotaer OO:

Llenb OE2. Jluya, oTBeTCTBEHHbIE 3a 3KkcnnyaTauuto OO, formkHbI obecneunTb, YTOObI faHHble ayTeHTUdMKaLum
ANSt KQXAO0W YyYETHON 3annCK Morb30BaTENA ONepaUWUOHHO CUCTEMBI coAepXanuck B TaiHe M 6binn HeAOCTYNHLI Nu-
LaM, He yNofHOMOYEHHBIM UCNONbL30BaTb AaHHYIO YYETHYIO 3anmchb.

Llens OE2 onpegenseT NnoTpebHOCTL (BblpaXeHHyto B NpeAnonoxeHusax 6esonacHoctn A1, A2, A3) B TOM, 4TO6bI
chaiinel 6asbl JaHHbIX 6bINK COOTBETCTBYIOWMM 06pa3soM 3allULLEHI OnepaLoHHOR cucTemoid. Ecnn faHHble npoBepku
NOAJSIMHHOCTYU (YYeTHbIE 3anucK) He 3alMLeHbl HagnexaluM obpa3oM, TO HapyLUIUTENb CMOXET 060NTH dyHKLMK yn-
paBrieHusi [OCTYMOM.

E.4 Tpe6oBaHuAa 6e3onacHoCTH UHPOPMALNOHHLIX TEXHONOTMHI

E.4.1 ®yHkumoHanbHble TpeboBaHnA 6e3onacHocTH

MoxHo BeIBpaTb cnegyowue dyHkUnoHanbHele TpeboBaHua 6e30nacHOCTH, HEMNOCPEACTBEHHO YAOBNETBOPSAIO-
LMe onucaHHble Bhilwe Uenu 6esonacHoctn ana OO:

a) uenb O1, Tpebytowan naeHTUdnkaLum nonbaoBaTeneil 06 LEKTOM OLeHKN (ayTeHTUdDNKaUMA npeanucaHa one-
paLUMOHHON cucTeMe), MOXeT 6biTb yaoBneTsopeHa OTB, onpegeneHHbIMU B KomnoHeHTax FIA_UIE.1 «Bbibop MoMeHTa
BpeMeHu uaeHTugukauumn» u FIA_USB.1 «CBA3n nonb3oBaTenb-CybLeKT»;
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b) yenb 6e3onacHocTn O2, Tpebylowasn ynpaeneHUsa 4ocTynoM k obbektam 6a3kl aHHbIX, MOXET ObITb y40BNeTBO-
peHa OTB, onpegeneHHbIMK B KoMnoHeHTax FDP_ACC.1 «OrpaHu4eHHoe ynpasneHue agoctynom» u FDP_ACF.1 «Yn-
paBrieHue JOCTYNoM, OCHOBaHHoe Ha aTpubytax 6esonacHocTu;

¢) yenb 6esonacHocTn O3, Tpebylowan orpaHM4eHUin Ha cnonb3oBaHne obLMX pecypcoB, MOXET ObITb yA0oBNeT-
BopeHa PTE, onpefeneHHbiMu B kKoMnoHeHTax FRU_RSA.1 «MakcumaneHble kBoTbi» U FTA_MCS.1 «ba3soBoe orpaHu-
YeHWe Ha naparnnenbHble ceaHchin».

AHarnoruyHo (nyteM Beulbopa cooTBETCTBYOWMX KOMMOHeHToB U3 MCO/MOBK 15408-2 ans onpegeneHus Tpebye-
MbiX PTB) cneayeT yaoBNeTBOPATL M Apyrue Uenu 6esonacHoCTH, BKIoYeHHbIe B 13 (HanpuMep, Ana onpeaeneHns
TpeboBaHuit ayauTta cnepyet Bbibpatb koMnoHeHT FAU_GEN.1 «leHepauusa faHHbIX aygutay).

CdopmupoBsas HavanbHblil Habop PTB, octaslmneca OTE cnepyeT BeIGUpaTh Tak, YTOOLI YA0BNETBOPUTL 3aBUCK-
MoCTH, ycTaHoBreHHble B UCO/MOBK 15408-2, unu onpeaenuTb fpyrue conyTcTByoLue YHKLUOHANBHBIE BOSMOXHOCTU.

Hanpumep:

a) koMnoHeHT FMT_MSA 3 «MHuumanusaums ctatuyHbIX atpubyToB» HeobxoauM (Kak 3aBUCUMOCTb ANA KOMNO-
HeHTa FDP_ACF.1) ans cneundukanumn dyHKUUM ynpasneHus 4ocTyna no yMornyaHuio Ans BHOBb CO34aHHOro obwekra
6a3bl AaHHbIX;

b) komnoneHt FMT_MSA.1 «Ynpaenenune arpubyramu 6esonacHocTu» Heobxoaum AnA onpefeneHnn yHKUUi
KOHTpONs 3a MoguduKkaLmeil 06LeKTOB UNKU HazHaveHUeM aTtpubyToB GezonacHOCTM nonb3oBaTenei n atpubytos 6e30-
nacHocTu obbekToB. MoxeT noTpeboBaTbCcs onepauus UTepauun Ansi onpeeneHust KOHTpons 3a aTpubyTaMn nonb3o-
BaTeneil n atpubyraMn o6bLEKTOB OTAENbHO, TakK Kak nocrnefHue MoryT ObiTb M3MeHeHbl Bnagenslamu o6bekTos, a
nepBble — TOMBKO aAMUHUCTPaTOPOM,;

c¢) komnoHeHT FDP_RIP.1 «OrpaHu4eHHan 3awuta ocTaTtouHON MHOpMaLuUny HyKeH, 4Tobbl onpeaenuTb YHK-
LMOHanbHble BO3MOXHOCTW NMOBTOPHOrO UCNONb30oBaHUA o6bekTa B NOAAEPXKKY MOMMUTUKM KOHTpPoONsa AocTyna K 6ase
LlaHHbIX;

d) komnoHeHT FAU_SAR.1 «[lpocMoTp ayauTa» MoxXeT 6biTb BeIGpaH ans Toro, 4tobbl onpeaenuTb, KTo MOXET
npocMaTpuBaTh faHHble ayauTa (Hanpumep, YNONHOMOYEHHbIE MOrb3oBaTeNu MoryT UMeTb BO3MOXHOCTb YMTaTh 3aru-
CU aypuTa, kacarowmecs o6beKToB, MO OTHOLIEHWIO K KOTOPBIM NOSb30BaTeNyu SABNSIOTCA BNajenbLlamu, B TO BpeMs Kak
TOMBKO YMOMHOMOYEHHBIN agMUHUCTPATOP MOXET UMETb BO3MOXHOCTb NpocMaTpuBaTh BEChb XypHan ayaura).

Hanee HeobX0ANMO NPUHATE pelleHne o6 ypoBHe ayauTa cOOLITUA: MUHUManNbHLIA, 6a30BbIA UMK AeTannaupo-
BaHHbIN.

MoaxopAwumid ypoBeHb BeIBUpaeTcs, ucxoas U3 ueneit 6esonacHoctu ana OO. Mpu aTom TpebosaHWe ayauTa He
JOMXHO ObITe HEOBOCHOBAHHO 3aBbILLIEHO.

E.4.2 TpeGoBaHua aoBepUs K 6€30NacHOCTU 06 HEKTA OLEHKKN

TpeboBaHus AoBepus LOSDKHBI BbITb CHOPMYNMPOBaHbl Ha OCHOBE pPacCMOTPEHMS Xapaktepa (Npupoabl) yrpo3.
Ons CYB[, npeagHa3HadeHHOW ANa XpaHeHUs U o6paboTku nHdopMaLun onpeaeneHHoro ypoBHA LEHHOCTU, cneayeTt
ucnonb3oBaTb TpeboBaHUS JOBEPUSI He HUXe cooTBeTcTByowero OY/.

E.4.3 Tpe6oBaHua 6e3onacHocTu ansa UT-cpenbl

PaspaboTky faHHoro pasgena M3 gna CYB[ Heobxoanumo BecTu ¢ ydeToM yHKLMil OC no obecneyeHunio KOHTpo-
na AocTyna, aeHTudukaumm u ayteHTUdmkaumu. Npu aTom HekoTopble TpeboBaHWS MOryT 6biTb onpefeneHbl B pesynb-
TaTe yaoBneTBopeHus saBucumMocteit ®TE OO. TpeboBaHus gosepus ans OC AOMKHLI, MO MEHbLLEH Mepe, COOTBETCTBO-
BaTb OO, TO ecTb B laHHOM cry4ae ObiTb He Hibke BblbpaHHoro OY[l.

E.5 O6ocHoBaHuMe Npoduns 3almThbl

E.5.1 O6ocHoBaHue Lienen 6e3onacHOCTH

JeMoHCTpauusa cooTBeTCTBUA Leneil 6e30nacHOCTU UAEHTUMULIMPOBaAHHBEIM YIPO3aM MOXET ObiThb BhIMNOSHEHa:

a) B BUuae Tabnuubl, nokasbiBatoLLei, kakue Lienu 6e3onacHOCTU KakuM yrpo3aM COOTBETCTBYIOT (Hanpumep, yrpo-
3e T3 cootBetctBYET Lenb O3), Npu 3ToM Heobxoaumo obecneunTb COOTBETCTBUE KaxAoii Lienn 6e3onacHOCTH, no
KpailHel Mepe, OfiHOl yrpose;

b) B Buae obocHoBaHus Toro, 4To Lenu 6e3onacHOCT NPOTUBOCTOSAT Yrpo3am.

Huwxe npuBeaeH npumep obocHoBaHWS Leneit 6esonacHocTu.

Yrpose T3 (Ype3amepHoe noTpebrneHne pecypcoB) HENOCPEACTBEHHO NMPOTUBOCTOUT Lenb O3, koTopas rapaHTupy-
€T, uto OO UMeeT (PYHKUMU OrpaHNdeHUs] UCNONb3OBaHWUSA OGLLWUX PeCcypcoB, BKNKOYAsA YCTAHOBKY OrpaHUYEHNA Ha Yncno
napannenbHbIX CEaHCOB OTAENbHLIX Nofb3oBaTeneil.

E.5.2 O6ocHoBaHMe (byHKLUMOHaNbHbIX Tpe6oBaHuit 6e3onacHocTu

OemoHcTpayuto cootBetcTBUs OTB Uenam GesonacHocTu Ans OO MOXHO NpefcTaBUThb!

a) B BUAe Tabnuuypl, nokasbiBaroLeit, kakue ®TE kakue Lenn 6e30nNacHOCTU YAOBNETBOPAKT (Hanpumep, KoMMo-
HeHTel FRU_RSA.1 n FTP_MCS.1 cootBeTcTBYtOT LUenu 6esonacHoct O3), npu 3ToM HeobxoAuMo 06ecneqnTs cooTBeT-
ctBUe kaxgoro OTB, no KpailHeil Mepe, oaHON Uenu GesonacHocTy,

b) B BUAe o6ocHoBaHusA cootBeTcTBUS PTE Uensm 6esonacHocTy.

Hwxe npuseaeH npumep obocHoBaHua OTH.

HocTtuxeHnne uenn O3 oGecneunBaeTcs koMnoHeHToM FRU_RSA.1, koTopblit NpeaycMaTpuBaeT PyHKUNUN KOHT-
pona ucnonb3oBaHUA o6LMX pecypcoB OTAENbHBIMW NOMb3oBaTensamu, n komMnoHeHToM FTA_MCS. 1, koTopelii npeayc-
MaTpuBaeT YHKUMU KOHTPOMS YKcrna napannenbHbIX CeaHcoB Mnonb3oBatens.
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AHnanu3 3aBucumocTeit koMnoHeHToB dOTB Takke MOXHO NpeacTaBUTL B BuAe Tabnuubl.

JeMoHcTpaumio B3auMHOW NoAAEepXKU U BHYTPEHHEN nocrnefoBaTenbHOCTU TpeboBaHWil 6€30NacHOCTU MOXHO
obecneunBaTb, BbIAENSAS U KOMMEHTUPYS JOMOSIHUTENbHLIE BCMOMOraTeNlbHbIE 3aBUCMMOCTU MeXAy UAeHTUDULMPO-
BaHHbIMU DTE (BKtovas, rae HeobxoanMmo, TpeboBaHUSA K onepaLMoHHOW CUCTEME), He BbiAeNeHHble B aHanu3e 3aBucu-
MocTeld. OTO cnefyeT aenartb, paccMmaTpuBas aAnsa kaxgoro ®Th, B cBolo ovepefb, NoTeHUUanNbHyl0 HeobxoguMocTb
Apyroro OTB ¢ Lenbio NpefoTBpalleHns o6xoAa Unu BMeLLaTenscTea B paboTty cooreetcTyoLmx OBO.

Hwxe npuBefeH npuMep AeMOHCTpaLuKM B3auMHOW noajepxkn TpebosaHuii BesonacHocTu:

a) komnoHeHT FDP_RIP.1 nogaepxusaer komnoHeHTsl FDP_ACC.1 n FDP_ACF.1, npegotspalyas obxog ®BO,
COOTBETCTBYIOLLMUX AAHHLIM KOMMOHEHTaM, NPU MHOTOKPaTHOM MCMOMNb30BaHUU OGBLEKTOB XpaHEHUs! AaHHbIX U JocTyne
K 3TUM 0bbeKkTaM pasnuyHbIX cybLeKToB,;

b) koMnoHeHT FMT_MSA.1 nopaepxusaeT koMnoHeHTsl FRU_RSA.1 n FTA_MCS.1, orpaHn4nsas BO3MOXHOCTU
YMONTHOMOYEHHOT0 agMUHUCTPaTopa U3MEHATL KBOTHI Nonb3oBaTesieil no ucrionb3oBaHuio pecypcoB OO;

c) komnoHeHT FAU_STG.1 «3awuueHHoe xpaHeHWe XxypHana ayauta» nogaepxusaeTt komnoHeHT FAU_GEN.1,
3awuas LenocTHOCTb XypHana ayauTa.

E.5.3 O6ocHoBaHue TpeboBaHuit AoBepuA K 6e3onacHocTH

dopmupoBaHue HacToswero nogpasaena N3 He AOMKHO BbI3BaTh 0cobLIX TpygHocTel, ecnu M3 cebinaetcs Ha
OY[] 1 B HeM OTCYTCTBYIOT Apyrue, 6onee cunbHble TpeboBaHUA AoBepus k 6e3onacHocTU. B aToM cny4ae MOXHO yTBep-
xaatb, uTo OY[] coaepXuT n3BecTHbIl Habop B3aMMHO NOAAEPXKUBAIOWMX U BHYTPEHHE HENPOTUBOPEYUBLIX KOMMOHEH-
TOB [1OBEPUS, ANSA KOTOPLIX BCE 3aBUCUMOCTU Y/ OBIIETBOPEHDI.
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MpunoxeHue F
(pekomMeHayemoe)

Pabouuit npumep: npodunb 3awuTbl TPETLEN AOBEPEHHOW CTOPOHbI

F.1 BBegeHue

B HacTosILLeM NpuUnoxeHUn NOsICHAETCA NPUMEHEHNE PYKOBOACTBA, cojepxallerocs B pasgenax 7—13, nocpes-
CTBOM paboyero npuMepa NPUMEHUTENBHO K TpeTbel AoBepeHHoW cTopoHe (TAC). PaccmaTpuBaeMblit npumep y4uTbl-
BaeT rubkocTb Habopa OTH, KoTopLIA 3aBUCKT OT TUMOB CePBUCOB, NpepocTaenaemelx TAC, Hanpumep:

a) TOC moxeT obecneuunBatb unu He obecneumBaTh CEPBUCHI KOHPUAEHLNANBHOCTHY;

b) TOC MoxXeT npeAocTaBnATL CepBUCHI FeHepaLMm KItoYeln unu npegnonarars, 4To nognueynkn TAC BeINONHAKT
LeACTBUA NO reHepaLnmn kiodeil camoCTOATENBHO.

Mexofs M3 BhillenepevncneHHoro, Heobxo4Mmo onpefenuTb Habop OCHOBHBIX M [OMOMHUTENbHBIX CEPBUCOB,
npegocTtaensemselx TAC.

OcHoOBHbIe cepBUChI NPefCcTaBnNAlT coboil MUHUMYM cepBrcoB, obecnednBaemblix TAC, M OTHOCATCH K perncrpa-
LMK NoAMNMUCHUKa, a TakKe K BbIMYCKY, pacnpefeneHnto, aHHyNIMpOBaHMIO N XPaHeHUIO B apX1Be CepTUUKATOB OTKPLITHIX
Kritoueit ayTeHTUdMKaymm.

HononHutensHele cepaucel TAC BrntoyatoT B ceba reHepauuto kitodei, BepudukaLmio (NpoBepky NOoLMMHHOCTH)
CepTUMdUKATOB, ynpaBrneHne cepTudrkaTamMn, BOCCTAHOBMEHME KITHOYel U Co3faHne pe3epBHbIX KOMWIA.

MpW feneHnn cepBUCOB Ha OCHOBHLIE W JOMOSHUTENbBHBIE UCXOAAT U3 Toro, Yto nognucunkn TAC moryT umetb
cobCTBEHHbIe NPUKNaaHble NporpaMmel ANS BbINOMIHEHWSA TakuX OYHKUWA, Kak reHepauus KNovel, reHepauus u sepu-
duKaLmsa uudpoBoii nognuck n T.4.

PaspaboTka M3 TAC ¢ y4eTOoM OCHOBHbLIX W AOMOMHUTENbHLIX CEPBUCOB CO3AaeT npobnemMy COBMECTUMOCTU CO
cTaHgaptamu cepun MCO/MOIK 15408, Tak kak nocrnefHne He MO3BOMSKOT 3afaBaTb crneLudmKkaumio HeobsszaTenbHbIX
TpeboBaHuii 6esonacHocTyn B M3.

AnbTepHaTUBHbIA nogxod paspaboTku N3 Ansa kaxgoin Bo3aMoXHON komBuHauuu yenyr TAC, y4uTeiBas MHOXECTBO
BO3MOXHbIX MEpPecTaHOBOK, NPefCTaBNsAeTCA HenpakTUYHbIM.

PaspelueHune faHHOW Npobnembl 3akntodaeTcs B TOM, YTOOLI onpefenuTb ocHOBHON Habop ®TB B M3, cooTBeT-
CTBYHOLUMIA OCHOBHEIM cepBucam TAC.

Kpome Toro, ans Kaxxaoro AOMOSMHUTENBHOro cepuca MoxXeT ObiTb onpeAeneH PyHKUMOHanNbHbIA NakeT Ans
uaeHTUMKaLMK fononHuTeneHelx OTB, HeoBXoAUMBIX ANS NOALEPXKKN STOro cepauca.

CdopmupoBaHHbI Takum obpasom M3 TOC moxeT BbiTb MCMONb3OBaH:

a) npu paspaboTke 3aaaHUA No 6e30MacHOCTH, COBMECTHO C OAHUM unu Bonee onpeaeneHHbIM PYHKLUOHANb-
HbIM MaKeToM B 3@aBUCUMOCTW OT ycnyr, npegocrasnsemMsix TAC;

b) Kak ocHoBa Ans noaroToBkU Apyrix M3, ¢ y4eToM KoHkpeTHoro Habopa ycnyr TZIC; Takoi N3 cneayeT opmupo-
BaTb Ha OCHOBe KOMBUHaLMW ocHoBHOro Habopa ®TE cooTBETCTBEHHO ¢ OAHUM Unu Bonee onpeaeneHHbIM (yHKUWO-
HanbHbIM NakeToM. [aHHbI nogxon NPUBOAUT K cosfaHuto «cemeincTtsa» M3 TAC.

F.2 Cpena 6e3onacHOCTM 06 beKTa OLeHKK

F.2.1 MpeanonoxeHus 6esonacHocTu

Ona TAC BaxHo, 4To6bl hopMynupoBKa NpeanofnoXeHniA OTHocUTeNnbHO 6e30NacHOCTU ACHO ycTaHaBnuBana
BO3MOXHOCTU U rpaHuuel OO.

XenatenbHo, 4ToGLI NpuknagHele nporpammel nognucduka TAC, wucrnonb3yemble ANS reHepauyuum LudpoBoi
noAnuMcKH unu Ans sawndpoBbiBaHWUSA/pacluMppoBLIBaHNA UHMOPMaLMK, paccMaTpuBanuch Kak Haxogsiymecs BHe pa-
Mok OO.

Mcxoan 13 BbILENU3NOXEHHOrO, LienecoobpasHo BLIAENUTL CNefyiolime ABa MPefnonoXeHuns.

Mpeanonoxenne A1. TOC He 6yaeT cepTucduympoBaTtb (NPEAOCTaBNATL NOPYYUTENBCTBO 3a) OTKPLITHIA KIIOY,
ecnun He yaoeneTeopseTcsa TpeboBaHWe K LeNOCTHOCTN anropuTMa, No KOTOPOMY reHepUpyeTes napa Kitovei.

MNpeanonoxenne A2. MoANNCUYNKU NMEIOT AOCTYNHBIE TEXHUYECKUe CpefcTBa, NMOCPEeACTBOM KOTOPLIX OHU MOTYT
(npu HeobxoanMOCTH) reHepupoBaTb COBCTBEHHbLIE OTKPLITLIE/CEKPETHLIE KIMOYM, reHepupoBaTb U BepudULUpOBaTb
ungposble nognucn U sepucdnLupoBaTh CepTUPUKaTLI OTKPLITBHIX KIHOYEN.

MpeanonoxeHne A1 HeobxoaNMO, Tak kak cepTUdUKaT, BbiNyLweHHbIH TAC, 6bin 66l feBanbBUPOBaH, eCrin OTCYT-
CTBYET fjoBEPUE K BLINONHEHNIO NOANUCHUKOM COOTBETCTBYIOLLEro anroputma.

MpeanonoxeHne A2 Heo6xogWMO ANA NOMHOTH NpeanonoxeHui GesonacHocTn (xoTa TAC MoxeT noaaepxu-
BaTb 3TO NPeANOnNoOXeHWe, NPEAOCTaBNASA COOTBETCTBYIOLME AONONHUTENBHBIE ycryru). Takum obpa3oM, npeanonoxe-
Hue A2 3aKniovyaeTca B TOM, YTO OnNUCaHHble YHKLUMOHaNbHLIE BO3MOXHOCTU obecrneynsaloTca NpuknagHsLIMu Npo-
rpaMMamun NOANUCHUKA, HE BKNHOYEHHBIMU B BO3MOXHOCTU OO «TACx».

F.2.2 Yrpo3bl

Ona TAC sawuwaemble aktuebl UT — 3T0 cepTUdUKATEI OTKPLITLIX KITHOUEHR, CreHepupOBaHHbIE WK COXPaHEHHbIE
(Hanpumep, apxusupoaHHble) TOC BMecTe ¢ Ko4amMu, UCNONb3yeMbIMUA MU creHepupoBaHHbiMn TAC.

OTKpbITBIE KNHOYWN U cepTUdUKaThl No CBOEN NpUpoAe He TpebyloT 3aluThl UX KOHMDPUAEHUNANBHOCTU, OfHAKO
TpebyloT o6ecneveHmns ux LenocTHOCTU N RocTYNHOCTU. C Apyroit CTOPOHbLI, CEKPETHLIE KItoumn TPebyioT 3almuThl OT pac-
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KpbITUA. TakuMK Krnkodamu MoryT ObiTh Kntoun, ucnonesyemble TAC ANS nognucy cepTUdUKaToB, UK KIKOYU NOANUCHU-
Ka, CreHepupoBaHHLIe U coXpaHeHHble (A5 BOCCTAHOBMEHNS UMW CO3[aHnsa pe3epBHbIX KOMWIA). 3TU akTUBLI B KOHEM-
HOM cyeTe POPMUPYIOTCA Ha OCHOBE MHGOPMaLMK, KOTOPO 0BMeHMBatOTCS MOAMUCHUKM, YbW KITHOHYU U cepTudukaThl
nenone3yTes Ana sawmTtel. CaMa uHdopmaums HaxoauTes BHe ynpasneHua TAC, HO Kntodu U cepTUdUKaThl HaXoAATCs
B ero npegenax.

MeHee noppatoniicss oLeHKe akTMB — 3TO penyTauus opraHusauuu, HenocpeacTBeHHo mcnonbaytolein TAC,
3TOT aKTVB TaKke MOXeT ObiTb CKOMMPOMETUPOBaH peanu3auueid yrpo3 No OTHOLLEHWIO K KIto4aM U cepTudukatam.

NcTouHnKamu yrpo3 MoryT BbIThb Kak 3110yMbILLIEHHUKK, Tak U noagnucunkv TOC, a Takke YNONHOMOYEHHbIE NOSb30-
BaTenun OO.

B kayecTBe npuMepa MOXHO NPUBECTW CrefytoLine yrposel, UMetoLme OTHOLIEHWE K OCHOBHBIM cepsucam TAC:

Yrpo3a T1. CekpeTHbIN KNtod ayTeHTUdUKaLuM Nognucunka packpbIT fnLy, KOTOpoe He UMEET npaBa ero 3HaThb.

B cdopmynupoBke yrposbl onpefeneHbl UCTOMHUK Yrpo3bl, akTuebl UT, nofBepKeHHble HanageHuto, U gopma Ha-
nageHus.

NCcToYHMK yrpo3bl — MWL, KOTOPOe He MMeET MpaBa 3HaTb CEKPEeTHBbIW ktod nognucymka TAC.

AktuB UT, nogBepXeHHbIN HanajeHuto, — 3TO CekpeTHbIR Kty nognucyuka TAC.

dopma HanaAeHNs BblpaXKeHa TEPMUHOM «PacKpbiT», 3TO ykasbiBaeT Ha TO, YTO UMeeT MecCTO naccuBHoe Nubo
aKTWBHOE HanajeHue (faHHblil acnekT cneayeT 6onee NoApPoOHO U3NOXUTL B COMPOBOXAAOLWEM Yrpo3y o6bACHEeHUN).

Yrposa T2. OguH (unu Gonee) cepTUdUKAT OTKPLITBIX KIOYER ayTeHTUdMKALMM He MOXET ObiTb pacnpocTpaHeH
Hagnexalyum obpasom Wnu NpefocTasrneH YyNofHOMoYeHHoMy nognucduky TAC.

MpumMep yrpo3sbl T2 KacaeTcsa JOCTYNHOCTU CepTUPUKATOB OTKPLITLIX KITtoYel ayTeHTUdUKaLmi.

B copmynupoBke yrposbl T2 akTuBamu, nofBepXeHHbIMU HanafeHuto, ABNAOTCA cepTUdUKaThl OTKPLITHIX KNKO-
Yeit ayTeHTUDMKaLmm.

B aTom cny4vae HeobxoAnMo A0 CONPOBOXAAIOLErO Yyrpo3y 06bACHEHUA nAeHTUULUPOBaTL BO3MOXHbBIE UCTOM-
HWKKM yrpo3 (Hanpumep, oTkaa camoro OO unu maplupyTa cea3un nognucduka TAC) u nobele popmbl HanageHUs (Hanpu-
Mep, npegHamepeHHble MonbITkM BrnoknpoBaHWA oGCrnyXMBaHUS UMK, HAobOpOT, OTCYTCTBUE SBHOrO HamageHus, ecnu
UCTOYHUK Yrpo3bl — orepaunoHHas ownbka B OO).

MpvBegemM NpUMepkl Yrpo3, UMEeIoLMX OTHOLLEHUE K AOMONHUTENbHLIM cepBucam TAC.

Yrposa T3. OauH unu 6onee cekpeTHLIX KNtoYel nognucimka He MoryT 6biTb pacnpeaeneHsl UNK nepeaHbl NULy,
UMerLLieMy Ha To 3aKoHHOoe MpaBso.

OTa yrpo3a OTHOCUTCA K JOMOSIHUTENBHOMY CEpPBUCY, CBSI3aHHOMY C BOCCTAHOBMEHUEM KIIOMEN.

HaHHasa yrposa MoXeT UMeTb MecTo, ecnnm TAC npeaocTaBnsloTca AONOMHUTENbHBIE CEPBUCHI NO CO3AaHUI0
pe3epBHbIX KOMUIA KIHOYER UMK reHepaLnn CeKpeTHBIX KIToYen.

F.2.3 NMonutuka 6e3onacHOCTU opraHn3aLum

B kauectBe MBEOp ans TAC MoxeT GbiTe BbIGpaHa cneayiowas nonuTuka:

MonuTuka GesonacHocTu P1. Tpebyetcs, utobel TAC cooTBETCTBOBAN AEiCTBYIOWLIEMY 3aKOHOAATENLCTBY U HOP-
MaTMBHbLIM JOKyMeHTaM B obnacT MHopMaLmoHHoi BesonacHocTy.

F.3 Llenn 6e3onacHocTu

F.3.1 Llenu 6e3onacHocTu ANsi 06 beKTa OLEHKH

Llenu GesonacHocTn ans TAC gensatcs Ha uenn 6e€30NacHOCTA OCHOBHBLIX U AOMNOSHUTENbHBLIX cepaucoB. Lienu
GesonacHocTn ana TAC MoryT GuITb onpefeneHsl criegyowuM ob6pasom:

Llene O1. OBbeKT oLeHKkM AomKkeH obecrnednTb CepBUCH CBOEBPEMEHHON reHepaLumn, pacnpefeneHna n aHHynu-
pOBaHUA CepPTUPUKATOB OTKPLITLIX KIHOYEN.

Llene O2. ObbeKT oueHkM JormkeH obecneynTb cepBuCH BepuduKaummu cepTUPUKaToB OTKPLITHIX KNIOYeH, KOTo-
pasi BKIOYaeT NPoBepKY LENOYKM cepTUdUKATOB AN f4oBepeHHOro cybbekTa (o6bekTa).

Llene O3. ObbekT oUeHKM [OMmMKeH obecneuntb CepBUCHI FreHepaLnn UMdpoBLIX Noanucein AnNA NOATBEPKASHUA
ayTEeHTUYHOCTM.

Llenn G6esonacHocTn O1 1 O2 MMetoT HenocpeaCTBEHHOE OTHOLEHNE K OCHOBHBIM cepBucam TAC, npeaocTasna-
eMbIM nognucyukam TAC.

Llenb GesonacHocTn O3 HanpsMyto He OTHOCUTCA K OCHOBHbIM cepBucaM TAC, HO, TeM He MeHee, AoMnXHa BbiTb
YOOBNETBOPEHa ANA NOAAEPKKM OCHOBHOIO cepBuUca — reHepauumn kntodei. To ectb TAC ponxeH 6biTb cnocobeH
noAnNuChLIBaTb CepTUPUKaTLI OTKPBLITLIX KITHOYENR, KOTOpblE OH reHepupyerT.

Opyrue Lenu 6e3onacHocTu onpefenstoTcs B Liensx obecnedeHns Hagnexatlen sawurel aktusos TAC. 3Tu uenu
OTHOCHATCH K LensiM «CTaHAapTHON onepauyoHHON CUCTEeMbI» MO WAEHTUMUKaLMK U ayTeHTudUKauun nonbsosartenei
TAC, KOHTpOMHo AOCTYNa U ayauTy cobbITUIA, OTHOCALLMXCS K BesonacHocTy.

B nononHeHne K «oCHoBHOMY» Habopy Leneii 6esonacHocTu ans OO onpeaenstoTes Lenun 6esonacHoctn gonon-
HWUTENbHLIX CEPBUCOB, HanpuMmep:

Llenb O4. OBbeKT OLEHKN [OIMKEeH UMETb CepBUCKHI XpaHeHWs KIo4YeBoi MHdopMaLmK, AonyckatoLmne pacllndpo-
BaHWe coobLLeHUA OT UMEHM NOANUCHUKA, SABMAOLLIErocs BNajenbLUeM Kitoqa.

Llenb 6esonacHocT O4 oTHOCUTCS K JOMOSNTHUTENBHOMY CEPBUCY MO BOCCTAHOBMNEHWUIO KITHOYEN.

F.3.2 Llenu 6e3onacHocTu Ans cpeabl

Llenv 6esonacHocTy AN CpeAbl ONPefensitoT B criyyae Hanuuusa TpebosaHuid 4ns npoueayp NogAepXxaHus LenocT-
HocTu dyHKUMoHupoBaHua TAC.
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Liens OE1. Nuya, oTBeTcTBEHHbIE 3a akcnnyaTauuto TAC, AomkHEl 06ecnevnTb UCNONb3oBaHWE CNeAYIOLUX cep-
BWUCOB NPOBEPKU NpoLeayp:

a) reHepauun ceptudukatos (¢ TeM, 4TOObI rapaHTUpOBaTh TO, YTO HENpaBUSIbHbIE AaHHble HE MOMeLleHbl B
cepTuduKaT),

b) Bepudpmnkauun ceptudukata (ecnu Heobxogumo obecneunTts UHpopmupoBaHue nognucdukos TAC o nonoxu-
TenbHOM pesynerate BepuduKkauuu ceptTudukara).

Llens OE2. Jluua, oTBeTCTBEHHbIE 3a akcnnyaTaumio TAC, AomkHbl 06ecneunTb HanMune Hagnexalwyux npoueayp
ayTeHTUduKaummn nognucyukos TAC n (Npu HeobXoAUMMOCTH) TPETbUX NUL,.

Liene OE1 Heobxoanwma Ansi npeaoTBpalieHus komnpometauun TOC B pesynbraTe BbiNycka HeHagnexalux (He-
JOCTOBEPHbIX) CEPTUUKATOB.

Liens OE2 Heobxognma s Toro, YTobbl, HanpuMep, 3aapxXMBUPOBaHHbLIE CEKPeTHLIe KIoYX (B LIENSX BOCCTAHOB-
NeHVA KoYed unu cosgaHns pe3epBHbIX KOMUiA Krtoyeid) He 6binn 6bl packpbiTel NULUaM, KOTOpble HE UMEIOT Ha 3To
npa.a.

F.4 Tpe6oBaHua 6e3onacHOCTU MHGPOPMALMOHHbIX TEXHOMNOTUM

F.4.1 ®yHKUMOHanNbHble TpeboBaHMs 6e30NacHOCTU OOBLEKTA OLeHKN

MepBoHa4yaneHo BeIBUpatoT OTE, HenocpeacTBeHHO yaoBneTBopsoWmMe LUenam GesonacHocTn ana OO. Hanpu-
mep, Uens O1 TpebyeT, B TOM unucne, BOZMOXHOCTW reHepaLlnn cepTUdUKaToB OTKPBITLIX kntodei. OTo TpebosaHue
MOXeT BbITe chopMynnMpoBaHo Ha ocHoBe anemeHTa FDP_DAU.2.1 komnoHeHTa FDP_DAU.2 (ayTeHTUdDUKaLMS AaHHbIX
C uaeHTUdUKaLuein rapaHTa) cnegyowmm obpasom:

OTB1. PBEO fomKHbLI NPefoCTaBUTL BO3ZMOXHOCTb FreHEPUpPOoBaTh CepTUdUKaTLI OTKPLITLIX KNKoYel, KOTopble MOTyT
6bITb UCNONB30BaHbLI KaK rapaHTUs NPOBEPKU NPaBUNBHOCTU [YBA3KM ONpPeAeneHHOro UMeHU (MaeHTUMUKaLMOHHBIX
NPU3HaKoB) C OonpeAeneHHbIM OTKPbITLIM KITHOYOM U BNiai€HNeM CBSA3AHHBIM C HUM CEKPETHBLIM KNHoYoM].

MpumeyvyaHune — CepTudukaTel OTKPBITLIX KIMtoYelR AOMKHBI GbITb CreHepupoBaHbl B COOTBETCTBUM C onpeje-
NeHHbIM cTaHdapToM (Hanpumep, X.509).

Opyroii anemeHT B komnoHeHTe FDP_DAU.2 — FDP_DAU.2.2 ucnonb3syetcsa gns onpeaeneHus TpeboBaHns Bo3-
MOXHOCTMW NPOBEPKN cepTUUKaTOB OTKPLITLIX Ktodelt ¢ TeM, YTOGbI yA0BNETBOPUTL Lenb 6esonacHocTn O2:

OTB2. ®BO pgomxHbl npegoctaBuTb [TAC] BO3MOXHOCTL BEpUDUUMPOBATL CEPTUUKATLI OTKPLITLIX KIoYeil u
ngeHtudpmkatop Toro TAC, KOTOpPLIA creHepupoBan cepTudUKar.

MpuMeyaHune — Bepudukauma ceptudmnkaTa AOMKHa BKITOYATb, KaK MUHUMYM:
a) NpoBepKy LM POBOIA nognucw;

b) npoBepky cpoka geAcTBUS;

C) NPOBEpKY NapameTpoB aHHYNUPOBaHUS.

Llenb 6e3onacHocTn O3 TpebyeT BO3MOXHOCTH reHepaLun LudpoBbIX NOANUCENR kak foKa3aTeNbCTBO NPOUCXOX-
fJeHnsA. 3To 0O0CTOATeNbCTBO BedeT K UCMonb3oBaHuio cneaytownx T, onpefeneHHbX Npu NOMOLWMN KOMMNOHEHTa
FCO_NRO.1 (n3bupaTtenecHoe gokasaTeflbCTBO OTNpaBneHus):

OTE3. OBO formkHbI BbITs cNOocobHLI FreHepupoBaTh LudpoBbie NognNMcK [ANa nepeagasaeMoil uHdopmauyun] npu
3anpoce [TAC].

OTE4. ®BO gonxHbl 6bITb CNOCOGHLI €BA3aTb [MASHTUDUKALMOHHEIE NPU3HaKK] oTNpasBUTena WHdopMauun u
WHpopMaLmK, K KOTOpoil npunaraeTca uudposas NnoaNUCH.

OTBE5. ®BEO aomxHBl NPeaoCcTaBUTb BO3ZMOXHOCTL NpoBepku Lndposbix nognucer TAC npu [HasHadveHue: orpa-
HUYEHUS Ha LUgpoBYO NOANUCH].

Mocne Toro kak cpopmMupoBaH HadanbHbllh Habop OTE, octanbHele PTE BLIGUpalOT Tak, YTOGLI YA0BNETBOPUTL
3aBUCUMOCTU UNKU WaeHTUdpUUMpoBaTb Apyre (NoaaepxuBatome) hyHKUMOHaNbHLIE BO3MOXHOCTU. Hanpumep, cne-
Ayiowee ®TB, onpegeneHHoe Ha ocHoBe koMnoHeHTa FCS_CKM.1, HeobxoauMo gna nogaepxkn uenu O1 u gomkHO
npegycMarpusaTh reHepauuio knrodein TAC Ansa NoANUCH creHepupoBaHHBLIX CepTUdPUKATOB:

OTEG. ®BO A0MKHLI reHepupoBaTh Napbl KNodel (OTKpbIThIR/cekpeTHbIi) TAC B cOOTBETCTBUM € onpeAeneHHbIM
anropuTMoM [Ha3Ha4eHune: anropuTM reHepauun Kpuntorpacmyeckux Knodein] n ANUHONA [HasHaYeHWe: ANUHBI KPUNTo-
rpacbuyeckux Kniodei], KoTopble oTBeYaloT cneaylolemy: [HasHaueHne: CNUCoK CTaHAapToB).

Tak xe Ha ocHoBe FCS_COP.1 onpeaeneHo ®TB7 ans noaaepxkn OTE3 — PTBES ¢ Tem, 4TobLI onpeaenuTh
anropuTMbl, UCNONb3yeMble ANA reHepauun U Bepudukaumm LMPOBLIX NOANUCEN:

OTB 7. PBO gonxHbI BLINONHATL [reHepauuio LUdpoBbIX NogNUcen U UX BepudunkaLmio] B COOTBETCTBUN C onpefe-
NIeHHbIMKW anropuTMammn [HasHaveHue: kpuntorpaduveckne anropuTMbl] U ANWHON [Ha3HaveHne: ANUHLI KpunTorpadu-
YeCKUX KITIoYEl], KOTopble 0TBEeYaloT crnejyowemMy: [HasHadyeHue: cnMcoK cTaHaapToB).

Hanee HeobxoaUMO NPUHATL pelleHne o6 ypoBHe ayauTa cobbiTn (MUHUManbHLIA, 6a30BeIi N AeTannsupo-
BaHHbLIN).

Moaxoasawmit yposeHb BbiGUpaloT, ucxoas U3 Leneit 6esonacHoctn ans OO. Mpu stoMm TpeboBaHue ayguTa He
AOIMKHO ObITb HEO60CHOBaAHHO 3aBbILLEHO.

Mpodune 3awmTel TAC Takke BkoYaeT B ceba Habop yHKUMOHaNbHLIX NakeToB, onpeaenstowux TB, Heobxo-
AUMble AN noafepkaHus 6e30nacHOCTM AONONHUTENbHLIX cepBucos TAC, Hanpumep:
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OTB8. ®BO A0MKHbLI BHINOMNHATL [BOCCTaHOBNEHUE KNIOYEN] B COOTBETCTBUU C ONpefeneHHbIM METoA0M JocTyna
[Ha3HaveHue: MeToa AocTyna K KpunTorpaduyeckum Kknrodam), KoTopblit [fomkeH obecnevmnTb 3aLLUUTy CEKPETHOM KIlko-
4eBOW WHOPMaLUW OT HECAHKLMOHMPOBAHHOIO pPackpbiTUA U Mogudukauun B npouecce pacnpefeneHns).

OTB8 cchopMynuposaHo Ha ocHoBe anemeHTa FCS_CKM.3.1 koMnoHeHTa FCS_CKM.3 «[ocTyn K kpuntorpadu-
YEeCKUM Krtovam» MyTeM BLIMOSTHEHWUS COOTBETCTBYIOLMX Onepauuii HasHa4YeHUs:

- TUN AOCTYNa K KpunTorpacu4ecknm Kito4am — BOCCTAHOBNEHUE KNtOYeNn;

- CNUCOK CTaHAapToB — AOIKeH obecneunTb 3aLuUTy CEKPETHON KnioYeBOi MHAOPMaLn OT HeCcaHKLMOHWPOBaH-
HOro pacKpbITUA U MoaudUKaLMK B NpoLecce pacnpepeneHus.

Onement FDP_DAU.2.2 B koMnoHeHTe FDP_DAU.2 «AyTeHTUdUKaUMA AaHHbIX ¢ naeHTUuduKauuein rapaHra»
ucnoneb3yeTes Ans onpejeneHna TpeboBaHWA BOIMOXHOCTU NPOBEPKN CEPTUDUKATOB OTKPLITLIX KITHOYER NojnucquKa-
mu TOC. Mpu aTOM UMeeT MecTo onepauusa uTepauuu, To ecTb NOBTOpHoe BKMtoveHue B 13 komnoHeHTa FDP_DAU.2
(cMm. OTB1, OTB2) ¢ ApyrMM BhINONHEHMEM OnepaLun HazHavyeHus.

OTBE9. ®BO pgomxHel NnpefocTasuTb [nognucdmkam TOC] BO3IMOXHOCTb BEpUULMPOBaTL CepTUdUKaTLl OTKPBITHIX
Krtoven U ngeHTudukatop Toro TC, KoTOpbIA creHepupoBan cepTudukar.

MpumeyaHue — Bepudukauua ceptudukata fo/mkHa BKIOYaTh B cebs Kak MUHUMYM:
a) NpoBepKy LncpoBoil noagnucy,

b) npoBepKky cpoka fencTaus,;

C) NPOBEPKY NapameTpoB aHHyIMPOBaHWS cepTudukaTa.

HesHaunTeneHas moagudukauma OTE9 MOXET pacluMpuTb BO3IMOXHOCTM nognucdukos TAC no nposepke cepTu-
dmKaToB nofobHO ToMy, Kak aTo BbinonHAeTes TAC.

F.4.2 TpeGoBaHUs poBepus K 6e30MacHOCTN 06 LeKTa OLEHKU

TpeboBaHus gosepus kK 6esonacHocT OO AomkHbl ObITe chOpMyNMpoBaHbl Ha OCHOBE aHanuaa xapakrepa yr-
po3, LEHHOCTU aKTUBOB U TEXHUHECKOW BLINONMHUMOCTW TpeboBaHWin foBepus. YUuTsiBas TO, YTO LIEHHOCTb 3alluLiaemMon
UHdpopMaymmn MoxeT BbITb CyLLEeCTBEHHON, HEOOXOAUM OTHOCUTENLHO BLICOKUIA ypoBeHb AoBepus. OHaKko ¢ y4eTom
orpaHuYeHnit TEXHUHEeCcKoh peannayeMocT MOXHO BbiOpaTh ypoBeHb AoBepua OY14. B COOTBETCTBUM CO CTaHAapTamu
cepun MCO/MBK 15408 OY[14 obecneunBaeT yMepeHHO BbICOKUIA ypoBeHb LoBepus 6e30MacHOCTU NPOEKTUPOBaHUS.

F.4.3 Tpe6oBaHuA 6e3onacHocTu aAnA NT-cpeabl

Ons TOC HeT TpeBoBaHuii 6esonacHocTn ans NT-cpeabi: Bce TpeboBaHUsA 6e3onacHOCTM AoMkHbI O6bITe yaoBNeT-
BopeHbl OO. OfHako cuuTaeTces, YTo cooTeeTcTBYIOWMIA OO fomkeH paboTaTb Noj ynpasneHnem onepauuoHHon cucTe-
Mbl, KoTOopasi obecrneynBaeT MLEHTUPUKALUIO U ayTeHTUdUKaLUUIO, ynpaeneHne 4oCcTynoM U yHKLMOHaNLHbIE BO3MOX-
HocTu ayauTa, TpebyeMble Ans 3awuTel akTueos TAC, xpaHuMbIX U o6pabateiBaeMbix OO.

F.5 O6ocHoBaHue npocpuns 3alWuTbl

F.5.1 O6ocHoBaHue Lienei 6e3onacHoCcTH

HemoHcTpauus cooTBeTcTBMSA Ueneit 6e3onacHoOCTH yrpo3am MoXeT 6biTb BbINONHeHa:

a) B Buge Tabnuubl, nokasbiBatowen, kakne Lenu 6e30nacHoOCTU KakuM yrpo3am npoTUBOCTOAT (Hanpumep, yrpose
T2 npotusocTosT Uyenu O1 n O3), npu atoM HeobxoguMo obecneunTb COOTBETCTBUE KaXfoi Lienu HGe3onacHoOCcTH, No
KpaiiHel Mepe, OfHOI yrpose;

b) o6ocHoBaHueM Toro, YTo Lenu 6e3onacHOCTU NPOTUBOCTOSAT Yrpo3am.

Huxe npusepeH npumep obocHoBaHUA Lenei 6e3onacHocTu.

Yrpose T2 npotuBocTouT Lenb 6esonacHocTn O1, obecnevmnBatowwas cepBuckl 6e3onacHoi reHepauumn u pacnpe-
AeneHus cepTUdUKaTOB OTKPLITHIX krtodel. Liens O3 obecneunBaeT BO3MOXHOCTb reHepauun LudgposbIx nognucen B
ZOMNOSIHEHME K reHepauun cepTUUKaToB.

F.5.2 O6ocHoBaHue (pyHKLMOHANbLHLIX TpeGoBaHuit 6esonacHocTU

HemoHcTpauuto cootBeTcTBUsA GTE yensam GesonacHocTu gnsd OO MOXHO NpefcTaBuTb:

a) B BUAe Tabnuubl, nokasviBawolwein, kakme DTB kakum Lensm 6esonacHOCTU YAOBMETBOPAOT (Hanpumep,
OTE3—4 u OTE7 cootBeTCcTBYHOT Lienu 6esonacHoct O3), npu aToM HeobxoaMMo o6ecnevnTb COOTBETCTBUE KaXAoro
OTB, no kpaiiHeit Mepe, ofjHOl Lienn 6esonacHocTy;

b) B Buge obocHoBaHusi cootBeTcTBus OTE LensM 6e3onacHocTu.

Hwxe npuegeH npumep obocHoBaHus PTE.

Llenb O3 yposnetBopsieT ®TE3—4 u OTE7, obecneunBatoiuM byHKLUOHAMNBHBLIE BO3ZMOXHOCTU reHepaLun Lud-
poBOIA nognucu.

Tak kaK Ansa kaxgoro gononHutensHoro cepsuca TAC umeeTcs cooTBETCTBYOWaN Lenb 6e3onacHocTn, Heobxo-
AUMO oTAenbHoe obocHOBaHUe AN KaxAoro cepsuca.

AHanus 3aBUCUMOCTE KOMNOHeHTOB PTH MOXHO NpeAcTaBuTL B BUuAe Tabnuubl.

[eMoHcTpauuio B3auMHOM NOAJEPXKN U BHYTPEHHe nocnegoBaTernibHocTU TpeboBaHuit 6e30MacHOCTU MOXHO
obecneunBaThb, BbIAENSAA U KOMMEHTUPYS AONONHUTENBHBIE 3aBUCUMOCTU MexAy naeHTuduumpoaHHbiMm OTE (BKIo-
yas, rae HeobxoguMmo, TpeboBaHUA K onepauMoHHOW cUCTEME), He BblAeneHHble B aHanuie 3asucumoctei. lNpu atom
cnepyeT paccmatpuBath Ans kaxgoro OTB, B cBolo ovepefb, NoTeHUManbHylo HeobxogumocTs Apyroro TG ¢ Uenbio
npeaoTBpalleHus obxoaa unu BMeLLaTenscTea B paboTy cootBeTcTBYIOWMX PEO.
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Huxe npusBeaeHbl NpUMepLl JeMOHCTpaLuMKU B3auMHOW nogaepxkn TpebosaHuit 6esonacHocTu:

a) OTB 6 o6ecneunBaet Ge3onacHyto reHepauumto kntovei TAC u nostomy nogaepxusaeT Te PTE, koTopble nona-
raloTcs Ha ucnonb3oBaHue atux knioveinn: GTbB1, OTBZ;

b) ®TBE3—4,7 obecneunsatoT cepBuc LM poBOKA NOAMUCK 1 NOITOMY noaaepxusatot Te ®TH, KoTopele nonaratoT-
cA Ha reHepauuio Luudposblx nognucei: PTh1;

¢) ®Tb4—5,7 obecnevunsalor cepBuc NpoBepku LIMPOBON NoAMMCU U NO3ToMy noaaepxusatot Te OTE, koTopble
OTHOCATCA K MpoBepke uudposoi nognucu: OTH2.

F.5.3 O6ocHoBaHue TpeGoBaHuil AoBepUs K 6e3onacHocTH

dopmupoBaHue HacToswwero nogpasaena N3 He AomkHO BbI3BaTb 0cobblX TpyAHOCTei, ecnu N3 cebinaeTtea Ha
OVY[14 1 B HeM OTCYTCTBYIOT UHble TpeboBaHus foBepus K 6esonacHocTU. OueHOouHbIN ypoBeHb aoBepusa OY14 coaepxuT
M3BECTHbI Habop B3aUMHO NOAAEPXKMBAIOLLNX U BHYTPEHHE HENPOTUBOPEUYUBBLIX KOMMNOHEHTOB A0BEPUSA, ANSA KOTOPbIX
BCE 3aBUCUMOCTU MeXy KOMNOHEHTaMM YAOBNETBOPEHbI.

98



FOCTP MCO/M3K TO 15446 — 2008

MpunoxexHue G
(cnpaBouHoe)

CBeaeHusA 0 COOTBETCTBMU HaLMOHaNbHbIX cTaHAapToB Poccuitickon Peaepauum
CCbUT0OYHbIM MEXAOYHAPOAHbIM CTaHOAPTAM

Tabnuya G.1

0O603HaveHne CCbINIOYHOro MeXayHapogHoro Obo3HaYeHne U HaumeHoBaHNS
CTaHhapTa coOoTBeTCTBYOLWEero HauuoHanbHOro ctaHaapTa
MCO/MBK 15408-1:1999 [OCT P MCO/MBK 15408-1—2008 MHpopMaLnoHHaA TEXHONOMUA.

MeTogbl 1 cpeactea obecneveHns 6esonacHocTn. Kputepuu oLeHku
6e3onacHOCTN UHOPMALMOHHEIX TeXHOMOrMin. YacTte 1. BBegeHue u
obLlwasa moaensb

MCO/MOBK 15408-2:1999 [OCT P MCO/M3K 15408-2—2008 MHpopMaLnoHHaa TEXHONOMUA.
MeTogbl n cpeactea obecnedeHna 6eaonacHocTU. Kputepun oLeHku
6e30nacHOCTW MHOPMaLMOHHBIX TeXHoNorni. Yacte 2. yHKLUMOHanb-
Hble TpeboBaHWA 6e3onacHoCcTH

MCO/M3BK 15408-3:1999 [OCT P MCO/M3K 15408-3—2008 WMHpopMaLuoHHaa TeXHONorus.
MeToabl u cpegctBa obecnedeHuss 6esonacHocTu. Kputepnu oLeHKu
6e30MacHOCTU UHGOPMALMOHHBIX TexHornoruihi. Yacte 3. TpeboBaHus
foBepua k 6esonacHocTu

MNCO 2382-8:1998 NHdopMaLMoHHbIE TeX- *
Honorun — Cnosapb — YacTb 8: besonac-
HOCTb

* COOTBETCTBYIOLMI HALMOHASbHEIA CTaHAapT OTCYTCTBYeT. [lo ero yTBepXAeHUss PEKOMEHIYETCS UCMOMb3o-
BaTb PYCCKYI0 BEPCUIO UMW @ayTEHTUYHLIN NepeBo Ha PyCCKUiA S13bIK AaHHOro MexayHapogHoro ctaHgapTa. Mepeso-
Obl MEeXAYHapOAHbLIX CTaHAApTOB (MpU WX Hanuyuu) HaxoasaTcs B defepanbHOM UHPOPMALMOHHOM POHAE TEXHMU-
YeCKUX pernameHToB W CTaHAapToB.
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NHdopmaumoHHan TexHonorusi. Metoabl M cpeactBa obecneveHuss GesonacHOCTW.
Mpoueaypbl permctpauun npodunein sawuTsl
(Protection Profile registration procedures)

UHdopmaLmoHHas TexHonorusi. Metoabl U cpeacTBa obecneyeHusi GesonacHOCTH.
MeHeAXMeHT MHPOPMALMOHHON U TeNeKOMMYHUKaLMOHHON 6e3onacHoCcTy
(Information technology — Security Techniques — Management of information and
communications technology security)

WHdopmaumoHHan TexHonornsa. Metoabl U cpeactBa obecneveHuss 6Ge3onacHOCTM.
PekomeHaaLum no UCNONb30OBaHWIO YCNYr A0BEPEHHBIX TPETbUX CTOPOH M YNpaBleHuo
UMHU

(Information technology — Security Techniques — Guidelines on the use and
management of Trusted Third Parties services)

UHopmaLmoHHasa TexHonorus. MeToanl u cpeactBa obecneyeHuss GesonacHOCTH.
AyTeHTUdUKaLma norudeckoro obbekta. Yactb 1. Obwme nonoxeHusi
(Information technology — Security Techniques — Entity authentication — Part 1. General)

NHdopmaumoHHaa TexHonorusa. Metoabsl U cpeactBa obecneveHus GezonacHOCTM.
Xaw-yHkymu. Yactb 1. O6wue nonoxeHus
(Information technology — Security Techniques — Hash functions — Part 1: General)

UHdopmaLmoHHaa TexHonorus. Metoabl U cpeactBa obecneyeHuss 6e30nacHOCTH.
Pacnpeaenenune knioveint. Yactb 1. OCHOBHbIE NONOXEHUA

(Information technology — Security Techniques — Key management — Part 1:
Framework)

NHdopmaumoHHaa TexHomorus. Metoabl M cpeactBa obecneveHus Ge3onacHOCTM.
HeoTkasyemocTb. YacTb 1. Obwme nonoxeHus
(Information technology — Security Techniques — Non-repudiation — Part 1: General)

NHdopmMaLmoHHaa TexHonorna. Metoasl U cpeacTtsa obecnedeHns 6Ge3onacHOCTW.
OnekTpoHHasa uudposas NoaNUCh ¢ npunoxeHuem. Yactb 1. Obwme nonoxeHus
(Information technology — Security Techniques — Digital signature with appendix —
Part 1. General)

NHpopmaLmoHHasa TexHonorna. MeToanl W cpeacTBa obecneveHus GesonacHOCTH.
MeHepauma cnyyvaiHbIX Yucen
(Information technology — Security Techniques — Random number generation)

NHdopmaumoHHaa TexHororus. Metoabl W cpeactBa obecneveHus GeszonacHOCTU.
leHepaumsa NpocTbiX Yucen
(Information technology — Security Techniques — Prime number generation)
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