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Mpeaucnosue

Lienu n npuHumnnel ctTaHgapTusauum B Poccuickon epepaumm yctaHoBneHbl eagepanbHeiM 3aKOHOM OT
27 nekabps 2002 r. Ne 184-d3 «O TexHU4EeCKOM perynuposaHuny», a npasurna NpUMeHeHUs HauuoHanbHbIX
ctaHgapTtoB Poccuiickon ®eaepauym — FOCT P 1.0—2004 «CtaHpaptusauus B Poccuitckon depepauuu.
OCHOBHbIE NONOXEHUSA»

CBepeHun o cTaHpapTe
1 PASPAEOTAH O6wecTBOM € orpaHU4eHHON OTBETCTBEHHOCTbIO «KpunTokoM»

2 BHECEH YnpasneHneM TeXHU4ECKOro perynupoBaHus u ctaHgaptusaunum deagepanbHoro areHTCTBa
Nno TEXHUYECKOMY peryrimpoBaHuio U MeTposorum

3 YTBEPXXOEH W BBEAEH B AEWCTBUE IMpukasom deaepansHOro areHTcTea no TeXHUYECKOMY
perynupoBaHuto u meTponornn ot 15 aekabpa 2009 . Ne 84 1-ct

4 BBEJEH BINEPBbIE

UHghopmayus 06 USMEHEHUSX K HacmoswemMy cmaHOapmy rybnukyemcs 8 exe200HO u30asaeMom
UHGOpMayUOHHOM ykazamerne «HauuoHanbHbie cmaH0apmbl», a MeKCm UsMeHeHUl U nonpasoKk — & exemMe-
CAYHO U30asaeMbix UHGHOPMaUUOHHBIX YKkazamersix « HayuoHansHble cmandapmel». B ciiydae nepecmMompa
(3aMeHbl) unu omMeHsl Hacmosiue20 cmaHdapma coomeemcemeyroujee yeedomieHue 6ydem onybnukosaHo
8 eXXeMeCSIYHO U3dasaeMoM UHGOpMayUOHHOM yKasamene «HauuoHaneHble cmaHdapmel». Coomeemcmey-
rowast UHghopmayusi, yeedoMIeHUS U MEKCMbI pasMeLaiomcest makxke 8 UHghopMauuoHHoU cucmeme obuiez0
rnonb308aHusi — Ha oghuyuansHom calime @edepasibHO20 a2eHmecmaa o MexXHUYECKOMY pe2ynuposaHuio U
mempoJsoauu 8 cemu IHmepHem

© CraHgapTuHdgopM, 2010

HacTtoawwnn ctaHgapT He MoXeT ObITb MOSTHOCTLIO UMW YaCTUYHO BOCNpounsBeaeH, TUpaxnposaH 1 pac-
npocTpaHeH B KayecTBe oumumanbHoro nsgaHus bes paspeweHus eaepanbHOro areHTCTBa No TeXHUYeCKo-
MYy perynmposaHuio U MeTposiormm
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BBepeHune

B HacTosilem cTangapTe yCTaHOBMEHbl pekoMeHAaumMmn No opraHusauum sawmTel nHdopmauun (3U),
NHOPMALIMOHHbIX TEXHOMOI A 1 aBTOMATU3MPOBAHHBIX CUCTEM OT aTak C UCMOSIb30BaHUEM CKPbITLIX KAHAMNOB
(CK).

CK ncnonbayloTcs Ans cuctemaTtuyeckoro B3aumMoaencTBnst BpeAoHOCHbIX MPOrpaMm (KOMMboTEPHbBIX
BMPYCOB) C HapywmTenem 6e3onacHOCTM Npu opraHu3aLnmn atakm Ha aBToMaTusnpoBaHHyto cuctemy (AC),
koTopasi He 06HapyXX1BaeTCs cpeACTBaMU KOHTPOSS U 3aLLATHI.

OnacHocTb CK ocHoBaHa Ha NpeanonoXeHUn MOCTOSIHHOTO AOCTyna Hapywmutens 6e30macHocTy K
NMHOPMALIMOHHBIM pecypcam opraHu3aLn U Bo3gencTBUM Yepes 3TU KaHanbl Ha MHpOPMaLIMOHHYIO CUCTEMY
ANsi HAHeCceH sl MakcumarnbeHoro yuwepba opraHnsasm.

HacTtosiwmin ctaHgapt paspabotaH ¢ ydyetom Tpeboeannin FOCT P WNCO/MOK 15408-3 u
FOCT P UCO/M3K 17799, B KOTOpLIX NpeAycMaTpMBaeTCs OCyLUeCTBeHWe MepPONpUATAA No NpoTUBOAEN-
CTBUIO yrpo3am 6e30MmacHOCT opraHusaumuv, peannsyemMmelM ¢ ucnons3oBaHnem CK. B gaHHbIX cTaHgapTax
MeponpuATUs o npoTnsoaencTauto yrposam UB ¢ ucnonssosarnvem CK npeactaBneHsl B 06LiemM Buae, a ux
JeTanusaums npeacTasrneHa B HacTosWeM cTaHdapTe.

Kpome aT0r0, CyLluecTByeT psg TexHonorun no obecneyeH o MHbopMaLMoHHON 6e30NacHOCTU N HopMa-
TUBHbIX fokymeHToB (H) POUB (PCTIK Poccnu, B KOTOPbIX paccMaTpuBatoTCsl OTAENbHbIE acneKTbl 3Ton
npobnembl).

Tak FOCT P 51188 yctaHaenusaeT obLiMe Npasunia opraHusaunm u NpoBeAeHUs UCNbITaHWiA Nporpam-
MHBbIX CPEACTB M NX KOMMOHEHTOB C Liefblo 0BHapYXeHWUsA 1 yCTpaHeHUsl B HUX KOMMNbIOTEPHbIX BUPYcoB. B aaH-
HOM cTaHdapTe Takke pernaMeHTMpOBaH MOPSOOK NPOBEPKWA KOMMbiOTEpa Ha HanuMyMe KOMMbIOTEPHbIX
BMPYCOB U UX ycTpaHeHue. Takaa NpoBepka MOXET BbIABUTb areHTa Hapywwntens 6e3onacHOCTH, UCMOSb3ye-
MOr0 MM 5151 OpraHu3aLn CKpbITOro kaHana, Ho TONbLKO B TOM Clyvae, eciiv areHT He sIBMsIieTCS HeOTbeMIIeMon
YacTbio onepaunoHHON CUCTEMBI UM annapaTHOW NaTdopMbl MPOBEPSEMOro KoMMbioTepa. MNockonbKy aHTu-
BMPYCHbIE NPOBEPKM HEe CMOCOBHI BLISIBUTL BCEX NOTEHLMASbHBIX areHTOB, BO3HMKaeT HeobXxoauMOoCTb B Npo-
Tneodeicteun CK, KOTOpble TakMe «HEBUAUMBLIE» areHTbl MOTYT MCMONb3oBaTb ANs B3auMoaeWcTBUst ¢
HapyLmTenem 6e3onacHocTu.

HTA $CTIK Poccum [1] ycTaHoBReHa knaccudmkaLms nporpamMHoro obecneyeHunst (kak oTeHecTBEHHO-
ro, Tak 1 3apybexHoro npomssoacTsa) ans cpeacts 3U, B TOM Yncrie BCTPOEHHLBIX B obLiecucTemMHoe 1 npu-
knagHoe nporpammHoe obecrieveHune (MO), NO YpoOBHIO KOHTPOMS OTCYTCTBUA B HEM HeAeKNapupoBaHHbIX
BO3MOXHOCTEN. B npoliecce Takoi NnpoBepkn HeeknapupoBaHHbIE BO3MOXHOCTU, MPU3HaHHbIE HEONACHbIMMU,
MOryT okasaTbcsi bonee onacHbiMu B npouecce akcnnyatauun MO B pesynbTaTte B3anmoaencTena yepes CK
C BHELUHNM HapywuTenem 6e30nacHoCTU.

B HTO ®CT3K Poccuu [2] yctaHoBNEeHa Knaccupukauna MexXCeTEBbIX 3KPaHOB NO YPOBHIO 3alluLLEH-
HOCTW OT HEeCaHKLUMOHUPOBaAHHOMO A0CTYNa K MHdopmauun nyTem Beibopa COOTBETCTBYIOWMX NOKasaTenen
3awmweHHocTU. JaHHble nokasatenu cogepxart TpeboBaHua, npeabasnaemble kK cpeactsaM 3, peanuso-
BaHHbIM B BMAE MeXceTeBblX 3kpaHoB, o6ecneunBatowme besonacHoe B3aumogeincTeue ceteit 9BM AC
nocpefCcTBOM yrpaBneHUst MeXXceTeBbIMU NOToKaMu UHpopMauun. MexceTeBomn akpaH peanuayeT dyHKLUN
orpaHuMyYeHus ceTeBoro B3auMoaencTBusl, a Takke TpeboBaHWSA NPUHATON NONUTUKN MHOPMaLUMOHHON 6e30-
nacHocTu opraHusauun. Bsaumogeiictaue ¢ ucnonbsoBaHvem CK ocywecTBNAETCA B paMmKax orpaHu4eHun,
BBOAUMbIX MEXceTeBbIM 3KkpaHoM, NoaTomy CK MoryT chyHKLIMOHUPOBAaTL AaXe NPy UCNONb3oBaHUN NPaBUnb-
HO HACTPOEHHOIO MEXCEeTEBOI0 3KpaHa, UMerLWEero OCTaTOUHBIA YPOBEHb 3aLUMLLEHHOCTH.

Hacroawuii ctangapT Takke ycTaHaBnMBaeT TUMOBOW MOpSAOK opraHusaumu npotusogencreuns CK,
KOTOPBIA MOXET YTOYHATHLCS C YYETOM YCNOBUA U 0COBEHHOCTEN NPUMEHEeHNA HOPMAaLIMOHHBIX TEXHOMOTUI
8 AC. Kpome Toro, moryT paspabaTbiBaTbCA U NPUMEHATLCA AONOMHUTENbHBIE Mepbl 3aLLUThI.

OpraHuzauus sawutbl UT n AC ot aTak ¢ ucnonbzosaHnemM CK BknovaeT B ceba npoueaypbl UX BbisiBe-
HWUA 1 nogasneHus. HaGop npMMeHseMbIX MeTOA0B BhisIBIIeHUs W/unu nogasneHus CK gonxkeH onpegenaTtecs
ncxoaa U3 Mmoaenu yrpos 6e3onacHoOCTU opraHusaLuu.

MeponpuaTtua no 3awmte oT atak ¢ ucnonb3oaHuem CK AoSkHBI BbITb UHTErpUPOBaHLI B CUCTEMY
nHbopMaLMOoHHON 6e30NacHOCTU OpraHu3aLuu.

HacToawwii ctaHgapT npumensieTca coBmectHo ¢ FTOCT P 53113.1.
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HAUWOHANBbHBIA CTAHBJDAPT POCCUUCKOW OSGEOEPALUWUMU

UHdopmaLmnoHHas TexHonorus

3ALUTA MH®OPMALIMOHHBLIX TEXHONOIMMU U ABTOMATU3SUPOBAHHbIX CUCTEM
OT YIrPO3 UH®OPMALIMOHHOW BE30MACHOCTW, PEATIU3YEMbIX C UCTOJIb3OBAHUEM
CKPbITbIX KAHAITOB

YacTtb 2

PekomeHgauum no OopraHmMsauum salmThbl VIH(*)OpMaLWIVI, VIH(*)OpMaLWIOHHbIX TexHomnorumn
N aBTOMaTU3NpPOBaHHbIX CUCTEM OT aTakK C UICNONb30BaHUEM CKpPbITbIX KaHanoB

Information technologies.
Protection of information technologies and automated systems against security threats posed by use of covert channels.
Part2. Recommendations on protecting information, information technologies and automated systems against covert
channel attacks

Oata BBegeHna 2009—12—01

1 O6nacTb NpMMeHeHus

HacTtosimin ctaHgapT npegHasHadeH Ans 3akas4vynkoB, pa3paboTymKkoB 1 nonb3oBaTenei nHpopmaLm-
OHHBIX TEXHONOTNI B Npouecce hopMnpoBaHus TpeboBaHMI No 3awmuTe nHopMaLLM1 Ha cTaamsax pa3paboTkuy,
npuobpeTeHns N NPUMEHEHNsI MPOAYKTOB, NHOPMALIMOHHBIX TEXHOMOMMIA 1 aBTOMaTU3MPOBAHHEBIX CUCTEM B
COOTBETCTBMM C TpeBOBaAHNAMU HOPMAaTUBHBIX NPaBoBbIX AoKyMeHTOB POUB (PCTIK Poccun)[1], [2] unn Tpe-
60BaHNAMU, ycTaHaBNMBaeMblMun obnagatenem nHpopmawmu.

HacTtosiwmin ctaHaapT npegHasHaveH Afist OpraHoB cepTudukaLmm, a Takke UcnbiTaTenbHbIX NabopaTto-
pWiA NpU NpoBeAeHUN NOATBEPXKAEHNSA COOTBETCTBUSA MHHOPMaLIMOHHBIX TEXHOIOMMN N aBTOMaTU3UPOBAHHBIX
cucteM TpeboBaHusIM k obecnedeHuto 6esonacHoCTN MHDOPMaLMK, LUPKYNNPYIOLLEA B 3TUX CUCTEMAX, aHa-
AMTUYeCKNX NoapasaeneHunin n cnyx6 6esonacHocTy.

2 HopmaTuBHbIEe CCbINIKK

B HacTosileM cTaHgapTe UCNOoNb30BaHbl HOPMATUBHBIE CChINIKUA Ha criegytolume cTaHaapThl:

FTOCTPUNCO/MBK7498-1—99 WHbopmaumnoHHas TexHornorusi. BsaauMocBssb OTKpbITbIX cucTeM. bazo-
Bas aTanoHHad Moaens. Yactb 1. basosasi Moaenb

FOCT P NCO/M3K 15408-3—2002 WMHdopmaunoHHas TexHonornsa. Metoabl U cpeactea obecnevueHns
6e3onacHocTu. Kputepum oueHkn 6esonacHoCcTn MHOpMaLMOHHbIX TexHonornii. Yacte 3. TpeboBaHus AoBe-
pusi Kk 6esonacHocTu

FOCTPUCO/M3IK17799—2005 WHdbopmaLmMoHHasi TexHomnorust. MpakTuyeckue npasuna ynpasneHus
NHcdopmaLnoHHoK 6e30MacHOCTbLO

rMOCTP51188—98 3awurtanHdopmMaLmi. cnblTaHNUA NporpaMMHbIX CPeACcTB Ha Hanuymne KoMnboTep-
HbIX BUpYCcOB. TNoBOE pyKOBOACTBO

FOCT P51901—2002 MeHeaxXMeHT pucka. AHanuns pucka TeXHONOrMUYeckuX cMcTem

FOCT P 53113.1—2008 WHdpopmaumoHHasa TexHonorus. 3awmrta NHOPMaLMOHHBIX TEXHONMOMNA 1
aBTOMaTU3MPOBAHHBLIX CUCTEM OT Yrpo3 UHGOpPMaLMOHHON 6e30MacHOCTU, peanuayembiX C UCTOMb30BaHNEM
CKPbITbIX KaHanoB. YacTb 1. Obwue nonoxeHus

[MMpumedyaHune— [Npn NONb30BaHMN HACTOSILLUM CTAHAAPTOM LenecoobpasHo NpoBepuTb 4ENCTBUE CCbINOY-
HbIX CTaHOAPTOB B WMH(OPMAaUMOHHOW cucTeMe OoOLWero nonb3oBaHus — Ha oduumansHom cante degepanbHOro

U3paHve opmumanbHoe
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areHTCTBa Mo TEXHUYECKOMY PENYIMPOBAHMUIO U METPONOIMK B ceTn UHTEpHET nnu No exxerogHo nsgaBaeMomy uHhopma-
LIMOHHOMY yKasaTtenio « HaumoHanbHble cTaHAapTbI», KOTOPLIN 0Ny6NMKoBaH No COCTOSHMIO Ha 1 AsHBaps TEKYLLEero roaa, u
Mo COOTBETCTBYIOLUMM €XEMECSIYHO U34aBaeMbliM UHPOPMALMOHHBLIM yKa3aTensim, ornybrnMkoBaHHbLIM B TEKYLLEM roay.
Ecnu ccbinoyHbii cTaHAapT 3aMeHeH (M3MeHEH), TO NPU NONb30BaHUN HACTOAWMM CTaHAAPTOM crieyeT pyKOBOACTBO-
BaTbCH 3aMEHSIOWMM (M3MEHEHHbIM) CTaHAApPTOM. Ecnu ccbinovHbIN cTanaapT OTMeHeH 6e3 3ameHbl, TO NonoXeHue, B
KOTOPOM [iaHa CCbINKa Ha HEero, MPUMEHSIETCA B 4acTH, He 3aTparmBalowen 3Ty CCbInky.

3 TepMuHbI M onpeaeneHvs

B HacTosilem cTaHgapTe npuMeHeHbl TepMuHbl no FTOCT P 53113.1.

4 O603Ha4YeHNA U COKpaLleHUs

B HacTosIlem cTaHAapTe UCMonb3oBaHbl criegytolme 0603HavYeHUs U CoKpaLLeHUs:
ABC — aBTomaTtusupoBaHHasi bBaHKOBCKas cucTema;

BOC — B3aMMOCB$13b OTKPbITLIX CUCTEM;

NB — uHbopmaumoHHas 6e30nacHoCTb;

UT — nHdopmMaLmoHHasa TeXHONOorus;

HC[] — HecaHKUNOHUPOBaHHbI AOCTYN;

CYBJl — cuctema ynpasneHus 6asamn gaHHbIX;

HTTP (hypertext transfer protocol) — npoTokon nepeaayn runepTekcra;

IP (Internet protocol) — npoTokon uHTepHeTa;

VPN (virtual private network) — BupTyansHas YacTHas ceTb.

5 MexaHun3M hyHKLUMOHUPOBAHUA CKPbITOro KaHana

5.1 CKucnonbsyroTca Ana cCUCTeMaTU4eckoro B3aumMoaencTBusa BpeAoHOCHBIX NPorpaMm (KoMnboTep-
HbIX BMPYCOB) C HapywuTenem 6e3o0nacHOCTU Npy opraHnsaumu ataku Ha AC, koTopasi He obHapyXuBaeTcs
cpeacTBaMu KOHTPOSA U 3aLUUTHI.

OnacHocTb CK ocHoBaHa Ha MpeaAnosioKeHWU MOCTOAHHOrO AOCTyna HapywuTensa 6e3onacHocTu K
NHOPMaLIMOHHBIM pecypcaM opraHusaLMm U BO3AEUCTBUN Yepes 3TN KaHanbl Ha UHPOPMaLMOHHYIO cUCTemMy
AN HaHeceHUs MakcumMansHOro yulepba opraHMsauun.

5.2 O6Lwwas cxema MexaHnaMa cpyHkuMoHupoBaHus CK B AC npeacTasneHa Ha pucyHke 1.

1 — HapywuTens 6e30NacHOCTH (3NOYMBILLNEHHKK), Lenblo kKoToporo sisnsetca HCO K uHdopMauuu orpaHudeHHoro goctyna nuéo

HeCaHKUMOHUpoBaHHoe BnusHue Ha AC; 2 — uHdopmauus orpaHUYeHHOro foctyna nubo KpuTuHecku BaxHasi pyHkuus; 3 — cyonb-

€KT, UMEIOLLUIA CAHKLUMOHWPOBaHHbIA OCTYN K 21 5; 3' — areHT HapyLuuTens 6€30nacHOCTU, HAXOOSLMUIACA B 3aMKHYTOM KOHTYpe ¢ 2u

B3aVMOAENCTBYIOWLMI € 2 OT UMeHU cybbekTa 3; 4 — MHCMEKTop (NporpamMmHoe, NporpamMmMHo-annaparHoe, annapaTtHoe CpefcTBO

UIW NINLO), KOHTpOonupyoLwmii(ee) HOpPMaLUOHHOE B3aumoaencTeme 3, nepecekarLlee 3aMKHYTbIN KOHTYP, OTAENSIOLLMIA O6bekT

MHdOpMaTM3aLUmm OT BHELLHeW cpefbl; 5 — CyObeKT, HaXOAALLMACA BHE 3aMKHYTOrO KOHTYPa, € KOTOpPbIM 3 OCyLLecTBsIeT CAHKLIMOHU-
pPOBaHHOE MHPOPMALIMOHHOE B3auMoaencTene

PrcyHok 1 — O6wasn cxema mexaHvama dhyHkumoHmpoeaHust CKe AC

5.3 Bzaumopgencteue mexay cybbekramn 3 1 5 ABnsieTCA CaHKLMOHNPOBaHHBIM U HEOBX0AUMBIM ANA
npasunbHon paboTel AC. 3agaya areHta 3 3akovaeTcsi B TOM, UToBbl 06ecrneyunTs perynapHoe MHTepaKkTuB-
HOe B3auMoAencTBMe Mexay areHToM U 3NoyMbILLNEeHHUKOM. AreHT 4oMmKeH nepeaath UHopMauno orpaHu-

2



rocCT P 53113.2—2009

YeHHOro goctyna 2 3noyMbllieHHnKy 7 nnbo no KoMaHAe 3MoyMbllnNeHHnka 71 okasaTb BO3AeNCTBUE Ha
KPUTUYECKN BaXKHYHO byHKUMIO 2. CKPLITHOCTb KaHana B3aMMoAeiCTBUA MEXAY 3MOYMbILWNEHHUKOM 1 1 areH-
ToM 3 3aknovyaeTca B TOM, 4TO cybbekT 3, nHenektop 4 u cybbekT 5 He obHapyxusatoT dakT nepegaqn
nHopMaLMmn UK KoMaHAabI.

CK no3BonsiioT 3/10yMbILUNEHHUKY perynsipHo MHTEPaKTMBHO OCYLLECTBNATL B3aMMOAENCTBUE CO CBOUM
areHToMm, BHeaApeHHbIM B AC.

5.4 B AC B3anmoaiencTBME Mexay areHToOM 3 1 CybbekToM 5 MOXET ObITb Kak ceTeBbIM, Tak U NPONCXO-
autb BHYTpu oaHon AC (cm. 5.6).

5.5 Knaccudukauua CKno pasnuuHbiM npusHakam npusegeHa B FOCT P 53113.1.

5.6 Mpumepebl CK, nosicHsiiowne mexaHnam ux yHKUNOHNPOBaHNUA, NpeAcTaBeHbl HUXe.

Mpumep 1 — Hapywumens 6e3onacHocmu (3710yMbIWIIEHHUK), compyOHuYarouwuli ¢ KOHKypupyioweu
opzaHu3ayuell, @ npoyecce sHedpenus (eéeoda 8 akcnyamayuio) ycmarnosus 8 ABC npozpaMMHo20 azeHma.
B3aumodeiicmeys c ABC e kayecmee KsiueHma amoz2o 6aHKa, 3/I0yMblUIIeHHUK nepedaem npo2paMMHOMY a2eH-
my KoMaHObI, 3aKkoduposaHHbiIe 8 nocnedogamesnbHOCMAX €20 delicmaull, Kaxxdoe u3 KOMopbIX He 8bi3bleaem
nodo3speHuli (MpoeepkKa COCMOSsIHUSI CYema, ynpasjieHue cYemoMm, 8peMeHHbIe uHmepeaanbi MeXJdy onepayusmu
udp.). Bomeem Ha komaHObI, nosny4exHbie no CK, azenm no mem xe CK so3spaujaem 3/10yMbIWIEHHUKY UuHmMepe-
cyroujue KOHKypeHma ceedeHust 06 amakyemom 6arke (uHghopmayuro o cyemax Apya2ux kueHmos, o6bemax
akmueos 6aHKos, 16y dpyayro uHcalidepcKyro uHhopMayuio, K Komopolii azeHm umeem docmyn) nu6o eHo-
cum uameHeHus 8 6a3y OaHHbIX O c4Yemax KsiueHmoe unu nobyio dpyayio uHhopMayuro, K KOmopou oOH uMeem
docmyn. BeisseneHue cyuecmeogaHusi makoz20 a2eHima Mo)em npou3oiimu moJsibKO 10 KOC8EeHHbIM NPU3HaKaM,
KOMopbIie MO2y M 803HUKHYMb 8 pe3y/ibMmame nosiesieHusi uaMeHeHul e 6a3ax daHHbIX. CKpbimasi ymeyka uHghop-
Mayuu u3 6a3bl OaHHbIx, npoucxodsaujas no makomy CK, 6ydem ocmaeamncst HezamedyeHHou. B amom cny4ae e
coomeemcmeauu co cxemoli Ha pucyHke 1: 3 — npozpammHbIi azeHm, 3 — ABC, 2 — 6a3a daHHbix, 4 — cnyx6a
6e3onacHocmu 6aHKa, 1 — 3/10yMbIUWIeHHUK, delicmayrowjull 8 uHMepecax KOHKYpeHma, 5 — knueHm 6aHka.

Mpumep 2 — 3noyMblwWNeHHUK, uMelowull yenbio nosyYeHue cnyxebHol uHhopmayuu ¢ koMnbiomepa
compydHuka, Moxem delicmeogamab o credyrouieMy cyeHapuro. [Tycme MK, 3awjuuieHHbIT MeXCemesbIM IKpa-
HOM, 3apa)xeH MpPOSsIHCKOU npozpammol. TposiHCKasi npozpamMma nosiyv4aem om 3/0yMbillZIeHHUKa KOMaHObI U
omnpasssiem e omeem Ha HUX uHghopmayuto o 3apaxeHHom K u xpaHsiuwyrocss Ha Hem uHhopMay U0 O2paHU4eH-
Ho20 docmyna, MmacKkupysi o6mMeH kak npomokos HTTP, paapeuleHHbIll MeXXCemeebiM 3KpaHoM. B amom cnyvae e
coomeemcmeuu co cxemol Ha pucyHke 1: 3 — mposiHckas npozpamMma, 3 — npozpamMma, UMeroujast CaHKUUOoHU-
poegaHHbIl docmyn 8 UnmepHem, 2 — GOKyMeHM 02paHUYeHHO20 PacnpocmpaHeHus, 4 — Mexcemeeol IKpaH,
5 — y3en cemu UnmepHem, 1 — NPoOMexXymo4Hbil y3en cemu, KOHMPOAUPYEMbIl 310YyMbIWIIeHHUKOM.

Mpumep 3 — Mpu ucnonb3zoearuu VPN makxe eoamoxHo nocmpoeHue CK ezaumodelicmeuss azeHma co
3moymbiwneHHUkom. [Tycme nonb3oeamerss UCMONbL3yem ceoe pabodee Mecno e kKayecmee mepMuHana ydaneH-
Hozo docmyna k cepaepy AC, m.e. uHghopMayus 0 KaxxOOM Haxamuu K/1aeuwWu omnpaenisiemcs mepMuHasaoM Ha
cepeep. 3r10yMbiUIIeHHUK yCMmaHoe8us Ha paboyee Mecmo noss3ogamens amakyemolii AC knasuamypy, codep-
Xaujyro azeHma. A2eHm nepexeambigaen Ha)xamus Knasuul, a 3amem nepedaem ux no CK no epemeru, 3adepxu-
eas cpabambigaHue HEKOMOPbLIX Kagsuuwl MO0 CXeme, U38eCMHOU 3/10YMbIWMNCHHUKY. 3/10yMbIWIeHHUK,
Habo0as oMok nakemoe Mexo0y mepMuHasIoM U cepeepom, ebifesisiem u3 He20 UHgpopmayulo, nepedasaemyio
azeHmom no CK. BoideneHue CKpbimou uHghopmayuu 803MOXKHO 0axe 8 CrIy4ae ucnonb308aHusi Kpunmozapadu-
4YeCKU 3aUjUU{eHHO20 KaHana Mex0y mepMuHaoM U cepeepoM, mak Kak 015 pabombt CK eaxHo He codepxumoe
nakemos, KOmopbiMU MepMuHas u cepeep obmeHugaromcsi Opyz ¢ Opy2oM, a OnumesibHoCMb 8PeMeHHbIX
uHmMepeasos Mexdy coceOHUMU NaKkemamu.

B danHOM criy4ae e coomeemcmeuu co cxemol Ha pucyHke 1: 3 — annapamHibili azeHm, 3 — knaeuamypa,
2 — uHpopmayusi, ssodumasi ¢ Klasuamypbi (Hanpumep, naposs), 4 — mobbie cpedcmea obecnevyeHus 6e3o-
nacHocmu AC, He o6HapyXxusaroujue 3aKOHOMepHOCmMel 8 NOMOoKax cemeeabiX naKkemos; 5§ — mepMuHanbHbil
cepaep, 1 — 310yMbLIULTeHHUK.

Mpumep 4 — eHepayus uckyccmeeHHbix c60es U oz2paHuYveHuli Ha docmynHocms MoXxem npoeodumscs
no CK. Hanpumep, azeHm, eHeOpeHHbIl 8 0OUH U3 Krroyeabix KomrnoHeHmoe AC, oxudaem nosiy4eHusi om 3710y-
MbIWITeHHUKa HeKomopo:20 yc/108H020 CU2Hana. ﬂonyque amom cu2Han, agceHmM Hapyuiaem pa60my KOMIMTOHEeH-
ma AC, 8 komopoli oH pacriosnioxeH. B peaynsmame npoucxodum epemeHHasi nomeps pabomocnocob6Hocmu AC
unu ocnabneHue ee 3aujumsi (ecriu azeHmM eHedpeH 8 cpedcmeo obecnevyerusi UB). Hanpumep, ycnoerHbiMm cueHa-
nom 015 akmueu3sayuu azeHma 8 o6ujedocmynHOM cemegom pecypce Moxem A8/siMbCs NONbLIMKa aymeHmu-
¢hukayuu ¢ HeKomopbiM huKCUPOBAHHbIM UMEHeM fnofsib3oeamesnssi u naponeMm. Cucmema paszpaHu4eHus
docmyna k cemeaomy pecypcy 4 He 06Hapyxum GaHHYH amaky, TOCKOMbKY MoNbiMKa aymeHmudukayuu sens-
emcsi pa3peweHHbiM delicmeueM. B daHHOM criyyae e coomeemcmeuu co cxeMol Ha pucyHKe 1: 2 — Kpumu4ecKu
8axkHasi (OYHKUUS, ebiNoJIHsIeMasi KOMIOHeHmom AC (3), @ komopbili acmpoeH azeHm 3'; 1 — 3710YMbIULTeHHUK,

3
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nodaroujuli a2eHmy ycr108Hbil CU2Hall, KOmopbil, ¢ MOYKU 3peHUs 4, He S18/151emcsi ONacHbIM, U MT03Mmomy He 6110-
kupyemcs, 5 — AC.

IMpumep 5 — B coomeemcmeauu co cxemoll Ha pucyHke 1: onepayuoHHas cucmema 4 o6ecnevyugaem u3onsi-
yuro npozpammbi 3, Komopasi umeem 6ocmyin K KOHbudeHyuanbHoU UHopmayuu 2, om npozpammbi 1, 8 bINONHS-
rowelicss 8 amoli e onepayuoHHOU cucmeme, HO He umeroweli makozo docmyna. [nsa nepedayu 1 uHpopmayuu
o2paHu4eHHoz20 docmyna azeHm Hapywumens 3 op2aHuszyem CK no epemeHu, npou3eo0si pukmusHbie o6pauje-
Hus K pecypcy 5, Hanpumep, xecmkomy Oucky. AceHm modynupyem Yacmomy o6paujeHuli CO0epKUMbIM UHOP-
Mayuu ozpaHuyeHHozo docmyna, komopyio emy Heobxodumo nepedamsb. [Ipozpamma 1, Habniodas 3a
obujecucmeMHOU Ha2py3Kol Ha amom e pecypc, o6Hapyxueaem UHMeHCUBHOCMb 8o3delicmeust Ha amom
Ppecypc co CMopoHbI a2eHma U MoXKem u3eJjieyb nepedasaeMyro a2eHMoM UH(HOPMayuIo U3 xapakmepa uaMeHe-
HUs1 amol UHMeHcu8HOCMU.

6 MpaBuna doopmupoBaHUA MoAenu yrpo3 6e30nacHOCTU C y4eTOM
CyLLeCTBOBAHUSA CKPbITbIX KaHanoBs

6.1 Mogenb yrpo3 6e3onacHocTM hOpMUPYETCS C YH4eTOM Yrpo3s, peannsyemblx ¢ ucnonb3osaHnem CK.
OTM yrpo3sbl AOMKHBI yYUTBIBATHCA Npu oLeHke puckos UB.

6.2 Yrposbl 6e3onacHOCTA, KOTOPble MOTYT BbITb peanusoBaHbl ¢ nomoLbto CK, BknoyatoT B cebst:

- BHeApeHWe BPeJOHOCHBIX NporpamMm U AaHHbIX;

- nogavy 3110yMbILLNEHHUKOM KOMaHA areHTy A1 BINOSTHEH U,

- YTeUKy Kpuntorpadguyeckux Knoyven nnm naponen;

- yTeuKy oTAeNbHbIX MHOPMAaLMOHHBIX OB BEKTOB.

6.3 Yrposa BHeapeHMs1 Bpe4OHOCHBIX MPOrpaMm 1 JaHHbIX 3aKrloyaeTcsl B TOM, YTo, 0bnaaas BO3MOX-
HOCTbIO WHTEPaKTUBHO B3aUMOAENCTBOBaTb C aTtakyemon AC, 3MOoyMbILNIEHHUK MOXET nepeaaTtb B Hee
nocpeactsoMm CK BpeoHOCHEIE NporpamMmbl, cbnagatowme HeobxoaMmMoin emy yHKLMOHaNLHOCTLIO. BHea-
PeHWe NOXHbIX A4aHHbIX B aTakyemyro AC MOXeT OCyLLECTBIIATb HENOCPEACTBEHHO areHT, C KOTOPbIM 3/10YMbiLU-
neHHUK B3aumogencTayeT no CK. Hanpumep, ecnu areHT BHeapeH B CYB/[] 6aHka, 3MoyMbILIAeHHUK MOXeT
nepeaaTtb eMy KOMaHAay Ha u3MmeHeHue xpaHsimxcs B 6ase AaHHbIX CBeAEHUI 0 cHeTax KMeHToB NMbo noame-
HWUTb XpaHsiLLytocs B 3ToW 6ase npoueaypy, onepupyroLLyo ¢ AaHHBIMU O cHeTaX, NOXHON, BpeAOHOCHON NpoLie-
OypoWn, OeACTBYIOLLEA B UHTEpecax 3rI0yMbILLNEeHHUKA.

6.4 Yrposa nogaun 3royMbILLIIEHHUKOM KOMaHA areHTy AN BbINOMHEHUA ero hyHKUMI 3aKnioyaeTcs B
TOM, YUTO areHT MOXeT OKa3blBaTb BNnsiHe Ha AC, B KOTOPYIO OH BHeApeH, No KoMaHAe 3M10YMbILINIEHHUKA. OTH
KoMaHAbl MOryT 6bITb Kak MpOCThIMU (HanpumMep, 3abnokuposaTtb paboTy AC Ha HekoTopoe BpeMst), Tak nbonee
CNOXHbIMK (Hanpumep, nNepeaatb 3royMblWwneHHUKY no CK coaepxxumoe daina, XxpaHawerocs B atTakyemomn
cucrteme).

6.5 Yrpo3sa yTeuku kpuntorpaduieckux Knoven unv naponein, otaenbHbIX MHOpMaLMOHHBIX 06 EKTOB
BO3HMKAET, €CMU 3MOYMBILLIIEHHUKY YAarnocb BHeApPUTL cBoero areHTa B AC Tak, YTobbl areHT umen AocTyn K
LieHHbIM MHbOpPMaLMOHHBLIM akTUBaM (Hanpumep, kpuntorpadudeckum knodam, naponsam), CK moryt 6biTb
MCnonb3oBaHbl AN HECaHKUMOHUPOBAHHON Nepeaadn Tako UHopMaunu 3noyMbIlNEHHUKY. Mockonbky
KIo4M UMELOT CpaBHUTENbHO HeBornbLLo 06beM, Aaxe KaHan ¢ HU3KO NPONYCKHO CNOCOBHOCTLIO cnocobeH
obecneynTb UX yTeuKy.

7 MNMopspok opraHM3auum 3awWmnTbl MHGopMauun, MHGHOPMaLMOHHLIX
TEXHOMNOrnMm M aBTOMaTU3UPOBaHHbIX CUCTEM OT aTak, peanusyembiX
€ UCNOMNbL30BaHMEM CKPbITbIX KaHanoB

7.1 3N, UT u AC ot aTak, peanusyembix ¢ ucnonb3oBaHuem CK, asnaeTca LUKIMYECKUM NpoLEeccom,
BKJIIOYAIOLLMM B cebs cneayloLme aTanbl, MOBTOPSIOLMECS Ha KaXao M N3 uTepauui npouecca:

- aHanu3 puckoB 4151 aKTUBOB OpraHn3aLun, BKIIOYaOLWMIA B ce6a BbIABNEHWE LIeHHbIX aKTUBOB U OLeHKY
BO3MOXHbIX MOCNeACTBUA peanusaLum atak ¢ ucnonssoBaHuem CK (cm. pasgen 8);

- BbisiBNeHue CK 1 oLeHKa MX onacHOCTU NSl aKTUMBOB opraHusauuu (cM. pasaen 9);

- peanusauus 3alMUTHBLIX Mep no npotueogencTeuio CK (cMm. pazaen 10);

- opraHu3auus KoHTpons 3a npotusogencTsuem CK (cm. paszgen 11).

7.2 Uwnknu4yHocTb npoLlecca 3awwmThl oT yrpo3 Ub, peanusyembix ¢ ucnonb3osaHuem CK, onpegenaetca
nosisneHuem HoBbIX cnocoboB nocTpoeHus CK, Hen3BeCcTHbIX HAa MOMEHT MpeabIAYLMX UTepaLmii.
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8 AHanus puckoB

8.1 Bribop mep npoTuBoAeicTBUS yrpozam UB, peannsyembiM ¢ ucnonbsosaHuem CK, gormkeH ocHo-
BbIBATLCA HA TEXHUKO-3KOHOMUYECKOW OLLEHKe Ui APYrMX MeTodax OLeHKN LeHHOCTU nHdopmauun. Kpome
TOro, AOMKHbI YYMUTBIBATLCA Takue NOCNeACTBUSA, KaK yTpaTa AOBepUs K opraHusauum unn NoapbiB AeroBoin
penyTaunm opraHusaLnm U ee pykoBoauTens.

8.2 CnepyeT BbIIBUTb, Kakue U3 3aliuLiaemMblX NHGPOPMaLIMOHHBIX aKTUBOB MOTYT BbiTb MHTEpecHb!
NoTeHUManbHOMY 3MTOYMBILLIIEHHUKY, 0BnagatoLleMy BOSMOXHOCTbIO:

- BCTpouTb cBoero areHTa B AC B npoLecce ee pa3paboTku, pasBepThiBaHUA, BHEAPEHUA UMK SKCnnya-
Tauum;

- 06HapyxuTb B AC ys3BUMOCTb (MM BCTPOEHHOTO areHTa), koTopast MoXeT 6bITb UCMNonb3oBaHa Anst
opraHusauum CK v nonydyeHus 4ocTyna K salimiiaeMbIM akTUBam.

8.3 [1na aHanMsa pUCKOB MOXHO NpUMeHsTb MeTogonoruo no FOCT P 51901.

8.4 C uenbto CHWKeHNA MHOPMaLMOHHBIX PUCKOB 40 MPUEMIIEMOr0 YPOBHA AO0MKHbI ObITh BbIGpaHbl U
BHeApeHbI MeponpuaTusi no opranmsaunmn 3M oT atak ¢ ucrnonssosaHuem CK.

9 PekomeHaauum no Nopsaaky BbIABMEHUSA CKPbITbIX KaHanos

9.1 Mopsaaok euigeneHna CK BkntovaeT B cebs:

- OLEeHKY apxmntekTypbl AC 1 MMeIoLLMXCS B HE KOMMYHUKaLNOHHBIX KaHanNoB;

- BbISIBIIEHME BO3MOXHbIX yTen 06MeHa CKpbITOM MHopMaLMein Mexxay 3noyMblLLNeHHUKOM 1 ero npej-
nonaraemMbim areHTomM B AC;

- OL|eHKY onacHOCTU BbisiBIeHHbIX CK Ans 3almiaeMblX akTMBOB OpraHnsauumn;

- NPUHATUE peLLeHNS O LienecoobpaszHOCTU NPOTUBOAENCTBUSA KaXXAOMY U3 BbisiBNeHHbIX CK.

9.2 OueHka apxuTekTypbl AC nogpasymeBaeT BblSIBNIEHNE BCEX UMEIOLLIMXCA B HEM KOMMYHUKALIMOHHBIX
KaHanoB M aHann3 B3auMOAENCTBUSA ee KOMMOHEHTOB Ha npeameT NoTeHLUMarbHOro UCMNOoMb30BaHUs UX Anst
opraHusauun CK. B pesynbTaTe npoBegeHUsl Takoro aHanuaa AomkHbl 6biTh BeISABEHBl KOMMOHeHTH AC, B
KOTOPbIX NOTEHLMabHO MOryT BbITh Ucronb3oBaHbl CK.

9.3 BrbisiBneHne BO3MOXHbIX NyTel obMeHa cKpbITON nHpopmaLmen Mmexay 3noyMbILLNIEHHUKOM U ero
npeanonaraemeiM areHTom B AC NpoBoAUTCSA Ha OCHOBaHUK 0BLLIEA CXeMbl MeXaHU3Ma (PYHKLMOHUPOBaHUS
CK(cm. pasgen6). CrnegyeT 415 KaX40ro U3 3aluyiiaeMblX akTUBOB 2 (CM. CXeMY Ha pUCyHKe 1) BbIIBUTb, kKakne
cy6beKTbl 3 UMEtoT K HAM AOCTYN 1 NPU 3TOM U30NMPOBaHbI OT BHELLHEW cpeabl, HO UMeloT BO3MOXKHOCTb B3au-
MOJEeNCTBOBAaTb C OTAEMbHbIMN CyObekTaMu 3 BHellHen cpebl 5. [1pn 3T0M B3aumoeACcTBUe KOHTponupyeT-
ca 4 N MOXeT Takke HabnwgaTbca NoTeHLUanbHeIM 3110YMblLIAEHHUKOM 1. Tpu Hanuuumn 3TUX 3NeMeHToB
OOIMKEH paccMaTpuBaTbCs BOMPOC 0 BO3IMOXHOM Hanuuum noteHuuansHoro CK mexay areHtom 3, BCTpOEH-
HbIM B 3, 1 cyObekTaMu BO BHeLWHel cpege 1 unu 5. B kauecTBe npumepa Takoro CK MoxeT paccmaTtpusatbest
BO3MOXXHOCTb 3M0YMbILUNEHHUKa HabnoaaTe MHTepBanbl BpeMeHn, hopMupyemble KoMnoHeHToMm AC, noTeH-
umanbHo coaepKallM areHTa 3noyMmelneHHuka 7.

9.4 C TouKM 3peHUst 3noyMeblLUneHHNKa ucnonbsosaTb CK Ansa HapyweHus UMb B Tex cermeHTax AC, rae
OH MOXeT 06MeHMBaTbLCA MHopMaLME CO CBOUM areHTOM, UCMOSb3Ysl KaHar, He KOHTPONMPYEMbIA cpeacTBa-
mu 3U, ansieTcs HellenecoobpasHbiM. B aTom cnyvae HeT HeoBX0AUMMOCTU B CKpbITUU (hakTa 0bmeHa uHdop-
MaLmMen, NoTOMY YTO Tako 0BMeH 3alMTHBIMW CpeaCTBaMU He KOHTPOSMPYETCA.

9.5 lMpu oLeHKe BO3MOXHOCTU B3anmMoaenctaus nocpeactsoMm CK criegyeT yuntbiBaTb «Henpospay-
HOCTb» AN onpegeneHHblX TunoB CK oTaenbHbIX cermeHToB AC.

9.6 Mocne BbisiBNeHus CK cnegyeT oLeHNTb, HACKOBKO OHU peanuayeMbl M onacHbl 4N 3alimiaemMbixX
aKTMBOB opraHMsaunn. 3T1a oueHKka onpegenseTcs 06 beMOM aKTMBOB, NPOMYCKHOM cnocobHocTbio CK 1 Bpe-
MEHHbIM UHTEPBarioM, B TEYE€HNE KOTOPOro akTUBbI COXPaHAIT LleHHOCTb. Ha 0OCHOBaHWUM 3TOM OLLEeHKM KaHarnbl,
He NpeacTaBNsALWMNe peanbHOoi ONacHOCTU 4518 aKkTUBOB, NPU3HATCS HEOMACHBIMMU.

9.7 Ha ocHoBaHuu oLeHKn onacHocTy CK ¢ yueToM pesynbTaToB NPoBeAeHHOro aHann3a puckoB aena-
eTcs BbIBOA O LienecoobpasHoCT/ v HeLlenecoobpasHoCTn NPOTUBOAEACTBUSI TAKUM KaHanam.

9.8 B kauyecTBe npuMepa Ha puUCyHKe 2 npeacTaBreHa CeMUYpOBHEBas MOAefNb B3anMoAencTBUs
OTKPBITEIX CUCTEM, onpeaeneHHas B noanyHkte 6.1.5 TOCT P NCO/MOK 7498-1.
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YpoBeHb OTKpbiTas PetpaHcnsiumoHHas OTkpbiTas
cuctema OTKpLITAn cucTema cuctema

MpuknaaHon
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3BeHa AaHHbIX H H

Dduanyecknin H H

L duanveckan cpega BOC J

PucyHok 2 — O6MeH AaHHbIMM Yepe3 peTPaHCNALNOHHYIO OTKPbITYIO CUCTEMY

9.9 Kaxablii n3 ypoBHeil gaHHOK MoAeNn B3aMMOAeNCTBYET TOMbKO C HKECTOALWNM U BbILLECTOSILLIUM
YPOBHSIMU, NMPU 3TOM BEPXHWUE YPOBHU OTKPLITO CUCTEMbI U30NNPOBaHbI OT HWKHUX. OTa 0COBEHHOCTb MOXKET
6bITb Ucnonb3oBaHa Ans mackuposku CK, AercTBYIOWMX Ha HU3KOM YPOBHE, OT KOHTpOsiepa, HaxoasLerocs Ha
BbICOKOM YPOBHeE.

9.10 B cnyyae ecnu cneuunanbHble cpegcTBa o6HapyxeHusa CK He npumeHsatoTea, Hanudne CK moxert
06HapyXUTb NOMb30BaTENb KakoW-NMGOo U3 B3aMMOAeACTBYIOLUX CUCTEM, Habnoaaa usmeHeHne NoseAeHns
3TMX CUCTEM UITM YACTUYHYH NOTepto X paboTocnocobHoCcTU.

9.11 OrpaHuuuBaowmm hbakTopom npu BLIBOPE 3M0YMbILLNEHHUKOM YPOBHA MOAENN B3aUMoAeACTBUS
OTKPBITBIX CUCTEM B Ka4uecTBe cpeabl ANs OpraHn3aLumn CKpeITOM Nepeaadn ABNaeTCa «HenpospavyHoCcTb» peT-
paHCNUpYLMX cucTem. PeTpaHCnvpylowWwmne cUCTeMbl He coaepkaT MCXOAHOro OTMpaBUTESNSt U KOHEYHOro
nonyyatens gaHHbIX, a NMLb nepeaatoT AaHHble 0T OQHUX CUCTEM APYTUM, eCiiu OHU He coeUHEeHbl eUHON
dbusnyeckon cpegon B cootsetcTeun ¢ FTOCT P UCO/MOK 7498-1.

9.12 TMpwu ocylecTBNEHUN peTpaHCAALNA B TakoW cucTteMe MpoBOAAT UHTepnpeTauuio Nony4eHHon
NMHOPMALIUM Ha BCEX YPOBHSIX MOAENN, HAYNHARA C HUXKHEro ((hU3NYEeCcKoro) ypoBHsl, 0 YPOBHSA, HA KOTOPOM
OCYLLeCTBMNAETCA peTpaHCcnsAumMs AaHHbIX. 3aTeM, 4N nepegayvm JaHHbIX Aanee rno ceTu, OHU BHOBb «Crycka-
toTcaA» Ao pr3ndeckoro yposHs ceTu-nonyyartens. B pesynstaTe atoro npouecca, CK no namsatu (cm. nogpas-
0en5.2FO0CTP 53113.1), ncnonbayowme 0co6eHHOCTU MPOTOKOMOB, OTHOCALLMXCS K 6Oee HU3KUM YPOBHSIM,
YeM TOT, Ha KOTOPOM OCYLLEeCTBMSETCA PeTPaHCALNSA, MOTYT YHUYTOXATLCH UM OrpaHNUMBATL BO3SMOXKHOCTH
CKPBITON Nepegayn nHgopmaLLMmn CKBO3b TaKyH PeTPaHCIINPYIOLWYIo crucTemy.

10 PekomeHgaumu no MeToAaM peanusaumm 3alUTHbIX MepPonpUATUIA
Nno NPOTUBOAENCTBUIO CKPbITLIM KaHanam

10.1 Mo pesynbTatam BeisiBneHuss CK hopMupyeTcs nnaH MeponpuaTiiA Mo npoTUBOAENCTBUIO yrpo3am,
peanunsyemblM ¢ UX UCNonb3oBaHUeM. laHHble MEPONPUATUS MOTYT BKItoYaTb B ce6s peannsavmnio o4Horo u3
yXKe N3BeCTHbIX (B0 yCcoBEpLUEHCTBOBAHMWE YXKe CYLLEeCTBYIOWMX) METOA0B MPoTMBOAENCTBMSA yrposam UB,
peanusyemMbiM ¢ ucnons3osaHnem CK.

10.2 B kayecTBe 3alUMTHBIX MEPONPUATUIA LienecoobpasHo NCNofb3oBaTh:

- CHWKEHME NponyCckHON cnocoBHOCTY KaHana nepeaayn MHdopMauuu;

- apXUTeKTypHble peLueHns nocTpoeHus AC;

- MOHUTOPWHT 3chchekTUBHOCTH 3aLnTel AC.

10.3 Bbibop MeToaoB NpoTnBoAencTBUs yrposam UB, peannsyemeim ¢ ucnonssosaHuem CK n dopmu-
poBaHWe MnfaHa no Ux peanqsauun onpeaenseTcs aKkcnepTamn, UCXoas N3 MHAMBUAYanbHbIX ocobeHHocTen
sawumwaemon AC.

10.4 MNpumepbl MeTogoB npoTuBogencTeua CK
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Mpumep 1 — NMpomueodelicmsuem ye2po3amM, ces3aHHbIM ¢ CK, sensemcs, 8 yacmHocmu, Hopmanu3sayus
mpadpuka, 3aknroqaroujasca 8 UIMeHeHUU 3HayveHul rnosieli cemeebiX Makemos mak, 4mobb! UCK/IIoYUMb
HEeOOHO3Ha4YHOCMb, KOMOPYIO MTOMEHYUalbHO MOXHO UCrosib30o8ams 07151 opeaHu3ayuu CK. lMpu amom pa3pywa-
tomces CK, ucnonb3yrowue 0151 ceoeli pabombl makyro HeOOHO3Ha4YHOCMb. B pesynbmame Hopmanusayuu mpa-
¢puka domxHo obecnevyusamscsl coxpaHeHue PYHKYUOHaIbHOCMU UCXO0HO20 Npomokosna, Heob6xodumol ons
8bINOTHeHUSs 803J/10XeHHOU Ha Hezo 3adavu. Hopmanu3sayus nonel nakemos uHghopMmayuu Moxem 3aK/rdamo-
cs 8 npusedeHuu 3HaveHul nonel e coomeencmeue ¢o cneyugukayusamu NPOMOKOI08, MOMEUW,eHUU 8 MOoJIsl
nakemos (huUKCUPOBaHHbIX 3HaYeHUU UJTU 3aMUcU 8 MoJIA NPOU380JIbHbIX 3Ha4YeHUU.

Mpumep 2 — Ucnons3oeaHue nocpedHuUKa (Npokcu-cepsepa), m.e. ycmpolicmea, umerouje2o docmyn K
GsyM unu 6os1ee cemam, MPUHUMAaIOW,e20 3arpochl OM NPUIOKEHUU, 8bINMOTHAOWUXCS Ha y3/1ax 00HOU u3 doc-
mynHbeIx eMy cemeil, K TPUTOXEHUSIM, 8bIMOJIHAOWUMCS Ha y3n1ax dpyaoli cemu, a 3amem nepedaroujezo omee-
mbl Ha amu 3anpocbl @ o6pamHoM HanpaesneHuu. lpumeHeHue nocpedHuka noseonsiem npedomspamums
ucrniosib3oeaHue Ons opaanusayuu CK ocobenHocmell npomokonos, obecnevyusarouux pabomy cemu. Qemanu
peanu3sayuu 3mux npPoMmoKon0e (Hanpumep, 3Ha4eHuli omoenbHbIX c1yXe6Hbix nonel nakemoe 3mux npPomoKo-
108) Npu UCNONbL308aHUU NOCpPedHUKa He nepedaromcs HanpsiMyro u3 o0Holi cemu e dpyeayro, a hopmupyromces
nocpedHukom 3aHoeso. Takum o6pa3zom, CK no namsimu, ucnonb3yrujue 8 kayecmee cpedbl nepedayu cemesbie
npomokonsi, He 6ydym obecrniedugsams CKpbiMbili 06MeH uHgopmayueli mexdy aboHeHmMamu, pa3odesieHHbIMU
nocpedHukom. Pabomocrnoco6Hocmb npusioxeHuli, 3aumodelicmeyoujux He HanpsIMylo, @ «CK803b» (Yepe3s)
nocpedHuka, He 6ydem HapyuwieHa, NOCKOJILKY MOCPeAHUK y1Yumbieaem ocobeHHOCMU pabombl 3Mux Npusnoxe-
Hull. dmo noseosnsiem 6e3 npuHsIMUs O0NONHUMENbHbIX Mep NepeKkpsimbs MHo2ue CK, cessaHHbIe ¢ CUHMakcu-
COM U ceMaHMuKol cemeeo20, a maKxe mpaHCropMmMHO20 NMPomoKosioe. TeM He MeHee NnepeKpbiMb KaHasbl,
pabomarouwjue Ha ypoeHe NPUIOKeHul, mMaKum criocob6om He ydacmcesi, MakK Kak cKpbimas uHgopmayusi 6ydem
npoxodums 4Yepe3 nocpedHuka 6e3 usmMeHeHul emMecme ¢ OaHHbIMU npunoxeHus. lMpumensiemoe nNpunoxe-
Hue-nocpedHUK OOJ/IKHO y1Yumbieams crneyughuKy Ucnosib3yeMbiX NPUNOXeHUU U MPaHCcNoOPMHbIX MPOMOKOs108,
4mo6bi NOSIHOCMbLIO COXPaHUMb 8ce UX (BYHKYUU U He rpueecmu K nomepe npouseodumenbHocmu cemu. B
€800 04epedsn, NPUIoKeHUs Mo2ym 6bimb pa3pabomaHsi ¢ y4emoM UCNoNb308aHUsI NOCPeOHUKa.

Mpumep 3 — Unkancynayus mpaguka UIumepHem («myHHenupoeaHue») — mpaH3umHas nepedava nake-
moe u3 00Hol nodcemu e dpyayto nodcems Yepe3 mpemsio cems, PU KOMopoUl UCXOOHbLIe NaKkems! «yrnaKoebl-
earomcsa» 8 nakembi MYHHEILHO20 MPOMOKO/a, nepedasaembie 4Yepes mpembio cemb, npedcmaeneHa Ha
pucyHke 3.

Cems 1 Cems 2
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PneyHok 3 — Unkancynsums IP-nakeToB

UcxoaHeiin nakert IP

3awmdporaHHbIi
nakert IP

3aronoBoK TOHHEeNbLHOro
npoTokona

3aronosok IP

10.5 Mpwn Ucnonb3oBaHUM MHKaNCynaLuun ¢ WudpoBaHMem U NOATBEPKAEHNEM LeNoCTHOCTM nakeTa
BO3MOXHO nepekpbiTue CK no namaTtu mexay y3namu, «BHyTPEHHUMW» MO OTHOLLEHMIO K W3y (T.e. TeMu
y3namu, KoTopble hOPMUPYIOT NakeThbl, NPOXOAsILLME NO TOHHES0), U «BHELHUMUY (LWnto3bl MHTepHeT, Yepes
KOTOpbIE NPOXOAUT MapLLPYT, MO KOTOPOMY OTNPaBAOTCA NakeTbl TOHHENbHOro npoTokona). CK no BpemeHun
(cMm.noapasgen5.3FOCT P 53113.1), onepupytoLme ¢ MOMeHTaM1 BpeMEHU, B KOTOPbIE MPOUCXOAUT Nepeaa-
Ya NakeToB, He MOryT BbITb MOMHOCTLIO NEPEKPLITHI TakuM cnocobom. MHdbopMauus, cBazaHHas c pasmepamu
nakeToB U BpeMeHHbIMW UHTepBanaMu Mexay X NosiBMeHNeM, Takke CoXpaHsaeTcs Npu MHKancynsauum, u
MoXeT BbITb Mcnonb3osaHa Ans paboTel CK.

11 PekomeHaauum no opraHU3aumMmu KOHTPONs 3a NPOTUBOAENCTBUEM
CKpPbITbIM KaHanam

11.1 KoHTponb 3a npotusogeictsMem CK 3aknovaetcs B BbiiBNeHUU hakToB mcnonb3oBaHua CK
B 3awmwaemon AC. Takoe BbIsIBNIEHUE MOXET NPOBOANTLCHA HENPEepPbLIBHO NGO No dakTy obHapyXeHUs npu-
3HakoB ywep6a oT ucnonb3osanus CK. Ans BbisBneHUs ncnonb3osaHns CK MoryT npumMeHsaTbea cTaTucTmyec-
KA U CUTHATYPHBIA MeToabl.
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11.2 Cratuctudeckuin metoq BbisisneHnsa CK nogpasymeBaeT c6op cTaTUCTUYECKMX faHHBIX O NakeTax,
NPOXoAALLMX Yepes 3aLimLLaeMblil yHacTok ceTu, 6e3 BHeCeHM s B HUX Kakux-nnbo nsmeHeHuin. BeissneHne CK
MOXeT NPOBOAUTLCSA Kak B peXXumMe pearnibHoro BpemeHu (4To nossornseT 6bICTpo pearmpoBaTh Ha MHUMAEHTHI),
Tak U aBTOHOMHO, UCNONb3ysl AaHHble, HaKoNMeHHbIe 3a NpeabiayLLIuMe OTPe3Kku BpeMeHHU, YTo AenaeT BO3MOX-
HbIM NpoBeaeHue 6onee rnybokoro U aHanuaa.

11.3 MeToga BbisieneHuss CK Ha ocHoBe CUrHaTypHOro aHanuMsa aHasnormyeH crnocoby, Mcnonb3yemomy
aHTUMBUPYCHBIMWU NPOFpamMMaMu 4nA Noucka BpeaoHOCHbIX MporpaMm. Mpu Hanuunmi Habopa n3BecTHLIX peanu-
3aumn CK, ansa kaxxagoi ns Hux hopmunpyeTtcs curHatypa, npeacrasnsiowas cobo Habop NpMsHakoB, KOTopble
CBMAETENLCTBYHOT O TOM, YTO UCNONb3yeTCA AaHHaA peanusaums CK. 3atemM nHcnekTop 4 (cM. pucyHok 1) npo-
BOAWUT MOWUCK TAKWUX CUrHaTYp B NpOCMaTpuBaeMOM NOTOKE AaHHbIX B CeTU U AenaeT BbIBOA O HanU4un unum
OTCYTCTBUM B HeM aencTaytowero CK B Toi unu uHon peanusauun. Aina acbcpextusHom paboTbl Takoro Metoaa
Heo6XxoAnMO NOCTosIHHOE 0BHOBMEHWe 6a3sbl cUrHaTyp, T.€. BKIIOYEeHWe B Hee CUrHaTtyp Al paHee HensBecT-
HbIX peanusauuni CK.

11.4 Mpwn BBIABAEHUN NPU3HAKOB (B TOM YMCNE KOCBEHHBIX) cnonb3osaHust CK nnu nosisrneHnn HoBbIX
cnoco6oB noctpoeHus CK aHanns puckos NPoBoAAT NOBTOPHO.
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