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FOCT P 52448—2005

MpegucnoBue

Llenun 1 npuHuunel ctangaptusauun B Poccuiickon ®efepavuim yctaHoBneHsl degeparnbHbiM 3aKOHOM
oT 27 aekabps 2002 . Ne 184-93 «O TexHUYeCKOM perynmpoBaHnuy, a npasuna npuMeHeHUs HauoHanbHbIX
ctangapToB Poccuiickon depepaumn — FOCT P 1.0—2004 «CtangapTtusauuns B Poccuiickoin degepaumn.
OcHOBHbIe MOMOXeHUs»

CBefeHUs o cTaHAapTe

1 PA3PABOTAH MocyaapcTBeHHbIM Hay4YHO-MCCNefoBaTENbCKUM UCTbITaTeNbHBIM MHCTUTYTOM Npo6-
NeM TeXHWYECKON 3aLmnTbl Hdopmaunn PegepanbHoi cryx6bl MO TEXHUYECKOMY W 3KCMIOPTHOMY KOHTPOIO
(THUUN NT3U $CTIK Poceuu), TexHn4eckum KoMmTeToM no craHaaptusaumum TK 362 «3awuta nHdopma-
Lmn»

2 BHECEH YnpasneH/em TexXHN4Yeckoro perynmpoBaHuns 1 ctasgaptusauumn degepansHoro areHTcTea
Mo TEXHUYECKOMY perynnpoBaHunio 1 MeTponorum

3 YTBEPX[OEH W/ BBEJEH B ENCTBWE Mpukazom ®eaeparnsHOro areHTCTsa No TeXHU4eckomy pe-
rynupoBaHuto n metponorin ot 29 gekabps 2005 r. Ne 449-ct

4 BBE[EH BIMNEPBbIE

UHpopmayust 06 UsMeHeHUsIX K HacmosiuweMy cmaHOapmy rybrnukyemcs e exe200Ho uzdagaeMoM UH-
ghopMalyuoHHOM yKasamene «HauyuoHanbHele cmaHOapmbi», @ MEKCM USMEHEHUL U Nonpasok — & exeme-
CAYHO U30asaeMbixX UHGhopMaUUOHHbIX yKa3amersix «HauuoHansHble cmaHOapmel». B cnydae nepecmompa
(3ameHbi) unu ommeHsl Hacmosile2o cmaHdapma coomeemcemeyroujee yeedomeHue 6ydem ornybnukoeaHo
8 EXXEMECSYHO U30asaeMOM UHhOpMaUUOHHOM yKkazamere «HayuoHansHbie cmaHdapmbly. Coomeemcmey-
rowjast uHeghopmauusi, yeedomrieHue U mekcmsl pasmew,aromes makxe 8 UHhopMayUuoHHoU cucmeme obujezo
ronb30e8aHus — Ha oghuyuanbHoM calime ®edepanbHO20 a2eHmemea ro MexXHUYEeCKOMY pezynuposaHuio U
mMempoinozauu 8 cemu VIHmepHem

© CraHgapTuHdopm, 2006

HacToswuin ctaHaapT He MoXeT BbITb MOMTHOCTLIO UK YacTUYHO BOCTIPOM3BEAEH, TUPAXUPOBaH 1 pac-
npocTpaHeH B kadecTBe ouLmansHOro u3aaHusa 6es paspelueHna defepansHoOro areHTCTBa No TeXHUYeCKo-
MY PEryNMPOBaHUIc 1 METPONOTUM
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HAUMWOHANbHBLIA CTAHOAPT POCCUUCKOWU ®EOEPALUHU

3awuTta uHcgopmMaLuum
OBECMNEYEHUE BE30MNACHOCTU CETEMN 3NEKTPOCBA3U

O6Lwume nonoxeHus

Information protection.
Providing the security of networks telecommunications.
General provisions

Hara BBegeHna — 2007—01—01

1 O6nacTb NnpUMeHeHusA

Hactoqawun ctangapT npegHasHayeH Anga npuMeHeHnst pacnonoXeHHbIMU Ha TeppuTopun Poccuinckoin
degepauun opraHMsaLuamMm, npeanpuaTUsSMn n Apyrumm cybbekTamm Xo3saMCTBEHHON AesiTeNbHOCTU He3aBu-
CMMO OT MX OpraHn3aunoHHo-NPaBoBo hopMbl U PopMbI COBCTBEHHOCTU, KOTOPLIE CBSA3aHbI C CO30aHUEM 1
aKcnyaTaumnein ceTen aneKTpoCBsA3N, ABMAWUMMANCA COCTABHBIMIU KOMMOHEHTaMM CETU CBA3M 0bLero nosb-
30BaHWsi eAUHOM ceTu anekTpocBasn Poccuinckon ®epepaumn. OCHOBHLIMU DYHKLMAMU CETE SNeKTPOCBS3N
asnsoTca npuemM, 0bpaboTka, XpaHeHue, nepeaaya u npegocTasneHne Tpebyemoit HdopmaL M NonbL3oBa-
TernsiM 1 opraHam rocygapcTBEHHOro ynpasneHus Ans ee rnocneayowero npuMeHeHns. Cetn snekTpocBssun
npegHasHayeHbl Ansi OKasaHWa ycyr cBasn noboMy nonb3oBaTento NyTeM NpeaocTaBneHns OTKPbITbIX UH-
hopMaLNOHHBIX PecypcoB U UHOPMaLUK, He coaepxallen cBeQeHWR, COCTaBNSOWMX rocyaapCTBEeHHYO
TanHy, N nHpopmaunmn, 4OCTYN K KOTOPOM OrpaHNYeH B COOTBETCTBUU C 3akoHoAaTeNnbcTBOM Poccuinckon
®epepauun.

HacToqawun ctaHgapT onpeaenseT TePMUHOMOMNIO, Lienn, 3aaadyu, NPUHUMMLI U OCHOBHbIE MOMOXKEHUSA
obecrneyveHns 6e30MacHOCTM CeTeN 3MeKTPOCBA3N.

MonoxeHuaMu HacTosILLero cTaHgapTa pekoMeHayeTcs pyKOBOACTBOBATLCS Npu:

- pasBUTUN U COBEPLUEHCTBOBAHUN NPaBOBOro, OpraHM3aLMoHHOMO, 9KOHOMUYECKOro U Hay4YHO-TEXHN-
yeckoro obecneveHus 6e30MacHOCTU CeTen 3reKTPOCBA3N;

- pa3paboTke NPOEKTOB, MPOrpaMM, HOPMaTUBHbLIX JOKYMEHTOB M METOANYECKUX pekoMeHaaLmii no obec-
nevYeHnto 6e30nacHOCTU ceTen 3NEKTPOCBS3N U KOHTPOSTHO UX COCTOSIHUS,

- chopMUpoBaHMN 1 peanusaLnm NonMTUKKM Ge3onacHoCT onepaTopamMmn CBA3N.

2 HopmaTuBHBIe CCbINKK

B HacTosilem cTaHgapTe UCNonb3oBaHbl HOPMAaTUBHbBIE CChINIKM Ha crneayoLwme ctaHaapThl:

FOCT P UCO/M3BK 15408-2—2002 WHdopmaumoHHas TexHonornsa. MeTtoapl n cpeactea obecneve-
HMsA 6e3onacHocTU. Kpntepun oLeHk 6e30macHOCT MHEpOPMaLMOHHBIX TEXHOMOMMIA. YacTb 2. PyHKuMoHanb-
Hble TpeboBaHua 6esonacHocTH

FOCT P UCO/MBK 15408-3—2002 WNHdbopmaumoHHasa TexHonorus. MeTtoabl U cpeacTtBa obecneve-
Hus 6ezonacHocTu. Kputepum oueHkn 6e3onacHocTn MHpopMaLMoHHBIX TexHonoruin. Yacts 3. TpebosaHus
aosepus k 6esonacHocTn

FOCT P 51275—99 3awwrta uHdopmaummn. Ob6bekT nHpopmaTtmsaumm. ®akTopbl, BO3AENCTBYOLWME
Ha UHopmaumto. ObLwme NonoXxeHus

MpumMeyaHUe—Tlpu NonMb30BaHMM HACTOAWMM CTAH4APTOM LEnecoobpasHo MpoBEpUTb aelicTBue
CCbINOYHBIX CTAHAAPTOB B UHDOPMAaLIMOHHON cucTeme 06LLEero Nonb3oBaHns — Ha ouumanbHoM caiTe degepansHOro

U3paHve odmumanbHoe
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areHTCTBa M0 TEXHWYECKOMY PErynvpoBaHUI0 U METPONOMUM B CETU MIHTEPHET I No exXerogHo usgasaemomy nHopma-
LIMOHHOMY YKa3aTento «HauunoHaneHble cTaHaapThl», KOTOPbIN OnyGrnMKoOBaH No COCTOAHUIO Ha 1 AHBaps TeKyLero roaa, u
Mo COOTBETCTBYIOWMM EXEeMECAYHO u3gaBaemMblM MHPOPMAaLMOHHBIM ykasaTensiM, onybrnmkoBaHHbIM B TEKyLLem rogy.
Ecnu ccbinoYHbIi CTaHaapT 3aMeHeH (M3MEHEH), TO NMpU MoNb30BaHWM HaCTOSILLMM CTaHO4apPTOM CrneayeT PyKOBOACTBO-
BaTbCsl 3aMEHEHHbIM (U3MEHEHHbBIM) CTaHAAPTOM. Ecnu ccbinoyHbIl CTaHaapT OTMeHeH 6e3 3aMeHsbl, TO NMONOXeHUe, B KO-
TOPOM flaHa CChifka Ha Hero, NPUMEeHSIETCS B 4acTu, He 3aTparvBatowWwen a1y CCbInkKy.

3 TepMuHbI U onpeaeneHus

B HacToswem cTaHgapTe npuMeHeHbl cnegytolme TepMnUHbl € COOTBETCTBYIOLWMMU onpeaeneHnamMn:

MpumMeyaH e —B3auMoCBA3b OCHOBHBLIX MOHATWIA W NpoLeccoB obecnevenns 6830NacHOCTU ceTelt anek-
TPOCBS3M NokasaHa Ha npumepe «Mogenb 6e30nacHOCTY CEeTH SMeKTPOCBA3N» (NpUnoxeHne A).

3.1 GesonacHocTb ceTU 3anekTpocBaAsu: CnocobHOCTb CeTU 3MEKTPOCBSI3W MPOTUBOAEUCTBOBATL
onpedeneHHOMY MHOXeCTBY Yrpos, npegHaMepeHHbIX UMK HenpeaHamepeHHbiX AecTabunusnpyowmx Bos-
OeVCTBUIA Ha BXOASILLME B COCTaB CeTW CPeACTBa, NIMHNM CBA3U U TEXHONOrMYeckue npouecchbl (NPOTOKOMbI),
YTO MOXET NPUBECTU K YXYALLEHUIO KaYecTBa YCnyr, MpeJocTaBNAEMbIX CETbIO 3IEKTPOCBA3U.

3.2 pecrabunusumpyouwee BosgencTBue: [eicTBue, UCTOYHUKOM KOTOpOro siBnsieTcsl husnydeckuni
NI TEXHOSOrMYECKNIN NPOLIEeCC BHYTPEHHEro Ui BHELHEro No OTHOLLEHWIO K CeTU 3M1eKTPOCBA3N XapakTepa,
npuBoAsiLLiEee K BbIXOOY U3 CTPOS 31IEMEHTOB CeTU.

3.3 MH(OKOMMYHUKaLMUOHHAA CTPYKTypa ceTu anekTpocBa3nu: COBOKYNHOCTb MHGOPMaLMOHHBIX
pPecypcoB 1 UHpPaCTPYKTYpbl CETU 3NEKTPOCBA3N.

3.4 nHdpacTpyKTypa ceTu anekTpoceasu: CoOBOKYNHOCTb CPEACTB CBA3N, NMHUI CBSI3U, COOPY>KEHUN
CBA3M, TEXHOMOMMYECK/X CUCTEM CBA3MU, TEXHOMOTUIN U OpraHnU3aLMOHHBIX CTPYKTYp, obecneunsaowmx nHegpop-
MaLMOHHOe B3aUMOENCTBNE KOMNOHEHTOB CETU 3MEKTPOCBA3N.

3.5 UHdOopMaLUOHHbIe pecypcbl ceTU aneKkTpocBaA3nu: COBOKYNHOCTb XPaHUMbIX (UCMOMb3yeMbIX
Ans obecnevyeHus npoueccoB hyHKUMOHUPOBAHUA CETU 3NEKTPOCBA3U), 0bpabaThiBaeMbIX U NepeJaBaeMbixX
OaHHbIX, cofdepXalunx nHcdopMaLunio nonb3oBaTenen N/nnu cCUCTEMbI YNpaBneHUsa CeTbio 3N1eKTPOCBA3N.

3.6 ycTonunBocTb (PYHKLMOHUPOBaHUS CETU INEKTPOCcBA3U: CNocoBHOCTL CeTU 3NEKTPOCBA3M Bbl-
MOMHATL CBOW (DYHKLM NPUM BLIXOAE U3 CTPOS YaCcTM SMIEMEHTOB CETU B pe3ynbTaTe AecTabunusnpyowmx Bos-
[NencTBUNA.

3.7 mepbl ob6ecneyeHus 6esonacHocTu: Habop yHKUMIA, onpeaensiowmx BO3MOXHOCTU MeXaHu3-
MoB o6ecneyeHuns 6e30MacHOCTU CETU SMNEKTPOCBS3N MO HEMOCPEACTBEHHON UM KOCBEHHOW peanusauum Tpe-
60BaHuin kK 6e3onacHoCTH.

3.8 mMexaHu3Mm o6ecnevyeHus 6e30NacHOCTU CETU INEKTPOCBA3U: BaanmoyBsizaHHast COBOKYMHOCTb
OpraHn3aLMoHHbIX, annapaTHbIX, MPOrPaMMHbIX U NPOrpaMMHo-annapaTHeIX CPeacTB, cnocobos, MeToaos,
npasum 1 Npoueayp, UCNonb3yeMblX Ansi peanusauuu TpeboBaHuii kK 6e30MacHOCTU CeTU 3NEKTPOCBA3M.

3.9 HapywwuTenb 6e3onacHOCTU (HapyLwWwuUTenb) ceTu aANeKTPocBA3U: Pusnyeckoe UnNu lopuanyeckoe
nMuo, NpecTynHas rpynna, npouecc unu cobbiTue, NPousBoaaLMe NpeaHaMmepeHHble UM HenpegHamepeH-
Hble BO34EeACTBUS Ha MHPOKOMMYHUKaLMOHHYHO CTPYKTYPY CETU 3NEKTPOCBA3MW, NMPUBOASLLME K HexenaTerb-
HbIM MOCMeACTBUSIM AN UHTEpecoB Monb3oBaTenie ycnyramm cBA3u, onepaTtopoB CBA3W W/WNM opraHoB
rocyapCTBEHHOro yrpasneHus.

3.10 puck HapyleHus 6e3onacHOCTM CETU IANEKTPOCBA3U: BepoaTHOCTb NpuunHeHns yilepba cetu
3NEKTPOCBA3N UMK €€ KOMMOHEHTaM BCreACTBUE TOro, YTO onpedenieHHas yrposa peanusyeTcsa B pesyrnbTaTe
Hanuunsa onpeaeneHHoN ya3BUMOCTU B CETU 3IEKTPOCBA3MN.

3.11 cuctema obecneueHus 6esonacHocT CCOM: CoBokynHOCTL cnyx6 GesonacHocTy onepaTopos
ceTel anekTtpocssian CCOlN n mncnonb3yembiX MMU MexaHuamoB obecnedeHus BesonacHocTW, B3aumoge-
MCTBYIOLAA C opraHamu yrnpasfieHNst CETAMWN 3NEKTPOCBA3N, opraHnsauma 1 OyHKLMOHUPOBaHNE KOTOPON
ocyLUecTBrsieTcA Mo HopmaM, npasunam 1 obssaTenbHbIM TpeboBaHWsAM, YCTaHOBNEHHBIM B 06nacTui cBA3N.

3.12 cnyx6a 6ezonacHoCTU ceTU anekTpocBaA3u: OpraHn3aLOHHO-TEXHUYECKasi CTPYKTypa onepa-
TOopa CeTW 3MeKTPOCBA3NU, peanusylowas nonutuky 6e3onacHoCT onepaTtopa cBsAsn U obecneduBatoLas
hyHKUMOHUPOBaHNe cnuctemel obecnevenns 6eszonacHoct CCOIM.

3.13 yrpo3sa 6e3onacHoCTU ceTu aneKkTpocBA3U: COBOKYNHOCTb YCOBUIA 1 hakTOpOB, CO3AarOLLMNX
noTeHLUManbHylo UM peanbHO CYLUEeCTBYHOLWYHO ONacHOCTb HaHeceHWs ywepba ceTu 3reKTPOCBS3N Unn ee
KOMMOHEHTaM.
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3.14 yasBUMOCTb ceTu aneKkTpocBA3n: HegoctaTok unu cnaboe Mecto B cpedcTBe CBSI3U, TEXHOMOMM-
YeckoM npouecce (npoTokone) o6paboTku/nepeaaym MHbopMaLMu1, MEPONPUATUAX U MexaHU3max obecneve-
HUa 6e30MacHOCTM CeTU AMNEKTPOCBS3U, MO3BONALIME HAPYLUUTENIO COBepLUaTh AEACTBUS, NpUBoasiiMe K
ycnewHon peanuaauum yrpossl 6esonacHocTu.

3.15 nonutuka 6ezonacHocTu onepatopa cBA3U: COBOKYMHOCTb JOKYMEHTUPOBaHHLIX NpaBusl, Npo-
ueayp, NpakTU4ECKUX NPMEMOB UM PYKOBOASLMX NPUHLMNOB B o6nactu obecneveHus 6e3onacHoCTu, KOTo-
pbIMU JOIDKEH PYKOBOACTBOBATLCS OnepaTop CBA3N.

3.16 ceTb cBA3U: TexHoNOrMUYeckas cuctTemMa, Bkovarollas B cebs cpecTsa U NMMHUAM CBSI3N U Npea-
HaszHauYeHHaa Ana 31eKTPOCBA3M UU NOYTOBON CBA3N.

1 punmedaHue— Onpegenenve npmeeaeHo B COOTBETCTBUM ¢ PeepanbHbim 3akoHoM «O cesian» [1].

3.17 anekTpocsa3sb: Miobbie UsNydeHns, nepeaaya Unu NpUeM sHakoB, CUrHaroB, rofocoBon MHAOp-
MaLm, MMCbMEHHOrO TeKCTa, U306padkeHuid, 3ByKOB UM cooBLLeHUI No6oro poaa no paguocucTeMe, NpoBoa-
HOM, OMTUYECKOI 1 APYIUM 3TIEKTPOMArHUTHBIM CUCTEMaM.

1 punmedaHue— Onpegenenve npmeeaeHo B COOTBETCTBUM ¢ PegepanbHbiM 3akoHoM «O cesian» [1].

4 CokpalleHus

B HacTosilwem cTaHgapTe UCTIONb3YIOTCA Chneayolme CoKpaLLeHu s :
UT  — uHdbopmauMoHHas TEXHONOIUS;

BH — BosgencTBue HapylumTens;

COB — cucrtema o6ecneuyeHns 6e3onacHoOCTH;

CCOMN— ceTb cBA3K 06LLEro Nonb3oBaHUs;

HCO — HecaHKUMOHNPOBAHHLINA AOCTYN;

OTE — opraHusauuoHHble TpeboBaHuA Ge3onacHoOCTH;
TTB — TexHudeckne TpeboBaHUa GesonacHoOCTH;

®TB — dyHKUMOHanNbHbIEe TpeboBaHUA GesonacHOCTH;
TOB — TpeboBaHua aoBepusa kK 6e3onacHoCTH,

HCB — HecaHKUMOHNPOBaHHbIE BO3AENCTBUA.

5 OcHOBHbIe NONoXeHus No o6ecneyeHU0 6e3onacHOCTU ceTen ANeKTpocBA3nN

5.1 CeTn aneKTpocBsA3n ABNAIOTCA cpeaoin nepeHoca coobLueHui noboro poga B BUAE NEKTPUYECKNX
curHanos. CoobLenuns cogepxkaT uHdopMaLmio Norb3oBaTens, KOTopasa MoXeT OblTb OTKPLITOR, 3aKoAUPO-
BaHHOW, 3alMdpPOBaHHON UK CKPeMBNMPOBaHHOW (YTO ONs CeTU 3MEeKTPOCBA3N ABMAETCA Heonpeaensio-
W1m), 1 cnyxebHyto nHopmaLumto (Hanpumep, agpec nonydatens). CeTb 3/1eKTPOCBA3N A0MKHA 06ecneunTb
LieNocTHOCTL NepefaBaeMblX COOBLLEHMI U CBOEBPEMEHHOCTb UX AOCTaBKM agpecaTy.

OTKpbLITOCTb CeTe SNEKTPOCBA3M He Ao/MKHA 03Ha4aThb MOSHY AOCTYNHOCTb KO BCEM ee uHdopMa-
LMOHHBIM pecypcaM 1 OTCYTCTBUE KOHTPOMSA UX MCMoNb3oBaHUs. B ceTn anekTpocsssu gomkHa 6biTb obecne-
YeHa 3aLuTa cobCTBEHHOM, cnyxebHol Hdopmauun, npegHasHavyeHHoW 4N ynpasneHns paboToin ceT unm
cnyx6 ceTn.

K nHcbopMaLmMoHHBIM pecypcam ceTei anekTpocBa3mn, TPeOYoLMM 3aLLnThl CO CTOPOHLI orepaTopa CBsl-
31, MOTYT ObITb OTHECEHBI:

- cBeaeHns o6 aboHeHTax, 6a3sbl AaHHbIX;

- MHcopMaLuma ynpasneHns;

- AaHHble, cofepxalyme MHdbopmaumio norb3osaTtenei (obecnevyeHne 4OCTYNHOCTM U LLeNOCTHOCTU);

- nporpaMMHoe oGecrneyeHre cUCTEM YNpaBneHns CeTAMU 3NeKTPOCBA3N;

- CBeAeHus 0 NPOXOXAEHWN, MapamMeTpax, 3arpyske (MCrnonb3oBaHUN) IMHWIA CBA3M MarucTpasibHbIX ce-

- 0606LleHHble CBEAEHNS 0 MecTax aucnokauum Y310B CBA3U N YCTAHOB/IEHHOM CETEBOM oGopyp,osa-

CBE/IEHS, pacKpblBaloLIMe CTPYKTYPY MUCMONb3yeMblX MeXaHnaMos obecneveHns 6e3onacHoCT ceTu
3NeKTPOCBA3MN.

5.2 HeoBxoaumocTb paccMoTpeHust npobnem obecnevyeHnst 6e30nacHOCTU ceTel aneKkTpocesian obyc-
noeneHa:
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- OWHaMUKON pasBUTUS CETE 3NEeKTPOCBA3M U UX UHTerpauunei ¢ rnobanbHbBIMA CETAMU CBSI3N, B TOM
uucne ¢ NHTepHer;

- COBepLUeHCTBOBaHNEM npumMeHsieMbix UT;

- POCTOM Yucna nonb3oBaTenen ycrnyramu CBs3W U pacluMpeHneM cnekTpa npegoctaBneHns ycnyr
CBSA3M;

- yBenunyeHveMm o6bLEMOB XpaHUMON 1 nepedaBaemMoii Hdopmaumn;

- TepputopuanbHOW PaccpefoTOYEHHOCTBIO  CIOXHBIX  MHAPOPMaLMOHHO-TENEKOMMYHNKALNOHHBIX
CTPYKTYP;

- HegoCTaTOYHOCTLIO B CETAX 3M1eKTPOCBA3N HeobXoAUMbIX MexaHM3MoB obecnedeHns 6esonacHocTy.

3T npobremMbl CyLeCcTBEHHO MOBLILIAIT YA3BMMOCTb CeTeld, CMOCOOCTBYIOT MOSIBNIEHNIO HOBbIX Yrpo3
6e3onacHOCTV 1 onpeaensitoT HeobXoAMMOCTb KOMMMAEKCHOTO peLleHust 3agad no obecneyeHuto 6esonacHoc-
TW CeTel 3reKTPOCBSA3N NyTeM:

- opraHusauunm adcpekTMBHOro, 6e3onacHoro ynpasneHust U B3auModencTBUSA ceTel;

- noadepXXaHus rapaHTUPOBaHHBIX KAYEeCTBEHHbIX XapakTepucTuk npoLieccos 0bpaboTku MHopMaLmm
B CETSIX 3MeKTPOCBA3N (KayecTBa 0BCMyXMUBaHMsI) B YCINOBUSIX BO3SMOXHbIX BH Ha MHGOKOMMYHUKaLMOHHYIO
CTPYKTYpPY CeTen 3MeKTpocBasNn;

- CO3aHusl B CETSAX AMIEKTPOCBSA3N HaAEeKHbIX M 3aLUMLLEHHBIX KaHaI0B Mo NPOoMycKy onpeaeneHHbIX ka-
Teropuii Tpaduka, U3 COBOKYNHOCTU KOTOPOro MOryT BbITb M3BNEYEHbl cCBeAeHUs1, CNOCOBHbIE HaHeCTH yiepb
6esonacHocTn Poccuiickon Pegepauuu;

- NPOTUBOAENCTBUA NPOABIEHNIO TEPPOPUIMA Ha CETSX 3IIEKTPOCBA3N, B TOM YUCIE 3KCTPEMUCTCKAM
JencTBMaAM.

PelwweHune aaHHbix npobnem siensietca dpyHkumein COB ceten anektpocssian CCOIM un cnyx6 6esonac-
HOCTW OMepaTopoB CBA3M B paMKax 0bLLMX MOMoXeHWR No 6e30nacHOCTU ceTel 3aNeKTpoCBA3u, NpeaaraeMblxX
HacTosAWMM CTaHAapTOM.

5.3 OcHoBHbIMM LensiMy obecneveHns 6@30NacHOCTU ceTelr 3NeKTPOCBA3N ABNSIOTCS:

- DOCTWKeHWE yCTONYMBOro hyHKLNOHUPOBAHNS U YCTIELLHOIO BhIMOSTHEHUS 3aaHHbIX (PYHKLUMIA CETbIO
3MeKTPOCBA3N, B YCNOBUsIX BO3MOXHOro BH, cnocobHoro npuBecTy K HapyLueHuo KoHUaeHUMansHOCTH, Lie-
NOCTHOCTW, OCTYMHOCTN UM NOAOTYETHOCTY;

- obecneyeHne JOCTYMHOCTM YCNyr CBA3N, OCOBEHHO YCNyr aKCTPeHHOro o6CnyXMBaHus B YpesBbluait-
HbIX CUTyaUWsIX, B TOM YUCNE N B CNyYae TEPPOPUCTUHECKUX aKTOB.

5.4 OcHoBHbIMM 3agadvamu obecneyeHUa 6e3onNacHOCTN ceTen NEKTPOCBAIN ABNSAIOTCH:

- CBOEBpPEMeHHOe BbIsIBMEHWE, OLleHKa U NPOrHO3UPOBaHWE UCTOYHUKOB Yrpo3 6e30MacHOCTU, MPUYUH U
YCIOBUWI, CNOCOBCTBYOLWNX HAaHECEH IO yilep6a, HapyLueHUIo HoOpManbHOro byHKLUUOHUPOBaHUS U Pa3BUTUSA
CeTel 3MeKTPOCBs3W Ha BCEX YPOBHSIX Mepapxun eQuHon ceTn anekTpocsasn Poccun (MexxayHapoaHOM, Mex-
AyropogHeM, 30HOBOM, MECTHOM, Ha YPOBHE NOMb30BaHUA yCnyramn CBAU U T. A4.);

- BbISIBNIEHUE N YCTpaHeHUe YsI3BUMOCTEN B CPEACTBAX CBA3U U CETAX SNEKTPOCBA3N;

- npegoTBpalleHne, oBHapyxeHue yrpo3 6e30nacHOCTU, NpeceveHne Ux peanusaumm U cBOeBpeMeH-
Has NUKBMAALMA MocneacTBUA BOSMOXHBLIX BH, B TOM unucne n TeppopucTudecknx AeUCTBui;

- opraHusauusi cucTemel NPonycka NpUopUTETHOro Tpaduka NO CeTU MEKTPOCBA3N B Crlydae Ype3Bbl-
YalHbIX CUTyaLuiA, opraHusauus 6ecnepeboitHoi paboTel MexayHapoaHOW aBapUNHOW Cryxohbl;

- COBEpLUEHCTBOBaHMWE 1 CTaHAapTM3aLmMsa NpuMeHsaeMblx Mep obecneveHunsa 6€30nacHOCTU ceTei anek-
TpOCBA3N.

MpwumedyaHune—Onepatopamu cBa3m MOryT 6bITe oNpeaeneHsl 4ONONHUTENbHBbIE Lienu 1 3aaaumn obecneve-
HWsA 6e30NacHOCTU CeTel SMeKTPOCBA3MN B 3aBUCUMOCTU OT BEINONMHAEMbIX OpraHu3aumnen cBsiau hyHKUMiA 1 ee BuaHec-Le-
nen, Ho POPMYnMPOoBKa Lienemn n 3agad aoskHa 6biTb He3aBMcMa OT cnOcoboB UX peanuaaunu.

5.5 OnepaTop cBSA3M NpY OCYyLLEeCTBNEHUN NpoLuecca ynpaBneHns hyHKLUUOHUPOBaHNEM CETU 3NEeKTPO-
CBS13M OOITKEH MUHUMN3NPOBaTL BO3MOXHbIE HeraTuBHble BH ans obecneveHns BbINONMHEeHNs1 OCHOBHBIX Lie-
nei opraHMsauMn CBA3KW, B TOM 4ucrie U BusHec-npoueccoB. ATO AOCTUraeTcsl NyTeM MHTErpupoBaHus B
cucTemy yrpasneHns yHKLMOHMPOBaHUEM CETU 31EKTPOCBA3N Npouecca yNpaBneHsa puckamu.

Ha Kaxxgom cTagnm XXM3HEHHOTO LIMKNa ceTel 3M1eKTPOCBA3N (MPOeKTUPoBaHWe, CTPOUTENLCTBO, PEKOH-
CTPYKLUSA, pasBuTME U 3KCNIyaTaLus) AoMKHA OCYLLECTBAATLCA AeATENbHOCTL NO NoAAEPKaHUIo yripaBneHUs
puvcKamu, OCHOBOM KOTOPOW SIBNAAOTCA NnpoLliecchl naeHTUUKaLUUN U OLLEHKN PUCKOB.

OueHka pucka npu obecnedeHnn 6e3onacHOCT ceTen 3NeKTPOCBA3N AOMKHA NPOU3BOAUTLCA HA OCHO-
BE aHanuaa ysa3BUMOCTEl CeTel 3MeKTPOCBA3N U Yrpo3, CNOCOBHbIX peannsoBaTth 3TW YA3BUMOCTH.

5.6 Yrposbl MoryT cnocobcTBoBaTh NPUUMHEHUIO ywepba nonb3osaTesisiM ycrlyraMmu cBsiau, onepaTo-
pam W/unun opraHamM rocyapcTBEHHOro yrnpaBreHus.
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3a ocHoBY KnaccudurkaLum yrpos 6e3onacHoOCTU ceTel aneKTPOCBA3N pekoMeHayeTca knaccudukaumio,
yctaHoBneHHyto FTOCT P 51275, B cCOOTBETCTBUN C KOTOPOW Yrpo3bl MOTyT BbiTb KnaccupuumpoBaHbl:

- Mo Npupoae BO3HUKHOBEHUS: 06 beKTUBHBIE (ECTECTBEHHBIE) UIMN CYBBLEKTUBHBIE (MCKYCCTBEHHbIE);

- MO UCTOYHMUKY BO3SHUKHOBEHUS: BHELLHWE UM BHYTPEHHMWE.

McToYHMKOM yrpo3 6e30MacHOCTU ceTeil 3NeKTPOCBA3N MOryT ObiThb: Cy6bekT, MaTepuanbHblid 06bekT
unu umsnyeckoe saBneHue.

B npouecce obecneyeHuns 6e3onacHOCTM CETU 3IEKTPOCBSI3M HEODXOAUMO BbISIBNIEHNE BCEX BO3MOXHbIX
yrpo3 uHOKOMMYHUKALMOHHON CTPYKTYpe CeTy.

MonHoe MHOXeCTBO yrpo3 6esonacHoCTU He nogaaeTcs opManusaunn. 3To CBA3AHO C TEM, YTO apXu-
TEeKTypa COBPEMEHHbIX CETEW 3M1eKTPOCBA3U, UCNOMb3yeMble TeXHONMorMn obpaboTkn, XxpaHeHUa 1 nepegaqn
nHcpopmaLmm noaBep>KeHbl 6OMNbLLIOMY KONMMUYECTBY OB BEKTUBHBIX 1 CYyObEeKTUBHBIX AECTaBUNN3NPYIOWNX BO3-
Aencteui. Ho yem Gonblue 6yaeT BbISIBNEHO BO3MOXHBIX Yrpo3 6e30nacHOCTU, TeM TouHee ByaeT oueHeHo
cocTosiHue 6e30MacHOCTN CeTU JNEKTPOCBA3N.

K OCHOBHBIM BO3MOXHBLIM Yrpo3am 6e30MacHOCTU ceTei aNeKTPoCBA3nU MOryT GbITb OTHEeCeHb! cneayto-
LLMe Yrposbl:

- YHUMTOXeHWe uHdopmMaumm nunm apyrux pecypcos;

- UCKaXeHue unun moaundukaumsa uHdopmaumm;

- MOLUEHHUYECTBO;

- Kpaxa, yTeuka, notepsi uHcpopmaLm u/unun Apyrux pecypcos;

- HecaHKUMOHUPOBaHHbINA AOCTYM;

- OTKa3 B 06cnyXnBaHuu.

Kaxgas BbisiBneHHasi yrposa B COOTBETCTBUM C BbIBPAHHON METOAMKON OLEHKU PUCKOB AOSKHA paHXu-
poBaTbCs MO BEPOSITHOCTU CBOEr0 BO3HUKHOBEHUS ANs NOocrneAyiolero aHannsa puckoB U OUEeHKN BefTUYUHBI
BO3MOXHOrO ywepba ceTn anekTpocssan oT peanusauun yrpos. lNpumep TpexypoBHeBOW rpagaumn BepoaT-
HOCTW BO3HUKHOBEHUS Yrpo3 npuseaeH B Tabnuue 1.

Ta6nwuya 1— OnvcaHue nokasaTenei BEPOATHOCTU BOSHUKHOBEHUSI YIpO3

MokasaTtens BEPOATHOCTU

OnucaHue AencTBUN HapywuTens
BO3HWKHOBEHWS Yrposbl A Py

MaﬂOBepOﬂTHO HapymMTenb obnagaet oH4eHb HE3HAYUTENBHBIMW TEXHUHECKMMWN BO3MOXHOCTSAMM Ansi
peanun3ayum yrposbl Unn moTtuBauna ana Hapywutena oveHb HU3Kana

BeposiTHO TexHU4YeCKMe BO3MOXHOCTH, HeobxoauMble ANs peanu3aunm yrpossl, He CNIMLWKOM Bbl-
COKM U pa3peLrmbl 6e3 GonbLLIoro YCUnus; Kpome TOoro, AOMKHO GbiTb padymHoe nobyxae-
HVe Ansi HapywuTens, YyTobbl peanuaoBaTh Yrpo3sy

BoamoxHo Ha ceTun aneKkTpocBs3n OTCYTCTBYIOT Me@xaHn3Mbl o6ecneveHns 6e3onacHoOCTH, UCTONb-
3yemble A4Ns NPOTUBOAENCTBUS 3TOMN Yrpo3se, v NoByxaeHVe Ans HapylWwuTens BeCbMa Bbl-
coko

5.7 B uensx yyeTa Bcex BO3MOXHBIX cchep NposBneHUs yrpos A5 KXo KOHKPETHON ceTu 3neKTpo-
CBA3N HeobxoamMmo paspabaTkiBaTb MOAENb Yrpo3 6e30nacHoCTy.

Mogaenb yrpos 6e30MacHOCTH CETU AMEKTPOCBA3M NpeacTaBnsaeT coboi HOPMaTUBHBIA AOKYMEHT, KOTO-
PbIM JOMKEH PYKOBOACTBOBATLCS 3aKasquk Npu 3agaHun TpeboBaHuin kK 6e30nacHOCTU ceTu, 1 paspaboTyuk,
co3garoLwni 3Ty ceTb U cnyx6bl obecneveHns nHpopmaLnoHHoN 6€30MacHOCT CeTU NpU ee aKCnyaTaumu.

Mogenb yrpos AoMmKHa BKoYaTh:

- onucaHwne pecypcoB MHMOKOMMYHUKALMOHHON CTPYKTYphl (06bekToB 6e30nacHOCTN) ceTu anekTpo-
CBA3M, TpeDbYOLWMX 3aLluUThI;

- onucaHne NCTOYHUKOB hopMUPOBaHUS AecTabunuanpyowmnx Bo3aeNCTBUA N UX NOTEHLUNaNbHbIX BO3-
MOXXHOCTE;

- CTafuM XXM3HEHHOTro LMKITa CeTWN MEKTPOCBA3M, B TOM YMcne onpedensiiolne ee TeXHONOorM4eckuin 1
3KCnnyaTaLuMoHHbIA 3Tanbl;

- onucaHue npouecca BO3HUKHOBEHNS Yrpo3 U MyTen X NpakTU4eckon peanusaumu.

B kavecTBe npunoxeHus mogenbs yrpo3 6e3onacHOCTM AomKHa cogepXKaTb MOMHbIA NepeyeHs yrpos u
6a3y AaHHbIX O BbISIBIEHHbIX HApYLUeHUAX 6e30MacHOCTU CeTU SMEKTPOCBA3M C onncaHnemM obCcToATENbCTB,
CBSI3aHHbIX C OBHapyXXeHnem HapyLIeHWA.
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B cooTBeTCcTBMU ¢ pa3paboTaHHON Moderbio Yrpo3 OLEeHUBaEeTCsl ONacHOCTb Yrpo3 ANA KaXaon rpynnel
MAEHTUULMPOBAHHBIX PECYPCoB NH(POKOMMYHUKALMOHHON CTPYKTYPBI CETU 3MNEKTPOCBA3N N YCNyr CBA3N 1
onpeaensioTcs BO3MOXHble Mepbl obecneveHus 6e3onacHOCTN AN NPOTUBOAENCTBUA KaXKA0W KOHKPeTHON
yrpose.

5.8 Yrpo3abl 6e30nacHOCTM CeTU 3NEKTPOCBS3N peanvayloTcsl HapyLMTenaMu 6e30nacHOCTU Yepes Bbl-
ABNEHHbIE YSA3BUMOCTU UH(DOKOMMYHUKALMOHHOW CTPYKTYPbI CETU, B KOTOPYHO OHW MOTyT ObiTb BHECEHbI Ha
TEXHOMOrMYECKOM WU 3KCIyaTaLMOHHOM aTanax ee XM3HEeHHOro Lykra. Yrpoabl 6€30MacHOCT MOTYT U3-
MEHATLCA. YS3BUMOCTb MOXET CyLLIeCTBOBaTb Ha MPOTSKEHWU BCEro CpoKa aKcnyaTaunm ceTn 3neKTpocBaAsn
WU KOHKPETHOTO MPOTOKONa, €cfiM OHa CBOEBPEMEHHO He YycTpaHsieTcsl pas3paboTyukomM uau no ero
npeacTaBneHuio cnyxéamu akcnnyatauum oneparopa CBs3u.

5.9 Hapywurtenammn 6e30nacHoCTU ceTel NeKTPOCBA3N MOTyT BbIThb:

- TeppopuUCTbl N TEPPOPUCTUHECKWUE OpraHU3aLImu;

- KOHKypuvpyioLme opraHnsaumm u CTpyKTypbl;

- cneucnyx6bl MHOCTPaHHbIX rocyAapcTB U 6J10KOB rocy4apcCTB;

- KpUMUHarnbHble CTPYKTYphI;

- B3NOMLUMKN NpOrpaMMHbIX NpoaykToB UT, ncnonb3ylolmxcsa B cUCTeMax CBA3M;

- GbIBLIME COTPYAHWUKA OpraHU3aLuin CBA3u;

- Hego6poCcoBeCTHLIE COTPYAHWUKA U NapTHepPHI;

- nonb3oBaTenu ycryramu cBssu 1 ap.

OCHOBHBIMW MOTUBaMW HapyLUeHWI Be3onacHOCTU ceTei aNeKTPOCBA3U MOTYT BbiThb:

- MecCTb;

- OOCTWXeHWe AeHEXHON BbIroAbl, B TOM YiChe 3a cHeT NpoAaxu nosyyeHHon nHdopmavmm;

- XynuraHcTBo 1 Nio6onbLITCTBO;

- rpodeccuoHanbHoe caMoyTBepXKAeHKe.

5.10 [Onsa yyeTta Bcex Bo3MOXHbIX BH 1 onpeaeneHus ero kateropun paspabatbiBaeTca Modernb Hapy-
wntens 6e3onacHOCTM CeTH 3NEeKTPOCBA3N, Nog KOTOPOoI NoHUMaeTca abeTpakTHoe (dopManusoBaHHoe Unu
HedopManu3oBaHHOe) orncaHne HapyLwMTena NOUTUKA 6e3onacHoCTu.

3apava nocTpoeHUs Mogenu Hapywntens 6e3onacHOCTU CeTU 3NEKTPOCBA3N COCTOUT B onNpeaeneHnn:

- WTaTHLIX OGBEKTOB M 3NIEMEHTOB CETU, K KOTOPbIM BO3MOXEH A0CTYN;

- cy6bekToB, AOMYLLEHHBIX K paboTe ¢ 06opyAoBaHNEM ceTU B Nepuoa ee NPoeKTUpoBaHus, paspaboT-
K1, pa3BepTelBaHWS U 3KcnnyaTauumu;

- NepeyHsi COOTBETCTBUSI OGBEKTOB AOCTyNa cybbekTam, KOTopble MOTryT 6biTb NOTEHUUANbHBIMU Hapy-
LWNTENSAMMU.

Mpw onpeaeneHun NOTEHLMANbHOro HapyLUTENs U COCTABNEHUN ero MoAeN He0BX0AUMO NCXOANUTL U3
TOro, UTO HapYLIUTENb MOXET BbITh Kak 3akoHHbIM aBOHEHTOM ceTu (NpUHaanexaTb K nepcoHany, Henocpe-
ACTBEHHO paboTatowemMy ¢ aboOHEeHTCKUMI TepMUHanNamMu), Tak  NOCTOPOHHNM SIMLOM, MbITAIWUMCA Henoc-
peacTBEHHO UM C MOMOLLLIO UMEIOLLMXCS Y HEero TEXHUYECKUX U NPOorpaMMHbIX CPeAcTB NONY4nTb AOCTYN K
NMHpOPMaLMOHHBIM pecypcaM 1 UHAPaCTPYKTYpe CeTn.

BH, B ocHOBHOM, HanpaBneHebl Ha yxyALeHue Ka4eCTBEHHbIX XapaKTepuUCTUK (pyHKUMOHNPOBaHUA ceTen
3MeKTPOCBA3N U MOTYT OCYLLECTBAATLCS, Kak NpaBurio, MyTem noucka u UCnofb3oBaHWUA 3KCMNyaTaunoHHbIX 1
TexHonornyecknx ysassumocten. BH moryT ocyllecTBnATLCS:

- Mo KaHanam aboHeHTCKOro 4ocTyna, B TOM YMcne 1 6ecnpoBoaHbIM;

- MO0 BHYTPEHHUM NNHUSAM CBSI3M;

- ¢ paboumx MecT CUCTEM yrpaBrieHnsl N TEXHUYECKOro ob6CcnyxuBaHus;

- M0 HeJeKNapupoBaHHLIM KaHanam gocTyna.

Mpwn 3TOM MOTYT UCMOMBb30BaTLCA KaK LUTATHBIE, TaK U CneuuanbHble cpeacTsBa CBA3N.

5.11 BH mMoryT HoCUTb Kak HenpeaHamepeHHBI (CnyYanHbIn), Tak n NpeaHaMepeHHbIN Xapakrep.

HenpeaHamepeHHble (CrydvaiiHble) BO3AEACTBUSE MOTYT BbITb CNPOBOLMPOBaHBI HEAOCTATOMHON HaaeX-
HOCTbIO CpedcTB CBA3W, olwmnbkamm obcnyxuBatollero nepcoHana, NPUPOAHBIMA ABAEHUAMW U APYTUMA
06 BbEKTUBHBIMW AeCTabuMaMpyoLWMMU BO3AENCTBUAMM.

MpeaHamepeHHble BO3OEACTBUSA MOTYT BbITb akTUBHBIMW, NACCUBHBLIMU U HE NpecneaylowmMn Lenen.

5.11.1 AKTUBHble AeCTBUS HapyLUMTENs NpedyCMaTPUBAOT BMeLaTeNnbLCTBO B paboTy ceTu anekTpo-
CBA3M, HapYLUEHNE PEXUMOB ee (PyHKLMOHUPOBAHNSA N CHUXKEHUE KavecTBa 06CnyXuBaHUa BNOTb A0 NOMHO-
ro npekpaleHns npedocTaBneHns yenyr cBA3n nonb3osatenam. OCHOBHbIE Lenu akTUBHBIX AeACTBUIA:
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- MoApbIB penyTaLmmn onepaTopa-koHKypeHTa NyTeM HapyLUEHWUSt AOCTYNHOCTM YCIyr CBA3N W/UNn yxya-
LLIEHMS NX XapaKTepPUCTUK;

- HeCaHKLMOHUPOBaHHOE NCMOMb30BaHMe YCnyr.

5.11.2 MaccuBHble AeUCTBUS HAPYLUMTENA NpeanonarateT HaHeceHue Bpeaa aboHeHTy (nonb3osaTtento
ycriyraMmn CBsiau) nyTeM UCMnonb30BaHUS BbISBMEHHbLIX YS3BUMOCTEN CETU 3NEKTPOCBA3N, HO He HaHocawmue
NpsAIMOro Bpeda ceTu aneKkTpocBaA3n. Lienbio Taknx AeNCTBUN MOryT SIBMATLCA:

- nepexBaT NepcoHarbHbIX AaHHbIX Nofb3oBaTenen (Hanpumep, Naponen Ans perucTpauumn TepMuHa-
nos);

- nepexBaT AaHHbIX 0 (PMHAHCOBBIX CAeNKax C Lenbtlo HaHeceHust yulepba brsHecy;

- HabnogeHue 3a BbIMOMHSAEMbIM NPoLeccoM (MOAroToBKa A1 HOBLIX aTak — aKTUBHbIX A4eACTBURA);

- MOWUCK MAEONOTUYECKUX, MONMUTUYECKNX BbIroA;

- LWaHTaX, BbIMOraTenbCTBO.

5.11.3 [OelicTBuUs, He Npecneayrowmne Lenen (XynuraHcTso) — AEWCTBUS, He cTaBswme nepesd cobomn
Lenu HaHeceHust Bpeaa KOHKPETHOMY hrU3nyeckoMy 0BbeKTy Unu nnuly.

5.12 Bbe3onacHOCTb CeTW 3NEKTPOCBA3N XapaKTepu3yeTcsl OCHOBHBIMU €€ KpUTepUsIMA:

- KOHhMaEeHLManbHOCTLH NHOKOMMYHUKALMOHHOW CTPYKTYPbI CETU 3IIEKTPOCBSA3N;

- LenoCTHOCTbIO MHbopMaunn 1 yCryr CBA3M;

- OOCTYMHOCTbLIO MHpopMaLn U YCITYT CBS3U;

- MOAOTYETHOCTLIO AENCTBUN B CETHU.

5.12.1 MNopa koHbUAESHUNANBHOCTLIO UHPOKOMMYHUKALIMOHHOM CTPYKTYPbI CETU SMNEKTPOCBS3U NOHUMa-
0T CBOWCTBO, MO3BOMSAOLLEE OrPaHUYUTL HECAHKLUOHUPOBAHHbLIA AOCTYN K UHPOKOMMYHUKALIMOHHOM CTPYKTY-
pe CceTn 3NneKkTpocBsA3M W/WM He packpbiBaTb coAepXaHus WHMDOPMAaLNOHHBIX pPEeCcYypcoB CeTu
HeynoJIHOMOYEHHBIM Nuuam, o6bekTamM UK npoLeccam.

HapywieHne koHpmaeHUMansHOCTN — HeCaHKLMOHUPOBaHHOE packpbiTue UHdOPMaLMn ynpasneHus,
nepcoHanbHbIX AaHHBLIX NONb3oBaTeNen U ap.

5.12.2 Top uenocTHOCTbIO MHPOPMALIMK 1 YCIYT CBA3M MOHUMAIOT COCTOSIHME CETU 3NEKTPOCBA3M, Npu
koTopoM obecrevmBaeTcsl HEM3MEHHOCTb MHPOPMAaLIMU 1 OCTYMHOCTL YCMYr CBSI3U AnNsl MoNb3oBaTenen, He-
3aBUCMMO OT MpeHaMepeHHOro UM crydaHoro HecaHKUMoHUpoBaHHoro BH Ha MHOKOMMYHUKALMOHHYO
CTPYKTYpY CeTW, B TOM YMCHe B YpE3BbIYaNHbLIX CUTYaLUsX.

HapylueHne LenocTHOCTU — HecaHKUMOHUPpOoBaHHaa Moaudunkauns unmn paspylleHue nHhopmMaLlmoH-
HbIX PECYPCOB 1 MH(PPaACTPYKTYPbI CETU 3MEKTPOCBA3M.

5.12.3 lMog gocTynHOCTbIO MHpopMaLLMK 1 yCNyr NOHUMaeTcsi CNoCoBHOCTL CeT 3NeKTpocBsA3mn obecne-
YUTb MOMb30BaTENSIM COrMacoBaHHbIe YCMOBWS OCTYNa K NpefocTaBsieMblM YCyraM CBSA3U U UX NonyYveHune,
B TOM 4uICrie B YCMOBUSIX BO3MOXHBLIX BH Ha MHpOKOMMYHMKALIMOHHYIO CTPYKTYPY CETU 3NEKTPOCBSA3N.

HapylueHne 4oCTyNHOCTU — HapyLueHne A4ocTyna K UCrob3oBaHNo MHOpMaLLMM Un YCnyr CBA3N.

5.12.4 Mop NOAOTYETHOCTLIO NMOHNMAOT CBOWCTBO, KOTOpoe obecneymBaeT 0QHO3HAYHOE OTCIEXUBa-
HWe AeicTBUi B ceTn noboro obbekTa.

HapylwieHue noaotyeTHOCTU — OTpuULI@aHUE OeNCTBUN B CETU (Hanpumep, ydacTue B COBEPLLUEHHOM ceaH-
ce cBSA3W) Unu nogaenka (Hanpumep, cosgaHne MHopMaL M U NpeTeH3nn, KoTopble AKOOLI BbiNK NOMyYeHbl
OT gpyroro obbekTa Unu nocnaHbl ApyromMmy obbekTy).

B Tabnuue 2 nokasaHa B3anMOCBA3b OCHOBHBIX Yrpo3 1 KpuTepnes 6€30MacHOCT CeTH SMEeKTPOCBSA3N.

Tabnunya 2— OTobGpaxeHne B3aMMOCBSA3U OCHOBHbIX YIpO3 U KpuTepreB 6e3onacHocTn

Kputepun 6esonacHoctu
Bup yrposbl
KoHdpmaen- MogoTuer-
un LlenoctHocTh [octynHocTb A

UManbHOCTb HOCTb
YHUYTOXEHWE MHpOpMaLMKM W/UNu apyrux pecypcoB — + + +
MckaxeHne nnm moamdukaumsa nHdopmaumm — + — +
MolueHHnyecTBO + + + +
Kpaxa, yteuka, notepsi nudopmauum n/unn gpyrmx + + + —

pecypcoB
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Okonyarue mabnuusi 2

Kputepuu 6esonacHoctu
Bug yrpossl
- Mopotuer-
Korcuaen LenoctHocTb [ocrynHocTb A
UManbHOCTb HOCTb
HecaHKUMOHMPOBaHHbLIV JOCTYN + + + +
OTkas B obcnyxvBaHum —_ — + —

MpwumeyaHue—3Hak (+) 03Ha4YaeT BO3MOXHOE BO3AENCTBME Yrpo3bl Ha KpuTepui 6e3onacHoCcTH, 3HaK (—)
03Ha4aeT OTCYTCTBUE Yrpo3bl kputepmio 6eaonacHocTu.

5.13 HapyweHue koHdUaAeHUNANLHOCTN, LENOCTHOCTU, AOCTYMHOCTU UM NOAOTYETHOCTU MNPU NOTEH-
umanbHOM BO3AENCTBUN HapyLnTens MoXeT UMeTb cneayioLme nocneacTBus Ans AesiTenbHOCT onepaTopa
CBSI131 U COCTOsIHUE MHPOKOMMYHUKALMOHHOM CTPYKTYPbI CeTU 3NEeKTPOCBA3M:

- «HWU3KOE» MOoTeHUnanbHoe BO3AeNCTBUE MOXET NPUBECTU K OrpaHU4eHHOMY HebnaronpusaTHoMy adp-
teky;

- «yMepeHHoe» NoTeHUMnanbHoe BO3AeNCTBUE MOXET NPUBECTU K Cepbe3HOMY HebraronpustHoMy acp-
hekTy;

- «BbICOKOE» MoTeHunanbHoe BO3AeNCTBUE MOXET NPUBECTU K TAXKENOMY U KaTacTpoduyeckomy He-
6naronpusitHomy acpcexTy.

B cooTBETCTBUU C UCNONBL3YEMON ONepaTopoM CBA3N METOANKON OLIEHKN PUCKOB U C Y4ETOM BEPOATHOC-
TN BO3HUKHOBEHUSA Yrpo3bl U MOTEHUNANbHOro BO3AEACTBUA HAPYLLUTENS Mo peanuaaunm JaHHORN Yyrposbl Ao~
XKEH OnpeaensiTbCsl PUCK BO3MOXHOMO HaHeceHus ywep6a ceTun aneKkTpocBA3M.

BenuunHa pucka MoxeT knaccupuumpoBaTbecs Tpemsa nokasatensamn, npuseaeHHbIMn B Tabnuue 3.

Tabnwnuya 3— OnucaHue nokasatenen BENMYUHbI BO3MOXHOIO pycKa

YposeHb 3Ha4veHus

nokasaTtens «BenuymHa Onucaxue pucka
pucka»
HesaHaunTenbHbIln He3HaunTenbHbIE PUCKM BO3HWKALIOT, €CNM aTaky HapyLWHUTeNa Ha KpUTMHeckne pecyp-

Cbl SIBINSIIOTCS MAnNoBEePOATHbIMU. YTPO3bl, NPUHUHAIOLLME HE3HAYNTENBbHBIE PUCKU, HE Tpe-
OyIoT NPOTVBOAENCTBUS.
Puck cuntaetcs gonyctmbim

CyLwecTBeHHbIN CyLeCcTBEHHbIE PUCKU AN COOTBETCTBYOLWUX PECYPCOB NPeACTaBNEHbl YIPO3aMu, KO-
TOpble, BEPOATHO, NPOU3ONAYT, AaXe eCrnn X BO3AeCTBUE ABNAETCH MeHee daTanbHbIM.
CyLlecTBeHHble PUCKU AOMKHbI GbITb MUHUMU3MPOBaHbI

KpnTudeckmii KpuTndeckve puckv BO3HMKaIOT, KOrga NosiBrseTcs yrposa yuepba uHtepecam onepa-
TOpa cetu u Kkorga He TpebyeTcst GONbLUMX YCUIWMIA NOTEHUManbHOMY HapyLWwnTenio, YTobbl
HaBpeanTb 3TUM UHTEpecam.

Kputnyeckvie pucku 4omxHbl 6bITe MMHUMU3NPOBaHbI C CaMbIM BbICOKMM NPUOPUTETOM

5.14 ObecneyveHne 6e30MacCHOCTA CETEN 3MEKTPOCBA3N B YCNoBUsAX BH AomkHO ocyLecTBNATLCS C yye-
TOM cneayrnx 0CHOBHbIX MPUHLXAMNOB!

5.14.1 KomnnekcHOCTW NCMoMb30oBaHWsA BCE COBOKYMHOCTA HOPMaTUBHBIX NPaBOBLIX aKTOB, opraH1aa-
LIMOHHBIX 1 PEXXUMHbBIX Mep, annapaTtHbIX, TPOrpaMMHBIX 1 MPorpamMMHo-annapaTHbIX MeTOA0B 3aluThl, 06ec-
neumsatoLLnx 6esonacHoe OyHKLMOHUPOBAHUE CEeTen 3NeKTPOCBASN.

5.14.2 3awwmweHHocT cbanaHcpoBaHHBIX MHTEPECOB NoMb3oBaTeNel, onepaTopos CBA3N U OpraHoB
rocyapCTBEHHOro yrpaBrieHus.

8



FOCT P 52448—2005

MHTepeckl nonb3oBaTternein COCTOAT B JOBEPUUN K CETU U NpeafiaraeMbIM ycnyram cBsiau, B TOM 4ucne
[AOCTYNHOCTW ycnyr (ocobGeHHo SKCTpeHHoro obcnyXusaHua) B criydae katacTpod, BKOYas TeppopucTuiec-
Kue aKThbl.

MHTepeckl ornepaTopoB CBA3M 3aKIOYAOTCA B BbIMOMHEHNU UMW CBOUX 0053aTENbCTB Nepes nomnbL3oBa-
TENSAMU yCcryramm CBA3W 1 3aliMTe OT NocAraTenbCTB Ha CBOU (huHaAHCOBLIE U AefoBble UHTEepechI.

MHTepeckl opraHOB rocyaapCTBEHHOrO yrpaBneHus onpeaensoTca HeobxoauMocCTbio NpeabsBneHust
TpeboBaHuii kK GesonacHOCTU ceTen aneKkTpoceaan, obecneveHns cobniogeHns onepaTtopaMmn CBA3N NpeabsiB-
nsemblx UM TpeboBaHuiA kK 6e3onacHOCTU, 4ODPOCOBECTHON KOHKYPEHLUM U 3aliuTbl NepCoHanbHbIX AaHHbIX
nonb3oBaTenen.

5.14.3 YnpaBnsemocT MeToaamMu, AeACTBMAMU U npoueaypamu no obecnedeHunto 6esonacHocTu ce-
Teli 3NeKTPOCBS3U U KOHTPOSIO KaYecTBa NpoLLeccoB nepeaavu nHgpopmauum B yCnoBusax BosMoXxHbIX BH Ha
NHPOKOMMYHMKALIMOHHYIO CTPYKTYPY CEeTeil B COOTBETCTBUU C (PYHKLMSIMU CUCTEMBI YNPaBNEHNA CETbIO.

5.14.4 HenpepbIBHOCT COBEPLUEHCTBOBAHUSA METOAOB, AENCTBUIA 1 NpoLeayp no obecneveHuo 6e30-
MacHOCTW CeTeil 3NeKTPOCBA3N C Y4ETOM AOCTUrHYTOIO OTEYECTBEHHOMO U 3apyBeXXHOro onbiTa B YCNOBUAX
BO3MOXHbIX BH 1 nameHeHus MetoaoB U CpeacTB 3TUX BO3AEUCTBUNA.

5.14.5 CoBMeCTMMOCTM annapaTHO-NporpamMmMHbIX CPeACTB U TeXHoNorui, npumeHsemeix 8 COB.

6 O6wme TpeGoBaHUA K 6€30NaCHOCTU CeTeM INEKTPOCBA3U

6.1 Ha Bcex aTanax npoekTMpoBaHusi, CTPOUTENLCTBA, PEKOHCTPYKLUMK, Pa3BUTKS U SKCMyaTauum ce-
Tell 3NeKTPOCBS3N U COOPYXXEHWUIA CBA3M K HUM AOSDKHBI NpeabaBnsaTbes TpeboBaHus no obecneyeHuo 6e3o-
MacHOro UX yHKLUMOHUPOBAHUS, CONOCTaBUMbIE ¢ BO3MOXHbIMA BH Ha MHDOKOMMYHUKALMOHHYIO CTPYKTYPY
ceTel aMeKTPOCBA3N U OKuaaeMbiM yluepbom OT AaHHbLIX BO3AEACTBUMNA.

6.2 TpeboBaHus k 6e30MacHOCTU CeTel 3NEKTPOCBA3M YCTaHaBNUBAT (heaeparnbHble opraHbl UCMon-
HWUTeNbHOW BnacTi B 06nacTu cBA3M Ha OCHOBaHMW 3aKoHoAaTeMbCTBa B 061acTu CBA3M M 3awmThl MHbopma-
UMK, C YYETOM peKoMeHAaLMiA MexayHapoaHbIX OpraHU3auuvii No ctaHJapTU3auuy, a Takke NpeariokeHuiA
OTEYECTBEHHbIX CaMOperyfiupyemMbiX opraHusaumi B 06ractu  3nekTpocBsA3M W NyYlWend npakTukn
OTEeYeCTBEHHbIX OMepaTopoB CBA3MN.

TpeboBaHus no o6ecneveHuo 6e30NacHOCTU KOHKPETHOW CEeTU 3f1EKTPOCBA3N A0MMKHBI hOpMUPOBaTHLCA
C YY4eTOM Lienei, hyHKLMA 1 3aaa4 peluaemblx onepaTopoM CBA3M, YCMOBUIA UCMONb30BaHUSA CETU 3NEKTPO-
cBA3K B 06LLIEN cUCTEeMe CBS3U rocyaapcTea, cneumndunkin UCNonb3yemMoin TeXHONornK nepegayn nHcpopmaumu,
noTeHUMarnbHbIX yrpos 6e30nacHoCcT U BO3MOXHbIX BH, peanbHbIX NPOEKTHBIX U 3KCNyaTauMoHHBIX pecyp-
COB M CYLUECTBYIOLUMX OrpaHUYeHU Ha byHKUMOHUPOBAHWE CeTU 3NeKTPOCBA3WU, a Takke TpeboBaHUi n
YCMOBWIA B3aNMOAeNCTBUsI C APYrUMU CETAMW 3NEKTPOCBA3MN.

MpepocTaBneHue 1 Ucnonb3oBaHne ycryr U MexaHusmos obecnedeHnsa 6e3onacHoOCT MoXeT BbiTb 40-
BONbHO AOPOTMM OTHOCUTENBHO NOTEPb NPU HapyLlieHun 6esonacHocTu ceTen anekTpocesasu. Moatomy aon-
KHO aHanmM3npoBaTbCs COOTHOLUEHWE MeXady CTOMMOCTbio Mep no obecneveHuio 6Ge3onacHOCTU W
BO3MOXHbIMW (PUHAHCOBLIMM MOCNEACTBUSAMN HapyLleHWs 6e30nacHOCTH, NPU 3TOM BaXXHO OrnpeaesivTb KOH-
KpeTHble TpeboBaHUs K 6e30MacHOCT B COOTBETCTBMN C YCIyraMmu, nognexawumm sawmre.

TpeboBaHus no obecrneyeHno 6e30MacHOCTM CeTel MEeKTPOCBA3N BKIOYAIOT:

- opraHusauMoHHble TpeboBaHus 6e3onacHoOCTy;

- TexHuveckue TpebosaHus 6e30MacHOCTY;

- byHKUMOHarnbHble TpeboBaHusA 6e3onacHoCcTy;

- TpebGoBaHus AoBepus kK 6Ge3onacHoOCTy.

OTB cogepxxaTt obLyne opraHu3aLMoHHble, aAMUHUCTPATUBHbLIE MOMOXEHUS 1 NpoLeaypbl N0 OCYLLECTB-
NEHNI0 MepONPUATUA NOMUTMKKM 6e30MacHOCT ONepaTopPoM CBSASN.

TTB onpegenstoT TpeboBaHUSA K 3NEKTPONUTaHNIO, 3a3EeMNEHNI0, K KOHCTPYKLUN CpeacTB CBA3N, K NU-
HeilHo-KkabenbHbIM COOPYXEHMSIM CBSA3W, K NPOKIaaKke NUHWIA CBA3M 1 A4p., BNusaoWmMe Ha obecneveHune 6e3o-
MacHOCTU U YCTONYMBOCTU (PYHKLUOHNPOBAHNA CETEN SNEKTPOCBA3M.

®Tb wn TOB copepxatr TpeboBaHus, onpegenenHble TOCT P NCO/M3K 15408-2 w1
FOCT P UICO/M3K 15408-3 cooTBETCTBEHHO, KOTOPLIE A5l CETEW U CPEACTB CBSA3N M3nararTca B Npodnnax
3aWWUThI 1 3adaHnaX no 6e30nacHOCTM 1 AOMKHEI Peann3oBbIBATLCA Ha BCEX 3Tanax XXU3HEHHOro Lukna ceTel
3MeKTPOoCBA3N.
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7 OCHOBHbIe MepoONpUATHA NO obecneuyeHNto 6e30NacHOCTU ceTen
3NEKTPOCBA3U

7.1 O6ecneyveHne Ge30NacHOCTN CETU AMEKTPOCBA3N ABNAeTCA 06a3aHHOCTLIO ee Bnagensua. OTeert-
CTBEHHOCTb Briafienblia ceTi aNeKTpocBaA3n 3a obecneverne ee 6e30MacHOCTV He MpekpalLaeTcs npy agenern-
POBAHNMM WM CBOUX MOMHOMOYMIA MO AaHHbIM (YHKUMAM OTAeNbHbIM fuuaM (nocTaslumMkam YCryr,
agMuvHucTpaTopam, TpeTbiUM Nuuam 1 T. 4.).

Meponpuatusa no obecrnedeHnto 6e30NacHOCTU CeTU SMEeKTPOCBA3N, MPOBOAUMbIE OMepaTopoM CBA3W,
He AOIKHbI YXY/LlaTh Ka4eCTBEHHBIX XapaKkTepuUCcTUK CeTU U CHUKATL ornepaTMBHOCTL 06paboTku uHdopma-
uuu.

Peanusauns o6sasaTtenbHbIX TpeboBaHun kK 6e30MacHOCTH, YCTaHOBMEHHBIX hedepanbHbIMU opraHamim
NCMoNHUTENbHOM BNacTn B 061acT CBA3M, OCYLLECTBSIETCA CUNaMu 1 cpeacTBamn BriagernbLa ceTh drek-
TPOCBSA3N C NPUBIeYeHUEM Npr HeOBXOAUMOCTH cneLManM3upoBaHHbIX OpraHusaLmii, UMeL X NMLeHsui Ha
OaHHbIA BUA AeATeNbHOCTH.

OononHutenbHble (NoBbiWeHHble) TpeboBaHust k 6ezonacHoCTH (HanpumMep, Wi posaHue Tpaduka no-
Nb3oBaTens) MOryT OCYLLEeCTBNATLCA OnepaTopoM CBA3M Ha JOroBOPHOM OCHOBE C Norb3oBaTernem.

Bonpockl HenocpeacTBeHHoro obecneverus 6e3onacHocTi Npu NPYCoeanHEHNN OQHON CeTU 3NEKTPO-
CBA3M K APYro 1 ycroBus BbINONHeHUst 06si3aTenbHbIX TpeboBaHui k 6esonacHocTh, yeTaHoBNeHHbIe defe-
panbHbBIMXA OpraHamyM WCNOMHUTENbHOW Bnactu B obnactu CBA3WM, NpU B3AVMOJEWCTBUM 3TUX ceTen
OroBapuBaOTCA B 3aK04aeMbIX onepaTopamMu CBA3M A0roBopax o NpucoeanHEHNN CeTen SMeKTpoCBSsu.

Mpw NpucoeaMHEeHUN K CETAM 3NEKTPOCBS3N MHOCTPaHHBIX FOCYAApCTB U B3aUMOAENCTBUM € rnobanbHbl-
MW MHPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU ceTaMU, B TOM Yucne n UHTepHeT, obecneveHue 6esonac-
HOCTM [OOIMKHO OCHOBLIBATbCA Ha COGMIOAEHUM MeXAyHApOAHbLIX NPAaBOBLIX AKTOB, perfiameHTUPYIoLNX
GesonacHblii Nponyck TpaHcrpaHuyHoro Tpaduka. MNpu aTom gomkHa 6eiTb obecnevyeHa 3almTa MHPOKOMMY-
HUKaLMOHHOM CTPYKTYpbI ceTel anekTpocassn oT HCJ co cTopoHbl B3aMMOAENCTBYIOLMX CETen U rapaHTUpo-
BaHHOE Ka4yecTBO 06CNyXMBaHUA B YCNOBUAX BO3MOXHBLIX BH TpaHcrpaHuuHoro xapakrepa.

7.2 ObecneyveHne 6e30MacHOCTM CeTel INEKTPOCBA3N OOCTUraeTCa:

a) 3aWwuTol ceTein anekTpocesan ot HCM k HUM 1 nepegaBaemon NocpeACTBOM UX UHopmaLmu;
6) nNpoTMBOAENCTBMEM TEXHUYECKUM pasBeakam;
B) MpPOTUBOAENCTBMEM CETEBBLIM aTakam 1 BUpycawm;

r) 3almMToun CpeacTB CBA3W N coopyxXeHuit cBA3n oT HCB, Bkniovas pusnyeckylo 3alnTy CoopyKeHui n
NUHWIA CBA3N;

) pasrpaHuMyeHueM AocTyna nonb3osaTenei n cybbekToB NHMOKOMMYHUKALMOHHON CTPYKTYPbI ceTei
3MNeKTPOCBA3N K MHpOpMaLMOHHBIM pecypcamM B COOTBETCTBUM C NPUHATON NonuTukon besonacHocTu onepa-
Topa CBAA3N;

e) ucnonb3oBaHNeM mexaHusmoB obecneyveHns 6e3onacHoCTy;

X) (pU3NYECKON N NHKXEHEPHO-TEXHUYECKOW 3aLUMTON 06BEKTOB NHPOKOMMYHUKALIMOHHON CTPYKTYpbI
ceTeln aMeKTPOCBA3N;

1) UCMNOMNbL3OBaHWEM OpraHU3aLMOHHEIX METOLOB, BKIOYAOLLMX:

1) paspaboTKy 1 peanusaLluio NoNUTUKK 6e3o0nacHOCT OnepaTopoM CBS3u;

2) opraHu3aLuio KOHTPOIA COCTOSsIHUSA 6e30MacHOCTN CETU ANEKTPOCBA3Y;

3) onpepeneHve nopsiaka AeNCTBUIN B Ype3BblYaHbIX CUTYaLUsIX U B YCNOBUAX YPE3BbIYaNHOro no-
NOXEHWNs;

4) onpedeneHus Nopsiaka pearMpoBaHust Ha NHUMAEeHTbl 6e3onacHoCcTy;

5) paspaboTKy Nporpamm rnoBbiLeHUs MHPOPMUPOBAHHOCTU NepcoHana ceT aNeKTPOCBA3N B BOM-
pocax NMoHUMaHus UM npobnem BezonacHocTy;

6) onpegeneHne cuctembl NOATOTOBKM 1 MOBbLILEHWS KBanudukaumn cneumanictos B obnactu Ge-
30MacHoOCTN.

7.3 TMonb3oBaTenu ycnyramu CBA3W MMEIOT NPaBo NPUMEHsITb crielmarbHble MexaHu3mel o6ecnedveHuns
6e30nacHOCTM 1 cpeacTBa 3almThl MHpopMaLnK, paspelleHHble K NPUMEHEHUIO Ha CeTAX 3MEeKTPOCBA3N 1
cepTndULMpPOBaHHbIE B COOTBETCTBUM C AESNCTBYIOLUMM 3akoHoAaTenbcTBoM Poccuinickon ®eagepaviu.

B3anMmMoOTHOLLEHUS MONb30BaTENEeR ¢ onepaTopamin cBasu B ccrepe obecnedeHns 6esonacHocTun ceTel
3NEKTPOCBA3N AOMKHBI CTPOUTLCS HA OCHOBE CIEeAyOLLUX MONOXEHWNIA:

- TONbKO aBTOPU3OBaHHbIE MOS1b30BaTENMN AOIKHBI UMETb AOCTYM K CETSIM 3M1EeKTPOCBS3N U UCMOMb3oBa-
HUIO NPEAOCTaBNSEMbIX UM YCYT;
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- aBTOPU3OBaAHHbIE MOMb30BaTENU AOMKHLI UMETb AOCTYN U1 ONepUPOBaTb TOMLKO TEMU pecypcamMm, K Ko-
TOPLIM OHU AOMYLLEHBI;

- BCe MNonb3oBaTenu AoMkHbI BbITb OTBETCTBEHHBLIMM 3a UX COBCTBEHHbIE, U TOMbKO UX COBCTBEHHbIE,
[EACTBUSA B CETU 3MEKTPOCBA3N.

7.4 OnepaTop CBsI3U JOMKEH NpUHUMaTL Mepbl, obecneunBarolLme:

- [0CTYMN NPpaBoOXpaHUTENbHBIX OPraHoB, B NpedycMOTPeHHbIX 3akoHoAaTenscTBoM Poccuiickoil dene-
pauum crnyJasix, K MHhopMaLMn KOHKPETHbIX Norb3oBaTeneit;

- MpaBo Ha JOCTYN Nnonb3osaTenem ycryramu CBsA3u K MHChOpMaLMOHHBIM pecypcaM B CTPOTrOM COOTBET-
CTBUM C YCTaHOBIIEHHBIMU MPaBUNaMn pasrpaHuyeH1s aocTyna;

- UCKIOYEeHUe HecaHKLMOHWUPOBAHHOIO AOCTYyNa Nofb3oBaTenei yCnyraMu cBs3un K pecypcam ceTu u
ycrnyram cBsiau;

- npepgocTaBrieHWe NoNb3oBaTeNAM ycryramm cBAsu AoNOSHATENbHBIX YCRYT No 3aluTe uHdopmaumum u
npouecca 6esonacHoi Nnepeaayn coobLUeHUid Ha [OTOBOPHON OCHOBE;

- MHOPMUpOBaHWeE MoMnb3oBaTeneil 0 CoCTosIHAM Be3onacHOCTU AOCTYNa K YCryram CBsI3u.

8 OcHOBHbIE NONOXEHUA O CTPYKType CUCTEMbI o6ecneyeHns 6e3o0nacHOCTU
ceTel INeKTPOCBA3N

8.1 Cucrtema obecneyeHus besonacHoctu (COB) ceten anekTpocsasn CCOIlN saBnsieTcs aneMeHToM
cucTeMbl MHopMaLMoHHOW GesonacHocT Poccuiickoin deaepalim n MoXeT BbiTb OTHeCeHa K kaTteropuv
TEXHOJIOrMYECKNX CUCTEM CBSI3N.

Apxutektypa COB ceTein 3neKTpocBa3vu UMeeT MHOTOYPOBHEBYIO NepapXnYecKyto CTPYKTYpY, OXBaTbiBa-
tOLLYI0 MarucTparsibHble TpaH3UTHbIE, MeXAYropoAHUe 1 30HOBbIE (MECTHbIe U BHYTPU3OHOBLIE) CETU 3MEKTPO-
CBA3M, N COCTOUT U3 B3aUMOAEMCTBYHOLUMX Mexay coboit cryxb obecneveHus 6e30MacHOCTU pasnUyHbIX
onepaTopOoB CBA3U, KOOPAMHUPYEMbIX LIEHTParibHbIM opraHoM COB, koTopeii MoxeT GbITb 0bpasosaH defe-
panbHbIM OpraHoM UCMOMHUTENbHON BNacTu B obnactu cassu.

8.2 Apxutektypa COB ceTu 3neKTpoCBs3n MOXET COCTOSITb U3 HECKOSNbKUX YPOoBHE BezonacHocTh, xa-
paKTepUCTMKA KOTOPbIX AOIMKHA BbITE OTpaXeHa B NonuTuke BezonacHoCT opraHusaLmm ceasu. B obuem cny-
yae apxutektypa COB MoxeT coaepxaTb cneaytowme yposHu 6e3onacHoCTu:

a) ypoeHb ynpasneHus GesonacHocTelo. Ha AaHHOM ypoBHe ocyluecTBrsieTcs ynpasneHue 6esonac-
HOCTbIO CeTel 3NEKTPOCBSI3N, KoopAUHUpYemoe LeHTpanbHeiM opraHom COB;

6) opraHn3aLNOHHO-aAMUHUCTPATUBHBIN YpoBeHb. BkniovaeT cnyx6bl (0TAenbl, NoapasaeneHns, agmn-
HUcTpaTopoB) 6e30nacHOCTK, B 3aBUCMMOCTU OT CTPYKTYpLI opraHusauum ceasn. Ha gaHHom yposHe ocylle-
CTBRSAOTCS:

1) B3aumopeincTBUe C CUCTEMON yNpaBneHWUs CeTAMU 3MEeKTPOCBA3N;

2) ynpasrieHue, KOOPANHALMUA U KOHTPOSb NPOBOAUMbBIX OPraHU3aLUOHHBIX U TEXHUYECKUX Meponpu-
ATUIA Ha BCEX HUXKEeNeXalnxX YPOoBHAX;

3) y4eT nNpakT14yeckoro NpUMeHeHUa HopmaTUBHOW NpaBoBoi 6asbl (3aKOHOB, CTaHAAPTOB, NonoxXe-
HWIA, OOMKHOCTHBIX MHCTPYKLIMIA, NNaHOB No 6e3onacHoCTu);

B) ypoBeHb 6e30MacHOCTU UH(HOKOMMYHUKaLMOHHON CTPYKTYpbl. COaepXUT MexaHnsMbl obecneveHuns
Ge3onacHoOCTU U Apyrve cpeAcTBa, obecneuvsaroLme 3awuTy npotiecca o6paboTkun n nepeaadn nHgopmauum
B ceTW. Ha gaHHOM ypoBHe OCYyLLEeCTBNAIOTCA:

1) pasrpaHuyeHue gocTyna K MHPOpMaLUMOHHBEIM pecypcam, ceTeBbiM 06bekTaM u cucteme ynpas-
NeHns ceTbio 3MNEeKTPOCBA3N,

2) sawmra ot HCJl, ayTeHTUdMKauma n naeHTudukauma y4acTHUKOB CETeBOro B3anMOAencTBUSA,
BKIOYas yaaneHHble 06beKTbl U aAMUHUCTPaTOPOB (CeTeBbIX U 6e3onacHocTu),

3) KoHTponb Tpaduka (MexceTeBble 3KpaHbl), cpeacTBa obHapyXeHUA aTak, cpeacTsa peructpaunum
1 y4yeTa COBLITUIA U PECYPCOB (YAWUT U MOHUTOPUHT Be3onacHocTu);

r) ypoeeHb 6esonacHOCTW ycnyr. Ha gaHHOM ypoBHE OCyLLECTBRNETCA KOHTPONb kavecTBa o6CnyxuBa-
HUA (NpegocTaBnNseMbIX YCNyr CBA3U) B YCMOBUAX BO3MOXHbIX BH 1 B 4peaBbidaiHbIX cUTyaumax, B TOM Yucne
LEeNMOCTHOCTU LMPKYIMPYIOLUMX B CETU CoobLUeHnn, codepXalumx AaHHble nonb3osatena u uHdopmMauumio
ynpaBneHuss;

) ypoBeHb ceTeBoi 6e3onacHocTU. [laHHbI ypoBeHb nogaepxuBaeT 6€30MacHOCTb CeTeBbIX MPOTOKO-
nos, koTopble obecneunsaioT:

1) nepepaum Tpaduka 13 KoHLa B KoHel,

11



rOCT P 52448—2005

2) TpaHcnopTupoBaHue hainos,
3) nopaepxky dyHAameHTanbHbIX MPUNOKEHUA, Nnepeaayy roroca B CeTW U 3NEKTPOHHYIO NOYTY;
4) koHduaeHUNanbHOCTL NepeaaBaeMoi Mo kaHanam cBA3v UHpopmauun ynpasneHus;
e) ypoBeHb chusnyeckoin 6esonacHocTn. Ha gaHHoOM ypoBHe obecneunBaloTcs:
1) dusndeckaa oxpaHa NoOMeLLEHUN, B KOTOpbIX obpabaTtbiBaeTca U xpaHuTca UHdopmauums,
2) opraHusauus KOHTPOJSA [OCTYNa COTPYAHUKOB U NOCeTUTENen Ha TeppUTOPUIO opraH1u3aLun ces-
31, B MOMELLEHNA COo CpeACTBaMM CBS3M, OCyLLeCTBAsIIOWUMU 06paboTKy MHdopMaumm, K TeXHONOM-
YecKUM cUCTeMam yrnpasrieHusi, KabemnbHbIM cCoegUHEHNUAM,
3) opraHusauuna oxpaHHOW curHanusauuu,
4) KOHTPONb BCKPLITUS annapartypbl,
5) anekTpo- 1 noxapobes3onacHOCTb OpraHM3aLuy CBA3N B LIETIOM.

Onepatop cBA3U B Lensx obecneyeHns CBoel AenoBoi AesATENbHOCTU U 4OCTWXeHUA GusHec-uenen mo-
XeT onpeaenqTe AONOMHUTENbHbIE apXUTEKTYpHbIEe KoMnoHeHTbl COB.

8.3 Mpoueaypa cosgaHus COB ceTn anekTpocBsA3mn AOMMKHA NpegycMaTpusaTh hopMUpoBaHue opraHu-
3aLMOHHO-LUITATHOW CTPYKTYpbI (0TAen, nogpasfeneHve, agMmuHucTpatop GesonacHocTW) Anst Henocpen-
CTBEHHOro NpoBeAeHUs1 MeponpusiTUin 6€30MacHOCTU CeTU IMEKTPOCBA3N.

8.4 [esTencHocTb opraHoB COB ceTu anekTpocBs3v nogpasymeBaeT BhiNofIHEHUE criedyoLLmx Mepon-
PUATUIA:

- MoATBepXAeHWe COOTBETCTBUSI CPEACTB CBA3M, NacrnopTM3auMio opraHnsauuini cBa3n U aTTecTaumio
0OBEKTOB U CeTel 311eKTpocBA3n no TpeboBaHusAM besonacHocTH;

- OLEHKY cocTossHUst 6@30MacHOCTU CeTU 9NeKTPOCBSA3WU, NPOTHO3UPOBaHUE U 0BHapykeHWe BHYTPEHHUX
1 BHELLHWX yrpos BesonacHocTy;

- aHanus UHGOPMaLMOHHBLIX PUCKOB, CO3aHNE CUCTEMBI YNpaBeHUsa pUckamMu 1 cTpaxoBaHus MHGop-
MaLNOHHBIX PUCKOB;

- BbIIBNIEHUE YA3BUMOCTEN B CETSIX 3NEKTPOCBA3U N OCYLLECTBIIEHNE KOMITIEKCa afeKBaTHBIX U 3KOHO-
MUYECKN 06O0CHOBaHHBIX MEP MO UX CHUXKEHWIO;

- MpedoTBpalleHve nNubo obHapyxeHue BH, npeceueHne ux peanusaumu, nokanMsauuio 1 NMKsuaaumio
nocneAcTBUin 3TUX 4ecTabunmMsnpyoLmMx BO3gencTBUIN Ha UHEDOKOMMYHUKALMOHHYIO CTPYKTYPY CETU 3N1eKTpo-
CBSA3U;

- OnoBeLleHne 0 HapyLleHWsIX 6e30MNacHOCTU, peakumio Ha HUMAEHTE 6€30MacHOCTU U BOCCTaHOBIE-
HUe HapyLleHHOoro npouecca MYyHKLNOHUPOBAHUS CETU 3NEKTPOCBA3Y;

- agantauuo COB K nameHsiroWUMest ycnousiM (oyHKUMOHUPOBAHUA CETU 3NEKTPOCBA3M;

- KOHTpOIb KayecTBa obcnyusaHua B ycnosusix BH;

- MoHuTopuHr COB 1 ayaut cobbiTuin 6esonacHoCTy;

- npeaynpexaeHue, BeiABeHNE N NpeceyeHne B CETAX CBA3N HeNPaBOMOYHbIX AeACTBUIA MoMb3oBaTe-
newn ycriyramun cesisn (Hapywmrtenen);

- NpOTMBOAENCTBUE pacnpocTpaHeHUo BpedOHOCHBLIX NporpaMm (BUPYCOB);

- opraHusauuio 1 nposeaeHue paboT B obracTu cTaHgapTU3auum 6e30NacHOCTU ceTen aNeKTPOCBA3N C
YY4ETOM pekoMeHAaUnin U CTaHAapToB MeXayHapoAHbIX OpraHusaLuin No ctaHaapTUusaumm;

- peanusauuio mep obecneyeHust 6€30NacHOCTU CeTel SNEKTPOCBA3N, OCHOBOI KOTOPLIX ABMSIETCS Npn-
MEeHeHWe COOTBETCTBYIOLMX MexaHU3MoB obecneyeHns 6eaonacHocTy.
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BuGnuorpadun

[1] ®epepanbHbIVi 3akoH Poccunckon @egepaumm Ne 126-93 ot 7.07.2003 r. «O cBsasu»
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