roCT P UICO/MBK 15408-2—2002

TOCYJIAPCTBEHHBI CTAHJIAPT POCCUMCKOW ®EJEPALIMU

HNudopmanuonHas TexXHOJIOTUS

METO/IbI U CPEJICTBA OBECIIEYEHUS
BE3OITACHOCTH
KPUTEPUU OILIEHKH BE3OIIACHOCTHU
NH®OPMAILIMOHHBIX TEXHOJIOIUIA

Yacrtsp 2

DyHKIMOHAJIbHbIE TPEOOBAHUSA 0€30MACHOCTH

M3nanne odmumanbhoe

b3 6—2001/139

FOCCTAHJAPT POCCUH

Mockpa


http://www.kruzhevo-len.ru/vyazanye-kardigany-kruzhevnye-bluzki.html

I'OCT P HCO/M3BK 15408-2—2002

[Mpeaucnosue

| PASPABOTAH Ilentpom 6e3onacHoctd uHdopmauuu, 4 LHTHUKW MunucrepcrBa 060poHbl PO,
LlentpoM «Atomzanmurantdopm», THUUATOMUH®OPM, BHU W cTaHnapT npu yyacTiy 3KcnepToB Mex-
IlyHaponHow paboueit rpymirsl mo O6NM KpUTeprsIM

BHECEH Tocrexxomuccueit Poccun, TexHuueckuMu KomuteTaMu 1o ctangapthsaunn TK 362P «3a-
wmnta uHopmarumn» U TK 22 «HbopMaLIMOHHbBIE TEXHOJIOTHH»

2 TIPUHAT W BBEAEH B JEMCTBUE [Moctanosinennem Toccrarmapra Poccuu ot 4 anpenst 2002 r.
Ne 133-cr

3 Hacroguuii cTaHAapT COAEPXKUT TMOJHbIA ayTeHTHYHbIM TEKCT MEXAYHAPOAHOIO CTaHaapTa
NCO/M3K 15408-2—99 «MHbopmaLMoHHasi TexHoaOTUsl. MeTojibl U CpejICTBa obecriedeHus 6e30MaCHOCTH.
Kpurepun olieHkH 6€30MacHOCTH MHPOPMALIMOHHBIX TexHoJorui. YacTh 2. DyHKUMOHANIbHbIE TpeOOBaHUs
6e30MacHOCTH»

4 BBEIEH BITEPBBIE

© UTIK UsnarenscTBO cTa”HgapTos, 2002

Hacrosuuit craHgapT He MOXKeT OBITh ITOJTHOCTBIO MJIU YACTUYHO BOCIIPOU3BENCH, THPAXUPOBAH U
pacrpocTpaHeH B KauecTse oUIIMaTbHOTO U3naHus 6e3 paspeiieHus ['occrannapra Poccun

Il



I'OCT P NCO/MBK 15408-2—2002

ConepxaHune
[ OBGMaCTb MPUMEHEHUS . . . . .« o o v v e e e e e e e e e e e e 1
1.1 Pactimupenwne 1 corrpoBoxaeHne PyHKIIMOHAIBHBIX TPEOOBAHMIT . . . . . . . . . . . . . . . 1
L2 CTPYKTYPA . . . . . . o2
1.3 TTapanurma GyHKIMOHATBHBIX TPEOOBAHMM . . . . . . . . . o« v o v v e o o e e 2
2 DYHKIMOHATBHBIE KOMITOHEHTBI OE30TTACHOCTH . . . v .« & o v v e v e e e e e e e e e e 6
2KparkMit 0030D . . . . . o . e e e e e e e 6
2.2 Karamor KOMITOHEHTOB . . . . . . .+« o v o e e i e e e e e e 10
3 Kiacc FAU. AyauT 6€30MacHOCTH . . . . . .« o o v v v v o e e e e e e e 11
3.1 Agromarnueckas peakius ayaura 6esormacnoctu (FAU ARP) . . . . . . . . . . . 000 L. 12
3.2 Tenepanmsa ganHbIX aynurta 6ezonmacHoctn (FAU GEN). . . . . . . . . . . . . . . . . .. 13
3.3 Ananmus aynuta GesortacHocti (FAU _SAA) . . . . . . . . . oL 14
3.4 I1Ipocmotp ayaura 6e3omacaoctu (FAU SAR) . . . . . . . . . . . . . . ... .. A ()
3.5 Beibop cobeituit aynuta 6ezonmacsoctu (FAU SEL) . . . . . . . . . . . . . .. . ... .17
3.6 XpaHeHue AaHHBIX ayauTa GesomacHoct (FAU STG) . . . . . . . . . . . . . . . . . .. 17
4Kmacc FCO.CBa3b . . . . . . . . . . . 19
4.1 Heorkasyemocrs ornipasyieHust (FCO_NRO) . . . . . . o 19
4.2 Heorkasyemoctb nonyuenuss (FCO _NRR) . . . . . . . . . . . . . . . ... ... .. 20
5 Knmacc FCS. Kpunrorpaduueckast MOAAepKKa . . . . . . . . . o o o o o e 22
5.1 Ynpasnenue kpunirorpapuueckumy kmodamu (FCS CKM) . . . . . . . . . . . . . . . .. 22
5.2 Kpurnrrorpapuueckue oneparuu (FCS_COP) . . . . . . . . . . . . . ..o, 24
6 Kitacc FDP. 3amura JaHHBIX TOMB30BATEIIS . . . . v o v v e e e e v e e e e e e 24
6.1 Tlomutuka ynpasienus noctyniom (FDP_ACC) . . . . . . . . . . . . . . . . ... ... 26
6.2 ®ynxkuuu ynpaenenus npoctyriom (FDP_ACF) . . . . . . . . . ..o o0 27
6.3 Ayrentuduxaums ganHeix (FDP_DAU) . . . . . . . . . . ..o 28
6.4 Dxcnopt gaHHbIX 3a nipeaest neiictug GO (FDP_ETC). . . . . . . . . . . . . . . .. 29
6.5 Tlonuruka ynpasieHust uHdopmaloHHbiMu niorokamu (FDP_IFC) . . . . . . . . . . . . . 30
6.6 Dyukiuu yripaBieHust nHbopMalMoHHbiMu otokamu (FDP_IFF) . . . . . . . . . . . . . 31
6.7 WwMropT TaHHBIX U3-3a npenestos aeiicteus PbO (FDP_ITC) . . . . . . . . 7
6.8 Tlepemaua B npenenax OO (FDP_ITT) . . . . . . . . . . . . . . . . . . . .. ... .. 35
6.9 3ammra ocrarouHoit ungopmauuu (FDP RIP) . . . . . . . . . . . .. ... 37
6.10 Otkar (FDP_ROL) . . . . . . . . . 38
6.11 LenoctHocTb xpaHuMbIX JanHeix (FDP_SDI) . . . . . . . . . . . . . . .. ... ... 38
6.12 3anmra KoHDUACHIMATBHOCTH JAHHBIX [TOAb30BaTe s Mpu nepeaade mexxny @bO (FDP_UCT) 40
6.13 3armmra 11eJIOCTHOCTH JAHHBIX TT0JIB30BaTelIs Mpu repefade mexay @bO (FDP_UIT). . . . . 40
7 Knacc FIA. Unentndukaiysa 1 ayTeHTUDUKALIAS . . . . . . . . . . o o et e e 42
7.1 Orkasel ayrentupukanuu (FIA_AFL) . . . . . . . . o . . . .. oo 43
7.2 Onpenenexue arpudyros nonbzoparens (FIA ATD) . . . . . . . . . . . . . . . . . . .. 43
7.3 Crienmcpukanus cekperos (FIA_SOS) . . . . . . . . . . . . ... 44
7.4 Ayrentudukanms nons3oparens (FIA UAU) . . . . . . . . . . . . . . ... ... 45
7.5 Unentnduxanng nons3osaresst (FIA_ UID) . . . . . . . . . . . . . . . .. ... 47
7.6 CesasbiBanue nonb3oBateib—cyobekt (FIA USB) . . . . . . . . . . . . . . . ... ... 48
8 Kilacc FMT. Vnpapnenue 6e30MaCHOCTBIO . . . . . . . . o o o v o e oot e e e 49
8.1 Ynpasnenue otnensabiMu pyHkiusmu @O (FMT MOF) . . . . . . . . . . . . . . . .. 50
8.2 Ynpasnenue atpubyramu 6esormracHoctt (FMT MSA) . . . . . . . . . . . . . . ... 50
8.3 Vnpasnenue ganapivu @BO (FMT MTD) . . . . . . . . . . . . . . . . . . . ... .. 51
8.4 0rmena (FMT_REV) . . . . . . © . . . 53
8.5 Cpox neiictBus atpubyra 6ezomacHoct (FMT SAE) . . . . . . . . . . . .. . . ... .. 53
8.6 Poimut ynipapnenus 6esonacHocthio (FMT _SMR) . . . . . . . . . . . ... 54
9 Kimacc FPR.TIpMBATHOCTD . . . . . . v v v v v i o e e e e e e e 55
9.1 Anonmmuocts (FPR_ANO) . . . . . . . . . 56
9.2 Mlcepnonumuocts (FPR_PSE) . . . . . . . . . . . . . . ..o 56
9.3 HeposmoxHoctb acconmarimyt (FPR_UNL) . . . . . . . . . . . . . . .. .. ... .. .. 57

9.4 CxpuitHocts (FPR_UNQO) . . . . . . . . . . 58



T'OCT P NCO/M3K 15408-2—2002

10 Knacc FPT. 3anmmra ®BO . . . . . . . . . . . e e e e 59
10.1 TecrupoBaHue 6a30Boii abctpakTHoit MmawiMHel (FPT_AMT) . . . . . . . . . . . . . . .. 61
10.2 bBbesomnacHocts npu c6oe (FPT_FLS) . . . . . . . . . . . . . .. .o 62
10.3 ocTyrnHocTh 3KCHopTUpyeMbIX JaHHBIX ODBO (FPT_ITA) . . . . . . . . . . . . . . . .. 62
10.4 KoHduneHIMATBHOCTb 3KCMOPTUPYeMbIX JaHHbiX PBO (FPT_ITC) . . . . . . . . . . . . 63
10.5 IIenocTHOCTH 3KCTOPTUPYEMbIX AaHHBIX ®BO (FPT_ITI) . . . . . . . . . . . . . . . .. 63
10.6 Tlepenaua nanueix @BO B npenenax OO (FPT ITT) . . . . . . . . . . . . . . ... .. 64
10.7 ®Pusnueckas zanmra PO (FPT_PHP) . . . . . . . . . . . . . . . ... ... ... 65
10.8 Hanmex#oe Boccranonenue (FPT_ RCV) . . . . . . . . . . . . .. .. ... .o 67
10.9 OGHapyxeHue moBropHoro ucnonb3opanuss (FPT_RPL). . . . . . . . . . . . . . . . .. 69
10.10 TTocpennunuectso npu obpawieHusx (FPT_RVM) . . . . . . . . . . . . . . . . . . . .. 69
10.11 Paspenenue nomena (FPT_SEP) . . . . . . . . . . . . . . .. ..o 70
10.12 Tporokon cuaxpoHusauuu coctossHuii (FPT_SSP) . . . . . . . . . . . . . . . . . . .. 71
10.13 Metku Bpemenu (FPT_STM) . . . . . . . . . . . . . . . . . ..o 72
10.14 CornacoanHocth gaHHbBIX ®BO Mexay ®BO (FPT TDC) . . . . . . . . . . . . . . .. 72
10.15 CornacoaHHOCTb JaHHBIX @BO npu nyonupoanuu B npeaeiaax OO (FPT_TRC) . . . . . . 73
10.16 CamorectupoBaraue ®BO (FPT_TST) . . . . . . . . . . . . . . . . o v o v i o .. 74

11 Knace FRU. ICTIOAB30BAHHE PECYPCOB . . . . . o v v v v e e e e e e e e e e e e e e 74
11.1 OtkazoycroitumBoctb (FRU_FLT) . . . . . . . . . . . . . . . . . . . .. .. ... 75
11.2 Mpuopuret obcayxkupanuss (FRU_PRS) . . . . . . . . . . . . . . .. .. .. 75
11.3 Pacripenenenue pecypcoB (FRU RSA) . . . . . . . . . . . . . . . ..o 76

12 Knmacc FTA. Joctym Kk OO . . . . . . . . . o o o e e e e e e e 77
12.1 Orpannuenue obnactu BbioupaeMmbIx atpubytoB (FTA _LSA) . . . . . . . . . . . . . . .. 78
12.2 OrpanuyeHnne Ha napauienbHble ceaHcbl (FTA MCS) . . . . . . . . . . . . . . . . . .. 78
12.3 bnokuposanue ceaHnca (FTA_SSL) . . . . . . . . . . . . . . oo 79
12.4 Tpenynpexnenus nepen npeaocraBieHuem nocryna k OO (FTA_TAB) . . . . . . . . . . . 80
12.5 Uctopust noctynma k OO (FTA_TAH) . . . . . . . . . . . . . . . . . . . . ... ... 81
12.6 Otkpeitne ceancac OO(FTA_TSE) . . . . . . . . . . . . . . . . . . .. ... ... 81

13 Knacec FTP. JloBepeHHBIA MAPIIPYT/KAHAT . . . . . . « « « « v e e e e e e e e e e o 82
13.1 JoBepennsiit Kanan nepenaun mexay ®bO (FTP_ITC) . . . . . . . . . . . . . . . . .. 82
13.2 Josepennsiit Mmapiupyr (FTP_TRP) . . . . . . . . . . . . . . . . . ... ... ... 83

[Tpunoxenue A 3aMeuaHust 110 MpUMeHeHHIO (PYHKIIMOHATHFHEBIX TpeboBaHMit GesonacHocTM . . . . . . . 84
AL CTpyKTYpa 3aMEUaHMIT . . . . . . . . . . . ..o 84
A2 Tabnuua 3aBUCUMOCTEM . . . . . . . . . . . o v i e e e e 85

[MTpunoxeHve b OyHKIMOHATBHBIE KIACCHI, CEMEACTBA M KOMITOHEHTH . . . . . . . . . . . . . . . . 90

[Mpunoxenue B Aymur 6esonmacHoctr (FAU) . . . . . . . . . . . . .. ..o 90
B.1 ABromaruueckas peakius ayaura 6esomacHoct (FAU_ARP) . . . . . . . . . . . . . ... 90
B.2 I'enepanus nanHbIxX aynura 6esonacHoct (FAU_GEN) . . . . . . . . . . . . .. .. . .. 91
B.3 Ananus ayjura G6esomacHoctt (FAU_SAA) . . . . . . . . . . ..o 93
B.4 ITpocmotp aynuta 6esomacHoctd (FAU _SAR) . . . . . . . . . . . . . . . ... ... .. 95
B.5 Bbibop cobwithit aynura 6esonacHoct (FAU SEL) . . . . . . . . . . . . . ... ... 96
B.6 XpaHenwe nanubix ayaura 6ezonacHoct (FAU STG) . . . . . . . . . . . . . . . . ... 97

Mpunoxenne ' Cesizb (FCO) . . . . . . . . . . . . . . . . 98
I'.1 Heotkasyemocts otnipapienuss (FCO_NRO) . . . . . . . . . . . . . . . . . .. ... .. 98
.2 Heotkasyemocts momyuernss (FCO_NRR) . . . . . . . . . . . . . . . ... .. ... .. 100

IMpunoxenue J1 Kpurrrorpadmueckas nogaepxka (FCS) . . . . . . . . . . . . . . ... ... .. 101
1.1 Ynpaenenue kpurnirorpapuueckumu knouamu (FCS CKM) . . . . . . . . . . . . . . . .. 102
1.2 Kpunrorpaduueckue oreparun (FCS_COP) . . . . . . . . . . ... ... L. 103

[Mpunoxenue E 3ammra ganupix noabsosarena (FDP) . . . . . . . . . . . . . . .. .. ... .. 104
E.l TMonuruka ynparnenust noctynom (FDP_ ACC) . . . . . . . . . . . . . . . . . ... .. 106
E.2 ®dyukmmm ynpasnenns noctyniom (FDP_ACF) . . . . . . . . . . . . . . . ... ... 107
E.3 Ayrentudukamms nanapix (FDP_DAU) . . . . . . . . . . . ..o 109
E.4 Dkcnopr naHHBIX 3a nipepensl aciicteua ®bO (FDP_ETC) . . . . . . . . . . . . . .. 109
E.5 Tlonuruka ynpaeinenuss uHGopMauMoHHeiMu iotokamu (FDP_IFC) . . . . . . . . . . . . . 110
E.6 ®dynkuuu ynpasnenus nHpopMaltonHbiMu iotokamu (FDP_IFF). . . . . . . . . . . . . . 112



T'OCT P NCO/M3BK 15408-2—2002

E.7 Wwmmopr nanubIX U3-3a npenenos peicreug ®bO (FDP_ITC) . . . . . . . . . . . . .. 115
E.8 Tepenauar npenenax OO (FDP_ITT) . . . . . . . . . . . . . . . . .. .. .. ... 116
E.9 3ammwmra octarounoit uHpopmarmu (FDP_RIP) . . . . . . . . . . .. 0oL L. 118
E.10Otkar (FDP_ROL) . . . . . . . . . . .o 119
E.11 OenocrHocts Xxpanumbix janueix (FDP_SDT) . . . . . . . 0 . . . . . . ... ... 119
E.12 3anmTa KoHbuIe HINATLHOCTY JAHHBIX MOIB30BaTENd NpH nepenade Mexny ®bO (FDP_UCT) 120
E.13 3amura ne;tocTHOCTH JaHHBIX MOJTB30BaTe s npy nepenayde mexay ®PbO (FDP_UIT). . . .. 120
[MTpunoxenne XK Unenrudukanusa n ayreatudukammsa (FIA) . . . . . . . . . . . . . . . .. . .. 121
XK. Orkasel ayrermndmkamm (FIA._ AFL) . . . . . . . . . . . . . . ..o 122
XK.2 Onpenenenue arpubyroB none3osarens (FIA ATD) . . . . . . . . . . . . . .. ... .. 123
XK.3 Crermdwmkanms cekperoB (FIA_SOS) . . . . . . . . . . . . ..o L L. 123
K4 Ayreatudukanus nmons3oparerst (FIA UAU) . . . . . . . . . . . . . . ... ... 124
XK.5 Unerrudukanmsa moms3opatenss (FIA UID) . . . . . . . . . . 0 . .. .. ... .. 126
K.6 CeazpiBanue nons3oparenb-cyosekt (FIA_ USB) . . . . . . . . . . . . .. . ... ... 126
[Mpunoxenwe U Ynparnenue Gezormacrocteio (FMT) . . . . . . . . 0 . . o .. .. ... ... 127
N.1 Ynpaenenwue otnensibivMu byakimsima ®bO (FMT_MOF) . . . . . . . . . . . . . . .. 127
N.2 Vnpartenwe arpubyramu 6ezomacHoctt (FMT_MSA) . . . . . . . . . . . . .. .. .. 128
N.3 Vipasnenue nanapiva @O (FMT_MTD) . . . . . . . . . . . . . . ... .. .. ... 129
N4 O0rmena (FMT_REV) . . . . . . . . o . oo e 130
N.5 Cpok neitcteus arpubyros 6esomacHoct (FMT SAE) . . . . . . . . . . . . . .. .. .. 130
.6 Ponum ynpasnienus 6esonacHocteio (FMT_SMR) . . . . . . . . . . . .. ..o L. 130
[Mpunoxenme K IMpusatnocts (FPR) . . . . . . . . . . . . . . . . . ... ... ... 131
K.l Anonumuocts (FPR_ANO) . . . . . . . . . o o o 132
K2 IMeepmonmmuocts (FPR_PSE) . . . . . . © . . . . . . . . ... 133
K.3 HeposmoxHocts accommarmu (FPR_UNL) . . . . . . . . . . . . ... ... ... ... 136
K4 CkpoitHocts (FPR_UNO) . . . . . o . . o oo oo 137
Mpunoxenue JT 3anmra ®BO(FPT) . . . . . . . . . . . . . . . 139
JI.1 TecrupoBanue 6asoBoit abcrpakrHoit manimael (FPT_AMT) . . . . . . . . . . . . . . .. 140
JI.2 BesomacHocth mpu c6oe (FPT_FLS) . . . . . . . . . . . . . . . ... ... ... 142
JI.3 JocTymHoCTb 3Kkenoptupyembix IaHHbIX PBO (FPT ITA) . . . . . . . . . . . . . . . .. 142
J1.4 KoHbueHIMATLHOCT SKCIIOPTUPYeMEIX JaHHbIX PBO (FPT ITC) . . . . . . . . . . . . 142
JI.5 MenocTHOCTH sKCrtopTUpyeMbIX JaHHBIX PBO (FPT ITDH . . . . . . . . . . . . . . . . .. 143
J.6 Tepenaua nanuoix @BO B penenax OO (FPT_ITT) . . . . . . . . . . . . . . . .. .. 143
JI.7 ®usnueckas sammmra DO (FPT_PHP) . . . . . . . . . . . . . ... 144
JI.8 Hanexwsoe Bocctanosnenune (FPT_RCV) . . . . . . . . . . . . . ... .. ... .. 145
JI.9 OO6HapyxeHue nmosropHoro ucrions3osanust (FPT_RPL) . . . . . . . . . . . . . . . .. 147
JI.10 TTocpennnuectBo npu obpamenusx (FPT RVM) . . . . . . . . . . . . . . . . . . .. 147
JI.11 Pazmenenue nomena (FPT SEP) . . . . . . . . . . . . . ... ... 148
JI.12 TIporokos cuuxponuszarmu cocrosHuit (FPT_SSP) . . . . . . . . . . . . . . . . . .. 149
JI.13 Metku Bpemenu (FPT_STM) . . . . . . . . . . . . . .. 149
JI.14 CornacoBanHoctb faHHbIX DBO Mexny ®BO (FPT_TDC) . . . . . . . . . . . . . . .. 150
JI.15 CornacosanHocts nanHbIX DBO npu aybnmuporanuu B npenesax OO (FPT_TRC) . . . . . . 150
JI.16 Camorectuposanmne ®bO (FPT_TST) . . . . . . . . . . . . . . . .. . . .. .. .. 150
[Tpunoxexnue M Ucnomszoranue pecypcos (FRU) . . . . . . . . . . . . . ... .. ... .. 151
M.1 Orkazoycroituuocts (FRU_FLT) . . . . . . . . . . . . .. . . . . . ... 151
M.2 TTpuopurer obcayskusanug (FRU_PRS) . . . . . . . 0 . . .. ..o, 152
M.3 Pacnipenenenue pecypco (FRU_RSA) . . . . . . . . . . . . ... oo, 153
[Mpunoxenue H Joctym k OO (FTA) . . . . . . . . . . . . . . . . .. .. 154
H.1 Orpanuuenue obnactu Beibupaemeix arpubyros (FTA_LSA) . . . . . . . . . . . . . . .. 155
H.2 Orpanuuenue Ha napannensHeie ceaHesl (FTA MCS) . . . . . . . . . . . . . . . . .. 155
H.3 brokuposanue ceanca (FTA_SSL) . . . . . . . . . . . . .o 155
H.4 TIpenynpexneHus niepen npeaocrarienuem noctyna kK OO (FTA_TAB) . . . . . . . . . .. 156
H.5 Uctopust noctyma x OO (FTA_TAH) . . . . . . . . . . . . . . . . . . .. ... ... 157
H.6 Orkpoitre cearicac OO (FTA TSE) . . . . . . . . . . . . . . . ... ... 157
[MTpunoxenwne I1 dosepenHsiit mapmipyr/kanan (FITP) . . . . . . . . . . . . . . . ... .. .. 158
1.1 Josepennplii Kanan nepegaun mexxny ®BO (FTP_ITC) . . . . . . . . . . . . . . . . .. 158
I1.2 Hosepennpiit Mmapipyr (FTP_ TRP) . . . . . . . . . . . . . . . . . . ... . . ... 158



TI'OCT P NCO/MBK 15408-2—2002

Beenenue

TTpo6ema obecrieyeHns 6e30MacHOCTH UHDOPMAIIMOHHBIX TEXHOIOTMH 3aHUMaeT Bce 0oJiee 3HAUNUTE b~
HOE MECTO B peayn3aliii KOMITBIOTEPHBIX CHCTeM U CeTel 110 Mepe TOTo, KaK BO3pacTaeT UxX posib B uH(popMa-
TH3auMu obiectra. Obecrieyenue GeszornacHocTy nHMopMalmoHHbIX TexHosoruit (UT) npencrapisieT codoit
KOMIUTEKCHYIO ITpoGieMy, KOTOpast peliaeTcsl B HAPABICHUSIX COBEPILIEHCTBOBAHMSI ITPABOBOTO PEryJIMpoBa-
Husg npumeHeHust T, coBepllieHCTBOBAHMS METONOB Y CPEICTB UX pa3spaboTKU, Pa3BUTUS CUCTEMbI CepTUGhU-
Karuu, obecrneyeHusl COOTBETCTBYIOIMX OPraHU3alMOHHO-TEXHUUECKUX YCJIOBUHM BKCIIyaTalunu. KitoueBbiM
acriekToM pelteHus rnpobimemsl 6ezonacHoct WUT gBiseTcs BeipaboTKa cucTeMbl TpeOOBaHUI, KpUTEPUEB U
rokasatesieit 1uTsl oleHKY ypoBHs 6e3oracHocTy UT.

TOCT P NCO/M3BK 15408 conepxuT ob11yie KpUTepu OLEHKU 6e30MacHOCTU MH(MOPMAIIMOHHbIX
TEXHOJIOTUH.

T'OCT P UCO/MOBK 15408-1 ycraHarmuBaeT o611l noaxon K GopMUpOBaHHIO TpeGOBAHMIT K OIICHKE
Oe3oracHoCTH ((PYHKIMOHAILHBIE U NOBEPHST), OCHOBHBIE KOHCTPYKUMH (MpOduUIb 3a1UThI, 3aiaHue 110
6e30MacHOCTH) MpeCTaBIeHUs TpeOOBaHU 6e30MaCHOCTH B MHTEpecax rmorpebureneil, pa3paboTYMKOB U
OLEHIIMKOB MpoaykToB U cucteM UT. TpeboBanus 6e3onacHocTi 00bekTa onieHKH (O0) no MeTOoH0IOTur
OBIIMX KPUTEPHUER ONPEACSIOTCS MCXO U3 IeJieif 6e30MacHOCTH, KOTOPEIE, B CBOIO OYepelb, OCHOBbLIBAIOT-
¢4 Ha aHanu3se HazHayeHus OO U ycI0BUH Cpelibl ero UCMONb30BaHUS (YTPO3, MPEANoaoXKeHU N, MOTUTUKH
0E30ITACHOCTH).

TOCT P UCO/MBK 15408-2 cofiep>KUT YHUBEPCATBHBIN CUCTEMATU3UPOBAHHbII KaTaaor GpyHKLHO-
HaJTbHBIX TPeOOBaH U O6€30MTACHOCTH U MPEAYCMATPUBAET BO3MOXHOCTb UX ACTAJIU3ALMU U PACIUMPEHUS TIO
orpenesleHHBIM ITPaBUIaM.

[OCT P UCO/M3BK 15408-3 primoyaeT B ceOs1 CHCTEMATU3UPOBAHHBIIM KaTalor TpeGOBaHMi JOBEPUSI,
ONpEIEJISIOIINUX MEPBI, KOTOPbIE JIOJKHbBI ObITh MPUHSTHI HA BCEX 3TaNax XKM3HEHHOTO IMKJIA ITPOLYKTa HITH
cuctemsl T s obecrieyeHust yBepEHHOCTH B TOM, UTO OHM YAOBJIETBOPSIIOT NPEXBIBICHHBIM K HUM (DyHK-
LIUOHATBbHBIM TPeOOBAHUAM. 3/1ECH XKe COAEPKATCS OLIEHOUHbIE YPOBHH 10BEPHsI, ONPEACIITIONIYE KTy Tpe-
GOBaHMIi, KOTOPbIE MMO3BOJISIIOT C BO3PACTAIOLIEN CTEMEHbIO NMOJHOTHl M CTPOTOCTHA OLIEHUTb MPOEKTHYIO,
TECTOBYIO U 3KCIUIyaTallMOHHYIO JOKYMEHTAIMIO, IPABUJIBHOCTD peaiu3alny QyHKUHHA 6e3onacHoctu OO,
VI3BUMOCTH IpoaykTa wiu cucteMbl T, CTORKOCT MEXaHU3MOB 3alUMThI M CAeNaTh 3aKTIOUeHe 06 ypoBHE
ToBepHs K 6e30rmacHoOCT 00beKTa OLIEHKH.

VI
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TOCYIAPCTBEHHBIN CTAHIAPT POCCUHUCKOMU @®EJIEPAIIUU

HNudopmanuoHHas TEXHOIOTHS

METOIbI M CPEACTBA OBECITEYEHHA BE3OIIACHOCTH .
KPUTEPUN OLNEHKHN BE3OITACHOCTH NTH®OPMALIMOHHBIX TEXHOJOI'NU

YYacTtp 2

DyHKIMOHAJIbHBIE TPeOOBanNs 0e30MACHOCTH

Information technology. Security techniques. Evaluation criteria for IT security. Part 2.
Security functional requirements

Jara ssenenns 2004—01—01

1 O6aacTh npuMeHeHus

Hacrosmuit ctaHmaptT pacrnpocTpaHsieTcs Ha hyHKITMOHATbHbIE KOMITOHEHTHI 6e30MMaCHOCTH, STBIISTIO-
1yecss OCHOBOM 1)1 (PYHKIMOHAIBHBIX TpeOoBaHM# OGe3onmacHocTH HHpopMamoHHBIX TexHomoruit (UT)
o6bekTa oneHKM (OO0), mamaraemeix B npoduse samuthl (I13) wim B 3ananum no 6e3omacHoctd (3B).
TpeGoBaHus OIUCHIBAIOT JKeJIaTeIbHbIN 6e30macHbIi pexxuM pyrakimonuposanusa OO U MpeaHa3HaYeHb IS
IOCTHXKEHUS 1iesieit 6e3onacHoCTH, ycTaHOBIeHHBIX B [13 nnu 3b. TpeGoBaHusT ONMUCHIBAIOT TAKXKE CBOMCTBA
6€301TaCHOCTH, KOTOPBIE NOIb30BATEIX MOTYT OOHAPYKUTh NPH HEITOCPEACTBEHHOM B3aumoeiicTeuu ¢ OO0
(T. e. py BXojHe ¥ BeIXozie) uiu rmpu peakiuu OO Ha 3arpochl.

DyYHKIMOHATBHEIE KOMITOHEHTHI 6€30ITACHOCTH BBIpaXKatoT TpeboBaHMs 6e30MacHOCTH, HallpaRIeHHbIE
Ha IIPOTMBOCTOSTHME YIpo3aM B IpeajaraeMoil cpene skcruryarauuy OO u/Wid OXBAaTbIBAIOIIHUE JIIOOYIO
VACHTUDULIMPOBAHHYIO TIOIUTHKY 6€30ITaCHOCTY OPraHU3alUY U TTPEIITONTOXEHHUS.

Hacrosimumit ctaHaapt npeaHasHauyeH U1sl moTpebuTeneit, pa3paboTuuKoB, a TakKe OlEeHIIUMKOB 6€30-~
rnacHeix cucrteM K npoaykroB UT. onosHutenpHas uHbopManys O MOTEHIMATBHBIX MTOJIb30BATENAX
['OCT P UCO/M3BK 15408, a Takxe 0 MPUMEHEHUY KPUTEPUEB YKa3aHHBIMU IPYNIaMU ITOJIb30BaTeIeiH
npencrapiaeHa B pasgene 3 TOCT P MCO/M3BK 15408-1. DTty rpynmsl MOTYT MCIIONb30BATh HACTOSIMM
CTaHAApT CIIEAYIOIKM 00pa3oM.

[Torpeburenu — npu BbIOOpe KOMIIOHEHTOB IS BbIpaKeHUs1 (YHKIIMOHATbHBIX TpeGOBAHUIL,
TO3BOJISIONIMX YIOBIETBOPUTS 1ieu Ge3onacHocTH, BeipaxkeHHblie B [13 win 3b. bonee nonpobHas uHbopma-
II¥si O B3aMMOCBSI3SIX TpeGoBaHUI Oe30MacHOCTH U lieielt 6e30macHOCTY NMpuBeacHa B roapasmene 4.3
'OCT P UCO/M3BK 15408-1.

Paspaboruuku, Hecylye OTBETCTBEHHOCTD 3a BhINOJHEHHUE CYIIECTBYIOIIMX MU TTPEIITONAaraeMblX Tpe-
GoBaHuit GezomacHOCTH MOTpeduTens npu paspadorke OO, — 14 peanus3alluy CTaHAAPTU30BAHHOIO METONA
ITOHUMAHUSI STHX TpeOOBAHUI, UCITO/IB3YSl COAEePXKAHME HACTOSIIICIO CTAHAAPTA KaK OCHOBY JUISl HaTbHEHIIIero
omnpeneseHuss GyHKuuit 1 MexaHusMoB 6esorracHocTy OO, KOTOphie COOTBETCTBOBATH ObI 5THM TpeGoBa-
HUSIM.

OLieHIIUKY — NMpUMeHss GYHKITMOHATBHEIC TPeOOBAHNS, OIpeieICHHbIC B HACTOSIIEM CTaHAapTe, ITPU
BepudUKaLUKU TOro, YTO QYHKIMOHATbHEIE TpeGoBaHuss OO, BoipaxkeHHsbIe B [13 unu 3b, ynoBieTBOpSIOT
tessm 6esonacHocTy MT, a Takxke 17151 yyeTa 3aBUCHMOCTe i 3THX TpeOOBAHMIT 1 ITOKa3a YAOBICTBOPEHUS
3TUX 3aBUcUMocTeit. Kpome Toro, oreHImuKam CiaeayeT UCIoIb30BaTh HACTOSIILMI CTAaHAAPT IPH Ofpeie/IeHUN
TOrO, YAOBJIETBOPSIeT U AaHHbIN OO npeabsaBlIeHHBIM TPeOOBAHUSIM.

1.1 Pacnmpenne u conpopoxaenue hyHKIMOHANBHBIX TpeGOBAHMIA

T'OCT P UCO/M3K 15408 u cooTBeTcTBYIOMIME DYHKIIMOHATLHBIE TpEOOBaHHMS OE30ITACHOCTH, OMU-
CaHHbIe HUXE, He NTpeJHa3HauyeHbl 115 OKOHYATEIbHOIO penieHud Beex 3anau 6ezonacHoctd UT. Ckopee,
HACTOSILMIA CTAHIAPT MpeiaracT COBOKYITHOCTh XOPOIIIO MPOAYMaHHBIX (DYHKIIMOHATBHBIX TpeOOBaHMI 6€30-
MTACHOCTU, KOTOPbIe MOTYT MPUMEHSITCS ITPY CO3MAHUY TOBEPEHHBIX MPOaAyKTOB wiau cucteM MT, orBeuato-

N3znanme odunuaibHoe
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LIMX NOTPEOHOCTAM PBIHKA. OTU (PyHKLMOHAbHBIE TPEOOBaHUS 6e30MaCHOCTH MPEACTABIISIOT COBPEMEHHBIH
YpOBeHb crieinpUKaIX TpeGOBAHMIA Y OLIEHKH.

B HacTosiuuit cTaHAapT He Npeanoiaraioch BKIIOYATh BCe BO3MOXHbIE (PYHKLIMOHANIbHbIE TPeGOBaHHS
6e30MacCHOCTH, a TOJIBKO TE U3 HUX, KOTOPHIe Ha JaTy U3IaHHsl CTAaHIApTa OBUTH M3BECTHBI U 0J0OPEHBI €ro
pa3paboTYMKAMH.

Tak Kak 3HaHUS ¥ MOTPEOHOCTU MOJIB30BATENEH MOTYT U3MEHATLCS, (DYHKUMOHATbHbBIE TPeOOBAHMS
HACTOSIIIETO CTAHAPTA HYX/IAI0TCS1 B JATbHEMIIEM corpoBoxKneHUU. [Tpeanonaraercs, YTo HEKOTOPbIE paspa-
6otyuku [13/3b Moryt uMeTb NOTPeOGHOCTH B GE30IMaCHOCTH, HE OXBayeHHbIE B HACTOsI1IEE BPpeMsi KOMITOHEH-
TaMU (pyHKIIMOHATBHBIX TpeGOBaHUI HacTosTero craHaapta. B stom ciyvae paspaboruuk I13/3b moxer
MPEATIOYECTh UCTIONB30BaHWE HECTAHAAPTHHIX OYHKITMOHATHHBIX TPEOOBAHMIT (TAK HA3BIBACMYIO «pacIlIupsic-
MOCTb»), Kak 00bsacHeHo B rpuitoxeHusx b u B TOCT P UCO/MBK 15408-1.

1.2 Crpykrypa

Pasnesn | conepxur BeeneHue.

Pasnen 2 npencrabinsieT Katanaor ¢GyHKIIMOHAIBHBIX KOMITOHEHTOB.

B pasnenax 3—13 mpuseneHo onucaHue (QyHKIMOHATbHBIX KJIACCOB.

[Tpunoxenue A conepXuT TOMOTHUTEIbHYIO HH(MOPMALIMIO, TPEACTABIISIONIYIO UHTEPEC IS TOTeHIIH -
QJIbHBIX T0JIb30BaTene (PyHKIIMOHATBHBIX KOMITOHEHTOR, BKITIOUAs ITOJTHYIO TabIHILy NTepeKPeCcTHBIX CChLTOK
3aBUcUMOCTelt PYHKIMOHATBHBIX KOMIIOHEHTOB.

ITpunoxenust b—I1 npeacrapnsior 3aMeyaHust 1O MPUMEHEHUIO (PYHKIIMOHATBHEIX K1acCcoB. B HuX co-
CPEeIOTOUEHBI MaTepuaibl MHOOPMALIMOHHOM MOMIEPKKY IS TOTh30BaTe el HACTOSIIEro CTaHAApTa, KOTO-
phie IOMOTYT UM IIPUMEHSTH TONBKO NOMYCTUMBIE OTiepaliiyl U BEIGUPATh HeOOXOUMYI0 HHMOPMAIIHIO TS
aynuTa ¥ JOKYMEeHTUPOBAHUSI,

I'OCT P UCO/M3BK 15408-1 comepxutr crenyroiyio nHGbOPMALINIO, HEOOXonUMyI pa3paboTyu-
xam T13 unu 3b:

— TepMUHBI, UCITONIb3YeMble B cTaHiapTe, onpesneseHsl B pazaene 2 TOCT P UCO/MOK 15408-1;

— crpykrypa I13 nmpuseneHa B nmpunoxenun b x TOCT P UCO/M3BK 15408-1;

— crpykrypa 3b npuseneHa B npuioxenuu B xk TOCT P UCO/M3K 15408-1.

1.3 ITapamurma yHKIHOHAILHBIX TPeOOBAHMIA

Ha pucynkax [.1 u 1.2 mokasaHbl HEKOTOpbIC KJIIOYEBbIC MMOHSTHS MapaaurMbl. OnucaHbl U
JIpyrue, He ITOKa3aHHbIC Ha PUCYHKAX, KIIOYEBBIC MOHATHUSL. PaccMarpuBaeMble KITIOUEBBIE IMOHSTHS

ObbekT oueHku (O0)
Wutepdeiic PO (MPBO)
Cybvekt
Monb3osa-
Tens/ AtpubyTbl S,
YOaneHHbIN esonactoctu | Tt
npoaykt UT -] ®yHKkUuK GesonacHocTu OO0 (PBO),
Cybbext i OCYLLECTBASIOWMUE NOMUTUKY
= GesonacHoctu OO (NBO) SER
AtpubyTbl L~ il
sesonacwoer| |~ <L 5 \
-0 Obbekt/ e N
** uHchopMaumn : CyGbekT -
Monb3oBarens ATpUBYTHI ATpuGyThi ATpuByThi
\ 6esonacHocT 6esonacHocTH 6e3onacHocTH
Q6nactb A&I‘/‘I(\!TBI‘/IQ‘ Pecypc Mpouece
$EO (0Ad). v P
Pucynok 1.1 — KioueBble NOHATHA DyHKIMOHATBHBIX TpeGoBaHMi Ge3onacHocTh (eanHbii O0)
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Pucynok 1.2 — ®yHkumMKn Ge3onacHOCTH B pacrnipeaeieHHoM OO

BbIJEJIEHBI MOYKUPHBIM KypcuBOM. Ompene/ieHdss TEPMUHOB, TPUBEACHHbIE B cJoBape B pasjierne 2
IF'OCT P UCO/MIK 15408-1, B aTOM moapasaeiie He U3MEHSIOTCS ¥ He IePeONnpeaeIISTIOTCS.

Hacrosiuunit cTaHaapT conepXuT Kataior (hyHKIIMOHATHHBIX TpeOoBaHUi 6e30MacHOCTH, KOTOPbIE MOTYT
ObITb MpeabABICHbI K 00sexmy ouyenrxu (00). OO — 310 npoaykT wim cucreMa UT (BMecTe ¢ pyKOBOACTBOM
aMUHUCTpPATOpPa U MOJIb30BaTEIs), COJIEPXKAIlHe PECYPChl THIA 3JTEKTPOHHBIX HOCHTENEH TAHHBIX (TAKUX,
KaK AUCKH), neprudepuiiHbBIX YCTPOWCTB (TaKMX, KaK MPUHTEPbI) U BBIYMCIUTELHBIX BO3MOXHOCTEH (Ta-
KMX, KaK MPOLEeCCOPHOE BpeMsi), KOTOPbIE MOTYT MCITOJIb30BAThCS 11 00pabOTKM M XpaHeHUsT MHGOPMALIKK
U SIBJIAIOTCA IPEAMETOM OLIEHKH.

OueHKa, npexie Bcero, NOATBEPXKIAET, YTO B OTHOLLEHUH pecypcoB OO ocylecTBIIsIeTCs onpeaeicH-
Has noaumuxa 6e3onacnocmu 00 (I150). 11HO onpenensget npaBuiaa, no KOTopsiM OO yrpapisieT 10CTYIIOM
K CBOMM pecypcaM U, TaKuM obpa3oM, Ko Bceit MUHpopMalinu 1 cepBucaM, KoHTporpyembim OO.

ITBO, B CBOIO OYEpeh, COCTOUT U3 pasliuuHbIX nosumux gynxuuii 6ezonacnocrmu (IPE). Kaxnas
[TDB umeeT cBOIO 06aCTh IEHCTBHUS, ONPENEIISIONIYI0 CYOBhEeKTH, 0OBEKThl M ONepaliiM, Ha KOTOPBIE pac-
npoctpanserca [TDB. [TDB peanusyercs gyuxuueii 6ezonachocrmu (PB), ybr MEXaHWU3Mbl OCYIIECTBIISTIOT
MOJIUTUKY U NPENOCTABSIOT HEOOXOAUMBIE BO3MOXHOCTH.

CoBoKynHOCTb Bcex (yHKImin 6e3onacHoct OO, KOTOpbie HanpapieHbl Ha ocyluecTsiaenue I1BO,
onpenaensieTcsl Kak ynkuuu 6ezonacnocmu oooexma ouenrku (Pb50). PHO 06beaANMHAIOT GYHKIITMOHATBHEBIE
BO3MOXHOCTH BCeX aNNapaTHBIX, TPOrpaMMHBIX M ITpOrpaMMHO-anTapaTHbIX cpeactB OO, Ha KOTOphIe Kak
HEMOCPEACTBCHHO, TAK W KOCBEHHO BO3JIOXKEHO obecrieyeHre 0€30MacHOCTH.

Monumop obpamenuii — 310 KoHLeNnuust aGCTPaKTHON MALIWHBI, KOTOPAsh OCYIIECTBISIET MOJIATUKY
ynpaieHust nocrynom OO. Mexanuzm npogepku npagomounocmu oGpawenuii — peaan3alysi KOHIETIINH
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MOHHWTOpA OOpaleHuit, 006aanaas cieAyIIMMI CBOMCTBAMU: 3aIUUTIIEHHOCTHIO OT MPOHUKHOBEHYS ; 10~
CTOSIHHOI TOTOBHOCTBIO; MPOCTOTO#, 1OCTATOWHOM J1JIsT ITPOBEIcHUS MCUEPITHIBAIOIICTO aHAJTN3a Y TeCTUPOBa-
Husl. @BO MOryT cocTosiTh U3 MEXaHU3Ma ITPOBEPKU MIPABOMOYHOCTH OBpallleHUH 1/Wau ApyruX dyHKINH
GesonacHocTy, HeoOxonuMbIX 1uis akcryatanu O0.

OO MOXeT ObITh €AUHBIM ITPOIYKTOM, BKITIOUAIOIINM anfapaTHble, TPOrpaMMHO-aITapaTHEIe ¥ TPo-
IPpaMMHBIE CPEACTRA.

B unoMm ciryqae OO moxeT 6bITh pacrpeieieHHBIM, COCTOSIIIIMM M3 HECKOJIbKHX pPa3ieIeHHBIX YacTe,
Kaxnas yacts OO obGecrieynBaeT BEIIOTHEHHE KOHKpeTHOro ceprrca 11t OO U B3aUMOACHCTBYET C IPYTHMHU
yactamu OO uepe3 enympennuii Kauaa ces3u. DTOT KaHAT MOXKeT OBITh BCEro JUIIbL MIMHOM Mpolieccopa, a
MOXET SIBJISIThCS BHYTpeHHe cerbio 11 OO0.

Ecau OO coctonT U3 HECKOAbKUX 4acTeil, TO KaXIas 4acTh MOXET UMETh COOCTBEHHOE ITOAMHOXKEe-
ctBo ®BO, xoropoe o6meHuBaeTcst naHHpiMu PBO 1 nonp3oBareseit yepe3 BHyTPEHHUE KAHATBI CBA3HU C
npyrumu nnopmHoxectsamu GBO. Bro BlaumoneiicTBre Ha3bIBaeTCS euympenneil nepedayeii 00. B sTom ciy-
yae yactd PHO dpopmupyior o6benuHerHbie PBO, koTopsie ocymectsisior [TBO mis storo OO,

NHutepdeitcsl OO Moryt GbITh JJOKaTH30BaHB B KOHKpeTHOM OO WiH XKe MOTYT AOITyCKaTh B3auMoei-
ctBue ¢ apyrumu nponyktamu UT no ewewnum xamasam cessu. BHeliHye B3aUMONEHCTBUS C JPYTUMHU
npoayktamu YT moryT npuHuMaTth 18 (hOPMBI:

a) TTonutuka 6e30MacHOCTH «yAareHHOro aoBepeHHoro npoaykra UT» u TTBO paccmarpusaemoro OO

CKOOPIMHUPOBAHBI U OLIEHEHH! B /IMUHUCTPATUBHOM ropsiike. O6MeH uHpopMaliveit B 3ToM ciyyae
HasBaH nepedayeii mexcdy DB O, TockobKY OH ocyiiecTsisiercss Mexny DBO pasnnyHbIx JOBEpeH-
HBIX MTPOAYKTOB.

6) Ynanennsiit mpoaykT UT, o6o3HaueHHBIN Ha pucyHKe 1.2 Kak «HenoBepeHHbIN mpoaykT UT», He
OblI OLICHEH, MO3TOMY €ro MOJWTHKa Ge3omacHOCTH HeusBecTHa. OOMeH mHbopMmanueil B 3TOM
ciTyyae Ha3BaH nepedaueii 3a npedeavt o6aacmu deiicmeust @B O, Tak KaK 5TOT yAATCHHBIN TPOIYKT
UT nHe umeer ®BO (M1 XapaKTepUCTUKU €0 ITOJTUTUKY Ge30ITaCHOCTH HEU3BECTHBI).

COBOKYITHOCTh B3aUMOJIEHCTBUIL, KOTOPBIe MOTYT mporcxoanuTts ¢ OO nimu B npenenax OO u noauuHe-
Hbl nipaBuiam [TBO, oTHOCHTCS K obaacmu delicmeus gynxuuii 6ezonacnocmu (OJP). OAD BrIOYACT B
cebst OTpeIc/ICHHYIO COBOKYITHOCTD B3aUMOICHCTBUI MEXIy CyObEKTaMH, 0ObEKTaMHU M ONepallUsIMU B IIpe-
nenax OO, Ho He npeArnosaraer oxaara Bcex pecypcos OO.

CoBOKYTHOCTbh UHTEPheHCOB KaK UHTEPAKTUBHLIX (UETOBEKO-MAalIMHHEINA WHTepdeiic), Tak U 1po-
rpaMMHBIX (MHTepdec MporpaMMHbBIX MPHITOXKEHU), Yepe3 KOTOpble MOTYT GBITh ITOJYYEHBI JIOCTYIT K pe-
cypcam ripu rrocpenauyectse ®HO unu undopmarnus or PBO, HasviBaeTcs unmepdeticom PbO (HDBO).
NOBO onpenensier rpaHuilbl Bo3MOXHOCTe GyHkunii OO, KOTOpble NMpesoCTaBIeHbl JUT OCYIIEeCTRIe-
Hus ITHO.

TTonp3oBarenn He BKIoYarOTCs B coctaB OO; nosToMy oHU Haxonsatcs Bae OJIM. Oxnako nojap3opare-
Jv B3aumoneitcTByior ¢ OO yepe3s UPBO npu sanpoce ycnyr, kotopble 0yayT BeimorHATECS O0. Cylie-
CTBYET JIBa TUTIA ITOJIb30BaTeNEl, YUUTbIBAEMbIX B DYHKLIMOHATbHbIX TPEOOBAHHSIX G€30MACHOCTH HACTOSIIETO
CTaHIIAPTA: Her08eK-noav3oeamens v enewnni obsexm HT. [119 yenoBeKa-Moabp30BaTe)Is pa3iniaioT 210KaAAb-
HO20 4ea08eKa-noab3oeamens, B3aMMOACHCTBYOIIETo HerocpeacTBeHHO ¢ OO yepes ycrpoiictea OO (Takue,
Kak paGoune CTAHLVH), U YOaLeHH020 Hea08eKa-noab3oeameann, B3aumoneiicteyoniero ¢ OO yepes apyroi
npoaykt UT.

[Mepuon B3ammoneicTBUSI Mexay nojbsoBareneM U PBO HasbiBaeTcs cearcom noavzoeamens. OTKPLI-
THE CEaHCOB IOJIb30BATENICH MOXKET KOHTPOJIMPOBATHCS HA OCHOBE Psilia YCIIOBHIA, TAKMX KaK ayTe HTU(dHKa-
LM TTOJIB30BATeENs, BpeMs CYTOK, MeTo focTyna K OO, yucio napajuie/ibHbIX CEaHCOB, pa3penieHHbIX MTOTb30-
Baresaio, U T. 1.

B HacTosimieM cTaHIapTe UCMOJb3YEeTCSl TEPMUH YyROAHOMOUenHbE 171 0603HAYEHUS TOJ1b30BaTeNS,
KOTODEI# ob6nanaer mpaBaMy U/Uau NPUBUIAETUSIMU, HEOOXONMMbBIMU 1181 BblOTHEHUsT onepanuii. [Tosromy
TEPMUH YHOAHOMOUEHHDII NHOAb306AIMEAb YKA3bIBACT, UTO MOJIb30BATEIIIO Pa3peNiaeTCs BHIMOJHATh JaHHYIO
oneparyio B coorsercTBuu ¢ I1HO.

151 BeIpakeHYs1 TpeOGOBaHUM pasiesieHUs aAMUHUCTPATUBHbIX 00513aHHOCTE I COOTBETCTRYOIIME (PYHK-
LIMOHATBHBIE KOMITOHEHTHI 6e3oracHocTH (U3 cemeiictBa FMT_SMR), npuBerenHbie B HacTosIILIEM CTaHIap-
Te, SBHO YCTAHABIUBAIOT 0053aTeIbHOCTb AIMUHUCTPATUBHBIX poseil. Ponb — 3T0 3apaHee onpeneneHHAs
COBOKYITHOCTh ITpaBWJI, YCTAHABIWBAIOIIMX AOMYCTHMbIE B3aHMOAEHCTBUS MeXy moib3oBateieM u QO.
0O moxer noafaepKUBATh ONpeAeIeHUE TPOU3BOAbLHOIO YKcaa poseit. Hanpumep, posnu, CBsI3aHHbIE € onepa-
nusmu 6ezonacHoctt OO, MOTYT BKITIOUATh B ce0s1 poiu «<AIMUHHUCTPATOP ayauTa» U «AIMUHUCTPATOpP yJyeTa
IT0JIb30BAaTeeii».
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OO conepXUT pecypchbl, KOTOPblE MOTYT MCITOJIB30BAThHCS JUIs1 00pabOTKM U XpaHEeHUs HH(pOpManuu.
OcHoBHoit uensio PBO aBngeTca nosHoe u npapmwibHOe ocymecTBiaeHue ITBO st pecypcos n mHpOpMa-
LHM, KoTopbiMH yripaBisieT OO.

Pecypcbl OO MOTIyT UMETh Pa3jIMYHYIO CTPYKTYPY ¥ MCIIOJB30BATLCS pa3IMUHBIMU crtocobamu. Tem He
MeHee B HACTOSILLEM CTaHIApTe MPOBOAUTCS CIEIUATBHOE pa3rpaHUueHUE, ITO3BOJIIONIee CIeTMMUITPOBATh
JKeJaTeibHble CBOMCTBa Ge3onacHOCTH. Bee cymHoCTH, KOTOPBIE MOTYT ObITH CO3/IaHBl HA OCHOBE PECYDCOB,
XapaKTePU3YIOTCSl OTHUM U3 ABYX cocoboB. CYNIHOCTH MOTYT ObITb AKTHBHBIMU, T. €. SIBIATHCS PUIHHOM
NeHCTBUM, KOTOpbIE MPOUCX0aAT B npeaesax OO, ¥ MHUITUUPOBATh ONEPALIMH, BRIIOIHSIEMbIC C UHDOpMa-
uueit. HanmpoTus, CynHOCTH MOTYT OBITh MACCHBHBIMU, T. €. SBIATbCS HCTOYHUKOM HJIM MECTOM XpPaHCHUS
MHbOopMaLmu.

AKTHBHBbIE CYLLIHOCTH Ha3BaHH cybsexmamu. B nipenenax OO MOTYT CYIIECTBOBATh HECKOJIBKO TUTIOB
CyObEKTOB:

B) ACHCTBYIOLLIME OT UMEHHU YIOJHOMOYEHHOIO ITOIB30BaTe/Is1 U NOAYUMHEHHBIC BceM npasujam [TBO

(Hanpumep, npouecchl UNIX);

r) AeACTBYIOLME KAK 0COObIHI (hYyHKLIMOHATBHEIHN ITPOIIECC, KOTOPbI MOXET, B CBOIO OYepedb, AeHCT-
BOBAaTb OT MMEHU MHOTMX MOJB30BaTeiell (HarmpuMep, GYHKLMU, KOTOPbIE XapaKTepHbI IJ1s1 apXu-
TEKTYPbl KJIUEHT/CEepBEp);

J1) IeficTBYIOIIME KaK YacTb cobcTBeHHO OO (Hanpumep, J10BEpeHHbIE NTPOLIECCHI).

B HacrosileM cTaHnapte paccmarpubaeTcs ocymectsieHue [TBO nist cyobeKTOB BCeX TUMOB, MEPeUrc-

JIEHHBIX BBIILIE.

ITaccuBHBIE CYLLIHOCTH (T. €. XpaHWIHILA UH(GOPMAITMK) Ha3BaHbl o6sexmamu B GyHKLMOHAIbHBIX Tpe-
GoBaHMSIX 6€30MaCHOCTH HacTosero ctanaapra. O6bEKTHI SIRIISIOTCS MPEIMETOM OMepaliuii, KOTOpble MOI'YT
BBINOJTHATHCS CYyOBeKTaMU. B citydae, korna cyObeKT (aKTUBHAS CYLLIHOCTb) CaM sBJISIETCS MPEAMETOM oltepa-
uuy (HampuMmep, NPy YCTAHOBJIEHUH CBSI3M MEXKIY NMpOIeccaMM), Hal CyOGbEKTOM MOTYT MPOU3BOXUTHCS
NIeMCTBMS, KaK Hal OObEKTOM.

OO6BEKThl MOI'YT CONEPKATH UHGOPpMauuro. IT0 MOHATHE TPeOYETCs, YTOObI CrieLM(ULIMPOBATH TOJUTHKY
yIIpaBiaeH!s HH(GOPMALIMOHHBIMHI TIOTOKaMU B COOTBETCTBUHU ¢ KilaccoM FDP.

[Tonb3oBatenu, cyobekThl, MHGOPMAIIUSI U 00BEKTEH 00IAAAI0T ONPENEAEHHBIMU ampubymamu, KOTO-
phle comepxar nHbopmallnio, rnodsosionyo OO0 GyHKUMOHKUPOBaTh nMpaBwiibHO. HekoTopble aTpubyThl,
Takye Kak uMeHa aiyioB, MOIyT MpeaHa3HaYaThCsl TOABKO J1J11 MHMOPMUPOBAHMS, B TO BpeMsl Kak Ipyrue,
HanpyMep pasuHbIe NTapaMeTphl YIIPaBAeHUs JOCTYIIOM, — UCKITIOUUTENIBHO /115 ocyiecTBieHust [TBO. Otu
rocneaHue o6001eHHO Ha3BaHbl «ampubymamu Gezonacnocmu». B nanbHeiileM ClI0BO «aTpubyT» UCTIONb3Y-
€TCsl B HACTOSILIEM CTaHIApTE KaK COKpAIeHME [ CITOBOCOUETAHUS «aTpUOYT 6e30MacHOCTU», SCITU MHOE He
orosopeHo. Bmecre ¢ TeM, He3aBUCUMO OT Mpe/iHa3HauYeHUsl HHDOpMaLUK aTpubyTa, MOTI'yT OTpe6oBaThCs
CpenCcTBa ynpaBIeHHUsT STUM aTpubyToM B cooTBeTcTBUU € [1HO.

B OO conepxarcs naHHble rmoas3oBareneit u nanHsle GBO. Ha pucynke 1.3 mokasaHa UX B3aMOCBSI3b.
Hannsie noavzoeameaneii — 510 vHdopmanus, coaepxaiuascs B pecypcax OO0, KOTopasi MOXET ITPUMEHSIThCSI
riosib3oBaresisiMu B cooTBeTcTBUH ¢ [THO 1 He npeanasHaueHa criermanbHo g GBO. Hanpumep, conepxa-
HHE COOBIIEeHNS 5AeKTPOHHOM ITOUTHI SIBNSIETCS AaHHBIMHU ITonib3oBartesis. Janunvie Db0O — 510 nHMOPMAaIiNs,

OAHHGLIE OO0

/ \ ﬂAHHbIE ®B0. / ATpuByThl 6e3onacHocTU N

( ATpubyTbl nonb3oearenen )

OAHHBIE
MONb30OBATENEN AyneHtuduka-

UMOHHbIE ( “. ATpubyThI.CyOBEKTOB )

( ATpunbyThl 06LEKTOB )

AaHHbIe ( -
1 - ATPUBYTHI MHOPMALIMM ) :

PucyHnok 1.3 — Ces3b MeXIy IaHHBIMM NIOJIb30BaTeNei u JanHHbIMU PBO
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ucnoassyemass ®bO npu ocymectirenun [TBO. JomycTuMo Bo3neiCTBHE M0/Ib30BaTeleit Ha aHHbie PBO,
ecnu 310 npeaycmorpero ITBO. Mpumepamu nanubix PBO sipsIoTCH aTpUGyTH 6€30MaCHOCTH, ayTeHTHhU-
KALlIMOHHbIE JAHHBIE, CITUCKH YIIPABJIEHUS IOCTYTIOM.

Boiaensiorcsa ITMB, kotopsie MpUMEHSIOTCS NPH 3allMTe JaHHBIX, Takue Kak IIDB ynpaeaenus doc-
mynom 1 IIDK ynpaesenus ungpopmauuonnvimu nomoxamu. J{eiicTBUST MexaHU3MOB, peatusyiomux [1Ob
ynpasjeHUs1 JOCTYIIOM, OCHOBaHBI Ha aTpuOyTax cyOheKTOB, OOBEKTOB M OMepanuil B mpejenax oomactu
NeHACTBUA. DTU aTpUOYTHl KCIIOIB3YIOTCS B COBOKYITHOCTH TPABHJI, YIIPABIAIONINX ONEPaIMsIMHU, KOTOpbIe
CyObeKTaM pa3pelleHO BBITOIHATh Ha OOBEKTaX.

DYHKLWOHUPOBAHHE MEXAHU3MOB, peamusyionmx [TMDb ympapteHns HHGOPMAIMOHHBIMYU ITOTOKAMH,
OCHOBAHO Ha aTpubyTax cyOheKTOB U MHMOPMAITMHU B IpeAeiax 00JIacTy AEHCTBUS U COBOKYITHOCTH MPaBHI,
10 KOTOPBIM BBINOJHAIOTCS onepainy cyobekToB Haj uHdopManueit. ATpubyTsl nHGOpMaIUK, KOTOPHIE
MOTYT ObITh &CCOLIMMPOBAHBI C aTPUOYTaAMH MeCTa XpaHeHHs (WUIM He aCCOIMMPOBAaHbl C HUMHM, HAITPUMED B
CJly4yae MHOTOYPOBHEBO# 6a3bl JIAHHBIX), OCTAIOTCY ¢ MH(OPMAIIMEN NPU e€ MepeMELLICHUH.

HBa cneunduyeckux tuma gaHHeix @BO, paccMaTpyuBaeMBIX B HACTOSIIIIEM CTAHIAPTE, MOTYT, XOTS U
Heo043aTeNIbHO, COBMAJIaTh. DTO aymenmuduUKayuonHblie OQHHbIE Y CeKpembl.

AyTeHTU(DUKAITMOHHBIE JTAHHBIE MCITOJIB3YIOTCS, YTOOBI BepH(UITMPOBATh 3as1BICHHbIH MIeHTH(HUKATOP
nosb3oBares, oopamatiierocs k OO 3a yciyramu. Camast pacripocTpaHeHHas (popma ayTeHTU(DUKALIMOHHBIX
NAHHBIX — NAapoJib, KOTOPBII HEOGXONMMO XpaHHUTb B CEKPETE, YTOOBI MEXaHW3M 6e30MacHoCTH ObL1 3¢pdek-
TUBeH. ONHAKO B CEKpeTe HEOOXOMMMO XPaHUTh He Bee (hopMBI ayTeHTHhHKALIMOHHBIX JaHHbIX. BUoMeTpuuec-
Kue OMo3HaBaTebHbIe YCTPONCTBA (TaKWe, KaK CUMTHIBATETH OTIEYATKA Majblia WM CKAHEpbl CETYATKH
I71a3a) OCHOBBIBAIOTCS HE Ha MPEAITONIOXEHUH, UTO ayTeHTH(UKAIIMOHHbIC TaHHbIC XPAHSITCS B CEKpeTe, a Ha
TOM, YTO 3TH JAHHbIE SIBJISTIOTCS HEOTHEMJIEMBIM CBOMCTBOM MOJIB30BAaTeENs1, KOTOPOE HEBO3MOXKHO MOANENATb.

TepMuH «cekpeT», UCTTOIB3YEMBIN B (hYHKITHOHATBHBIX TPEOOBAHMSIX HACTOSLLIETO CTAHAAPTA MO OTHO-
HIEHUIO K ayTeHTU(DUKAITMOHHBIM JAHHBIM, IPUMEHHUM U K JaHHbIM IPYTUX TUMIOB, KOTOPble HEOOXOAUMO
XpaHUTH B TaifHe mpy ocyiecTrieHun ornpeneyerHoi [1MB. Hanpumep, cToHKOCTh MeXaHHM3Ma 1OBEPEHHOTO
KaHasia, B KOTOPOM TIpUMeHeHa KpUTTorpadust Ut COXpaHeHUs] KOH(PUASHLIMATBHOCTY NepeaaBacMoii uepes
KaHaT HHOOPMALIUHY, 3aBUCHUT OT HAJIEXHOCTH CITocoBa COXpaHeHHs B CeKpeTe KpUMTorpadpuyeckux Kirodei
OT HECAHKITMOHWPOBAHHOIO PACKPhITHS.

CriennoBaTe/ibHO, HEKOTOpbIE, HO He BCe ayTeHTU(hUKAlIMOHHbBIE JaHHbIE HEOOXOIMMO XpAHUTh B CEKpe-
T€, 1 HEKOTOPbIE, HO HE BCE CEKPEThI UCIIOIB3YIOT KaK ayTeHTU(UKAITMOHHEIE JaHHBIe. PUCYHOK 1.4 mokaspi-
BAeT 3TY B3aMMOCBS3b CEKPETOB U ayTeHTU(DUKAIIMOHHBIX JaHHBIX. Ha TOM pUCYHKe yKa3aHbI THUITHI JaHHBIX,
KOTOPBIE YACTO OTHOCST K ayTeHTU(DUKAIIMOHHBIM JAHHBIM 1 CEKPETaM.

AymenmudgpukayuoHHble danHbie

Buometpus
KpenuTHble KapToukm

4 D

Maponu

\ J/

Kpuntorpacuueckue
nepemeHHble

Cekpemni
\ —_— J

Pucynok 1.4 — CBsi3b MeXAY NOHATUSAMH «ayTeHTU(MUKAIIMOHHbBIE JAHHbBIC» U «CEKPEThI»

2 DyHKUMOHAIbHBIE KOMIIOHEHTHI 0€30MacHOCTH

2.1 Kpatkwuii 0630p

DTOT paszel onpeenseT coaepxkanue ¥ hopMy npeacTaBieHUs GYHKIMOHATBHBIX TPeGOBAHUMN HACTOSI-
IIETO CTaHAapTa U NMPEICTABIIeT PYKOBOICTBO 110 OPraHMU3alluu TpeGOBAHMIA 111 HOBBIX KOMITOHEHTOB, BKIIIO-
yaembiX B 3b. PyHKIMOHANTEHBIE TPeGOBAHUS OOBEIMHEHBI B KITACCHI, CEMEVCTBA M KOMITOHEHTHI.
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211 CtpykTypa Knacca
CrpykTypa (yHKIIMOHATBHOTO KJ1acca IpuBeacHa Ha pyucyHKe 2.1. Kaxapiit pyHKITHOHATBHBIHN KJTacc
CONEPKUT MMs KJlacca, NPeCTaBlIeHue Kiacca U OJHO WM HECKOJNIbKO (DYHKIIMOHATBHBIX CEMENCTB.

DyHKUMOHANBHbIA Knacc

TI'OCT P UCO/MBK 15408-2—2002

Vmsa knacca

lNpencraeneHue knacca

L dyHKMoOHaNbLHBIE CeMeitcTRa

PucyHok 2.1 — CrpykTypa (PyHKIHMOHATLHOTO KiIacca

2.1.1.1 Um4a xitacca

Nmsg kmacca copepXuT HHPopMaLIKIo, HEOGXOIUMYIO T UACHTUDUKALUY QYHKIIMOHATILHOIO Kiacca
Y OTHECEHMSI ero K ornpeznesieHHoi Kateropuu. Kaxislit hyHKLUHOHAIbHBIN K1acC MMEET YHUKAIbHOE UM,
W Hdopmalivisi o KaTeropuu rnpeaocTapjieHa KpaTKUM UMEHEM, COCTOSIIIMM W3 TpeX OYKB JJATHHCKOrO ajidaBu-
Ta. Kparkoe ums Kjacca MCOb3YIOT NPU 3aJaHUU KPaTKNUX MMEH CEMENCTBA 3TOro Kiracca.

2.1.1.2 TIpencrapieHue Kiacca

[MpencTaBieHue Kiacca 060011aeT yyacTHe CeMeNCTBa KJlacca B IOCTUXEHUU Lienieit 6e3onacHocTu. Onpe-
aeseHue (YHKIIMOHATBHBIX KJIACCOB HE OTpaXKaeT HUKAKYI0 (hOpMasibHYI0 TAKCOHOMMIO B crieunduKaLuu

TpeOOBaHUI.

[TpencrapieHue Kiacca COOEPXKUT PHCYHOK, ITOKA3BIBAIOIIMI BCE CEMEICTBA 3TOrO KJIacca M HePapXHIo
KOMITOHEHTOB B Kax/IOM CEMEMCTBE, KaK YKa3aHo B 2.2.

212CrtpykTypa ceMelcTBaA

CrpykTypa QyHKIHOHATHLHOIO CEMEHCTRA IPUBEAeHA Ha PUCYHKe 2.2.

2.1.2.1 ms cemelicTBa

Mms cemelicTBa comep-
JKUT OITUCATETBHYIO HHDOpMa-
LIYI0, HEOOXOOUMYIO, UYTOOHI
WACHTUGhUIIMPOBATD U KATero-
pypoBaTh (YHKIHOHATBHOE
cemeiictBo. Kaxnoe dyHkim-
OHAJILHOE CEMENCTBO MMEET
yHUKanpHoe ums. MHpopma-
LIXS1 O KaTeTOpPUM COCTOUT U3
KpaTKOr0 MMECHMU, BKIIIOUAIO-
Iero B ce6s1 ceMb CHMBOJIOB.
[TepBrle Tpy CUMBOIA MACHTHY-
HBI KpaTKOMY MMEHM Kjacca,
Jajee CJICAYIOT CUMBOJ IOJ-
YEepKUBAHMS M KPATKOE UMsI ce-
MeicTBa B Buae XXX _YYY.
YHuxkaneHas Kparkasi popma
HUMEHU ceMelicTBa npeaocraB-
JifeT OCHOBHOE MMS$ CCHUIKH
JUTSI KOMTIOHEHTOB.

dyHKUMOHanNbHOe CeMEeCTBO

— mn cemeitcTBa

—  Xapakrepucruka cemeincTea

—  PaHxXupoBaHuWe KOMMOHEHTOB

— YnpasneHue

- Ayaur

— KoMnoHeHThI

Pucynoxk 2.2 — CtpyKTypa PyHKIIMOHATBHOTO ceMeicTBa
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2.1.2.2 XapakTepucTuka ceMeiicTpa

XapakTepHUcTHAKa cEMENCTBA — 3TO ONUcaHue (PYHKIIMOHATBHOTO CEMENCTBA, B KOTOPOM M3JTaraloTCs
€ro e 6e30MacHOCTH 1 0611ee onucaHue GyHKUMOHANbHBIX TpeGoBaHmit. Bojiee neTabHO OHY ONKUCAHbI
HUXeE:

a) ueau 6ezonachocmyu CEMENCTBA XapaKTepU3YIOT 3a1auy 6e30MacHOCTH, KOTOpasi MOXKET GBITh peileHa

C MOMOLLBIO KOMIIOHEHTOB 3TOTO CEMEMCTBA,

6) onucaHue @yHKyuoHanbibIX mpeboeanuil 0600611aeT Bce TpebGOBaHMUS, KOTOPbIE BKJIIOUYEHEI B KOMIIO-
HeHT(Tbl). ONKUcaHUe OPUEHTUPOBAHO Ha pa3paboTunkoB [13, 3B m GyHKIMOHANBHBIX MAKETOB, KOTOPbIE
XOTeJu Obl OTpPeeSUTh, COOTBETCTBYET 1M CEMEHCTBO UX KOHKPETHHIM TPeOOBAHUSIM.

2.1.2.3 PanxupoBaHue KOMIIOHEHTOB

DYHKUMOHATBHBIE CEMEMCTBA COACPKAT OAUH MJIM HECKOJBKO KOMIIOHEHTOB, KaXIbli U3 KOTOPBIX
MOXET ObITb BbIOpaH Jutsi BkioueHus B [13, 3b u dyHkunonanrsabie nmakeTsl. Ilens paHXXHpOBaHMSI KOMIIO-
HEHTOB — MPElOCTABUTD MOJIH30BATEISIM HHGMOPMALIMIO U151 BbIGOPA ITOIXOIAIIEro GyHKLHOHATBHOTO KOM-
MOHEHTA, €CJIU CEMENCTBO HIEHTUGHUILIMPOBAHO MOJIb30BATEIEM KaK HEOOXOMMMAsT MITH ITOJIe3HAas YacTh TpeGo-
BaHUI 6€30MacHOCTH.

Hanee nepeyrcisiioTcs UMeIMecss KOMIIOHEHTbl U PUBOJUTCS UX JIorHUeckoe o6ocHoBaHH e, JeTanu-
3a11Ms1 KOMITIOHEHTOB NPOU3BOAMUTCA B ONMCAHWH KaXKA0ro KOMIOHEHTA.

CBs131 MeXly KOMITOHEHTaMU B npeaesiax PyHKUHOHANIbHOTO CeMEHCTBA MOTYT OBITh HepapXUiyeCKUMHU
M HeuepapxuuecKMMu. KOMIOHEHT HepapXuyeH (T. €. paCMOJIOKEH BBINIE IT0 HEPAPXUHU) ITO OTHOIIEHHUIO K
JIPYroMy KOMITOHEHTY, €CJTM npejutaraeT 60J1bliyto 6€30MacHOCTb.

OnucaHus ceMENCTB coiepXkar rpadpuyeckoe NpeAcTaBieHUE UEPAPXUU KOMITOHEHTOB, pACCMOTPEHHOE
B 2.2.

2.1.2.4 YnpapneHue

TpeboBaHus ynpasaenus copepxar HHdopManuio i paspadoryrukor I[13/3b, yuursiBaemMyo npu
ornpeieSIeHUH ASHCTBUI IO YIPaBJIEHHUIO /151 IAHHOTO KOMMOHEeHTa. TpeGoBaHW yrpaBieHUST NETATU3HPOBa-
HbI B KOMIIOHEHTaX KJacca «YipasieHue 6esonacHocTeio» (FMT).

Paspa6otuuk I13/3b5 MoxeT BbIOpaTh Kakue-1160 U3 UMEIOILHUXCA TPeOOBAHUI yITpaBICHUS MITA BKITIO-
YUTb HOBbIE, HE YKa3aHHbIC B HACTOSILEM cTaHaapTe. B rmociaenHem ciyyae caeayer npeacTaBUTh HEOOXOIHMYIO
rHbopMaLIHIO.

2.1.2.5 Aynur

TpeGoBaHus ayduma comepXar cOObITHS, MOTEHUIMATHHO MTOJBEPracMbIe ayIuTy, I HX 0TOOpa pa3pa-
6oruukamu [13/3b nipu ycmosuu BrioyeHUs B I13/3b tpebopanuii u3 kiracca FAU «Ayaut 6e30macHOCTH.
Ot TpeGOBaHMs BKITIOYAIOT B ce0s1 COOBITHS, OTHOCSIMECS K 6€30ITaCHOCTH, MPUMEHHUTEBHO K Pa3THYHBIM
YPOBHSIM JIETAIN3aLIAU, TTOAAEpKBaeMbIM KomitoHeHTaMu cemeiictBa FAU _GEN «I'eHepariys JaHHBIX ayIuTa
6esomacHocTH». HanpuMmep, 3armich ayauTa Kakoro-aubo MexaHusma 6e30MacHOCTH MOXKET BKJTIOUATh B ceOs
Ha pa3HbIX YPOBHSIX JACTAIU3allUK NeHCTBUS, KOTOPhIE PACKPHIBAIOTCS B CIEMYIOIMX TEPMUHAX.

MuHHMATBHBIA — YCIIeIIHOE UCITOIb30BaHUE MEXaHM3Ma B6e30ITaCHOCTH.

BazoBeiii — j11060€ KCITOIB30BaHME MEXaHU3MAa 6€30MaCHOCTH, a Takke HHOOPMAITHS O TEeKYIUHX 3Haue-
HUSIX aTpulyTOB 6E30MaCHOCTH.

HdeTanu3npoBannblii — 11006 U3MEHEHUS KOH(PUTYypaLlMK MexaHHu3Ma Ge30ITacHOCTH, BKJIOYasl rnapa-
METPBI KOHMUTYpaLUK 10 U MToCIe U3MEHEHMUS.

Cnenyet yyecTb, YTO Ka-
TErOPUPOBAHUE COOBITUH, MO-
TEHUUWAJNbHO NOIABEpPraeMbix
ayauTy, BCEraa HMepapxuyHo.
Hanpumep, ecnu BbibpaHa 6a-
30Basl reHepaLlvs JaHHbIX ayAu-

[ Ta, TO BC€ COOBITHS, MICHTH-
! ¢1LMpOoBaHHbIE KAK MOTEHIU-
DYHKUMOHANbHBIE 3NEeMEHTbI AJIbHO NOABEPracMbIC ayIUTy 1
MO3TOMY BXOISIIIME KaK B MH-
HUMaJIbHYIO, TaK U B 6a30BYIO
m 3asucumocTn 34MUCh, CIEAYET BKIIOYATH B
I13/3b ¢ momoimibio COOTBET-
Pucynoxk 2.3 — CtpykTypa QPYHKINOHANBHOTO KOMMOHEHTA CTBYIOLIEH OMEpAIMy Ha3HAYe-

KomnoHeHT

M WaoeHTudukauus kKoMnoHeHTa
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HHS, 34 HCKIIOUYEHHUEM CJIydyasl, Kora coObITHe 60Jjiee BHICOKOIO YPOBHSI MMeEET 0oJiee BHICOKUI YPOBEHD
NeTanu3almy, YeM coOpiTie 6ojiee HU3KOIO YPOBHS, H MOXET IIPOCTO 3aMeHHUTh ero. Korna xeaTe/bHa
JeTaaM3MpOBaHHAs FeHepalnsl JaHHBIX ayqnuTa, BCE WACHTH(HUIIMPOBAHHBIE COOBITHS, MOTEHIIMAILHO IO/~
BepraeMsle ayauTy (T MUHHMAJTBHOTO, 6a30BOr0 M JETATM3MPOBAHHOTO YPOBHEi), CielyeT BKITIOUNTH
B [13/3B.

[TpaBwiia yripaeneHus1 aynuToM 6ojiee moapoOHo oObsicHeHH! B Kitacce FAU.

213CTtpyKkTypa KOMIOOHEHTaAa

CrpykTypa HyHKIIMOHATBHOIO KOMIIOHEHTa MOKa3aHa Ha pucyHke 2.3.

2.1.3.1 Unentuduxaiys KOMITOHEHTa

NaenTuguxaiys KOMITOHEHTa BKJTIIOUaeT B cels onucaTreabHylo HHGOPMAINIO, HEOOXOMUMYIO TS
WACHTADUKALIWY, KATeTOPUPOBAHMS, 3AMTMCH U peaiu3allvy [TePeKPECTHRIX CCHUTOK KOMITOHEHTa. Jlj1st Kaxio-
ro GyHKIHOHATHHOIO KOMIIOHEHTA MPEICTaBIsSIeTCs ClIeayolee:

— YHUKAAbHOE UMs1, OTpaKarollee IpeHa3HaueHUe KOMIIOHEHTA;

— Kpamkoe umsi, IpuMeHseMoe KaK OCHOBHOE MMs] CCBLJIKH JIJTIT KATErOpHpOBaHUsI, 3aIIUCH U peaTn3a-
LMY NIEPEKPECTHHIX CChIIIOK KOMITOHEHTa ¥ YHUKAIbHO OTpaXKaloilee KJTacc U CeMeHCTBO, KOTOPHIM KOMITO-
HEHT NMPUHAJIEXUT, a TakK:Ke HOMEp KOMTIOHEHTA B CEMEHCTRe;

— CHUCOK Uepapxuueckux cessell, ConepXKaliuii UIMeHa IpyIiX KOMITOHEHTOB, JUIS1 KOTOPBIX 3TOT KOMIIO-
HEHT UepapXuyeH U BMECTO KOTOPHBIX MOXKET MCITOJIb30BaThCS ITPU YAOBICTBOPEHUH 3aBUCHMOCTEH OT ITepe-
YUCJICHHBIX KOMIIOHEHTOB.

2.1.3.2 OyHKIMOHATBHbIEC 3JIeMEHTHI

Kaxnsiit KOMITOHEHT BK/II0YaeT B cebs1 Habop asieMeHTOB. Kaxk sl 3JIeMeHT orpeeiIeTcs OTHENbHO U
SBJISIETCSI CAMOJOCTATOYHBIM.

DYHKIMOHATBHBIN 37IEMEHT — 9T0 (DYHKLIMOHATbHOE TpeboBaHMe 6e30MTaCHOCTH, JaTbHEMIIee pasjielie-
HME KOTOPOTO HE MEHSIeT 3HaYMMO pe3y/IbTaT OLeHKU. SBIsgeTcs HauMeHbIIUM QYHKITHOHATEHBIM TpeboBa-
HUeM 0e30MacHOCTH, uaeHTUduIMpyeMbiM 1 nipusHaBaeMbiM B TOCT P UCO/MBK 15408.

ITpu dopmuposanuu I13, 3b u/unu makeToB He pa3pellaeTcsl BEIOMPATh TOJIBKO YacTh 3JIEMEHTOB
komrioHeHTa. s Bkmoyenus B 113, 3b unn maket HeoOGXoAMMO BeIOMPATh BCIO COBOKYITHOCTD 3JIEMEHTOB
KOMTIIOHEHTA.

BBonutca yHuKaibHad KpaTkas ¢dopMma MMeHM (DYHKIMOHAIbHOTO 3yeMeHTa. Hanpumep, nms
FDP_IFF.4.2 uutaerca cnenywomuMm obpasom: F — dyHKIMoHanbHoe TpeboBaHue, DP — kiacc
«3amura AaHHbIX noJbe3oBarenst», |FF — cemeitctBo «®OyHKIMM yrnpaBiaeHHs] HH(POPMAaLMOHHBIMU
MOTOKaMu», .4 — YeTBEPTHIM KOMITOHEHT «YacTHyHOe ycTpaHeHHE Hepa3pellie HHBIX MHOOPMAaLIMOHHBIX MOTO-
KOB», .2 — BTOPOIit 3JIeMEHT KOMITOHCHTA.

2.1.3.3 3aBucumoctu

3aBUCHUMOCTH cpe/iv (PYHKIIMOHATBHBIX KOMIIOHEHTOB BO3HUKAIOT, KOT1d KOMITIOHEHT HE CAMOIOCTATO-
YeH U HyXJaeTcs: 1100 B QyHKITMOHATBHBIX BO3MOXKHOCTSIX APYrOro KOMIOHEHTa, 1160 BO B3aUMOACIHCTBUMN
C HUM 1715 TOJIEPXKKH COOCTBEHHOTO BBIIOJIHEHHS.

Kaxabiii GyHKIMOHATBHBI KOMITOHEHT COAEPXKUT MOJHbINA CIIMCOK 3aBUCHMOCTEI OT APYruX (PyHKIIH-
OHaJIbHbIX KOMITOHEHTOB U KOMITOHEHTOB JIOBEpUs. 151 HEKOTOPbIX KOMIOHEHTORB YKA3aHO, YTO 3aBUCUMOCTH
OTCYTCTBYIOT. KOMMOHEHTbI U3 CITMCKA MOTYT, B CBOIO OYepeib, UMETh 3aBUCUMOCTH OT APYTUX KOMIIOHEHTOB.
Cnucox, NpuBeleHHbI B KOMITOHEHTE, ITOKA3BIBACT MPSIMbIE 3aBUCUMOCTH, T. €. COREPKHUT CChUIKM TOJBKO Ha
(byHK1LIMOHAJIbHbIE KOMITIOHEHTbI, 3aBEJIOMO HEOOXONUMBbIE 1J1s1 00eCIeUeHU Sl BBIIOIHEHHUS pACCMATPUBAEMOTO
KOMIOHEHTa. KocBeHHble 3aBUCUMOCTH, OIPENENsieMble COOCTBEHHBIMY 3aBUCHMOCTSIMU KOMITOHEHTOB U3
CIMMCKA, NOKA3aHbl B IPUJIOXKEHWH A. B HEKOTOPBIX Cllyyasix 3aBUCUMOCTb BbIOMPAIOT U3 HECKOJbKHUX MpeJijia-
raeMbiX GPYHKLHOHATbHbIX KOMIIOHEHTOB, MPUYEM KaXIblil M3 HUX JOCTATOYEH TS YAOBICTBOPECHUS 3aBHCH-
MOCTH (cM., Hanpumep, FDP_UIT.1).

CnucokK 3aBUCUMOCTEN UAEHTUDHUITUPYET MUHUMYM (DYHKLIMOHAIbHbIX KOMITOHEHTOB WJIM KOMITOHEH-
TOB JIOBEPUS, HEOOXOAUMBIX [IJ151 YIOBJIETBOPEHUS TPeOOBaAHU I 6€30MaCHOCTH, ACCOIIMMPOBAHHbIX C JAHHBIM
KOMMNOHEHTOM. KOMIMOHEHTbI, KOTOpbIe HEPAPXUYHbI [0 OTHOLUEHHIO K KOMITOHEHTY M3 CITMCKA, TAKKE MOTYT
OBITb UCNOJb30BAHBI /U181 YAOBJIETBOPEHUST 3aBUCUMOCTH.

3aBUCUMOCTU MEXIYy KOMIMIOHEHTAMH, YKa3aHHbIE B HACTOSALLEM CTaHAapTe, 00s13aTesbHbl. X Heo6xo-
Mo ynosieTBoputh B [13/36. B HekoTopbIX, 0COBBIX CITYYasx 3TH 3aBUCHUMOCTH YAOBJICTBOPUTDH HEBO3MOXHO.
Paspabotunk I[13/3b, 06s3aresbHO 060CHOBAH, TOYEMY JAHHAS 3aBUCMMOCTDb HEIMPUMEHHMMA, MOXKET HE BKITIOYAThb
COOTBETCTBYIOILMA KOMMOHEHT B naxker, 13 vy 3b.
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214PaspemeHHbe onepauluud ¢ QYHKIUMOHANbHB MU KOMIIOHEH-
TaMHu

ITpu onpenenerHuu Tpebosanuii B 13, 3b win GyHKIMOHATEHOM ITakeTe (PYHKIIMOHATLHBIE KOMTIO-
HEHTBI MOTYT JIM00 HCII0Ib30BaThCS ITOTHOCTHIO B COOTBETCTBUH € pasaenamMyu 3— 13 HacTosiero craHaapra,
J60 OBITH JOMTOTHUTEIHHO KOHKPETH3NPOBAHKI IS TOCTIRKEHMS crieinduyeckoi reau 6ezonacHocty, OmHa-
KO OTOOp ¥ KOHKpeTU3alus 3TUX QyHKIINOHATBHBIX KOMITOHECHTOB YCJIOXHEHHBI TeM 00CTOSITEIECTBOM, UTO
HeoBXOIMO YUUTHIBATh UMEIOIIMECs 3aBUCUMOCTH MeXIly KoMTioHeHTaMH. [T03TOMY Takasi KOHKPETH3alHs
CTPOro OrpaHUYyeHa MPUHSATHIM HAOOPOM Orlepaltvii.

K xaxaoMy yHKIIMOHATEHOMY KOMITOHEHTY MOTYT OBITh IPUMEHEHBI pa3pellieHHbIe onepaliy. He Bce
ornepalyy paspellieHsl Ha BceX (DYHKIIMOHATbHBIX KOMITOHEHTAX.

K pasperiieHHBIM orepaiusM OTHOCSITCS:

— uTepalus — ITO3BOJISICT HECKOJBKO pa3 MCITOIb30BATh KOMITOHEHT C Pa3IMUHBIM BBITOJTHEHUEM
ornepanuii;

— Ha3HayeHUe — MO3BOJISIET CrieMUIIMPOBATh 3aJaHHBIN MTapamerp;

— BbIOOP — MO3BOJISAET CITEHM(PUIIMPOBATH OMH WITK HECKOJIBKO 3JIEMEHTOB U3 CITHCKA,

— YTOYHCHUE — ITO3BOJISICT JOOABUTD IETAJIH.

2.1.4.1 Utepaumns

Tam, rae HeoOXOAMMO OXBATUTH Pa3TUUYHbBIC ACTIEKThl OJHOIO M TOTO Xe TpeOoBaHuS (Hampumep,
UACHTUGDUIIMPOBATE HECKOIBKO THITOB ITOJTb30BATENIE ), paspeliaeTcs MOBTOPHOE HCITONIb30BaHMe OJHOTO 1
TOrO e (QYHKIIMOHAIBHOIO KOMITOHEHTA, ITO3BOJISTIONICEe OXBATHUTD KaXKIBIH acITeKT.

2.1.4.2 HasnayeHue

Hexotopsie a1eMeHTs PyHKIIMOHATBHBIX KOMITOHEHTOB COMEPXKAT MTApaMETPhl WX MEPEMEHHbIE, KOTO-
pBIE JAI0T BO3MOXHOCTS paspaborunky I[13/3b criennduiinposars NOIUTUKY WU COBOKYITHOCTb BEJIMUMH IS
BrirtoueHus B 113/3B, 4yToGbI BBITOTHUTD CIeLM(pUUICCKYIO 1e1b 6€30MacHOCTH. DTH SJIEMEHTBI OJHO3HAYHO
HACHTUGDUIUPYIOT KAXKABIN TAKON ITapaMeTp W OIpAHHUYCHMS Ha 3HAYCHUSI, KOTOPbIC MOXET MPUHUMATh STOT
rapamerp.

JI106011 acmieKT »aeMeHTa, JOMYCTUMbIC 3HaUCHUS KOTOPOIO MOTYT GBITH OMHO3HAYHO OITMCAHbI MJIH
MepeyuncaeHbl, MOXKET OBITh ITPEACTABICH MmapameTpoM. IlapameTp MOXeT GbITh aTpUOYTOM WIH MIPaBHIIOM,
CBOJSIIIMM TpeOOBaHME K OTPEIEICHHOMY 3HAUEHUIO YUTH AMAra3oHy 3HadeHuit. Hanpumep, snement GyHK-
HUOHATBHOTO KOMIIOHEHTA, HAITpaRIeHHBI Ha JOCTHXKEHUE OIpeNeIeHHOM 11e11 6€30MacHOCTH, MOXKET yCTa-
HOBUTb, YTO HEKOTOPYIO OIepaliyio CICAYET BBIITOJHAT HEONHOKPATHO. B aToM cityyae Ha3HaY€HHE YyCTAHOBHT
YUCJIO BO3MOXHBIX MTOBTOpPEHUM (WJIM AMANa3oH IUIsl Hero), Kotopoe OYIAET MCIOJIb30BATHCS [UIS1 JAHHOTO
rapamerpa.

2.1.4.3 Bribop

Oriepalus 3aK/TI0YaeTCs B OrpaHUYEHUY 06,1aCTH TPUMEHEHUS 37eMeHTa (PYHKLMOHAIbHOIO KOMIIO-
HEHTa ITOCPEeICTBOM BbIOOpA OJHOIO WJIM HECKOIbKUX BAPUAHTOB U3 CITMCKA, TPUBEACHHOTO B 3/IEMEHTE.

2.1.4.4 YTouHeHue

H71s1 BCceX 251eMeHTOB DYyHKITMOHATHHOIO KOMITIOHEHTa pa3paboTurky I13/3b paspeluaeTcs orpaHUYMTD
MHOXECTBO JOITYCTUMBIX Peai3aliuii yTeM ONpeAeIeHUS AOMOTHUTEIBHBIX ACTaIEN AJ1s1 JOCTUXKEHUSA Leeit
6e30MacHOCTU. YTOYHEHHE 3JIEMEHTA 3aK/TI0UACTCs B JOOABICHUN STUX CITeIM(UUeCKUX AeTaJCii.

Hanpumep, ecnu 115 koHKpeTHOro OO Tpebyercst 00bSICHEHYE CMBIC/TA TCPMUHOB «CYOBEKT» H «OOBEKT»
B pamkax 3b, TO 3T TepMUHBI TOABEPrarOT OMepaly YTOUHECHUS.

ITonoOHO apyrum orepanusiM, YTOUHEHUE He HajaraeT abCoTIOTHO HOBBIX TpeOoBaHM. Mcxoas u3
iesteit 6e30MacHOCTH, YTOUHEHYe MPeaItoaaraeT npopaboTKy AeTaneil, MHTeppeTalio WK pa3sBUTHE Tpebo-
BaHMI, MPaBWIT, 3HAYCHUI WJIN YCIIOBUH, YTOUHEHHE NOJIKHO JTUILB OIPAHUYUBATH COBOKYITHOCTbh BO3MOXKHbIX
GyHKIMI UM MEXaHU3MOB TS peanu3aluyl TpeOOBaHUS, HO HUKOIIA He paciuMpsTh €¢. YTOYHEHHUE He
MO3BOJISIET CO3/1aTh HOBBIE TPEOOBAHUS W [TOITOMY HE YBEJIUYUBAET CIIMCOK 3aBHCHMOCTEH, CBSI3AaHHBIX C
KoMmrioHeHToM. Paspabotuuky 113/3b Heo6xonumo GbITE BHUMATEIBHBIM, YTOOBI CYILIECTBYIOIIME 3aBUCHMOC-
TH NPOYMX TpeOOBAHUI OT YTOUHSIEMOTO TPeOOBaHNMSI OBLTH ITO-ITPEXHEMY YAOBICTBOPEHHI.

2.2 KaTajior KOMIIOHEHTOB

PacnionoxeHye KOMIIOHEHTOB B HACTOSIILEM CTAHIAPTE HE OTpakaeT Kakyio-1160 hopMaTbHYy0 TAKCO-
HOMMUIO.

Hacrosiuuii ctaHaapT COIep:KUT KITACCHI, COCTOSIIUE U3 CeMEHCTB Y KOMIIOHEHTOB, KOTOPBIC MTPUOIH-
3UTEIBLHO CIPYIITUPOBAHBI HA OCHOBE 001Ieit hyHKIMK Y NpeaHa3HayeHus. Kitacchl 1 ceMeicTBa Mpencrasiie-
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HbI B @1()aBUTHOM (IO-JaTHHCKW) MopsiaKe. B Hayane KaXioro xjiacca MMeeTCsl pUCYHOK, MTOKa3bIBaIOTIHI
TaKCOHOMHMIO DTOrO KJjacca, Mepeyucidasd ceMeiicTBa B 3TOM KJlacce M KOMIIOHEHTHI B KaXJIOM CEMEWCTRE.
PucyHOK TakKe WINIOCTPUPYET MePapXUI0 KOMITOHEHTOB BHYTPH KaX/IOro ceMeicTRa.

B onucannu kaxnoro (yHKIIMOHATBHOIO KOMIIOHEHTA MPUBEJEHBI €TI0 3aBUCUMOCTH OT JIPYTHX KOMIIO-
HEHTOB.

IMpumep npeacrapieHNs TAKCOHOMMU KJTacca U HEPapXUHM KOMITOHEHTOB B €I0 CEMeMCTBax MPUBE/ICH Ha
pucyHke 2.4. 31ech [1epBOe CeMEHCTBO COAEPXKUT TPU UEPAPXUIECKUX KOMIIOHEHTA, I7Ie KOMITOHEHTHI 2 # 3
MOTYT OBbITh TPUMEHEHBI JUIS1 BHITTOJHEHUS 3aBUCUMOCTei BMecTo KoMmrioHeHTa 1. KomrioHeHT 3 mepapxuyeH K
KOMTIOHEHTY 2 1 MOXET ITPUMEHSITHCS IS BHITTOJHEHHWS 3aBUCHMOCTE T BMECTO KOMTIOHEHTA 2.

Nmsa knaceca

CemeiicTeo 1 1H2H3
1
CemelicTBo 2
2H3
2
CemelicTeo 3 1 4
3

Pucynok 2.4 — Ilpumep AeKOMNO3WLIMK Kilacca

B cemelicTBe 2 MMEIOTCS TPY KOMITOHEHTA, HE BCE M3 KOTOPLIX HEPAPXUYECKH CBs3aHbl. KOMIMOHEHTH! |
1 2 He MepapXU4HBI K IPYruM KOMITOHeHTaM. KoMIMoHeHT 3 mepapxuueH K KOMIOHEHTY 2 U MOXET NpHUMe-
HSITHCS [J1S1 YIOBJIETBOPEHHUS 3aBUCHUMOCTE BMECTO KOMIIOHEHTA 2, HO HE BMECTO KOMITOHEHTA .

B cemeiicTBe 3 KOMIIOHEHTH 2—4 HepapXUYHB K KOMIOHEHTY |. KOMMOHEHTbI 2 ¥ 3 nepapxuuHbl K
KOMIIOHEHTY |, HO HECOINMOCTaBHMBI IO HepapXuu Mexny cob6oil. KoOMMOHeHT 4 uepapXmyeH K KOMIOHEH-
Tam 2 1 3.

[TonoOHble PUCYHKH JIOITOJHIIOT TEKCT OIMMCAHUI CEMEICTB M AE1Al0T Mpolle UASHTU(hUKALIMIO OTHO-
MIEHWIT UX KOMITOHeHTOB. OHU He 3aMeHSTIOT IMYHKT «Mepapxudeckuii [Uis1» B ONMCAHUU KAKAOTO KOMITOHEH-
Ta, KOTOPbI YCTAHARITMBAET 06SI3aTeNIbHBIC YTBEPXKICHUS MEPAPXUH JUTS1 KaXKI0TO KOMITOHEHTA.

22.1Bpiienenne H3MEHEHHUNA B KOMIOOHEHTE

B3auMOCBsI3p KOMITOHEHTOB B MpeJieiaX CeMEMRCTBA MOKA3aHa C UCMNO/Ib30BAHUEM MOJIYKHPHOTO 1IpudTa.
Bce HoBble TpeOOBaHMS B TEKCTE KOMITOHEHTORB BBIIEJIEHBI MTOTYKMPHBIM 11pUdTOM. 1151 HepapXUuecKU CBsI-
3aHHBIX KOMITIOHEHTOB TpeGOBAHMS /WK 3aBUCUMOCTH BbIIEJIEHBI, KO OHW PpACLUIMPEHb] WX MOAUGDULIU-
POBaHbI M0 CPABHEHHIO € TPeOOBAHUSMH ITpebIIYILErO KOMIOHeHTa. KpoMe Toro, 1100ble HOBble WIH pacily-
PEHHBIE 0 CPABHEHHIO C MPEABIAYILMM KOMITOHEHTOM pa3pellieHHbIE OTePALIMY TAKKE BbIACICHBI MONYKUP-
HBIM LLIPHPTOM.

3 Knacc FAU. Aymur 0e3onacHocT

AynuT 6e30IMaCHOCTH BKJIIOUAET B ceOd pacno3HaBaHHe, 3aITHCh, XpaHEHUE W aHalu3 WHdopMaLuy,
CBSI3aHHOM C JEHCTBUSIMU, OTHOCSIIMMUCS K 6€30MacHOCTH (Hanpumep, ¢ IEHCTBUSIMU, KOHTPOJIMPYEMbI-
mu [TBO). 3anucu aynura, mosiydaeMble B pe3yJIbTare, MOIYT ObITh MPOaHAM3UPOBAHbI, YTOObI OTNPEACIUTD,
KaKue NeHCTBHS, OTHOCSIIHMECS K GE30ITACHOCTH, IIPOMCXOMAMITA U KTO U3 ITOJIL30BATENIEH 32 HUX OTBEYAET.
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JexoMmo3uLug K1acca Ha COCTaRISIOIIME €er0 KOMITOHEHTHI ITOKa3aHa Ha PHUCYHKE 3.1

Aynut 6e3onacHocTv
- FAU_ARP Asromaruueckas peakuus 1
aygura 6eaonacHocTu
1
- FAU_GEN leHepauus naHHbIX ayauTa
BesonacHocTU
2
2
— FAU_SAA AHanus ayauta 6e3onacHOCTH 1
3 4
1
- FAU_SAR TpocmoTp ayaurta |-— 2
6esonacHocTu |_
3
- FAU_SEL Bui6op cobbiTuit aygurta 1
GesonacHOCTH
1 2
- FAU_STG XpaHeHue gaHHbIX aygura
6esonacHoOCTU
3 4

Pucynok 3.1 — JlekoMno3uuus Kiacca «AynuT 6e301nacHOCTH»

3.1 ABroMaTHuecKas peakums aymura 6e3onacnocta (FAU _ARP)

XapaKTepuCTHKa ceMeHCTRa

Cewmeiicteo FAU_ARP onpenenser peakuinio Ha oGHapyXeHHe COOBITHH,, YKa3bIBAIOIIIMX HA BO3MOXHOE
HapyuieH’e 6e30MacHOCTH.

PanxupoBaHHe KOMITOHEHTOB

FAU_ARP AstoMaTtuueckas peakuus 1
ayauta 6esonacHocTu

B FAU_ARP.1 «Curnaisi HapymieHus 6e3onacHocti» MBO HomKHBI Tpean pyHUMATh ACICTBUSA B CITy-
yae oOHapyXeHHS1 BO3MOXHOTO HapylieHHs1 6€30MacHOCTH.

Ynpasnenue: FAU_ARP.1

I dyHkuwuit ynpasnenns u3 kracca FMT MoxeT paccMarpuBarhes clieaylolee neicTBUe.

a) YopapneHue aeicTBUIMH (106GaBieHHE, yIaleHHe UM MOJUGpUKaINA).
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Aymut: FAU_ARP.1

Ecm B 113/3b Brumoueno cemeiictBo FAU GEN «I'eHepalvs JaHHBIX ayauTa 0e30macHOCTH», TO
CIIeNIyeT MPEeAYCMOTPETH BO3MOXKHOCTD (B 3aBUCMMOCTH OT BbIOPaHHOTO YPOBHS) ayAUTa CAeAYIOMMX Aeii-
CcTBHI (COOBITHIT) TapaMeTPOB.

a) MUHUMAaJTBHBIN: IECTBYS, TIPEANPUHUMAEMBIE B OTBET HA OXUIaeMble HapylleHHUs 6E30MaCHOCTH.

FAU_ARP.1 Carnaysi Rapymienns 6e30nacHOCTH

Hepapxuueckuii isi: HeT mogumHeHHBIX KOMITOHEHTOB.

FAU_ARP.1.1 ®BO no;oxubl npenpuAsaTh [HAZHAYEHHE: CRUCOK HAUMENee Pa3pyUmelbsix delicmeuii)
TIPH ODHAPYKEHHH BO3MOKHOTO HApyIIeHHs 0€30MACHOCTH.

3apucumocty: FAU_SAA.1 AHajM3 NOTEHNHANLHOTO HAPYIIeHUs

3.2 I'enepamus nanabix aymuta 6e3onmacuocrn (FAU_GEN)

XapakTepucTUKa ceMeicTBa

CewmeiictBo FAU_GEN onpenenger Tpe6oBaHUS 11O pETMCTPALIMU BO3SHUKHOBEHUS COObITUIL, OTHOCA-
MXCa K 6e30MacHOCTH, KOTOphie MOAKOHTpONbHBE PBO. D10 ceMeHCTBO MAEHTU(MULIMPYET YPOBEHDb ayIu-
T4, MEPCYUCISET THUIIBI COOBITHII, KOTOPhIE MOTEHITHATHLHO JOKHBI MOABEPraThCs ayAUTy C UCMOIb30Ba-
HueM PBO, u onpenessieT MUHUMATbHBIN 06beM CBA3aHHON C aylHTOM WH(OPMALKU, KOTOPYIO CeNyeT
MPEACTABNSATh B 3aITKCAX ayJIATa PAa3TUYHOIO THIIA.

PaHX1poBaHHe KOMITOHEHTOB

FAU_GEN l'eHepauusi naHHbIX ayauta
HesonacHocTU

FAU_GEN.! «I'eHeparusi JaHHBIX ayJATa» OMpPeNeNsieT ypoOBEHb COObITHI, MOTEHIIMATBHO MOABEprae-
MBIX ayIUTY, ¥ COCTAB JAHHBIX, KOTOPHIE JOJKHBI BGBITH 3apEerMCTPUPOBAHDI B KaX0H 3aITHCH.

B FAU GEN.2 «Accourauus uaeHTuduKaropa nosbsopatesis»> @BO momkHbI aCCOLMUPOBATH COObI-
TUS1, TOTCHIIMATBHO MMOJBEPTaEMble ayUTY, U JIMUHbIE UACHTU(HUKATOPHI MONTB30BATENEH.
Vnparnenne: FAU_GEN.1, FAU _GEN.2

JlelicTBHSI 1O YIIPAaBACHUIO HE MPELyCMOTPEHbI.
Aynut: FAU_GEN.1, FAU_GEN.2

Hert nnenTuduimpoBaHHbIX NEHCTBUI/COOBITHI/MapaMEeTPOB, VIS KOTOPBIX CJIEAYET NPENyCMOTPETb BO3-
MOXHOCTB ay/iuTa.
FAU_GEN.1 T'enepanus JaHHbIX ayAUTa

Hepapxuueckuii ju1s1: HeT nogYMHEHHbBIX KOMIIOHEHTOB.

FAU_GEN.1.1 ®BO a01KHbI ObITh CHOCOOHBI FeHEPHPOBATD 3AMACH AYAMTA JJIS CASAYIOMMX CODBITHIA,

NOTEHIHAJILHO MOBEPraeMbIX ayIUTY:

a) 3aMyCK M 3aBepuieHHe BbINOJIHeHUs QYHKIMIA ayauTa;

©0) Bce CODBITHS, MOTEHIHAJIBLHO NOABEPraeMble ayIHTY, Ha [BbIOOD: Munumarbubiii, 6azoevlii, demausu-
Posannblii, Heonpedeaennblil] YPOBHe ayIUTa;

B) [HazHaueHme: dpyeue cneyuaivno onpedesennvie coobimMus, NOMEHYUAILHO No08epzaembie ayoumy|.

FAU_GEN.1.2 ®BO 0mKHbl perHCTPUPOBATH B KAXKAOH 3aNKCH ayauTa, IO MeHbIIEH Mepe, Claeayio-

nryio uudopmanuio:

a) 1aTa ¥ BpeMs COObITHS, THI CODbITHSA, HACHTHOHKATOP CYOBEKTA U Pe3YIbTAT COOBITHA (yCHenIHbIi
WM HeYCTIenIHbIi );

0) A4 KAXKIOr0 THIA COObITHIA, IOTEHIHAIBHO MOABEPraeMbIX AYANTY, W3 YUCJIa ONPE/ICICHABIX B (DyHK-
IHOHAJIBHBIX KOMIIOHEHTAX, KoTopbie BKmoueHbl B I13/3B, [ma3navenue: dpyzas omuocamasca x
ayoumy ungopmauus].

3apucumoctr: FPT_STM.1 HanexkHbie METKH BpeMeHH

FAU_GEN.2 Accommanus uaeHTH(HHUKATOPA NOAb30BATENA

Hepapxuueckuit wist: HeT NogYMHEHHBIX KOMITOHEHTOB.

FAU_GEN.2.1 ®BO a0/1KHbI ObITh CHOCODHBI ACCONHUPOBATH KAXK/I0€ COObITHE, TOTEHIHAIBHO NOIBEP-

raemMoe ayauTy, ¢ HAeATHHUKATOPOM IIOAB30BATE NS, KOTOPDIi ObL1 HHUIHATOPOM 3TOrO
coObrThs.

2-1-1523 13
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3aBucumoct: FAU_GEN.1 I'enepanus JaHHBIX ayJauTa
FIA_UID.1 Bsi6op MoMeHTa NAeHTH(DUKATHA

3.3 Anamm3 ayaura 6e3onacHocta (FAU_SAA)

XapaxTepucTHKa ceMeicTRa

CewmeiictBo FAU_SAA onpesienisier TpeGOBaHMsI jijIs aBTOMATU3UPOBAHHBIX CPEICTB, KOTOPbIE AHATU3H-
PYIOT IoKasares i (DyHKITMOHUPOBAHUS CUCTEMBI U JaHHBIC aynTa B IIE/ISIX IIOMCKA BOSMOXHBIX HJTH PEaib-
HBIX HapylieHui 6e30MacHOCTU. DTOT aHAIU3 MOXET MCIOb30BAThCS ATl TOMJAEPXKKY KaK obHapyKeHHUs
NIPOHUKHOBEHMUSI, TaK M aBTOMATHYCCKOM peakIiy Ha OXHIaeMOoe HapylleHue 0€30ITacCHOCTH.

HeiicTBus, npeanpuHUMaeMble TTpY OOHAPYXEHUH HAPYIIIEHUH, MOTYT GbITh TPY HEOOXOMUMOCTH OTTpe-
NeJleHBI ¢ UcIioab3oBanrem cemeiictea FAU ARP.

PanxupoBaHue KOMITOHEHTOB

FAU_SAA AHanus ayguta 6e30nacHocTu 1

B FAU SAA.1 «AHanu3 NoTeHIIUATBHOIO HapyleHUs1» TpebyeTcs Ga30BbIi MOPOr OOHAPYKEHUS Ha
OCHOBE YCTaHOBJIEHHOTO Habopa IpaBuJI.

B FAU_SAA.2 «BrisiBneHue aHoMaIuu, OCHOBaHHOE Ha npoduie» OBO momepKUBaoT OTACIbHbIE
npoguau VICTIOAb30BAHUS CUCTEMBI, Tiie NPOodMITb MpeacTaBiseT co6oi MabIOHBI MPEILICTOPHH HUCIIOIH30Ba-
HHS, BBITIOJIHSIBIIMECS YYACTHUKAMMU Uenegoll epynnst npoguas. llenepast rpyrmia npodwist MOXeT BKITIOYATh B
cebs1 O/IHOTO WK HECKOJIBKUX YYaCTHUKOB (HalpyuMep, OTAETbHBII MOIb30BaTENb; TOTB30BATENN, COBMECTHO
MCNOJB3YIolINe 00NN HAEHTUMUKATOP UM OOlKME YUETHBIE JaHHBIE; MTOJb30BATEM, KOTOPHIM Ha3HaueHa
OJlHa POJIb; BCE TOIb30BATEIN CUCTEMbI MIIU CETEBOTO y3/1a), KOTophie B3anmoeicTByioT ¢ PBO. Kaxnomy
YYACTHUKY LieJIeBOU rpynnbl Npoduis Ha3HAYAETCd UHOUBUAYATIbHDBIN peldmune nodo3pumensHoil aKmMueHocC-
mu, KOTOPBIA MOKAa3bIBAET, HACKOJIBKO TEKYIIME TOKA3aTeIM 1€ HCTBUI yUaCTHUKA COOTBETCTBYIOT YCTAHOB-
JIEHHBIM 11a0J0HAaM UCITONB30BaHUS, MPEACTABICHHBIM B Npoduiie. DTOT aHAJIU3 MOXKET BbIMOJIHSITLCS BO
Bpemsi hyHKUMOHUpoBaHus OO WM MPY aHATK3E NAHHBIX ayIUTA B TAKCTHOM peXUME.

B FAU_SAA .3 {dIpocras sBpuctuka araku» @BO 10mKHbI 6bITh CMIOCOGHB! 0GHAPYKUTh BO3HUKHOBE-
HHE XapaKTePHbIX COOBITHIA, KOTOPBIE CBUACTEIBCTBYIOT O 3HAUUTENIbHOI yTrpo3e ocyluecTiaeHuto [TBO. Jtot
MOMCK XapaKTEPHBIX COOBITUIT MOXET MPOUCXOIUTH B PEXKUME peaslbHOrO BpEMEHH WM MPY aHAJIM3e JaHHbIX
ay/JMTa B TAKETHOM peXHMe.

B FAU_SAA .4 «Cnoxnas sBpucTtuka ataki» ®BO noaxHbl 6bITh CHOCOOHBI 3aAaTh U OOHAPYXKUTD
MHOTOIIIATOBBIE CIIEHapuy MPOHUKHOBEHUA. 31ech PBO crnocobHbI CpaBHUTL COOBITHSI B CUCTEME (BO3MOXKHO,
BBIITOJIHSIEMBIE HECKOJIBKUMU YYACTHUKAMM) C MTOC/IEA0BATEIbHOCTSIMU COObITU I, H3BECTHBIMU KaK MOJIHbIE
cueHapuy npoHUKHOBeHUs. D BO nomKHBI OBITH CITOCOOHBI YKa3aTh Ha OOHAPYKEHHE XapaKTePHOTO COOBbITHS
WY MTOCTIEIOBATETbHOCTH COOBITHH, CBHIIETEJICTBYIOLLMX O BO3MOXHOM HapylueHuu IThO.

Vnpaenenne: FAU_SAA.1

Jng ¢yakumii ynpagnenud u3 kiiacca FMT moxeT paccMarpuBaThes clieayolliee aeACTBHE.

a) Conpopoxaenue (obasieHue, MonuduKalus, yaaleHue) MpaBuil U3 Habopa npasuJl.

VYnparnenue: FAU_SAA.2

g ¢ynkuwmit ynpapieHus us kiacca FMT moxer paccMaTpuBaThesl clienyiolliee aeicTBUeE.

a) ConpogoxeHue (ynajieHue, Monudukalivs, 1o6aBIeHne) rpyriibl N0Jb30BaTe/ei B LIeJ€BOH rpyIie
nipocuis.

VYnpaenenue: FAU_SAA.3

It dyHkumit ynpasneHud us knacca FMT moxer paccmatpuBathes cienytolliee AeicTBUeE.

a) ConpoBoxaeHue (ynaneHue, Moandukalms, 1o6apieHUe) MOAMHOXECTBA COOBITHI CUCTEMBI.

Vnpasnenue: FAU_SAA.4

g dyukuuit ynpasieHus us kiacca FMT MoryT paccMaTpuBaThes cieayollye AeiicTBYS.

a) ConpoBoxjieHue (ynajieHue, Moandukanus, ro6apjie HUe) MOIMHOXECTBA COObITUI CUCTEMBI.

6) ConpoBoxienue (ynaieHue, Mmoavdukams, robapieHne) Habopa nociaenoBaTe/IbHOCTe ! COObITU

CUCTEMBI.
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Aynut: FAU_SAA.1, FAU_SAA.2, FAU_SAA.3, FAU_SAA.4
Ecmu B I13/3b Bkmioueno cemeiicteo FAU GEN «I'eHepanusa gaHHBIX ayauTa 6€3011acHOCTU», TO

caenyeT MPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMOCTH OT BBLIOPAHHOTO YPOBHSI) ayauTa CIACAYIOMMX Aeii-
CTBUH/COOBITHIT/TTAPAMETPOB.

2-1*

a) MUHUMAaTbHBIN: TTOAKIIOUEHHUE U OTKJIIOUEHUE JIIOO0r0 13 MeXaHM3MOB aHaTU3a.

6) MUHUMATBHBIN: aBTOMAaTHYECKHE PEAKITNH, BEIMOTHsIeMble HHCTPYMEHTATBHBIMH CPENICTBAMMY.

FAU_SAA.1 Anann3 noTeHIMaJIbHOr0 HApYIIeHUsI

Uepapxuyeckuii misi: Her nomunHEHHBIX KOMITOHEHTOB.

FAU_SAA.1.1 ®BO npoaxKabl OBITH CIIOCOGHBI IPUMEHATH HAOOD MPABA MOHMTOPHATA CODBITHI, MIOA-
BEPraiomuxcsl ayauTy, U YKa3atb Ha Bo3MoxkHoe Hapymenue IIBO, ocnoBbiBasich Ha
ITHX NPaBHJIAX.

FAU_SAA.1.2 ®BO [0KHbI peaju30BaTh cjeaylonue MPaBuia NPH MOHNTOPHATE COOBITHIA, MOIBEP-
TAIONMXCS AYIATY:

a) HAKOIIeHHe WIH 00beTNHEeHHEe H3BECTHBIX [HA3HAYEHHE: HOOMHONCECIMEO ONPEOEeACHHBIX COGLIMuii,

HOMEHUUAALHO noosepeaembix ayoumy), yKa3bpiBalOMMX HA BO3MOXKHOE HApyIIeHHe 0e30nacHOCTH;

6) [Ha3navenne: dpyeue npasusal.

3apucumocty: FAU_GEN.1 I'eHepanus JaHHbIX ayIATa

FAU_SAA.2 Buisis/ienne aHOMAJINH, OCHOBAHHOE HA Npoduie

Uepapxuueckuii iisg: FAU _SAA.L

FAU_SAA.2.1 ®BO nomxasi 6bITh CHOCOOHBI CONPOBOKAATH NPO(MHIN HCHOJB3OBAHAA CHCTEMBI, I7Ie
KaX/blil OTIebHbIH NPoGMIb NpenCTABIAET H3BECTHbIC MAOIOHLI MPEBICTOPHA HC-
T0JIb30BAHNSA, BHHIOTHSBIIMECS YIACTHUKAMH [Ha3AaYenne: cneyudurauus ueaeeoi zpyn-
nwl npouas).

FAU_SAA.2.2 ®BO goxkubl 66ITh CIOCOOHB CONMPOBOKAATH PEATHHT MOAO3PUTE/IBHON AKTHBHOCTH
JUJIS KAXKI0To M0JIb30BATEN, YbH JEHCTBASA OTPAXKEHb! B npodujie, rie pedTHAr mojao-
3PUTEIbHON AKTHBHOCTH MOKA3BIBAET CTENEHb HECOTIACOBAHHOCTH IEHCTBHI, BBIIOJ-
HSIEMbIX MOJIb30BATEIEM, C YCTAHOBJICHHBIMH MIA0JIOHAMH HCHOIb30BAHMA, NpeJCTAB-
JIEHHBIMHA B mpodune.

FAU_SAA.2.3 ®BO a0/ukHbI 6bITh CIIOCOOHDBI YKa3aTh Ha oxmaaemoe Hapymenne IIBO, Korna peirrunr
NOAO3PUTENbHONH AKTHBHOCTH MOJIb30BATE NS MPEBHINIAET CICAYIONAE MOPOTOBBIE YCIO-
BuA [Ha3Hauenne: ycaoeusa, npu rxomopoix PO coobwmaem o6 anomarvuvix deiicm-
eusx].

3asucumocty: FIA_UID.1 BeiGop MomenTa uaenTuhukamun

FAU_SAA.3 IIpocTas 5BPUCTHKA aTaKK

Wepapxuueckuit 11s: FAU_SAA.1

FAU_SAA.3.1 ®BO 10KHbI OBITH CIOCOOHBI CONPOBOXIATH BHYTPEHHEE NPEICTABICHAE CJACAYIOMIAX
XapaKkTepHbIX COObITHI [Ha3HAYEHHE: nOOMHONCECMEo coObimuil cucmembt], KOTOpbIE
MOIYT YKa3biBaTh Ha Hapymenue I1BO.

FAU_SAA.3.2 ®BO gosxHbl ObITh CIOCOOHBI CPABHATH XAPAKTEPHBIE COOBITHS C 3AIHMCHIO IOKA3ATE-
Jieil PYHKIMOHHPOBAHHS CHCTEMbI, OJTy9eHHBIX NpH 00padoTKe [Aa3HAUEnme: undopma-
Yus, ucnoavyemas 04 onpedenenus noxazamenei QynKuyuonuposanus cucmemst).

FAU_SAA.3.3 ®BO noaxHbl ObITh CIOCOOHBI YKa3aTh HA oXuAaemoe aapymenne ITBO, koraa coobi-
THE CHCTEMbI COOTBETCTBYET XaPAKTEPHOMY COOBITHIO, YKA3HLIBAIONIEMY HA BO3MOKHOE
napymenue I16O.

3aBUCHUMOCTH: OTCYTCTBYIOT.

FAU_SAA.4 CioXHad 3BPHUCTHKA ATAKH

Uepapxuyeckuii nsi: FAU_SAA.3

FAU_SAA.4.1 ®BO n0omKHEI ObITH CITOCOOHBI CONMPOBOXAATH BHYTPEHHEE IIPEACTABICHHUE CAEAYIONMX
NOCNEN0BATENHHOCTEH COOBITHI M3BECTHBIX CHEHAPHEB NMPOHMKHOBEHHs |[HA3HAYeHME:
CRUCOK NOCAe008ameasHocmel coObimuii cucmemst, CO6nAGeHue Komopvix XapaKmepHo
0451 U36ECMHBIX CUeHApUues NPOHUKHOgerus] M CIENYIOIMX XapaKTEPHBIX COOBITHI [Ha-
3HAYCHUE: HOOMHONCECINEO COObIMUL cucmembi], KOTOPBIE MOTYT YKa3bIBaTh Ha BO3MOX-
Hoe HapyieHue [TBO.
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FAU_SAA.4.2 ®BO fg0mKHbI ObITh CTIOCOOHDBI CPABHUTH XapaKTepHble COOLITHS H NOC/IEA0BATENLHOCTH
cOOBITHIH C 3aMUCHIO ITOKasareseil (PyHRIMOHUPOBAHUSI CUCTEMBI, MOJYYEHHBIX ITPH
00paboTke [HasHaueHMe: unpopmayus, uUcnoab3yemas O onpedeseHus nokasamenei
dynryuonuposarnus cucmembt].

FAU_SAA.4.3 DBO j1onxHbI 6bITh CITOCOGHBI YKa3aTh Ha oxunaemoe HapyweHue [TBO, korna moka-
3aTeJH (PyHKUHOHHPOBAHNS CHCTEMbI COOTBETCTBYIOT XAPAKTEPHOMY COOBITHIO WM MOC-
JIeI0BaTeIbHOCTH COOBITHIA, YKAa3bIBAIOILIMM Ha BO3MOXHOe Hapymenue ITBO.

3aBUCHMOCTH: OTCYTCTBYIOT.

3.4 IIpocmoTp aymmta 6e3onacHoctu (FAU_SAR)

XapaKTepucTHKa CEMEMCTRBA

CewmeiictBo FAU_SAR onpenensieT Tpe60BaHHS K CpEICTBAM ayInTa, K KOTOPBIM CIEAyeT NPeaoCTaBUTh

JIOCTYM YIIOJTHOMOYEHHBIM T10J1b30BaTESIM JUTSI MCTTOB30BaHW sl TTPU MPOCMOTPE JIaHHBIX ayauTa.

PamxupoBaHue KOMITOHCHTOB

1
FAU_SAR MpocMmoTtp ayaura |_ 2

6e3onacHocTu |_
3

FAU_SAR.1 «[Tpocmotp aynuta» npeaocTapisieT BO3MOXHOCTh YUTATh MHOOPMAITHIIO U3 3aruceil aynu-

Ta.

FAU_SAR.2 «OrpaHudeHHblH MPOCMOTp ayiuTa» COAEPXKUT TpeGoBaHKe OTCYTCTBHSA TOCTYMNa K HHMOp-
Malyy KoMy-1100, KpoMe Mojb3oBaTeieil, ykasaHHbiXx B FAU _SAR.1.

FAU_SAR.3 «BbIGOpoUHbIii MPOCMOTP ayauTa» COAEPXKUT TpeOOoBaHME, YTOObI CpeaACTBA MPOCMOTPA
ayauTa oTOMpaau JaHHBIE ayIUTa HA OCHOBE KPUTEPHUEB MPOCMOTPA.

Vnpasnienue: FAU _SAR.1

Mg dyHxkuuit ynpasaeHus u3 Kiacca FMT moxeT paccMaTrpuBaThesl CleAyoliee JeicTBYIE.

a) ConpoBoxaeHue (ynaneHue, MmonuduKanms, 1o6apIeHe) TPYIITH ITOJb30BaTEJIEH ¢ MPABOM 10C-
TyIa K YTeHHMIO 3aIuceil ayauTa.

Vnpaernenue: FAU _SAR.2, FAU SAR.3

HeiicTBuUS 1O ynpaBaeHUIO He IPe1yCMOTPEHBI.

Aymnt: FAU SAR.1

Ecnu B I13/3b BkitoueHo cemeitctBo FAU GEN «['eHepauus naHHbIX ayauTa 6€30MacHOCTHY, TO
CJIeNyeT MPelyCMOTPETh BO3MOXHOCTb (B 3aBUCHMOCTHU OT BEIOPAHHOTO YPOBHS) ayauTa CACAYIOIHUX AeH-
CTBUI1/COOBITHIT/TTApaMETPOB.

a) bazoBbiit: yreHMe MHOOPMALIMU U3 3amKceil ayauTa.

Aynut: FAU_SAR.2

Ecnu B I13/3b BxuntoueHo cemeiictBo FAU_GEN «I'enepanus naHHbBIX ayauTa 6€30MacHOCTA», TO
cieayeT MpeayCMOTPETh BO3MOXHOCTD (B 3aBUCHMOCTH OT BHIOPAaHHOTO YPOBHSI) ayluTa CIEAYIOMHX Neil-
CTBUI1/COOBITUIT/TTApAMETPORB.

a) ba3oBblit: HeyCITeIIHbIe TOMBITKY YUTATh HHMPOPMAIIMIO U3 3aruceil ayiuTa.

Aynut: FAU_SAR.3

Eciu B I13/3b BrinoueHo cemelicteo FAU_GEN «['eHepalusa naHHBIX aynuTa 6e301acHOCTH», TO
cjaeayeT NMpelycMOTPeTh BO3MOXKHOCTh (B 3aBUCUMOCTU OT BHIOPAHHOIO YPOBHS) ayAuTa CACAYIOMINX Neii-
CTBUI1/COOBITHH/TTApaMETPOB.

a) JleTamnM3upoBaHHbIN: TapaMeTphl, UCITOIb3yeMbIe ITPU [TPOCMOTPE.

FAU_SAR.1 IIpocmotp ayauta

Kowmnonent FAU_SAR.1 npenocTaBuT yIOIHOMOUEHHBIM IT0JIb30BAaTESIM BO3MOXHOCTD [TOJIy4aTh U
WMHTEPIIpeTUpOBaTh HH(popMaruio. 7151 yetoBeKa-noIbp30BaTeNs 3Ty nHopMmalmio TpeGyeTcs IpecTaBisaTh B
ITOHSITHOM [UTsl Hero Buze. [1s BHemrHero obwekta MUT nuadopmanmio tpebyercs NMpeacTaBisaTh TOIbKO B
3JIEKTPOHHOM BUIJIE.

Nepapxuueckuit 11s: HeT momYmMHeHHBIX KOMIIOHEHTOB.

FAU_SAR.1.1 ®BO 10/KHBI IPEXOCTABIATH [HA3HAYEHUE: YROAHOMOUEHHDIE NO1b308aAMeU] BO3MOK-

HOCTb YHTATh [HA3HAUEHME: cnucox ungopmayuu ayouma) u3 3anucen ayaura.
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FAU_SAR.1.2 ®BO 101KHbI NPeJOCTABAATH 3AMMCH AYANTA B BHJAE, NMO3BOJAIONIEM NOJb30BATENIO
BOCHPHHUMATD COAEPKAMYIOCS B HAX HAGopManmo.

3aBucumocti: FAU_GEN.1 I'enepanus JaHHBIX ayuTa

FAU_SAR.2 OrpaHnyeHHbli NPOCMOTP ayauTa

Hepapxuueckuii uis1: HeT nogyMHEeHHBIX KOMITOHEHTOB.

FAU_SAR.2.1 ®BO a0o1XHbl 3aPeTHTH BCEM NOJIb30BATEIAM TOCTYNl K UTCHHIO 3amuced ayauTa, 3a
HCKJII0UEHHEM MOJIb30BATENICH, KOTOPHIM SIBHO MPEAOCTABIEH JOCTYH i1 YTEHHS.

3aucumoctu: FAU_SAR.1 IIpocmoTp ayaura

FAU_SAR.3 BoiGopounblii npocMOTp ayauTa

Hepapxmueckuii ans1: HeT nonYMHEHHBIX KOMITOHEHTOB.

FAU_SAR.3.1 ®BO 10/uKHbI NIPeIOCTABATH BO3MOKHOCTh BHINOJHHMTH [BBIOOD: nouck, copmupoeka,
ynopsadouenue] NaHHBIX AYAATA, OCHOBAHADIA HA [HAZHAYECHNE: Kpumepuu ¢ A02udecKumu
omuowenuamu).

3apucumoctu: FAU_SAR.1 IIpocMoTp ayaura

3.5 Buibop codbiThii aynuta 6esonacaoctn (FAU_SEL)

XapakTepucTuka ceMeicTpa

CemeiictBo FAU_SEL onpenenset TpeGoBaHus 1isi 0TO0pa COOBITHIA, KOTOPBIE OYAYT MOABEPTaThC

aynuTy Bo BpeMst PyHKLHOHHpoBaHUs1 OO, a Takke TpeOOBAHUS JUT BKIIOYEHUS WJTH UCKITIOUEHUS COOBITHI
13 COBOKYITHOCTH COOBITUI, MOABEPTalOLLUXCS ayUTY.
PamxxupoBaHue KOMITOHEHTOB

FAU_SEL BuiGop cobeiTuin ayaura 1
6esonacHocTn

FAU_SEL.1 «M36uparenpHbIit ayIuT» COAEPKUT TPeOOBAHUSA BO3MOXHOCTH BKITIOUEHUS WIH UCKITIOYE-
HUSI COOBITHS M3 COBOKYITHOCTH COOLITUI, TOABEPTralolMXCs ayIUTY, Ha OCHOBE aTpUOYTOB, OINpeneisieMbIX
paspaboruukom I13/35.
Vnpasaenue: FAU _SEL.1
s dyHKImit yripapieHus U3 kiacca FMT mMoxeT paccMaTpuBaTbes clienytolee neiicTpue.
a) ConpoBoxaeHue Npas MpocMoTpa/MoanduKauy cCoObITU ay1uTa.
Aynutr: FAU_SEL.1
Ecnu B I13/3b BxitoueHo cemeiictBo FAU _GEN «I'eHeparus HaHHBIX ayauTa 6€30MacHOCTH», TO
CIeAyeT MPelyCMOTPETh BO3SMOXHOCTS (B 3aBUCMMOCTH OT BHIOPAHHOTO YPOBHS) ayauTa CACAYIOLINX Iei-
CTBU/COOBITUIT/TTApAMETPOB.

a) MuHUMaNbHEIN: Bce MOTUMUKALIMY KOHDUTYpaLUy ayauTa, ITPOMCXoasiune Bo Bpems: cbopa naH-
HBIX ayIuTa.

FAU_SEL.1 N36upatenbHblii ayaur

Hepapxuyeckuit 1is: Her mogyuHeHHBIX KOMIIOHEHTOB.

FAU_SEL.1.1 ®BO 101KHbI ObITH CHOCOOHBI K BKJIIOYEHHIO COOBITHIA, MOTEHIHAILHO IOABEPraeMbixX
ayIuTy, B COBOKYITHOCTH COOBITHIA, IOIBEPTAIONINXCS AYAUTY, HAH K UX HCKIIOYEHHIO H3
3TO COBOKYNHOCTH O CJIEAYIONIMM aTpHOyTaM:

a) [BoiOOp: udenmugpuxamop obsexma, udenmupuxamop noavzoeameas, udenmuduramop cyosexma,

udenmudghuxamop y3aa cemu, mun cofoimus);

0) [HasHAYEHHE: CHUCOK OONOAHUMEABHBIX AMPUOYINOE, HA KOMOPbIX OCHOGAHA U30UPAINEAbHOCHb ayou-

maj.

3aBucumocty: FAU_GEN.1 I'enepanusa AaHHBIX ayJaUTa

FMT_MTD.1 Vupasienne nanasiva ®BO

3.6 Xpanenne nannabix ayaurta 6esonacaoctu (FAU_STG)

XapakTepucTUKA CeMeCTBa

Cewmeitcteo FAU_STG onpenensier TpeGoBaHus, pu BEIMOTHEHUU KOTOpBIX DBO crrocobHbI co3na-

BaTh W COMPOBOXIATE XXYPHAT ayAuTa 6e30MacHOCTH.
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PaH)KPIpOBaHH@ KOMITOHCHTOB

FAU_STG XpaHeHue aaHHbIX ayauTa
6eaonacHocTU

B FAU_STG.1 «3amuiennoe xpaHeHHUE XypHasia ayiuTa» CoaepxKarcs TpeOOBaHMSI 3alIUThI XypHaa
ay/liTa OT HECAHKIIMOHUPOBAHHOIO YAAICHUS U/ UK MOIU(MDUKALIIH.
FAU_STG.2 «["apaHT# IOCTYITHOCTH JAHHBIX aymuTa» ompeaesser rapaHTuu, yto ®BO monnepxu-
BAIOT UMEIOLLIMECS] JaHHbIE ayAuTa MPU BOSHUKHOBCHUH HEXEIaTeIbHO CUTYAITUN.
FAU_STG.3 «/leficTBus B ci1yuae BO3MOXHOM ITOTEPY JAHHBIX ayJIUTa» OTPeE/essIeT NeiCTBHS, KOTOpbIe
HEOOXOAMMO MPEANPUHSTD, ECITU MTPEBBIIICH 3a1aHHBIN MTOPOT 3aITOJTHEHUS XXypHaa ayIuTa.
FAU_STG.4 «[TpenoTtepanieHue motepy JaHHbIX ayauTa» ONpeAessaeT AeiiCTBHS NPU MMeperioTHEHUH
JKypHaJla ayauTa.
Vnpasnenue: FAU_STG.1
JeiicTBUSA MO yNpaBAeHHUIO HE MPELYCMOTPEHbI.
Vnpaenenue: FAU STG.2
Hna dyHkuuii ynpapnenus u3 kracca FMT MoxeT paccMaTpuBaThes clienytolliee AeiicTBye.
a) ConpoBox/ie H1e MapaMeTpoB, KOTOpbIE YIPABJISIOT BO3MOXHOCTIMU XPAHEHHUS KypHaia aynuTa.
Vnpasnenue: FAU_STG.3
Ong byHkuuit ynpapienus us Kitracca FMT MoryT paccMaTpuBarhes Clieytollie AeHCTBYS.
a) OTciexXMBaHMe MOpora 3armo;THEH .
6) ConpoBoxaenue (ynarenue, Moaubukalus, 1006apieHne) AeiCTBUI, KOTOPbIE HY>KHO Mpeanpu-
HATH PY BO3MOXHOM c60e XpaHeHUs XKypHala ayauTa.
Vnpagsnenue: FAU_STG.4
Hns dyHkumit yipapneHust U3 Kiacca FMT MoxeT paccMaTpuBaThCs CIIEAyIOLLEE NeiCTBIE.
a) Conposoxnenue (ynareHue, Mmonudukalius, 1o6apneHye) neiCTBUl, KOTOPbIE HYXXHO MPEATpU-
HATb IpY c60e XpaHeHUS XKypHala ayIuTa.
Aymut: FAU_STG.1, FAU_STG.2
HeTt uneHTHGOUIIMPOBAHHBIX ISWCTBMI/COOBITHIT/TTApAMETPOB, [UTS KOTOPBIX CJIEAYET MPeIyCMOTPETh BO3-
MOXKHOCTH ayIuTa.
Aynut: FAU_STG.3
Ecnu B I13/3b6 BxitoueHo cemeiictBo FAU_GEN «I'eHepanus naHHBIX ayauTa 6€30IacHOCTU», TO
CJIEAyeT MPeIyCMOTPETh BO3MOXKHOCTD (B 3aBMCHUMOCTH OT BBIOPaHHOTO YPOBHS) ayAuTa CICAYIOIUX Aei-
CTBUI1/COOBITHIT/TTApaAMETPOB.
a) basoBblii: MpeAnpUHUMAEMbIE JACHCTBYS OCTE MTPEeBbIIIIEHUs TTOPOTra 3aITOTHEHUS.
Aymut: FAU STG.4
Ecnu B I13/3b Bkmoueno cemeitcteo FAU_GEN «['eHepaniusg gaHHBIX aynauTa 0e3011acHOCTH», TO
cIeayeT MPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BBIOPaHHOTO YPOBHS) ayduTa CIEAYIOIHUX Aei-
CTBUI1/COOBITHIT/TTAPAMETPOB.
a) ba3oBxlit: mpeanprHUMaeMble ACHCTBUS TP cO0e XpaHEeHUS XypHala ayauTa.
FAU_STG.1 3amunientoe xpaHeHue KypHAJIa ayauTa
Hepapxuyeckuit it Het mogunHeHHBIX KOMIIOHEHTOB.
FAU_STG.1.1 ®BO no/Kabl 3aMAIIATH XPAHUMBbIE 32IMCH AYIATA OT HECAHKIMOHHPOBAHHOIO yJaje-
HHS.
FAU_STG.1.2 ®BO nosxubl 6bITh CHOCOOHDI K [BbIOOD: npedomepamenue, evrasrenue] mopnduranmn
3anMceii ayauTa.
3apucumoctu: FAU _GEN.1 I'enepanus JaHHbIX ayJATa
FAU_STG.2 l'apanTiu AOCTYNHOCTH JAHHbIX ayJAUTA
Wepapxunueckmit wrs: FAU _STG.1
FAU_STG.2.1 ®BO 1o/pKHB 3aANIATh XpaHMMbIE 3a1TMCH AYIUTa OT HECAHKLIMOHUPOBAHHOTO yase-
HUSL.
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FAU_STG.2.2 ®BO gomxHbl 6bITh CIIOCOGHBI K [BBIOODP: npedomepaiyerue, gviagierue] Moaudukauuy
3anucei ayauTa.

FAU_STG.2.3 ®BO noxxusi o6ecneduth NOMNEPKKY [HAZHAYEHHE: NOKA3AMENb COXPAHHOCIMU 3anu-
celi ayouma) Npy HACTYIUIEHHH CJENYIONIMX COOLITHIL: [BBIGOD: nepenoanenue xcypnara
ayouma, cboil, amaxal.

3asucumoctu: FAU_GEN.| 'enepaiiug naHHBIX ayaurta

FAU_STG.3 [leiicTBus B ciiyyae BO3MOKHOMN NOTEPH JAHHBIX AYAUTA

Uepapxuyeckuii mis1: Her nomunHEHHBIX KOMITOHCHTOB.

FAU_STG.3.1 ®BO 10/KHbI BBIIOJIHATh [HAZHAYEHHE: JelicMEUs, KOMopvie HY¥CHO NPeonpuHsmy é
cayuae 803MONCHO20 COOSL XPAHEHUS HCYPHAAA ayouma), ecln KypHAJI ayAUTa IpeBbi-
niaeT [Ha3HaueHue: npunamoe ozpanu4enuel.

3asucumocty: FAU_STG.1 3anuniennoe Xxpanenue KypHajia ayaura

FAU_STG .4 IlpenorBpaiienne NOTepH JAHABIX ayIATa

Uepapxuueckuit nnst: FAU_STG.3

FAU_STG.4.1 ®BO noaxHabi BHINOJIHATD [BBIOOD: «ucHopuposanue cobbimuii, nodeepzaromuxca ayou-
my», «npedomepauienue coGbIMuil, NOOGEP2AIOWUXCA AYOUMY, UCKAIOMAs Npeonpunu-
Maemble YHOAHOMOYEHHBIM HOAB30GAINEAEM CO CHEUUANLHBIMU NPAGAMU», <3ANUCH NO-
8epx CambiX CIAPbIX XPAHUMBIX 3anuceil ayouma»] U [Ha3HAueHUe: dpy2ue Odelicmeus,
KOMmopbie HY¥CHO RPeOnpusamy 6 cay4udae 603MOICHO20 cO0a Xpanenusn xcypuaia ayoumal
NPH MePenoTHEHNH JKyPHAJIA AYAUTA.

3asucumoctu: FAU_STG. 1 3amuinieHHOe XpaHeH e JKypHaia ayiuTa

4 Knace FCO. Csa3sp

Kitacc FCO conepxur nBa ceMeicTBa, CBSI3aHHbBIC C YBEPEHHOCTbIO B UIEHTUUHOCTH CTOPOH, yya-

CTBYIOIIMX B OOMEHE JaHHBIMU: HACHTHYHOCTBIO OTITPaBUTEJIS TTepeAaHHON MHGMOPMALIMU (JIOKA3aTETBCTBO
OTIIPABACHYS) ¥ UIEHTUYHOCTBIO MToJIyyaTes nepeaanHoil nHGopMalmy (JIOKa3aTeIbCTBO IMTOTYYeHUs). DTH
ceMeiicTBa 00eCeYuBaloT, YTO OTNIPABUTEb HE CMOXKET OTPULIATH (hakT OTTPaBACHUSs1 COOOLUEHMS, a OyYa-
TEJTb HE CMOXKET OTPULIATh GaKT €ro moaydeHUsl.

JekoMmo3uiys Kjacca Ha CoCTaBIsiollMe ero KOMMOHEHThI MoKa3aHa Ha PUCYHKE 4.1.

CpAsb
— FCO_NRO Heotka3yeMoCTb OTnpaBneHus 1 2
- FCO_NRR HeotkasyeMoCTb nonyyeHus 1 2
Pucynok 4.1 — Jlekomnosuums knacca «CBsi3b»

4.1 HeotkasyemocTts ornpasierns (FCO_NRO)
XapaKkTeprcTHKa ceMeiicTea
Cewmeiicteo FCO_NRO ob6ecrieunBacT HEBO3MOXHOCTb OTPUIIAHMS OTIIPABUTENIEM MH(pOpMaImu Gakra

ee ornpasienus. CemeiictBo FCO _NRO conepxut tpeboBaHue, yrobs DBO obecnieynny MeTos ITpeaoCcTaB-
JIEHUS CyOBEeKTY-TTI0JTyYaTe 10 CBUIIETENTbCTBA OTIIPAaRIEHUS] HHMOPMAITHK. DTO CBUIETENIBECTBO MOXET ObIThH
34TEM BEPUPUITUPOBAHO 3TUM CYOBEKTOM WIH APYTUMH CYObEKTAMU.

2-2%

PamxupoBaHue KOMITIOHEHTOB

FCO_NRO HeoTkasyeMOCTh OTnpaBneHus 1 2
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FCO_NRO.1 «A36uparenbHoe 10Ka3aTeabCTBO OTIIPaBICHMSI» CONEPKUT TpeGoBaHue, ytodnl PHO
MPEIOCTABHITY CYOHEeKTaM BO3MOXHOCTb 3alIPOCHTh CBHAETENILCTBO OTHPABICHUS MHMOPMALIAH.

FCO_NRO.2 I TpunyautenpHOe 10Ka3aTeJbCTBO OTITPABJIEHUST» COAEPKUT TpeboBaHe, utoos DBO
BCETIa FeHEPUPOBAITN CBUIETETHCTRBO OTIPABICHHS HepenaBaeMoil HHGOPMALIUU.
VYnpasnenue: FCO_NRO.1, FCO_NRO.2
Just bynkimit ynpasieHus us kinacca FMT moxeT paccmaTtpuBathes clieaylolliee NeicTBre.
a) YrpapjieHre U3MEHEHUSIMU TUIIOB U NoJei mHdOpMaIyu, aTpubyTOB OTIpaBUTeNCH HHPOpPMAIIMY U
TIOJTyJaTeJie il CBUIIETETbCTR.

Aymut: FCO_NRO.1

Ecnu B I13/3b BrutoueHo cemeiictBo FAU _GEN «I'eHepanmst naHHbIX ayauTa 6e30MMacHOCTH», TO
ceAayeT NPeAyCMOTPETh BO3MOXHOCTD (B 3aBHCHMOCTH OT BRIOPaHHOTO YPOBHs) ayauTa CIEAYIOMMX Acii-
CTBMIA/COOBITHI/TApAMETPOB.

a) MuHUManbHbIN: MIEHTH(UKATOP MOTB30BATENS, KOTOPHII 3aITPOCUIT Te HEPALIMIO CBUIETEIHCTBA OT-
MpaBJICHHS.

6) MuHUMaNbHBIN: obpallleH1e K GYHKIMH HEOTKa3yeMOCTH.

B) basoBblii: uaeHTUDMKATOP HHGDOPMAITHH, ITOJTYYATENS M KOITUH MPEJOCTABISIEMOrO CBHUIETENIHCTRA.

r) JeTanusupoBaHHbIi: UIEHTU(UKATOP TMOTB30BATENS, KOTOPHIA 3alpoCH BepUPUKAIIAIO CBHIC-

TEJIbCTBA.
Aynut: FCO_NRO.2
Ecnu B IT3/3b BkiatoueHo cemeiictio FAU_GEN «I'enepanms naHHbIX aynuTa 6€30MacHOCTH», TO
CIIEAYET NMPENYCMOTPETb BO3MOXKHOCTH (B 3aBUCUMOCTHU OT BBIOPAaHHOIO YPOBHS1) ayaMTa CJASAYIOIIHNX e -
CTBHIi/COObITHI/IapaMeTPOB.

a) MuHUMabHbIii: oOpanieHHue K GYHKIIMM HEOTKA3yeMOCTH.

6) basoBblit: uneHTUdUKamg HHGOPMAITUH, TOTYYATeNST M KOITHH MPEAOCTABISICMOTO CBUIETEIHCTBA.

B) JdeTanu3upoBaHHbIN: HACHTHUMHUKATOP TMOJNB30BATENsI, KOTOPBIH 3anpocusl BepU(pUKAIAIO CBHIE-

TEJIbCTBA.

FCO_NRO.1 N36upaTesnpnoe 10Ka3aTeIbCTBO OTIPABIECHHS

Wepapxuyeckuit 111 HeT nogunHEHHBIX KOMIIOHEHTOB.

FCO_NRO.1.1 ®BO g0/iKHbI ObITh CHOCOOHBI F€HEPUPOBATH CBHAETEILCTBO OTNPABJICHHS NEpeaaBa-
eMoii [Ha3Hauenne: cnucox munoe unghopmauuu)] npu 3anpoce [BoidOOp: omnpasumeas,
noaywameas, [Hasnavenue: cnucox mpemoux auuf].

FCO_NRO.1.2 ®BO go/KabI 6bITH CHOCOGHDI CBA3ATH [HAZHAYEHNE: CRUCOK ampu(ymog] OTIPaBUTENA
undopmManuu U [Ha3HAYEHHUE: cnucok unopmauuonnsix noteii] nadopmManum, K KoTo-
PO IPUIAraeTCs CBUIETENbCTRO.

FCO_NRO.1.3 ®BO 101XKHbI NpeI0CTABHTH BO3MOXKHOCTD BepHQHIMPOBATH CBHAETEIBCTBO OTIPABJIE-
Hus uHpopMannn [BLIGOD: omnpasumens, noayuwamenv, [Hasnauenue: CHUCOK Mpempux
Auy]] MpA yCTAHOBJIEHHBIX [HA3HAYEHHE: 02PAHUMCHUSA HA CBUOCMEABCINGO OMnpasie-
nus)

3apucumoctu: FIA_UID.1 Boibop MomMenTa HIeHTHDHKAIMA

FCO_NRO.2 IIpunyaureibHoe A0KA3aTEALCTBO OTIPABICHHA

Uepapxuueckuit q1ns: FCO_NRO.1

FCO_NRO.2.1 ®BO j0mKHbBI Beeraa OCYNIeCTBAATh TeHepamui0 CBUICTE/ILCTBA OTITPABJICHUS Iepe-
JIABaeMO [Ha3HAUECHUE: CRUCOK MUNnoe ungopmauyuu].

FCO_NRO.2.2 ®BO pomkHbl OBITH CITOCOOHBI CBI3ATh [HASHAYCHHE: CAUCOK ampulymos] OTIIpaBUTEIs
vHGOPMALMU 1 [Ha3HAYEHUE: CRUCOK UHPOPMAUUOHHBIX noaeil] MHDOpMALIUHY, K KOTO-
poif mpuaraeTcs CBUIETEILCTBO.

FCO_NRO.2.3 ®BO n0/mKHBI TPeaOCTaABUTh BO3MOXHOCTD BepH(DHUIIMPOBATh CBUACTEILCTBO OTIIPAR/IC-
HUs nH(hOpMaluu [BbIOOD: omnpagumens, noayuamens, [HA3Hauenue: CRUCOK MpPembux
Auyf] TIpY YCTAHOBJICHHBIX [HA3HAUCHUE. 0PAHUMCHUS HA CEUOCINENbCHE0 O0mnpasae-
Hus).

3asucumocty: FIA_UID.1 BriGop MomeHTa uaeHTHhUKAIIMN

4.2 Heotkazyemoctsb noayuenus (FCO_NRR)

XapakTepucTrka ceMeicTBa

HeorkazyeMocTh nosyuyeHust o0ecrieynBaeT HEBO3MOXKHOCTD OTpHLIAHUS TTosTydyaresieM uHpopMmauy dakra

ee ronyyeHust. Cemeiicteo FCO_NRR conepxut Tpedosanue, utodsr DBO obecrieunany MeTo ITpenoCcTaB-

20
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JeHUS CYOBEKTY-OTIIPaBUTEIO CBUAETEIBCTBA ITOMYyUeHUST MHMOPMALIUU. DTO CBUAETEIHCTBO MOXET ObITh
3areM BepU(DULIMPOBAHO 3TUM CyGBEKTOM WY APYTUMHU CYyOBEKTAMU.
ParxxupoBaHue KOMITOHEHTOB

FCO_NRR HeotkasyemocTb nonyyeHust 1 2

FCO_NRR.!1 «A36upatenpHoe D0KA3aTEIBCTBO HOIYUCHHUS» COAEPKUT TpeGosaHue, yToosl PBO mpe-
JOCTaBUIIU CYOBEKTAM BO3MOXKHOCTD 3aIIPOCUTh CBMIAETENILCTBO MOAYUeHUST MHGMOPMALIHH,

FCO_NRR.2 I TpunynutensHOE JOKA3ATENLCTRO MTOIYYEHMsI» CONEPKUT Tpebosaxue, ytoosl MBO seerna
TeHePUPOBATU CBUACTETLCTRO MOTYYCHUS TPUHATOM HHMOpMAaLnn.

VYnpasneaue: FCO_NRR.1, FCO_NRR.2

Hna dyHkumit ynpasneHus us Kiacca FMT mMoxeT paccMaTpuBaThes crieiyloliiee AeiiCTBHE.

a) YrpapieHue U3MEHEHUSIMY TUITOB U NoJjIeit nHpOopMaluu, arpubyToB oTIipaBuTeeil nHpopMaLuy 1

nosTyyaresieit CBUIeTe/TbCTB,

Aynut: FCO_NRR.1

Ecnu B I13/3b BkitoueHo cemeiictBo FAU GEN «I'eHepalns naHHBIX aymuTa 6e30MaCHOCTH», TO

cJAellyeT MpPeyCMOTPETh BO3MOXHOCTD (B 3aBUCHMOCTH OT BBLIOPAHHOTO YPOBHSI) ayauTa CICIYIOIIMX Aeii-
CTBU/COOBITUI/TTAPAMETPOB.
a) MuHuUMabHbIN: HAeHTUDUKATOP TOIB30BATEIs, KOTOPBIH 3alpOoCUNT TeHepaluio CBUACTE/bCTBA
TMTOJTy4eHMSI.

6) MuHuManbHBIN; obpalieHre K QYHKIUH HEOTKA3yeMOCTH.

B) basosblil: naeHTuduUKaLMS WHOOPMAITUH, TTOTYYATEIs ¥ KOITUY ITPEIOCTABISIEMOro CBUAETE/ILCTBA.

r) Jetanu3upoBaHHbIN: UAeHTU(MUKATOD TMOTH30BATENsI, KOTOPBIM 3arIpoCchi BepuU(pUKALNUIO CBUAC-

TEJILCTRA.
Aynutr: FCO_NRR.2
Ecnmu B I13/3b Brutoueno cemeiicteo FAU GEN «I'eHepalins DaHHbIX ayauTa 6e30M0acHOCTH», TO
cJeayeT MPefyCMOTPETh BO3SMOXKHOCTH (B 3aBUCMOCTY OT BBIGPAHHOIO YpOBHS1) ayIuTa CACAYIOLIMX nei-
CTBU/COOBITUI/TTApAMETPOB.

a) MunumanbHbIi: obpanieHue K GyHKIMY HEOTKA3yeMOCTH.

6) basosbiit: uaeHTUbUKAIMS MHOOPMAIIMY, TOJYYATe s U KOITAH TIPEIOCTaRISIEMOrO CBUACTEIbCTBA.

B) leTanu3upoBaHHBIN: UIEHTUGMUKATOP IOTH30BATENISI, KOTOPHIA 3aIpoCkil BepudHUKaLIMIO CBUIE-

TEJTHCTRA.

FCO_NRR.1 H30upaTe/bHO€e JOKA3ATEIBCTBO HOMYIECHHAA

Nepapxnueckuit 11s1: Her momuuHe HHBIX KOMITOHEHTOB.

FCO_NRR.1.1 ®BO p0/ukHbI OBITh CHOCOOHBI FTeHEPHPOBATH CBUIETEILCTBO MOXYIEHH NIPUHATOM [Ha-
3HAYEHHe: CRUCOK munoe ungopmauyuu] nipu 3anpoce [BuiOOp: omnpasumensv, noayya-
meav, [Hanauenue: cnucox mpemoux auyj).

FCO_NRR.1.2 ®BO poiKHbI ObITH CNIOCOOHBI CBA3ATh [HAZHAYECHNE: CnUCOK ampuGymog] noiyyatens
uadopManuu U [Ha3HAYERHE: crucok undopmauuonnvix noseii] vadopManMu, K KOTo-
POii mpunaraeTcs CBUAETENLCTBO.

FCO_NRR.1.3 ®BO 10/uKHbI HPEI0CTABHTH BO3MOKHOCTh BepH(HIMPOBATH CBUIAETEILCTBO MOJIyYe-
Hus nacdopmanyn [BuIOOp: omnpasumens, noayuameas, [naznauenue: Cnucox mpemoux
AuyJ] NpA YCTAHOBJICHHBIX [HA3HAYCHNE: 02PAHUMECHUS HA CGUOCMEAbCINGO OMNpas.ae-
nus).

3asucumoctu: FIA_UID.1 Bri6op momenta naeaTudukammm

FCO_NRR.2 Ilpuayaureasnoe 10Ka3aTeNbCTBO MOMYyYEeHAA

Nepapxuueckuit wrsa: FCO_NRR.1

FCO_NRR.2.1 ®BO 10;oKHB 0OCYNIECTBAATh TEHEPANMIO CBUIETELCTBA ITOJTYYEHUS MPUHATON [Ha-
3HAYEHUE: CHUCOK MUNO8 UHpopMayuU).

FCO_NRR.2.2 ®BO no/kHbI 6BITH CIIOCOOHBI CBA3aTh [Ha3HAYECHHE: CHUCOK ampubynog] Moydarens
“HGOpMaNUK ¥ [Ha3HAYCHUE: CRUCOK URPOPMAUUOHKBIX noaell] WH(pOpMAaLIMU, K KOTO-
Ppoit ripryIaraeTcs CBHIETEIBCTRO.

FCO_NRR.2.3 ®BO 10KHBI TPeTOCTABUTH BO3MOXHOCTEH BEpUMUIIMPOBATh CBUACTENLCTBO ITONyYE-
HUs uHGopMaluy [BeIOGOD: omnpasumens, noaywamens, [HA3HAUCHUE: CHUCOK MPEMbUX
auyf] TIpA YyCTAaHOBJIEHHBIX [Ha3HAUCHUE: O2panuenuss Ha CeUOemenbcmeo omnpasie-
Hus|.

3asucumoctu: FIA_UID.1 Bribop MoMeHTa uiieHTU(hDUKAITHA
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5 Knacc FCS. Kpunrorpadguueckas nmojpiepxka

DBHO MoryT ucronp30BaTh KpUntorpadguueckue GyHKITMOHATBHBIE BO3MOXHOCTH [U11 COAEUCTBHS JIOC-
TUXEHWIO HEKOTOPBIX, HauboJiee BaXXHbIX Lieseil 6e3omacHocT. K HUM OTHOCATCS (HO MMU HE OTPaHUYMBA-
I0TCS1) CNEAYIOIME [IeJIA: HIeHTUDUKALUS U ayTeHTU(hUKAITUS, HEOTKa3yeMOCThb, JOBEPEHHbI MapIlupyT,
JIOBEpPEeHHBIN KaHaT, pasneneHue aaHHbiX. Kinacc FCS npumensiot, korna OO uMmeet Kpunrorpadpuyeckue
(yHK1IIMHU, KOTOPBIE MOTYT OBITh PEIM30BAHbI AMIapaTHBIMU, TPOrPaAMMHO-ANTIapaTHBIMU U/WIH NIPOrpaMm-
HBIMU CPEJICTBAMH.

Kinacc FCS coctout u3 nByx cemeiicts: FCS_CKM «YnpasieHnue kpunrorpaguuecKuMu KiouyaMu» 1
FCS_COP «Kpunrorpaduueckue onepauun». B cemeiictee FCS_CKM paccMoTpeHbI acneKThl yIIpaBieHUsl
kpunrorpadpuueckumMu KnoyaMu, toraa kak B cemeiicree FCS_COP paccMOTpeHO nmpakTHyeckoe NpuMeHe-
HUE 3TUX KpUTITOrpahuuecKux Kioueii.

Hexommosurust kimacca FCS Ha cocTapnsiforniipe ero KOMMOHEHThI MOKa3aHa Ha pucyHke 5.1.

Kpuntorpaduueckan
noanepxka
— 1
2
| FCS_CKM YnpagneHue kpuntorpacu- |
YeCcKUMM KIiouamu [ |5
4
| | FCS_COP Kpunrorpaduueckue 1
onepaumm
PucyHok 5.1 — Jekomno3unins Kiacca «Kpunrorpapuyeckas noagepxkar»

5.1 Yopasienue kpunrtorpapudeckuvu Kiodavn (FCS_CKM)

XapakTepucTHKA ceMelicTBa

KpunrorpaduueckyMu KintouaMy HeoOX0IMMO YITPARJISATh Ha MPOTSIKEHUU BCETrO UX KU3HEHHOrO HIUKIIA.
Cewmeitcteo FCS_CKM npenHa3sHauYeHO VTS IMOAAEPXKKY XKU3HCHHOTO 1IMK/IA U ITO3TOMY OITpeesisieT Tpebopa-
HUS K CIEAYIOIIMM ICHCTBUSM ¢ KpUITOrpaduIecKUMU KJIIOUaME: TeHepaLys, paclipeaesieHue, TOCTYIT K
HUM ¥ UX YVHUUTOXEHME. DTO CEeMEICTBO ClIeyeT UCIIOIb30BaTh B C/IYYasX, KOTIa MMEIOTCS (PYHKIIMOHATbHEIE
TpeGOBaHUS YIIPABICHUS KPUNITOrpahHUeCKUMHU KITIOUAMH.

PaHxXypoBaHue KOMITOHEHTOB

1]
4]

FCS_CKM.1 «I'enepanus kpurnrorpaduieckux Kiaodeiy comepXXUT TpeGOBaHUS K X CO3MaHHIO CO-
ITTacCHO OIpeNeIEHHOMY aITOPUTMY U JUTUHE KJTI0Ya, KOTOPhIE MOTYT OCHOBBIBATHCSI HA COOTBETCTBYIOIIEM
cTaHjaapre.

FCS_CKM.2 «Pacripenenerue kpunrorpaduuecKux KIoueity comepKuT TpeboBaHUE UX pacIipeie/IeHHS
OTIpeIeIEHHBIM METOIOM, KOTOPBIN MOKET OCHOBBIBATHCSI HA COOTBETCTBYIOIIEM CTAH/IAPTE.

FCS_CKM YnpaeneHue kpunrorpacu-
YECKUMM Krlouamu

2
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FCS_CKM.3 «JlocTyn K Kpuntorpad®uyecKum KouaM» COIEPXKUT TpeOGOBaHMS OCYIIECTBIIEHHUS JOCTY-
Ma K HUM COTJIACHO OMNpeAc/JeHHOMY METOJLY, KOTOPBIif MOXET OCHOBBIBATHCS HA COOTBETCTBYIOLLEM CTAH-
napre.

FCS_CKM.4 «YHuuTOXEeHHE KpUTITOrpadMuecKuX KITIoUeity COAepXKUT TpeOOBaHKE X YHUUTOXKEHHS
COIJIACHO OTpeie/IeHHOMY METOY, KOTOPBIif MOXET OCHOBBIBATHCS HA COOTBETCTBYIOIEM CTAHIAPTE.

Vnpagnenue: FCS_CKM.1, FCS_CKM.2, FCS CKM.3, FCS_CKM .4

Hng dyHkuuii ynpaeneHus u3s kiracca FMT mMoxeT paccMaTpuBathes ciienyioniee neficTB1e.

a) YnpapiaeH1e U3MEHEHUAMH aTpuOyTOB Kpunrrorpaduueckux kiovei. [Tpumepamu atpubyToB Kioua
SIBJISIIOTCA . UAEHTU(PUKATOP IMOJTB30BATENS, THTI KiTfoya (HarpuMep, OTKPBITHIH, MPHUBATHbIN, CeK-
PETHBIIT), TepHON NeACTBHUSA KJTIOUa, a TAKXKE BO3MOXHOE HCITOTb30BaHHE (HanpuMep, Ludposas
MOANUCH, UGPOBAHUE IPYTUX KITIOUEH, CONTACOBAHUE KITIOYEH, IIMQPOBAHUE JAHHBIX).

Aymur: FCS_CKM.1, FCS_ CKM.2, FCS_CKM.3, FCS_CKM 4

Ecnu B T13/36 BrmoueHo cemeitctBo FAU/GEN «I'eHepanus AaHHBIX ayauTa 6e30MacHOCTH», TO
cIIeIyeT MpeayCMOTPETh BO3MOXKHOCTh (B 3aBHCIMOCTH OT BEIODAHHOTO YPOBHSI) ayauTa CACOYIOIIMX Aeii-
CTBHi1/COOBITHIT/TApaMETPOB.

a) MuHUMaTBHBIN: YCTIEIHBIN WJIM HEYCIIENIHBIA PE3YJIBTAT JIEUCTBHUS.

6) ba3oBblit: aTpuOyTH OOBEKTA U COJEPKAHUE OOBEKTA, 3a MCKIIOUEHKEM JIIoOOi 4YYBCTBUTEbHOI

uHbopMamy (HanpuMep, CEKPETHBIX WJIM ITPUBATHBIX KITIOYEH).

FCS_CKM.1 I'enepanus KpunrorpapuaecKux Kmogei

Wepapxnyeckuii jusi: HeT monyMHeHHBIX KOMITOHEHTOB.

FCS_CKM.1.1 ®BO gomKubl reHepHUPOBATh KpHNTOrpadmiecKne KUl B COOTBETCTBHH C ONpe/eieH-
HBIM AJITOPUTMOM [HA3HAYEHHE: A120PUMM 2EHEPAUUU Kpunmozpapuyecrkux xaroueii] n
JIMHON [Ha3HAYEHME: AuHbL Kpunmozpagduyueckux Karo4eit], KoOTopble 0TBE4aloT clie-
JylonieMy: [Ha3HAYeHHe: cruUcox candapmos).

3asucumocty: [FCS_CKM.2 Pacnpenenenne kpuntorpahuaecKux Kioyei nix

FCS_COP.1 Kpuntorpadpuueckne onepamuu]
FCS_CKM.4 YanuroxkeHue KpunrorpagmuuecKux Kiodei
FMT_MSA.2 Be3onacHbie 3HAYCHAS ATPHOYTOB 0€30MaCHOCTH

FCS_CKM.2 Pacnpejeienne KpunrorpadmaecKnx Kiodei

Wepapxnaeckuii 11s1: HeT noqumHeHHBIX KOMITOHEHTOB.

FCS_CKM.2.1 ®BO gomxknabl pacnpeneiaTh KpANTorpaguueckne KIi0YH B COOTBETCTBHH C ONpeaeieH-
HBIM METOJOM [HA3HAYEHHE: Mermod pacnpederenus Kpunmozpaguyueckux karoueii,
KOTOPbIi OTBEYAET CJeAyIonemMy: [Ha3HAYEHHE: CHUCOK CImanoapmoe].

3asucumocty: [FDP_ITC.1 AMnopt AaHHBIX NOJb30BaTENs 6€3 aTpuOyTOB H€30NMacHOCTH

uiu FCS_CKM.1 I'enepamus KpunrorpaduuecKux Kiroyei|
FCS_CKM.4 YHaunuroxkenune KpunrorpaduaecKnx Kiogei
FMT_MSA.2 Be3onacHbie 3HaYeHHs1 ATPUOYTOB 6€30NMaCHOCTH

FCS_CKM.3 JocTyn K KpHOTOrpahmaecKuM Kiaio9aM

Hepapxuueckuit 1is: Her nonymHeHHBIX KOMIIOHEHTOB.

FCS_CKM.3.1 ®BO n0oxKHBI BHINOIHATD [HAZHAYEHHE: Mmun 00CMyna K Kpunmozpaduueckum kaio-
Yam} B COOTBETCTBHY C ONpe/IeeHABIM MEeTOI0OM J0CTYNA [HA3HAYEHHE: Memod docmy-
na K kpunmozpaduueckum karouam], KOTOPbiii OTBeyaeT CleayioniemMy: [HasHayenue:
cnucox cmanoapmos].

3asucumocty: [FDP_ITC.1 UMnopT AaHHBIX M0JIb30BaTE s O€3 aTpuOyTOB 5€30NacHOCTH

um FCS_CKM.1 I'enepamus KpunrorpaduuecKux KiIrodeii]
FCS_CKM.4 Yauuroxkenne Kpunrorpaduaecknx Kiogei
FMT_MSA.2 Be3onacHbie 3HaYeHHAs ATPUOYTOB 6€30NMACHOCTH

FCS_CKM.4 YHuuroxeHne KpunTorpadpuiecknx Kiogei

Uepapxuyeckuii qisi: HeT nonumHEHHBIX KOMITOHEHTOB.

FCS_CKM.4.1 ®BO x0/1KHbl YHHYTOKATH KpHOTOrpahuuecKne KIOYA B COOTBETCTBHH C ONpEaeIeH-
HbIM MeToJoM [Ha3HAueHHe: Memood yHu4moxdcenus Kpunmoezpaguueckux rkuoueil],
KOTOPbIi 0TBeYaEeT ClaedyioniemMy: [Ha3Hauenne: cnucox cmanoapmos).

3asucumocty: [FDP_ITC.1 MmMnopT AaHHBIX NOJb30BaTENS 63 aTpuOYTOB 6€30NacCHOCTH

mwm FCS_CKM.1 I'enepanns kpuntorpagnyecKux Kmoyei|
FMT_MSA.2 BesonacHesle 3Ha9¢HAsT aTPHOYTOB 6€30NMaCHOCTH
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5.2 Kpuntorpadpuueckue onepanun (FCS_COP)

XapaKTepUCTHKA CeMeHCTBa

JU151 KOpPEKTHOTO OCYLUECTBACHHUS] KPUNITOrpauIeCKHUX ONepaIuil X HEOOXOMMO BHIITOJTHSTE B COOT-
BETCTBUH C ONpeeSIeHHbIM aITOPUTMOM U € KpUTITOrpaduuecKUMU KITIOUaMU OIpe/iesleHHOM JUTHHEI. JlaHHOoe
CeMEeMCTBO ClleyeT MPUMEHSITh BCAKHUI pa3, Korna HeoOXOMUMO BHIITOTHITh KpUITOrpaduuecKye oreparuu.

K TunuyHeiM KpuntorpaduyeckuM ornepanusiM OTHOCSTCS: 3aliMdpoBaHue U/WiH paciindpoBaHue
JAHHBIX, TeHepalus 1/ Bepuduxauns nmudpoBhIX MOANMUCEi, reHepalus KpUITorpahHyecKux KOHT-
POJIBHBIX CYMM JIJI1 0OecrieuyeHus LEJTOCTHOCTH M/WITH BepU(MUKAITUNA KOHTPOJIBHBIX CYMM, X3IIMPOBaHHE
(BBIUMCIEHME X311-00pasa coobIeHuUs), 3amudpoBaHue U/WM paciiu@poBaHe KpUNTOrpaduIecKux Ko~
yeil, cornmacoBaHue KpunrTorpauyueckux Kiroyei.

PaHXvpoBaHie KOMITOHEHTOB

FCS_COP Kpuntorpaduieckue 1
onepauuu

FCS_COP.1 «Kpuntorpaduueckue ornepauy» Coaep:KUT TpeOOBAHNS UX BBIMOIHEHHS ITO OINpeieieH-
HBIM aIrOPUTMAaM € NMPUMEHEHHUEM KPUTITOrpauuecKux Kitouei ornpeaeeHHOM JUTMHEL. AJTOPUTMBI M JUTHHA
KpunrorpaduyecKmx Kiodeir MOryT OCHOBBIBATLCSI HA COOTBETCTRYIOIIEM CTaHIapTe.
Vnpagnenue: FCS_COP.1
JleicTBUSI IO YIIPABJICHMIO HE MPelyCMOTPEHbI.
Aynut: FCS_COP.1
Ecmu 8 I13/3B BrmioueHo cemeiictBo FAU GEN «I'eHepanus naHHBIX ayauTa 6€30MaCHOCTH», TO
CJIeAyeT MpefyCMOTPEeTh BO3MOXKHOCTD (B 3aBHCUMOCTH OT BBIOPaHHOTO YPOBHS) ayluTa C/ICAYIOMIHX Neil-
CTBUI1/COOBITHIT/TTAPAMETPOB.
a) MuHUMAaTBHBIN: YCIEIIHOE WK HEeyCIIEeNIHOE 3aBepIlICHIE, a TAaKXKe THIT KPUNTOrpad4eCcKoii ore-
paruu.
0) ba3oBslit: 06BIe MpUMeHsieMble KpUNTorpaduyeckue pexxuMbl onepauuit, aTpubyTsl cyObeKTOB U
0OBEKTOB.
FCS_COP.1 Kpunrtorpaduyeckne onepaun
Hepapxuyeckuit 111: HeT mogunHeHHBIX KOMIIOHEHTOB.
FCS_COP.1.1 ®BO no/zKabI BHINOIHATH [HA3HAYEHHE: CRUCOK Kpuninozpaguyeckux onepauuii] B c00T-
BETCTBUH C ONpeAeIeHABIMA ANTOPUTMAMH [HA3HAYEHHE: Kpunmozpaguueckue atzopum-
Mmbt] 1 1MHO# [HA3HAYEHUE: /IMHBI KPUIITOrpapuueckux Kiyei]|, KOTopbie OTBEYAI0T
cleayoniemMy: [Ha3HaYenue: crucox cmandapmos).
3asucumocty: [FDP_ITC.1 UmMnopT Jannbix noan3oBarens 6e3 atpudyTos 6e3onacHocTn
wm FCS_CKM.1 I'enepanus Kpunrorpaduuaeckux Kmodei
FCS_CKM.4 Yanuroxkenne Kpunrrorpaguaecknx Kiuouei
FMT_MSA.2 Be3onacnbie 3a9¢HAs AaTPHOYTOB 0€30NMaCHOCTH

6 Kinacc FDP. 3amura Jansspix noan30BaTeas

Knacc FDP conepxut cemeiicTsa, omnpeaessmionme Tpebopanusa K dyHKmusM 6e3omacHocty OO0 u
nonutukam GyHkuuit 6esonacHoctd OO, CBSI3aHHBIM C 3alIUTON JAaHHbIX NMoib3oBaTess. OH pa3bur Ha
YeThblpe PYMMbl CEMEHCTB, MepeYrCcIeHHBIE HIDKE W TPUMEHsIeMble K JaHHbIM NoJb30BaTe)ts B npeaenax OO0
MPpU UX UMITOPTE, IKCIIOPTE U XpaHEHHUH, a TaKXKe K arpubyTaM 6e30MacHOCTH, MPSMO CBSI3AHHBIM C JaHHBI-
MU MOJIb30BATEISI.

a) [Monutuky GyHKUMI 6€30MaCHOCTH IS 3aIUTH JaHHBIX MTOJTB30BATE/IS:

— FDP_ACC «ITonutuka ynpapiaeHUS JOCTYTIOM»;

— FDP_IFC «ITonutuka ynpasneHus ”HOOPMAITMOHHBIMH ITOTOKaMM».

KOMMOHEHTbI 3TUX CeMENCTB NO3BOJSTIOT paspaboTuuky 113/3b umMeHoBaTh mosuTUKY (hyHKITHHA 6e30-
MACHOCTH JJIS1 3alLMThl JaHHBIX MOJIb30BATENS U ONPENeNITh 001acTh NEHCTBUS 3TUX MOJUTUK, KOTOPHIE
Heo6X0MMO COOTHeCTH ¢ neiamu 6e3onacHocty. [Ipenonaraercs, YTo UMEHA 3TUX MOJUTHK OYIYT UCTIONb-
30BaThHCS IOBCEMECTHO B TeX (DYHKLIMOHAJBHBIX KOMITOHEHTAX, KOTOPHIE UMEIOT ONEPAINIO, 3arpaninBaro-
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11y10 HasHayenue win BeIOop «[TMB ynpasnenus gocrynoms» u/vmu «I 1B yrnpapnerusg WHOOPMalIMOHHBIMY
notokamu». [IpaBuita, KoTopble onpeaeasnioT GyHKIMOHATGHbBIE BO3MOXHOCTH MMeHoBaHHbIX [1MB ynpage-
HHS JOCTYIOM M yITpaBJieHHs UHPOPMaLMOHHBIMHU ITOTOKaMH, 6ynyT ycraHositeHbl B cemeiictBax FDP_ACF
u FDP_IFF cooTBeTcTBEHHO.

6) Buabl 3ammThl JAHHBIX M0J1b30BATENSI:

— FDP_ACF «®DyHKuHWY ynpaBieHUs1 1OCTYIIOM»;

— FDP_IFF «®yHKuuu ynpasieHUs] UHOOPMAITMOHHBIMUA TOTOKAMEY;

— FDP_ITT «Ilepenaua B npeaenax OO»;

— FDP_RIP «3anmra octaTouHoii MHbopMamm»;

— FDP_ROL «Otkar»;

— FDP_SDI I1enocTHOCTb XpaHUMbIX JaHHBIX».

B) ABTOHOMHO€ XpaHEHHE, UMMOPT U 3KCITOPT JaHHBIX:

— FDP_DAU «AyteHTHhHKALIUA JAHHBIX»;

— FDP_ETC «3kcnopT AaHHbIX 3a npeaessl geictust @PbO»;

— FDP_ITC «MMniopt naHHbIX U3-3a npeaenoB neitctuss @HO».

KoMMOHeHRTBI 5THUX CEMEICTB CBA3aHbl ¢ JOBEPEeHHOI nepenayeit JaHHbIX B unu u3 OJ1P.

r) Ceasp mexny ®bO:

— FDP_UCT «3aiunra KoHpHIeHUMAIbHOCTH JaHHBIX TOIB30BaTe s py nepenade Mexay GbO»;

— FDP_UIT «3aiuura 11e10CTHOCTY AaHHBIX ITOJb30BaTe)Is pH nepeaade Mexiay ObO».

KOMMNOHEHTH 3TUX ceMeHCTB onpenesior BzauMoeiicteue Mexiny ®@bO cobersenno OO u apyroro
noBepeHHoro npoxaykra UT.

Hexomnosuima xiaacca FDP Ha cocTapngiomme ero KOMITOHEHTH IIPUBEICHA Ha pUCYHKax 6.1 1 6.2.

3aumra agaHHLIX NONL3OBaTens

FDP_ACC MNMonutuka ynpasneHus Aoc- 1 2
_" TYrom
| FDP_ACF ®yHkuum ynpaeneHus1 goc- 1
TYrnom
— FDP_DAU AyTeHTU(bUKauus AaHHbIX 1 2

FDP_ETC 3kcnopt gaHHbIX 3a npeqens

neicteus OO
2
FDP_IFC MNonutrka ynpasneHus uHgop- 1 2
MaLMOHHBIMU NOTOKAMU
1 2
FDP_IFF ®dyHkuuu ynpaBneHust UHcop- I-_ 3 4 5
MaLMOHHBIMU NOTOKAMU I—
6

Pucyrnok 6.1 — JlekoMNo3nLms Kiuacca «3aimTa JaHHBIX T0Jb30BaTe s>
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3awmra aaHHbIX nonb3oBarenst

— 1
FDP_ITC NmnopT aaHHbIX U3-3a NpeaenoB
pericteua ®BO
— 2
— 1 2
— FDP_ITT MNepenaua B npeaenax OO0 —
— 3 4
— FDP_RIP 3awura ocrarouHow uidsopMau 1 2
—] FDP_ROL Otkar 1 2
— FDP_SDI LlenocTHOCTb XpaHUMbIX AaHHbIX 1 2
| | FDP_UCT 3awwmra KoH(pMASHUMaNbHOCTU AaHHBIX 1
nonb3oBarens npu nepeagaye mexay ¢60
1
| | FDP_UIT 3awuMra uenoCcTHOCTU AaHHbIX
nonb3oBarens npy nepegaye Mexagy P60
2 3

Pucyrok 6.2 — JIeKoOMNo3unus Kiacca «3allnTa JaHHbBIX M10JIb30BaTeNs» (MPOAOKEHHE)

6.1 Ioauruka ynpasienus nocrynom (FDP_ACC)

XapaKTepHuCcTHKa CeMeicTBa

Cewmeiicteo FDP_ACC upertuduimpyer [1DB ynpapaeHus 10CTyoM, YCTaHABIUBasg UM MMEHaA, U
ornpenessieT 00IacTH ACHCTBUS IMOJUTHK, 00pa3yIOIINX WACHTUMUIIUPOBAHHYIO YacTh YIIPABIeHUS JOCTY-
rioM TTBO. O6nacTy AeiiCTBUS MOXKHO XapakTepHU30BaTh TPeMsI MHOXKECTBAMU: CYOBEKTHI ITO1 YIIpABICHUEM
MTOJTUTHKHU, 00BEKTHI MO YIIPABICHUEM IOJUTUKY U OTepalliyl YIIpaBIseMbIX CyOBEKTOB Ha YIIpaBIsie MbIX
o0beKTax, Ha KOTOPhIe paciipocTpaHsaeTcs noautuka. Ooime KpuTepuy J0MYyCKAOT CYILIECTBOBAHUE HECKO/Ib-
KUX MOJUTHUK, KaXAasd U3 KOTOPhIX UMEET YHUKATbHOE UMS. DTO TOCTUTACTCS TOCPEIACTBOM BBIITOTHEHUS
HTepalnii KOMITOHEHTOB PACCMATPHBAEMOTO CEMEHCTBA 10 OIHOMY pa3y IS KAXKIOH MMEHOBAHHOM MOTUTHUKYU
yripaeieHus gocryrnoM. [pasuia, onpenensioniye GyHKIMOHATbHBIE BO3MOXHocTH [1MB yrniparieHus nocty-
oM, OyAyT ycTaHOBJIEHBI Ipyrumu cemerictBamu, TakuMu Kak FDP_ACF u FDP_SDI. TTpeanonaraercs,
yto uMeHa [1OB, unentudunrporantoie B cemeiictee FDP_ACC, 6yayT UCIo/1b30BaThCs TOBCEMECTHO B
(bYHKIIMOHAIBHBIX KOMITOHEHTaX, KOTOPble UMEIOT ONepallnio, 3armpaniiBaiollyio Ha3HaueHUe HWiIu BhIOOp
«ITDb ynpapiaeHUsT TOCTYIIOM».

PanxupopaHye KOMITOHEHTOB

FDP_ACC lNonutuka ynpaBneHust goc-
TYnom
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FDP_ACC.1 «OrpannyeHHOE yrIpaBJIieHUE JOCTYIIOM» COAEPKUT TpeGOBaHME, YTOObI KaXKaash MIeHTH-
duruporanHast [TOD ynpasieHUs TOCTYITOM CYIIECTBOBANA T TOAMHOXECTBA BO3MOXKHBIX OIlepaliii Ha
roIMHoOXecTBe 06bekTOB B OO.

FDP_ACC.2 «ITonHoe ynipaBieHue JOCTYIIOM» COAEPXKUT TpeGoBaHue, YTOOBI KaxXnas WIeHTHPULIUPO-
BaHHas [1DB ympapieHus DOCTYNOM OXBaThiBala BCe orepaliy cyOGbeKTOB Ha 0OBEKTaxX, YIIpaBiseMblIX
atoit TIPB. Kpome sToro Tpebyercs, YToOs Bece 00beKThI 1 oreparnyii B O M Grutt oXBayeHs! IO MEHbLIIE i
Mepe oj1HO# uneHTuduimposanHoii [TMPD ynpasaenns noctynom.

Ynpagnenue: FDP_ACC.1, FDP_ACC.2

JleicTBHS IO YIIPABICHMIO HE MPEeayCMOTPEHBI.

Aynut: FDP_ACC.1, FDP_ACC.2

Het uneHTudUIIMPOBAHHBIX IEHCTBU/COOBITHI/TTApAMETPOB, JUIS KOTOPbIX C/IENYeT MPeayCMOTPETb BO3-
MOZKHOCTb ayjIMTa,

FDP_ACC.1 OrpaauueHHoe ynpaBjaeHus JOCTYNIOM

Wepapxuveckuit ais1: Her nonuMHeHHbIX KOMIIOHEHTOB.

FDP_ACC.1.1 ®BO gomkubl ocymecTBiasath [Ha3znagenue: [I®B ynpassenua oocmynom] nisa [na3una-
YeHUe: CHUCOK cy6voexmos, 066eKxmoe u onepauuii cybsexmos na o6sexmax, na Komopboie
pacnpocmpansiemcst IIDB].

3asucnumocti: FDP_ACF.1 Ynpasnenne 1ocTynoM, 0OCHOBAHHOE Ha aTPHOYTaX Ge30NMacHOCTH

FDP_ACC.2 ITonHoe ynpaBjieHHEe AOCTYIIOM

Uepapxuueckuit mis: FDP_ACC.1

FDP_ACC.2.1 ®bO nomxHbl ocymiecTiasaTs [HazHayeHue: I1Pb ynpaeaenus docmynom] nis [HazHave-
HUE: CHUCOK cYOBeKmOoe8 u 00bekmog] U BceX omepanMii Cy0beKTOB Ha 0D0beKTaX, Ha
KoTopbie pacnpoctpanserca IIPb.

FDP_ACC.2.2 ®BO ponxHbl 00ecnednTh, 9T00b HA onepamun modoro cyobekra u3z OJ1D na modom
oobekte n3 O/IP pacnpocrpansiach kakas-amoo IIDPB ynpaeiaenus noctynom.

3asucumoctu: FDP_ACF.1 YrpapieHue 1oCcTynioM, OCHOBaHHOE Ha aTpubyTax 6e30MacHOCTU

6.2 ®ynknun ynpasienuns gocrynom (FDP_ACF)

XapaKTeprucTHKa ceMeicTRa

Cewmeitcteo FDP_ACF omnucrsiBaeT npaBuia 1151 KOHKPETHbIX (DYHKITHIA, KOTOPhIe MOTYT PeaTn30BaTh
MTOIUTUKY yIIpaBiaeHus noctyrnoM, nMeHoBaHHble B FDP_ACC. B FDP_ACC Takxe ornpenensieTcs: 061acThb
e ACTBUS 3TUX ITOTUTHK.

ParxyipoBaHue KOMITOHEHTOB

FDP_ACF ®yHKuuM ynpasneHus 4oc- 1
TYNom

B 3TOM ceMeiiCTBe paccMOTPEeHbI MCITOIB30BAHME aTPUOYTOB Ge30IMaCHOCTH M XapaKTEPUCTHKH ITOJUTHK
yrpaBieHus noctyrnoM. [Ipenrnonaraercst, YTO KOMITOHEHT U3 3TOrO ceMeMCTRa ByIeT UCIOIb30BaH, YTOOBI
orucarb npabuia A GyHkuuu, koropas peannsyer IN®B, paHee maentudunmposannyio B FDP_ACC.
PaspaGoruuk I13/3b MoxeT TakxKe BHIITOJHSTH UTEpallM¥ 3TOTO KOMIOHEHTa, Korna B OO uMmeroTcs He-
CKOJTBKO TAKUX ITONTHUTHUK.

FDP_ACF.1 «Ynpasnenue 10CTYIIOM, OCHOBaHHOe Ha aTpubyrax Ge3omacHocTy no3sosseT ®bO ocy-
HIECTBUTH JOCTYIT, OCHOBAHHbBIN Ha aTpubyTax U UMEHOBAHHBIX IpyIax aTpuOyToB 6e3onacHoctu. Kpome
Toro, ®BO MOIyT UMeTh BO3MOXKHOCTD SIBHO paspelliarh WK 3alpellarth J0CTYIT K 00bEeKTY, OCHOBBIBAsSICH Ha
aTpubyTrax 6e30MTacHOCTH.

Vnpasnenue: FDP_ACF.1

s dyHkumi ynpasnernsa u3 kiacca FMT Moxe paccMaTprBaThesl Clieyollee NelicTBYE.

a) YnpasneHye aTpubyTaMu, UCITONB3YeMbIMHE JJTST TBHOTO pa3pellieHUs WY 3arpelleH s JOCTyIa.

Ecnu B I13/3b6 Bximoueno cemeiictBo FAV_GEN «['eHepanms naHHbIX aynuTa 6e30IaCHOCTU», TO
caeayeT MpeaycMOTPEb BO3MOXHOCTh (B 3aBUCMMOCTH OT BBIOPAHHOIO ypOBHS) ayIMTa CJACIYIOIUUX Icii-
CTBUI/COBRITHI/TApAMETPOB.

a) MUHUMATBHBIN: YCIICIIHbBIC 3aITPOCHl Ha BRIITOJIHEHHE Ollepaliii Ha 0GBbeKTe, Ha KOTOPbII pacipo-

crpansiercsa ITDB.

6) basoBslif: Bce 3ampochkl Ha BBIMOJHEHHUE omnepauuil Ha oObeKTe, HAa KOTOPBIM paclipoCTpaHsi-

ercst TIDB.
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B) JleTaTM3MpOBAHHBII: CIlelIMaTbHbIC aTPUOYThI 6e30MaCHOCTH, UCTIOIB3YeMble MPU MTPOBEPKE MPaBo-
MEPHOCTH JIOCTYIIA.
FDP_ACF.1 Yupapjenue 10CTYIOM, OCHOBaHHOE HA ATPUOyTaX 0e30MacHOCTH
Nepapxuueckuit ist: Her mogunHEHHBIX KOMITOHEHTOB.
FDP_ACF.1.1 ®BO nonxubt ocynecTsists [nazuauenne: IIDF ynpasaenus docmynom] K odbekram,
OCHOBBIBASICh HA [HA3HAUEHHUE: ampubymu: 6e30nacHocmu, UMeHOBAHHbBIE 2PYNNbL AMpU-
0ymog bezonacnocmul.
FDP_ACF.1.2 ®BO aomxkHbl peaid3oBaTth Cleaylonide NPaBWia onpeleieHHs TOro, paspelieHa Jiu
onepanus YIpapisieMoro CyObeKTa Ha YOpapiasieMOM OObekTe: [HazHaueHHe: npasuia
ynpasaenust 00CMynom ynpagasiemoix cy6oeKmoe K ynpasisembiM 00sexmam ¢ ucnoab-
308aAHUEM YNPABATCMBIX ONepauuil Ha HuX).
FDP_ACF.1.3 ®BO a0KHbI IBHO pa3pemiaTh AOCTYN CYOLEKTOB K 00bEKTaM, OCHOBBLIBAACH Ha cCJie-
JYIOHNIAX TOTOHATEIBHBIX NPABWIAX: [HA3HAUYEHNE: NPAGUAA, OCHOGAHHbIE HA aAMPUby-
max Geszonacnocmu, Komopoie A6HO paspewarom docmyn cybeexmos K o6sexmam).
FDP_ACF.1.4 ®BO a0KHbI IBHO OTKA3BIBATDH B IOCTYNE CYOLEKTOB K O0bLEKTaM, OCHOBHIBASCH Ha
CHeAYIONMX JOMOJHATEIHHBIX MPaBIIaX: [Ha3HAYCHNC: NPpacuUld, OCHOGAHHbIC HA AMpPU-
Oymax 6ezonacnocmu, Komopsie 610 3anpewiaiom docmyn cybsexmoe k obsexman).
3asucumoctu: FDP_ACC.1 Orpannyennoe ynpasjieHue A0CTYIIOM
FMT_MSA.3 Uaunuaau3anns CTaTHIeCKHX aTpHOyTOB
6.3 Ayrentudukanus ganasix (FDP_DAU)
XapakTepucTUKa ceMeicTBa
AyTeHTHU()UKAIMS JaHHBIX [TO3BOJISIET CYLLIHOCTU MPUHSATb OTBETCTBEHHOCTD 3a MOLIMHHOCTH HH(pOpMa-
uuy (Harpumep, ¢ Ucrosb3opanueM 1udposoit noanucu). Cemeiictso FDP_DAU coaepXuT mMeTon npegoc-
TaBJICHUS rapaHTUH MPaBIIBHOCTH CIIeLMUYECKOro Habopa NJaHHbBIX, KOTOPbIii MOXKET ObITh BIIOCIIENCTBHU
WCTTONIB30BAH U181 BepuUKAIIMU TOTO, YTO coliepKaHHe MH(pOpMAaLIMK He ObUTO NOoAneaH0 WX MoTUdUI-
POBaHO MOIICHHIYECKUM ITyTeM. B oTinume ot kiacca FCO 310 ceMelCTBO npeaHasHAYeHO 1J1s1 TIPUMEHEHUS
CKOpee K CTaTHYECKHM, UeM K TiepeMelllaeMbIM JTaHHbIM.

PanxxupoBaHue KOMITOHEHTOB

FDP_DAU AytreHTUhUKaLMA ABHHBIX 1 2

FDP_DAU.I «basosas ayreHTndmkanus taHHbIX» CONePXKUT TpeGoBaHue, yTobb1 @BO 6butH crioco6-
HBI NIPEAOCTABUTh FAPAHTHIO MOJUTMHHOCTH MH(DOPMALIMU, CoAepXKallieilics B 00beKTax (Harnpumep, TOKyMeH-
Tax).

FDP_DAU.2 «AytenTudukanus JaHHBIX ¢ UACHTUGUKALMENR TapaHTa» COACPXKUT JOMNOTHUTEIBHOE
TpeboBaHue, yTo6bl PBO GrUTH CITOCOGHBI YCTAHOBUTL MACHTUMUKATOP CYOBEKTA, KOTOPbIN MPEea0CTaBHI
rapaHTHIO MOAJTUHHOCTH.

VYnpasneHue: FDP_DAU.1, FDP_DAU.2

Jlnst dyHKumit ynpasieHus u3 kiacca FMT MoxeT paccMaTpuBaTthCsl clieaylolliee NeicTBre.

a) Hactpoiika B cricreme Ha3HaueHUs WM MOIHDUKAIMH OGBEKTOB, IJ1s1 KOTOPBIX MPUMEHSIETCS1 ayTeH-
TAdUKAIUA AAHHbIX.

Aymut: FDP_DAU.1

Ecmu B I13/3b Brumoueno cemeiictBo FAU _GEN «I'enepanms JaHHBIX ayaMTa Ge30MacHOCTH», TO
CJIETYET MPEAYCMOTPETH BO3MOXHOCTH (B 3aBUCUMOCTH OT BBHIGPaHHOIO YPOBHSI) ayiuTa CICAYIOINX Neii-
CTBHIT/COOBITHI/TAPAMETPOB.

a) MUHMMaIbHBIN: ycrenHasi TeHepallisl CBUIIETENILCTRA MPAaBUILHOCTH.

6) ba3oBblii: HeycrieniHasi TeHepalys CBUACTEeILCTBA NPaBUIbHOCTH.

B) JleTaTM3MpOBaHHBII: HAEHTHUKATOP CYOBeKTa, KOTOPbIi 3aMPOCHIT CBUIETEIBCTRO.

Aymut: FDP_DAU.2

Ecnu B I13/3B BrimoueHo cemeiictBo FAU GEN «I'eHepauys JaHHBIX aynuTa Ge30MacHOCTH», TO
cieayeT NpeXyCMOTPETh BO3MOXHOCTD (B 3aBUCMMOCTH OT BbIOPaHHOTO YPOBHSI) ayJiuTa CJICAYIOMHX Neii-
CTBUI/COOBITHIT/TIApAMETPOB.

a) MuHMMaIbHBI: yCTeNHAs TeHepallus CBUIETENILCTBA NPABUIbHOCTH.

6) ba3oBblil: HeycIienIHas reHepalus CBUIeTeTbCTBA MPaBUIbHOCTH.
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B) JleTanu3upoBaHHBIN: naeHTUGhUKATOP CyOheKTa, KOTOPBIM 3aITPOCHIT CBUAETEIBCTEO.

r) Jetamu3upoBaHHBIN: HAeHTHGUKATOP CYOHEKTa, KOTOPBIH I'e HEPUPOBAT CBUIETEIBCTBO.,

FDP_DAU.1.1 Ba3zosas ayrenTnduganus JaHHbix

Nepapxuueckuit 1is: Her nogyuHeHHBIX KOMIIOHEHTOB.

FDP_DAU.1.1 ®BO 10oKHbI IPEXOCTABUTH BOSMOXKHOCTH F€HEPHPOBATH CBHIETEILCTBO, KOTOPOE MO-

KeT ObITh NCHOJIb30BAHO KAK rapaHTHsl NPABHILHOCTH [HA3HAYEHME: CHUCOK 006eKmos
uau munog ungopmanuu].

FDP_DAU.1.2 ®BO go/KHbl IPeJOCTABATH [HAZHAYEHHE: CRUCOK CYO6eKmo8] BO3MOXKHOCTh Bepudu-

OMPOBATh CBHIETEIbCTBO NPABHIBHOCTH YKA3aHHOH HHMOPMAINH.

3aBUCHUMOCTHU: OTCYTCTBYIOT.

FDP_DAU.2 Ayrearnduganus JanHbix ¢ uaeHTH(UKANNE rapanTa

Wepapxuueckuit mis: FDP_DAU.1

FDP_DAU.2.1 ®BO n0KHBI TPeAOCTABUTH BO3MOXKHOCTH IeHEPHUPOBATH CBUIETEIBCTBO, KOTOPOE MO~

KeT ObITh UCITOIB30BAHO KaK TapaHTUs MPABUIBHOCTH [Ha3HAYEHUE: CHUCOK 00BeKmos
UAU MUNo8 uHgopmauuu].

FDP_DAU.2.2 ®BO 10/KHbI TPeAOCTABUTD [HA3HAUCHUE: CAUCOK CYOBEKI08] C BO3MOXHOCTHIO BEPH-
uLpOBAaTh CBUAETEIBCTBO MIPABMIIBHOCTH YKa3aHHOM MH(OpMAaLMY H HAEHTH(HUKATOP NO/Ib30BATEA, KOTO-
PBIHA CO31a7 CBHAETENLCTBO.

3apucumoctu: FIA_UID.1 Bri6op MomMenTa HaeATHHHKAAH

6.4 Drcnopr aanubix 3a npenenst aeiicteus ®BO (FDP_ETC)

XapaKkTepucTHKa ceMeiCTBa

Cewmeticteo FDP_ETC omnpenensier ¢hpyHKIMK 1151 3KCIOPTA JAHHBIX rojbs3oBaress n3 OO Takum
00pa3oM, 4To UX aTpuByThl 6E30MMACHOCTU Y 3aIUTA MOTYT WU ITOJHOCTBIO COXPAaHSIThCS, MW UTHOPHUPO-
BAaThCA MPH IKCTIOPTE ITUX NAHHBIX. B ceMelicTBe TakKe pacCMaTpUBAIOTCS OTpaHUUEHHUS Ha SKCIOPT U aCCO-
nuanus arpubyToB 6e30MACHOCTH ¢ SKCIIOPTUPYEMBIMH JAHHBIMHY TOJTH30BaTEs.

ParXnpoBaHye KOMITOHEHTOB

FDP_ETC 3KcnopT AaHHbIX 3a npeaernb
npevicteusn GO

FDP_ETC.1 «DxcropT naHHBIX MOIb30BaTe)Is 6e3 aTpuOyTOB 6e30IMacHOCTU» CONEPKUT TpeboBaHue,
yto681 PBO ocyiectisiin coorBercTByiomme [1MD mpu s3KcropTe NaHHBIX MOJb30BATENs 3a Npeaeibl Aei-
ctBusg PBO. JlaHHBIE MOIL30BATENS, KOTOPHIE SKCITOPTUPYIOTCS 3TOM (PYHKIIMEN, HE COMPOBOXKIAAIOTCS acCo-
LIMUPOBAHHBIMHM C HUMU aTpUOyTaMH Ge30MacHOCTH.

FDP_ETC.2 «9KcnopT naHHbIX IT0JIb30BaTe)sa 6e3 aTpubyToB 6€30IacHOCTH» CONEPXKUT TpeboBaHHE,
yTo0obl PBO ocymiecTrsiim coorsercTByonme [TMB, ucrosb3ysa GyHKIMIO, KOTOpasi TO4HO W OJHO3HAYHO
ACCOLIMHUPYET aTPUOYTHI 6€30IMTACHOCTH € 3KCIIOPTHPYEMBIMHU JaHHBIMU MOJIB30BATE S,

VYnpasnenne: FDP_ETC.1

JleHicTBUS 10 YIIPABICHUIO HE MPEIYCMOTPEHBHI.

FDP_ETC.2

Hna ¢ynknmit ynipapnenus kiacca FMT MoxeT paccMaTpuBaThes clieylollee e CTBUE.

a) sMeHeHue NOTOTHUTEIBHBIX MPAaBIJT YITPABJICHUS SKCITOPTOM MHGOPMAaLIMK MOB30BATENIEM C OIl-
penereHHO! POJTBIO.

Aymutr: FDP_ETC.1, FDP_ETC.2

Ecnu B I13/3b BrimoueHo cemeiictio FAU_GEN «I'enepanus TaHHbIX aynuTa 6€30MacHOCTH», TO
caenyeT MpeayCMOTPETh BO3MOXKHOCTD (B 3aBHCMMOCTH OT BEIODaHHOTO YPOBHS) ayauTa CIENYIOMMX ACii-
CTBUiT/COOBITHI/MapaMeTPOB.

a) MUHUMaNbHBI: YCMEIHBIA 3KCOPT MH(MOPMAaLIMH.

6) basoBblii: Bce MOMBITKYA IKCMTOPTUPOBATH HH(MOPMAIIHUIO.

3-1—1523 29



T'OCT P MCO/M3K 15408-2—2002

FDP_ETC.1 DKcnopT JaHHbIX N0J1b30BaTe/d 6e3 aTpudyToB 6e30NMacHOCTH

Hepapxuyeckuit ura: HeT noguMHEHHBIX KOMTIOHEHTOB.

FDP_ETC.1.1 ®BO ao/xHbl ocymecTsanth [naznauenue: IIDb ynpaeaenus oocmynom u/usu IIDOE
ynpaeaenus ungpopmauuonnvLMu nomorxamu)] NpH SKCNOPTE JTAHHBIX NOIb30BATENS, KOHT-
posnpyemom II®B, 3a npegesst O P.

FDP_ETC.1.2 ®BO g0/KHbI 3KCIOPTHPOBATD JAHHDIE NMOJIb30BaTENAs 0€3 aTpuOYTOB 0E30MacHOCTH,
aCCOMMHPOBAHHBIX ¢ JAHHBIMH MOJbL30BATE A,

3aBucumoct: [FDP_ACC.1 OrpanuyeHHoe ynpasjieHHe JOCTYNOM WK
FDP_IFC.1 Orpanuyennoe ynpasjienne HHGopManHOHHBIMHA OTOKAMH |

FDP_ETC.2 BKcnopT JaHHbIX NOJIb30BATEs ¢ ATPHOYTAMH Ge30nmacHoCTH

Hepapxuueckuii a1s: HeT nonuMHeHHbIX KOMIIOHEHTOB.

FDP_ETC.2.1 ®BO noukubl ocymecTBaarh [Haznavyenne: IIDB ynpaeaenus docmynom u/uau IIOE
ynpaeienus ungpopMauuoHHsLMu nROMoKamu)] NPH SKCNOPTE JAHHBIX M0Ab30BATENS, KOHT-
pospyemom IDB, 3a npenean OAD.

FDP_ETC.2.2 ®BO aonxxkHbl 3KCNOPTHPOBATH AAaHHBIE NMOJIbL30BATENd € ATpUOyTaMu 0€30mMACHOCTH,
aCCONMMPOBAHHLIMH C JAHHBIMH NOJL30BaTES.

FDP_ETC.2.3 ®BO noKubl 06ecneduThb, YTOOBI IPH 3KcnopTe 3a npeaeast OJI® arpudyrsl 6e3onac-
HOCTH OIHO3HAYHO ACCOMMHPOBAIMCH C IKCMOPTHPYEMbIMH JAHHBIMH I10Ib30BATEIH.

FDP_ETC.2.4 ®BO 10/KHbI peajn30BaTh CJAeAyIOmHe NPABHIA NPH SIKCHOPTE AAHAbIX MOJb30BATENA
u3 O/1®: [na3naueHune: donoanumeabnble npAGUAA YNpaeAeHUs IKCHOPMOM UHpopma-
yuu).

3asucrumocTu: [FDP_ACC.1 OrpanuyeHHoe yrpasjieHue J0CTYNOM HIH
FDP_IFC.1 Orpannyennoe ynpasienue HH(popMaIHOHHBIMH NIOTOKAMH )|

6.5 ITonnTuka ynpasiaenus uagopmannonnsivu norokamun (FDP_IFC)

XapakTepucTHKa ceMeicTBa

Cewmeiictso FDP_IFC unentudpunupyer [NMB ynpapieHns HHGOPMALMOHHBIMU NTOTOKAMU, YCTAHAB-
JIYBasg UM MMEHa, U oIpeac/sieT o61acT IeCTBUSI MOJIUTUK, 00pasyoIMX UAEHTUMUIMPOBAHHYIO YacTh
yrpasieHus: nHbopManoHHHMY rotokaMy [THO. 3ty 06aacTu AeiCTBUSI MOXHO XapaKTepU30BATh TPEMs
MHOXECTBAMU: CYOBEKTHI ITOJ VIIpABICHUEM IOJUTUKH, UH(MOPMALIMS II0J YIIpaBieHHEeM TMOJUTHKHA U
orepaluy NepeMeleHu s yIIpapIseMoil HH(GOpMauny K yIIpaBiIseMbIM CYGBEKTaM M OT HHUX, Ha KOTOphIe
pacIipocTpaHseTcs HOAUTHKA, OBIIre KpUTEePHH JI0IyCKAIOT CYIIECTBOBAHUE HECKOIBKHUX MOJUTUK, KaxKaast
13 KOTOPBIX UMEET YHUKATBHOE UMsl. DTO JOCTUTACTCS ITOCPEACTBOM BBIMOHEHUSI UTEPAllUi KOMITOHEHTOB
paccMaTpUBACMOTO CEMECTBA 10 OJHOMY pasy [UTsl KaxKIO0i MMECHOBAHHOM TTOJTUTHUKY YIIpaBlIeHUs1 HHdOopMa-
LMOHHBIMHU TorokaMu. TTpaBuina, onpenensonme GyHKIMOHAIbHBIE Bo3MoxHOcTH TTDD yripaBneHUs UH-
(bopmalIOHHBIMM TIOTOKAMHM, BGYIYT YCTaHOBIECHBI ApyruMu cemeiictBamu, TakuMu Kak FDP_TFF u FDP_SDI.
Nmena OB ynpasreHus nHbopMallMOHHBIMU ITOTOKaMHU, uneHTuduivposanHsie B cemeticrse FDP_IFC,
B JAJIbHEAIIIeM GYIYT MCITOIB30BATHCS ITIOBCEMECTHO B TeX (DYHKIIMOHAIbHBIX KOMIIOHEHTAX, KOTOPHIC BKIIIO-
yaloT B ce6st ormepalinio, 3anpallnBapilyo HasHaueHHe iy Beibop «I[1DB ynpasreHus nHOOpMallMOHHBIMU
MTOTOKAMU».

Mexanusm OBO ynpasnseT nHOOPMALIMOHHBIMU MTOTOKaM# B cootseTcTBUY ¢ [TMD yripasnenus nH-
bopMaMOHHBIMY ITOTOKaMH. Onepalii, KOTOpbie M3MEHsUIH Obl aTpuOyThl 6€30MacHOCTY UH(OpMaliiu, B
oGi1eM cayyae HeIOMyCTUMBI, IIOCKOIBKY 3T0 6but0 661 HapymieHueM 1B yrpapaeHus HHHOPMALIMOHHBIMI
riorokamy. OTHAKO, KAK UCKITIOYEHHE, TaKKe orepaituy MoryT ObiTh paspeiteHsl B [IMB yrparienus nagop-
MAIMOHHBIMHY ITOTOKAMU, KOTZIa 3TO SIBHO OTIpeie/ieHO.

PamxxvpoBaHHe KOMITOHEHTOB

FDP_IFC Monutuka ynpaeneHus uHgop- 1 2
MAaLMOHHLIMMY NOTOKaMU

FDP_IFC.1 «OrpanuueHHoe yrpasieHue HHOOPMAIMOHHBIMU TTOTOKAMU» COJIEPKUT TpeOOBaHHE, UTO-
661 Kaxxnas uneHTuduimpoaHHast ITMOB yrpasreHus UHGOPMAIIMOHHBIMU TOTOKAMU BbIINOTHATACH TS [T01-
MHOXECTBa BO3MOXHBIX Oflepaliuii Ha ITOAMHOXECTBe MH(MOPMAITMOHHBIX TOTOKOB B OO.

FDP_IFC.2 «ITonHxoe yripaeieHre HHGOPMAIIMOHHBIMU TTOTOKAMI» COICPXKHUT TpeOOBaHKEe, YTOOB! KaxIiast
naeHTuduuuposanHasg [TMDb ynpasneHus HHGOPMAUMOHHBIMY ITOTOKAMU OXBAThIBAJIA BCE OIT€paLliuy 1Jis
cyGBeKTOB 1 MHbopMaLKio 1o yrpasneHuem stoit [TDB. Takke TpeGyercst, 4ToObl Bce MHGOPMAIIOHHbIE
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notoku 1 onepanuu B npeaenax QM Obltm oxBayeHb! XOTA Ob1 1O onHOiT naeHTHhUIMpoBaHHoi ITMODb
ynpaeyieHus: uHbopMmaMoHHbIMU noTrokaMu. CoBmecTHO ¢ koMmoHeHTOM FPT_RVM.1 310 o6Gecrieynaer
ACHEKT «ITOCTOSTHHAsI TOTOBHOCTE» MOHUTOPHHTA OGpaIlleHit.

Ympasnenune: FDP_IFC.1, FDP_IFC.2

JeicTBu 1O ypaBaeHUIO HE MPEeyCMOTPEHBDI.

Aymut: FDP_IFC.1, FDP_IFC.2

Her uneHTrduImpoBaHHbIX AeHCTBUI/COOBITHIT/ ITApAaMETPOB, TSI KOTOPBIX CAEIYET ITPELYCMOTPETH BO3-

MOXXHOCTb ay/IMTa.

FDP_IFC.1 Orpanuyennoe ynpasienne nH(OPMAIHOHHBIMH IOTOKAMH

Hepapxuueckuii juis: HeT HOQUMHEHHBIX KOMITOHEHTOB.

FDP_IFC.1.1 ®BO gomxnasi ocymecTBisATh [Aaznavenne: IIDF ynpasaenus ungpopmayuonusimu no-
moxamu)] pjig [Ha3HAYEHHE: CRUCOK cyhoexmos, undopmauuu u onepayuil nepemeuwenust
ynpaesasemoil unpopmauuu K ynpasasemoim cy6sexmam u om Hux, Ha Komopoe pacnpo-
cmpansiemcs IIDB).

3asucumocty: FDP_IFF.1 IIpocTeie aTpuOyTHI 6€30maCHOCTH

FDP_IFC.2 ITonHoe ynpasienne HH(POPMATMOHABLIMA NOTOKAMHA

Uepapxuuecknii mis: FDP_TFC.1

FDP_IFC.2.1 ®BO nomKHBI ocyniecTBIATh [Ha3HaueHue: [IDB ynpasnenus uHgpopmayuonisimu nomo-
Kamu] nng [Ha3HAYECHUE: CHUCOK cyOBseKknos M uHgopmayuy] vV Bcex onepanmii nepemelte-
HUA ynpasisemoili HAGOPMAINH K YIPaBAseMbIM CYOHLEKTAM B OT HAX, HA KOTOPble pac-
npoctpansercs [IDB.

FDP_IFC.2.2 ®BO nomxknsi odecneunts, 9ro0b B npeaeaax O na Bce omepamum nepeMelleHHs
ynpap/isieMoil HH(OPMAINN YIPABIAEMbIM CYOhEKTAM M OT HHX PACHPOCTPAHANACH Ka-
Kafa-au6o I1OB ynpasienus nagopMANHOHHBIME NOTOKAMA.

3asucumoctu: FDP_IFF.1 ITpocTeie aTpuOyThi 6€30MacHOCTH

6.6 Oyukuun ynpapienus uadopmammonasivu norokavu (FDP_IFF)

XapakTepucTuKa ceMeiicTpa

Cewmeticteo FDP_IFF onucriBaeT mpaBuia 1yl KOHKPETHBIX (YHKIINIA, KOTOPbIE MOTYT peain30BaTh

[TDB ynpasienus nHGOpMALMOHHBIMHU MOTOKaMU, UMeHoBaHHble B FDP_TFC, rae takxke onpeneiiena 06-
JIACTh AeACTBUS COOTBETCTRYIONIECH MONUTUKU. CeMEHCTBO COAEPXKHUT 1Ba THIA TpeOOBAHUIA: OMH CBSA3aH C
OOBIYHBIMHU MH(MOPMAITHOHHBIMU ITOTOKAMMU, & BTOPOI — ¢ Hepaspelle HHbIMU HHGOPMALMOHHBIMH ITOTOKAMU
(CKpBITBIMM KaHaJIaMH). DTO pa3zie/IeHUE BOZHUKAET, MOTOMY UTO MpobsieMa HepaspellleHHbIX UHDOPMaMOH-
HBIX [TOTOKOB B HEKOTOPOM CMBIC/IE IIPOTUBOPEUMT ocTabHbIM acniektaM [TMB ynpasneHusa nHbopmammoH-
HBIMU ToToKaMmH. TTo cyliecTBy, CKPBITHIE KaHaJbl 20T BO3MOXHOCTh 06X0auTh [TMB ynpaenenus uabop-
MaIMOHHBIMHU ITOTOKAMU B HAPYIIEHHE ITOJIUTHKU. TaKuM 00pa3oM, BOZHUKAET NOTPEOHOCTh B CIIEITMATBHBIX
byHKIMAX, KOTOpbIE 1100 OrpaHUYKBAIOT, JTUOO MPENOTBPAILIAIOT UX BOSHUKHOBEHHE.

PamxupoBaHre KOMITOHEHTOB

1 2
FDP_IFF ®yHKkuuu ynpaBneHust uHgop- |_ 3 4 5
MAaLMOHHLIMU MOTOKAMU |_

FDP_IFF.1 «IIpoctbie aTpulyThl 6€3011aCHOCTH» COAEPXKUT TPeOOBaAHUE HAIMYMS AaTpUOYTOB Ge3onac-
HOCTH MHMOpMaIY U CyOBhEKTOB, KOTOPbIE€ BBICTYITAIOT KAK WHUITMATOPb! OTIPABICHHMSI HITY KaK IMOJIyJaTe Ty
3To# HH(popMaImy. B HeM TakKe onpeJie/siioTcs NMpaBuia, KOTopble HEOOX0AHMMO PEeaTH30BaTh C UCITOTb30Ba-
HueM GYHKIIUH, U ONTUCAHO, KakK (DYHKIUS MTOTyvaeT aTpuOyThl 6€30MTACHOCTH.

FDP_IFF.2 «Mepapxuueckue aTpuOyThl 6€30MaCHOCTU» pacIiupseT TpeOOBaH WS MPeIBIIYIIEr0o KOMIIO-
HeHTa, Tpebys, utobbl Bce ITDD ynparienust nHbopMallMOHHBIMU oTokamu B [TbO ncronpzoBaiu nepap-
XUYeCKre aTpuOyThl 6€30MaCHOCTH, KOTOPhie 00pa3yIoT HEKOTOPYIO CTPYKTYpY.

FDP_IFF.3 «Orpannyenue Hepaspenie HHbIX MH(OPMAIMOHHBIX MOTOKOB» COAEPXXUT TpeOOBaHME, YTO-
6u1 [IMB pacnpocTpaHsiack Ha HepaspelleHHble HH(OPMAIMOHHBIE MOTOKH, HO He 00SI3aTeIbHO YCTpaHs-
J1a uX.
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FDP_IFF.4 «HactiyHoe ycTpaHeHHe Hepas3pelleHHBIX HHAOPMAITMOHHBIX TOTOKOB» COACPXKUT TpeboBa-

Hue, uToOb1 [TMD obecrieynna ycTpaHeHe HEKOTOPBIX, HO He 06S3aTeTbHO BCeX HepaspelleHHbIX HHbopMa-
LIMOHHBIX TOTOKOB.

FDP_IFF.5 «IToiHoe ycTpaHeHHe Hepa3pelleHHbIX HH(POPMAIIMOHHBIX ITOTOKOB» COAECPXHUT TpeGoBa-

Hue, utobsl [TMD obecrieyria ycTpaHeHue BCex HepaspelieHHbIX UHHOPMalOHHBIX TOTOKOB.

FDP_IFF.6 «<\MOHUTOPUHT HepaspelleHHbIX HHMOPMAIIMOHHBIX TOTOKOB» COIEPXKUT TpeGoBaHuUe, UTO-

661 TTDB orcnexypana HepaspeiICcHHbIC I/IH(bOpMaLH/IOHHbIC TTOTOKH, MaKCUMaabHasd MHTCHCUBHOCTH KOTOPBIX
MPEBLIIIACT 3aJaHHOE ITOPOroBO¢C 3HAYCHME.

Vrpasnenue: FDP_IFF.1, FDP_IFF.2

Hnst dyHkumit yripapneHust u3 kiacca FMT moxer paccmaTpuBaTthes clleAyloilee 1eicTBIeE.

a) YrpasneHye aTpuGyTaMy, UCITONb3YEMbIMHE JUTS STBHOTO pa3pellieHys U 3arpelieHus 10CTya.
Vnpasnenue: FDP_IFF.3, FDP_IFF.4, FDP_IFF.5

JeicTBIS IO YIPABICHUIO JIIST STHX KOMITOHEHTOB He ITPeyCMOTPEHbI.

Vnpaenenue: FDP_IFF.6

st dyHkumit yripapneHus u3 Kiacca FMT MoryT paccmaTpuBaThCs CAeNyIOINe AeHCTBUS.

a) BximoueHue way oTkirroyeHue pyHKIIMKM MOHUTOPUHTA.

6) Monudukanms MaKCUMATbHON MHTEHCUBHOCTH, KOTOPasi OTCJIEXKUBAETCS ITPY MOHUTOPUHTE.
Aymut: FDP_IFF.1, FDP_IFF.2, FDP_IFF.5

Ecnu B I13/3b BxioueHo cemeiictBo FAU GEN «I'eHepaltusg JaHHBIX ayauTa 0e30MacHOCTH», TO

caeayeT MpeayCMOTPeTh BO3MOXHOCTD (B 3aBHCMOCTH OT BBIOPaHHOTO YPOBHS) ayAuTa CACAYIOLUUX Nei-
CTBUit/COOBITUIT/TApAMETPOB.

a) MUHUMAJTBHBIN: paspellicHYs Ha 3arpaiinBaeMbie HHHOOPMAIMOHHbIE MOTOKH.

6) basoBblit; Bce pelueHus 1o 3arpocaM Ha MH(QOPpMalOHHbBIE TOTOKU.

B) JeTanu3upoBaHHbIA: CrielMaTbHble aTpUOYTHI 6€30MacHOCTH, UCTIOJIb3yeMble MPU MPUHITHH pellie-
HU 10 OCYILECTBICHUIO HHHOPMAIIMOHHBIX TOTOKOB.

r) JdeTanu3upoBaHHBIN: HEXOTOPbIE CrielipuiecKue MOAMHOXECTBA UH(MOPMALIUK, Niepeaada KOTopoi
o6yCITOBIEHA HEISIMU IOTUTUKYU (HAPUMED, ayAUT MaTepUasoB, U KOTOPbIX IPU( CEKPETHOCTH
ObLT ITOHMXKEH).

Aymur: FDP_IFF.3, FDP_IFF.4, FDP_IFF.6

Ecan B I13/3b Brimoueno cemeiictBo FAU_GEN «I'eHepauusa nanHbIX ayauTa 6e30MaCHOCTH», TO

CJAenyeT MpeAyCMOTPETh BO3MOXHOCTD (B 3aBUCUMOCTH OT BbIOPAHHOTO YPOBHS) ay/lUTa CIAEAYIOIUX JeH-
CTBUI1/COOBITHIT/TTApaMETPOB.
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a) MUHUMAaTLHBIN: pa3pellieHHAs Ha 3anpaliiBaeMble HHGOPMALIMOHHBIE TOTOKH.

6) ba3oBbiii: Bce penieHHsI 110 3arpocaM Ha HHGOPMallMOHHbIE MOTOKH.

B) Ba3oBhIil: HCITOTBE30BaHKE BBISBICHHbIX CKPbITIX KAHAIOB.

r) letanm3npoBaHHbIi: criermduueckre aTpubyThl 6€30MaCHOCTH, UCIIONB3YEMBIE TIPU MPUHSITUH pe-
IIEHMIA IT0 OCYIIECTRIEHUIO MH(OPMALIMOHHBIX TOTOKOB.

1) JleTaru3npoBaHHBIA: HEKOTOpPBIE crielMdbUIecKre MoAMHOXecTBa HHGpOpMAIHH, Iepeaaya KOTopoii
00yCITOBIIEHA LEISIMHY HOJTUTHKY (HANPUMEpP, ayAUT MaTepUasioB, JUIS KOTOPBIX TPUd CEKPETHOCTH
ObLT TOHWKEH).

e) Jderamm3npoBaHHBIA: HCITOTB30BAHUE UAEHTU(MULIMPOBAHHBIX CKPBITEIX KAHAIOB, JUTS1 KOTOPbIX OLIEHKA
MaKCUMaJTbHON MHTEHCUBHOCTH TIPEBbILIAET 3aJaHHOE MOPOTrOBOE 3HAYEHUE.

FDP_IFF.1 IIpocteie aTpudyThl 6€30NaCHOCTH

Hepapxuueckuii Juia: HeT HoOAUMHEHHBIX KOMTIOHEHTOB.

FDP_IFF.1.1 ®BO nonxnsi ocyniectBiarh [nasnauenue: I1DB ynpasaenus ungpopmanuonnsivu no-
mokamu], OCHOBAHHYI0 HA CAEIYIOIIMX THNAX aTPHOYTOB 0e30MACHOCTH CYObEKTOB H
uadopManuu: [HAZHAYCHHE: MUHUMAAIBHOE HUCAO U mun ampuGymoe bezonacnocmul.

FDP_IFF.1.2 ®BO no/ukusi pa3pemats HH(GOPMANIHOHHDII MOTOK MEXKIY YIPABISEMbIMH CYOHEKTOM H
uR(opManmeii NOCPEICTBOM YIPABIAEMON ONEepalMH, eCJIH BbINOMHAIOTCA cieaylolue npa-
BWJIA: [HA3HAYEHNE: OCHOGANKbIE HA ampuOymax 6e30nacnocmu OmHoOweHUs, Komopbie
Heobxo0umo noddepxcusams mexcoy ampuGymamu 6esonacnocmu cy6sexmos u ungop-
mauuu (01: Kaxcooi onepauuu)].

FDP_IFF.1.3 ®BO posxubi peaiu3osars [Hazaadenne: donoanumeavnusvie npasusa IIPE ynpaeaenus
unpopmayuonnsimu nomoxamul.

FDP_IFF.1.4 ®BO nomknb! NpeAOCTABATh Cleayiomee [HASHAYEHHE: CRUCOK OONOAHUMEABHBIX 603-
moxcuocmeii I1DK].
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FDP_IFF.1.5 ®BO goxKabl SBHO pa3pemiath HHGOPMAIMNOHHDIA MOTOK, OCHOBBIBASACH HA CJIELYIONINX
npaBHjiax: [Ha3HAYEHNE: OCHOGANIbIE HA AMPUOYMAX (GE30NACHOCINI NPAsUrd, KOMopble
SAGHO pazpewiarom UHMOPMayuoHnvle HOMOKU] .

FDP_IFF.1.6 ®BO ao/KAbI IBHO 3anpemiath nAGopMATOHHDBIA MOTOK, OCHOBBIBASAICh HA CJIELYIONNX
npaBujiax: [Ha3HAYEHHE: OCHOBANIbIE Ha ampubymax (e30nacHOCINU Nnpaguaa, Komopble

S6HO 3anpewarom ungopmauuonnsie NOMoxu|.

3asucumocty: FDP_IFC.1 Orpanndennoe ynpasieane HHGOPMATMOHHBIMA IOTOKAMH
FMT_MSA.3 NUnuuuaan3anyus CTATHYECKHX aTPUOYTOB

FDP_IFF.2 Uepapxnyeckne aTpuOyThl 6€30MaCHOCTH

Wepapxnuecknii wst: FDP_IFF.1

FDP_IFF.2.1 ®BO nomkHbI OCYNIeCTBISATL [HasHaueHue: [1DH ynpaeaenus unpopmayuoHHbimu nomo-
Kamu], OCHOBAHHYIO Ha CJIEAYIOIIMX TUMaX aTpubyToB 6€30MacHOCTH CyOBEKTOB U MH-
bopmaluu: [Ha3HAYCHUE: MUHUMANLHOE YUCAO U MUN ampudymoe 6e30nacHocmu).

FDP_IFF.2.2 ®BO nomkHbI paspeiiaTb THOOPMAIMOHHBIN MTOTOK MEXIY YITPaBIsSeMbIMU CYOBEKTOM
¥ nHGOpMalye MocpeiCTBOM YIpaBIsieMOi onepaluy, eCIM BBIMOJHSIIOTCS CAeNYIO-
H{{e MpaBuia, OCHOBAHHBIE HA YIIOPSIOUEHHBIX CBA3SIX MEKIAY ATPHOYTAMH 0€30maCHOC-
TH: [Ha3HAYCHWE: OCHOGAHHbIE HA ampubymax 6e30nacHocmu OmHouwelus, Komopuie Heoo-
X00umo noddepicueams mexcoy ampudymamu 6ezonacHocmu cy6sekmog u ungopmayuu
(0ns Kaxcdoi onepayuu)).

FDP_IFF.2.3 ®BO nomkHbl peaJn3oBarh [HasHaueHue: donoanumensvivie npagusa IIDE ynpaesenus
UHPOPMAUUOHHBIMU NOMOKAMU].

FDP_IFF.2.4 ®BO nomKHbI MpeloCTaBUThL CCAyIONee [Ha3HAUCHHUE: CHUCOK OOROAHUMEAbHbIX 603-
moxcnocmeii ITDH].

FDP_IFF.2.5 ®BO nomKHbI SBHO pa3peniath HHYOPMAITMOHHBIN TTOTOK, OCHOBBIBAsICh Ha CJIEAYIOLLINX
npaBuNiax: [Ha3HAaUEHWe: 0CHOBAHHbie Ha ampubymax 0e30nacHocmu npasuaa, Komopbie
ABHO paA3peuaom UHhopMayuoHHsie NOMoKu|.

FDP_IFF.2.6 ®BO nomkHbI IBHO 3amnpenmarsh HHGOPMAIMOHHBINA ITOTOK, OCHOBBIBASICH HA C/ICAYIOLLINX
npaBuax: [Ha3HaYEHUE: OCHOBAHHbIe HA ampubymax 0e30nacHocmu npasuia, Komopbie
SABHO 3anpewaiom urdopmayuorHsie nomoxu|.

FDP_IFF.2.7 ®BO nonxusi peajM30BaTh CIeAyIONHe OTHOMICHHS A5 JIOOBIX ABYX JONYCTHMBIX aTPH-
fyToe De3onacuocTH ynpasieHus HHGOPMAIMOHHBIMA OTOKAMM:

a) cymecTByeT (yHKIHMS yIOPSIAOIEHHS, KOTOpasl onpeaeseT 1js ABYX AONYCTAMBIX aTpHOyTOB 0e30-
NACHOCTH, SIBJISIIOTCS JIH OHM PABHBIMH WJIH JKe OJJMH U3 HUX (0JIblIe IPYroro, i xXe OHH HecpaBHH-
Mbl;

0) CymieCTByeT «HAMMEHbHIAA BEPXHsAA IPaHb» B COBOKYNHOCTH ATPHOYTOB $€30NACHOCTH TAKas, YTO 11
JNOObIX JBYX JIONYCTHMBIX ATPUOYTOB G€30MACHOCTH Hai1eTCA TAKOH I0MyCTUMbI aTpuOyT Gesonac-
HOCTH, KOTOPBIii 00JIbIIE M PABEH ABYM JOMYCTHMBIM aTPpHOYTaM 0e30nMacHOCTH;

B) CYIIECTBYET «HAMOOAbIIAS HHXHLA IPaHb> B COBOKYITHOCTH aTPHOYTOB 6€30MACHOCTH TaKas, 4TO JJis
JIIOOBIX JIBYX JIOMYCTHMBIX ATPHOYTOB He30MACHOCTH HAlJeTcA TAKO#M JOMyCTHMBII aTpHOYT Oe3onac-
HOCTH, KOTOPbIii He DOJIbIIIE ABYX JOMYCTHMbIX ATPUOYTOB Ge30nacHoOCTH.

3apucumoctu: FDP_IFC.1 OrpannuyenHoe yrpapieHyue MUHOOPMALIMOHHBIMH ITOTOKAMH
FMT_MSA.3 Ununnanusanus cTaTHIeckux aTpudyToB

FDP_IFF.3 Orpanngyenne Hepa3penieAAbIX MH()OPMATMOHHBIX NOTOKOB

Wepapxnueckuii 171s1: HeT momumHeHHBIX KOMITOHEHTOB.

FDP_IFF.3.1 ®BO nonxusi ocymectsaars [naznavenue: IIDF ynpaeaenus unpopmanuonnvimu no-
moxamu), 9T00bI OTPAHMIATH MHTEHCUBHOCTD [HASHAYCHNE: MUNbI HEPA3PCUICHHBIX UH-
dopmauuonnvix nomorog] 1o [Ha3HAYEHHE: MAKCUMAALHAA UHIMEHCUGHOCIND] .

3asucumoctu: AVA_CCA.1 AHa/n3 CKPBHITBIX KAHAJIOB
FDP_IFC.1 Orpanndennoe ynpasienne nHGOpMANHOHHBIMH IOTOKAMH

FDP_IFF.4 YactnyHoe ycTpaHeHHe Hepa3penieHHbIX HH(OPMAIHOHHBIX IOTOKOB

Wepapxuuecknuit ig: FDP_IFF.3

FDP_IFF.4.1 ®BO nomkHbl ocyiecTsisaTh [HasHauenue: [IDPE ynpaeaenus unpopmayuonnvimu no-
moxami], YTOObI OrpaHUYUTL UHTEHCUBHOCTD [HA3HAYEHWE: MUNbl HEPA3PEUICHHbIX UH-
ghopmayuonHbix nOMoKog| 10 [Ha3HAUEHUE: MAKCUMAAbHAS UHMEHCUBHOCHIb].

FDP_IFF.4.2 ®BO noskabl NpeJOTBPANIATh [HAZHAYEHHUE: MUNbI HEPAPEUWENNbIX UNDOPMAUUOHIDIX

nomoxos).
3-2—1523 33
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3asrcrumoct: AVA_CCA.1 AHanu3 CKpbIThIX KAHATOB
FDP_IEC.1 OrpaHuyeHHoe yrpapieH1e UHGOPMALIMOHHBIMY NOTOKAMH

FDP_IFF.5 OrcyrcTBHe Hepa3pelieHHbIX HH(OPMALMOHHBIX IOTOKOB

Hepapxuueckuit ina: FDP_IFF.4

FDP_IFF.5.1 ®BO noxxkHbl 06ecneunThb, YTO0BI HE CYNIECTBOBAIO HEKAKHX HepaspenieHHbIX uagopma-
IHOHHBIX MOTOKOB, CNIOCOOHBIX HAPYHIMTD [Ha3Havenne: ums IIDB ynpaeaenus ungop-
MAuUOHHBIMU NOMOKamu).

3aBucumoctu: AVA_CCA.3 UcuepnbiBalommii aHAJIN3 CKPbITBIX KAHAJIOB
FDP_IFC.l OrpaHnyeHHoe yrpaBieHre HHOOPMALIMOHHBIMYU TOTOKAMHU

FDP_IFF.6 MonuTOpMHT Hepa3penieHHbIX HH()OPMAIMOHHBIX IOTOKOB

Hepapxuueckuii 1is: HeT nonuMHEHHbIX KOMITOHEHTOB.

FDP_IFF.6.1 ®BO goxxusl ocymectsiaars [naznagenue: II1DB ynpasaenus ungpopmanuonnsimu no-
moxamu], 4To0Obl OTCAEAHTH [HAZHAYCHHE: INUNDL HEPA3PEUICHHDIX UHDOPMAUUOHHBIX NO-
moxog6], Koraa oHM NpeBbIMAIOT [Ha3HAYEHHE: MAKCUMAALHAS UHMEHCUSHOCMD).

3aucumocti: AVA_CCA.1 AHANH3 CKPLITBIX KAHAJIOB
FDP_IFC.1 Orpannuennoe ynpasjenne HHPOPMANHOHHLIMA NOTOKAMH

6.7 Amnopt nannsix u3-3a npeaeos aeiicrensgs PO (FDP_ITC)

XapaxrepucTrika ceMecTBa

Cemeiicteo FDP_ITC onpenesnsieT MeXxaHU3MBI JUTSL Nepeayy NaHHBIX rosb3oBaTens B OO Takum

00pa3oM, YTOOLI 3TU JaHHBIE UMeNH TpebyeMbie aTpuOyThl 6€30NACHOCTU U 3aluuTy. B cemeiicTBe Takxke
paccMaTpUBAIOTCS OrpaHUYCHUS Ha UMIIOPT U OlpeeeHne TpeOyeMbiX aTpUOyTOB 6€30MacHOCTH, a TAKXKE
HUHTEpPTIpETAIIMS aTpuOyTOB 6E30MACHOCTH, ACCOIMUPOBAHHBIX C JAHHBIMU MOJIB30BATENS.

P‘dH)Kl/lpOB‘dHI/IC KOMITOHEHTOB

FDP_ITC MMnopT AaHHbLIX U3-3a npeaenos
peiicraua GEO

DT0 ceMeCTBO CONEPXKUT JBA KOMITIOHEHTA, CBS3AHHBIC C COXpaHEHHEM aTpubyToB 6€30ITaCHOCTH HM-

MTOPTUPYEMBIX JAHHBIX ITOTH30BATEIS IS HOJTUTUK YIIPABJICHUS TOCTYIIOM U HHMOPMAIIMOHHBIMH ITOTOKAMH.

Komrmionent FDP_ITC.1 «MMmopT naHHBIX MOIb30BatTe sl 6€3 aTpubyTOB 6e30MTaCHOCTH» CONEPKHUT

TpG6OB’dHI/IH, YTOOBI anI/I6y'TbI 6e30MmacHOCTH NpaBUABHO MPEACTABJIANN JaHHBIC MOJIb30BATEA K TOCTABJIA-
JIICh HE3aBUCUMO OT OOBEKTA.

Komnonent FDP_ITC.2 «MAMITOpT JaHHBIX MOJI30BATENs ¢ aTpubyTaMu 6e30MTaCHOCTHA» COAEPKUT

TpeGoBaHMsI, YTOOBI aTpUGYTHl GE30MACHOCTY MPABUITBHO TMPEICTABISIIA JAHHBIC TTOJIB30BATEN, 4 TAKXKE
TOYHO ¥ OIHO3HAYHO ACCOLMUPOBATUCE C TAHHBIMU MOJIB30BATEIS, UMIIOPTHPYeMbIMH 13-3a npesenos OAD.

VYnpasnenue: FDP_ITC.1, FDP_ITC.2

s dyHkuwmit yripapneHus u3 Kiacca FMT moxer paccMarpuBaThes clelyollee IeACTBHIE.

a) Moauduxarus TonoJTHUTETBHBIX TPABUIT YITpaBIeHU, UCTIOAb3YEeMbIX [T UMITOPTA.

Aymut: FDP_ITC.1, FDP_ITC.2

Ecnu B I13/3b BxioueHo cemeitictBo FAU_GEN «I'eHepanys naHHbpIX aynuta 6€30MacHOCTH», TO

cIeayeT MpeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMOCTH OT BBIOPAaHHOTO YPOBHsI) ayJiuTa CIEAYIOLUUX Neii-
CTBUI1/COOBITH/TTAPAMETPOB.
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a) MUHYUMATBHBIN: YCITEIIHBINA UMITOPT JAHHBIX [TOJIH30BATEs, BKITIOUAs JIoOble aTpuOyThl O€30MaCcHO-
CTH.

6) basoBslit: Bce MOMBITKA UMITOPTHPOBATH JAHHBIE MTOJIH30BATE/Is1, BKIIOYas JTo6bie aTpubyThl 6€30-
MACHOCTH.

B) Jeranus3upoBaHHBIN: crieuduKalysg aTpudyToB 6e30MacHOCTH [I7Is1 UMITOPTHPYEMBIX JaHHbIX MOJIb30-
BATEJISI, BBIMOTHEHHAs YITOJTHOMOUYEHHEIM TTOJIh30BaTEIEM.



roCT P UCO/M3BK 15408-2—2002

FDP_ITC.1 Nmnopt AaHHbIX H0/1b30BATENS 0€3 aTpHOYTOB 0€30MaCHOCTH

Hepapxudeckuii ;1st: Her mogumHeHHBIX KOMIIOHEHTOB.

FDP_ITC.1.1 ®BO noskubl ocymecTsaATb [HazHavenue: IIDB ynpasaenun docmynom u/uau IIOK
ynpaeaenus unpopmayuonnvimu nomorxamu) NpA AMIOPTE TAHHBIX MOTb30BATENA, KOHT-
pomapyemom I1DB, n3-3a npenenos OJ1D.

FDP_ITC.1.2 ®BO noxxabt ATHOPAPOBATD JI00bIe ATPAOYTH H€30MACHOCTH, ACCOMMMPOBAHHLIE C AR~
HbIMH N0JIb30BaTENId, NPH UMNIOpTe K3-3a npeaeios OJ1D.

FDP_ITC.1.3 ®BO noxxup peain3oBaTh CAeAyONAe NPABWIA NPA UMIIOPTe AAHALIX NOJb30BATENS,
KonTpompyemom I1DB, n3-3a npeaenor O/ID: [naznavenne: donosnumensrsie npasula
ynpaeaenus umnopmom).

3aprucumoctu: [FDP_ACC.1 Orpannuennoe ynpasjieaue J0CTYNOM WIH
FDP_IFC.1 Orpanugennoe ynpapjieane HA(OPMANOHABIME MOTOKAMH |
FMT_MSA.3 Ununuain3anis CTATHYECKHX aTPUOYTOB

FDP_ITC.2 UmMnopt AaHHBIX OAB30BATEJIS ¢ ATPHOYTAMH 6€30MACHOCTH

Hepapxudeckuii mist: Her mogumMHeHHBIX KOMITOHEHTOB.

FDP_ITC.2.1 ®BO noskusl ocymecTsisnth [naznavenue: IIDb ynpasaenus docmynom u/uiu IIDB
ynpaeaenus ungopmauuonnsIMu nomoxamu| NP AMIOPTE AAHHBIX MOTH30BATENS, KOAT-
pomapyemom I1PB, n3-3a npeneso OJ1D.

FDP_ITC.2.2 ®BO aonxkabl HCHOAL30BATh ATPAOYTHI 0€30NACHOCTH, ACCONMMPOBaAHbIE C HMIIOPTHPYE -
MBIMH JAHHBIMA HOJI530BATE .

FDP_ITC.2.3 ®BO aomknabl 06eCie9dTh, YT00BI HCTIOIB3YeMblii IPOTOKO MpeAyCMATPHBA OTHO3HAY-
HYIO aCCONHAMMIO MEXIYy aTPHOYTAMH 0€30NACHOCTH M NOJYYEeHHbIMH JAHABIMA NOJIL30Ba-
TeJsl.

FDP_ITC.2.4 ®BO noxxasl 06ecneunTh, IT00b1 HATEPIPETANAS ATPHOYTOB 0e30MACHOCTH HMIOPTH-
PYyeMbIX JaHHBIX MOJb30BATENs ObLIA TAKOH, KAK NPeIyCMOTPEHO HCTOYHMKOM JAHHBIX
TOTb30BATENS.

FDP_ITC.2.5 ®BO n0mKkubl peain3oBaTh cleayloniie NPABWIA NP HMIOPTE JAHHBIX NOJbL30BATENS,
KoHTposmpyeMom 1B, n3-3a npexenop O1D: [Ha3nauenne: donornumenvrovie npasuia
ynpasaenus umnopmom).

3asucumoctu: [FDP_ACC.1 Orpannyentoe ynpasjieHye JOCTYIIOM HIH
FDP_IFC.1 Orpanuyenaoe ynpasjienne HH(pOPMAHOHHBIMH NOTOKAMH |
FTP_ITC.1 IoBepennniii Kanaa nepeaaun Mmexay ®bO unn
FTP_TRP.1 JoBepennslii MapmpyT]

FPT_TDC.1 Ba3zoBas cornacoBanHocTb ganapix PO mexay PBO

6.8 Ilepenaua B mpegenax OO (FDP_ITT)

XapakTeprucTuKa ceMeicTaa

Cewmeiicteo FDP_ITT conepxut TpeboBaHus, CBSI3aHHbIE C 3aIIMTOI JAHHbBIX MOJB30BATENS IIPU UX

repesiaue Mexay pasnuyHbIMU yacTsiMu OO 110 BHYTpeHHEMY KaHaTy. DTHUM OHO OTJIMYAETCS OT CEMEHCTB
FDP_UCT u FDP_UIT, xoropsie o6ecrieyBatOT 3aIUTY JaHHBIX MOJTb30BaTEs PU UX ITepeiade MeXIy
pazmmunbiMu PBO o BHemHeMy KaHany, a Takxke ot cemeticts FDP_ETC u FDP_ITC, koropbie cBsi3aHbI
C mepenaveil NaHHBIX 3a IPEAEIBl WY U3-3a IpeaeioB aclicteua OBO.

PaHXMpOBaHMCKOMHOH@HTOB

FDP_ITT Nepenaua 8 npeaenax OO

FDP_ITT.1 «ba3zoBag 3aliuTa BHyTpeHHe nepenadn» coiepXuT TpeOoBaHue, YTOOHI JaHHBIE MOIb30-

BaTeJIst GBLTH 3aMUINEHBI TPY Nnepeaade Mexay yactsimu QOO.

FDP_ITT.2 «Pasnenenue nepenaud no arpubyTaM» CONEPKUT B TOMOJHEHHE K TTepBOMY KOMTIOHEHTY

TpeGOoBaHME pa3IeeHUs] JAHHbIX, OCHOBAHHOTO HA 3Ha4YeHUsIX npucynmx [TPb atpubyros.

3-2%
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FDP_ITT.3 «MOHUTOPUHT 1IEOCTHOCTH» COREPKUT TpeGoBaHue, yTodn DB KOHTpoIMpoBaTa JaHHbIE
[TOJIb30BaTeNs, nepenagaeMeie Mexay vactamu OO, Ha HaTtuyue WACHTH(OUIIMPOBAHHBIX OLIMOOK IEJIOCT-
HOCTH.

FDP_ITT.4 «<xMOHUTOPUHT 1IEJJOCTHOCTHU 10 aTpUOYyTaM» paciiipsieT TPETHI KOMIIOHEHT, paspenias
JIOTIOJTHUTENTbHYI0 (POPMY MOHUTOPUHTA 1IEJIOCTHOCTH C pa3feIeHueM, CIoib3ytomum npucyiuve ITMOB at-
pUOYTHI.

VYnpasnenue: FDP_ITT.1, FDP ITT.2

g dyHkuuit ynpaeneHus u3 kiacca FMT moxer paccMarpuBaThes clienyiolliee aeCTBHE.

a) Eciu @BO npenocTapisioT HECKOIbKO METOMOB 3aIlUThHI JAHHBIX ITOJIb30BATES BO BpeMsI Tepeiadu

MexXy husndecku pasaeaeHHbIMU yactamu OO0, To @BO moryT npeaycMoTpeTh NpeaornpeaeaeH-
HYIO POJIb C BBIGOPOM METOMA, KOTOPBII GyNeT UCIIOTb30BaH.

Vnpasnenue: FDP_ITT.3, FDP_ITT .4

g dyskuunit ynpaeiaenus us kiacca FMT moxeTt paccmaTpuBaTthcst clienylolliee AeiicTBUE.

a) Bo3MOXHOCTD HACTPONKM crieltPUKAIIUU ASHCTBUH, ITPEATPUHUMAEMBIX MOC/IE OOHAPYKEHUS OIIUOKHN

LIEJTOCTHOCTH.

Aymut: FDP_ITT.1, FDP_ITT.2

Ecnu B I13/3b BrutoueHo cemeiictBo FAU_GEN «['eHepaliust maHHbIX ayauTa 6€30MacCHOCTH», TO
CJIEAyeT MPeAyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BBIGPaHHOTO YPOBHsI) ayauTa C/ICAYIOMHX eii-
CTBMUI1/COOBITHIT/TTAPAMETPOB.

a) MuHUMaNbHBIN: YCMeNIHble Tepelayrd TaHHBIX [TOJTb30BaTe/sl C UACHTUdUKALIMEH HCITOTB3YEMOTO

METO/Ia 3aIIHTHI.
6) ba3oBbiil: Bce MMOIMBITKY TIepelaTh JaHHbIE 1T0Ib30BaTe/s ¢ MACHTH(hUKALIKEH HCTOTB3YyEMOTO METO-
Jia 3a1UUTHI 1 JTIOGHIX ITPOU3OILEIIINX OIINGOK.

Aynut: FDP_ITT.3, FDP_ITT 4

Eciu B T13/3b BrimoueHo cemerictBo FAU_GEN «['eHepauus naHHbIX ayauTa 6€30MacHOCTH», TO
CJAeNyeT MpeyCMOTPETh BO3MOXKHOCTD (B 3aBUCMMOCTH OT BbIOPAHHOTO YPOBHS) ayAuTa CIENYIOIHUX e~
CTBUI1/COOBITHIL/TIAPAMETPOB.

a) MuHUMaTBHBIN: YCIIelIHbIE Tepefayyd JaHHBIX MOJb30BaTe)s ¢ WICHTH(MUKAIMEH UCMOb3yEMOro

MeToJa 3alllUTHI 1IEJIOCTHOCTH.
6) ba3oBblit: BCe MTOIMBITKH NEepeiaTh JaHHbBIE MOJIb30BaTeNIs ¢ WIEHTH(MWKAITHEN HCTOb3yeMOTO METO-
114 3alNATHI LEJIOCTHOCTH ¥ JIIOOBIX MPOU3O0IIEIIINX OIIHOOK.

B) ba3oBblii: HECAHKIIMOHUPOBAHHBIE MOIBITKY U3MEHUTh METOJI 3AILUTHI IIEJIOCTHOCTH.

r) JeTann3npoBaHHBINA: AEWCTBYSI, IIPEATIPHHUMAaEMBbIE ITOCITe OGHAPYXXEHHS OIIUOKU LI€JTOCTHOCTH.

FDP_ITT.1 Ba3oBas 3amuTa BHyTPpeHHeH nepeaadyn

Hepapxuueckuit mist: HeT monyMHEHHBIX KOMIIOHEHTOB.

FDP_ITT.1 ®BO nouxus ocymecTsisnts [Haznauenne: IIDB ynpaeaenus docmynom u/usu IIOE

ynpagaenus ungpopmauuonnbimu nomoxamu), 4To0b NPEAOTBPATHTD [BbIGOD: packpsimue,
Mmooudpuranus, nedocmynnocms] JaHABIX NOJb30BATENISA NP AX Nepenade Mexay hpusuuec-
KH pa3aenennbivi yactamun 00.
3asucumocty: [FDP_ACC.1 Orpannyennoe ynpasjienne JOCTYIOM HIH
FDP_IFC.1 Orpannyennoe ynpasjieane MH(GOPMATHOHHbIMU NOTOKAMH |
FDP_ITT.2 Pa3nenenue nepenau no arpaoyram
Hepapxuueckuit wisi: FDP_ITT.1
FDP_ITT.2.1 ®BO nomxusl ocymecTBiIaTh [HasHauenwue: [IPB ynpaesenuss docmynom u/usu IPE
Ynpaenenust UGopmayuonHsiMU HOMOoKamu], 4ToObl MPENOTBPATUTb [BbIOOP: packpvimue,
modughurxayusi, Hedocmynnocms| JAaHHBIX NOJIL30BATENS NPU WX Mepenaye Mexny busu-
yecku pasienaeHHbIMU yactaMu OO.

FDP_ITT.2.2 ®BO noxusl pa3aennats nanHbie, KoHTpoaupyemsbie IIOD, npn ux nepenave mexmy
¢m3nueckn pazgenennpiMi 9acTAMH OO, 0CHOBBIBASICh HA 3HAYEHHAX CJAEAYIONUX ATPH-
OyroB: [Ha3Hauenue: ampuymot 6ezonacnocmu, Komopbie mpebyiom pasdesenus Oan-
noix].

3asucumoctr: [FDP_ACC.1 OrparnyeHHOE ypaBieHWe A0CTYIOM WU

FDP_IFC.1 OrparuueHHOe ynpasieH1e HHOOPMALIMOHHbIMH MTOTOKAMHU]
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FDP_ITT.3 MoHHTOPHHT 11eJIOCTHOCTH
Hepapxuyeckuii wis: HeT noayMHeHHBIX KOMITOHEHTOB.
FDP_ITT.3.1 ®BO aonxubl ocymectensats [naznauenne: IIDB ynpasaenus docmynom u/usu IIDOBE
Ynpasaenus uHGOPMAUUOHHBIMU NOMOKamu), ITOOBI KOHTPOAPOBATH JAHHBIE N10JIb30BA-
TeJisl, NepeJaBaemMbie MeXIy (pu3nuecku pasznenennbivu 9actamu OO, Ha HajMuHe cle-
JyIOIHX OIIMOOK: [Aa3HAYEHNe: omubxu yeaocmuocmul.
FDP_ITT.3.2 [Ipn odHapyxenuu onmoKn nejaocTaoctn Aananix @BO noKnbl npeanpuasTh HA3HAYE -
HHUe: deiicmeusa npu owtubre yeaocmuocmul.
3asucumoctu: [FDP_ACC.1 Orpanuuennoe ynpasjienue J0CTYNOM WIH
FDP_IFC.1 Orpannuennoe ynpasienue naGopManMOHHbIMA IOTOKAMH]
FDP_ITT.1 ba3opas 3amura BHyTPEHHEH nepesagn
FDP_ITT.4 MoHMTOPHHT HEJIOCTHOCTH N0 ATPAOYTAM
Hepapxuueckuit iig: FDP_ITT.3
FDP_ITT.4.1 ®BO nonxHbl ocyniecTpasats [HazHadenue: [IPH ynpaeaenus docmynom u/unu I1OF
YNpasaeHus UHGHOPMAUUOHHVIMU NOMOKamMU|, YTOOBI KOHTPOIUPOBATD AAHHBIE II0IH30BA-
TeJis, NepefaBaeMble MexXy u3nyecky pasneneHHpIMU yacTsiMu OO, Ha HaTA4He clie-
NVIOIMX OLINOOK: [Ha3HAYEHHE: owubKy yerocmHocmu|, OCHOBBIBAACh Ha CAETYIOHIMX
arpulyrax: [Ha3Hauenmne: ampubymor Gezonacnocmu, Komopsvie mpeGylom pazoeienusn
Kanaaoe nepedayul.
FDP_ITT.4.2 Tlocne oGHapyXeHUT OIUMOKU IedOoCTHOCTH JaHHBIX PBO MOKHbl NMpeanpuHsITh [Ha-
3HavYeHUe: delcmaeusi npu owubKe yesocmHocmul.
3asucumoctu: [FDP_ACC.1 OrpaHuueHHOe YIIpaBJieHUE JIOCTYIIOM HITA
FDP_IFC.1 OrpannyerHoe ynpapiieHue HHOOPMAITMOHHBIMUA ITOTOKAMM |
FDP_ITT.2 Pa3nenenne nepeaadn no arpubyram
6.9 3amuta ocratounoii undopmanuu (FDP_RIP)
XapakTepuCTHKA CeMeiCTBa
Cewmeitcteo FDP_RIP cBs3aHO ¢ He00X0MMMOCTBIO 0becieyeHUsI MOCHENYIONIEH HEAOCTYTHOCTH yia-
JeHHOW MHQOpPMalUU U OTCYTCTBUS BO BHOBb CO3NAHHBIX OOBEKTaX HH(MOPMAIIUU, KOTOPYIO HE CJCAYeT
OCTAaBJIATh JOCTYITHOMN. DTO CeMEHCTBO CONePKUT TpeGOBAHUS 3alMThl MHGOPMALIMKM, KOTOPash YKe JJOTHYECKU
yaajaeHa WM UCKIIOUCHA U3 PACCMOTPEHUs, HO (M3HYECKH BCE €LlEe MOXET MPUCYTCTBOBATh B npenenax 00,
PamxupoBaHie KOMITOHEHTOB

FDP_RIP 3awura ocrartouHoi nHgopmaumu 1 2

FDP_RIP.l «OrpaHu4yeHHas 3al1uTa OCTATOUHOM HHbOpMaLUKU» COAEPKHUT TpeboBaHue, yToObl DBO
00eCcrneynIv HelOCTYNHOCTb CONEPXKAHMS BCei 0CTaTOYHOI MH(pOpMaLWHY JIIOObIX pecypcoB [is onpenesie HHO-
ro noamMHoxectsa 06bekToB B O D npu pacripeneaeHUM WIM OCBOOOXAECHUHU pecypca.

FDP_RIP.2 «ITonHas 3alMTa OCTATOYHOMK MH(MOPMaLUW» CONEPKHUT TpeGoBaHKe, ytobbl PBO obecne-
YUJIM HEIOCTYMHOCTD COEPXKAHUS BCe OCTATOUHOM MH(POPMALIUU JH0ObIX peCypCcOB 151 BceX OObEKTOB MPH
pacnpeneieHUH Wik 0CBOOOXKAECHUM pecypca.

Vnpasnenue: FDP_RIP.1, FDP_RIP.2

g pynkimii ynpaeiaeHus u3 kiacca FMT mMoxeT paccMaTpuBaThes ciienytollee neiicTpre.

a) BO3MOXHOCTb HACTPOWKHM, KOTAA BBIMOTHSATD 3a1LUTY OCTaTOUHON MHMOopMalinu (T. €. pu pacrpene-
JIEHUU WIn ocBoGoxaeHun) B npeaenax OO.

Aymut: FDP_RIP.1, FDP_RIP.2

Her unentuduimpoBaHHbIX A€HCTBUIT/COOBITHIT/TapaMeTPOB, 7151 KOTOPbIX CAEAYET IMPEAYCMOTPETh BO3-
MOKHOCTb ay/INTA.

FDP_RIP.1 Orpanuuennas 3auura ocrarounoi nagopmManuu

Hepapxuueckuii uisi: HeT noguMHEHHBIX KOMITOHEHTOB.

FDP_RIP.1.1 ®BO poiXKHbl 06eCneunTs HEAOCTYIHOCTH JJI0O0r0 NpeasiAyniero WH(GOpMANIMOHHOTO CO-
JepXKaHus pecypcoB NpH [BuIOOD: pacnpedeaenue pecypca, oceoboxcoenue pecypca) nns
cleayIolmuX 00beKTOB: [Ha3HaAYeHne: cnucok o6sexmos].

3aBHCHMOCTH: OTCYTCTBYIOT.
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FDP_RIP.2 ITonnas 3ammra ocTaTounoii nadopManuu
Uepapxuueckuii jurs: FDP_RIP.1
FDP_RIP.2.1 ®bO n0/mxHb1 06eCneynuTh HEAOCTYITHOCTD JIOO0TO MpeAbIayiero MHGOPMaIMOHHOIo
COIEPXaHMUST PECYPCOB IIPH [BBIOOP: pacnpedenerue pecypca, oceoboxcderue pecypcaj nns
BCeX 00BEKTOB.
3aBUCUMOCTH: OTCYTCTBYIOT.
6.10 Otkar (FDP_ROL)
XapakTepuUCTHKa ceMeNCTBa
Ornepalins OTKAaTa BRIIOYAET B ce0d OTMEHY ITOCITEIHEN OITepalliy WK psjia orepanyii, orpaHHIeHHbIX
HEKOTOPBIM TIpeiesIoM (HAIIpUMEp, IIEPUOLOM BPEMEHH), M BO3BpAaT K IIPEIIIECTBYIOIEMY H3BECTHOMY CO-
cTosgHu0. OTKAT NPeIOCTaBIIeET BO3MOXHOCTh OTMEHHUTD PE3Y/IBTATH OIEPAIIMH MIIH PSiZia OTepaLidiz, YTOObI
COXPaHMThH IEJTOCTHOCTD JAHHBIX ITOTH30BATEIS.
PanxxupoBaHue KOMITOHEHTOB

FDP_ROL Orkar 1 2

FDP_ROL.1 «ba3oBsiit oTKaT» CBA3aH ¢ HEOOXOAMMOCTHIO BEPHYTh OOPAaTHO UM OTMEHUTb OTPAHU-
YeHHOEe YKCJTO OIepalliii B Ofpeesie HHBIX MpeJie)Tax.

FDP_ROL.2 «PacmmpeHHBI OTKAT» CBsI3aH ¢ HEOOXOIMMOCTBIO BEPHYTh OOpaTHO U1K OTMEHUTD BCE

orepalyy B OIpeaesIc HHBIX IpeIesiax.

Vnpasnenne: FDP_ROL.1, FDP_ROL.2

Hnst dyHkumit yripapyieHus u3 kiacca FMT MoryT paccMaTpuBaTthces CIeAyoue JeHCTBUS.

a) BO3MOXHOCTb HACTPOITKH TIpeJiesia OrpaHHIeHHI, IO KOTOPOTo BO3MOXeH oTKaT B npeaenax OO.

6) PaspeltieHye BBITOJIHSTD OITEPALIMIO OTKATa TOJIBKO BIIOJIHE ONPENEIEHHBIM POJISIM.

Aymut: FDP_ROL.1, FDP_ROL.2

Ecaun B I13/3b Brinouero cemeiictBo FAU_GEN «I'enepaiinsi 1aHHBIX ayauTa 06€30MacHOCTH», TO

caeayeT MpeayCMOTPEeTh BO3MOXKHOCTD (B 3aBUCMMOCTH OT BbIOPaHHOTO YPOBHs) ayauTa CIEAYIONHX Nei-
CTBUI1/COOBITHIT/TTAPAMETPOB.

a) MUHUMATBHEIN: BCe yCHELHbIC ONepalluy OTKATa.

6) ba3oBblit: BCe MOMBITKY BbIMOJHUTD OMEpaluy OTKATa.

B) JleTa3upOBAHHEII: BCE MOMBITKH BBIMTOJHUTh OMIEPALIMM OTKATa ¢ HACHTHdHKAIMEH THITOB orepa-

11 it, OTMEHEHHBIX IIPY OTKATE.

FDP_ROL.1 Ba3oBslii oTKaT

Hepapxuyeckuii 1is: Her moguynHeHHbIX KOMIIOHEHTOB.

FDP_ROL.1.1 ®BO goxxnsi ocymecTsiasaTs [Ha3nauenue: IIDB ynpasasenus docmynom u/uau IIOB
ynpaeaenust ungopMauuonHsIMU ROMOKamu), 9ToObI pa3pemiaTh OTKAT [HA3HAYEHME: CHUCOK
onepayui] Ha [Ha3HAYEHHUE: CRUCOK 0OBseKmog].

FDP_ROL.1.2 ®BO goxxns pa3pemiaTh OTKAT B Npeleiax [Ha3HaUeHHE: o2panuyenue 6biNOAHEHUS

omramal.

3asucumocTu: [FDP_ACC.1 OrpannyeHHoe yripaBiieHHe JOCTYNOM HJIH
FDP_IFC.1 OrpannyenHoe ynpasienue HHGOPMAIHOHHBIMA NOTOKamu |

FDP_ROL.2 Pacninpennbiii 0TKaT

Hepapxuyeckuii aing: FDP_ROL.1

FDP_ROL.2.1 ®BO nomxHb! OCYLUECTBANTh [HasHaueHue: [IDL ynpaenenuss docmynom u/uru [IOE
YAPagAeHUS UHGOPMAUUOHHBIMU NOMOKamMu], UTOOBI pa3pelliaTh OTKAT BCeX omepanmii Ha

[Hasmauenwue: cnucox 0bsexkmos).

FDP_ROL.2.2 ®BO pomxHb! paspelllaTh OTKAT B Mpelesax [HasHaYeHUE: ogpanuvenue 8oinoAHeHus!

omkamay).

3asucumoctu: [FDP_ACC.1 OrpaHuueHHOE ynpaBjieHWe J0CTYIIOM WU
FDP_IFC.1 OrpaHn4eHHOe ynpabieHHe HHPOPMAaLIMOHHBIMY MOTOKaMH]

6.11 LenoctHocTh xpanumbix AanHbix (FDP_SDI)

XapaKTepucTHKa ceMeiicTBa

Cewmeiicteo FDP_SDI counepxut TpeOOBaHHS, CBSI3aHHbIE C 3a1LMTOM JaHHBIX MTOJIB30BATENS BO BpEMSI

ux xpaHeHus B npeneiax OJd. OmubKH LEJOCTHOCTH MOTYT BO3NEHCTBOBAaTh HA JaHHBIE MOJTH30BATE/IS,
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XpaHMMbIE KaK B OMEPAaTUBHON MaMsITH, TaK U HAa 3aTTIOMAHAIOIIMX YCTPOMCTBAX. DTO CEMEIMCTBO OTIIMYAETCS OT
cemeiictea FDP_ITT «Ilepenaua B npenenax OO», KoTopoe 3alUUIIAET JaHHbIC MOJIb30BATENS OT OLIHMGOK
LIEJIOCTHOCTHM BO BpeMs UX nepenauu B npenenax OO.

PaHXHpoBaHME KOMITOHEHTOB

FDP_SDI LlenocTHOCTb XpaHUMbIX AaHHbIX 1 2

FDP_SDI.1 «MOHUTOPUHT LIEJIOCTHOCTH XPAHMUMBIX JIAHHBIX» COAEPXKUT TpeboBaHue, YTo6bl Db KOHT-
POJIMpOBaNa JaHHBIE [TOJb30BaTe s, XpaHUMbIe B npenenax OP, Ha Hanuyre UAEHTU(HYLMPOBAHHbIX OLIN-
OOK LIEJIOCTHOCTH.

FDP_SDI.2 «MOHUTOPUHT LIETOCTHOCTU XPAHWMBIX JIAHHBIX U MTPEANPUHUMAEMbIE JEIICTBUS» TOMOI-
HSET NpeblAyLLUHA KOMITOHEHT NeCTBUAMMU, NPpEeANPHHAMAEMBIMY ITOCIE OOHAPYXEHHS OLLIHOOK.

Ynpasaenue: FDP_SDI.I

HeiicTBHUS MO yIpaBlIeHUIO HE NMPEeAYyCMOTPEHBI.

Ynpaenenue: FDP_SDI.2

Hdns byHkumit ynpaeiaeHusa u3s kiacca FMT moxer paccMaTpuBathes cienylolliee 1eiicTBUE.

a) BosaMOXXHOCTb HAacTpoWKHM ACHCTBUI, MpeANpPUHUMAEMBbIX MOC/e OOHAPYKEHUS OIUMOKU LIETOCTHO-

CTH.

Aynut: FDP_SDI. 1

Ecim B I13/3b BkiatoueHo cemeiictBo FAU GEN «['eHepauusi 1aHHBIX ayauTa 0€30MacHOCTH», TO
cjaenyeT IpeiyCMOTPETb BO3MOXHOCTb (B 3aBUCUMOCTH OT BbIOPaHHOTO YPOBHSI) aynUTa CACAYIOIMUX ACH-
CTBUi1/COOBITHI /ITApaMeTPOB.

a) MUHUMATBHBI: yCIEIHbIE MOMBITKH MPOBEPKH LIEJOCTHOCTH JAHHBIX MOJIb30BATES ¢ UHAUKAITAEH

PEe3yJIETATOB MPOBEPKMU.
6) baszoBbIit: Bce MONBITKU MPOBEPKU 1IETOCTHOCTH IAHHBIX NOAL30BATENS C MHAMKALMEN Pe3yJIbTaTOB
MPOBEPKHU, €CJTX OHA ObLIa BHIMOTHEHA.

B) JleTanu3npoBaHHBIA: THIT OOHAPYXXEHHOM OMUOKH IEJIOCTHOCTH.

Aynut: FDP_SDI.2

Ecnu B I13/3b BrimoueHo cemeiictBo FAU _GEN «I'eHepanust 1aHHBIX ayauTa 0€30MacHOCTH», TO
caenyeT MpeayCMOTPeTh BO3MOXKHOCTD (B 3aBUCMMOCTH OT BBIGPaHHOTO YPOBHSI) aylUTa CIEAYIOIIUX Acii-
CTBU1/COOBITUI/TApaMETPOB.

a) MUHUMAaIBbHBIN: YCITeIIHbIE TOMBITKY MPOBEPKH [EJTOCTHOCTH JaHHBIX ITOJTE30BATESI C MHAMKALIMEH

DPe3yJabTaTOB MPOBEPKH.
6) ba3oBklit: BCe MOMBITKY MPOBEPKH HETOCTHOCTH JAHHBIX ITOJIH30BATENS C HMHAMKAIIMEH pe3y/IbTaTOB
MMPOBEPKHU, eCJIM OHA ObLIa BBITOTHEHA.

B) JleTanu3npoBaHHBIN: THIT OOHAPYXEHHOM OMIMOKY IEJTOCTHOCTH.

r) JeTanusupoBaHHbIii: 1eHCTBUS, MPEeIIIPHHUMAEMbIE P OGHAPYXXEHUHU OIIMOKHY LEJIOCTHOCTH.

FDP_SDI.1 MoH#TOPHHT HEJAOCTHOCTH XPAHUMBIX JAHHBIX

Hepapxuyeckuit 11s1: HeT monynHEeHHBIX KOMIIOHEHTOB.

FDP_SDI.1.1 ®BO g0/xHbl KOHTPOIMPOBATH JAHHBIE MOAB30BATE A, Xpanumbie B mpeaenax O D, na
HaMyue [Ha3HAYEHHe: omubku yeaocmnocmu] Aaa BCeX 00BEKTOB, OCHOBBIBAsCh Ha
cienyionux atpubyrax: [naznavenue: ampuymo: dannvix noavzogamens).

3aBUCUMOCTH: OTCYTCTBYIOT.

FDP_SDI.2 MoHATOPHHT IIEJOCTHOCTH XPAHAMBIX JAHHBIX H NpeANPHHUMAEMbIE 1eiCTBIA

Uepapxnyeckuit wis: FDI_SDI.1

FDP_SDI.2.1 ®bO noKHbI KOHTPOJHUPOBATH JAHHbBIE MOJIb30BATENS, XpaHuMble B ripenenax OAd, Ha
Hajluuue [Ha3HaYeHHUE: owuoKy yenocmHocmu] IS BceX OOBEKTOB, OCHOBLIBASICh Ha
CACOYIOIMX aTpuOyTax: [HasHAYCHUE: ampuldymor 0anHbiX nOAL306AMENs).

FDP_SDI.2.2 Ilpu oonapyxennn ommOKH neJIocTHOCTH AaHHbiX PBO nomxknm odecneants [Ha3Haue-
HHE: npeonpunumaemoie oeiicmeus).

3aBUCUMOCTH: OTCYTCTBYIOT.
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6.12 3amuTa KoH(MUIHINAIBHOCTH JAHHBIX M0Ib30BaTe A npu nepenade mexay ®B0 (FDP_UCT)

XapaxTepucTvka ceMeicTBa

Cewmeticteo FDP_UCT onpenensier TpeboBaHMs 110 00ecreueHr 0 KOHMUIEHIIMATbHOCTY JaHHBIX 01630~
BaTesIs MIPY KX Iepelayue Mo BHelllHeMy KaHany Mexxny OO 1 foBepeHHBIMY BHeIIHUMU ob6bexktamu UT unu
Mexay nospsoBarenssmu OO U pasTHyYHbIX TOBePEHHBIX BHEIIHUX 06bekToB UT.

PaH)KMpOBaHME KOMITOHEHTOB

FDP_UCT 3awura KoHMAEHUUaNbHOCTU AaHHbIX
nonb3oBartens npu nepeaaye mexay 50

Hens xommonenta FDP_UCT.1 «basoBas koHpuaeHIMATBHOCTE OOMEHA JaHHBIMU» COCTOUT B IMTPEO-
CTaBJICHUU 3AIUTHI OT PACKPBITHS JTaAHHEBIX TOJTH30BATES BO BPEMS UX ITepeiayH.

Vnpasnenue: FDP_UCT.1

JlelicTBUS IO YIPaBJICHUIO He MPeayCMOTPEHDI.

Aynut: FDP_UCT.1

Ecnu B I13/3b BrmoueHo cemeitctBo FAU GEN «I'eHepauus naHHbBIX aynuTa 6e30MacHOCTH», TO

CAENYET MPEeAyCMOTPETh BO3MOXKHOCTD (B 3aBUCMMOCTH OT BBIOPAHHOTO YPOBHSI) ay/lIuTa CIAEAYIOINX Jeh-
CTBUIT/COOBITUIT/TAPAMETPOB.
a) MuHUMaNbHBIN: WAeHTU(HUKATOP JTIOGOTO MOTb30BATENS MJIM CYOBEKTa, UCITOMB3YIOIIEr0 MeXaHu3-
MBI OOMEHa IaHHBIMU.
6) basogblit: nieHTH(HUKATOP HEYITOJTHOMOYEHHOTO MOJB30BATENS WU CYOheKTa, MpeITpUHIMAIOIIEero
TTOIBITKY MCIO/Ib30BaTh MEXaHM3Mbl OOMeHa JaHHBIMHU.
B) bazoBblit: cchblika Ha MMEHA WK JIPYTyI0 MH(MOPMAIIAIO MHIEKCAIMH, MOJE3HYIO IIPU UIEHTUhUKA-
LMY JaHHBIX MTOJIb30BaTelIsl, KOTOPhie ObUTH MEpeiaHbl WM ITOMyYeHBl. MOXeT BKIIoYarh B cebs
aTpubyThl 6E30MaCHOCTH, aCCOIIMMPOBAHHBIE ¢ HH(OpMAIE.

FDP_UCT.1 Ba3oBas KoHGpHICHIHATLHOCTh 00MEHA JAHABIMA

Wepapxuueckuii ans: HeT NoAYMHEHHBIX KOMITOHEHTOB.

FDP_UCT.1.1 ®BO aoxxnsl ocymecTsaath [Haznauenue: IIDB ynpasaenua docmynom u/uau IIOBE
ynpaeaenust unopmayuonnbIMu ROMoOKamu), NpeJoCTABIAIONIYI0 BO3MOXHOCTE [BEIOOD:
omnpaeaenue, noay4enue] JAHHBIX TOJIb30BATEA CNIOCODOM, 3aIIHIIEHHBIM OT HECAHK-
[OHOHMPOBAHHOTO PACKPBITHA.

3apucumocty: [FTP_ITC.1 doBepennblii Kanaa nepenaun mexay ®bO

i FTP_TRP.1 JdoBepennnlii MapmpyT]
[FDP_ACC.1 OrpanuyeHnHoe ynpasjieHHe J0CTYNOM HIH
FDP_IFC.1 OrpannyeHnoe ynpapjienue HHGoOpMaNHOHHbIMHM NOTOKAMH |
6.13 3anmTa neJIoCTHOCTH AAHHBIX NMOJB30BaTe s NpU nepeaade mexay @60 (FDP_UIT)
XapakTepycTuKa ceMeicTBa
Cewmeiictso FDU_UIT onpenensieT TpeboBaHKs M0 06eCNeYEHUIO LIEJJOCTHOCTH JaHHBIX IOTb30BATES
ripu ux nepenave mexny ®BO u apyrum noBepeHHbIM nponykroMm UT, a TakxKe I MX BOCCTAaHORJIEHHUS NPH
obHapyxXeHUY ominbox. Kak MUHMMYM, 3TO CEMEICTBO KOHTPOJUPYET LI€IOCTHOCTh JAHHBIX ITOTh30BATe/Is1 Ha
npeameT Monudrkanvu. Kpome Toro, ceMeiicTBo NOAAEPKUBAET PasUUHble CTIOCOOBI MCTIPABIEHUST OGHAPY-
JKEHHBIX OIINOOK 1ETOCTHOCTH.

PaHxxupoBaHue KOMITOHEHTOB

FDP_UIT 3awura uenocrHocTv gaHHbIX
nonb3oBaTens npu nepegaye mexay P60

FDP_UIT.1 «llenocTtHocTh MepenaBaeMbIX JaHHBIX» CBS3aH ¢ OOHapyXeHueM MoIuduKaunuu, ynaise-
HMIA, BCTABOK U TIOBTOPEHUS TepeIaBaAeMbIX JAHHBIX [TOJIb30BATEIS.
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FDP_UIT.2 «BoccTaHorneHHe MepeaHHbIX JAHHbIX MCTOYHUKOM» CBS3aH C BOCCTAHOBJIEHUEM UCXO-
HBIX JAHHBIX [TOJIB30BaTe)Is1, To1yde HHBIX D BO, ¢ NOMOILbIO HCTOYHHKA — JOBepe HHoro npoaykra UT.

FDP_UIT.3 «BoccTanopieHue nepeiaHHbIX AAHHbIX MOTYYaTeNeM» CBI3aH € CAMOCTOSITENIbHBIM BOCCTA-
HOBJIEHMEM MCXOIHBIX JTaHHBIX MOJb30BaTe s, mojnydyeHHbX @BO, 6e3 kakoit-imbo NoMoll1 HCTOUHUKA —
nosepeHHoro rnpoaykra UT.

VYnpasnenue: FDP_UIT.1, FDP_UIT.2, FDP_UIT.3

Je#icTBUSA IO YIIpABICHUIO He MPeyCMOTPEHbI.

Aymut: FDP_UIT.1

Eciu B I13/3B BximoueHo cemeiictBo FAU/GEN «[eHepanus naHHBIX aynuta 6e30MacCHOCTH», TO

caeayeT IPeAyCMOTPETh BO3MOXHOCTH (B 3aBUCMMOCTH OT BHIOpAaHHOTO YDPOBHSI) ayluTa CIEAYIOLUX Nei-
CTBUI1/COOBITUI/TApaMETPOB.
a) MUHMMAaNBLHbBIN: uAeHTHOUKATOP 10600 NMOJIb30BATENSI MY CYOBEKTa, MCITOIB3YIONEro MeEXaH U3-
MBI OOMEHa JJaHHBIMHU.
6) bazoBblit: uneHTHGUKATOD 10600 MOAb30BATENS WM CYOBEKTa, MBITAIOIIETOCS UCTTONB30BATh Me-
XaHU3Mbl 0OMeHa JTaHHBIMHU ITOJIB30BATENS, HO HE YIIOJTHOMOUYEHHOTO JIeJIaTh 3TO TAKUM 00pa3oMm.
B) Ba3oBbIii: cchlika Ha UMEHA MU APYTYI0 HHGOPMALIMIO MHIEKCAIIMY, TONE3HYIO TPU UIEHTUhUKA-
LMY JAHHBIX I0JIH30BATE)Is, KOTOPhIC ObLIM MepeldaHbl WM ITOMydyeHbl. MOXeT BKITIOUATh aTpuly-
ThI 5e30MacHOCTH, ACCOLIMMPOBAHHBIE C JAHHBIMU MOJIb30BATENISI.
r) bazoBeiii: 110061 UAEHTU(GUIIMPOBAHHBIE NOMBITKU 0JIOKAPOBATH ITEpENavy JaHHBIX ITOJTb30BATENS.
1) JeTanvu3upoBaHHBIN: TUTTBI M/UTY PE3YJIbTaThl 1I0ObIX OOHAPYXEHHBIX MOIMGUKAIIUNA TEpeIaHHbBIX
JIAHHBIX ITOJTH30BATEJISI.
Aymnut: FDP_UIT.2, FDP_UIT.3
Ecau B T13/3b BximoueHo cemeiictBo FAU/GEN «['eHepanus naHHbIX ayauta 6e30MacCHOCTH», TO
caeayeT MperyCMOTPETh BO3MOXKHOCT (B 3aBUCMMOCTH OT BbIOPaHHOTO YPOBHS) ay/luTa CIEAYIONINX Jei-
CTBUI/COBRITHI/TApAMETPOB.
a) MuHUMAaTbHBIN: HACHTU(HUKATOP JTI0O0TO MOJTB30BaTE)Sl WIIH CYOBEeKTa, HCIOJNB3YIONIEero MexaH u3-
Mbl OOMeHa JAHHbBIMY.
6) MUHUMAabHBIN: yCITeIIHOE BOCCTAHOBIEHHE ITOCTE OIUMOOK, BKITIOUAs THUIT OOHApYXEHHON OLUMOKH.
B) bazoBblit: uneHTrdUKaTOpP JIOOOr0 MOIH30BATENST WIU CYOBEKTA, MbITAIOLIErocs UCTI0Jb30BaTh Me-
XaHU3Mbl 0OMeHa JaHHBIMH ITOJIL30BATEIsI, HO HE YITOJITHOMOUYEHHOTO AeJaTh 3TO TAKUM 00pa3oM.
r) ba3oBblii: cChlIKa HA UMEHA WIM JAPYTYIO0 HHGOPMALIMIO WHIEKCALLMH, N10JIE3HYI0 NPU UIeHTUdrKa-
LMY JaHHBIX ITOJIb30BATEIs1, KOTOPbIe ObUTH IepefaHbl WM MOAydyeHbl. MOXET BKITIOYaTh B ceOst
aTpuGyTHl 6€30MaCHOCTH, ACCOIMMPOBAHHbBIE C JaHHBIMU TTOTH30BATES.
1) bazoBblii: 1100bIe MIEHTUMUIIMPOBAHHBIE TOMBITKU GJIOKMPOBATH Nepeayy JaHHBIX ITOJIB30BATESI.
¢) JdeTanu3upOoBaHHBIIA: TUITBI U/WUIH PE3YyIbTAThI JTIOOBIX O0HAPYKEHHBIX MOIUUKAIIUI TepelaHHbBIX
JIAHHBIX TTOJIH30BATEIS.

FDP_UIT.1 lle1ocTHOCTH NepeaaBaeMbiX JaHHBIX

Wepapxuueckuii juist: HeT moAYMHEHHBIX KOMITOHEHTOB.

FDP_UIT.1.1 ®BO xoxkasl ocynecTBiasth [Ha3navenne: IIDb ynpasasenus docmynom u/uau IIOL
ynpasaenus unpopmanuonnvivu nomoxamu), NpeoCTABAAIONIYI0 BO3MOKHOCTE [BBIGOP:
omnpagaenue, noay4ernue] TaHHbIX NOJIb30BATE/S CIOCOOOM, 3ANIMIIEHHBIM OT CJAedyI0-
HIMX ONMOOK: [BBIOOP: Modupurauus, ydarenue, ecmaska, nosmopenue].

FDP_UIT.1.2 ®BO nojsxubl 6bITh CNOCOOHBI ONpeAeJHTb NMOCHe MOJy4eHHs JaHHbIX NOJb30BaTENs,
TPOU3ONLTH JI CJIeAYIONHe OMMOKN: [BbIOOP: Modudurayus, yoasenue, ecmasra, noemo-
penue.

3apucumocty: [FDP_ACC.1 Orpannuennoe ynpasjieHne T0CTYIOM WIH
FDP_IFC.1 Orpanuyennoe ynpasjeHue nH(HoOpMAIMOHHBIMA NOTOKAMH |
[FTP_ITC.1 JToBepennsiii Kanax nepenaun mexay ©@bO unu
FTP_TRP.1 JloBepennniii MapupyT]

FDP_UIT.2 BoccranoBieHue NEPEIaHHbIX JAHHBIX HCTOYHHKOM

Uepapxuyeckuii nus: Her nomunMHEHHBIX KOMITOHCHTOB.

FDP_UIT.2.1 ®BO noaxusi ocymectsasth [Haznavenue: IIDB ynpasaenus docmynom u/uru IIDOE
YRpasAenus unpopManuoHIbIMU HOMOKAMU] , TPETOCTABISIONIYIO0 BO3MOKHOCTh BOCCTA-
HOBJIEHHSI TocJe [Ha3HAYEHHE: CHUCOK NOMEHUUAAbHO UCHPABAAEMbIX OWUO0K] ¢ 1o-
MOIIbI0 HCTOYHHKA — JoBepenHoro mpoaykrta UT.
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3asucumocty: [FDP_ACC.1 Orpannyentoe ynpapJjienue 10CTYNIOM HJIH
FDP_IFC.1 Orpanuuennoe ynpasienue nHGopManMOHHBIMI MOTOKaMH |
FTD_UIT.1 IleaocTHOCTD NEpeaBaeMbiX JAHHBIX
FTP_ITC.1 Jlosepennbiii Kanaa nepenaun mexay ®bO

FDP_UIT.3 Boccranosiienue nepeIanfbix JAHABIX MOJydaTeaeM

Uepapxnueckuit wisi: FDP_UIT.2

FDP_UIT.3.1 ®BO nomkHbl ocyiecTBiaTh [HasHadenue: [1QL ynpasasenuss docmynom u/usu [1OE
VAPaGAeHUs: UHGOPMAUUOHHBIMU NOMOKAMU], TIPEAOCTABISIONIYIO BO3MOXHOCTh BOCCTa-
HOBJICHUSI ITOCIIE [Ha3HAYCHUE: CRUCOK NOMEHUUANLHO UCHPABASEMbIX Oul00K] De3 KaKo#-
00 MOMONIA HCTOYHNKA — ToBepeHnoro npoaykra UT.

3apucumoctu: [FDP_ACC.] OrpannueHHOe yripapjieHUe J0CTYIIOM WU
FDP_IFC.1 OrpannuenHoe ynpagsieHue HHGOPMAIMOHHBIMI TOTOKAMU]|
FDP_UIT.!1 LlenocTHOCTh nepeaaBaeMbIX JaHHBIX
FTP_ITC.1 Josepennblit kanan repegaun Mexxay GbO

7 Knacc FIA. Unentndukanusa u ayreHTH(UKATAA

Cewmeiictna kiacca FIA conepxar TpeboBaHus K PYHKIMSM YCTAHOBICHUS U BepudUKaliy 3as1BJIeHHO-

Io I/IZICHTI/l(l)l/lKaTOp‘d NOJIB30BATEIA.
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2
1 I 2 |
3
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6
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Wnentuduxanus u ayreHTUhMKaLMS TpeOYIOTCS 11 00ecrieueHUs acCcolaliuu NoJb30BaTeel ¢ COOT-
BETCTBYIOIIIMMH aTpuOyTaMy 0€30MacHOCTH (TaKUMU, KakK WIeHTU(DUKATOP, TPYTIbl, pojd, YPOBHU Ge3omnac-
HOCTY WJIU 11IETOCTHOCTH).

OnHo3HayHast WIeHTHPUKAIIMS YITOTHOMOUYEHHBIX [T0J1b30BATEEH U MPpaBUIbHAs ACCOLIMALIUS aTpUOY-
TOB 0€30MaCHOCTH C TOJIb30BATEISIMUA U CYObeKTaMU KPUTHUYHBI IS OCYIIECTBAEHUS] TIPUHSTBIX MOJUTHAK
6esomacHocTy. CeMeicTBa 3TOrO KjIacca CBsI3aHbl ¢ ONpeieiCHUEM U BepudUKaIueil HACHTU(PUKATOPOB ITOIB30-
BaTeJiel, onpeaeeHueM UX IToJHOMouuit Ha B3aumoaeiicteue ¢ OO, a Takxke ¢ NpaBUIbHOM accounanuei
aTpubyTOB 6Ge30MACHOCTH C KAXKIBIM YIIOJTHOMOUEHHbBIM NoJib3oBateieM. DhdekTMBHOCTb TPeOOBaHUI APYTUX
KJIACCOB (TAKMX, KaK «3allnTa JAHHBIX ITOJIb30BATENIsl», «AyIUT GE30IMacHOCTH») BO MHOTOM 3aBHCHMT OT
MPaBUITBHO MPOBEAECHHBIX WACHTH(DUKAINY M ayTeHTU(DUKALIUY MT0/Ib30BATENEH.

Hexommosuitus kiacca FDP Ha cocrapisgionye ero KOMIMNOHEHTbI MpUBEAeHA HA pUCyHKe 7.1.

7.1 Otkaswl ayrentudukanun (FIA_AFL)

XapakTeprcTuKa ceMeicTRa

CewmeiictBo FIA_ AFL conepxur TpeGoBaHMs K ONPEAEIEHUIO YHUCIA HEYCTIENIHbIX MOMbITOK AyTEHTU-
ukaym 1 k geticrusam MBO npu npeBbIIeHUN OrpaHUYEHUI Ha HeyCMellHble MOMbITKY ayTe HTU(hUKALIMH.
[TapameTpamu, OnpeacsiOIKMMK BO3MOXHOE YUCJIO IMTOMNbITOK ayTeHTU(MUKALIUU, CPEeAU MPOYUX MOTYT ObITb
KOJIMYECTBO MOMBITOK U TIOMYCTHUMBI HHTEPBAT BpEMEHH.

ParxupoBaHue KOMITOHEHTOB

FIA_AFL Otka3sbl ayreHTudukaumm

FIA_AFL.1 «OGpaboTka 0TKa30B ayTeHTH(hHUKAITUU» COACPXKUT TpeboBaHue, uTodbl PBO 6b11M cro-
COOHBI MPEPBATH MPOLIECC OTKPHITHS CEaHca ITOCIE ONMpPEAEIeHHOTO YK C/a HEYCIEIIHbIX MOMbITOK ayTeHTUDU-
KalWM I10/1b30BaTeNs. Takke Tpebyercs, yToObl IMOCIE ITpepbiBaHUs Mpolecca OTKPbITHS ceaHca PBO
ObUTH Obl CITOCOOHBI 6IOKUPOBATh YUETHBIE JAHHBIE ITOIB30BATES1 UJIM MECTO BXOAa (Hanpumep, pabouyio
CTaHIMIO), C KOTOPOTO BbIMOJHSJIUCh MOMBITKU, IO HACTYIIEHUS OMNPENEJIEHHOIO aAMUHUCTPATOPOM
yCIOBUS.

Vnpasnenue: FIA AFL.1

g dynxkuwmit yripasmenus u3 kimacca FMT MoryT paccmatpuBathesl Cllenyloniue AeicTBHS.

a) YripaBieHue OrpaHUYEHUSIMH JUTS HEYCIEILIHbIX MOMNbITOK ayTeHTU(hUKAMHA.

6) YnpapieHue neiCTBUSIMY, MPEATIPUHUMAEMbIMU NMPU HEYCTIELIHON ayTEHTU(DUKAIH.

Aymut: FIA AFL.1

Ecnu B I13/3b Brmoueno cemeitctBo FAU _GEN «['eHepauus naHHbIX ayauTa 6€30MaCHOCTH», TO
ciaenyeT NpeaycMOTPETh BO3MOXKHOCTD (B 3aBUCUMOCTU OT BbIOPaHHOTO YPOBHS) ayAuTa CIEeAYONX Aeii-
CTBUI/COOBITUH/TapaMeTPOB.

a) MuHUMAaTBHBIN: TOCTHKEHHE OrpaHUYEeHHsT HEYCTeILHbIX MOMbITOK ayTeHTU(DUKAIMA U MPEeANPUHS-
Thie AeCTBUS (Hampumep, 6J10KMpoOBaHUE TepMUHAJA), a TAKXKeE, MPU HEOOXONMMOCTH, MTOCIENYIOLLEE BOC-
CTaHOBJIEHUE HOPMATBHOI'O COCTOSTHUS (Harpumep, 1e0I0KM pOBAHHUE TEPMUHANA).

FIA_AFL.1 O6pa6oTKa 0TKa30B ayTeHTH(DUKAHH

Uepapxuyecxuit ais: HeT nmonumHeHHBIX KOMITOHEHTOB.

FIA_AFL.1.1 ®BO nomxHb 00HAPYKHBATH, KOTIA NPOU30AET [Ha3HAYEHNE: YuCca0] HeyCNeMHbIX Ho-
NBITOK ayTeHTH(HKALNH, OTHOCAIIMXCS K [HA3HAYEHNE: crucok coboimui aymenmuguxa-
uuul.

FIA_AFL.1.2 Ilpu focTHXKeHHH WA NPEBIIICHAN ONpPe/IeIeHHOTO YHUC/Ia HeYCTeNIHbIX NOMbITOK AYTeHTH-
dukamun ®BO g01KHbI BHINOJIHATH [HAZHAYEHHE: CHUCOK deticmeuii].

3asucumoctu: FIA_UAU.1 Bpibop MoMenTa ayTeHTHOUKAIMA

7.2 Onpenenenne atpudyros noip3osatens (FIA_ATD)

XapakTepucTuKa ceMeicTBa

Bce ynmoHOMOUYEHHbIE MOIb30BaTe M MOTYT, TOMUMO MIeHTH(hUKATOpa NTOJIb30BATE/I51, UMETh APYrHe
aTpuOyThI Oe30MMacHOCTH, ITpuMeHsieMbie Iipy ocyiecTaieHuy [1BO. Cemeiicteo FIA_ATD onpenenser Tpe6o-
BaHMS JUTS acCOLMALMyU aTpUOYTOB Ge30ITACHOCTH € ITOJb30BATEISIMH B COOTBETCTBUU C HEOOXOMUMOCTBIO
niogiepxku ITHO.
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P’dH)KleOB'dHM@ KOMITOHEHTOB

FIA_ATD OnpegeneHue atpubyToB 1
nonbL3oBarens

FIA_ATD.! «OnpeneneHue aTpuOyTOB IMOJIbH30BATEIIST» MTO3BOJISIET TOMAEPXKUBATH aTpUOYTHI 6e30MacHo-
CTY ITOJTb30BATEJIS AJIS1 KaXIO0TO ITOIB30BATeNsT MHIUBUAYATHHO.

VYnpagnenue FIA ATD. 1

g dyHkuuit ynpasnerus u3s kiacca FMT MoryT paccMaTpuBathesl claeayioiue AeiHCTBUS.

a) YIIOJTHOMOYEHHBIH aIMUHUCTPATOP MOXKET ObITh CITOCOOEH ONPENEsTh JONOJHUTENbHbIE ATPUOYTHI

6e30MmacHOCTH TSI ITOJTb30BaTeIIeH, eCITH 3TO YKa3aHO B OTiepaliiy Ha3HAuYeHHUS.

Aynut: FIA_ATD.1

Her vaeHTndunmpoBaHHBIX A€CTBUIT/COBBITHIT/TTApPaMETPOB, TSI KOTOPBIX CACAYET MPEeayCMOTPETh BO3-
MOXKHOCTH ayIuTa.

FIA_ATD.1 Onpenenenne aTpudyToB MOJb30BATES

Wepapxuueckuit 11s: HeT momunHeHHBIX KOMITOHEHTOB.

FIA_ATD.1.1 ®BO g0/uxHb NOIIEPKHBATH I KAKIOTO HOJb30BATEIA CACAYIONNIA CIHCOK aTPpHOYTOB

fe3onacHoCTH: [HA3HAYEHHE: CnucOK ampuGymoe Gezonacnocmu).

3aBUCUMOCTH: OTCYTCTBYIOT.

7.3 Cnenutugamnus cekperos (FIA_SOS)

XapakTepucTvKa ceMetcTRa

Cewmeiicteo FIA_SOS onpeznensieT TpeboBaHMS K MEXaHH3MaM, KOTOPBIE PEATH3YIOT ONpeIeIeHHYIO
METPUKY KayecTBa /ISl IPEOCTARISIEMbIX CEKPETOB U FEHEPUPYIOT CEKPETHI, YAOBIETBOPSIONIME ONPENEeH-
HOM METpHKe.

PanxupoBaHue KOMITOHEHTOB

FIA_SOS Cneuudukauma cekpeToB

FIA_SOS.1 «Bepuduxaius cekpeTor» conepXuT Tpebosanue, urobsl DBO Bepudunmposam, oTse-
YaloT JIM CeKPETHI ONpeesIeHHOM MeTpUKe KauecTna.

FIA_SOS.2 «T'enepartus cekperoB MBO» conepxut TpeboBanue, yto661 PHO GbLTH CITOCOGHHI FeHEPU-
pOBaTh CEKPEThl, OTBEYAIOIIIME ONpe/Ic/IeHHON METPUKE KauecTBa.

VYnpasnenue: FIA SOS.1

Hns ¢yHkumit yripapneHus us kiacca FMT MoXeT paccMaTpuBaThCs ClieIyoliee neifcTBHIE.

a) YrpasjieHre METPUKOM, UCITOJIb3Ye MO JUIS BepruHUKAIIUMHA CEKPETOB.

Vnpasnenue: FIA_SOS.2

s dyHKumi# yripaineHus u3 kiacca FMT MoXeT paccMaTpuBaThCs ClieAyoliee NeACTBIE.

a) YrnpaBieHue METPUKOM, UCTTIOIb3yeMOIl IIPU reHepalliy CEKPETOB.

Aynut: FIA_SOS.1, FIA_SOS.2

Ecnu B I13/3b BrtoueHo cemeiictio FAU GEN «I'eHepanus gaHHbIX ayauTa 6e30MMacHOCTH», TO
CAENYET MPeAyCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BHIOPAHHOTO YPOBHs1) aylauTa CIEAYIONINX Jeii-
CTBUI1/COOBITHI/TTAPAMETPOB.

a) MunumanbHbl: oTkiIoHeHue PBO no6oro nMpoBepeHHOro CeKpeTa.

6) basosriit: oTk10HEeHME Wiu rpuHsaTHe PBO ndoro NnpoBepe HHOTO CEKpeTa.

B) [leTain3upOBaHHbIN: uaeHTUdUKAILMS TI00bIX U3MEHEHUHN 3aJaHHbIX METPUK KauyecTBa.

FIA_SOS.1 Bepudukauus ceKpeToB

Nepapxuueckuit a1s: HeT monunHeHHBIX KOMTIOHEHTOB.

FIA_SOS.1.1 ®BO poKHbI NPEIOCTABATH MEXAHH3M 1A BEPH(PHUKALIMH TOIO, YTO CEKPEThl OTBEYAIOT

[HasHaueHue: onpedesennan mempura kawecmeal.
3aBUCUMOCTH: OTCYTCTBYIOT.
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FIA_SOS.2 I'enepanus cekperos @O
Hepapxuyeckuit is: Het mopunHeHHBIX KOMITOHEHTOB.
FIA_SO0S.2.1 ®BO a0/KkHBI NPEIOCTABATH MEXAHH3M T€HEPALMA CEKPETOB, OTBEYAOIIMUX [HAZHAYECHHE:
onpedeaennas Mempuxa Kawecmed).
FIA_SO0S.2.2 ®BO ao/kHbI ObITH CIIOCOGHBI HCTOIL30BATH TeHEPHPYEMble MMH CEKpeThbI JUist [Ha3nave-
mue: cnucox gynxyuii DHO].
3aBUCUMOCTH: OTCYTCTBYIOT.
7.4 Ayrearudukanusa noan3osarens (FIA_UAU)
XapakTepycTUKa ceMeicTra
CewmetictBo FIA UAU onpenensieT TUITBI MeXaHH3MOB ayTeHTH(DHUKANMY T10/1b30BATENIS1, IIPEJIOCTaRIIsIe -
Mmbie DBO. OHO TakXKe ornpeaessieT Te aTpubyThl, Ha KOTOPBIX He0GX0AUMO 6a3MpOBaTh MEXAHM3MBI ayTEHTH-
(pukanum noas3osares.
PaHxxupoBaHue KOMITOHEHTOB

]

3

FIA_UAU AyteHtudukaums nonssosatens |—

5

7

FIA_UAU.1 «Bri6op MoMeHTa ayTe HTU(UKALIMH» TTO3BOJISIET MOJIB30BATEN IO BBITTOJIHUTh HEKOTOPbIE
neficTBYSA J10 ayTeHTUMUKAIIUY TT0Ib30BaTES.

FIA_UAU.2 «AyreHTuduKanus 10 Jo0bIX AeHCTBUI MTOAb30BATE/IsI» COAEPXKUT TpeOOBaHUE, YTOOBI
IOJIb30BATEIH NTPOLLTY ayTeHTUdUKaIMIO rpexne, yeM PBO nact UM BO3MOXHOCTb MpeaITpUHUMATb KaK1e-
160 NeHCTBUS.

FIA_UAU.3 «AyreHTudhukanus, 3ainileHHas OT MOLIEI0K» COACPXKUT TpeGoBaHMe, YTOOb MEXaHU3M
ayreHTUdUKanuy 6611 crIocoOeH BBISIBUTH ayTeHTH(MDUKAIIMOHHbIEe JaHHbBIe, KOTOpbie ObuTH daibcuduunpo-
BaHbl WJIU CKOMTUPOBAHBI, U NPEAOTBPATITE UX MCITONAB30BAHNE.

FIA_UAU.4 «MexaHu3Mbl OJHOPA30BO ayTeHTU(DUKAIIMU» CONEPXKUT TpeBOBaAHUE HATMYYS MEXaHU3Ma
ayTeHTU(UKALIUK, KOTOPBIi OMepupyeT ayTe HTH(hUKAIIMOHHBIMY TAHHBIMHU OJHOPA30BOI0 UCIIOIB30BAHHUS.

FIA_UAU.5 «CoueraHue MeXaHM3MOB ayTeHTU(hUKAIUN» COACPKUT TpeOOBaHUE TPEIOCTABICHUS U
ITPUMEHEHHUS Pa3IUYHBIX MEXaHM3MOB ayTeHTU(DUKALIMY MOIb30BaTEIeH B 0COOBIX CIYYasIX.

FIA_UAU.6 «IToBropHas ayTeHTUMKAIMS» COACPKUT TpeGOBaHME BO3MOXHOCTH OrpelieieHHsT cOObI-
TUH, TP KOTOPBIX HEOOXOAMMAa MIOBTOPHAS ayTe HTU(MUKAIINS TTOJIB30BATENIS.

FIA UAU.7 «AyreHTU(dUKALINS C 3alMILICHHON 06paTHOM CBSI3bI0» CONEPKUT TpeGoBaHUE, UTOO BO
BpeMs1 ayTeHTH(MhUKAIIUY TOTB30BATEIIO MPENOCTABISIIACH CTPOTO OrpaHHuYeHHast HMopMarivs o Heil.

Vnpasnenue: FIA UAU.1

st byakuuit ynipasreHust U3 xiacca FMT MOryT paccMaTpuBaThes CEAYIOMNE NeHCTBHS.

a) YrpagrieHue ayTe HTUMDUKAIIMOHHBIMI JTaHHBIMY aAMHHUCTPATOPOM.

6) YrpaeneHue ayreHTH(OHKAIMOHHBIMY JAHHBIMU [10JIH30BaTEIEM, ACCOLUUPOBAHHBIM C 3TUMU JaH-

HBIMHU.
B) YripaBieHue CIIMCKOM AEHCTBUI, KOTOPBIE MOTYT GbITH MPEANPUHATHI IO TOTO, KakK IMOJIb30BaTe b
AyTeHTU(DULIUPOBAH.

Vnpasnenue: FIA UAU.2

Mg dyHkuumit ynpasienus us kiacca FMT MoryT paccMarpuBarbest CIeOyIONe e iCTBUSI.

a) YrpasneHue ayre HTGUKAIMOHHBIMI TAHHBIMY aIMUHUCTPATOPOM.
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6) YnpapieHue ayTeHTH(OHUKATMOHHBIMY TAHHBIMH ITOJTE30BATE/IEM, ACCOIMUPOBAHHBIM C 3TUMU JaH-
HbIMH.

Vnpasnenue: FIA UAU.3, FIA UAU 4, FIA UAU.7

[eiicTBuUS 1O yNpaBIeHUIO He MPeyCMOTPEHBI.

Vnpaenenue: FIA UAU.5

HOns bynkumit ynpaeinenus u3 Kiacca FMT MoryT paccMaTpuBaTbhesl CIEAYIOIAE HEHCTBUS.

a) YnparieHre MexaHHU3MaMU ayTeHTH(UKAITAH.

6) YrpariaeHue NpaBwIaMy ayTeHTH(hUKAITIH.

Vnpasnenue: FIA UAU.6

ng ¢dyaknwmit ynpaenenus n3 Kiiacca FMT MoXeT paccMaTpuBaThCs CIEAyOIee NEACTBUE.

a) YrpaBieHHe 3apocoM Ha IMOBTOPHYIO ayTe HTU(DHUKAIIHIO, €C/IH 151 YIIOTHOMOYEHHOTO alM FHUCTpa-

TOpa MPeyCMOTPEHA BO3MOXHOCTh TAKOTO 3aITpoca.

Aynut: FIA_UAU.1

Ecau B I113/3b BrimoueHo cemeiictBo FAU GEN «I'eHepalius NaHHBIX ayjauTa 6e30MacHOCTH», TO
cIeyeT MpeayCMOTPETh BO3MOXHOCTD (B 3aBUCMMOCTH OT BEIGpAHHOTO YPOBHS) ay/IUTa CIAEAYIOLINX JIeh-
CTBUIT/COOBITHIT/TTApAMETPOB.

a) MuHMMaTBbHEIN: HeyCIelHOe MCIOb30BaHHE MEXaHU3Ma ayTe HTU(DHUKAITHAHN.

6) bazoBrlii: Bce clyyan MCITONb30BAHMS MEXaHM3Ma ayTe HTU(DUKaLIKMH.

B) JleTaM3nupoBaHHbBIA: Bce neiicTBUs npy nocpenHunyectse BO 10 ayreHTHdUKAIIYT TONb30BATENS.

Aymut: FIA_UAU.2

Ecnu B I13/3bB Brmoueno cemeiictBo FAU_GEN «I'eHepalist JaHHBIX aynuta 6€301MacHOCTH», TO
CJIEAlyeT MPeLyCMOTPETh BO3MOXHOCTD (B 3aBUCUMOCTH OT BRIOPAaHHOTO YPOBHS) ayUTa CJIEHyOLLNX Neil-
CTBUI1/COOBITHIT/TapaMETPOB.

a) MuHUMasbHBIN: HEYCIIEIIHOE UCITIONb30BAaHUE MEXaHU3Ma ayTeHTU(DUKALW K.

6) basoBrlit: Bce cyyan UCMONb30BAHKS MEXaHM3Ma ayTeHTU(DUKALIMH.

Aynur: FIA_ UAU.3

Ecnu B T13/3b BrmoueHo cemeiicTBo FAU _GEN «I'eHepauus AaHHbIX aynuTa 6€30MacHOCTU», TO
CAENYET MPeAyCMOTPETh BO3MOKHOCTD (B 3aBUCMMOCTH OT BbIODAHHOIO YPOBHS) ayAMTA CACAYIOIIHX AEH-
CTBUII/COOBITII/TTAPAMETPOB.

a) MUHHUMaIBHEIN: oBHapyXeHHe GaTbcuPUITMPOBAHHbIX ayTeHTU(UKATMOHHBIX JAHHbIX.

0) basosblii: Bce Ge30Tiarate/bHO NpeITpUHAMaeMble MEpPbl M PE3YJTBTAaThl MPOBePOK Ha danbcuduim-
POBaHHbIE JAHHBIC.

Aynnt: FIA UAU 4

Ecnu B I13/3b BrmoueHo cemeiictBo FAU GEN «['eHepanusi JaHHBIX ayquTa 6€30MaCHOCTU», TO
CJIeAyeT MpeaAyCMOTPEeTh BO3MOXKHOCTD (B 3aBHCUMOCTH OT BbIOPaHHOTO YPOBHS) ay/UTa C/IEAYIOLUHX Iei-
CTBUII/COOBITII/TTAPAMETPOB.

a) MUHHUMaJTbHBIN: MOIMBITKH TOBTOPHOTO UCITOJNB30BAHUS ayTeHTU(DUKAIIMOHHBIX JIAHHBIX.

Aynut: FIA_UAU.5

Ecan B I13/3b Brmoueno cemeitictso FAU _GEN «['eHepanus naHHBIX ayiauTa 6e30MacHOCTU», TO
caenyeT MpeaycMOTPETh BO3MOXKHOCTD (B 3aBUCHMOCTH OT BbIODAHHOTO YPOBHS) ay/lUTa CIECAYIOLLNX AEH-
CTBUIT/COOBITUIT/TApPAMETPOB.

a) MUHUMAaTbHBIN: UTOTOBOE pellieHHEe ayTe HTU(DUKALIUY.

6) bazoBblit: pe3yabTaT ACHCTBUS KaKI0T0 aKTUBU3UPOBAHHOTO MEXaHM3Ma BMECTE C UTOTOBbIM pellie-
HUEM.

Aynut: FIA UAU.6

Ecan B I13/3b Brmoueno cemeiictso FAU GEN «['eHepanusi aaHHBIX ayiauTa 6e30MacHOCTH», TO
cjaenyeT MpeaycMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BbIODAHHOTO YPOBHS) ay/lUTa CIEAYIOLUNUX NEH-
CTBUIT/COOBITUIT/TAPAMETPOB.

a) MUHUMAaTBHBIN: HeyCITeIHasl TOBTOpHAs ayTeHTAMDUKALIMS.

6) ba3oBblif: Bce MOMBITKY MOBTOPHON ayTeHTU(MUKALNM.

Aynut: FIA_UAU.7

Het npoentudrnmpoBaHHbIX AeHCTBUH/COOBITHI/TTapaMeTPOB, JUTST KOTOPbIX CJECAYET MPELYCMOTPETh BO3-
MOXKHOCTb ayIuTa.
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FIA_UAU.1 Bui6op momenTa ayreaTuduKamum

Hepapxuueckuit urs: Her noqumHEHHBIX KOMITOHEHTOB.

FIA UAU.1.1 ®BO a01XHbI J0MYCKATH BLIIOJIHEHHE [HA3HAYCHME: CHUCOK Oelicmeuil, 6bINOAHAEMbIX
npu nocpednuvecrnee OB50] oT IMeAN NOJIL30BATENS NPEXKe, 9eM NM0JIb30BaTE/b AyTeH-
THOUIMPOBAH.

FIA_UAU.1.2 ®BO nosxubl TpeOOBATH, YTO0bI KAK/ADII M0J630BaTE/b ObLIT YCNENIHO ayTeHTHhHIHpO-
BaH /10 pa3penienns Jo6oro APyroro AeiCTBus, BbIMOIHsIeMOro npu nocpesunyectse DO
OT HIMEHH JTOT0 NOJIb30BATE.

3asucumoctu: FIA_UID.1 Bsi6op MoMenTA HACHTH(PUKATAN

FIA_UAU.2 Ayrentaduranys 10 00X AeiiCTBHII OMb30BATENS

Hepapxuueckuit juia: FIA_ UAU.1

FIA_UAU.2.1 ®BO nomxubl TpeGOBaTh, YTOOBI KaXKIblif HOIH30BATENb OBLT YCIELIHO ayTe HTUDUITH-
POBaH 0 pa3pelleHus JI000ro AeHCTBHs, BHITOIHIeMOro Ipu nocpenHudyectse PO or
WMEHH 3TOTO ITOTh30BATESI.

3apucumoctu: FIA_UID.1 Bribop MomeHTa nieHTUDUKamu

FIA_UAU.3 Ayrenruduxanms, 3amiiennas ot noJyieJioK

Hepapxuueckuit jurs: Her noguMHeHHBIX KOMITOHEHTOB.

FIA_UAU.3.1 ®BO noixnsi [BbiDOpP: 06Hapyxcueams, npedomepawams] npuMeHeHHe JIOObIM NO/Ib30-
BateneM O®BO ayreaTndnnmpoBaHHbIX TAHABIX, KOTOPbIe ObLIM NMOANENAHBI.

FIA _UAU.3.2 ®BO noyuknsi [BeI0Op: 06Hapyscueams, npedomepawams]| npuMeHeHHe JI00bIM NO/Ib30-
BarejeM @BO ayrenTndumupoBaHHBIX JAHALIX, KOTOPbie ObLLTH CKOMUPOBAHBI Y KAKOTO-
Jmbo apyroro nosb3osarens ©BO.

3aBUCHMOCTH: OTCYTCTBYIOT.

FIA_UAU.4 Mexann3mbl 0JHOPA30BO# ayTeHTH(UKAIMN

Wepapxuyeckuit juisi: Her moqyuHeHHBIX KOMITOHEHTOB.

FIA_UAU.4.1 ®BO nomKabi NpeAOTBPAMATH NOBTOPHOE NPUMEHEHNE ayTeHTHhHKANMOHHBIX JAHHBIX,
CBA3AHHBIX € [Ha3HAYEHHE: UOCHMUDUUUPOSAHNBIL MEXAHUIM (MeXaHU3MbL) aymenmu-
durayuu).

3aBUCUMOCTHU: OTCYTCTBYIOT.

FIA_UAU.5 Couyeranue MeXaHH3MOB AYTeHTH(UKAINH

Uepapxuyeckuit ains: HeT nonyMHEeHHbIX KOMITOHEHTOB.

FIA_UAU.5.1 ®BO no/KHb IPEAOCTABIATH [HA3HAYECHHE: CHUCOK COMEINACMBIX MEXAHUIMOE aymen-
mudgurayuu] 118 NOJNEPKKH ayTeHTH(HHKAIMH NM0Ib30BATENS.

FIA_UAU.5.2 ®BO noaxasl ayTeHTAGAIAPOBATD 000 NpeACTABJICHAbIH WICHTA(GHKATOP NOJIb30-
BaTeNsl COrJIAcCHO [HA3HAYEHME: npasuld, Onuchiéalouiiie, Kax co4emanue MexaHuimos
aymenmudpurxayuu obecnewusaem aymenmuguxauuio).

3aBUCUMOCTH: OTCYTCTBYIOT.

FIA_UAU.6 Ilosropnas ayreHTudHKaIMs

Uepapxuyeckuii ans1: HeT nonyuHeHHBIX KOMITOHEHTOB.

FIA_UAU.6.1 ®BO g0/1KHbI NOBTOPHO AyTEHTH(OUIMPOBATh MOJIb30BATENS NPH [HAZHAUYEHHE: CHUCOK
ycaosuil, npu Komopsix mpebyemca noemopnasn aymenmudurauus).

3aBUCUMOCTH: OTCYTCTBYIOT.

FIA_UAU.7 Ayrentuduganus ¢ 3ai{a0ieHHO 00paTHO#i CBA3bIO

Wepapxuyeckuii juist: HeT mOAYMHEHHBIX KOMITOHEHTOB.

FIA_UAU.7.1 ®BO n0/KabI NPeIOCTABIATH NOJIb30BATENIO TONLKO [HAZHAYEHHE: CRUCOK Qonycmumor
unhopmanuu obpammoii cés3u] Bo BpeMs BbINOJIHEHHS AYTEHTH(PHKAINH.

3asucumoctu: FIA_UAU.1 Bpibop MoMeHTa ayTeHTHGUKANHH

7.5 Nnenmndmkamus nons3obarens (FIA_UID)

XapaKTepucTHUKa ceMeiCcTBa

Cewmeiicteo FIA UID onpenenseT ycioBusl, IpU KOTOPbIX OT MOJIB30BATENEN JTOIKHA TPEOOBATHCS

coOCcTBeHHAs UACHTUdUKAINS 10 BBITOAHEHUs NpU nocpeaHudectbe B0 Kakux-mmbo Apyrux aeifcTBHi,
TpeGYIOIUX UASHTU(DHUKALINY TTOJIb30BaTEIs.
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P‘dH)Kl/lpOBaHHC KOMITOHCHTOB

FIA_UID UneHTudbUKaLMa nonb3oBarensi

FIA_UID.1 «Bpibop MoMeHTa HIeHTU(MUKAITAN» ITO3BOJISICT M0J130BATENIO BHITOTHUTD HEKOTOPLIC eii-
CTBHS Mepen cBoelt uieHTHdMKanyei ¢ ucross3opanueM OBO.
FIA_UID.2 «Muentrdrkarms 1o J1oObIX AHCTBUN MOTB30BATENIS» CONCPIKUT TpeGoBaHue, YTOObI M0Ib30-
BaTeny uaeHTudunmponanu ceds rnpexnae, yem GBO nmo3BosgeT UM MpeATPUHUMATE Kakue-Tubo AeiicTBUA.
Vnpagnenue: FIA_UID.1
s bynkuumit ynipapnenus u3 kiacca FMT MoryT paccMaTpuBaTthesl CIeayroiye neficTBys.
a) YrparyieHre UAEHTH(PUKATOPAMH ITOTH30BATEICH.
6) YnpapneHue CITUCKOM JIeHCTBUM, €CIU YITOTHOMOYEHHBIN aqMITHUCTPaTOp MOXET MU3MEHSTh NeHCT-
BUS, paspelieHHbIe 10 UICHTU(hNKALINY.
Vnpaernenue: FIA UID.2
s dyHakumit ynpasiaenus us kiacca FMT moxer paccMarpuBaThes crenyloiee aeicTBue.
a) YrpapneHue WACHTU(hUKATOpAMU MOTb30BaTEIeH .
Aynut: FIA_UID.1, FIA_UID.2
Ecnu B I13/3b Britoueno cemeitctBo FAU_GEN «I'eHepanus naHHbIX aynuta 6€30IIaCHOCTH», TO
cJAenyeT MPelyCMOTPETh BO3MOXKHOCTD (B 3aBUCHMOCTH OT BBIGPAHHOrO YPOBHS) ay/lIUTa CJAEAYIOLIMX Nei-
CTBUIT/COOBITHIT/TAPAMETPOB.
a) MUHUMAIBHBIN: HeyCIeIIHOE MCITOIb30BAHNE MEXaHU3Ma MISHTU(MOUKAIIMY TTOJIb30BATENsl, BKIIO-
yasl MpeICTaBICHHBIN HACHTH(MUKATOP ITOJIB30BATEIS.
6) bazoBriii: Bce ciyyan HCIOAB30BAHUST MEXaHM3MA WACHTH(OUKAIIMY ITOIb30BaTeNIsl, BKITIOUas Mpea-
CTaBJICHHBIM NIeHTUHUKATOP MTOIH30BATES.
FIA_UID.1 Boioop MoMeHTa naenTHHHKATHN
Nepapxuveckuit 1 Her nonuMHEHHBIX KOMIIOHEHTOB.
FIA_UID.1.1 ®BO noxxubl 1oNycKaTh [HA3HAYEHHUE: nepetens delicmeuti, 6bImoaHAEMbIX NPU Nocpeo-
nuvecmee OB O] oT UMEHN NONb30BATE A NpekKAe, 4eM OH HACHTA(GNIAPOBAH.
FIA_UID.1.2 ®BO goaxubi Tpe6OBATH, YTOObI KAK/bII M0JIb30BaTEb ObUT YCIENMAO HWAeHTHOHIHPO-
BaH JI0 pa3peienns Jodoro APyroro AeiCTBHsA, Bomoansemoro npu nocpennnyectse P50
OT HMEHH ITOT0 MOJIb30BATENS.
3aBUCUMOCTHU: OTCYTCTBYIOT.
FIA_UID.2 Unentndukamus 10 Jo0bIX AHCTBYI HOIb30BATE A
Hepapxuueckuii mig: FIA_UID.1
FIA_UID.2.1 ®BO nomxHsel TpeGoOBaTh, YTOOHI KaXKIbIH ITOJIb30BaTe) b OBLT YCHEIIHO HUAeHTHPUIIMPO-
BaH 710 pa3pelieHus Jo00ro AeiicTBus, BhITONHsSIeMoro npu mocpenauyectse GBO ot
MMEHHM 3TOTO ITOJT30BAaTETS.
3aBUCUMOCTH: OTCYTCTBYIOT.
7.6 CeazpiBanue nomniosareab—cyonekt (FIA USB)
XapakTepuUCTHUKa CEMENCTRA
s pabotbl ¢ OO ayreHTHMOUITMPOBAaHHBIH ITOJTb30BATETh OOBIYHO aKTUBU3HUPYET KaKOi-THO0 CyOheKT.
ATpUGYTHI 6€30MACHOCTH 3TOTO MOJH30BATES ACCOIMUPYIOTCS (TIOJTHOCTBIO MUJTH YaCTHYHO) C 3THM CyOheK-
TtoM. CemeiictBo FIA_USB onpenenseT TpeGoBaHus MO CO3MaHUIO ¥ COMPOBOXKIEHMIO aCCONUAIIUN aTpUOyTOB
6e30MacHOCTH ITOJIL30BATENS C CYOBEKTOM, NEACTBYIOIINM OT UMEHH ITOJTE30BATEIS.
PaHxupoBaHue KOMITOHEHTOB

FIA_USB CasisbiBaHue nonb3oBaTerb-CyobekT

FIA_USB.!1 «CBs3bIBaHuE MOIb30BATEIb—CYOBEKT» COAEPXKUT TPEOOBAHUE COMMPOBOXKIAECHUS accoliia-
MY MeXTy aTpuOyTaMuy 6e30MacHOCTH TOJIb30BaATENsT U CYOBEKTOM, ACHCTBYIONIMM OT MMEHM TOJb30BATE NS,

Vnpasnenue: FIA USB.1

st dyHKImi yripapneHys u3 kiiacca FMT moxXeT paccMaTpuBaThCs clieayiolliee neiCTBIE.

a) TTepeonpeneneHue yIoTHOMOUSHHBIM aAMIHHUCTPATOPOM 3aIaHHBIX IO YMOIYAHUIO aTpubyTOB 6€30-
MacHOCTH CyOBeKTa.

Aynut: FIA_USB.1

Ecnu B I13/3b BrmoueHo cemeitcto FAU GEN «I'eHepalius maHHBIX ayauTa 6e30MaCHOCTH», TO
CJEAYEeT MPEeLyCMOTPETh BO3MOXKHOCTD (B 3aBUCHMOCTH OT BBIODAHHOIO YPOBHSA) ayauTa CIEAYIOINX OeH-
CTBUIT/COOBITHIT/TApaMETPOR.
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a) MUHUMAaJIBHBIH: HEeyCIIellIHOe CBSA3bIBaHUE aTpUOyTOB Ge30MacHOCTH IMOIb30BaTeNsl C CYyOBLEKTOM
(HanpuMep, Npu CO3TAHUU CYOBEKTa).

6) ba3oBbIil: ycrienHoe Win HeyCIiellIHOE CBS3bIBaHUE aTPUOYTOB GE30ITaCHOCTHU ITOJIB30BATEIS € CYOBEKTOM
(Harpumep, YCIeIHOe WA HeYCIelHOe co3/laHNe cyOheKTa).

FIA_USB.1 Cps3biBanne noib30BaTeab—Cy0beKT

Hepapxuueckuit uis1: Her nopyuHeHHbIX KOMITOHEHTOB.

FIA_USB.1.1 ®BO 10/uKHbI ACCONMHPOBATH COOTBETCTBYIOIINE ATPHOYTHI 0€30MACHOCTH NO/Ib30BATENS

¢ cy0'beKTamMu, AelCTBYIOMIMMH OT HMEHH 3TOTrO NMOJb30BaTEN.
3asucumoctu: FIA_ATD.1 Onpenesienne aTpudyToB NOAb30BATE A

8 Kitace FMT. Vnpasienue 6e30nacHOCTbIO

Kimacc FMT npenHasHaueH 471 crieiuduKauy yrpasieHus HeKoTopbimu acriektamu DBO: atpubyra-
MU 0€30MMaCHOCTH, IJAaHHBIMHU U OTAEIBHBIMU DYHKIMSIMU. MOTYT OBbITh YCTAHOBJIEHBI pasIuyHbIe POJIH YIipaB-
JICHMSI, a TaKXKE onpeeeHO UX B3aMMOIeHCTBHE, HAITpUMep paciipenesieHne 06s13aHHOCTEN.
Kuacc mo3poJisieT pelarth caeayioilye 3aiadm:
a) YrpaBneHnue naHHbIMY DBO, KoTophie BKITIOYAIOT B ce0s1, HAITpUMeEp, MpeayIpexaaine coodiie-
HUSL.
6) YnpasneHue aTpudyraMy 6€30MacCHOCTH, KOTOPbIe BKITIOUAIOT B ceOs1, HarpuMep, CITHCKHY yIipaByie-
HUSI IOCTYTIOM U [TEPEUHM BO3MOXHOCTEHA.
B) YnpasneHnue pyHkuusamu u3 ynciaa GbO, koropoe BKIoUaeT B cebs1, HarIpumep, BbIOOp QYHKIINIA,
a TaxeKe MpaByil WITH YCITOBUM, BIUSIOMMX HAa pexKuM BrirmoHeHus DBO.
r) Omnpenesnenue posieit 6e30macHOCTH.
Hexommnosunnsg kracca FMT Ha cocTaBisiolye ero KOMIOHEHTH! MpUBeaeHa Ha pucyHke 8.1.

YnpaerneHue 6230nacHOCTbIO

FMT_MOF YnpaeneHue oTAenbHBIMUA 1
| pyHKUMAMM GBO
— 1
- FMT_MSA YnpaeneHue atpubyramu 2
6e3onacHocTn
— 3
— 1
— FMT_MTD YnpasneHue aaHHbiMu $60 2
— 3
— FMT_REV OtmeHa — 1
- FMT_SAE Cpok aeiictBus atpubyrta 1
6esonacHocTH
1 2 |
L FMT_SMR Ponu ynpaeneHus 6e30nacHoCcTbIo
3

Pucynok 8.1 — JlekoMno3uuus Kiacca «YnpasieHue 6e30MacHOCTLIO»
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8.1 Ynpasaenue oraeasnbivu pyaxkmuama PO (FMT_MOF)
XapaKTepUCTHKA CeMeiiCTBa
CemeiictBo FMT_MOF no3BosisieT yroaHOMOYEHHBIM M0/1b30BATENISIM YIPaBSITh GYHKITMSIMU U3 YUC-

sna PBO. K HUM oTHOCATCS, HanmpuMep, PYHKLIMY ayIUTA U ayTeHTAPHUKALIN.

PaH)Kl/lpOBaH HE€ KOMITOHCHTOB

FMT_MOF YnpasneHue otgenbHbIMU
dyHkuuammu P60

FMT_MOF.1 «Ymparnenue peXXruMOM BbIMOJHEHUS PYHKLUI 6€30MacHOCTH» MO3BOJSIET YIIOJHOMO-

YEHHbIM MOJb30BATEISIM (POJISIM) YIIPABIISITH PEXKMMOM BbiNoNHeHust dbyHKIMit u3 yucaa PbO, ncronssyio-
LIMX NpaBUIa WIK MpeIyCMaTPUBAIOIIHX OTNpeae/eHHbIE YCI0BHS, KOTOPBIMH MOXHO YIpaBJIsITh.

VYnpasnenue: FMT_MOF.1
Hna dbyHkuumii ynpaenerus u3 kracca FMT MoxeT paccMaTpuBaThes ciiefytolllee aeicTeue.

a) YrnpasieHue rpyrmnoi poJieil, KOTopble MOTYT B3auMoneicTBoBaTh ¢ pyHkunsaMu u3 yncna PbO.
Aynut: FMT_MOF.1

Ecau B I13/3b BrmoueHo cemeiictBo FAU_GEN «I'eHepanusa paHHBIX ayauTa 0e30I0aCHOCTH», TO

cjenyeT NnpeaycMOTPeTh BO3MOXHOCTD (B 3aBUCMMOCTH OT BLIOPAHHOTO YPOBHS) ayAuTa CAEHYIOIUX e~
CTBUI/COOBITHII/NapaMeTPOB.

a) bazoBblit: Bce MonmduKkanum pexyviMa BbinoaHeHus GyHKiwmit u3 yucia GBO.

FMT_MOF.1 Ynpasienue pexxumMoM BbinoJHeHHs GyHKIHI Oe30macHoCTH

Hepapxuyeckuit ura: HeT mogunHeHHbIX KOMIIOHEHTOB.

FMT_MOF.1.1 ®BO noaxkabl OrpaHHYHTh BO3MOKHOCTD [BBIOOD: onpedeaenue pexcuma ebinosHenus,
omrarouenue, nooxKaiouenue, MOOUPUKAUUA PeHcuMAa 6binoaHeHuA| ONpeNeJeHHbIX
dbynrumii [Aaznavenue: cnucox ynxuuii] ToMbKO [HAZHAYEHME: YHOIHOMOUEHNbIE UOCH-
muguuyuposannsie poau).

3asucumoctu: FMT_SMR.1 Posm 6e3onachoctu

8.2 Vupasnenne arpudyravu 6e3onacioctn (FMT_MSA)

XapakTepucTUKa ceMeicTBa

Cewmeiicteo FMT_MSA norryckaeT yroJTHOMOYEHHBIX MTOJIB30BaTeleit K YIpaBIeHUIO aTpubyramu 6e30-

racHocTy. Takoe yrpapieHue MOXET BKTIOUATh B ce6sT BOBMOXHOCTH ITPOCMOTpa U MOIM(MHUKAIIMK aTpUOYTOB
0e30MMacHOCTH.

P‘dH)Kl/lpOB’dHM@ KOMITOHCHTOB

1
FMT_MSA YnpaBneHue arpubyramu |— 2
BesonacHocTU |_
3

FMT_MSA.1 «YnpaBieHue arpubyramMu 6e30macHOCTH» ITO3BOJISIET YITOJHOMOUE HHBIM MOJIB30BaTENSIM

(possim) yripapsiTh Orpeac]eHHbIMU aTpuOyTaMu 6e30ITaCHOCTH.

FMT_MSA.2 «besonacHble 3HaueHUsT aTpUOYTOB 6€30ITaCHOCTH» 00ECMEYUBAET, YTOObI 3HAYEHUS, NTPU-

CBOEHHBIE aTpUOYyTaM 6€30MaCHOCTH, ObLITN TOMYCTUMBI HO 6E30MACHOCTH.

FMT_MSA.3 «MHMLIManu3almsi craTHIecKux aTpubyToB» 00ecreurBaeT, YTOObl 3HAYEHUS aTpUOYTOB

6€30MacHOCTH MO YMOJIYAHUIO SIBJISUTUCH O CBOEi CyTH JIMGO paspemamoliiMy, JIHG0 OrpaHUIUTETEHBIMU.
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Ynpaenenue: FMT_MSA.1

g pyHkuuit ynpaeneHus U3 kiracca FMT MoxeT paccMaTpuBaThes clieyiolliee ae ACTBHE.

a) YrnpagjieHue Ipyrnoi posei, KoTopble MOTYT OITEPUPOBATH aTpUOYTaMH 0€30MACHOCTH.

VYnpaenenue: FMT _MSA.2

JeicTBYSA Mo yNpaBieHUIO HE MPEeNyCMOTPEHBI.

VYnpaenenue: FMT _MSA.3

JUia dyHkuMii ynpasneHus u3 xiaacca FMT MoryT paccMaTpuBathCsl clieyloliye 1eiHCTBUS.

a) YnpapieHue rpynnoii posieir, KOTopbie MOTYT OIPeNEssiTh HauyajbHble 3HAYCHHS.

6) YnpapieHHe YCTAHOBKON pa3permaloniyX WX OrpaHUYHUTETLHBIX 3HAUYEHU I N0 YMOTYaHU IO /1S JaH-
Hoit [TDb ynpapieHUs1 1OCTYITOM.



I'OCT P HCO/M3K 15408-2—2002

Aynut: FMT_MSA.1

Ecmu B T13/3b BximioueHo ceMeiicTBo FAU _GEN «I'eHepanus naHHbBIX ayauTa Ge30MacHOCTH», TO
CJIeNyeT NMPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCMMOCTH OT BbIGPAHHOTO YPOBHST) ayAWTa CIIEAYIOLLNX Aei-
CTBUiT/COOBITHI/TTAPaAMETPOB.
a) bazossiit: Bce MoauduKalyy 3HaUeHUH aTpubyTOB 6€30MacHOCTH.
Aynmut: FMT_MSA.2
Ecau B T13/3b BxittoueHo cemeiictBo FAU_GEN «I'eHepanus naHHbIX ayauTa 6e30MacHOCTH», TO
CJIeAyeT MPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCUMOCTH OT BbIGPAHHOTIO YPOBHS) ayauTa CIEAYIONINX ACH-
CTBUI1/COOBITU/TTAPAMETDPOB.

a) MuHUMATBHBIN: BCe MpeyiaraeMble U OTKIIOHEHHbIE 3HAYeHUs aTpUOYTOB 0€30MaCHOCTH.

6) Jetanu3ypoBaHHbIN: Bee MpesaraeMbie U pUHTHIC 6e30MacHble 3HaYeHHs aTpubyToB Ge3onacHocC-

TH.

Aymut: FMT_MSA.3

Ecau B T13/3B BkuoueHo ceMmeiictBo FAU GEN «T'eHepaliug JaHHBIX ayauTa 6e30MMacHOCTHY, TO
CJIENYEeT MPeIyCMOTPETH BO3SMOXKHOCTD (B 3aBUCUMOCTH OT BbIGPAHHOTO YPOBHS) ayluTa CIEAYIOIMX ACH-
CTBUI1/COOBITU I/ TTAPAMETPOB.

a) basoBblil: MoauduUKaIMY HACTPORKU ITO YMOTUAHHIO Pa3perlaroiliiX K OrpaHUUUTETbHLIX MPaBHUII.

6) bazoBslit: Bce MonuduKanmy HauaabHbIX 3HAUCHUI aTpUGYTOB 6E30MaCHOCTH.

FMT_MSA.1 YupasieHnue aTpudyramMu 6€30nacHoCTH

Nepapxuyeckuit 11s: Her momyuHe HHBIX KOMITOHEHTOB.

FMT_MSA.1.1 ®BO posKabI oCymecTBIATh [Ha3nauenne: I1Db ynpasaenus docmynom, IIDK ynpas-
AEHUA UHPOPMAUUOHHBIMU ROMOKAMU] , 9TOOBI OTPAHNYNTH BO3MOKHOCTH [BBIOOD: u3-
MeHenue 3Ha4enull no ymoauanuio, 3anpoc, mooudurauus, yoatenue], [nasnavenue:
dpyzue onepayuu] aTpUOYTOB HE30NACHOCTH [HA3HAYEHHE: CNUCOK ampubymoe bezonac-
Hocmu] TOJIBKO [Ha3HAYEHME: YHOIHOMOUEHNbIE udenmuduuuposannusie poau).

3asucumocty: [FDP_ACC.1 OrpannyeHHoe ynpasjieHHe J0CTYIIOM WIH

FDP_IFC.1 Orpaanyennoe ynpasjienne nHGOpPMATNOHABIMA OTOKAMHA]
FMT_SMR.1 Pomu 6e30nacHOCTH

FMT_MSA.2 Be3onacnpie 3Ha9€HHs ATPUOYTOB 6€30MACHOCTH

Wepapxnueckuii ist: HeT momyuMHeHHBIX KOMTIOHEHTOB.

FMT_MSA.2.1 ®BO n0/zKHbI 06ecieYuTh NPUCBOEHHE ATPHOYTAM De30MACHOCTH TONBLKO De30MmacHbIX
3HAYCHUH.

3asucumoctu: ADV_SPM.1 Hedopmanbaas Moaesib noJMTHKH 6e3onachoctn OO

[FDP_ACC.1 OrpaanuenHoe ynpapJjieHne A0CTYNOM WIH

FDP_IFC.1 Orpanuyennoe ynpasjienne HH(GOPMAIHOHHBIMU NOTOKAMH |
FMT_MSA.1 Ynpasienne aTpudyTaMi 0e30NacHOCTH

FMT_SMR.1 Posn 6e3onacHocTH

FMT_MSA.3 nnnuanu3anus CTATHYECKHX aTPUOYTOB

Hepapxuueckuit 11s1: HeT non4MHEHHBIX KOMITIOHEHTOB.

FMT_MSA.3.1 ®BO aomxkubl ocymecTsaath [Hasnauenue: IIDK ynpasaenus docmynom, IIDE ynpae-
Aenus ungopmayuonnsimu nomoxamu), 4Toopl odecmeunts [BHIOODP: ozpanuyumens-
Hble, paspewaiowue, ¢ opy2umu céolicrmeamu) 3Ha4eHAs IO YMOTIAHHAIO 1S ATPUOYTOB
0e3onmacHOCTH, KOTOpble HCMOJIB3YIOTCA 1A ocymecTsienns [IDb.

FMT_MSA.3.2 ®BO 101KHbI NPEAOCTABHTb BO3MOKHOCTD [HA3HAYECHHE: YNOAHOMOUEHHbIE UOCHMUDU-
uyuposanmvie posu) onpenenaTh aANbTePHATHBHbIE HAYAJILHBIE 3HAYECHHS /I OTMEHbI
3HAYEHHI 10 YMOJTYAHHIO NIPU CO3AAHUH 00bEKTA WM mA(opMammm.

3asucumoct: FMT_MSA.1 Ynpasaenue aTpubyramu 6e3onacHocTi

FMT_SMR.1 Poin 6e3onacHocTH

8.3 Ynpasaenne aannpivu @50 (FMT_MTD)

XapakTepucTuka ceMeiicTpa

Cemeiicteo FMT_MTD nonyckaeT ynoJHOMOUEHHBIX MOJIb30BaTe el (POJIH) K YIIPABICHUIO JaHHBIMH

DBO. [Mpumepsn nanubix PBO: nHDOpMaLKMA ayanTa, TeKyllee 3HaYeHUe BpeMEHH, KOH(MUTYpaIlns CUCTE -
MBI, Jipyrue napamerpbl KoHdurypaunu OBO.
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PanxupoBaHue KOMITOHEHTOB

|— 1
FMT_MTD YnpagneHue aaHHbimu 60 |_ 2

FMT_MTD.I «Vnpaenenue nanupiMu @BO» Mo3BOJISIET YITOTHOMOYEHHBIM MOJIb30BATENSIM YIIPABJIAThH

nanHbpiMu PBO.

FMT_MTD.2 «YnpaeneHnue orpaHndeHusIMHU JaHHbIX DBO» onpenesiger ASHCTBUS, IPEATIPUHUMAEMbIE

MPH JIOCTHKEHUM WM MPEBbILICHUM orpaHuyeHmit nanHbix PBO.

FMT_MTD.3 «besonacHble ganubie @PbO» obecreunBaer, YTOObl 3HAYEHHUS, TPUCBOEHHbIE TaHHBIM

®BO, 66u1K 1OMYCTUMBI MO GE30MACHOCTH.

VYnpasneuuwe: FMT_MTD. 1

Hst dyHkumit ynpabneHus: u3 ximacca FMT MoxeT paccMaTpuBaThCsl ClIEyIoNee IEHCTBUE.

a) YrpapieHue IpyInoil poJieit, KOTOpbie MOTYT OIepupoBaTh aHHbIMU DBO.

Ynpaenenue: FMT _MTD.2

g pyHkuuii ynpaeneHus u3 kiracca FMT MoXeT paccMaTpuBaThCsl CIIEAYIONIEE JiE ACTBHE.

a) YnpapieHue rpynmnoii poJieit, KOTopble MOTYT OITEPUPOBATh OrpaH MueHusIMH NaHHBIX DBO.

VYnpasnenuve: FMT_MTD.3

JeiicTBuUSA MO yNpaBAeHUIO HE MPETyCMOTPEHBHI.

Aynut: FMT _MTD.1

Ecau B I13/3b BkitoueHo cemeiictio FAU _GEN «I'eHepanus naHHBIX ayiauTa 6e30MaCHOCTU», TO

CAeNyeT MpeayCMOTPETh BO3MOXKXHOCTD (B 3aBUCIMOCTH OT BEIGpAHHOTO YPOBHS) ay/UTa CIEAYIOLUNUX NeH-
CTBUIT/COOBITUIT/ TApAMETPOB.

a) bazoBelit: Bce Mmonudrkanny 3HayeHuit 1aHHBIX PBO.

Aynut: FMT_MTD.2

Ecnu B I13/36 BrittoueHo cemetictBo FAU_GEN «I'eHepaliysi naHHBIX ayiuTa 6€30MacHOCTH», TO

CJIEIYEeT MPeiyCMOTPEeTh BO3MOXHOCTD (B 3aBCHMMOCTH OT BBIGPaHHOTO YPOBHS) ayluTa CACAYIOLUUX Nei-
CTBUI1/COOBITHIT/TTApAMETPOB.

a) basosslit: Bce Monubukanuy orpaHuyeHu nanHeIX DBO.

6) basosbiii: Bce MomuduKauy AeHCTBUM, TPeAITPpUHUMAEMBIX ITPY HAPYIIEHUAX OTPAHUYEHUH.

Aynut: FMT_MTD.3

Ecnu B I13/3b BrmoueHo cemeiictso FAU_GEN «I'eHepalus maHHBIX ayauTa 0€30MacCHOCTU», TO

CJAELYET MPEeJyCMOTPETh BO3MOXKHOCTD (B 3aBUCHUMOCTH OT BBIGPAHHOTO YPOBHS) ayliUTa CAEAYIOLINX Lei-
CTBUI1/COOBITHII/TTAPAMETPOB.

a) MUHMMAaNBHBIN: Bce OTKIOHEHHEIe 3HaYeHUst faHHbIX DBO.

FMT_MTD.1 Vnpasaenne naaasivu @BO

Hepapxuueckuit wis: HeT moguyMHeHHBIX KOMIIOHCHTOB.

FMT_MTD.1.1 ®BO 101KHbI OTpaHAYHTH BO3MOKHOCTD | BLIOOD: uzmenernue 3nauenuii no ymosHanuio,
3anpoc, moduduxauus, yoasenue, ouucmra, [Ha3HaueHme: dpyzue onepayuu]] ciexyio-
HIMX JAHHBIX [Ha3Hauenne: cnucox dannvix OBO] TonbKo [Ha3HAUEHHE: YyHOAHOMOYEH-
Hble udenmuuuuposanibsie poau).

3aucumocty: FMT_SMR.1 Pomm Ge3onacuocTu

FMT_MTD.2 Yupasnenue orpanadenusamu Janapix PO

Uepapxuyeckuit misa: Her nmoguuHeHHBIX KOMITOHEHTOR.

FMT_MTD.2.1 ®BO a0KHbI NIPEIOCTABHTH BO3MOKHOCTb ONPeIeIeHHs OTPAHIYEHHI C1eIyIONHX JAHHBIX
[naznavenne: cnucox dannvix @BO] ToAbKO [HABHAYEHHE: yHOAHOMOUEHIbIC UOCHMU -
duuuposannvie poaul.

FMT_MTD.2.2 ®BO x0mKHbI NPEANPHHATE CJIeAyI0mHe AeHCTBAA NPH JOCTHKEHHH WM NPeBbINIeHHN
nanupivd @BO ycTaHOBIEHHBIX Bbillle OrpaHMdendil: [Ha3HAYEHNE: npednpunumaemvie
delicmeus].

3asucumocty: FMT_MTD.1 Vnpasnenue nanapsiva @50

FMT_SMR.1 Poau 6e3onacHocTH
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FMT_MTD.3 Besonachbie gaunbie D50

Wepapxuveckuii anst: Her nonunMHEeHHBIX KOMITOHEHTOBR,

FMT_MTD.3.1 ®BO nomkusi odecneunts npucsoenne aanupiM ®BO ToabKo 6e30MacHbIX 3HAYEHMIH.

3asucumoctu: ADV_SPM.1 Hedopmansaas mogenb nouTuku 6esonacaoctn 00

FMT_MTD.1 Vnpasnenue nanupiva @B0O

8.4 Otvena (FMT_REYV)

XapakTepucTHKa ceMeiicTBa

CewmeitctBo FMT_REV cBsizaHO ¢ 0TMeHOI aTpuOyToB 6e30T1aCHOCTH Pa3IMYHbIX CYLIHOCTElH B mperie-
nax 00.

ParxypoBaHue KOMITOHEHTOB

FMT_REV OtmeHa 1

FMT_REV.I «OtMeHa» npenycMaTpuBaeT OTMEHY aTpUOYTOB GE30ITACHOCTH, OCYILECTBIISIEMYIO B HEKO-
TOPBI MOMEHT BPEMEHU.

Yrpasnenue: FMT_REV.1

g dyHximit yripasierus u3 kiacca FMT Moryr paccMarpuBaThest CIIEAYIONINE A€ HCTBUS.

a) YrpapieHue rpymnitoif posieil, KoTopble MOTYT BBI3bIBATH OTMEHY aTpHOYTOB 6€30MACHOCTH.

6) VripaBrieHHe CITUCKAMMU MTOTb30BaTeNel, CyObeKTOB, OOBEKTOB M IPYTHMX PECYPCOB, IUTSI KOTOPBIX

BO3MOXKHA OTMEHA.

B) YmpabjeHue IpaBUIaMU OTMEHBI.

Aynut: FMT_REV.1

Ecnu B I13/3b Brmoueno cemeiictBo FAU GEN «I'eHepanua maHHbIX ayauTa 6€30MaCHOCTH», TO

CHeyeT NPeayCMOTPETh BO3MOXHOCTD (B 3aBUCUMOCTH OT BBIGPAHHOIO YPOBHS) ayAUTa CJACAYIOMINX e~
CTBUIT/COOBITUI/TTAPAMETPOB.

a) MuHUMAaTBHBIN: HeycIielllHasi OTMeHa aTpUGyTOB 6E30MaCHOCTH.

6) ba3oBrIit: Bce MOMBITKY OTMEHUTb aTPUOYTHI 6E30MaCHOCTH.

FMT_REYV.1 Ormena

Wepapxuyeckuit 11s: Her mopumMHe HHBIX KOMIIOHEHTOB.

FMT_REV.1.1 ®BO 101KHb OrpaHAYATE: BO3MOXKHOCTH OTMEHBI ATPHOYTOB 0€30NMACHOCTH, ACCOMHHPO-
BaHHBIX C [BBIOOD: noavzoeamean, cybsexmol, ob6sexmol, opyzue OoOnoAHUMEbHbBIE Pe-
cypest], B mpeaenax QAP Tonbko [HazHauenme: ynoanomouennvie udenmugyuuuposan-
Hble poau].

FMT_REV.1.2 ®BO 10o/KHbI peain30BaTh NPABKIA [HA3HAYECHHE: npasuia ommennt).

3asucumocty: FMT_SMR.1 Poau 6e3onacHocTn

8.5 Cpok peiictBua aTpudyra de3onmacunoctn (FMT_SAE)

XapakTepucTHKa ceMeicTra

CemeiictBo FMT_SAE cBsi3aHO ¢ BO3MOXHOCTBIO YCTAHOBIIEHUS CPOKA IEHCTBHS aTpuOyTOB 6e3onac-

HOCTH.
PanxupoBaHye KOMITIOHEHTOB

FMT_SAE Cpok geiicteusa atpubyra 1
GesonacHocTn

FMT_SAE. ! «OrpaHuyeHHas Mo BpeMEeHU aBTOPHU3AITUsTy MPEAOCTaRISIET BO3MOXKHOCTb YITOJHOMOYEH-
HOMY T0JIb30BATENIO0 YCTAHABITMBATH CPOK JIEMCTBHUS ONpe/IeIEHHBIX aTpUOyTOB 6e30MacHOCTH.

Vnpasnenue: FMT_SAE.1

Hnsa dyHkuuit ynparnenus us kiacca FMT Moryt paccMarpuBarbes Clienytollme Ae iCTBUS.

a) YrpapieHue CITUCKOM aTpuOyTOB 6€30ITaCHOCTH C Ha3HAYEHHBIM CPOKOM 1€ HCTBHS.

6) [MpennprHUMaeMbIe O UCTEUEHUH Ha3HAYEHHOTO CPOKa NeCTBHA.
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Aynutr: FMT_SAE.1
Ecnu B I13/3b BriwoueHo cemeiicteo FAU_GEN «I'eHepanus maHHbBIX ayauTta 6e30MacHOCTH», TO
CJEAYEeT MPefyCMOTPETh BO3MOXHOCTD (B 3aBUCUMOCTH OT BBIOPaHHOTO YPOBHS) ayuTa CICAYIOMNX Nei-
CTBUIT/COOBITUIT/TAPAMETPOB.
a) basoBpIil: HA3HAUEHME CpOKA AEHCTBUS JUIsT aTpuOyTa.
6) ba3oBrli; eficTBUS, MPEITPUHSITHIE ITO UCTEUCHUU HA3HAYEHHOI'O CPOKa.
FMT_SAE.1 OrpanuueHnas nmo BpeMeHH aBTOpU3anus
Hepapxuyeckuit 1ns1: HeT momymHe HHBIX KOMITOHEHTOB.
FMT_SAE.1.1 ®B5O g0/1KHbl OTPAHAYHTH BO3MOKHOCTh HA3HAYATh CPOK AeiicTBHA 11 [Ha3HAUEHHE:
cnucox ampubymoe 6e30nacnocmu, 043 KOMopsix npedycCMompeno ycmanoeieHnue cpo-
Ka delicmeus) TOJAbKO [HasHAYEHNE: udenmuduuuposanmbie ynosHomouennsie pou).
FMT_SAE.1.2 JIas kaxaoro u3 31ux arpubyros 6e3onacunoctn ®BO 101KHbI ObITh CHOCOOHDI K [Ha-
3HAYEHNE: CHUCOK Oelicmeuil, npeonpuHuUMaemsix 013 Kaxc0020 ampubyma bezonacmnoc-
mu] no ucTeueHH: ero CPoKa AeicTBHs.
3asucumoctu: FMT_SMR.1 Poan 6e3onacHocTH
FPT_STM.1 Hapexubie METKH BpeMeHH
8.6 Poim ynpasienus 6e3omacuocteio (FMT_SMR)
XapakTepucTyika ceMeicTna
Cewmeiticteo FMT_SMR npenHaszHayeHo Jutsl yripaBIeHUs Ha3HAYEHUEM Pa3JTMUHBIX POJIEH MOJb30BaTe-
JisiM. BO3MOXHOCTH 3THX poJieii IO yrpaBIeHHIo 6e30MaCHOCTRIO OITUCAHBI B APYTUX CEMEICTBAaX 3TOr0 Kjacca.
PanxxnpoBaHue KOMITOHEHTOB

FMT_SMR Ponu ynpaeneHust 5e30nacHOCTbIO

FMT_SMR.1 «Ponu 6e3omacHOCTH» OIpenessieT pojiv, OTHOCSILHECS K 6€30MaCHOCTH U pacrio3HaBae-
Mmeie DBO.

FMT_SMR.2 «Orpannyenus Ha poii 6e301aCHOCTH» ONPEAEISIET, YTO B AOMOJHEHUE K ONPENCTICHUIO
poJeit UMEIOTCS TTpaBKIia, KOTOPhIE YIIPaBJISTIOT OTHOIEHUSIMU MEXKIY POJISIMMU.

FMT_SMR.3 «[Tpunsrue poneit» conepXur TpeboBaHUE, YTOObI MPUHSTUE POJIM MPOU3BOIMIIOCH TOJIb-
KO yepe3 ToOuHbIH 3arnpoc Kk DBO.

Ynpasnenue:; FMT _SMR.1

Hnst byHkumit yripapneHus U3 kiacca FMT MoxeT paccMaTpuBaThes Clieayloiiiee IeHCTBUE.

a) YripaBieHye Irpyrrnoit moab3oBarteieil — UCITONTHUTENEH PO,

VYnpaenenune: FMT _SMR.2

s dyHxkumit yrpapnenus u3 kiuacca FMT MoryT paccMaTpuBarhes CeNyoNIne IeHCTBUS.

a) YrpapyieHue IpyIiroii Imoib3oBaresieil — UCIIOTHUTEIEH POH.

6) YrpaBieHue yCIOBUSIMH, KOTOPBIM JIOJKHBI YIOBJIETBOPSTH POJIH.

Vnpasnenue: FMT_SMR.3

JeicTBus 10 yripaBieHUIO He MpelyCMOTPEHBI.

Aynutr: FMT_SMR.1

Ecnu B IT3/3b BxunoueHo cemeiictBo FAU GEN «'eHepaliysi DJaHHBIX aynuTta 06€30M1acHOCTH», TO
cleayeT MpeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BEIOPAHHOIO YPOBHS) ayuTa CAEAYIOIUNX Aeil-
CTBUI1/COOBITH/TTAPAMETPOR.

a) MyHUMAaIbHBIN: MOAMMUKALIWS IPYIIIbI IT0Ib30BaTe/Ie — UCIOIHUTENEH POIH.

6) deTanu3upoBaHHbIN: Kaxk10e UCIIOJIb30BAHME ITPaB, MPeJOCTABICHHBIX POJIBIO.

Aynut: FMT _SMR.2

Ecnu B I13/3b Brmoueno cemeiictso FAU GEN «I'eHepalius JaHHBIX ayauTa 6e30MacHOCTH», TO
caeayeT MpeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIGPAHHOTO YPOBHS) ayuTa CIeAYIOINX OeH-
CTBUIT/COOBITUIT/ TApaMETPOB.

a) MuHUMANBHBIN: MonuduKalis B rpyIre moib3oBaTenaeil — ucrnonHuTenel pouy.
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6) MUHUMAaTbHBIN: HEYCHEIIHbIe MOIMBITKH WCITONB30BAaTh POJIb BCIIGACTBUE OTPaHUYeHUH, HAKIanbl-
BaeMBbIX Ha POJTH.

B) [eTanu3upoBaHHbIN: KAXKI0€ UCMOIb30BAHUE MTPAB, MPEIOCTABIEHHBIX POJIBIO.

Aynut: FMT_SMR.3

Ecmu B I13/3b Britoueno cemeiictBo FAU_GEN «I'enepaiivsi JaHHBIX aynuTa 0e30M1acHOCTUY, TO

ciieayeT MPefyCMOTPETh BO3SMOXKXHOCTh (B 3aBUCMOCTY OT BBIGPAHHOIO YPOBHSI) ayiuTa CICAYIOIWUX neil-
CTBUI1/COOBITUI/TTAPAMETPOB.

a) MyHUMaIbHBIN: KOHKPETHbIE 3aMTPOChl HA MPUHSATHE POJTH.

FMT_SMR.1 Poau 6e3onacaocta

Hepapxuyecknii Juig: HeT moguMHEHHBIX KOMIIOHEHTOB.

FMT_SMR.1.1 ®BO posxnsl NOAIEpKABATD CAeAYIONMe POId [HA3HAYEHHE: YrOAHOMOYEHNHbIE UOeH -
mucpuuuposannvie poaul.

FMT_SMR.1.2 ®BO aoxKabI OBITH CHOCOOHBI ACCOMMUPOBATD NMOJIb30BATEICH C POIAMM.

3asucumocty: FIA_UID.1 Bridop MoMeRTA MACHTHDHKAIIHH

FMT_SMR.2 Orpanngenns HA poan 6€30naCHOCTH

Hepapxuueckuit uig: FMT_SMR.1

FMT_SMR.2.1 ®BO moyoKHBI MOAMEPKUBATD CACAYIOIINE POJIM [HA3HAUYCHUE: YHOAHOMOYeHHbIe UdeH-
muguyuposaniwie poau.

FMT_SMR.2.2 ®BO 10KHEBI GHITh CITOCOGHBI ACCOLIMMPOBATD MOJIb30BATENEH C POJITMH.

FMT_SMR.2.3 ®BO aoixubl 00ecnednThb BoiNoAHeHHE [HA3HAYCHHE: YCA06UA 045 PAIMUYHBIX Poaeli].

3asucumoctu: FIA_UID.1 Bribop MoMeHTa HaeHTUhDUKALIMY

FMT_SMR.3 IIpunarne poaeii

Hepapxuueckuii juig: HeT nogunHeHHbIX KOMITOHEHTOB.

FMT_SMR.3.1 ®BO no/ukHbI TPeOGOBATH TOUHBII 3aNpoc J1s NPUHATHA CJIeAYIOMMX pojeii [Ha3Have-
HUE: CRUCOK poaeli].

3apucumoctu: FMT_SMR.1 Poim Ge3onacHocTH

9 Knacc FPR. IlpuBaTHOCTD
Kinacc FPR coaepxut TpeGoBaHus TPUBATHOCTUA. DTH TpeOOBaHHSI NPEAOCTABIISIOT M0J1b30BATENTIO 3a-

HIMTY OT PACKPHITHS €ro UAeHTH(hUKATOPA U 3JI0YIIOTpebIe HUS 9TUM JIPYTHUMU TOJIb30BATEISIMMU.
Hexomnosunus xinacca FPR Ha cocrapnsiiolye ero KOMITOHeHTH MPpUBeAeHa Ha pUcyHKe 9. 1.

MpuBatHoCTL
— FPR_ANO AHOHUMHOCTb 1 2
2
— FPR_PSE lNceBraoHUMHOCTB 1
3
— FPR_UNL HeBo3mMoOXHOCTb accouunauum — 1
1 2
_— FPR_UNO CkpbITHOCTb 3
4

Pucynok 9.1 — Jlekomnosuumd knacca «[lpuBaTHoCTh»
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9.1 Anonmmuocts (FPR_ANO)

XapaKkTepuCTHKa CEMeCTRa

Cewmeiicteo FPR_ANO o6ecnieurBaeT, yToObl M10/1b30BATETH MOT' HCITOJIB30BATh pecypc wiu yeayry OO
6e3 pacKpbITUS cBoero naeHTHduKaropa. TpebGoBaHUS ceMeiCcTBa ITPeIOCTABIIAIOT 3alUTy HIeHTU N KaTopa
nostb3oBaTesi. CeMeiCcTBO He NMpeHa3HaYeHO JUTS 3alLUHUThl MIEHTH(UKATOPOB CYOLEKTOB.

PaHXrpopaHye KOMITOHEHTOB

FPR_ANO AHOHUMHOCTb 1 2

FPR_ANO.1 «<xAHOHUMHOCTb» COJIEPXKUT TpeOOBaHUE, YTOOBI APYTHE MOJIB30BATENN WU CyOBEKTHI HE
MOTJTH OTIPENETUTH WICHTU(MHUKATOD MOTH30BaTelisl, CBA3aHHOIO C CYOHEKTOM WITH OIlepalueit.

FPR_ANO.2 «<AHOHUMHOCTH 6e3 3anpoca nHbopmarmu» pacmupsier peGopanust FPR_ANO. |, obec-

rieunBasi, Y0661 DBO He 3anpanmuBay WICHTUDUKATOP MTOJTH30BATEIS.

VYnpasnenue: FPR_ANO.1, FPR_ANO.2

Je¥icTBUS IO YIIPABIEHUIO 1T 3TUX KOMIIOHEHTOB He MPelyCMOTPEHHI.

Aymut: FPR_ANO.1, FPR_ANO.2

Ecnu B I13/3b BrimoueHo cemeiictBo FAU _GEN «I'eHepanus paHHbIX aynura 6€30MacHOCTH», TO

cienyeT MpefyCMOTPETh BO3MOXHOCThH (B 3aBHCMMOCTH OT BHIGPaHHOTO YPOBHS) ayluTa CJIEAYIOLLUX Neii-
CTBHI1/COOBITHI/ TTApaMETPOB.

a) MuHUMaIbHBIA: OOpallleHre K MEXaHU3MY AaHOHMMHOCTH.

FPR_ANO.1 AHoHMMHOCTH

Hepapxuueckuii yid: HeT HOAYMHEHHBIX KOMITOHEHTOB.

FPR_ANO.1.1 ®BO ponxnbi 00ecneYnuTh, YTOObI [HAZHAYCHHE: COGOKYNHOCMb noab3oéamenel u/uiu
cybsexmog] ObLUIa HE CIOCOOHA ONPENETHTD NOJTHAHOE MM TOJIb30BATENS, CBA3AHHOTO
¢ [nasznavenne: cnucok cyboexmos u/uiu onepauuii, u/uiu o6sexmos).

34aBUCUMOCTH: OTCYTCTBYIOT.

FPR_ANO.2 AnonnMuaocTsb 03 3anmpoca uudopmanun

Hepapxuueckuit niss: FPR_ANO. 1

FPR_ANO.2.1 ®BO n0omKkHB 06ecneynTh, 4TOOB! [Ha3HAYEHUE: COBOKYNHOCHb NOAb306ameneli u/uiu
cybsexmog] ObLIa He CITOCOOHA OIPee/IUTb NMOATMHHOE UMSI TIOJIb30BAaTEJ1s1, CBSI3aHHO-
ro ¢ [HasHAUEHUE: CRUCOK CYOBeKmo8 u/uau onepauyull, u/uiu o6sexmog).

FPR_ANO.2.2 ®B0O n0/KHBI NPEeAOCTABHTh [HAZHAUEHHE: CRUCOK ycaye] DA [HA3HAYEHHe: CruCOK
cybsexmog] 6e3 3anpoca Kakoi-1u00 CCHUIKH HA MOMIMHHOE HMS MOJIb30BATEJIsl.

3aBUCUMOCTHU: OTCYTCTBYIOT.

9.2 Ilcesnonnmuocts (FPR_PSE)

XapakTepuUcTUKA ceMelicTBa

CewmeiictBo FPR_PSE o6ecrnieyuBaet, 4ToObI ITOJIB30BATEIb MOT' UCITOIB30BATh PECYPC WM YCIyry 0e3

PAcKpBITUS CBOETO MACHTU(DHUKATOPA, OCTABASICH B TO XK€ BpeMs1 OTBETCTBEHHBIM 32 3TO UCIOIb30BaHUE.

PaHXXvpoBaHHE KOMITOHCHTOB

FPR_PSE lMNceBpoHUMHOCTE

FPR_PSE.1 «ITceBToHMMHOCTB» CONEPXKUT TpeGoBaHuME, YTOOBI HEKOTOPAsST COBOKYITHOCTb ITOJIB30BATE-
Jieit u/vnu cyObeKTOB Oblila He Crioco0Ha OIpeie/UTh UACHTHU(HUKATOD IT0Ab30BATENS, CBA3AHHOIO C CyObeK-
TOM WJIY orepalyeit, Ho B TO XK€ BPEMS 3TOT I0JIb30BaTe/Ib OCTABAICS OTBETCTBEHHBIM 34 CBOU ACHCTBUS.

FPR_PSE.2 «O6paTtumas 1ceBIOHUMHOCTb» COIEPKUT TpeGoBaHue, yTo6rl ®BO npenoctaBuiu Bo3-
MOXHOCTB OITPEAC/IUTh [TePBOHAYATBHBIN MIeHTH(MUKATOP ITOJTb30BATE TSI, OCHOBBIBASICH HA TIPEICTABICHHOM
TICeBIOHUME.

FPR_PSE.3 «AsnbrepHaTUBHAS NICEBIOHUMHOCTDB» COAEPXKUT TpeOOBaHuUe, YTOObI ITPU CO3NAHUU IICEBI0-
HUMa TS uneHTuduKaropa mosbsoparetss @BbO ciaenosany onpeaeaeHHBIM ITpaBUIaM.
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Ynpasnenue: FPR_PSE.1, FPR _PSE.2, FPR PSE.3

JleiicTBYS 1O YIPABJIEHMIO UIST TUX KOMIIOHEHTOB He ITPeayCMOTPEHBI.

Aymut: FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

Ecnu B T13/3b Brioueno cemeitctBo FAU GEN «I'eHepanusg DaHHBIX ayauTa 6€30MacHOCTU», TO

cleayeT MpeayCMOTPeTh BO3MOXHOCTD (B 3aBUCHUMOCTH OT BHIOPAHHOTO YPOBHSI) ayauTa CIeAYIOIUX neit-
CTBU#1/COOBITHIT/TAPAMETPOB.
a) MuHUMAaTbHBIN: uaeHTU(hUKATOP CYOBheKTa/IT0JIb30BaTe s, KOTOPHIN NMOTpeOOBaT pacKpbiTUS UICH-
THU(dUKATOpa NOIH30BATEISI.

FPR_PSE.1 IlceB10OHNMHOCTD

Nepapxuueckuit m1s: HeT monyuHeHHBIX KOMIIOHEHTOB.

FPR_PSE.1.1 ®BO gokubl 00ecnednTh, 4ro0bl [HA3HAYEHHE: COBOKYNHOCIND NoAb306amedetl u/uiu
cybsexmog] ObLIa He CIOCOOHA ONpeaeaNTh MOJTHHHOE HMS 0/Ib30BATENsA, CBA3AHHOTO
¢ [Ha3HaYeHHe: cnucox cybsexmos u/usu onepayuil, u/usu o6sexmos].

FPR_PSE.1.2 ®BO n0KHbI ObITh CIIOCOOHBI IPEIOCTABATD [HAZHAYEHHE: KOAUHECBO NCE60OHUMOG)
NICeBJOHUMOB MOJIMHHHOTO HMEHH NO/Ib30BATE IS s [Ha3HAUEHHUE: CRUCOK cYOBseKmos).

FPR_PSE.1.3 ®BO noaxKHbl ObITh CHIOCOOHDI [BBIOOD: onpedeauns nceedonum noav3oeamensi, NpUHsIMs
ncesdonum om noav3oeamens| U BepupUIMPOBATL €T0 COOTBETCTBHE [HA3HAYEHUE: Mem -
PUKQ nceeoonumoe).

3aBUCUMOCTH: OTCYTCTBYIOT.

FPR_PSE.2 O6paTnmasi IceBIOHAMHOCTD

Nepapxnueckuit nisi: FPR_PSE. 1

FPR_PSE.2.1 ®bO nomkHbl 006eCeYnTh, YTOOH [HA3HAUCHUE. COBOKYNHOCHIb NOAb308aAMeneld u/uiu
cybsexmos| ObLTa HEe CITOCOOHA OITPEAETUTD MOJUTMHHOE HMS M0J1h30BaTeIsl, CBI3aHHOE
C [HazHAUCHME: CHUCOK CYOBEKMOB U/Uru onepauull, u/usu odsexmos).

FPR_PSE.2.2 ®bO nomxHpl ObITE CITOCOOHBI MPEIOCTABUTH [HA3HAYCHUE: KOAUUECIBO NCEBOOHUMOG)
MCEeBIOHUMOB MOTTMHHOTO UMEHY ITOJTb30BATEIs IS [Ha3HAUCHHE: CRUCOK CyObeKmos].

FPR_PSE.2.3 ®BO noKHbI GBITH CITOCOOHBI [BRIOOD: 0npedesunsb ncegdoHUM NOAb308AMENs, NPUHAMD
ncegdonum om nonszoeamensi]  BepuUIIMPOBATS M0 COOTBETCTBUE [Ha3HAYEHUE: Men -
puKa ncegdonumos).

FPR_PSE.2.4 ®BO 10mKHb NPEIOCTABUTh [BHLIOOP: YHOAHOMOUEHNBIE NO1b306amens, [Ha3HAYSHHE:
cnucox 0osepennbix cy6sexmog] BO3IMOKHOCTh OnpeAeasTh uiaeHTHGHKATOP Noab30BaTe-
JIf1 0 MPEACTABJICHHOMY ICEBAOHNMY TOJILKO NPH BLINOIHEHUN [HASHAYEHHE: CHUCOK YCA0-
euil].

3asucumoctu: FIA_UID.1 Bpibop MmomenTa uaeHTHOHKA A

FPR_PSE.3 AnbrepHaTHBHAs ICEBJIOHAMHOCTD

Nepapxnueckuii wra: FPR_PSE. 1

FPR_PSE.3.1 ®BO nomxHel obecrieuynTb, YTOObI [HA3HAUCHUE: COBOKYRHOCHb NOAb306AMEnel U/Uau
cybsexmog] 6bU1a HE CIOCOOHA OTpeNeIUTh MOAJMHHOEe MM MOJb30BaTeNs, CBI3aHHO-
ro ¢ [Ha3HaUYeHME: CHUCOK CYOBeKmos U/ uiu onepauli, u/usu 00sexmos).

FPR_PSE.3.2 ®BO 10/mkHB GBITH CTOCOGHBI MPEIOCTABUTh [HA3HAUEHWE: KOAUUECHBO NCeBOOHUMOE)
MCEBJIOHMMOB MOTHHHOTO HMEHM TMOJIb30BaTeIs 1)1 [HasHAYCHME: CHUCOK CyOBekmos].

FPR_PSE.3.3 ®BO nomxHbl 6HITE CITOCOGHBI [BbIOOD: onpedesums ncesOORUM NOAb306aAMENs, NPUHAND
ncegdonum om noav3oeamenss] U BepupULUUPOBATL €O COOTBETCTBYE [Ha3HAYEHHE: Mem -
puKa nceedoHuMos|.

FPR_PSE.3.4 ®BO fonkab NpeoCTABUTH NCEBAOHHM /I NOLIMHHOTO MMEHH NO/Ib30BATE/S, KOTO-
Polii JOKeH ObITh HAEHTHYEH NCEBIOHUMY, NpPeJOCTABJICHHOMY paHee, NpPH CJIeLYIOmMX
yCHoBMAX [HAZHAYEHWME: CRUCOK Ycaoeuil]; B MPOTHBHOM CIydae NMpeloCTAB/IseMbiil IICeB-
JIOHAM JI0JDKEH OBbITh He CBSA3aH C MPeAOCTABICHHbIMH Panee NCeBAOHUMAMH.

3aBUCHMOCTH: OTCYTCTBYIOT.

9.3 HeBo3MmoxkHnocTb accompamuu (FPR_UNL)

XapakTepuCcTHKA CEMEHCTBA

CewmeiictBo FPR_UNL obGecnieunBaeT, YTOOBI MOJIB30BaTEIb MOT HEONHOKPATHO HCIIOIB30BATh PECYPCHI

WJTY YCJIYTU, HE JaBasl B TO K€ BPEMS] HHKOMY BO3MOXHOCTH CBSI3aTh BMECTE MX MCIIOJIb30BaHHE.

PaHxupoBaHWe KOMITOHEHTOB

FPR_UNL HeBosmoxHoCTb accoumaumm 1
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FPR_UNL.1 «HeBo3MOXHOCTb acCOLMANE» CONEPXKUT TpeGoBaHue, YTOObI MOIb30BATETH U/UIU CyOBhEeK-
ThbI GBLTH He CITOCOOHBI OTIPEICTUTh, OBLTN JIN ONpeAeaeHHbIC ONlepallii B CUCTEME UHUIIUYPOBAHBI OMHUM U
TEM Xe MOJIb30BaTeeM.

Ynpasnenue: FPR_UNL.1

Jng dyukuuit ynpapneHus us kiacca FMT moxer paccMarpuaThes cienyloilee aeiicTaue.

a) YnpapieHue (pyHKIIMEH ITpefoTBpalleHUs acCOlINAlINu.

Aynut: FPR_UNL.1

Eciu B T13/3b Brimtoueno cemeiictBo FAU_GEN «I'eHepalius naHHBIX ayauTa 6€30MacHOCTH», TO

cJAenyeT MpeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BHIOPAHHOTO YPOBHS) aynuTa CACAYIONINX Jeii-
CTBUI1/COOBITHI/TTAPAMETPOR.

a) MUHHUMaJTBHBIN: oOpalieH1e K MeXaHU3MY NpeaoTBpallleHIs acCoLMalIluY.

FPR_UNL.1 HeBo3MOXKHOCTH ACCOMMAIAN

Hepapxuyeckuit nst: HeT moguyMHEeHHBIX KOMIIOHEHTOB.

FPR_UNL.1.1 ®BO g0/KHbI 00€CHEYHTD, YTOOBI [HAZHAYEHHE: COBOKYNHOCHTb NOAb30samenel u/uiu
cybsexmog] ObLIa He CIOCOOHA ONpeeNHTh, UTO [HA3ZHAYEHHE: CrUCOK onepauuil] [Bbi-
00p: ObLau UHUUUUPOBANDI OOHUM U MEM HCE MNOALIOGAMENEM, C8A3AHBL CACOVIOUUM
obpazom]|[HaznaveHue: cnucox coomnowmenuiil.

3aBUCUMOCTH: OTCYTCTBYIOT.

9.4 Ckpsoirnocth (FPR_UNO)

XapakTepucTHKa ceMelcTRa

Cewmeiicto FPR_UNO obecrieunBaet, 4ToObl M0J1b30BATE1h MOT HCITOJIB30BATh PECYPC MU YCAyry 0e3

MPEAOCTABICHNUS KOMY-T11M00, B OCOGEHHOCTU TPETheil CTOpoHe, MHPOpMaIY 00 UCIIONb30BAHUU pecypca
WJIH YCIIYTH.
PanxxupoBanue KOMITOHEHTOB

FPR_UNO CkpbiTHOCTB 3

FPR_UNO.! «CKpHTHOCTE» COAEPXKUT TpeOGOBaHHE, YTOOBI ITOJIb30BATENN U/UNH CYOBEKTB HE MOTITA
OTIPENICTUTD, BBITIOTHSICTCS JTH OIePaITH.

FPR_UNO.2 «Pacnpenenenue nHpopMaluy, BIAIONIEE HA CKPLITHOCTb» COACPXKUT TpeGOBaHHE, UTO-
661 ®BO npegocTaByIM CrielMaIbHBIE MEXaHH3MbI 1J151 HPEAOTBPAIlEHNs] KOHLIEHTpAaLMU HHGOpManuu, CBsI-
3aHHOM C IpUBATHOCTHIO, B npenenax O0. Takasa KoHLIeHTpalms MorIa Obl NOBJIUATL Ha O0eCIIeYeHUE CKPBIT-
HOCTH MPY HAPYILIEHHUSIX Oe30ITaCHOCTH.

FPR_UNO.3 «CxpbITHOCTH 6€3 3arrpoca MHGbOopMaIum» conepXuT TpeboBaHue, yToosl PBO He nbiTa-
JICH MONYYUTh UH(DOPpMAIINIO, CBI3aHHYIO C PUBATHOCTHIO, YTO MOXET UCIMOJIb30BATHCS VIS HApYIICHUS
CKPBITHOCTH.

FPR_UNO.4 «OTKpBITOCTD 151 YIIOJTHOMOUEHHOTO MOJTB30BATENISI» CONEPXKUT TpebGoBaHue, 4ToO6 PBO
NPeIOCTABUIIY OHOMY MJIM HECKOJIBKMM YITOJTHOMOYEHHBIM TTOJIb30BATEISIM BO3MOXKHOCTb HAOJTIONAaTh 3a MC-
MTOJTb30BAHUEM PECYPCOB U/ MM YCITYT.

Vnpasnenue: FPR_UNO.I1, FPR_UNO.2

Ina dyHkuuit yripasieHus u3 kiacca FMT MoXeT paccMaTpuBaThecs cienylolliee e iicTBre.

a) YrpaBieHue pesKrIMOM BbITTOJTHEHUST (PYHKIIUK CKPBITHOCTH.

VYnpasnenue: FPR_UNO.3

JleAicTBYS 1O YIPaBJIeHUIO JIJIs1 5TOTO KOMITOHEHTA He MPeayCMOTPEHBI.

Vnpasnenue: FPR_UNO.4

Hns yHkumit ynpasneHust us kiacca FMT MoxXer paccMaTpuBaThCs CIIEAyIOIEe NeCTBUE.

a) YrpapyieHue COBOKYITHOCTDBIO YITOTHOMOUEHHBIX [TOJTh30BaTe e, KOTOpbie CITOCOOHBI ONPEACINTD,

BBITOTHSITUCE JTH OITEPALIIH.
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Aymut: FPR_UNO.1, FPR_UNO.2

Ecnu B 113/3b Bkmioueno cemeiictBo FAU _GEN «['eHepanusi JaHHbIX ayauTa 6€30MacHOCTH», TO
CJIEAYET MPEyCMOTPETh BO3MOXHOCTD (B 3aBUCUMOCTH OT BBIOPAHHOIO YPOBHS) ay/IuTa CIEAYIOIUX ACH-
CTBUI1/COOBITHI/TTApAMETPOB.

a) MUHUMaITBbHBINA: 06paiie HUe K MEXaHU3MY CKPbITHOCTH.

Aymut: FPR_UNO.3

Her uneHTrduImpoBaHHbIX AeiCTBU1/COOLITHIT/TIapaMeTPOB, TSI KOTOPBIX CIIEIYET IMTPEYCMOTPEThH BO3-

MO>HOCTb ay/IuTa.
Aymut: FPR_UNO.4
Ecim B I13/3b BrutoueHo cemeiictBo FAU _GEN «['eHepanus naHHBIX aynuta 6€30MacHOCTU», TO
CJICIYeT MPeAyCMOTPETH BOSMOXHOCTh (B 3aBUCUMOCTH OT BHIOPaHHOTO YPOBHSI) ayluTa CIEAYIOIUX Neil-
CTBHI1/CcOOBITHIT/TApAMETPOB.
a) MUHUMATBHBIN: HaGMIOAEHHE 3a HCIOJIb30BaAHUEM pecypca HITH YCITYTH MOJTB30BaTe/IeM WIH CyOheK-
TOM.

FPR_UNO.1 CkpsiTHOCTD

Hepapxuyeckuii jutsi: HeT noaynHEHHBIX KOMIIOHEHTOB.

FPR_UNO.1.1 ®BO go;uxnbl 00eCieYnTh, YTO0b [HA3HAYECHHE: COGOKYNHOCMDb NoAb3ogameneii u/uiu
cybsexmog] Gblia He CIOCOOHA HAOMIONATD CeAyIONMe onepanun [HA3HAYEHHE: CHUCOK
onepayuwii] Ha [Ha3HAYEHHE: CHUCOK 00seKmog], BuioNAgeMble [Ha3HAYEHHE: COBOKYN-
HOCMb 3auuIaeMslx noavzoeameaeil u/uu cyboexmog).

3aBUCUMOCTH: OTCYTCTBYIOT.

FPR_UNO.2 Pacnpenenenne nudopMaimu, BiHsioliee HA CKPHITHOCTD

Hepapxuueckuii rg: FPR_UNO. 1

FPR_UNO.2.1 ®BO 101KHbI 06€CNEYNTh, YTOObI [HAZHAYECHHE: COBOKYNHOCMb NOAb308aMenel u/uiu
cybsexmog] Obl1a He criocoOHa HabJ110AaTh CIIeAyIoNie ONepallui [Ha3HAYEHHE: CHUCOK
onepayut] Ha [HasHaAUYCHUE: cnucoK 00sexmos], BRITIOHIEMbIC [HA3HAUEHHE: COBOKYN-
HOCHIb 3AUWUIACMbIX ROAb306AMenel u/uiu cybsexmod].

FPR_UNO.2.2 ®BO nomxHbt pacupeaeuTs [Ha3HAYCHHE: UHDOPMAUUA, COAIAHHAA CO CKPbIMHOCINGIO]
cpeau pasamubbix yacteit OO Tak, 4rodbl BO BpeMs CylecTBOBaHMS MHpOpMaLHH
BBINOJIHSAIACH CJeyIoNne YCAOBHs: [Ha3HAYEHHe: CRUCOK ycaosuii].

3aBUCUMOCTHU: OTCYTCTBYIOT.

FPR_UNO.3 CkpbiTHOCTH 0€3 3anpoca ungopmaimu

Uepapxuueckuit nis: HeT nonumHeHHBIX KOMITOHEHTOB.

FPR_UNO.3.1 ®BO ao/kHbl NpeIoCTABHTh [Ha3HAYEHHE: CRUCOK ycaye] A [Ha3HAYeHMe: Crucox
cyboexmog] 6e3 3anpoca KAaKMX-JIu00 CCHUIOK Ha [Ha3HaueHue: unpopmanus, cesasannasn
¢ npusamuocmaoio).

3asucumoctu: FPR_UNO.1 CgpbitHOCTH

FPR_UNO.4 OtkpbiTOCTD 15 YIOJTHOMOYEHHOTO MOJIH30BATEA

Uepapxuyecknii nis: HeT momuMHEHHBIX KOMITOHEHTOB.

FPR_UNO.4.1 ®50 po/mkHb NpPeIOCTABHTh [HA3HAYEHHE: COBOKYHHOCING YHOAHOMOUEHHBIX HOABIO-
eameaeii] BO3MOXHOCTb HADIIONATH 32 NCMOIb30BAHHEM [HA3HAYECHHE: CHUCOK pecyp-
co6 u/uau ycayel.

3aBUCUMOCTH: OTCYTCTBYIOT.

10 Knace FPT. 3ammra ®BO

Knacc FPT conepsxut cemeiicTBa (pyHKIIMOHATBLHBIX TpeOOBAHUI, KOTOPHIE CBA3aHBI C IIEJTOCTHOCTHIO U
yrpaBIeHUeM MexaHus3MaMu, peanusopaHHbiMu B PBO, He 3aBucs rpu 3toMm or ocobeHHocrer I1BO, a
TaKXe ¢ LEeJOCTHOCTHIO aHHbIX DBO, He 3aBucy or criennduueckoro cogepxanus naHHsix [16O. B Hekoro-
POM CMBICJTIE, KOMITOHEHThI CeMEHCTB 3TOT0 Kitacca AyGIupyoT KOMIOHEeHTH u3 kiacca FDP u MoryT naxe
KICTIOTB30BATh OMHU U Te 3Ke MexaHu3Mbl. OnHaxo kiacc FDP crielaau3spoBaH Ha 3alUTE JaHHBIX I10J1b30Ba-
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TeJs1s1, B TO BpeMst Kak kiacc FPT Hanenen Ha 3ammty nanHbiX @BO. MakTryecku, KOMITOHEHTHI U3 KJ1acca
FPT HeoGxomumsl 1151 obecrieyeHYs TpeGOBaHMIT HeBO3MOXHOCTH HapyleHWs 1 ooxona roiautuk @b nanno-
ro 00.
B pamkax 3Toro xjiacca BbIIE/ISIIOTCS TPY CYILIECTBEHHBIE cocTaBHbIe yacTy ®HO.
a) Abcmpaxkmuas mawuna P50, 1. e. BUpTYyanbHast WM (pU3MYecKast MalllMHa, Ha KOTOPOi1 BbITOTHSIETCS
otreHnBaeMast peannsarus OBO.
0) Peasusayus @50, KoTopas BBINOIHsICTCS Ha aBCTPaKTHOM MalllMHE U peaTusyeT MeXaHWU3MBbI, OCy-
mecteisnonme [1BO.
B) dannvie @50, KOTOPHIE IBISIOTCS AlMUHUCTPATUBHBIMY 0a3aMU JAHHBIX, YIPABRJISIOIIUMU OCY-
mecreneHuemM [1BO.
Hexommosutng xinacca FPT Ha cocrapasiionige ero KOMIIOHeHTH MpuBeneHa Ha pucyHkax 10.1 u 10.2.

3awmra 96O
FPT_AMT TectupoBaHue 6asosoi abeT- 1
| paKTHOM MaLUVHBI
— FPT_FLS BesonacHocTb npu cboe 1
FPT_ITA locTynHOCTL 3CKNOPTUpYE- 1
| MbIX AaHHbIX DBO
FPT_ITC KoHtuaeHumanbHOCTb 9KC- 1
| nopTUpyeMbIX AaHHbIX PBO
FPT_ITI LienocTHOCTb aKCNOPTUPYEMbIX 11 2
| AaHHbIX PBO
1M 2
FPT_ITT Nepeaaya aaHHbIX PBO B npe-
| aenax OO
3
1 2
| FPT_PHP ®usunyeckasn sawmra ®bO
3
1 2 3
|| FPT_RCV HagexHoe BoccTaHOBMNeHue
4

Pucyrok 10.1 — JlekoMnosunng Knacca «3ammta ObO»
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3awmra P60

FPT_RPL O6HapyxeHne NOBTOPHOIO UC-
nonb3oBaHuA

FPT_RVM MocpenHuyecTBo npu obpa-
LeHUAX

- FPT_SEP PasgeneHue pomeHa 1 11— 2 3

FPT_SSP INpoTokon cUHXpOHU3aLmum

[ | COCTOAHWIA 1 2
— FPT_STM MeTtku BpeMeHU — 1
FPT_TDC CornacoBaHHOCTh AaHHbIX 1
| B0 mexgy P50
FPT_TRC CornacoBaHHOCTb AaHHbIX 1
| ®BO npu ay6nuposaHum B npeaenax OO
— FPT_TST CamotectupoBanue ®bO — 1

Pucynok 10.2 — Jlexomnosuuus knacca «3ammura GBO» (npononxkeHue)

10.1 Tecruposanue 6a3osoit aberpakrHoi manmusl (FPT_AMT)

XapakrepucTrka ceMeicTBa

CewmetictBo FPT _AMT ornpenensier TpeGoBaHUS K BbITOAHEHUIO TecTuposaHuss PHO, nemoHCTpUpYIO-
IL[Ero MPeIITONIOXKeHNs 6e30ITaCHOCTY OTHOCUTEIBHO 0a30BOM abCTpakTHON MalIWHBI, Jiexkallleil B OCHOBE
riocrpoeHust PBO. «AGcTpakTHass» MalllMHA MOXET OBITh KaK IT1aTdhopMo anmapaTHbIX,/ TporpaMMHO-aITIa-
PaTHBIX CPEJICTB, TAK ¥ HEKOTOPHIM U3BECTHBIM U ITPOILEIIINM OLEHKY COUETAHUEM arapaTHBIX/TIporpaMmM-
HBIX CPEJICTB, NEUCTBYIOIIMM KaK BUPTyaibHas MallliHa.

ParxupoBaHue KOMIIOHEHTOB

FPT_AMT TectupoBanue 6a3oBoi aber-
PaKTHOMN MaLLMUHBbI

FPT _AMT.1 «TectupoBaHue aGCTPAKTHOMN MaIIWHBI» ITPEIOCTABIISICT BO3MOXKHOCTD ITPOBEpPKH 6a30BOM
abCTpaKTHON MaliuHBbI.

VYnpasnenue: FPT _AMT.1

s dyHKumi ynpasienus us kiacca FMT MoryT paccMaTpuBaThes Clie/iyioine AeicTBUS.

a) YrpaBieHue YCIOBUSIMU, IIPU KOTOPBIX ITPOUCXOAUT TECTUPOBAHYE aOCTPaKTHOM MallIMHbI, HAITPU-

Mep MpU NMEePBOHAYATBHOM 3aMyCcKe, C TOCTOSSHHBIM UHTEPBAJIOM, IIPH 3alaHHBIX YCIOBHSIX.

6) YnpapneHue BpeMEHH{M UHTEPBAIOM (€CTU TaKOEe YITpaBIeHHe MPeayCMOTPEeHO).

Aynut: FPT_AMT.1

Ecmu B I13/3b BkitoueHo cemeiictBo FAU _GEN «['eHepanus maHHbBIX aynuTta 6€30[MaCHOCTH», TO
ciaeLyeT PeyCMOTPETh BO3MOXHOCTD (B 3aBUCHUMOCTH OT BBIOpAHHOTO YPOBHS) ayAuTa CACAYIOMINX Oei-
CTBUI/COOBITHIT/TTAPAMETPOB.

a) ba30Bblit: BRITOITHEHUE TECTUPOBAHUS 6A30BOIT MAIIMHBI M PE3Y/IBTATH] TECTUPOBAHMS.
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FPT_AMT.1 TectupoBanue aGCTPAKTHOH MANIAABI

Hepapxuueckuii 1uid: HeT noguYMHEHHbIX KOMIIOHEHTOB.

FPT_AMT.1.1 ®BO 10/:KHbI BHIIOJIHATD AKET TECTOBBIX NPOrpaMm [BbIOOP: npu nepeonauarvrom
3anycke, nepuoouuecKu 60 gpemst HOPMAILHO20 (DYHKUUOHUPOGAHUSL, NO 3aNpocy ynoi-
HOMOYEHNHO020 NOABIOEAMENst, npu Opy2ux ycaosuax] Al 1eMOHCTPAUMH NPABHILHOCTH
BbIIOJIHEHHA NPeION0KEeHHIH 0€30NACHOCTH, 00ecneuHBaeMbIX a0CTPAKTHOI MANIMAOIA,
KoTOpagd noJioxena B ociopy ®BO.

3aBUCHUMOCTH: OTCYTCTBYIOT.

10.2 Bezonacunocts npu cooe (FPT_FLS)

XapakTepucTHKa CEMENCTBA

Tpe6osanus cemeiictea FPT _FLS obecnieunsaioT, yto6bl OO He Hapyllai CBOIO MOJTUTUKY Oe30MacHO-

¢ty npu c6os1x PbO uneHTUhHLIMPOBAHHBIX THIIOB.
ParxupoBaHye KOMITOHEHTOB

FPT_FLS Bbe3sonacHoctb npu c6oe — 1

OTO CeMEUCTBO COCTOUT M3 onHoro kommoHeHTa, FPT _FLS.1 «C6oii ¢ coxpaHeHHeM 6Ge30nacHOro
COCTOSTHUST», coliepXariiero TpebopaHue, yrobs BO coxpaHuny 6e30macHoe COCTOsIHUE MPU UaeHTUDUTTH-
POBaHHBIX COOSIX.

Vnpaenenue: FPT_FLS. 1

Je#cTBUS 1O YNPaBICHUIO HE MPEyCMOTPEHBI.

Aymut: FPT _FLS.1

Ecim B 113/3b BrimoueHo cemeiictBo FAU_GEN «['eHepauus naHHbIX ayauTa 6€30MacHOCTH», TO
CJIEAYET MPEeAyCMOTPETH BO3MOXHOCTH (B 3aBUCUMOCTH OT BbIOPaHHOTO YPOBHs) ayduTa C/ICAYIOLINX Ieii-
CTBUI1/COOBITHI1/IapaMETPOB.

a) baszosnrit: cooit PBO.

FPT_FLS.1 C6oii ¢ coxpanennem 6e30NaCHOTO COCTOSHUS

Hepapxuueckuit rst: Het moquMHEHHbIX KOMIIOHEHTOB.

FPT_FLS.1.1 ®b0 noKabI COXPAHUTH HE30NACHOE COCTOSHUE NP CIEAYIOMUX THIIAX COOeB: [Ha3Ha-

4Yenue: cnucox munoe coboee Oh0O).

3aBucumoct ADV_SPM.1 Hedopmasibuag Moaess noaaTaka 6e3onacaocra OO0

10.3 JoctynHocTh 3xcnopTupyembiX Janubix @BO (FPT_ITA)

XapakTepucTyka ceMeicTBa

CewmeitcrBo FPT _ITA onpenensieT npaBuia npeAoTBpallieHHs TOTEPH AOCTYITHOCTH AaHHBIX PBO, ne-
penaBaeMbix Mexiy PBO u ynaseHHbIM A10BepeHHBIM mpoaykTtoM UT. D10 MOryT OBITh, HalpUMep, KPUTHY-
Heie nanHbsie PBO Tuna naposneii, Kitoyeil, JaHHBIX ayIUTa WU BeITToTHsIeMoro kKona ®BO.

PanxupopaHue KOMIIOHEHTOB

FPT_ITA [ocTynHOCTL acKnopTupye-
MbIX AaHHbIX PEO

3ro cemeitcTBo coctout u3 ogHoro kommoHeHTa FPT _ITA.1 «JlocTyITHOCTb 3KCIIOPTUPYEMBIX JaHHBIX
DBO B npelienax 3ajaHHON METPUKU», coepxaniero Tpebopanue, 4yrodsr MbO obecrieyniy ¢ 3a1aHHON
BEPOSITHOCTHIO 1OCTYITHOCTD HaHHbIx PBO, nmpenocrapnseMpIX yaaieHHOMY TOBepeHHOMY mporykry UT.

VYnpasnenue: FPT ITA.1

g dysakumit ynpaenerus u3 kiacca FMT MoxeT paccMaTpuBaThes clienyoliee aeicTBIe.

a) YrpapieHue CIMCKOM TUITOB AaHHBIX PBO, 11 KOTOPBIX HEO6X0TUMO, YTOOB! OHM GBLTH TOCTYITHBI

yaaJleHHOMY noBepeHHOMY rponykry UT.

Aynut: FPT ITA.1

Ecnu B I13/3B BrumoueHo cemeiictBo FAU_GEN «I'enepanus naHHBIX aynuTa 6€30MacHOCTH», TO
cjaenyeT MpejyCMOTPETh BO3MOXHOCTD (B 3aBUCMMOCTH OT BLIODAHHOTO YPOBHS) ay/lIuTa CIEAYIOINX JAeh-
CTBUIT/COOBITHIT/TTApaMETPOB.

a) MuHUMaTBHBIN: oTcyTcTBHe NaHHBIX DBO, Korna onm 3ampomeHsl OO.
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FPT_ITA.1 JoctynHocTb 3kcnopTupyembix Janabix @BO B npesenax 3a1aHHON MeTPUKH

Wepapxuyeckuii u1s1: HeT noquMHeHHbIX KOMIIOHEHTOB.

FPT_ITA.1.1 ®BO nomxkubl 00ecneynTh JOCTYNHOCTH [Ha3HAYeHHe: cnucox munog oannvix OHO| pns
yaajaenHoro aopepennHoro mpoaykra UT B mpeenax [HasHaueHue: 3adannas mempuxa
docmynnocmu] NPH BHINOJHEHAN ClIeIYIONIAX YCIOBUI [Ha3HAaYeHue: ycaogus obecnevenus
docmynnocmul.

3aBUCUMOCTH: OTCYTCTBYIOT.

10.4 Kondunenmnaabuoctb dkcnoprupyemsix anasix @PbO (FPT_ITC)

XapakTrepucTika cemeicTsa

Cewmeiicteo FPT ITC onpenensier npasuia 3aimnthl ZaHHBIX PHO 0T HeCaHKITMOHUPOBAHHOTO PACKpPhI-

TUa 1npu repenaye mexay ObO u ynaneHHBIM ToBepeHHBIM TipoaykToM UT. DTo MoryT GbiTh, HanpUMep,
kputnuHbie TaHHble PBO Tuna maposeit, Kmoyueit, TaHHBIX ayauTa Wi BelmoHsIemoro koaa PBO.

PamxupoBaHie KOMITOHEHTOB

FPT_ITC KoHthuaeHUmManLHOCTL 9KC- 1
nopTUpyeMbIix AaHHbIx GO

3to cemeiicTBo coctouT U3 oaHoro komrnonedta FPT_ITC.1 «KoHbuaeHLIMaNbHOCTD 3KCIOPTUPYEMBIX
nanHbix @BO npu nepenave», conepxaiuero rpebopanue, uro6sr PBO obecrneunny 3alUTy JaHHbIX, Nepe-
naBaeMbix Mexny PBO u ynareHHBIM 1oBepeHHBIM npoaykToM YT, OT packpbITHs pU Nepeaaye.

VYnpasnenue: FPT_ITC.1

JIeHCTBHUSA IO YIIpaBICHUIO He MPEIyCMOTPEHBHI.

Aynut: FPT_ITC.1

Het naenTndgrnmnpoBaHHBIX AEHCTBUN/COOBITHI/ ITApaMETPOB, 11 KOTOPBIX C/ICAYET MPEAYCMOTPETh BO3-
MOKHOCTD ayJIiTA.

FPT_ITC.1 KonduaennuaisaocTh 3kcnoprapyemsix nanasix @50 npu nepesave

Wepapxuueckuit 11s1: HeT momumHe HHBIX KOMITOHEHTOB.

FPT_ITC.1.1 ®BO poaxubi 3ammmarth Bce aannbie PBO, nepenapaembie ot ®BO Kk yaanennomy

JosepeHAOMY MpoaykTy VT, oT HecaHKIIMOHMPOBAHHOTO PACKPBITHS NPH Nepeaye.

3aBUCUMOCTH: OTCYTCTBYIOT.

10.5 HenoctHOCTD 3KcnoprupyeMbix gannsix @BO (FPT_ITI)

XapakTepucTHKa ceMelicTBa

Cewmeiicteo FPT_ITI onpeneirseT npaBuia 3alumthl JaHHbIX PBO oT HecaHKIIMOHUPOBAaHHOMH MoaAHDU-
Kanv rnpy nepegaue mexny MBO u ynaneHHbIM 1oBepeHHbIM NpoaykToM UT. OTo MOryT ObITh, Hanpumep,
kputuyHeie naHHeie ®BO tumna naposeil, Koyeil, TaHHBIX aynuTa Uiy BeimosHsemoro koga GBO.

PamxxupoBaHue KOMITOHEHTOB

FPT_ITI LlenocTHOCTb 3KCNOpTUPYEMbIX
[aHHbIX ®BO

FPT_ITI.1 «O6HapyxeHue MoanduKaluy sKkcropTupyeMeix 1aHHbIX DBO» no3BossieT 06HApyKUTb
Monudukanuio gaHHBIX PO npu nepenave mexny ObO u ynaneHHBIM 10BepeHHbIM npoaykrom UT, npu
TIOMYIIEHUH, YTO ITOC/IEAHEMY U3BECTCH MCITONB3YeMBbIM MEXaHU3M TIepeaadiu.

FPT_ITI.2 «O6HapyxeHue 1 ucrpapieHue MoandUKaIuy 3KCIopTUpyeMbIX TaHHBIX DBO» nosponset
yaajieHHOMY AoBepeHHOMY rpoaykty UT He To1bKo 00HapyXuTh MOoAUDUKAI1IO, HO U BOCCTAHOBUTD 1aH-
Hele ®BO, Monudbunumposanusie npu nepegaye ot GO, nmpu gomyleHUH, YTO MOCTCAHEMY U3BECTCH
UCTIOTB3YEMBIN MEXaHU3M ITepeIayun.

Vnpasnenue: FPT _ITI.1

e icTBUSA IO YIIPABICHMIO HE MTPeIyCMOTPEHBI.

VYnpaprenue: FPT 1TI.2

Mg dyHximit yripasnerus us kiacca FMT Moryt paccmarpuBathbesl clienyioue e icTRIS.

a) Ynpasienue turamu gaHnHbix @BO, koropeie @BO crenyeT IBITATHECS UCTIPABUTE, €CJIM OHU MOIH-

urpoBaHel Ipy repegayve.
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6) YrpapjieHre THITAMH AeHCTBUIA, KoTopble PBO MoryT mpennpuHATh, eciii 1aHHble DBO Moaudu-
IIMPOBAHBI ITPH TTEpeaaye.
Aymut: FPT_ITI.1
Ecimu B 113/3b Brimoueno cemeiictBo FAU_GEN «['eHepanusg naHHBIX ayjauTa 6€30MaCHOCTU», TO
cJeayeT MPeAyCMOTPETh BO3MOXHOCTH (B 3aBUCMMOCTH OT BbIOPaHHOTO YPOBHSI) ay/iuTa CIICAYIONIHX Neii-
CTBMIi/COOBITHI/TAPAMETPOB.

a) MUHMMaTBbHBIN: OOHapyXeHre MonupUKauuy nepeaaBaeMbix jaHHbIXx D BO.

6) basoBblit: NeiiCTBUS, MPETPUHATHIE MPU OOHAPYXeHUH ModvbuKanuy repegaBaeMbix JaHHBIX PBO.

Aynut: FPT_ITI.2

Ecnu B I13/3b BxmoueHo cemeiictBo FAU_GEN «['enepaund naHHbIX aynurta 6€30MacHOCTH», TO

cjienyeT NnpeaycMOTPETh BO3MOXHOCTD (B 3aBUCUMOCTH OT BbIOPAHHOTO YPOBHS) ay/UTa CIEAYIONINX AEii-
CTBUI/COOBITHIT/TTApAMETPOB.

a) MUHMMaTLHBINA: 06HapyXeHre MonHdUKaLuy nepeaaBaeMbix TaHHbIX OBO.

6) ba3oBblit: AeHCTBUS, MPEANPUHATEIE TPU OOHAPYXeHUH MOAMGUKAIIMH nepeaaBaeMbix JaHHBIX PBO.

B) ba30BbIii: HCITONb30BAHNE MEXaHU3MA BOCCTAHOBJICHUSI.

FPT_ITI.1 O6napyxenne MoaguuKaun SKcnopTHpyemMbix Jannbix PBO

Hepapxuueckuii isa: Het moqumHeHHbIX KOMIIOHEHTOB.

FPT_ITI.1.1 ®BO 10/KHbI NPEJOCTABUTh BO3MOKHOCTh OOHAPYKMTb MOJAH(DUKAIMIO JIIOOBIX JAHHBIX
DB O npu nepenage mexay OBO u ynanennnim gosepennniM npoaykroM T B npenenax
caeayionleii MeTpukn: [Ha3HaYeHHe: Mempurxa mooudpuxauuu).

FPT_ITI.1.2 ®BO 10/uKHBI HPEeAOCTABHTH BO3MOKHOCTD BepH(PHIHPOBATh HETOCTHOCTb BCEX JAHHBIX
®BO npu nx nepenave mexay OBO n ynanennbiv noepennsiM npoaykrom VT u Bpinos-
HHATDb [HA3HAYEHNE: npednpunumaemsle delicrmeus), eciin MogudUKanus oOHAPYKeHA.

3aBUCUMOCTHU: OTCYTCTBYIOT.

FPT_ITI.2 O6napyxenne u ucnpasienne Moaubukanun sxcnoprupyempix sanHsix PO

Hepapxuueckuit nius: FPT _ITI.1

FPT_ITIL.2.1 ®BO n01XHBI TPEAOCTABUTH BO3MOXHOCTh OOHAPYKUTh MOAM(UKALIUIO JIHOObIX TaHHbIX
DBO npu nepenaue mexay ®BO u ynanenHsIM noepeHHbIM npoaykroM UT B npenenax
crenyloliei MeTpUKHY: [Ha3HaYCHUE: MempuKka modugurxayuu).

FPT_ITI.2.2 ®BO noKHBI MpeaoCcTaBUTh BO3MOXHOCTE BepH(UIIMPOBATh IIEJIOCTHOCTD BCEX TAHHBIX
DBO npu ux nepenave Mexny @PbO u ynareHHBIM foBepeHHBIM MponykToM VT u BbI-
ITOJTHUTH [Ha3HauUeHUe: npednpunumaemvie delicmeust], eciii MoguduKanys oGHapyXeHa.

FPT_ITI.2.3 ®BO ao/uKHbI NPEAOCTABATH BO3MOXKHOCTH HCIPABATH [HA3HAYEHHE: mun modudurauuu)
Bce gannbie ®BO, nepenapaevbie Mexny PBO um yganennAbiM J0BepeHHbIM NPOAYK-
Tom UT.

3aBUCUMOCTH: OTCYTCTBYIOT.

10.6 Iepenaua gannsix @PHO B mpenenax OO0 (FPT_ITT)

XapakTepucTyKa ceMelcTBa

Cewmeitcteo FPT _ITT mnpenocrasnsier TpeboBanus 3amuthl faHHeIX PBO npu ux nepenadye Mexmy

pasgeseHHbIMU yacTsMu OO 110 BHYTpEeHHEMY KaHay.

PaHxXnpoBaHue KOMITOHEHTOB

FPT_ITT MNepepaua paHHbix ®BO B npe-
aenax OO

FPT_ITT.1 «basoBas 3amuTa BHyTpeHHe# nepenauyu gaHHbIX OBO» conepxkut TpeboBaHue, YTOOHI
nanfble GBO GbUTH 3alMIIEHBI TTPY UX TIepeaye MeXIy pasieieHHbBIMU yacTamMu OO.

FPT_ITT.2 «Pasnenenue nanneix @BO npu nepenaye» conepXut TpeboBaHMe, YTOOBI ITPY ITepeiade
DBO oTaensy IaHHBIE Mob3oBareseit oT nanHbIX DBO.

FPT _ITT.3 «MonuTopuHr nejgoctHocty faHHBIX DBO» comepxut tpeboBanme, yTobbl nanubie ®HO,
TrepeaaBaeMble MEXIY pasfeeHHbIMU yacTaMu OO, KOHTPOJIMPOBATUCH HA UACHTU(DHUITMPOBAHHBIE OIIIMOKH
1IEJTOCTHOCTH.

o4
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VYnpasnenwne: FPT _ITT.1
Hnsa dyHkimit yrpasneHus us Kiacca FMT Moryt paccMarpyuBarhCsl CIIEIYIONINE T HCTBHUS.
a) YnpamieHre TUNIaMy MogubuKanuu, ot Koropeix MBO cienyer 3alllMILIATE NTepeiaBaeMble TaHHEIE.
6) YrpapieHue MeXaHU3MOM, UCIIOIb3YEMbIM U1 00ecITeyeHUsI 3aLUTHl JAHHEBIX TP Iepenaye Mexiy
pasnmuuHbiMU YacTamMu OBO.
VYnpagraenue: FPT _ITT.2
g dyrximit yripasneHus us kiacca FMT moryr paccmarpuBarbCst CIIEIYOLINE JeHCTBUS.
a) YnpapieHye THIaMY MoIUbUKALMH, OT Kotophix DBO cienyer 3aliMiLIATh NepeiaBaeMble TaHHBIE.
6) YnpapieHue MEXaHU3MOM, UCITOJTBE3YEMBIM s obecrieueHusl 3alliMThl JAHHbBIX MPY Nepenaye Mexiy
pastuyHbiMy yacTaMu OBO.
B) YrpaBieHre MeXaHU3MOM pasie/eHUs JaHHbIX.
Vnpasnenue: FPT _ITT.3
s dysxkuuit ynpasneHus us kinacca FMT MoryT paccMaTpuBaThCsl CJIEAYIOLLME AEHCTBHS.
a) YnpagrieHre TUNaMy MoaubuKanuu, ot Kotopeix ®BO cieayeT 3allMILIATE ITepeiapaeMbie TaHHbIE.
6) YripapieHre MeXaHU3MOM, UCTIOIB3YEMBIM 11 o0ecieueH sl 3alWThl JaHHBIX IPY Iepenaye MexXiy
pasrunuHbIMK yacTsiMu GBO.
B) Ynpasienue tunamu Mmoguduxarmy naHHsiXx BO, kotopbie PBO cneayer muITaThest OGHAPYKUTh.
r) YrpapieHue NeHCTBUSIMHU, NTPEIIIPUHUMACMbIMU MOC/Ie 0OHAPYKCHHUST MOTH(MUKATTHH.
Aymur: FPT_ITT.1, FPT_ITT.2
Het nneHTrdunMpoBaHHbBIX NeHCTBUN/COObITHI/MAapaMEeTPOB, Ui KOTOPBIX CIIEAYET MPEITYCMOTPETb BO3-
MOXKHOCTb ayIMTa.
Aymut: FPT _ITT.3
Ecmu B IT3/3b BrmoueHo cemeiictBo FAU_GEN «['eHepauus naHHbIX aynuTa 6€30M1acHOCTU», TO
CJIeAyeT MPeAyCMOTPETh BO3SMOXHOCTD (B 3aBUCUMOCTH OT BbIOPAaHHOIO YPOBHSI) ayiuTa CIECAYIONIUX Nei-
CTBMI1/COOBITHI/TTApAMETPOB.
a) MUHUMaTbHBIN: 06HapyXeHHe MonudUKaLum JaHHbIX PBO.
6) basoBbiii: AEHCTBUS, MPENNIPUHATHIE MOCAE OOHAPYXKEHUS OILIMOOK LIETOCTHOCTH.
FPT_ITT.1 Ba3zopas 3amuTa BHyTpennei nepenaun ganupix @60
Wepapxuyeckuit mist: HeT nogumMHEeHHBIX KOMITOHEHTOB.
FPT_ITT.1.1 ®BO a0/KHbI 3aMIMTHTH CBOM IaHHBIE OT [BHIOOD: packpvimue, modudurayusn] npu nx
nepeaaye Mexay pasaejeHnsiMi yactsavu OO.
3aBUCUMOCTH: OTCYTCTBYIOT.
FPT_ITT.2 Pasnenenne nanupix @PBO npu nepenaue
Hepapxunyeckwii wra: FPT_ITT.1
FPT_ITT.2.1 ®BO noyoKHbI 3a1UMTUTh CBOU AaHHbIE OT [BBIOOD: packpeimue, moougukayus] Mpu UX
repesiaye Mexay pasaeneHHbIMU yactamu OO.
FPT_ITT.2.2 ®BO noaxHbl OTAEIUTH AaHHbIE MOJIb30BaTesA oT AaHHbIX ©@BO npu HX nepegave MexIy
pasnenennbiMi YacTaMu O0.
3aBUCUMOCTH: OTCYTCTBYIOT.
FPT_ITT.3 Mounuropunr nejocTHocTH JanHbix PBO
Hepapxuyeckwmit ;urs: Her oaYMHEHHBIX KOMIIOHEHTOB.
FPT_ITT.3.1 ®BO 10KHbI ObITH CNIOCOOHBI OOHAPYIKMTH [BbIOOpP: Modudurauyus dannvix, noomena
Oaunbix, nepecmanoeKa OaHHbIX, yoaieHue Oannblx, [Ha3HaYenue: opyzue owubxu ueso-
cmuocmul]] B nannpix ®BO, nepegaBaeMbix Mexay pasaenennsiva yactavua 00.
FPT_ITT.3.2 IIpu obnapykennn omuoku neaoctnoctd Jauupix OBO nomKab NpenpuHATD Ciexyionme
JeiicTBuA: [Ha3HAUeHMe: ébinoansemble Oeiicmeus).
3apucumocty: FPT_ITT.1 Ba3oBas 3amuTa BayTpenneii nepeaaun 1anapix @50
10.7 ®usnueckas 3amura P60 (FPT_PHP)
XapakTepUCTHKA CEMENCTBA
Kommonentsl cemeiicta FPT _PHP nafor BO3MOXHOCTh OrpaHHYHMBaTh pusnveckuii noctyn K PBO, a
TAKXKe pearupoBaTh Ha HECAHKITMOHUPOBAHHYIO (DU3HUECKYI0 MOAMMbUKAINIO WY ToaMeHy peamsammu @bO
W MPOTHABONICHCTBOBATH UM.

5-2—1523 65



T'OCT P HCO/M3K 15408-2—2002

Tpe6oBaHMs1 KOMITIOHEHTOB B 3TOM ceMeiicTBe obecrnieynBatoT, yToobl @BO 6bUIH 3alLMIIEHBI OT PU3M-
YeCKOTO BO3ACHCTBHUS M BMENIATENILCTRA. YIOBIETBOPEHHE TPEOOBAHMI1 STUX KOMIIOHEHTOB ITO3BOJISIET M1OJ1Y-
yuTh peanusaurio PBO, KOMITOHYEMYIO M HCIIOJIB3YeMYIO CIIOCOOOM, NpeayCMaTPUBAIOIIMM OOHApYXeHUE
(brznyecKoro BO3AENCTRYS YUTH IPOTHUBOIEHCTRIE eMy. bes 3Tux koMnoHeHToB 3ammra BO tepser cBolo
3(hdEeKTUBHOCTD B cpelie, Iie He MOXET OBITh TPENoTBpallleHO (PU3HYECKOE MOBPEXIEHNE. DTO CEMENCTBO
TaKXe COAePKUT TpeboBaHus K peakin MBO Ha MONMBITKY PU3UYECKOTO BO3AEHCTBIS Ha UX PeaTU3aIHIO.

PaHXnpoBaHWe KOMITOHEHTOB

FPT_PHP ®usnuyeckan aawmra @60

FPT_PHP.1 «ITaccusHoe oGHapyxeHHe (PU3NIECKOTo HaMaae HUsh» MPeA0OCTABIACT BO3MOXHOCTb U3BEC-
TUTb O HAMAJIEHUH Ha YCTPOMCTRA WIIH IeMEHTHI, peaytusyioniie PbO. OnHako onopellieHHE 0 HANAACHUU He
NeICTBYET aBTOMATHUYECKH; YITOJTHOMOUYEHHOMY ITOJIB30BATEN0 HEOOXOAMMO BbI3BaTh AIMUHUCTPATHBHYIO
byHKIIMIO 6€30MacHOCTH WIIX MPOBEPUTHL BPYYHYIO, ITPOMU3OIILIO 1M HanaaeHue.

FPT_PHP.2 «Onosenienue o ¢pu3nyecKoM HamajileHUM» 00eCrieYMBaeT aBTOMATHYECKOE OMOBEILCHHE O
HarnajeHuH JUIsl YCTAaHOBJIEHHOTO MOJAMHOXECTBA (DU3NIECKUX TPOHUKHOBEHUIA.

FPT_PHP.3 «ITporuBoneiictBue hyusMuecKoMy HarmajeHU10» MPEeNOCTaBISET BO3MOXHOCTb NPEAOTBpa-
IIeHYS WM ITPOTHBOACHCTBHS (DU3NIECKOMY HaITaJIeHUIO Ha YCTPOMCTBA U JIEMEHTHI, peanusylomue PbO.

VYnpasnenue: FPT _PHP.1, FPT_PHP.3

JleicTBUS 110 YIIpaBICHUIO He ITPelyCMOTPEHBHI.

VYnpagnenne: FPT _PHP.2

s dyHxkumit yrpasneHus us kinacca FMT MOryT paccMaTpuBaThes Clenyonue AefCTBYS.

a) YrpaBjieHue 0Jb30BATEIEeM WIH POJIbIO, KOTOPbIE MOJYYaOT MH(POPMALIMIO O BTOPXKEHMUSIX.

0) YnpapieHue CITUCKOM YCTPOMCTB, O BTOPXKCHUM B KOTOPBIE C/ICAYET OMOBECTUTh YKA3AaHHOTO MOJIb30-
BATEJISI WY POJIb.

Vnpasnenue: FPT_PHP.3

Hns ¢yHkumit yripapineHus U3 Kiacca FMT moker paccMaTpuBaThes clienyolliee aeicTBHeE.

a) YrpapiaeHue aBTOMaTHUECKOH peakiineit Ha pu3MUecKoe BO3AeCTBUE.

Aynut: FPT_PHP.1

Ecnu B I13/3b6 BritoueHo cemeitictBo FAU GEN «I'eHepalus gaHHBIX ayauTa 6€30MacHOCTHA», TO
CJEeoYeT MpeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMOCTH OT BBIOPAHHOTO YPOBHS) ayAuTa CAEAYIOIUX JIEH-
CTBUI/COOBITHIT/ TTAPAMETPOB.

a) MuHuManbpHbIN: oOHApYyXXeHUe BropxkeHus cpenctsamu UT.

Aynut: FPT_PHP.2

Ecnu B I13/3b6 BritoueHo cemeitictBo FAU GEN «[eHepauus gaHHBIX aynuta 6€30MaCHOCTHA», TO
cjaenyeT MpeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMOCTH OT BbIOPAHHOTO YPOBHS) ay/lMTa CIEAYIONINX JIEi-
CTBMI1/COOBITHI/TTAPAMETPOR.

a) MUHUMATbHBIN: OGHAPYXEHHE BTOPXKEHMS.

Aynutr: FPT_PHP.3

Her uneHTHOUIMPOBAHHBIX NEHCTBHI/COOBITHI/TTAPAMETPOB, /ISl KOTOPBIX CJIEYET MPEyCMOTPETh BO3-
MOXKHOCTD ayJuTa.

FPT_PHP.1 IlaccuBnoe oOHapyxenue (py3nueckoro HanageHus

Uepapxuyeckuii jutst: Het nomuMHeHHBIX KOMIIOHEHTOB.

FPT_PHP.1.1 ®BO noxxns 06ecneynTs OIHO3HAYHOE 00HAPYKEeHHE (PH3HIECKOro BO3ACHCTBUSA, KOTO-

poe Moxer yrpoxarh Bbinouneamo ®BO.
FPT_PHP.1.2 ®BO j01KHb NPEAOCTABATL BOIMOKHOCTb ONpeNeNnTh, MPOH30LLIO M (H3HUeCKoe
BO3/JeliCTBHE HA YCTPOICTBA WM 2JIeMenThl, peaansyiomue ©BO.
3asucumocti: FMT_MOF.1 Ynpasienne pexuMoM BbiNoJIHeHHs (PyRKIHiA 6e30NacHOCTH
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FPT_PHP.2 Onosenienue 0 (puzndeckomM HanaaeHUuH

Hepapxuuecknit wisi: FPT_PHP.1

FPT_PHP.2.1 ®BO pomxHbl obecrieyuTh OAHO3HAYHOE OOHapyxXeHue (U3MYeCKOro BO3IEWCTBUA,
KOTOPOE MOXET yrpoXarb BbINOJIHeHHI0 PBO.

FPT_PHP.2.2 ®BO m0KHBI TPeNOCTABUTb BO3MOXXHOCTL OMNpPEAC/IUTD, ITPOU3OIIIO JIM (PHU3HUECKOe
BO3IEHCTBUE Ha YCTPOWCTBA WM 3JIEMEHTbI, peanusyloime OBO.

FPT_PHP.2.3 Jina [ma3nagenne: cnucox ycmpoiicme/31emenmos, peaausyiowux ©®b0O, o011 komopoix
mpeGyemcs axmuenoe oonapyxcenue] ®bO A0JKHBI NOCTOAHHO KOHTPOJIHPOBATH YCT-
POMCTBA, JIEMEHTHI H ONOBENIATh [HASHAYCHHE: HAZHAYEHNBIE NOAb308AMEAD UAU POb],
YTO0 NPON30NLIO0 (PU3NIECKOE BO3NEHCTBHE HA YCTPOMCTBA WIH 3JIEMEHTDI, PeaTu3yionme
@BO.

3asucumoct: FMT_MOF.1 Vnpagsienue pexxuMOM BbINOJHEHUS PYHKIIMIT 6€30NMacHOCTH

FPT_PHP.3 IlporuBoaeiicTBue (hpn3ndaecKoMy HanaieHHIO

Uepapxuueckuit uis: Her monuymHeHHBIX KOMITOHEHTOB.

FPT_PHP.3.1 ®B50 a0xnabi NPOTHBOAEHCTBOBATH [HA3HAUEHME: cuenapuu usuieckozo eo3deiicmeust)
HA [HA3HAYEHME: CRUCOK ycmpoiicme/Inemenmos, pearusyiowux PEO], pearnpysa asro-
MATHYECKH TAKMM 00pa3oM, 4To0bl npeaoTspaTuth Hapymenue IT1BO.

3aBUCUMOCTH: OTCYTCTBYIOT.

10.8 Hanexnoe Boccranopjenne (FPT_RCV)

XapakTepHuCTHKa ceMeiicTBa

Tpeb6opanus cemeiictea FPT _RCV obecreunaior, yto6b1 ®BO Morau onpenennth, He HapylieHa ik

saiuta @ BO npu 3amycke, ¥ BOCCTaAHABIMBAThCS 0€3 HapylUeHUs 3alLUThI TOCJE NMpepblBaAHUS ONepammid.
DTO ceMEICTBO BaXHO, MOTOMY UTO HauanbHOE cocTosiHue PBO npu 3anycke vitm BOCCTaAHOBJIEHUH OTTpese-
JiseT salMineHHocTh OO B MOCITEMYIONIEM.

PaHxxupoBaHue KOMITOHEHTOB

FPT_RCV HagexHoe BoccTaHOBNEHUe

FPT_RCV.1 «PyyHoe BoccTaHOBIeHUE» 1M03BOJsIeT OO IPeioCTaBUTh TOJBKO TaKWe MeXaHH3MBI

BO3Bpara K 6030HaCHOMy COCTOSTHU10, KOTOPBIC IPEAIToIararoT BMEIIATEIbCTBO YE€JIOBEKA.

FPT_RCV.2 «ABromMaTr4ecKoe BOCCTAHOBICHHE» MPEIOCTABIISICT, XOTs ObI IJIs1 OJHOTO THTIA TIpephiBa-

HUST OOCTY>KUBAHMST, BOCCTAHOBJIEHHE GE30MTACHOIO COCTOSHM 0e3 BMeIlaTeILCTRA YEIOBEKA; BOCCTAHOBIIEHHE
TocJ1e IIpephIBAHUI IPYTUX TUITOB MOXET ITOTPeGOoBaTh BMEINATEILCTBA YETOBEKA.

FPT_RCV.3 «<ABTOMaTHYeCKOE BOCCTAHOBICHUE Oe3 HEAOITyCTUMO IMMOTEPH» TAKKE ITpeIyCMaTpuBacT

ABTOMATHYECKOE BOCCTAHOBICHME, HO ITOBHIILIACT YPOBEHb TpeGOBAHUIA, ITPEISITCTBYST HEAOIMYCTUMOI IToTepe
3alUIIEHHBIX OOBEKTOB.

FPT_RCV.4 «BoccraHoBneHye QYyHKIUW» TPEIyCMATPUBAET BOCCTAHOBIEHHE Ha YPOBHE OTAETbHBIX

DB, obecrieynnast MO0 KX HOPMAalbHOE 3aBepllieHUe ITocse c6os, 11Mbo BO3BpaT K 6€30MaCHOMY COCTOSTHUIO
naHHbXx OBO.

Vrpaenenue: FPT RCV.1

st byHkiwmit yripapieHus u3s kiacca FMT MoxXeT paccMaTpuBaTthes Clienyiolliee IeHCTBHE.

a) YripaBieHue CITHCKOM IOCTyIIa K CPeACTBAM BOCCTAHOBJICHMS B PEeXKMME aBapUITHON MMOIIEPKKH.

Vnpagnenwe: FPT RCV.2, FPT RCV.3

s dynkiuit ynpasieHus us xitacca FMT MoryTt paccmaTpuBathest cieytoniue aeicTrs.

a) YripapieHue CITHCKOM JOCTyIa K CPeACTBAM BOCCTAHORBICHMST B PeXKMME aBapUITHON IMOAIEPKKH.

6) YnpasiaeHue criucKoM cOoeB/mpepbIBAaHU Y OOCTYKMBaHUSI, KOTOpPbIe OyAyT 0OpabaThiBaThCs aBTOMA-
TUYECKUMHU MPOLIEIYPAMH.

Vnpasnenue: FPT_RCV.4

JleicTBYSI 110 YIIPAB/ICHUIO HE IIPEIYCMOTPEHEI.
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Aymut: FPT_RCV.1, FPT_RCV.2, FPT_RCV.3
Ecmu B I13/3b BkmioueHo cemeiictBo FAU GEN «I'eHepanus maHHBIX aynuTa 0e30MacHOCTH», TO

caeayeT MpeiyCMOTPEeTh BO3MOXKHOCTD (B 3aBHCMMOCTH OT BBIOPAaHHOTO YPOBHS) ayuTa CJIeAYIOIHUX Aei-
CTBUit/COOBITUIT/TApAMETPOB.

a) MuHuMabHbIA: PakT BOSHUKHOBEHNS cO0s WIM NpepbiBaHUs 00CTYKMBAHUS.

6) MuHUMaIbHBINA: BO30OHORBIIEHHE HOPMATBHOM pabOThI.

B) bazoBblit: TUIT c60S UK MTPEePBIBAHUS OOCTYXMBAHUS.

Aynut: FPT_RCV 4

Ecan B I13/3b BxuntoueHo cemeiicteo FAU GEN «I'enepanuus nanHbIX ayauTta 6e30IaCHOCTU», TO

CAenyeT MPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMOCTH OT BBIOPAHHOTO YPOBHS) aylHTa CICAYIONINX Oeit-
CTBUIT/COOBITUIT/TAPAMETPOR.

68

a) MUHMMaIbHBIN: HEBO3MOXHOCTD BO3Bpara K 6€301macHOMY COCTOSIHUIO 1ociie ¢6os1 (pyHKIuu 6e30-
MTACHOCTH, €CJTH AYIUT BO3MOXEH.

6) basoBsiii: oOHapyxkeHHe c60s HYHKIIMU O€30NACHOCTH, €CJIN ayAUT BO3MOXKEH.

FPT_RCYV.1 Pyunoe BoccTaHOB/IeHHE

Hepapxuueckuii wist: HeT noguMHeHHBIX KOMITOHEHTOB.

FPT_RCYV.1.1 Ilocae c6os wim npepbiBanust oocayxkupannsa ©BO n0KHbI epeiiTd B pekuM aBapHiiHON
TO/I/IEPIKKH, KOTOPBIi MPeI0CTABISIET BO3MOXKHOCTE Bo3Bpata OO K Ge3omacHoMY co-
CTOSIHMIO.

3asucumocty: FPT_TST.1 TectupBanue ®PbO

AGD_ADM.1 PykoBoACTBO aIMUHHCTPATOPA
ADV_SPM.1 Hedopmansnas monens noautnku 6e3onacaocrn OO

FPT_RCV.2 ABToMaTHYeCKO€E BOCCTAHOBJICHHE

Uepapxuuecknit misi: FPT_RCV.1

FPT_RCV.2.1 Korna aBroMaTH4ecKOe BOCCTAHOBJEHHE ITOCIIE COOSI YWUIM TpephiBaHUs OOCITy>KWBaHMS
HeB03MOXKHO, (DBO KOIKHEBI ITEPedTH B pEXKUM aBapUITHOMN MOIIEPXKKH, KOTOPbIi Mpe-
JOCTaBJsieT BO3MOXHOCTh Bo3BpaTa OO K 6e30MacHOMY COCTOSTHHIO.

FPT_RCYV.2.2 Ina [na3nauenue: cnucox c6oee/npepoieanuii obcayxcusanus] ©®bO nonxKunbl odecneunts
Bo3Bpat OO K 6e30MacHOMY COCTOSHHIO ¢ HCTIOIb30BAHHEM ABTOMATHYECKHX NPOHETyp.

3asucumoctu: FPT_TST.l TectupoBanue ®bO
AGD_ADM.I PykoBoxacTBo anMUHUCTpaTOpa

ADV_SPM.1 HedopmanbHas Moaenb NoauTUkU 6ezonacHoctd OO

FPT_RCYV.3 ABToMaTH4ecKOe BOCCTAHOBJICHHE 0e3 HeAONYCTHMOI NoTepH

Hepapxuueckuit iig: FPT_RCV.2

FPT_RCV.3.1 Korzna aBroMaTHy€CKO€ BOCCTAHOBJIEHHUE MOcje cO0s1 WK MpepbiBaHUSA OOCTYKUBAHUS
HeB03MOXHO, PBO N0KHBI MEPeHTH B peKUM aBapUiiHOM MOAIEPKKU, KOTOPbIH Npe-
JOCTaBJISIET BO3MOXHOCTD Bo3Bpata OO K 6e30MacHOMY COCTOSIHMIO.

FPT_RCV.3.2 Ina [HazHaueHUe: crucok cboes/npepviearuil oocayxcusanus] PbO nonxHbl obecrneyuthb
Bo3Bpar OO Kk 6€30MaCHOMY COCTOSIHMIO C HCTOJIb30BAHHEM ABTOMATHYECKUX MPOLCAYP.

FPT_RCV.3.3 ®ynxuun u3 yncia ©@BO, npeanaznadeHnplie Ui NpeofojeHus NOCAeICTBHIA c0os WiH
npepsiBanus 00CIYKHBAHHSA, 10/DKAbI 00€CTIEYHTDh BOCCTAHOBICHHE §e30MACHOT0 HAYADb-
HOTO cocTostHus 0e3 MpeBblllicHUA [Ha3HAYEHHE: KOAUYeCMeeHHAA Mepa) NOTEPH JAHHBIX
®BO um oonexToB B npeaenax OJ1D.

FPT_RCV.3.4 ®BO no/ukabl 00€CIeYHTh CIOCOOHOCTH ONnpeae/ieHHs, KaKHe 00beKThl MOTYT, a KaKHe He
MOTYT ObITh BOCCTAHOBJICHBI.

3asucumoctu: FPT_TST.1 TectupoBanue ®bO
AGD_ADM.1 PykoBOACTBO aAMUHHCTpATOPA
ADV_SPM.1 HedopmanbHasa Mozeas MOAUMTUKU GesonacHocT OO

FPT_RCV.4 Boccranosinenne ¢hyHKIHH

Hepapxuyeckuii iss: Her moguMHeHHBIX KOMITOHEHTOB.

FPT_RCV.4.1 ®BO nomknbi o0ecneuuTs ceayiomee cBoicTBo Aaa [Hasnauenue: cnucox Db u cuena-
puee cboeg]: ®B HOPMaIbHO 3aKAHYMBAET PAGOTY HIH, i NPeIyCMOTPEHHbIX CIEHA-
pHeB c00eB, BOCCTAHABJIMBAETCS €€ YCTOHYMBOE H Oe30macHoe cOCTOsIHUE.

3asucumoctu: ADV_SPM.1 Hedopmanbhas Moaes noauTHKH 6esonacuoctn OO
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10.9 O6napyxenne nosropaoro ucrnon3opanus (FPT_RPL)

XapakTepucTHKa ceMeicTra

CewmetictBo FPT _RPL cBsizaHO ¢ 0GHapyXeHUeM ITOBTOPHOTO UCMOAb30BAHUS PA3TUYHbIX THIIOB CYyIIl-
HOCTe (TaKUX, KaK COOOIleHus, 3alIpOCkl Ha OOCTYKABAHUE, OTBETH HA 3al1POChl 00CIYKMBAHUSA) U IMOCIIE-
IYIOMIUMU AeHCTBUSIMU 1O ero ycrpaHeHu10. [Tpy o6HapyXeHUH NOBTOPHOTO UCIOIb30BAHKS BHITOJTHEHHE
TpeboBaHuit cemeiicTra 3(h(HeKTUBHO TPEAOTBPALLAET €TO.

PanxupoBaHye KOMITOHEHTOB

FPT_RPL O6HapyxeHue noBTOPHOro uc-
noNb3oBaHMus

CewmeiicTBo coctouT M3 ogHoro komnoHeHta FPT_RPL.1 «O6HapyXeHHe TOBTOPHOTO MCIOJIb30Ba-
HHsI», KOTOPBIH conepxuT TpeGosanye, YToobl PBO GbutH CITOCOGHBI 0GHAPYKUTH ITOBTOPHOE MCITOIH30Ba-
HHe UIeHTH(UIIMPOBAHHBIX CYIIHOCTEN.

Vnpasnenue: FPT _RPL.1

s dyHxkuuit ynparrenus u3 kiacca FMT Moryt paccMaTpuBaThCs CITEAYIONIME AEHCTBHS.

a) YrpapieHHe CITUCKOM UIeHTH(OHUITMPOBAHHBIX CYIIHOCTEH, JUTI KOTOPHIX ITOBTOPHOE HUCITOJTb30BaHHE

JIOJIXKHO ObITh OGHAPYKEHO.
6) YnpapiieHre CITUCKOM JEHCTBUI, KOTOPbIe HEOOXOMVMMO MPEIITPHUHSTH P MOBTOPHOM HCHOJIb30Ba-
HHMU.

Aynut: FPT_RPL.1

Ecnn B T13/3b BrmoueHo cemerictBo FAU _GEN «I'eHepanus paHHBIX aynuTa 6€3011acHOCTH», TO
CAeyeT MPeAyCMOTPETh BO3MOXHOCTH (B 3aBHCMMOCTH OT BEIODaHHOT'O YPOBHSI) aylauTa CIAENYIOMMX JTe-
CTBU/COOBITHII/TTAPAMETPOB.

a) bazoBbIii: 0GHapyXKeHUe HalaJeHHs ITOCPEICTBOM IMTOBTOPHOTO HCITONTE30BAH KA.

6) JletaM3poOBaHHbIN: IPEANTPUHSATHIE CIIENMATbHEIE AEHCTBHS.

FPT_RPL.1 O6napyxeHnHe NOBTOPHOTO UCNOJIb30BAHMS

Wepapxuueckuii urst: HeT noq4MHEHHbIX KOMIIOHEHTOB.

FPT_RPL.1.1 ®BO ao/uKHbl 00HAPYKHBATb NMOBTOPHOE HCMOJIB30OBAHME Ui CJAEAYIONMX CYMHOCTE:

[nasnauenne: cnucox udenmuuuuposannsix cyunocmeii).
FPT_RPL.1.2 ®BO 10/KHbI BINOJHATD [HA3HAYEHHE: CRUCOK CRERUAIbHbIX deticmeuii] NpH oOHapyxKe-
HYH MIOBTOPHOT0 HCIOJIb30BAHUS.

3aBUCUMOCTHU: OTCYTCTBYIOT.

10.10 ITocpeannyectso mpu ob6pamenusx (FPT_RVM)

XapaKTepucTrKa ceMelicTBa

Tpe6osanus cemeitictea FPT_RVM cBsi3aHbl ¢ aCEKTOM «[MOCTOSTHHAST TOTOBHOCTH» TPaJAMLIHOHHOTO
MoHuTOpa obpanieHuit. [lesb 3TOro cemeitcTra cocTOUT B obecnieyeHnH sl 3anaHHoi [1MDB, utobbl Bee
neficTBus, TpeOyIoIMe OCYILECTBAeHUS MoauTuKy, nposepstiuck GHO Ha coorsetcTBue [1MB. Ecn nomumo
storo yacth ®BO, ocymiecteisromas [TMB, BeIMOTHSACT TpeGOBAHUS COOTBETCTBYIONIMX KOMITOHEHTOB U3
cemeiicts FPT_SEP «Paspenenue nomeHa» 1 ADV_INT «Buyrpennss crpykrypa @BO», To 51a yactb ®bO
oGecrieynBaeT «MOHUTOP obpareHuit» s atoit [TOB.

DOBO npu peanusanun [TOD npenoctapisgior 3pheKTUBHYIO 3aIUTY OT HECAHKIIMOHUPOBAHHBIX OIe-
pauuii Toraa 4 TOJbKO TOTa, KOTAA MPaBOMOYHOCTh BCeX AEHCTBUI, ITpearnoaaracMbpixX 7IsT OCYIIECTBACHUS
(Hanpumep, TOCTYIT K 0ObeKTaM) U 3arpolIeHHBIX CyOheKTaMu, HelOBepEeHHBIMI OTHOCHTEIBLHO BCEX WM
umeHHo 310l [TMB, npoeepsiercs ®BO 10 BhIMOIHEHUS nelcTBUL. Ecau neHicTBys 11O MPOBepKe, KOTOPhIe
JTOJDKHBI BHIMTOTHATECST PBO, MCITOTHEHB! HEMPaBUIBLHO MJIU IIPOUTHOPUPOBaHbI (000MIEHBI), TO OCYIIECTB-
nenue ITMDB B 11esjoM MOXeT GBITH ITOCTABIEHO IO YIpo3y (ee MOXKHO 000iiTH). Torna cyGbeKTbl CMOIYT
obxonuts ITDB pazmnuHpIMU criocobamu (TAaKUMU, Kak 06X0/ MTPOBEPKYU JOCTYIIA ISl HEKOTOPBIX CyOHEeKTOB
1 06BEKTOB, 0OXOJ1 IMPOBEPKH [71s1 OOBEKTOB, Ubsl 3allIUTA YITPABJISETCS MPUKIAIHBIMU ITPOrpaMMaMHU, coxXpa-
HEHMeE ITpaBa I0CTYITa MOCIe UCTEUeHHST YCTaHOBIEHHOTO CpoKa AeHCTBY, 06X0 ayauTa AeiicTBH, rmoaiexa-
KX ayauTy, obxoa ayTeHTHdUKaun). BaXHo OTMETHUTh, YTO HEKOTOPHIM CYOBEeKTaM, TaK Ha3biBaeMbIM
«JTOBEPEHHBIM CYOBEKTaM» OTHOCUTETHHO ofHOH U3 [TMB, MoXeT 6bITh HEMmOCPeACTBEHHO TOBEPEHO OCYIlie-
ctnerue stoit [TMB, npenocrapssis TeM caMbIM BO3MOKHOCTh 0GOUTHCH Ge3 ee ITOCpeTHNYECTBA.
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P’dH)KVIpOBaHMG KOMITOHCHTOB

FPT_RVM lMocpepHuyecTeo npu obpa- 1
LLEHUAX

3TO ceMeHCTBO COCTOUT U3 TOIbKO KommioHeHTa, FPT _RVM.1 «Hero3moxHocTs 06xona [TEO», koto-
PBIlt conepXUT TpeGoBaHue MpenoTBpaiieHus odxona wig Becex [TOB us [THO.

Vnpasnenve: FPT_RVM.1

HeitcTBYS 1O YITPABICHUIO HE NTPEAYCMOTPEHBI.

Aymut; FPT_RVM.1

Her unentuduiypoBaHHbIX ASHCTBUI/COOBITHH/TTApaMETPOB, [ KOTOPBIX CJIEAYET NMPEeAyCMOTPETh BO3-

MOXHOCTb ayIuTa.

FPT_RVM.1 HeBoamoxuocts 06xoaa ITO

Uepapxuueckuit m1si: Her mogymHeHHBIX KOMITOHEHTOB.

FPT_RVM.1.1 ®BO aoxxupl 06ecneduts, 4T06b pyHKmun, ocymecrsisionme [I6O, BbizpiBamuch H
YCIENIHO BHINOHSLIUCH MPEK/Ie YeM Pa3peniaeTcsl BhilloJIHEHne JI00oii Apyroil yHKuuu B
npeaenax OJD.

3aBUCUMOCTH: OTCYTCTBYIOT.

10.11 Paznenenune nomena (FPT_SEP)

XapakTepyucTuKa ceMeiicTa

Kommnonentsi cemeiictea FPT_SEP obecnieunBaroT, 4TOObI [0 MEHBIIEH MEpE ONUH IOMEH 6€30MacHo-

cT¥ OBUT TOCTYITCH TOIBKO 7151 cO6CcTBeHHOrO BhinoaHeHUs1 DBO, n 3TM OHYM ObUTH 3alLMILEHB] OT BHEIIHE-
r'o BMELLIATETECTBA M MCKAXeH s (Harmpumep, MoarduKaunuy Koaa win cTpykryp aaHHbIx ®BO) co cTopo-
HBI HEIOBEPEHHBIX CYOBeKTOB. BrirmoiHeHHe TpeGOBAHMI 3TOr0 CeMEWCTBA YCTAHABJIMBACT TAKYIO CaAMO3a-
1ty ®BO, uTo HenoOBEepeHHBIH CYyGBLEKT He CMOXKET MOAUpULKHpOoBaTs Wiu moBpeautb PBHO.

DTO CeMEeMCTBO CONEPKUT Cllenyiolie TpeGoBaHUsl.

a) Pecypcel momeHa 6e3omacHocty DBO («3amuilieHHOro IOMeHa») U pecypChl CYObEKTOB M aKTUBHBIX
CYIIHOCTE#, BHEINHMUX IT0 OTHOIIEHHIO K 3TOMY JOMEHY, Da3le/sioTcsl TaK, YTO CYLIHOCTH,
BHEIIHYE 110 OTHOIICHUIO K 3aIIATIIEHHOMY JIOMEHY, HE CMOTYT MOJYYWUTh WJIA MOAU(DUITMPOBATH
nanHble wiu kox GBO B npenenax 3au1LIEHHOTO IOMEHA.

6) O6MeH MeXIly AOMEHAMHU YIIPaBISeTCs TaK, YTO MPOU3BOJIbHBIM BXOJ B 3alIUINEHHBIN TOMEH HITA
MPOU3BOJIbHBIN BHIXOJ U3 HETO HEBO3MOXHHI.

B) [Tapamerpnl ITOJIb30BATENS] MM IIPUKJIAAHOMN IIPOrpaMMBEl, NEpeAaHHble B 3aIMINEHHBIA JOMEH I10
azipecy, MPOBEPSIIOTCS OTHOCHTEIBHO aAPECHOr0 MPOCTPAHCTBA 3aIMILEHHOIO JOMEHA, a IepelaH-
HbIE 110 3HAYCHUIO — OTHOCHUTEJIBHO 3HAYCHHIT, OXXHIAeMbIX STHM JOMEHOM.

r) 3aluuileHHble JOMEHBI CYyOBEKTOB pa3Jiec/ICHBI, 3a HCKIIOUEHUEM CJIyyaeB, KOIld COBMECTHOE HC-
ToJIb30BaHUE OJHOTO IoMeHa ynipasisercs PBO.

ParxypoBaHue KOMITOHEHTOB

FPT_SEP PasgeneHue gomeHa 1 2 3

FPT_SEP.1 «Otnenenue gomena ®bO» mpenocTapigeT OTACbHbIN 3aMINEHHBIN foMeH U1t DBO n
obecrieunBaeT pasjesieHre Mexy cyorekramu B O D.

FPT_SEP.2 «Otnenenne nomena I[TMb» comepKUT TpeboBaHUS NaTbHEHTIIEro pa3doueHus 3alH1LEHHOTO
nomeHa ®BO ¢ BelIeIeHUEM OTAEITBHOTO(HBIX) JIOMEHA(0B) U MACHTH(MUIIMPOBAHHOMK COBOKYITHOCTH [TDB,
KOTOpBIE IEACTBYIOT KaK MOHMTOPBI 0OpalleHrit U151 HAX, M JIOMEHa Ut ocTaibHOM yacTu PBO, a Takxke
nomenos Jutd yacteit OO0, He cega3anabix ¢ @BO.

FPT_SEP.3 IToaHbiit MOHUTOp OOpallieHuit» COnepXuT TpeOOBaHUS, YTOOB UMEJICS OTIEbHbIH(HbIE)
noMeH(HBI) mig ocymectiaenus I[1BO, momen mna ocrarbHoil yacth ®BO, a Takke IOMEHbl IJig
yacreit OO0, He cBga3aHHBIX ¢ DBO.

Ynopasnenue: FPT _SEP.1, FPT SEP.2, FPT SEP.3

HeiicTBYA IO YIIPaBICHUIO HE MPEAYCMOTPEHbI.

Aymut: FPT _SEP.1, FPT _SEP.2, FPT_SEP.3

Het unertnduimipoBaHHbBIX AeCTBUIT/COOHITHI/TTapaMeTPOB, UTsI KOTOPBIX CIIEAYET IPEeAyCMOTPETb BO3-
MOXHOCTD ayJiiuTa.
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FPT_SEP.1 Ornenenne aomena PO

Hepapxudeckuit 11s: HeT noqumHeHHBIX KOMITOHEHTOB.

FPT_SEP.1.1 ®BO 101XHbl HONIEPKUBATH JOMEH 0€30HACHOCTH I COOCTBEHHOIO BHINOIHEANS, 32~
IMIIAIONIMI MX OT BMEHIATEILCTBA M HCKAXKEHHs1 He/I0BEPEHHBIMH CYOheKTaMH.

FPT_SEP.1.2 ®BO 10/XxHb peain3oBath pasfeieHHe MexAy JOMeHAMH 0e30macHOCTH CYOLEKTOB
B O1D.

3aBUCUMOCTHU: OTCYTCTBYIOT.

FPT_SEP.2 Otnenenue gomena II®b

Wepapxuueckuit qisg: FPT _SEP.1

FPT_SEP.2.1 Heuzonuposannaa gacrs ®BO pokHa noaaepXuBarth JOMeH Ge30MaCHOCTH Uis
COOCTBEHHOTI'O BBIMOJTHEHHS, 3AIUTIAIOIIUI UX OT BMEILIATEBCTBA U UCKAXEHUS HENO-
BEPEHHBIMH CYOBEKTaMHU.

FPT_SEP.2.2 ®BO 10/3KHBI peaii30BaTh pasjieieHHe MeXAy NOMEHaMH Ge30MacCHOCTH CyOBEKTOB
B OJ1.

FPT_SEP.2.3 ®BO nonxusl nogaepxusath 9actb ®B0, cBazannbix ¢ [nHasnauenue: cnucox IIDB
ynpaeaenus OGOCIMynoM u/uiu ynpaeieHusn unopmauuonnsimu nomoxamu], B ioMene
6e30MaCHOCTH IS HX COOCTBEHHOTO BHINOJIHEHHSA, 3aIIHIIAIONIEM HX OT BMEIIATEILCTBA
W MCKaxeHusi ocTaiabHoil yactn ®BO n cydbeKTaMH, HeAOBEPEHHBIMH OTHOCHTEILHO
atux I1DB.

3aBUCUMOCTH: OTCYTCTBYIOT.

FPT_SEP.3 Iloanbiit MOHHTOP 0O patienuii

Wepapxuueckuit jig: FPT _SEP.2

FPT_SEP.3.1 HeusonuposaHHasg yvacts ®BO pomkHa mnoaaep:KMBaTh AOMeH G€30MaCHOCTH sl
COOCTBEHHOTO BBIMOJIHEHHS, 3AIMIIAIOLMI UX OT BMEIUATE/IbCTBA W UCKAXKEHUS HeNlo-
BEPEHHBIMHU CYOBCKTAMHU.

FPT_SEP.3.2 ®bO nomkHbl pealn3oBaTh pasfeseHde MeXAy JAOMeHAMH Ge30MacHOCTH CcyObEeKTOB
B O D.

FPT_SEP.3.3 ®BO aomxusi noaaepxuBath Ty 4acth ®BO, kotopas ocymecreaser IIDB ynpasnenus
JOCTYIIOM H/WM ynpasJjieHns HH(OPMANNOHALIMA MOTOKAMHA, B IOMCHE 6€30MacHOCTH
17151 ee COGCTBEHHOTO BbIMOMTHEHMS, 3AIIMINAIONIEM HX OT BMEIIATe/IbCTBA W MCKAXEHMS
octaypHOi yact PBO U cyGpekTaMu, HeToBepeHHBIMU OoTHOCHTE1bHO TTBO.

3aBUCHMOCTH: OTCYTCTBYIOT.
10.12 IIporokon cunxponnsanym cocrogamii (FPT_SSP)
XapakTepycTHKa ceMeicTRa
PacripeiesieHHBIE CHCTEMBI MOTYT HMETh OOJIBIIYIO CIOXHOCTD, YEM HEpacnpeaeeHHbIE, H3-32 MHOIO-
00pa3nsi COCTOSTHUI YacTeil CUCTEMBI, a TAKXKe M3-3a 3aJepXKeK CBI3U. B GONbILIMHCTBE C1ydaeB CHHXPOHM3A-
LIUSI COCTOSTHUSI MEXJIy pacnpeieIeHHBIMU (DYHKIMSIMM BKITIOUAET B ce0sl, MOMUMO OObIYHBIX JNEeHCTBHIA,
MpUMEHEHHE MPOTOKOJIa 0OMeHa. Kora B cpesie pacripe/ie/IeHHBIX CHCTEM CYLLECTBYIOT YIpo3bl O€30ITaCHOCTH,
MOTPeOYIOTCST GoJTee CIOXKHBIE 3aIMIIEHHBIE ITPOTOKOJTHI.

CewmeiictBo FPT_SSP ycranapinupaeT TpeGoBaHME UCITOJIB30BAHUS HAaEKHbBIX POTOKOJIOB HEKOTOPHI-
MM KPUTHYHBIMU 110 Ge3oracHocTi pyakimamu u3 uucia @bO. OHo obecnieunBaeT, YToObl ABe pacpeaeaeH-
Hele yactu OO (Hanpumep, rinaBHbie DBM) CMHXpOHU3UPOBAIN CBOM COCTOSIHUS NOCIIE ACHCTBHIA, CBSI3aH-
HBIX ¢ 6e30MACHOCTHIO.

PanxxrpoBaHye KOMITOHEHTOB

FPT_SSP lNpotokon cuHxpoHu3aLmmn
COCTOSIHUMA

FPT_SSP.l «OnHocTOpOHHEE HA/IEXXHOE ITOATBEPXKIACHUE» CONEPKUT TPeOOBAHWE ITOATBEPXKIACHHS O1-
HHUM JIMIUb MOJy4YaTesieM JaHHbIX.

FPT_SSP.2 «B3auMHOe HajeXXHOE MONTBEPXKIEHUE» CONEPXKUT TPEOOBAHNE B3AMMHOTO ITONTBEPKIEHMST
0OMeHa JAHHBIMU.

VYnpasnenue: FPT_SSP.1, FPT_SSP.2

JeiicTBHYs MO yNPaBAeHUIO He MPEIyCMOTPEHBHI.
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Aynut: FPT_SSP.1, FPT_SSP.2
Ecan B I13/3b BxuttoueHo cemeiictBo FAU _GEN «I'eHepanus naHHBIX ayauTa 6e30IaCHOCTU», TO

cJAenyeT MpeayCMOTPEeTh BO3MOXKHOCTD (B 3aBUCHUMOCTU OT BBIGPAHHOTO YPOBHS) ayniuTa CACAYIONINX neit-
CTBUIT/COOBITUIT/TAPAMETPORB.

a) MUHUMAaJTbHbBIN: HEMOTyYeHUE OXKUAAEeMOTO MOATBEPXKIAEHUS

FPT_SSP.1 Oanocroponnee HAeKHOE OATBEPKICHHE

Hepapxuyeckuit 1ia: HeT mogunHeHHBIX KOMITOHEHTOB.

FPT_SSP.1.1 ®BO noukHbl HOATBEPIUTH HOCIE 3anpoca apyroi yactu @BO noxysenne Hemomudumnn-
poannbix Aannsix ®BO npu nepenaye.

3apucumocti: FPT_ITT.1 Bazosas 3amura BuyTpenHeil nepenaun nanusix @50

FPT_SSP.2 B3aumuoe HajexXHO€e NOATBEPKICHHE

Uepapxyirueckuit mist: FPT _SSP.1

FPT_SSP.2.1 ®BO 10/KHbBI MOATBEPANTD HOCe 3armpoca apyroit yacty ®bO rmonyyeHue HeMoaubu-
1rpoBaHHbIX AaHHBIX PBO npu nepenaye.

FPT_SSP.2.2 ®BO nokabl 06ecnedutb, 4Todbl cooTBeTcTByionme 4acth PBO u3Bemaiuch, Mc-
No0Jib3ysl NMOATBEPKIAEHHUS, 0 MPABUJIBHOM COCTOSIHUM JAHHBIX, NEpelaBaeMbiX MeKay
pasamunbiMA Yactavmu OBO.

3asucumoctu: FPT _ITT.1 basoas 3ammra BHyTpeHHe# rtepenayn naHHeIx OBO

10.13 Metku Bpemenu (FPT_STM)

XapakTepucTHKa ceMelCcTRa

Cewmeiicteo FPT_STM conepxuT TpeGOBaHUS MO TPENOCTABICHHIO HAIEXXHBIX METOK BPEMEHHU B IIpejie-

nax 00.

PaH)Kl/lpOBaHI/IC KOMITOHCHTOB

FPT_STM Metku BpeMeHun — 1

3ro cemeiicTBo coctouT U3 ofHoro komnoHeHta FPT_STM.1 «HanexHble MeTKU BpeMeHU», KOTOPbIii

conepXuT TpebGoBaHue, yrodsl PBO npenocraBunyM HaaexXHble METKU BpeMeHHU 11s1 pyHKkuMii u3 yucaa GBO.

Vnpasnenue: FPT_STM.1

Hns pyHxknwmit ynipapneHus u3 kiacca FMT MoxeT paccMaTpuBaThes ciienyolliee AeiicTBHE.

a) YrpapiaeHyue BHYTPEHHUM MPEACTABJIEHUEM BPEMEHH.

Aynut: FPT_STM.1

Ecan B I13/3b Brimoueno cemeiictBo FAU _GEN «I'eHepauus naHHbIX ayauta 6€30MaCHOCTH», TO

CJAENYET MPEeyCMOTPETH BO3MOXHOCTD (B 3aBUCUMOCTU OT BbIOPAHHOIO YPOBHS) AyAUTA CJEAYIOLUNX AEH-
CTBUI1/COOBITHI/TApAMETPOB.

a) MUHUMaJTbHBIN: M3MEHEHHUS] BHYTPEHHETO MPEJICTABICHHS] BPEMEHH.

6) JleTaIM3UPOBAHHBIN: ITPEOCTABIEHUE METOK BPEMEHU.

FPT_STM.1 Hanexubie METKH BpeMeHH

Nepapxuveckuii juis: Het momuMHEHHBIX KOMIIOHEHTOB.

FPT_STM.1.1 ®BO nomxus 0biTh CNIOCOOHB NPEIOCTABHTD HAAEKHbIE METKH BPpeMEHH Il COOCTBEH-
HOTO HCHIO/Ib30BAHMUS.

3aBUCHUMOCTH: OTCYTCTBYIOT.

10.14 Coraacosannocts gamnsix PBO mexay @50 (FPT_TDC)

XapaKkTepuCTHUKa CEMENCTBA

B cpene pacnpeneneHHONW Win ciIoXHON cucteMbl oT OO MOXeET NoTpedOBaThCs MPOU3BECTH OOMEH

naHHbIMU DBO (Takmmu, Kak atpubyTsl [T1DB, accommmpoBaHHble ¢ NAHHBIMU, UH(MOPMALIUS ayAUTa WITH
uaeHTudukanumn) ¢ gpyrum nosepeHHbiM rpoaykroM UT. CemeiictBo FPT_TDC onpenensier Tpebosanusg
VTSI COBMECTHOTO MCITOIB30BAHMS ¥ COITIACOBAHHOM MHTEpIIpeTallii 3THX aTpubyToB Mexay @O u apyrum
JIOBEpeHHBIM MpoaykToM UT.
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FPT_TDC.! «basosas corinacoBanHocTh JaHHBIX PBO Mexay PBO» conepXuT TpeboBaHue, YTOOBI

®DBO npenocTaBuii BO3MOXHOCTH 0O6ECTIEYHTD COTTTaCOBAHHOCTH aTpubyToB Mexiy PBO.

Vnpasnenue: FPT_TDC.1

Je#cTBUS IO YIIPABICHUIO HE MPENYCMOTPEHBI.

Aynur: FPT_TDC.1

Ecnu B IT3/3b BximoueHo cemeiictio FAU_GEN «I'enepanus naHHBIX aynuTa 6e30MacHOCTH», TO

caeayeT IpefyCMOTPETh BO3MOXHOCTH (B 3aBUCMMOCTH OT BBIGPaHHOIO YPOBHS) ayiuTa CACAYIOUINX Ieii-
CTBU#/COOBITUIT/TApAMETPOB.
a) MyHUMaIBHBIN: yCITeNTHOE UCTIOIh30BAHWE MEXaHU3MOB coriacoBaHus nanHbix OBO.
6) basoBrlit: UCITOIB30BAHUE MEXaHU3MOB corytacoBaHus JaHHBIX PBO.
B) basossiit: unenTudukanys GbO, ganHbIe KOTOPHIX HHTEPHPETHPYIOTCS.
r) baszosrlit: o6HapyXeHHe MoaudHUITMpOoBaHHBIX JaHHBIX D BO.
FPT_TDC.1 Bba3osas coriaacopannocts Aanabix PO mexny PHO
Wepapxuueckuit 11s: HeT momyuHEHHBIX KOMITOHEHTOB.
FPT_TDC.1.1 ®BO gomxubl 06eCHeddTh CHOCOOHOCTH COTTIACOBANAO MHTEPNPETAPOBATH [HAZHAYECHHE:
cnucox munoe dannvix DEO], coBMectHO Hcnoab3yembie B0 u apyram noBepeHHBIM
npoaykrom UT.
FPT_TDC.1.2 ®BO 10KHbI HCNIOAB30BATH [HAHAYEHHE: CHUCOK NPAGUA UHMEPRPEMaull, npumensie-
mbix @FO] npn uarepnperanun Aaanbix ©@HO, nojyd4eHAbIX OT APYToro J0BEPeHHOTO
npoaykra UT.
3aBUCHMOCTH: OTCYTCTBYIOT.
10.15 CoraacoBannoctb Aanubix @BO npn xydo:mposanmm B npenenax OO (FPT_TRC)
XapaKTepyucTHKAa ceMeCTBa
Tpe6opanust cemetictBa FPT_TRC Heo6xommMbl, 4TOOBI 06€Crie nTh COracoBaHHOCTD laHHbBIX DBO,
Koraa oHu ay6nupytorces B npenesax O0O. Takue gaHHBIE MOTYT CTaTh HECOIJIACOBAHHBIMU ITPU HAPYIIEHUUN
paboTrocrrocobHOCTH BHYTpeHHero KaHaua Mexiy yactamu OO. Eciau OO BHYTpeHHE CTPYKTYPUPOBAH Kak
CeTh, TO 3TO MOXET [TPOU30NTU U3-3a OTKIIIOUEHUS OTHENBHBIX YACTEH CETHU ITPU Pa3phiBE CETEBLIX COEMHE-
HUI.

ParKnpoBaHye KOMITOHEHTOB

FPT_TRC CornacoBaHHOCTb AaHHLIX 1
®BO npu gyonuposaHum B npegenax OO

D10 cemeiicTBo coctouT u3 ogHoro KomnoHeHta FPT_TRC.1 «CornacoBaHHOCTb AyOaMpYyEMbIX TaH-
Heix @BO», comepxaiero tpebopanue, yTob6bl PBO 0Gecneunnn HenmpoTHBOPEUHBOCTh JaHHBIX PBO,
nyompyeMbix B HecKobkux yacTsax Q0.
VYnpasnenue: 1 FPT_TRC.1
Jle#iCTBHS O YIIPABICHMIO HE ITPETYCMOTPEHBI.
Aynut: it FPT _TRC.1
Ecnu B I13/3b Brmoueno cemeitctBo FAU GEN «['eHepauus gaHHbIX ayauTa 6€30NaCHOCTH», TO
CJIeAyeT MPeLyCMOTPETh BO3MOXKHOCTH (B 3aBUCUMOCTH OT BbIOPaHHOIO YPOBHS) ayAuTa CACAYIOIIMX Nei-
CTBMIT/COOBITHI/TTApAMETPOB.
a) MUHUMATBHBI: BOCCTAHOBJICHHE COIIACOBAHHOCTH TOCJIE BOCCTAHOBICHHS COCIMHEHUSI.
6) ba3oBbiii: BbISIBICHHE HECOTJIACOBAHHOCTU MeXay AaHHbIMU PBO.
FPT_TRC.1 Coraacosannocts ayosmpyembix gannsix @O
Wepapxuueckuit uisi: Her mnomyuHEeHHbIX KOMIIOHEHTOB.
FPT_TRC.1.1 ®BO goxHbl 00ecnedynTbh corjiacoBaHHOCTh JanHbix @BO npn ayoiHpoBaHMH HX B
pa3munbix 9actax 00.
FPT_TRC.1.2 Koraa yactu OO, conepxamue aydsmpyembie nanusie @BO, pazbenunenst, ®BO gomk-
HBI 00€CIIEYNTh COrIACOBAHHOCTh AyOmpyembix AaHHbiX @BO mocie BoccTaHOBIEHMs
coeauHeHns nepen oopadoTKoii ModbIX 3anpocoB K [HasHauenue: cnucok ©B, sasucsuux
om cozaacosannocmu 0yéaupyemuix dannvix OHO).
3asucumoctu: FPT_ITT.1 Ba3zosas 3amuTa BHyTpeHHeil nepeaaun ganupix @O
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10.16 Camorectuposanue ®B0 (FPT_TST)

XapaxrepucTvka ceMecTBa

Cewmeitcteo FPT _TST onpeneinsier Tpe6oBanus mist camotectupoBaHus @PBO B yacTH HEKOTOPLIX TH-
MMUYHBIX OMepaluil ¢ U3BECTHBIM pe3ynbTaroM. [IpuMepamMu MOTYT CIyXUTh 00pallieHus1 K HHTepdeiicam
pea3yeMbiX (YHKIINH, a TaKXKe HEKOTOpbIe apuMETHIECKUE OMTEPAITMH, BBIMOTHSIEMble KPUTHUYHBIMU Yac-
TsMu OO. OTH TeCTHl MOTYT BBIITOJHSTHCS IMPU 3AMYCKE, MEPUOAUIYECKH, IO 3aMpoCy YNOJHOMOYEHHOTO
MOJIB30BATENS WM MPU YIOBJIETBOPpEHUH Jipyrux yciopuid. Jledicteust OO, npeanprHUMaeMble 1Mo pe3yibTa-
TaM CaMOTECTUPOBAHUS, OITPEAEIEHBI B IPYTUX CEMENCTRAX.

TpeGoBaHusl 3TOrO CeMENCTBA TaKKe HEOOXOIMMBI JUTSI OOHAPYXXEHUS UCKaXXEeHHS BbIMOJMHIEMOro Koja
DBO (1. e. mporpammHoit peanuzanuu OBO) n nanHpix PBO pazmyHBIME c605IMH, KOTOpbIE He Bceraa
MPUBOJAT K IpuocTaHoBKe (hyHKIIMOHKpoBaHUg OO (pacCMOTpPEHHOM B JIpYrux ceMeiicTBax). Takue nposep-
K1 HEOOXOIVMO BHIMOJHSATD, T. K. MOJO0OHBIE COOM HE BCEra MOXHO NMPenoTBpaTiTh. OHU MOTYT NPOUCXOAUTD
160 M3-3a HEMPEAYCMOTPEHHBIX TUTIOB COOEB WA UMEIOIIMUXCH HETOUHOCTEN B MPOEKTE alnapaTHbIX, Mpo-
IPaMMHO-aNMapaTHbIX U MPOrPpaMMHBIX CPENICTB, TUOO BCIIEACTBHE 3TOHaMepeHHOro uckaxkeHus DBO, nomny-
HIEHHOTO U3-3a Hea/leKBaTHOM JIOTHIECKOW W/ WK (PU3NIECKON 3aIIUTHI.

PanxnpoBaHue KOMITOHEHTOB

FPT_TST CamotectuposaHue ®E0O — 1

FPT_TST.1 «Tecruposanne @BO» 1mo3BossieT MPOBEPUTH MPABIITBHOCTH BbINoHeHUS1 DBO. DT TecThl
MOTYT BBIIOJHSTBCS MPU 3aITyCKe, MEPUOTUYECKH, IO 3aMIPOCy YIOJTHOMOUYEHHOTO MOJb30BaTeIsl WK MpHU
BBIMOTHEHUH APYTUX 3apaHee OTOBOPEHHBIX YCJIOBHIL. DTOT KOMITOHEHT TaKXKe MPEAOCTABISICT BO3MOXHOCTh
BepuhUIUPOBATD 11IEJIOCTHOCTD TAHHBIX U BRIITONHSAeMOTro Kojia PBO.

Ynpasnenue: jisg FPT _TST.1

Hnst pyHkumii yriparienus u3s kiacca FMT MoryT paccMaTpuBaTthes Clieaylollne AeiiCTBUS.

a) YrpapieHuUe yCTOBUSIMU, MPH KOTOPHIX NMpomcxonut camoTtectupoBaHue MBO (mpu 3anycke, c

ITOCTOSTHHBIM HHTEPBATIOM MM ITPY OTIpeIe/ICHHBIX YCITOBHSX).

6) YripapieHue MepuoaInyHOCTHIO BEIITOTHEHUS (ITpU HEOOXOAUMOCTH).

Aynur: st FPT_TST.1

Ecnu B I13/3b BritoueHo cemeitctBo FAU_GEN «I'eHepanys naHHbIX aynura 06€30IMaCHOCTH», TO
caeayeT MpeayCMOTPEeTh BO3MOXKHOCTD (B 3aBUCHMOCTH OT BBIGPAHHOTO YPOBHS) ayauTa CACAYIOLINX Aeii-
CTBUI1/COOBITHIT/TTAPAMETPOB.

a) ba3oBeIit: BEIMOTHEHUE U pe3ynbTaTel camoTecTrpoBaHust GbO.

FPT_TST.1 Tectuposanue ®BO

Hepapxuyeckuit wist: HeT mogyMHeHHBIX KOMIIOHEHTOB.

FPT_TST.1.1 ®BO 10/ukHbI BHIOAHATh MAKET MPOrpaMM CaMOTeCTHpOBaHus [BbIOOp: npu 3anycke,

nepuodu4ecKku e npouecce HOpMAILHO20 PYHKUUOHUPOGARUS, HO 3ANPOCY YHOAHOMOYUEH-
HO020 noab3oeamens, npu ycaoeusx [Ha3HAUEHHE: YCA06UsA, NPU KOMOPBIX caedyem npe-
dycmompemp camomecmuposanue] 1 1eMOHCTPAIMHA NpaBUIbHOrO BhinoHenus ©BO.
FPT_TST.1.2 ®BO #0/KHbI IPeJOCTABATDH YIOIHOMOYEHHBIM MOIb30BATEISIM BO3MOKHOCTD Bepu(puim-
POBaTh NEJOCTHOCTD JaHHbIX PBO.

FPT_TST.1.3 ®BO #0/KHbI IPeJIOCTABATD YHOJIHOMOYEHHBIM MOJIb30BATEISIM BO3MOKHOCTD Bepuhuim-
POBaTh HEJOCTHOCTh XPAHUMOI'O BbiNOIHAEeMOro Koaa ®BO.

3aBucumoct: FPT_AMT.1 TecTupoBanne aGc TpaKTHOM MANIMHBE

11 Knacc FRU. Ucnoab3oBanue pecypcos

Knacc FRU conmepXuT Tpu cemeicTBa, KOTOPLIE MOIEPKUBAIOT JOCTYITHOCTh TPeOYEeMbIX PeCypcoB,
TAKUX KaK BbIYMCIUTEIbHBIE BO3MOXHOCTH U/ o6beM naMaTt. CemeitctBo FRU _FLT «Otkasoycroituu-
BOCTB» ITPEOCTABIISIET 3aIUTY OT HENOCTYITHOCTU pecypcoB, BbizBaHHOM cboem OO. Cemeitctso FRU_PRS
«ITpuoputer 06CTyXKMBaHUS» 0GECITEYNBAET, YTOOLI PECYPCHI BHIAESINCH Hanboee BaXHBIM WJIU KPUTUY-
HBIM 110 BPEMEHU 3a/1la4aM U He MOIJIY OBITh MOHOTMOTU3MPOBAHKI 3anauaMHy ¢ 60Jiee HU3KUM TTPHUOPUTETOM.
Cewmeiicteo FRU_RSA «PacripeneneHye pecypcoB» ycTaHaBIMBAET OrpaHUMUYEHHS MCITONb30BAHUS IOCTYITHBIX
pecypcoB, MpenoTBpallias MOHOMOIU3AIINIO PECYPCOB MOJTb30BATE/ISIMH.

74



roCT P ICO/MBK 15408-2—2002

Hexomnosunus xinacca FRU Ha cocrapisiioiime ero KOMIOHEHTH MTpuBeieHa Ha pucyHKe [1.1.

Wcnonb3oBaHue pecypcos

— FRU_FLT OtkasoyctoiuuBocTb —_1—— 2

— FRU_PRS lMpuoputeT obcnyxueaHus —_1-— 2

— FRU_RSA PacnpeaeneHue pecypcos —_1-— 2
Pucynok 11.1 — Jlexomnosnnus kiacca «Mcenonb3oBanue p:ypcoB»

11.1 Orka3oycroitunBocts (FRU_FLT)

XapakTeprCcTUKa ceMeicTRa

Tpe6opanus cemetictBa FRU_FLT obecnieunparot, 40661 OO MpomosKuI NOAAEPKUBATh NMPaBUIIbHOE
(byHKIIMOHMPOBAHME JaXKe B cliyuae cOOeB.

PamxxupoBaHue KOMITOHEHTOB

FRU_FLT OTKasoycToMumMBoCTh — 1 — 2

FRU_FLT.1 «[ToHMm:KeHHAast 0TKA30yCTONYMBOCTL» COAEPKUT TpeboBaHue, 4To6b1 OO NponosKuI npa-
BHWJIHHOE BHINOJTHEHME YKA3aHHBIX BO3MOXKHOCTEH B Clyyae HIeHTHMUIIMPOBAHHEIX CO0EB.

FRU_FLT.2 «OrpannyeHHast OTKa30yCTONYMBOCTb> CONEPXUT TpeboBaHMe, yToOb OO NMpoaoKuI
MTPaBUIBHOE BBIMTOJTHEHHE BCEX CBOMX BO3MOXKHOCTEH B Cllyyae HieHTH(hHIMPOBAHHBIX COOEB.

Vnpasnenue: FRU_FLT.1, FRU_FLT.2

JeicTBUS ITO YIIPABICHHIO HE ITPENYCMOTPEHBI.

Aymut: FRU_FLT.1

Ecnu B I13/3b BxitoueHo cemeiictBo FAU_GEN «['eHepauus naHHbIX ayauTa 6e30I1acHOCTH», TO
caeayer IpelyCMOTPETh BO3SMOXHOCTD (B 3aBUCMMOCTH OT BbIOPAHHOIO YPOBHS1) ayIuTa CIEAYIOMMX 1ei-
CTBU/COOBITUH/TApaMETPOB.

a) MuHMMATBHEIN: 1106011 c60ii, 0GHapyxeHHbIi1 DBO.

6) bazossliit: Bce onepaunu OO, npepBaHHbIE W3-3a cOOS.

Aymut: FRU_FLT.2

Ecnu B I13/3b BxitoueHo cemeiictBo FAU_GEN «I'eHepauus gaHHbBIX ayaMTa 6€30IIacHOCTH», TO
CJIeNyeT MPelyCMOTPETh BO3MOXKXHOCTD (B 3aBUCMMOCTH OT BbIOPAaHHOTO YPOBHS) ayluTa CIEAYIOIUMX Nei-
CTBUi/COOBITUI/ TTApAMETPOB.

a) MuHuMaTbHBIH; 11000 c60it, 06HapyxeHHbI DBO.

FRU_FLT.1 IloaukeHHasi 0TKA30yCTOWIABOCTD

Wepapxuyeckuit ist: HeT noaYMHEHHBIX KOMIIOHEHTOB.

FRU_FLT.1.1 ®BO aonxHbl 00ecneduTs BoNOIHEHHE [Ha3HAYEHHE: Crucok eo3moxcnocmeii 00], Kor-

Ja IPOUCXOAT cieayiomue cOou: [Ha3HAYEHHe: crucox munog cooes).

3asucumoctu: FPT_FLS.1 Cooii ¢ coxpanennem 6€30n1aCHOTO COCTOSIHUS

FRU_FLT.2 OrpanuueHHasi 0TKA30yCTOWYMBOCTD

Nepapxuueckuit nnsi: FRU_FLT. 1

FRU_FLT.2.1 ®bO nonxHbl 06ecnednTh BHITOJHEHHE BeeX Bo3moxHocTeit OO, Koraa npoucxomsr

cremyollre c6oU: [HasHaAYeHHE: CRUCOK mUnoe cooes].

3asucumoct: FPT_FLS.1 C60ii ¢ coxpaneHreM 6€30MacHOrO COCTOSIHHUS

11.2 Ipuopuret o6cayxkusanus (FRU_PRS)

XapaKTepuCcTHKA CeMeicTBa

TpeGopanus cemeitctBa FRU_PRS nossossior @BO ynpapiasith HCMOAb30BAHUEM PECYPCOB M0Jb30Ba-
TEJISIMU ¥ CYOBEKTaMHU B IIpenesiax CBOoeil obmacTy AeiCTBUSI TaK, YTO BHICOKOMPHOPUTETHBIC OMNEpaluu B
npezenax O ® Bcerna GynyT BbINONHATLCS Ge3 MPEMITCTBUI WK 3aNepXKEK CO CTOPOHbI oMepaluii ¢ Gonee
HU3KHUM IPHOPUTETOM.
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PaH)Kl/lpOB‘dHI/IC KOMITOHECHTOB

FRU_PRS MpuoputeT obcnyxusaHus

FRU_PRS.1 «OrpaHu4yeHHbI MpUOPUTET 00CTYKUBAHYST» ITPEIOCTABISIET MPUOPUTETHI JUIST UCTIOJ 30~

BaHMsI CyObeKTaM1 ITOIMHOXECTBA pecypcoB B mpeaetax Od.

FRU_PRS.2 «[TonHbI# npropuTeT 0OCTYXUBaHUSI» ITPEAOCTABIISIET TPUOPUTETHI JUIS UCTIOJIB30BAHU

cyGbeKkTaMu Bcex pecypcos B nipenenax OAd.

Vrpaenenue: FRU_PRS.1, FRU_PRS.2

Hnst pyHkumit yripapneHust u3 kiacca FMT MoxeT paccMaTpuBaTrbes clieaytoiee 1eicTBUE.

a) HasHauenue nmpuopurtetos kaxpaomy cyorsexty B ®BO.

Aynut: FRU_PRS.1, FRU_PRS.2

Ecnu B I13/3b BritoueHo cemeiticto FAU_GEN «I'eHepanus maHHBIX ayauTa 6€30MacHOCTH», TO

CAENYET MPEeAyCMOTPETh BO3MOXKHOCTD (B 3aBUCHUMOCTY OT BBIOPAHHOTO YPOBHSI) ay/lIUTa CJEAYIOIIMX JIei-
CTBHIT/COOBITII/TTapaMeTPOB.

a) MUHMMaJTBHBIHM; OTKJIOHEHHE Orepalliy Ha OCHOBAHWY UCITONTb30BAHMSI IPUOPUTETA T1PU pacripese-
JICHUH PECypca.
6) ba3oBblii: BCe MOMBITKY MCMOTH30BaHUS (DYHKIIUY pacripene/ieHUsi pecypcoB ¢ Y4eTOM ITPUOPUTET-
HOCTH 0OCITY>KHUBAHUSI.
FRU_PRS.1 OrpannueHnniii NpAOPATET 0OCTyKUBAHASL
Hepapxuueckuit wist: HeT moguMHEHHBIX KOMIIOHEHTOB.
FRU_PRS.1.1 ®BO a0/uKHbI YCTAHOBHTH NPUOPUTET KaxkIOMYy cyobekTy B DBO.
FRU_PRS.1.2 ®BO gomxkabl 06ecnednTs J0CTYN K [Ha3HAYEHME: ynpagasemoie pecypcbl] Ha OCHOBE
NMPHOPHUTETOB, HA3HAYEHHBIX CYObEKTAM.
3aBUCUMOCTH: OTCYTCTBYIOT.
FRU_PRS.2 IToHblit NpHOPATET 0OCTYKHBAHAS
Uepapxuyecknii wist: FRU_PRS. 1
FRU_PRS.2.1 ®BO moKHBI YCTAHOBUTH TPUOPUTET KaxXkIoMy cyobekTy B DBO.
FRU_PRS.2.2 ®BO nomkHbl 0GeCIeYnUTs AOCTYII KO BCEM COBMECTHO HCNMOJIb3YEMbIM pecypcaM Ha
OCHOBE [TPHOPUTETOB, HA3HAUCHHBIX CYObEKTaM.
3aBUCUMOCTHU: OTCYTCTBYIOT.
11.3 Pacnpenenenne pecypcoB (FRU_RSA)
XapaxTepucTrka ceMencTBa
Tpe6oranus cemeiictBa FRU_RSA nosponsior @BO ynpapiasith MCHOIL30BAHUEM PECYPCOB ITOJb30BA-

TEJSIMH Y CYOBEKTaMH TAKUM 06pa3oM, 4TOObI He MPOUCXOINIIO OTKA30B B OOCITY>KUBAHUH M3-32 HECAHKITHO-
HUPOBaHHOH MOHOITOU3ALIUU PECYPCOB.

PaH)KI/IpOBaHI/IC KOMITOHCHTOB

FRU_RSA PacnpeaeneHue pecypcos — 1 1 2

FRU_RSA.1 «MakcumabHble KBOTbI» COAEPXKUT TPeOOBaHMS K MEXaHM3MaM KBOTHPOBaHUS, KOTOPbIE

06CCH€‘H/IBH}0T, YTOOBI MOJIb30BATEIH U CY6'I>€KTb] HE MOHOIOJIM3UPOBAJIU YIIPABIAEMBIA pecypc.

FRU_RSA.2 «<MuHUMabHble U MAKCUMaJIbHbIE KBOTbI» COAEPXKUT TPEOOBAHUS K MEXaHU3MAaM KBOTHU-

pOBaHHUs, KOTOpHIE 00ECMNEeYMBAIOT, YTOObI MOJb30BATENHN U CY6'I>CKTI>I BCEr/Ia UMEJTH XOTs Obl MWUHHUMYM
CHEHI/I(I)I/IHI/IPOBEIHHOFO pecypca, HO IIpH 3TOM HE MOITTH (931 MOHOIIOJIM3UPOBATH 3TOT PECYPC.
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Ynpasienue: FRU RSA.1

g dyskuwmii ynpabneHus U3 kinacca FMT Moxer paccMaTpuBaThesl CIEIyIONIEE JiEACTBHE.

a) OnpeneneHre aAM MHUCTPATOPOM MaKCUMATBHBIX KBOT pecypca [Uisl IPYII U/ WX OTACAbHBIX MOJIb30-
Baresieit u/Wim cyObeKTOB.

Ynpasienue: FRU_RSA.2

g ¢yukuwmii ynpabneHus U3 Kiacca FMT Moxet paccMaTpuBaThes ClEyollee Jie ACTBHE.

a) OmnpeneneHue aAMUHUCTPATOPOM MUHUMAJTBHBIX 1 MAKCUMATbHBIX KBOT pecypca JUIS TPy U/ Wiu
OTJIEJIbHBIX MOJIb30BATECH H/WITH CYyOBEKTOB.
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Aymut: FRU_RSA.1, FRU_RSA.2
Ecnu B I13/3b BxiioueHo cemeiictBo FAU GEN «I'eHeparus maHHBIX ayiuTa 6e30MmacHOCTU», TO

cjleflyeT MPenyCMOTPETh BO3MOXXHOCTD (B 3aBUCUMOCTY OT BEIODAHHOTO YPOBHS) ay/iuTa CAEAyIOMHMX Aei-
CTBUI/COBBITHI/TApaMETPOB.

TEJIs1.

a) MuHUMATBHBIN: OTKJIOHEHUE ONepally paciipele/IeHHs pecypca U3-3a ero OrpaHMYEHHOCTH.

6) basoBelit: Bce obpaliieHust K GYHKIUSAM pacripene/ieHust pecypcos, yrpasmsieMbix ©@BO.

FRU_RSA.1 MakcuMaibHbie KBOTBI

Hepapxuueckuit ist: HeT monunHeHHBIX KOMIIOHEHTOB.

FRU_RSA.1.1 ®BO n0/zKabi peann3oBaTh MAKCHMAJIbHbIE KBOTDI CJIeIYIONIAX PeCypPcoB: [Ha3HaueHHe:
ynpaeasemoie pecypeni], KOTOpbie [BbIOOP: omodeabnbie noavzoeameau, onpedeieHmubie
2pynnbt noav3osameaeli, cybvexmot] MOTYT HCIIOJIB30BaTh [BLIOOD: 0dnospemenno, ¢ me-
yeHue onpedeaennozo nepuooa epemenu).

3aBUCUMOCTH: OTCYTCTBYIOT.

FRU_RSA.2 Mu#uMajbHbie H MAKCHMAJIbHbIE KBOTbI

Wepapxuueckuit ;yisi: FRU _RSA.1

FRU_RSA.2.1 ®BO nomxHbI pealin30BaTh MAKCMMAaJbHbIe KBOTbI CJIEAYIONIMX PECYPCOB: [Ha3HAYeHUE:
ynpaeasiemvie pecypcol], KOTOpbIE [BHIOOD: omodenvHbie noasaogament, OnpeoeseHHbie 2pyn-
nbut noavzoeamenell, cyoseKmbi] MOTYT UCIIOJb30BATh [BBIOOD: OOHO8peMeHHO, 6 meyerue
onpedeneHHoz0 nepuooa epemenu].

FRU_RSA.2.2 ®BO no/kHbl 00€cneynTh BhlieieHHe MHHAMAJIBLHOT0 KOJMIECTBA KAKI0T0 H3 [HasHave-
HHE: ynpasisemote pecypcoi], KOTOpbie SABISAIOTCS TOCTYINHBIME 115 [BbIOOpP: omodeabnbrii
HoAb308aMeENb, ONPEOCACHHAA ZPYNna noav3oeamenet, cyboexmst], 4To0bI HCNO/IL30BATH
[BBIGOD: 00HOBpPEmMenno, 6 meuenue onpedeaennozo nepuoda epemenu)

3aBUCHMOCTHU: OTCYTCTBYIOT.

12 Knacc FTA. octyn Kk OO
Knacc FTA onpeaensier gyHKLXOHATbHBIE TPEOOBAHUS K YNIPABICHUIO OTKPbITUEM CEaHCa ITOJIb30BaA-

JIeKOMITO3HIINS KJIacCa Ha COCTABIISIOLINE €r0 KOMITOHEHTHI MPHBEAcHA Ha pucyHKe 12.1.

Poctyn k OO

FTA_LSA OrpaHuiyeHue o6nactu BoiupaeMbix 1
| atpubyTos |

CeaHcbl

FTA_MCS OrpaHuyeHune Ha napannenbhbole | | 1

— FTA_SSL bnokuposarue ceanca

I
Le ] o] (=]

FTA_TAB lNMpeaynpexaeHus nepea npeaoc-
TaBnexHuem nocryna k GO

— FTA_TAH Uctopus goctyna k OO —

L FTA_TSE OtkpbliTe ceatca ¢ 00 —

I_;IlAll_\l

Pucynok 12.1 — Jdexomrosunms Kiacca «Joctyn k OO»
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12.1 Orpannvenne o6aacTi Bbionpaembix aTpudyros (FTA_LSA)

XapakTepucTuka ceMeicTBa

Cemeiicteo FTA_LSA onpenensier TpeGOBaHUS TI0 OrpaHUYEHHIO 06JIaCTH aTpUOYTOB 6E30MaCHOCTH
ceaHca, KOTOpbIe MOXHO BbIOMPATH 7151 HETO MOJIb30BATEb.

PanxupoBaHue KOMIOHEHTOB

FTA_LSA OrpaHuueHue oGnacti BbiGupaeMbix
arpudyroB

FTA_LSA.1 «OrpanuyeHue 06acTH BbIOMpaeMbiX aTpubyToB» nmpenocrapisier TpedosaHue kK OO no
OrpaHUYEHUIO 06J1aCTH aTpUOYTOB 6E30MaCHOCTH CE€aHCa BO BPEMS €TI0 OTKPBITHSI.

VYnpasnenue: FTA_LSA.1

g dyuxkuwmit ynpaeneHus U3 kiacca FMT moxer paccMatpuBathes cieyioniee 1eiicTBUE.

a) YrpapieHre aiMUHUCTPATOPOM 00J1aCTbio aTpuOYTOB 6€30MaCHOCTH CeaHca.

Aynut: FTA LSA.1

Ecnu B I13/3b BriatoueHo cemeiictBo FAU _GEN «I'eHepanus naHHBIX ayauTta 6€30MacHOCTH», TO
cjelyeT MPeAyCMOTPETh BO3MOXHOCTD (B 3aBUCMMOCTH OT BLIOpAHHOTO YPOBHS) ayAUTa CACAYOILNX Aeii-
CTBMIi/COOBITHI/TApAMETPOB.

a) MUHMMAaTBHBINA: BCE HEYCIElLHbIE MOMbITKA BEIOOpa aTpuOyTOB 6€30MacHOCTH CEaHCa.

6) ba3oBblit: Bce NONbITKU BbIbOpa aTpUOYTOB G€30MacHOCTH ceaHca.

B) JeranusupoBaHHblii: huKcalus 3HaYeHUI aTpuOyTOB 6€30MacHOCTH KaXJIOro ceaHca.

FTA_LSA.1 Orpannuenne 06J1acTH BoIOHPaeMbIX aTpUOYTOB

Hepapxuueckuit 11s: HeT nogYMHEHHbIX KOMIIOHEHTOB.

FTA _LSA.1.1 ®BO a0/xKHbI OFPAHHYHTD 0DJIACTH ATPHOYTOB 0E30IACHOCTH CeaHca [Ha3HaueHHue: am-

pubymot 6ezonacnocmu cearncal, OCHOBHIBASICh HA [Ha3Havenne: ampudymot].

3aBHCHMOCTH: OTCYTCTBYIOT.

12.2 Orpannyenne Ha napajiebhbie ceancsl (FTA_MCS)

XapakTepucTHKa ceMeiicTBa

Cenmeiicteo FTA MCS onpenenser TpeOGoBaHHS M0 OTPAHUYEHUIO YUCIA Mapasie/IbHBIX CEaHCOB, MPEeIo-
CTaBJ/IsIEeMBIX OMHOMY 1 TOMY XK€ ITOJTb30BATEIO.

PaHxxupoBaHue KOMITOHEHTOB

FTA_MCS OrpanuueHue Ha napannenbHbie 2
ceaHchbl

FTA_MCS. 1 «ba3oBoe orpaHuueHue Ha napajiebHbIe CeaHCh» TPeNOCTABISIECT OTPaAHHMYEHMS], KOTOPbIE
MIPUMEHSIIOTCS KO BceM nosb3oBaressiMm DBO.

FTA_MCS.2 «OrpaHuyeHye Ha napajuieNbHbIe CEaHChl IT0 aTpulOyTaM IO/Ib30BaTENIs» pacIIupseT
FTA_MCS.1 tpe6oBarHueM BO3MOXHOCTY OIPEACTUTH OTPAHUYEHUS Ha YUCJTO NMAPAJUICTBHBIX CEAHCOR, OCHO-
BBIBasICh Ha aTpnOyTax 6e30MacHOCTH, CBA3aHHLIX C MTOJIH30BAaTe/IEM.

VYnpasnenue: FTA MCS. 1

g dyaxumit ynpaeiaenus us kiacca FMT MoxeT paccMaTpuBaThCs cIeaylolliee AeiicTaue.

a) YropapieHue aiMUHUCTPATOPOM MAKCUMAJTBHO TOITYCTHUMBIM YHC/IOM NTAapaSIETBbHBIX CEAHCOB, NPEeIo-

CTAaBJISIEMBIX TTOJIb30BATETIO.

Ynpasnenue: FTA MCS.2

s dynuxkumit yripapneHus u3 kiacca FMT MoryT paccMaTpyBarThes CIeqyloiuye qefcTBIS.

a) YrpapieHue aiMUHUCTPATOPOM TIPaBUIaAMU, KOTOPBIE OMPEEISIIOT MAKCUMATBHO IOMTYCTUMOE YHCIIO
MapauIeIbHBIX CEaHCOB, IPEIOCTABISIEMBIX MOTH30BATETIO.

Aynut: FTA_MCS.1, FTA MCS.2

Ecnu B I13/3b Brmoueno cemeitctio FAU _GEN «I'eHepalius maHHBIX ayauTa 6e30MacHOCTH», TO
CJIEAYeT MPeiyCMOTPETh BO3MOXKHOCTD (B 3aBCMMOCTH OT BHIGPAHHOTO YPOBHS) ayauTa CIeAYIOIMX aei-
CTBUIT/COOBITUIT/TAPAMETPOB.

a) MUHUMaTbHBIN: OTKJIOHEHHE HOBOTO CeaHCca, OCHOBAaHHOEe HAa OTpaHMYECHMM YWCIa Mapaie/bHBIX

CEaHCOB.

6) Heranu3upoBaHHBIN: (hUKCAIUST YMCTA TAPAIeTbHBIX CeaHCOB ITOJTb30BATENS, a TaKKe aTpuGyTOB

6e30MaCHOCTH 3TOTO MTOJIb30BATE/IS.
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FTA_MCS.1 Ba3oBoe orpannueHye Ha NapajejbHble CEanchl

Uepapxuueckuit ans: HeT non4MHEHHBIX KOMIIOHEHTOB.

FTA_MCS.1.1 ®BO nonxHbl OrpaHAYuTh MAKCHMAJILHOE YMCJIO NAPAJLIE/IbHBIX CEAHCOB, MPEI0CTAB-
JIIeMbIX OJHOMY H TOMY K€ MOAb30BATENIO.

FTA_MCS.1.2 ®BO no/KHbI 3212Th 10 YMOTYAHHIO OTPAHMYEHHE [HA3HAYEHHE: 3adasaemoe no ymon-
YanuIo 4uca0] CeaHcoB NMOJIb30BATE A,

3aBucumoctu: FIA_UID.1 Bbioop MomenTa uaenTHhUKAIMA

FTA_MCS.2 OrpannyeHne Ha napauieJibHbI€ CEAHChI O ATPUOYTAM MOJIb30BATENS

Hepapxuueckuii ans: FTA_MCS.1

FTA_MCS.2.1 ®BO nomKHbl OrpaHUYUTh MAKCHUMAIBHOE YHCIIO MAPAIJIEIbHbIX CEAHCOB, NPEIOCTAB-
JIIeMbIX OHOMY M TOMY Xe T0JIb30BATENIO, COrIACHO NPABWIAM [Ha3HAYEHHE: npasula
onpedeaenus MAKCUMAALHO20 HUCAQ NAPAAICALHBIX CCAHCOE].

FTA_MCS.2.2 ®BO 10KHbI 3a1aTh 110 YMOJIYAHUIO OTpaHHYeHWE [Ha3HAaYeHUeE: 3adasaemoe no ymoa-
YAHWIO 4UCA0] CEAHCOB TOIb30BaTEJSl.

3aBucumoctu: FIA_UID.1 Bbibop MoMeHTa HaeHTU(DHKAIAN

12.3 Baokuposanne ceanca (FTA_SSL)

XapaKTepuCTHKa ceMeHCTBa

CemeiictBo FTA _SSL onpenensier rpe6osanust K PBO no npenocrapieHu0 BO3MOXHOCTU Kak PBO,

TaK U MOJIb30BATEII0 GJIOKHPOBATh U Pa3OIOKUPOBATh MHTEPAKTHBHBIN CEAHC.
PaHxxupoBaHHe KOMITOHEHTOB

FTA_SSL BbnokupoBaHue ceaHca

Lo ][] [=]

FTA_SSL.1 «brokuposanue ceaHca, nHuinuposaHHoe PHO» BKIIOUaeT MHUIMUPOBAHHOE CUCTEMOM
6JIOKMPOBAHUE MHTEPAKTUBHOTO CeaHca Iocye ornpeneieHHOro nepruoaa Ge3neiCTBIS ITOIb30BaTeNIs.
FTA_SSL.2 «brokvpoBaHue, MHUIIMUPOBAHHOE ITOIB30BATEIeM» ITPEIOCTABIISIET ITOJIb30BATENIO BO3-
MOXHOCTb GJTOKMPOBATh U Pa3bIOKHUPOBATL CBOM COOCTBEHHBIC MHTEPAKTUBHEIC CEaHCHI.
FTA_SSL.3 «3aBepmieHue, uauimuposanHoe PbO» npemocrasnser tpeGosanust kK PbO o 3asepiie-
HUIO CeaHca IOCJIe ONpeesIEHHOro neproa 6e3neicTBUS ITONIb30BaTE S,
Vnpasnenue: FTA_SSL.1
s dyHkumit ynpasmeHus u3 Kiacca FMT MoryT paccMaTpuBarhCs Cleayioiine 1efiCTBHS.
a) 3azaHue BpeMeHH Oe3eICTBUS MOJIb30BaTEesl, ITOCIEe KOTOPOTO IIPOUCXOANUT BIOKMPOBKA CeaHca.
6) 3amaHue o YMOJTYAHUIO BpeMeHH 0e3/1eiCTBUST ITOTB30BAaTeNIs, ITOCIe KOTOPOTo MPOUCXOANT BITOKM-
pOBKA.
B) YnpaBieHue COOBITUAMY, KOTOPHIMU ITPEAyCMAaTPUBAIOTCS 10 pa3bIOKUPOBAaHHUs ceaHca.
VYnpasienue: FTA SSL.2
s dyHkiwmit yripasiaeHuss u3 kiacca FMT MoxXeT paccMaTpUBaThCs Clieaylolliee AeicTBIE.
a) YrpaeneHue COOBITUSIMU, KOTOPEIE NTPeIyCMATPUBAIOTCS A0 PAa30IOKMPOBAHMS CEaHCa.
Vnpasnenue: FTA SSL.3
s dyHkumit ynpasmeHus U3 Kinacca FMT MoryT paccMaTpuBaThCs Cleayionie IeiiCTBHS.
a) 3azaHue BpeMeHH 6e3eCTBUS M0JIb30BaTeIsl, [TOCIe KOTOPOTO IIPOUCXOIUT 3aBepllieHHe HHTEepaK-
TUBHOI'O CeaHca.
6) 3agaHue 1o yMOTYaHUIO BpeMeHU Ge3eiCTBUS MOB30BaTe s, ITOC/Ie KOTOPOTo ITPOUCXOIUT 3aBep-
HICHUE MHTEPAKTUBHOIO CeaHca.
Aymut: FTA_SSL.1, FTA_SSL.2
Ecau B I[13/3b BritoueHo cemeiictso FAU_GEN «I'eHepanus maHHBIX ayauTa 6e30IaCHOCTH», TO
CeAyeT MPeAyCMOTPETh BO3MOXHOCTS (B 3aBUCMOCTY OT BBIGPAHHOT'O YPOBHSI) ayIuTa CJIEAYIOIINX Acii-
CTBUI/COORITHI/TApAMETPOB.
a) MuHUMAaTBHEL: 6TOKMPOBAaHME MHTEPAKTUBHOIO CEAHCA MEXaHU3MOM OJIOKMPOBAHMS CeaHcd.
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6) MuHUMAaNBHBIN: YCMelHOoe pa30I0KMPOBAHME MHTEPAKTUBHOIO CeaHCca.
B) ba30Bblif: BCce MOMBITKY pa3bIoKUPOBaHUS MHTEPAKTUBHOTO ceaHca.
Aynut: FTA_SSL.3
Ecnu B I13/3b BritoueHo cemeiictBo FAU_GEN «I'eHepaliist faHHBIX aynuTa 0€30MTaCHOCTH», TO
ciaeAyeT MpeayCMOTPEeTh BO3MOXHOCTD (B 3aBMCHMMOCTH OT BbIOPAHHOIO YPOBHSI) ayauTa CICAYIOMNX Oei-
CTBUI1/COOBITHT/TTApAMETPOB.
a) MuHYMAaTBHBIHM: 3aBepllieHe WHTEPAKTUBHOIO CEaHCa MEXaHU3MOM GJIOKUPOBAHUS CeaHca.
FTA_SSL.1 Brnokupopanue ceanca, ununuuposannoe b0
Hepapxuyeckuit ist: HeT mogyuHeHHBIX KOMIIOHEHTOB.
FTA_SSL.1.1 ®BO go/kHbl 6JIOKHPOBATH HHTEPAKTHBHBIA CEAHC MOCE [HA3HAYEHHE: UHMEpBan epe-
Menu besdelicmeus noavzoeameas), 1s 4ero NpeANPUHAMAIOTCS CJeIyIONIMe AefCTBUS:
a) OYMCTKA WJIH NePe3amich YCTPOICTB 0TOOPAKEHHS, MPHAAHNE WX TEKYHIEMY COIePKAHMIO HEIATAEMOTO
BHAA;
6) G1oKMpoBanne JTIOOBIX JEHCTBHIA 10 AOCTYNY K JAHHBLIM MOJB30BATENs/YCTPORCTBAM OTOOPAKEHMUS,
KpoMe HeoOXOIMMBIX I Pa30IOKHPOBAHHS CEanca.
FTA_SSL.1.2 ®BO ao/mkHbl TPEGOBATH, 4TO0bI 10 PA30JOKHPOBAHMS CEAHCA MPOM3ONLIH CAEIYIOHINEe
coObiTnA: [Ha3HAYEHHE: cobbimus, Komoposie Gydym npoucxoouns].
3asucumocty: FIA_UAU.1 Boioop MomenTa ayrenTudHuKanum
FTA_SSL.2 BiiokupoBaHne, HHAIMHPOBAHHOE MO/Ib30BATEAEM
Hepapxuyeckuit ist: HeT nogumMHeHHbIX KOMIIOHEHTOB.
FTA_SSL.2.1 ®BO n0/nKHBI AONYCKATH MHHAIMMPOBAHHOE T0JIb30BATE/IEM OJIOKHPOBAHIE CBOETO COOCT-
BEHHOTO HHTEPAKTHUBHOTO Ceanca, I 4ero NpeAnpHHNMAIOTCS CleyIonne Aeic TBUs:
a) OYMCTKA WM NePe3amich YCTPOICTB 0TOOpaKeHHs, MPHAAHNE UX TEKYHIEMY COIePKAHUIO HEIATAEMOTO
BHAA;
©) G10KMpoBaHue JIOOBIX JEHCTBHIA IO JOCTYNY K JaHHbIM MOJb30BATEs1/YCTPOHCTBAM OTOOPAKEHH S,
KpoMe HeOOXOIMMBIX 1A Pa30IOKHPOBAHHS CEAHCA.
FTA_SSL.2.2 ®BO a01KHbI TPEOOBATD, YTOOBI 10 PA30JTOKMPOBAHAS CEAHCA NPOM3ONLIM CJEIYIONHe
coObITHA: [Ha3HAYEHHE: CoObimus, Komopbsie Gyoym npoucxodums].
3aucumocty: FIA_UAU.1 Beifop MoMenTa ayTeHTH(PUKAIAN
FTA_SSL.3 3asepmenne, naunuuposannoe PO
Hepapxuyeckuit nnst: Het momuyuHeHHbBIX KOMIIOHEHTOB.
FTA_SSL.3.1 @50 nomxubl 3aBepUITH HHTEPAKTHBHBIN ceaHc nocjie [Ha3HAYEHHE: unmepean epemenu
be3deiicmeus noavzoeameans).
3aBHCHMOCTH: OTCYTCTBYIOT.
12.4 IIpenynpexaennsa nepen npeaocrasaennem aoctyna K OO (FTA_TAB)
XapakTepruCTHKa CeMEVCTRa
CewmeiictBo FTA_TAB onpenensier Tpe6oBaHMs K OTOOpaKeHHIO ISl TIoIb30BaTesieii npeaynpexiaarole-
IO COOOIIEHHS C ITEpeCTpanBaeMoil KOHbUTYpairell OTHOCUTEIbHO XapakTepa ncnojbzoBaHus OO.
PanxxupoBaHue KOMITOHEHTOB

FTA_TAB MNpepynpexaeHus nepea npesoc-
TarneHueM goctyna k OO 1

FTA_TAB.1 IIpenynpexneHus Mo yMOJIYaHUIO Nepel npeaocTapireHneM noctyna K OO» npemocras-
JigeT TpebOBAHUS K MPEAYPEXNAIOIIMM COOOIIEHUSIM, KOTOPbIE OTOOPAXAIOTCS NMepea Ha4aloM JUaIora B
ceaHce.

Vnpaenenue: FTA TAB.1

Hna dynkuwmit ynpaepnerus 13 kiacca FMT MoxeT paccMaTpuBathes ciieaylolliee A¢iicTBue.

a) ConpoBOXIECHHE YITOJTHOMOYE HHBIM aIMHHUCTPATOPOM MpPEAYyNpexXAaoNX COOOIICHUIA.

Aynut: FTA_TAB.1

HeTt unentuduimpopanHbix AeiCTBUI/COOBITHIT/ IApAMETPOB, UIS1 KOTOPBIX CJEAYET MPeayCMOTPeTh BO3-
MOHOCTb ayIuTa.

FTA_TAB.1 Ilpeaynpexaenns no yMoJ4aHuIO mepe] npeaocTasiennem aocryna k OO

Hepapxudeckuii rs: HeT nonuMHeHHBIX KOMITOHEHTOB.

FTA_TAB.1.1 I1epen oTkpbiTHEM ceanca noab3oBaTeiss @BO gonxub 0T00pa3suTh NpeayNpexRaaoniee

coo0nIeHne OTHOCHTEIHLHO HECAHNKIMOHNPOBAHAOTO HCnob3oBanua 00
3aBMCUMOCTH: OTCYTCTBYIOT.
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12.5 Ucropus nocryna k Q0 (FTA_TAH)

XapakreprcTiKa ceMeiicTBa

CewmeiictBo FTA_TAH onpenensier Tpe6oanusi K @O no otobpaxeHuo Ui 10J1b30BaTeNs, NPU
YCITEIIHOM OTKPBITHM CE€aHCa, MCTOPUHN YCTICLIHBIX M HEYCITEIIHBIX MOIMBITOK ITOJIYYUTh JOCTYI OT UMEHHU

3TOTO MOJB30BATENIA.
FTA_TAH WUctopus aoctyna k OO

ParxupoBaHue KOMIIOHEHTOB
FTA_TAH.1 «Acropus nocrtyna Kk OO» nperocrassier Tpebosarusa kK OO o otobpaxeHH o HHGOpMa-
WM, CBSI3aHHOM € MPebIYIIMMH MOMbITKAMHA OTKPBITh CEaHC.

Vnpaenenne: FTA TAH.1

JeicTBr Mo ypaBIeHUIO HE NPeLlyCMOTPEHBI.

Ayaut: FTA TAH.1

Het naeHTHOUIMpPOBaHHBIX € CTBU I /COOBITHIT/TTApaMETPOB, TSI KOTOPBIX CAEAYET ITPEAYCMOTPETH BO3-

MOXHOCTb ayAMTa.

FTA_TAH.1 Uctopus noctyna Kk OO

Nepapxuyeckuit ansa: Her monuMHEHHBIX KOMITOHEHTOB.

FTA_TAH.1.1 Ilpu ycnemuom oTkpbiTia ceanca @50 nomkasi orodpasuts [Beibop: dama, epemas,
Memoo, pacnoaoxcenue] NOCieTHETo YCNENIHOTO OTKPBITAS CEAHCA OT HMEHH MOJIb30Ba-
TeN.

FTA_TAH.1.2 IIpu ycnemnom oTkpbiTia ceanca ®BO nomkns orobpasurs [Bbibop: dama, epemas,
Memnoo, pacnonoxcenue] nocneanel HEYCNeNIHOM NONBITKA OTKPHITAS CEaAHCA H YMCI0
HeyCHeNIHbIX MONBITOK CO BpeMeHH NMOC/IeTHEro YCIenHoro OTKPHITAS Ceanca.

FTA_TAH.1.3 ®BO He 101XHBI yIa/ATh HAGOPMAIAIO 00 HCTOPHHA JOCTYNa U3 HATepdeiica nob30Ba-
TeNs €3 mpeoCTaBIeHus 0JIb30BATENI0 BO3MOKHOCTH IPOCMOTPETD ee.

3aBUCUMOCTHU: OTCYTCTBYIOT.

12.6 Otkpoitue ceanca ¢ OO0 (FTA_TSE)

XapakTepucTruKa ceMeicTra

CewmeitictBo FTA TSE onpenensier TpeGoBaHUS ITO 3anpellieHUIO MOJIb30BATe/ISIM OTKPBITUSI ceaHca

¢ 00.
FTA_TSE OtkpbiTe ceaHca ¢ OO

ParKupoBaHye KOMITOHEHTOB

FTA_TSE.1 «OtkpbiTie ceanca ¢ OO» npemocTaBisieT YCIOBUS 3allpellieHUs [T0Ib30BaTe/IsIM JIOCTYITa
Kk OO, oCHOBaHHOro Ha arpubyTax.

Vnpasnenue: FTA_TSE.1

s dyHkimi ynpasnenns u3 xiacca FMT MoxXeT paccMaTpuBaThes cleaytoilee 1ecTBHE.

a) YrpapiaeHHe YIIOTHOMOYCHHBIM aAMITHUCTPATOPOM YCIIOBUSIMU OTKPBITHS CeaHca.

Aynut: FTA_TSE.1

Ecnu B I13/3b BxitoueHo cemeitctBo FAU GEN «I'eHepanusg naHHBIX ayauTa 6e€30I1acHOCTH», TO
CJIeNyeT MPeNyCMOTPETh BO3MOXKXHOCTH (B 3aBUCUMOCTH OT BbIOPaHHOTO YPOBHSI) ayluTa CACAYIOMIMX Neii-
CTBUI/COOBITUH/TTApAMETPOB.

a) MuUHUMAaTBHBIH: 3aNpeiieHe OTKPHITHS CeaHca MEXaHU3MOM OTKPBITHS ceaHca.

6) ba3oBbIii: BCE MOIMBITKY OTKPBITHS CeaHCa IOJIb30BATEIS.

B) deranusupoBaHHbIN: hukcalms 3HaYeHUN BBIOPaHHBIX [TApaMETPOB NOCTYIA (TaKUX KaK MECTO 10~

CTyIa WY BpeMsi JOCTYTIA).

FTA_TSE.1 Orkpeitie ceanca ¢ 00

Wepapxuueckuit 11s1: HeT moqumHeHHBIX KOMITOHEHTOB.

FTA_TSE.1.1 ®BO nomKkHbi 0biTh CNIOCOOGHBI OTKA3ATh B OTKPHITHH CEaHCa, OCHOBBIBASACH HA [Ha3HAYe-

HHUe: ampubymyi].
3aBUCHMOCTHU: OTCYTCTBYIOT.
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13 Kaacc FTP. JloBepeHnblii MapupyT/KaHai

Cewmeiicrpa kitacca FTP conepxaT TpeboBaHUS KaK K JOBEPEHHOMY MapIlpyTy CBS3M MEXIY ITOIh30Ba~
Tensmu 1 DPBO, Tak u K noBepeHHOMYy KaHany cBs3y  Mexay PBO u npyrumu noBepeHHBIMU
npoaykramMu UT. JloBepeHHbIE MapIIpyThl ¥ KaHATbl UMEIOT CAENyIoiue 00I11e CBOMCTRA:
— MAapIIPYT CBSA3M CO3MACTCS C MCITOIh30BAHUEM BHYTPEHHUX U BHEILHMX KaHATOB KOMMYHUKAIIUI (B
COOTBETCTBUU C KOMITOHEHTOM), KOTOPHIE U3OIUAPYIOT MACHTU(DUIIMPOBAHHOE MTOJAMHOXKECTBO JaH-
HbIX 1 KoMaHa DBO oT octanbHOI YacTy NaHHBIX MTojb3oBateseit 1 GhO;

— WCTIONB30BAHME MapIpyTa CBSI3M MOXKeT ObITh MHUIMUPOBAHO ronb3oBaresieM u/uinun @bO (B coor-
BETCTBUU C KOMITOHEHTOM);

— MapIIPYT CBSA3M criocobeH obecreunTh JoBepre TOMY, UTO ITOIh30BaTe/ b B3aUMOCHCTRYeET ¢ TpeGye-
MbiMU PBO nin @BO — ¢ TpeGyeMbIM Iosb30BaTeNeM (B COOTBETCTBUU C KOMITOHEHTOM).

3nech dogepennstii Kanas — 3TO KaHAJ CBSI3U, KOTOPBIIt MOXET ObITh MHUIIMUPOBAH 1000 U3 CBSA3BI-
BAIOIMXCSI CTOPOH M 00ecIieuuBaeT CBOMCTBO HEOTKA3YeMOCTH MO OTHOIIEHHIO K MACHTHYHOCTH CTOPOH
KaHama.

Jlosepennviii mapupym 11pejoCTaB/ISIET MMOJb30BATEISIM CPEACTBA /U1l BHITOIHEHUST (DYHKUMH ITyTeM
obecrieueHus npsimoro B3anmoeiicteys ¢ MBO. JloBepeHHBIN MapIIpyT OOLIYHO XKeJaTeeH Npy HauaaTbHOH
HACHTUGMUKAIMU U/ WU ayTe HTU(DUKAIIMY [TOJIb30BaTe s, HO MOXET ObITh TAKXKe IPUMEHEH Ha MPOTIKEHUU
BCETO ceaHca Iosb3opatessi. OOMEHBI 110 JOBEPEHHOMY MapilIpyTy MOTYT OBITb MHUIIMMPOBAHKI ITOJIb30BATE/IEM
nnu OBO. TapaHTHpyeTCs, YTO OTBETHI MOJB30BATEIIS € IPUMEHEHNEM TOBEPEHHOTO MapIIpyTa OyayT 3aiiy-
IIEeHBI OT MOAMDUKALIMK UM PACKPBITHS HEJOBEPEHHBIMU IPHUIOXKEHUSIMH.

Hexomrnosunug kiacca FTP Ha cocTaBngionime ero KOMIOHEHThI ITprBeeHa Ha pucyHKe 13.1.

Knacc FTP: [lJoBepeHHbIiA mapLupyt/
KaHan

FTP_ITC [joBepeHHbId KaHan nepenaiu
Mexay 60 1
FTP_TRP [loBepeHHbIA MapLipyT

Pucynok 13.1 — JlekoMno3suiusa knacca «/J1loBepeHHbIH MapLUpyT/KaHa»

13.1 JoBepennblii kKanaa nepegaun mexay ®BO (FIP_ITC)

XapaKTepuUCTHKA CeMEHCTRa

CemeiictBo FTP_ITC onpenensieT npaBuia co3gaHus JOBEpeHHOTro KaHana Mexany ®BO u npyrumu
JIoBepeHHbIMU NpoaykTamu UT juts BbINONHEHUS ONepaiuii, KpUTUIHbBIX 17151 6€30MaCHOCTU. DTO CEMENCTBO
CJIeyeT MCIOoJb30BaTh BCAKUI pa3, Koraa UMetoTcsl TpeboBaHusT 6e30MacHoi nepeaayr JaHHbIX MOJIb30BATENS
ni PBO mexny OO u apyrumu gosepeHHbIMU nponykramu UT.

PaHXHpoBaHHE KOMIIOHEHTOB

FTP_ITC [loBepeHHbIN KaHan nepeaaumn 1
mexay ®60

FTP_ITC.1 «JloBepeHHpiit KaHan nepeaaun mexiay ®bO» comepxut TpeGoBaHue, utodbbst PBO npeno-
CTaBMJIM IOBEPEHHBIN KaHAJ CBS3M MEXIy HUMH CaMMMHM M IPYTUM JOBepeHHbIM npoayktom UT.

Vnpasnenue: FTP_ITC.1

Ing byHkuuit ynpapnenus us kiracca FMT mMoxeTt paccMaTpuBaThes cliefyiolliee e CTBHE.

a) U3meHeHue Habopa oreparmii, KOTopblie TPpeGYIOT JOBEPEHHOTO KaHala (e€C/iu TAKOBOW UMeeTCs).

Aynut: FTP_ITC.1

Ecnu B IT3/3b Briatoueno cemeitctBo FAU GEN «I'eHepanmst naHHbIX ayauTa 6€30MacHOCTU», TO
ciaenyeT MPeiyCMOTPETh BO3MOXHOCTD (B 3aBHCMMOCTH OT BBHIGPaHHOTO YPOBHs1) ayduTa C/ICAYIOLLHX Neii-
CTBUIT/COOBITHI/TIApAMETPOB.

a) MUHUMaNbHBII: cOoi DYHKIMI TOBEPEHHOrO KaHaa.

6) MUHUMaNbHBINH: UOEHTU(DUKAMS WHUITAATOPA U ajipecaTa OTKasaBlUnX (pyHKUUI 1oBepeHHOro Ka-

Haja.
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B) ba3oBblii: Bce MOMBITKM MCIOJB30BaAHMS (DYHKLUI 1O0BEpeHHOTO KaHasa.

r) ba3oBblil: uneHTHdUKAMST HHUTIMATOPA U alipecaTa BCeX (PYHKLMI TOBEPEHHOTO KaHaa,

FTP_ITC.1 JdoBepennsiii Kanan nepeaaun mexay PbO

Hepapxuueckuit rs: HeT noqumHEHHBIX KOMITIOHEHTOB.

FTP_ITC.1.1 ®BO no/uxub NPeAOCTABIATH KAHAJ CBA3H MEXKAY CO00# M YIaIeHHbIM T0BEPEHHBIM MPO-
aykrom UT, KOTOpBIi JIOTHIECKH OTJIMYMM OT JPYTHX KAHAJIOB CBSI3M M oOecmeynBaeT
yBepenHyIio naeHTH(HRANIIO ero KOHEYHbIX CTOPOH, 2 TAKKE 3aNMTY JAHHBIX KaHaja oT
MOIM(PHKANAN WA PACKPHITHS.

FTP_ITC.1.2 ®BO gomxnni no3soants [Buioop: PBO, yoarennsiii dosepennsiii npodyxm HT| uHMIMH-
POBATH CBA3b Uepe3 I0BEPEHHDIH KaHAJ.

FTP_ITC. 1.3 ®BO no/Kabl HAMIUAPOBATH CBA3Db Yepe3 AOBePEHHbI KAHAJ IS BbINOTHEHNS [Ha3HaYe-
HHE: CRUCOK yHKuuii, 0451 KOMOpbIX mpebyemca 0oéepennbiii kanat).

3aBUCUMOCTH: OTCYTCTBYIOT.

13.2 loepennsiii Mapmpyt (FTP_TRP)

XapakTepucTHKa ceMeiicTRa

Cewmeiicteo FTP_TRP onpenensier TpeGoBaHWs1 YCTAHOBKH U MOMAEPXKAHUS JOBEPEHHOM CBI3U MEXILY

rronp3oBaresismu 1 GBO. [loBepeHHBI MapIIpyT MOXET NOTPeOOBAThCS s JTIO60T0 CBSI3AHHOTO ¢ Ge3onac-
HOCTbIO B3auMoneicTBusl. OOMeH 110 IOBEPEHHOMY MapILpYTy MOXET ObITb MHUIIMMPOBAH MMOIL30BATENIEM MTPH
p3aumoneiicteuu ¢ ®bO wmu ke camu PHO MOTyT YCTAHOBUTD CBSI3b C MTOJIB30BATE/IEM ITO JIOBEPEHHOMY
MapIpyTy.

PaHXMpOBaHMCKOMHOHCHTOB

FTP_TRP [loBepeHHbIiA MapLLpyT

FTP_TRP.1 «/loBepeHHEBIIt MapuipyT» COHEPXKUT TpeboBaHUe, 4YTOOB OBEPEHHBIA MapiipyT

mexny @BO u nonbs3oBaTeeM IMpeJOCTABISIICS AJ1s1 COBOKYITHOCTH COOBITHIA, ONpeaeaeHHBIX pa3paboTynkoM
[13/3B6. Bo3aMOXHOCTS MHUIIMMPOBATh NTOBEPEHHBIN MapLIPYT MOTYT MMETh MOIb30BaTe b H/Mn DBO.

Vnpasnenue: FTP_TRP.1

s dyHkumi ynpasiaenns us kiacca FMT MoxeT paccMaTpuBaThes clieiyloniee neicTBue.

a) MsmeHeHue Habopa ornepaliuii, KoTopsie TPeOYIOT 10BEPEHHOIO MapllIpyTa, eCJTId OH UMEeTCs.
Aynut: FTP_TRP.1

Ecnu B I13/3b BxmoueHo cemeitictBo FAU _GEN «I'eHepanusg paHHBIX ayauTa 6€30MacHOCTH», TO

ciae/yeT MPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCUMOCTH OT BBIOPAHHOTO YPOBHS) ayauTa CACAYIOLIMNX Aeii-
CTBUI1/COOBITUI/TAPAMETPOB.
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a) MUHUMaIbHbBIN: OO QyHKIMHI 1OBEpEeHHOTO MapIlpyTa.

0) MuHuUMaNbHBIN: HAeHTU(MUKALINS TTOIb30BaTe e, aCCOUNHUPOBAHHBIX CO BCEMU OTKa3aMU IOBEPEH-
HOTO MapuipyTa (ecjiy 3TO BO3MOXHO).

B) ba3oBblii: BCe MOMBITKU MCITOJIb30BAHNS (QDYHKIIUN TOBEPEHHOTO MapIlpyTa.

r) bazoBblil: uneHTHdUKALING TTOAb30BATENEH, ACCOIIMUPOBAHHBIX CO BCEMHU BbI30BAMU IOBEPEHHOTO
MapuipyTa (eclii 3TO BO3MOXKHO).

FTP_TRP.1 [doBepennniii Mapuipyr

Uepapxuyeckuii anst: Her nonunMHEHHBIX KOMITOHEHTOB.

FTP_TRP.1.1 ®BO g0/KHbl IPeIOCTABAAT, MAPIIPYT CBAH MEXKIY OO0 M [BBIOOD: yoasennoiii,
AOKaabHblE] TOAb30OBATENEM, KOTOPbIN JIOTHYECKH OTJAHYMM OT JPYIHX MapIIPYTOB CBA3U
H 00ecneunBaeT yBepeHAYI0 HIeHTH(HKANNIO ero KOHEYHBIX CTOPOH, 4 TaKKe 3amMTy
nepeNaBaeMbIX JAHHBIX OT MOAM(MDUKAINH N PACKPBITHSL.

FTP_TRP.1.2 ®BO no1xubl 103BOJIATH [BBIOOP: DB O, aokaivnbie noab3oeameau, yoaienmnsie noab3o-
6éameau] AHMIMUPOBATH CBA3b Yepe3 A0BePEeHHbI MapUIPyT.

FTP_TRP.1.3 ®BO go1xHbl TPeOGOBATH HCIOIb30BAHMA JOBEPEHHOTO MAPHIPYTA 1 [BbIOODP: Haua1b-
Hasa aymenmuduxauus noav3oeamens, [HasHauenue: dpyzue ycayeu, 041 KOmopoix mpe-
6yemcst dogepennviii mapupym] ).

3aBUCUMOCTH: OTCYTCTBYIOT.
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IMPUJIOXEHUE A
(cripaBOYHOE)

3ameyanus no npumenenuio GyHKIMOHAJIBHBIX TPeOOBaHHil Oe30MacHOCTH

[Mpunoxennst A — Il coaepxat AONONHUTENBHYIO CNIPABOYHYIO HHGOPMALIMIO 110 HCTIONBb30BAHUIO CEMENCTB U
KOMIIOHEHTOB, OMNpPEAEJEHHBIX B HOPMATUBHBIX 2J1EMEHTAX HACTOSINIETO CTAHAAPTA, KOTOPasd MOXKET NMOHALOOHThCH
noTpeduTeNaM, pa3paboTinKaM WIN OLECHLIKWKAM NPH UCMOJIb30BAHWH KOMIMOHEHTOB. JIJis YyIpoILeHHUs MOMCKa Tpe-
Gyemoii mHQOPMANUU MOPSAOK CIEAOBAHMSA KJIACCOB, CEMEICTB M KOMNOHEHTOB B MPUIOXEHUAX TOT Xe€, YTO U B
HOPMATHBHBIX 3JIEMEHTAX HACTOSAIIETO cTaHaapTa. CTpyKTypa NpeacTaBIcHUS KIAacCOB, CEMENCTB M KOMIIOHEHTOB B
NPUJIOXEHUSIX OTIIMYAETCS OT MX MPEANIECTBYIOLIETO ONUCAHUS, TAK KaK NPUJIOXEHMsS COAEPXKAT TOIBKO BCMOMOra-
TeJibHYI0 MHpOpMaNUIo.

A.1 CtpykTypa 3ameuannii

Pasnen omnpenensger coaepxaHue U (GopMy 3aMe4aHUi, OTHOCALIMXCA K DYHKLUMOHANBHBIM TpeboBaHuam OK.

Al.l CtpykTypa Kimacca

CrpykTypa (PyHKIIMOHALHOTO KJlacca B nipunoxeHusix B — Il npuBeneHa Ha pucyHke A.l.

DYHKLIMOHANBHBIA Knacc

- Mma knacca

MpeacraBneHue knacca

— ®yHKUMOHaNBHBIE CeMencTBa

Pucyrnok A.1 — CtpykTypa ¢pyHKIMOHANBHOTO Kjacca

A.1.1.1 Nms knacca

YHUKaNnbHOE MMS KJIAcca, OMpelesleHHOE B HOPMATHMBHBIX JIEMEHTAX HACTOSILErO CTaHAapTa.

A.1.1.2 TlpeacraBreHUE Kiacca

B npencraBieHun knacca B npuinoxeHnsax B — 1 npusoautcesa nHdopManus o6 HUCMOAb30BAHHA CEMENCTB U
KOMTIOHEHTOB Kjlacca. DTa HGOpMaLis JONOMHIETCS PUCYHKOM, MOKAa3bIBAIOIINM OPTaHHM3ALUIO KAXIOro Ki1acca U
CEMEHCTB B KaXJOM KJIacce, a TaKKe MepapXMUeCKHe CBSI3M MEXIY KOMIIOHEHTAMH B KaXXAOM CEMEHCTBE.

Al2 CtpykTypa ceMelWcTBA

CrpykTypa ODYHKIMOHAIBHOTO CeMEHCTBA B 3aMEYaHMAX IO MPUMEHEHHIO TIPUBEAECHA HA PUCYHKE A.2

dyHKUUOHaNLHOE CEMENCTBO

— Vmsa cemeiicTBa

3ameuaHusa ans nonk3oBarens

3aMeyaHusa Ana oLeHLLMKa

— KOMMOHEHThI

Pucyrok A.2 — CtpykTypa GYHKIUOHATBHOTO CEMEMCTBA B 3aMEUAHUAX O TIPUMEHEHUIO
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A.1.2.1 Uma cemeiicTBa

YHukanbHOe UM ceMeicTBa, OTpeiesieHHOEe B HOPMATUBHBIX 3JIEMEHTAX HACTOSMILIErO CTAHAAPTA.

A.1.2.2 3ameuyaHus A TOJb30BATEIS

3ameuanus 045 nOAb308amMeAs CONACPXKAT JAOMOJHUTENbHYIO MHGOPMALIMIO, KOTOpas NPEACTABIsIeT UHTEPEC LSl
NMOTEHLHAJLHBIX MOJIL30BaTENCil ceMeiicTBa, Takux Kak paspadoTrunku 13, 3b, dyHKIMOHANBHBIX MAKETOB, a TAKXKE
OO. OTn 3ameuaHusi UMEIOT MH(MOPMATHUBHBINA XapaKTep W MOTYT OXBATHIBaThb MpeaynpexXacHUss o6 orpaHUYeHWAX
NpUMEHEHHUS M TeX acleKTax, KOTopble TpeOyIT 0c060ro BHUMAHUS NMPH UCTNOJb30BAHMH KOMITOHEHTOB.

A.1.2.3 3ameuaHud U OUEHIMKA

3ameuanus 043 oyeHwUKa COAEpKaT JI0OYI0 UHdOpMaLMIO, KOTopas MpeACTaBIseT WHTepeC M pa3paboTuu-
KOB U oneHnmkoB OO 1ipu NpoBepKe ero Ha COOTBETCTBUE KOMIIOHEHTAM CeMeilCcTBa. 3aMeyaHust HOCAT MHdOpMa-
TUBHBII XapakTep U MOTYT OTHOCHUTBCS K Pa3iIMYHbIM 00NAcTsM, KOTOphie TpeGYIOT 0c060ro BHUMAaHUS NMPU OLIEHKE.
OHHU MOTyT BKJIIOUATh B cebs pa3bsCHeHNE Ha3HAUEHUS] U onpeneieHWe BO3MOXHBIX MyTeil MHTEPTIpeTaLuKu TpeboBa-
HWH, a TaKKe NPEeNOCTePeXEeHNS W MPEAYNPEXACHHUs, NPEACTaBIAIOLIME OCOOBI HHTEepeC TS ONEeHLIHKOB.

3ameuaHwusl JUTS TIOJTb30BATENsl M ONEHIIMKA He 00A3aTeNibHbl W MPUBOASATCS TOJBKO HNPH HEOOXOAMMOCTH.

Al3 CtpykTypa KOMIONOHEHTA

CtpykTypa DYHKIHOHATEHBIX KOMIIOHEHTOB B 3aMeYaHMX MO NPUMEHEHUIO NoKa3aHa Ha PUCYHKe A.3

A.1.3.1 UaeHTudrKanmus KoMHo-
HEHTA KomnoHeHT

VHUKanbHOE UMSI KOMIOHEHTA,
OnpeaesieHHOEe B HOPMaTUBHBIX 3JIEMEH-
Tax HACTOSUIErO CTaHAaapTa. u

A.1.3.2 ObocHOBAHUE KOMMOHEH-
Ta W 3aMEYaHUs MO NPUMEHEHUIO

B 3TOM MYHKTE MOXET COAepXaThb-
cd modasg OTHOCSUIAscs K KOMIIOHEHTY
nHdopManus.

ObocHosanue COOCPXKNUT TaKHE JC-
TalN, KOTOpbIE YTOUHSIOT obnmme ¢hop-
MYJIMPOBKM TIPUMEHUTENBHO K OMNpeac-
JIEHHOMY YPOBHIO; €T0 ClIefyeT UCNOJb-
30BaTh TOJIBKO B TOM cCJIyyae, €CJIM Ha 3TOM YpOBHE TpeOyeTcs pacUIMpeHHOE ONHCAaHHE.

MaeHTuduKaLms KOMNOHEHTa

ObocHoBaHWe KOMMNOHEHTa
¥ 3aMeuaHus No NPUMEHEeHUID

Pa3pelueHHble onepaumu

Pucynok A.3 — Crpykrypa (DyHKIIMOHAJNBHOTO KOMITOHEHTA

Sameuanus no npumenenuro coaepXaT AOTIOTHUTEIBHOEC YTOUHCHHE B BHIEC ONHMCAHWS, OTHOCALLETOcs K onpene-
JIEHHOMY KOMIMNOHEHTY. DTO YTOUHEHUE MOXET KacaTbCsl 3aMEUYaHM JUTS NOJb30BaTeNsl U/UIM OLIEHILMKA, KAaK yKa3a-
HO B A.1.2. 3T0 YTOUHEHHE MOXET MCIOIb30BaThCA TP OOBbSICHEHNH NMPHUPOBI 3aBUCHMOCTEN (HaNnpUMeED, COBMECTHO
npuMeHsieMass UH(hOopMaLus WIKH orepanus).

DTOT pasnes He obsA3aresieH W BBOAUTCS NPH HEOOXOAMMOCTH.

A.1.3.3 PaspeureHHbIe onepanuu

B 3T0#i YacTH Kaxnoro KOMIIOHEHTa COACPKATCS PEKOMEHIANMH 110 BHITOJIHECHUIO pa3spelieHHBIX B 3TOM KOM-
TOHEHTE OTepaLnid.

DTOT NYHKT He 00g3aTeicH M BBOAMTCS TOJILKO NPH HEOOXOAMMOCTH.

A.2 TaGanna sapacAMOCTEH

B Tabnunue A.1 nokasaHbl TIpSIMbIe, KOCBEHHBIE M BhIOMpaeMble 3aBUCHUMOCTH (DYHKLIMOHAJIBHBIX KOMIOHEHTOB.
KaxnoMy KOMMNOHEHTY, OT KOTODOTO 3aBHCIT KaKHe-THO0 (hyHKIIMOHANBLHBEIE KOMIIOHEHThI, OTBeleHa rpada.
Kaxnomy (YHKIMOHAJILHOMY KOMIIOHEHTY OTBEICHA CTPOKA. 3HAKHM HA MepeceucHUMW CTPOK M rpad TabaWLibl
YKa3bIBAIOT XapaKTep 3aBUCHUMOCTH COOTBETCTBYIOIIMX KOMIOHEHTOB: «X» — MpsMas 3aBUCUMOCTh; «-» — KOCBEH-
Had, a «0» — BbIOMpaemMas.

BribupaeMyo 3aBUCUMOCTL paccMOTpuM Ha rnpuMepe kKomnioHeHTa FDP_ ETC.1, tpebyioniero npucyTcTBUs
nmmbo komnoneHta FDP_ACC.1, 6o komnoneHta FDP IFC.1. Tak, eciu Beibpan koMmnonenT FDP_ACC.I, To
npucytcreue FDP _1FC.1 HeobGs3aTensHO M Hao60opoT. Ecin nepeceueHne cTpoku M rpadbl TabIUIB MYCTO, KOMIIO-
HEHT U3 CTPOKHM HE 3aBUCHT OT KOMIOHEHTA U3 Tpadbl.
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IMPUJIOXEHUE b
(cnpaBouyHoOE)

DyHKIMOHANbHbIE KJIACCHI, CEMECTBA H KOMIIOHEHTBI

INpunoxenusa B — I1 coaepxar 3aMeyaHUS 10 IpUMeHEeHHU1I0 (PYHKITMOHAIBHBIX KIacCOB, OTIPEeACICHHBIX paHee
B HACTOSIILIEM CTaHAApTe.

[MPUJIOXEHHUE B
(cnpaBouyHoe)

Aymar 6e3onacnoctu (FAU)

CewmeiictBa aynuta OK npenoctapasitor apropam [13/3b BO3MOXHOCTE onpeneuTk TpeOOBaHUS UISI MOHUTO-
pUHTA AEUCTBMIA NOJAb30BATENsA U B HEKOTOPBIX CIIy4yassX OOHApYXHUTh CYNIECTBYIONINE, BOZMOXHBIE WJIM FOTOBANIMECS
Hapyurenus I[1BO. ®yukunu ayaura 6esonacHoctd OO onpeneieHbl, YTOObB MOMOYL OCYNIECTBJISITH KOHTPOJb 32
OTHOCSIIMMUCS K 6€30MaCHOCTH COOBITUSMM, U BBICTYMAIOT KAK CIEepXUBAOLMi GakTop HapylIieHHil 6e30MacHOCTH.
TpeGoBaHUS CEMEICTB ayAUTa UCMONB3YIOT QYHKIIMHK, BKJIIOYaloLIMe B ce0s 3alIMTy AaHHBIX ayAnTa, dopmar 3anm-
cH, BbIOOp COOBITHIM, 4 TaKXe MHCTPYMEHTAJIbHbIE CPEACTBA AHAMW3a, CUTHABl OMOBENICHHUS TPHW HApYIIEHWH U
aHaJIM3 B pealbHOM MaciiTabe BpeMeHU. JKypHaJl aynura cienyeT MpeAcTaBHTh B (popMmare, AOCTYIIHOM YEJIOBEKY
IMbo ABHO (HaNpHUMep, XpaHs XypHal ayauTa B TakoM c¢hopmare), MO0 HeIBHO (HampuMep, NPUMEHSIST WHCTPY-
MEHTAJIbHBIE CPEACTBA NPEABAPUTENbBHON 0OpabOTKM NaHHBIX aylIMTa) MM XKE C MCTMOJb30BAHNEM OOOMX METOJOB.

Ilpu coctaBreHun TpebOBaHMIA ayauTa GesonacHocT asropy I13/3b cienyer obpaniath BHUMaHHE HA B3aUMO-
CBSI3b CEMEMCTB M KOMIIOHEHTOB ayauTa. BO3MOXHOCTb peann3allui COBOKYMMHOCTH TPeOOBAHWI ayinTa B COOTBET-
CTBHHM CO CMHMCKAMH 3aBUCHMOCTEN KOMINOHEHTOB MOXET MPUBECTH M K HEKOTOPBIM HEAOCTaTKaM (YHKIIMHM ayAMTA.
Tax, npu npoBeAEHNH ayAUTa BCEX COOBITHI, OTHOCSILMXCA K 6€30MaCHOCTH, OHU HE CTPYNMHUPYIOTCS O OTpeeieH-
HOMY MPUHIUIY, HATIPUMEpP TI0 NPUHAAIEXKHOCTH K OTAENBHOMY MNOJb30BaTeI0 WIH OOBEKTY.

TpeboBanusa ayauTa B pacnpeneleHHoON cpene

Peanusanus TpeboBaHMii ayauTa LISl ceTell M APYIMX OOJBIIMX CUCTEM MOXET 3HAYUTENBHO OTIMYAThCS OT
peanm3anni Takux TpeOOBaHMIl B ABTOHOMHOM cucteMe. T GONBIIMX U CINOXHBIX CUCTEM TpebyeTcst Gonee npony-
MaHHBI} TJ1aH cOopa M yNpaBieHUs JaHHBIMM ayAnTa, TOCKOJIbKY MX TPYAHEEe WHTEPNPEeTUPOBAaTh (U daXe XpaHUTh).
OOBIYHBIN CIIUCOK, YITOPSIAOUCHHBIN M0 BpeMEHH, WIN Xe XypHal cOOBbITUH, NOABEepralolIuxcs ayouTy, He NpuMe-
HHUMBbI B I10OATbHBIX, HE CHHXPOHWU3MPOBAHHBIX CETSIX, T OJHOBPEMEHHO MPOUCXOAWT MHOXECTBO COOBITUM.

Kpome Toro, B pacnpeneieHHoM OO B pasiMUHBIX XOCT-KOMIIBIOTEPAX U cepBepax MOTYT ObITh pasjiMyHble
MOMUTUKU HazHaueHUs MMeH. YToObl n3bekaTh M30BITOYHOCTH M «CTOJNKHOBEHHSI» UMEH, MOXeT MOoTpeboBaThCs
oblileceTeBOE COMTAllIeHNEe 00 MX COIJTACOBAHHOM MNPEACTABICHHHM IS aylWUTAa.

st 00CTYXMBAHUSA pacTIpeaeIeHHON CUCTEMbl MOXET MOTPeOOBATHCS XPAHWIMLIE JAHHBIX ayAMTa U3 MHOTHX
00BEKTOB, JOCTYNHOE MOTEHIHAIBHO LIMPOKOMY KPYTY YMNOJHOMOYEHHBIX MOJb30BATENECH.

Hakonen, K 310ynoTpedaeHNAM YIIOTHOMOUEHHBIX NOJIb30BaTeNel CBOMMU MPaBaMK CleAyeT OTHECTH CUCTe-
MaTHYeCKOe YHUUTOXEHUE OTAEJIbHBIX 00acTeil XpaHEHUS JaHHBIX ayAUTa, OTHOCALUMXCA K OE€HCTBUAM AIMWUHMCT-
paTopa.

Hexomnoanunus kiracca FAU Ha cocrapisionine ero KOMINOHEHThl MoKa3aHa Ha pUcyHKe B.1.

B.1 ABTomaTnyeckas peaknus ayauta GezomacHoctH (FAU_ARP)

CemeiictBo FAU_ARP conepxut TpeboBanus rno obpaborke cobwiThii aynura. KoHkpeTHoe TpeboBaHUe MO-
JKET BKJIIOYATh B cebs TpeOOoBaHMsS cHMrHaia TpeBord uau aefictuit ®BO (aBroMarnyeckas peakuusi). Hanpumep,
®BO MoryTt obecneunBarh rofayy CMrHajla TPEBOT'M B pealbHOM BPEMEHH, NMpepbiBAHME MPOLECCa C BbISIBNEHHBIM
HapylIeHHeM, NpeKpallleHHe o0CayKUBaHMsA, OJOKMPOBAHWE WM 3aKPBITHE YYETHBIX JAHHBIX MOJb30BATENS.

3aMe4yaHus 1o MPUMEHEHUIO

CobriTHE aynnuTa OTNpeaeaseTcs KaK «BO3MOXHOE HapylIeHHe 6e6300acCHOCTH», €CIM TaK YKa3aHO B KOMIMOHEH -
tax cemeiictBa FAU_SAA.

FAU_ARP.1 Cursansl HapymeHas 6e30nacHOCTH

3aMeyaHus TI0 IPUMEHEHHIO AJISl TIOJIb30BATENS

[1pu curHase TpeBOTH CAEOYET NPEATIPUHSITE onpeaeieHHbIe neiicTBrA. OHU MOTYT BKJTIOUATh B ce0s1 MHDOPMHU -
pPOBAHHUE YTOTHOMOYEHHOTO MOJIb30BATES, NPeiOCTABACHUE YNOJIHOMOUYEHHOMY MOJb30BaTEII0 NEPEUYHST BO3MOX-
HBIX Mep MPOTUBOACHCTBHUS WU K€ BBINMOJHEHNE KOPPEKTUpYIonmX neiicteuii. ABTopy I13/3b cieayeT ObITh 0COOGECHHO
BHUMATCIBHEBIM MPpH OTIPCACTICHNUN NMOC/ICA0BATCIEHOCTH NPOBCACHNA TAKNX HEMCTBVIVI.

Onepaunu

Hasznwauenne
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B snemente FAU _ARP.1.1 astopy I[13/3b cienyer onpenelinTs neiCTBASA, HpeANPHAAMAEMBIE B CJIyYae BO3MOX-
HOTO HapyuieHHsi Oe3zomacHocTa. IIpmMepoM CNHCKa TakKHX jJedcTBHil sABigeTcA: «HHGOPMHAPOBATH YNOJIHOMOYECHHOTO
noJib3oBaTesis, 0JOKHpPOBATH CYyOheKTa, JEiCTBHA KOTOPOr0 MOIYT HNPHBECTH K HApymieHHI0O GezomacHocTH». MoXHO
TaKXkKe yYKa3aTb, YTO NpeANPHAAMAEMbIe JEHCTBHA MOTYT ONpeAelsAThCH YIOJTHOMOYEHHBIM MOJIb30BATEIEM.

B.2 I'eHepauus JanABIX
ayaMTa 0e3onacHoOCTH
(FAU_GEN)

CemeiictBo FAU _GEN
CONEPXKHUT TPeOGOBAH M IO CIie-
LMA(HUKALIMK COOLITHIA ayauTa,
KOTOpblE clleyeT TeHepHupo-
BaThb ¢ Ucnofb3oBaHueM OO 1
Uil COOBITHI, OTHOCAILMXCH
K 6e30MacHOCTH. FAU_GEN leHepauus gaHHbIX ayaura

3TO CEMENHCTBO OpTaHH- HesonacHocTu
30BAHO TaK, YTOOBI M30eXaTh
3aBUCUMOCTEM OT BCEX KOMMO- 2
HEHTOB, TpPeOyIOLIMX NOAAEp-
XKW ayanTa. B kaxmom koMno- 2
HEHTE MMEETCS MOATOTOBIEH-
Hasl CEKIMS «AyIHT», B KOTO-
poit mepeuncIeHbl COOLITHA,
npeasaraeMble [UIsl ayiuTa B
ero (hyHKIHMOHAIBHOI obac-
ti. CoaepxXaHUe YKA3aHHON
001aCTH ayauTa UCTIONB3YeTC A 1
aBtropoMm [13/3b npu cocras-
newnn 13/ 31?, AJTA 3aBEpLIC- L FAU_SAR [pocmotp ayauta 6e3onacHocti 2
HUS Omepaluii 3TOro KOMIIO-
HeHTa. TakuM oOpasoM, crie-
1nduKanus Toro, UYTo0 MOXET 3
MOBEpraThesl ayaAuTy B HyHK-
LIMOHANBHOM o6nacTh, coaep-
JKATCS B YKA3aHHON 00JacTH. —|

Cnuncok coOBITHI, MO-
TeHIIHATbHO TMOABEPTaeMBIX
ayonTy, TIONHOCTBIO 3aBHUCUT 1 2
OT APYTHUX (DYHKIIMOHATBHBIX
cemeiicts B [13/3b. HoaTOI‘fy FAU_STG XpaHeHue gaHHbIX ayguta
B OMHCAHUE KaXIOTo ceMeii- 6630MaCHOCTY
cTBa cjenyeT BKIIOYaTh CIHU-
COK COOBITHH, OTHOCSILUXCS 3 4
K CEMEHCTBY M MOTEHIINATBHO

NOABEPTraeMbIX ayauTy, AJA v
KaKIO0TO KOMIOHEHTA ceMeii- Prcynok B.1 — Jexomnosunmnsa kiacca «AyanT 6€301acHOCTH»

Ayaut GesonacHocTu

FAU_ARP AeromMaruueckasi peakuusl ayaura 1
BesonacHocTn

—  FAU_SAA AHanus ayguta 6e3onacHocTu 1

FAU_SEL Bbi6op cobbiTuit ayaura 1
HeaonacHocTh

cTBa. Kaxnoe cobbiTHE B CNIMCKE MOTEHIIMANTBHO NOABEPTa€MbIX ayIUTy COOBITHI, cnielindUInpoBaHHOE B PYHKIINO-
HAJTBbHOM CEMENCTBE, CIEAYET TaM K€ OTHECTH K OAHOMY M3 MPHHATHIX YPOBHEH reHepalnm coObITHI ayauTa (T. e,
MHUHUMAaTBHOMY, 0a30BOMY, AETATU3MPOBAHHOMY). BTo npenocrapisieT aBTopy I[13/3b uHbopmanniio, no3poasio-
UIylo 00ecrneynThb, 4ToObl Bce COOBITHS, NMOTEHIUAIBHO NOABEPTacMble aynnuTy, Obln cnenudunuposans B [13/3B.
Crnenyionnii npuMep rnokasbiBaeT, KaK HeoOX0AUMO CrieldUITNPOBaTh COOBITHS, MOTEHIMATBHO NOABEpPracMble ayanTy,
B COOTBETCTBYIOIINX (DYHKIIMOHATBHBIX CEMEHCTBaX.

«EBenn B 13/3b Brmoueno cemeiictBo FAU_GEN «[enepanus maHHBIX ayauTa 6Ge30NacHOCTH», TO CJIEAYET
NpeayCMOTPETh BO3MOXHOCTh (B 3aBUCMMOCTH OT BBIOPAHHOTO YPOBHSI) ayaWTa CIeAyIOUIMX NeiicTBUs/COOBITHI/Ta-
paMeTpoB.

a) MMHMMATBHBIN: YCMEUIHOE MCIOb30BaHue GYHKINI AIMUHUCTPATUBHOTO yNpaBleHUs aTpubyTtaMmnu 6e30-
MacHOCTH TIOJB30BATENA.

0) ba3oBbIii: BCe MOMBITKY MCMONb30BAHNSA DYHKIMI aAMUHUCTPATUBHOTO YIIpaBieHUsT aTpubyramu Gesonac-
HOCTH TIOJb30BaTeNIs.

B) bazoBblii: naeHTHbUKaANNSA MOAUDUIIUPOBAHHEIX aTpHOYTOB GE30MACHOCTH TMOJTb30BATES.

r) JeTanu3upoBaHHbIN: HOBBIE 3HAYEHWs aTpUOYTOB, 33 UCKIIOYCHUEM UYBCTBUTEJIBHBIX aTpHUOYTOB (Hanpu-
Mep, naponeit, Kiwodel mudpoBaHus)».
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JIng xaxnoro BeIOpaHHOTO (DYHKIIHOHAIBHOTO KOMIIOHEHTA B OOLIYIO COBOKYITHOCTE COOBITHI, NOTEHIIUAILHO
MOABEpracMbIX ayauTy, CIEAYeT BKIIOUUTh T€ yKa3aHHbIE B HeM COOBITHS, KOTOPBIE COOTBETCTBYIOT YPOBHIO, yCTa-
HoBieHHOMY B FAU_GEN. Ecin, nonyctum, B npueneHHoM Bhilie nipumepe B FAU GEN BbiGpaH ypoBeHb «6a30-
Bblli», COOBITUS, YKa3aHHbIE B MOMAIMYHKTAaX a), 0) M B), CI€AyeT OTHECTH K IMOTEHIMANBHO MOABEPraeMbiM ayIauTy.

OO0paruTe BHHMaHWE, YTO KATErOPUPOBAHME COOBITHIA, MOTCHIMAIBHO TOABEPTacMbIX ayauTy, MepapXu4YHO.
Hanpumep, ecnu xenarenbHa «['eHepanusi 6a30BOro ayaura», TO Bce cOOBITHSA, MOTECHIUAIBHO TOABEPraeéMble Kak
MHUHUMAJIBHOMY, TaK K 0a30BOMY ayanTy, cienyeT BKIouuTh B [13/3b ¢ mOMOIIBIO COOTBETCTBYIOLIEH ONepanuu
Ha3HAYEHHNs, 32 UCKJIIOYEHNUEM CIydasi, Koraa coObITHE D0Jiee BHICOKOTO YPOBHSI MMEET OOJNBIIYIO ACTANU3ALHMIO, YEM
cobpiTre Gosee HU3KOTo ypoBHS. Ecnm xenarenbHa «[eHepanns neTanusmpoBaHHOTrO ayaura», o B [13/3b cnenyer
BKJTIOUUTh BCE COOBITHS, MOTEHINATLHO NOABEpPraeMble ayaAuTy (MUHUMATBHOMY, 6a30BOMY M IETAIU3UPOBAHHOMY).

[To ycmorpenuio aBTopoB [13/3b B ciicok coGBITHI, NOTEHIIMATBEHO NOJBEPracMbIX ayauTy, MOTYT BKJIIOYATh-
cs cOOBITUSI TOMUMO TpedyeMblX AJSl AAHHOTO ypoBHs ayanTta. Hanpumep, B [13/3b MOXHO 3asIBUTh TONbKO BO3MOX-
HOCTY NPOBEACHUS MUHMMANBHOTO ayainTa, HECMOTPS HA BKITIOUCHHE OOJTBLION YAaCTH BO3MOXHOCTEH GA30BOro ayauTa,
MOCKOJbKY HEKOTOPBIE M3 OCTaBLUIMXCS BCTYMaioT B NpoTWBopeure ¢ orpannueHmsamu [13/3b (Hanpumep, moryr
TpeGoBaTh cOOpa HEAOCTYIHBIX AAHHBIX).

3aMeyaHus 1o NPUMEHEHHIO

DOYHKIMOHATbHBIE BO3MOXKHOCTH, BBINOJHEHNE KOTOPBIX MOPOXKEAET COOBITHA, NOTCHIMAIBHO MOABEPraeMble
ayauTy, caeayet yctaHaBaupath B 113 wnn 3b xak ¢yHKIIMOHAIBHBIE TpeOOBaHHMS.

Huxe nprBeneHbl NPUMEPH TUTIOB COOBITHI, KOTOPBIE CIEAYET OTIPEACNIUTh KaK NMOTEHIIMATBHO NOABEPraeMble
ayauTy B KaxaoM (yHKUMoHanmsHOM KoMmroHeHTe [13/3b:

a) BBeneHUe 06beKTOB n3 OJIMD B agpecHOe NMPOCTPAHCTBO CYOBEKTA;

0) ynaneHue OOBLEKTOB;

B) TMpenocTaBieHUE WM OTMEHA TPaB MJIM BO3MOXKHOCTEH NOCTYyTa;

I') U3MeHeHHe aTpuOyTOB GE30MACHOCTH CYOBEKTAa WINU 0O0BEKTA;

1) TIPOBEPKH TMOJHUTHKH, BeINoiaHseMble PBO Kak pe3ynbTaT 3ampoca CyObeKTa;

6) MCMOJIB30BAHUE TIpaB AJOCTYyIla AJiA O6X0ﬂ‘d MpOBCPOK TMNMOJIUTHKH

K) UCTIONB30BaHue (QYHKIINH MACHTUPUKAIMU U ayTeHTH(PUKATINY,

1) OeWCTBHS, TIpeANPUHUMAEMbIE OTIEPATOPOM H/HMIW YIIOJIHOMOYEHHBIM I10JIb30BaTeNieM (HarpuMep, MoaaB-
JICHUEC TaKOIr'o MexXaHM3Ma 3allNThl (DBO, KaK AOCTYMNHBIC HYCJIOBCKY METKI/I);

K) BBOJ,/BBIBOJ AaHHBIX C/Ha 3aMEHSIEMBbIX HOCUTENEH (TaKMX, KaK NMeuaTHble MATePUAbl, NEHThl, NTUCKETHI).

FAU_GEN.1 I'enepanus AanHbIX ayAHTa

33Me‘-laH]/lH Mo MPpUMEHCHHUIO AJIA NOJB30BATCIA

Komnonent FAU GEN.1 onpenensieT TpeboBaHus Mo MASHTUGMOUKAINKA COOBITHI, MOTEHUMANBHO MOABEprae-
MBIX ayAUTY, IJIsI KOTOPBIX CIEAYEeT TeHepHpPOBaTh 3aMucH ayAuTa, ¥ COCTaB MHGMOPMAIINKU B 3TUX 3aNHUCSIX.

Ecnu I1BO we npeaycMaTpHBaeT acCOIMALIMK COOBITUI ayAuTa ¢ MACHTUMDHKATOPOM TOTb30BATENS, TO HOCTA-
TOYHO MpUMeHeHus Tolabko KomrioHeHTa FAU GEN.1. Brto Xe npuemsieMo u B ciyuae, koraa I[13/3B coaepxur
TpeGoBaHUs npuBaTHOCTUA. Eciu ke HeoOXonnMo MoAKIIOUeHNe UACHTH()NKATOpA MOJIb30BATENsI, MOXHO NOTIONHM -
TeabHo ucnoab3oBath FAU GEN.2.

3aMeuyaHns MO MPUMEHEHHIO I OLEHIINKA

Nmeetca 3aBucumocts o FPT_STM. Ecau TouHoe 3Haue€HWE BpeMEHM COOBITHI ansg naHHoro OO Hecylie-
CTBEHHO, TO MOXKET OBITh CTPOro 0OOCHOBAH OTKA34B OT HTOM 3aBHUCHMMOCTH.

Onepannun

BriGop

Jdag FAU _GEN.1.16 B pasgene ayaura (yHKIMOHAJIBHBIX TpeOoBanmii, Bxoasmux 8 [13/3B, caenyer BeiGpaTsh
YPOBEHb COOBITHI, MOTEHINAJILHO NOJABEPraeMbIX AYINTY, YEA3aHHBIA B pa3iesie ayauTa ApyruX (PYHKUHAOHAIBHBIX KOM-
NOHeHTOB, BKIoYeHHbIX B [13/3B. DTOT ypoBeHb MOKeT ObITh «MHHAMAJBLHBIM», «(a30BbIM», <«IETATU3UPOBAHHBIM»
WIH «HeompeaeaeHHbIM». Ecam BhiOMpaeTcsa «HeompenesieHHbll» ypoBeHb, TO aBTopy I13/3b ciaenyer mepeuyncauts B
FAU_GEN.1.1B Bce cOOBITHS, KOTOpbleé OH OTHOCHT K MOTEHHMAJIbHO NMOABEPraeMbiM AyAATY, W 3TOT 3JeMEHT
(FAU_GEN.1.16) M0OXHO He HCHOJb30BATH.

HaszwnaueHne

Has FAU_GEN.1.18 astopy I13/3b ciaegyer cocTaBuTh CHHCOK HHBIX COOBITHIi, TOTEHIAAIbHO MHOABEPraeMbIX
ayauTy, 08 BKIOYEHAS B CIACOK COObITHIl, HOTEHIHANIBHO MOABEPraeMbIX AyAUTY. DT0 MOTYT ObITh cOOBITHA U3 (PYHK-
HAOHAJbHBIX TpeOOBaHWil, MOTEHNHAJbHO NMOABEpPraeMbie AyAUTY OoJiee BBICOKOTO YPOBHf, 4eM TpebyeTcs B
FAN_GEN.1.16, a Takke coObITHs, TeHEPAPYEMbIe MPH HCNOIb30BaHAN cnenndunnpoBanHoro naTepdeiica npuknan-
Horo nporpammuposanus (API).

Hnas FAU_GEN.1.26 astopy [13/3b caeayer ansa Bcex coObiTHil, TOTEHONAILHO MOABEPraeMbIX ayAUTY U BKIIO-
yennsix B I13/3B, cocrasurs cnmcox mHO#l MH(GOPMANNH, MMeoNIeld OTHOIIEHWE K aYJIWTY, AJS BKIIOYEHWS B 3aMACH
coOpITHIl ayanTa.
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FAU_GEN.2 Accounanus uaeHTH(HKATOPA MOJIb30BATENS

3aMeqaHus Mo MPUMEHEHHIO OIS TI0JIb30BaTeIs

Komnonent FAU_GEN.2 cBa3aH K TpeGoBaHNHEM HCTIONB30BAHUA WAECHTH(UKATOPOB NOJNb30BaTeNIeH NMPH yye-
Te COOBITUI, MOTEHIMATBHO MOIBEPTaeMbIX AYAUTY. DTOT KOMMNOHEHT CIeAyeT MCIMOJb30BATH B AOMOJHEHHE K
FAU_GEN.1 «I'erepanns faHHbIX ayauTa».

TpeGoBanus ayauta U NPUBATHOCTU MOTYT MPOTHBOPEYNTH Apyr Apyry. [1pu npoBeneHUM ayauTa XeaaTelbHO
3HaTh, KTO BBHIMOJHWI AcicTBHe. [lonb3oBaTeNlb MOXKET HE MOXeNaTh NpeiaaBaTh CBOM NEUCTBUST OIVIACKE, a TaKXke
MOXET HE 3aXOTETh, YTOObI €ro MACHTU(MUIIMPOBATH ApYrue Julia (HanpuMep, Ha caiiTe noucka pabotsl). TpeboBaHue
3aUINThI ]/lIleHTl/l(iL)]/lK’dTOpa MOJIB30BaTEJIsl MOZKET TAKXKE COACPXKATBCA B MNOJIMTUKE 6C3OHaCHOCTl/l OpraHHU3anHuH. B TaKHUX
cIydasix Ueau ayanuTa M COXpAHEeHHUs NPUBATHOCTH MPSIMO MPOTUBOMNONOXHBI APYT Apyry. [1oaToMy, eciin 1ipu BHITIOI-
HEHUHU TpeOoBaHUI ayauTa HEOOXOAUMO COXPAHUTD MPHUBATHOCTb, B 3TOM KOMMOHEHTE MOXHO MCIOJIb30BaTh NICEBI0-
HUM NOJIB30BATEII. Tp€6OBaH]AH no onpeaciCHUIO NMNOAJIMHHOTO UMEHH TIOJIB30BATE/IA NO NCEBAOHUMY COACPXKATCA B
kinacce «IIprBaTHOCTB».

B.3 Anamm3s ayaura 6esonmacHocta (FAU_SAA)

CewmeiictBo FAU SAA onpeaensieT TpeOGOBaHUS AN ABTOMATM3WPOBAHHBIX CPEICTB, KOTOPhlE aHAIMU3UPYIOT
noxasarenu (hyHKIIMOHUPOBAHUSA CHCTEMBl U TAHHBIE aynuTa B NEASIX MOMCKA BO3MOXKHBIX MW pPeabHbIX HAPYIIEHN I
6€30MacCHOCTH. DTO aHATU3 MOXKET MCTIONb30BAThCS ISl TIOJIEPKKHN KaK OOHAPYXKEHUs BTOPXEHMs, TAK M aBTOMATH -
YecKOM peakuMM Ha OXKHIAeMOoe HapylleHHe 6e30MacHOCTH.

HetictBus st Beinonueruss @O npu obHApYKEHUU OXHMAAEMOT0 WM TIOTEHLIMANIBbHOTO HApyLUEHHS OTpene-
nas10Tcs B KoMnoHeHTax ceMeiictBa FAU ARP «ABTomaruueckas peakuus ayaMta 6e30MacHOCTH».

3aMeuaHus Mo NMPHUMEHEHHIO

Jlnsa aHanu3a B pexkuMe peasibHOTO BPEMEHM JaHHbIE ayAnTa MOTYT NMpeo0Gpa3oBbIBATHCSA HE TOJNBKO B (hopmar,
WCTIONB3yeMBIi JJII aBTOMATHYECKOM 00paboTKM, HO TaKke M B ¢dopMar, yAOOHBIH AN NMPOCMOTPa YNOJTHOMOYEH-
HBIMH TIOJIb30BATEISIMHU.

FAU_SAA.1 Arann3 NOTeHOHAJIHHOTO HAPYIICHAS

33M€‘{3.Hl/lﬂ no NpuMEHCHUIO JJI MOJB30BaTCIIA

Komrnionent FAU SAA.1 ucnionbsyercs AJisi onpeaeseHns COBOKYMHOCTH COOBITHI, NOTEHLMANBHO NOIBEpra-
€MBIX ayAWTY, TOSIBICHUE KOTOPBIX (KAaXIOT0 OTACIBHO MJIM B COBOKYNMHOCTH) YKA3bIBA€T HA MOTEHLMANbHbBIE HApy-
urerust [1bO, ¥ npaBui, NpUMeHsIEMBIX JUTSI aHAJIN3a 3THX HapyILIeHWH.

Onepanuuun

HaszwnaueHnue

Has FAU_SAA.1.2a astopy I13/3B cienyer onpeieiuTh COBOKYNHOCTH COOLITHIl, HOTEHHUAIHLHO MOABEPraeMbIX
ayIuTy, NPosABIeHHE KOTOPbIX (KAXKIOr0 B OTIAEJIbHOCTH WIH COBMECTHO) OyIeT YKa3hBATHCH HA BO3MOXKHbIC HAPYIMICHAS
I1bO.

HasHavyeHue

B FAU_SAA.1.26 astopy I13/3bB cienyet onpenejuTs Jiio0bie apyrae npasmia, Koropsie @PBO crenyer ncnonis-
30BaTh AJI4 AHAJH3Aa XKYypHAJA ayamTa. DTH NPaBHIA MOTYT BKJI0YATh B ceOs KOHKpeTHbIE TPeOGOBaAHNASA, COTJIACHO KOTO-
PbIM HE00X0AHMO, YTOObI B TeYeHHE YKA3AHHOTO NePHOIA BPeMeHH (HAampuMep, YCTAHOBJICHAOTO BPEMEHH CYTOK, 32]aH-
HOro HHTEpBAJa BpeMeHH) NMPOM3ONLIH OnpeejicHHble COObITHA.

FAU_SAA.2 BbigBjicHAe anoMajiaA, OCHOBAHHOEe Ha mpoduie

3aMeuyaHus No NPUMEHEHHUIO U TOJNb30BaTes

IIpoguas aBRsieTCA CTPYKTYpOIA, XapakTepu3yloliei NoBeAeHNE TIOb30BaTeNeil U/ cyOheKTOB; OH OMUCHIBA-
€T pa3jinyHble cnocobbl B3aMMOACHCTBHS NoJib3oBaTeneii/cyobekToB ¢ PBO. 1abaoHb! HCTONB30BaHUSA 1151 NOJb30-
BaTeNeil/cyOheKTOB YCTAHABIMBAIOTCA MO OTHOLUEHHMIO K Pa3/IMYHBIM BHAAM PE3YJIbTATOB MX HCATCIBHOCTH, BKJIO-
yasi, HanpuMep, 1AaGAOHbl BOSHMKHOBEHHS MCKIIOUNTEIbHBIX CUTYallMii, N1a0JIOHbB MCHOMb30BaHHS PECYPCOB (KOr-
14, KaKWX, Kak), WAaOMOHB BHITIONHIEMBIX NeUCTBHI. Mempuku npoguas cCHIIAIOTCA HA CNOCOOBI, KOTOPBIMH pa3-
JINYHBIE BUIBI NEATEABHOCTH OTpaxamwTcd B npoduie (HanpuMep, H3MepeHHe MCNOIb30BaHHBIX PECYpCOB, CUeTYUKHU
COOBITUIA, TaliMephl).

Kaxaelit npodune npeacrapisetr coboil oxuaaeMble WAGIOHBI UCTIONIb30BAHMS, BBINOJTHAECMbIC YieHAMK TPYI-
Nbl, HA KOTOPYIO OH OPUEHTHUPOBAH (ueaesas zpynna npoduas). ITOT HIAGIOH MOXET OCHOBBIBATECS Ha NMpPelLUEeCTBY-
I0LLEM HCNOJIB30BAHUM (LIAOIOH NMpPEeABICTOPHUH) WM HA OOBIYHOM MCMOJb30BAHWH MOJIb30BATEISIMA NOAOOHBIX Liee-
BbIX Ipynn (oxuaaeMoe nopenexue). Llenesasa rpynna npodunis BKITIOYaeT B ceOsI OAHOTO MM HECKOJIBKUX NOJb30BaTe-
neid, B3aumoneicTByolnx ¢ ®BO. JIeaTeIbHOCTL KaXI0Tr0 WieHA TPyNIbl JAHHOTO NIPOMHIISI aHATN3UPYETCs WHCTPY-
MEHTAJNbHBIMA CPEACTBAMH, YTOOBI CPaBHUTH €€ C IIAGJIOHOM, MNMpeAcTaBIeHHBM B Tpodwuie. [TpmMepaMy LeneBbIX
rpynn nNpodus ABASIOTCS:

a) yueTHbIe JaHHbIE¢ eJHHCTBEHHOIO NMOJb30BaTENsl — OAWH NMpOodIIb Ha TOJL30BATENS;

6) enmnbiii WACHTHGHAKATOP MIA O0mMe yJeTHBbIe HaHHble IPymmbl — OAWH Npodiik HAa BCEX TMOJb30BaTeNeH ¢
€WHBIM TPYINIMOBBIM WACHTH(MUKATOPOM HITH OOIHMMM YUETHBIMH JAHHBIMHU TPYIINHI;
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B) OHepalMoOHHAA POJb — OIMH Mpoduib Ha BCEX MOJb30BaTeNeil, BBIMOIHAONINX AaHHYIO OTNEPalMOHHYIO
pOJIb;

r) CHCTEMA B IeJIoM — OJMH Npoduib Ha BCEX MOJb30BaTENeH CUCTEMBI.

KaxnoMy wieHy 1eaeBoil rpynnsl npoduis NpUcBauBaloT MHAWBUAYAABHBIN PEUTUHT NOAO3PUTEIBHON aKTUB-
HOCTH, TOKA3bIBAIOIINIH, HACKOJIBKO €ro AESTEIbHOCTh COOTBETCTBYET IIAOIOHY MCMOJb30BAHHUS CUCTEMbl, YCTAHOB-
JICHHOMY B NpogUIIe 3TONW I'PYIIIIbI.

CIIOXXHOCTb CPEACTB OOHAPYKEHUS OTKJIOHEHHN B 3HAYMTEIBHON CTeneHn OyaeT OnpelesiTbes YNCIOM Liese-
BBIX TPYIII, NpeaycMoTpeHHbIX B [13/3B, M ClI0XKHOCTBIO METPHUKH TTPOPUIIA.

DTOT KOMIOHEHT UCTMOJB3YIOT A ONpeaeieHNs KaK COBOKYITHOCTH COOBITUI, NMOTEHIIMANBHO TMOABEPTaeMbIX
ayanTy, NMOSBIEHHE KOTOPbIX (KaXI0ro B OTACTBHOCTH MM COBMECTHO) YKa3blBAET HA BO3MOXHBIE HapylreHus 15O,
TaK W NMPpaBuUI NPOBEACHNS aHalN3a HapyLIeHWI. DTa COBOKYIIHOCTh COOBITHI M MPaBHI MOXET ObITh MOIH(UIINPOBAHA
YIIOJTHOMOYEHHBIM T10JIB30BaTENIEM MyTeM H00aBIeHUs, MOAUGMUKATINN HIN YAATEHUsS COOBITUI WU TIpaBWJL.

[Mpu cocrapnenun I13/3b cieayer nepeuncinTh BUABI AESITCIBHOCTH, KOTOPBIE CJIEAYET OTCIICKHUBATL U aHATH-
3upoBaTh ¢ ucnonbzoBanneM ®BO. Apropy I13/3b cieayeT ocobo yKasaTh, Kakas MHGOPMALHSA O ACATEIBHOCTH
roib30BaTesell HeoOX0AMMA NP COCTABICHUHN TNPOodUIei HCTIONb30BAHNS CUCTEMBI.

FAU_SAA.2 conepxut TpeboBanue, urodsl ®bO conpoBoxkaanm npoduIn UCNoab30BaHus cucteMsl. [loa co-
NPOBOXAEHUEM TOHMMAETCS aKTUBHOE YYacTHE AETEKTOpa OTKJIOHEHWH B OOHOBJIECHUN NpOoduUIs HCIOJIb30BAHUS
CHUCTEMBI B COOTBETCTBMM C HOBBIMH ACHCTBUAMU, BBITIOIHIEMBIMHU WIEHAMM lEIE€BOM IpynIibl 3TOro npoduns. Bax-
HO, 4ToOhl aBTOpOoM [13/3b OblNa onpeneneHa MeTpUKa NPEACTABICHHUS AEITENbHOCTU MONb30BaTeNsA. MHANBUA MO-
SKET BBIMOJHATE THICSUM Pa3sTUUHBIX IEHUCTBUI, HO JETEKTOP OTKIOHEHMI CrocoOeH 0TOOpaTh ISl KOHTPOJIST TOJNBKO
HEKOTOpPBIE M3 HUX. Pe3ynbrarhl aHOMAaTbHON HESITEIBHOCTH MHTETPUPYIOTCS B NpodWIb TaK Xe, KaK U pe3yJbTAThl
HOPMAJIBHOH AESITENBbHOCTH (TIPU YCIOBUH BBITIONHEHUS MOHHTOPHHTA 3TUX AeUcTBHI). To, YTO CUMTAIOCH OTKIIOHE-
HHEM YEThIpe MeCsIia Ha3al, CETOAHSI MOXET CTaThk HOPMOI (M HA000pOT) U3-3a H3MEHEHHS YCJIOBUN paboThl MOJb30-
Batesieil. @BO He GyayT crnocobGHbBl y4eCTh U3MEHEHUE CUTYAllH, €CIM B aITOPUTMAaX OOHOBJIEHNA NPOGHIIS HE OTpa-
JKeHa KakKasi-NTubo aHOMallbHasl OeSITeNBHOCTh TNMOJIb30BATE/ICH.

AIMWHWCTpAaTUBHbIE YBEIOMJICHWS CJeAyeT LOBOAWMTH A0 YIOJHOMOYEHHOIO MNOJb30BaTeNsl TaKUM OOpa3oM,
4YTOOBl OH MOHHMMAJ BaXXHOCTb PeHTHHTA NMOAO3PUTENBHON aKTHBHOCTH.

Asropy I13/3b cneayer onpenennth, KAK HHTEPIPETUPOBATh PEUTUHIW MOJO3PUTENIbHOW AKTMBHOCTH U YCIIO-
BUSI, TIPU KOTOPBIX B ClIyuae aHOMAJIBLHOTO NMOBEICHUS HYXKHO oOpaiarbesl K MexaHu3My KomnoHeHta FAU ARP.

Onepanun

BriGop

Hns FAU_SAA.2.1 astopy [13/3B ciaenyer onpeneauThb nejesyio rpymmy npoduis. Omun I13/36 MoxeT BKmio-
49aTh B ce0f HECKOJIBKO LiejieBbIX rpynn npodmis.

Has FAU_SAA.2.3 asropy [13/3b caenyer onpeaenutsb ycjoBusi, npa Kotopeix @BO coobmarT 06 anomaisHoM
NOBeJACHHH. YCJIOBHA MOTYT BKJIIOYATH B ceOs TOCTHXKEHAE PEilTHHIOM NOA03PATENLHO0 AKTHBHOCTH HEKOTOPOro 3HAYE-
HAA WIH OCHOBBIBATHLCA HA OINpelle/iecHHOM BHIE AHOMAJILHOIO NOBENCHHA.

FAU_SAA.3 IlpocTas 35BpHCTHKA ATAKH

3aMeyaHust Mo NPUMEHEHUIO LIS NOJIb30BaTEIIst

Ha npakTuke ciyyaii, Koria cpeacTBa aHaJIM3a MOTYT TOUYHO TpeAcKa3aTh OXHMAAeMOe HapyllieHHe 6e30macHo-
CTH, SIBASIETCS peaKoil ynauei. TeM He MeHee CYHICCTBYIOT HEKOTOPBHIC CHCTEMHBIE COOBITHS, BaXXHbIC HACTOJIBKO,
4TO BCErla 3acNy>XHUBAIOT OTAENbHOro orciexuBaHud. [IpuMepaMy Takux COOBITHI ABISIOTCA yaajaeHHe (aiiia ¢ KITo-
4eBbIMU JaHHBIMU 6e3onacHocT PBO (Hanpumep, daiina naposieil) WM NONBITKA YAAJTEHHOrO NOJb30BaTeld MOJTy-
YUTh AAMUHUCTPATUBHbIE MPUBHIECTHH. Takue COOBITHS HA3BIBAIOT XAPaAKmMepHbiMU, TIOCKOJIbKY OHHM, B OTJIHYHE OT
OCTaJIbHBIX COOBITHI1, CBUAETENBLCTBYIOT O MOMBITKAX BTOPXEHHS B CHCTEMY.

CNOXHOCTb CpeACTB aHAM3a B 3HAUMTENIbLHOM CTeTreHH OYAET 3aBHCETh OT HA3HAYCHMWI, CIEJAHHBIX aBTOPOM
[13/3b npu onpeneneHUH Ga30BOr0o MHOXECTBA XapaKTEPHBIX COOBITHIA.

B I13/3b cneayet nepeunciuts codbbiThs, orcinexubaeMmbeie @bO ¢ nenpio ux aHanusa. Asropy [13/3b cnenyer
yKa3aTb, Ha OCHOBAHWM KAaKoO# MH(OpPManuu O COOBITHH €Tr0 CIEAYET OTHECTH K XapaKTepHBIM.

AIMUHUCTPaTUBHbIE YBEJAOMJICHUS CIECAYET NOBOAUTH /IO YNOJIHOMOYEHHOTO MOJb30BaTeNsl TAKUM 0Opa3oM,
4TOOBl OH NMOHMMAaJ 3HAYEHHME ATUX COOBLITHI M MPHUEMIEMYIO PEaKIMIO Ha HHX.

I1pu cneurdurKalnm 3THX TPpeOOBAHMIA TIPEAyCMOTPEHA BO3MOXHOCTD TIPUBJICYCHH S HHBIX HCTOYHHKOB JTAHHBIX
0 (PYHKIIMOHUPOBAHMU CUCTEMBl, KPOME AAHHBIX ayinuTa. DTO OBLIO CAEIAHO C NENbI0 paclIMpeHHs TPHBICKAEMbIX
METOAOB OOHAPYXEHUSI BTOPXEHHS, KOTOpHIE NMPH aHaH3€¢ MoKa3arejei (QyHKIMOHHUPOBAHHUS CUCTEMBl HCHONb3YIOT
HE TOJIbKO JIaHHbIEe ayauTa (MpuMepaMM APYTMX THUNOB MCTOYHWUKOB JAAHHBIX SBJSIIOTCH TapaMeTphbl CETEBBIX neiTar-
paMM, AaHHBIE O pecypcax/ydeTe WM KOMOMHANIHKM PA3TUYHBIX CUCTEMHbBIX HAHHBIX).

DnemeHTEl FAU_SAA.3 He TpeOyIoT, 4TOOBI pealn3anus 3BpHCTHK pAaclo3HABaHMSA MPAMOM aTaKW OCYIIECTB-
Jsiack TeMR XKe cambiMi PBO, BHINMONHEHWE KOTOPHIX MOAJEKUT MOHUTOPUHTY. [103TOMYy KOMMOHEHTHI, TIPHUMEHSI-
eMble T ODHApyXXeHWs BTOPXKEHHS, MOXHO pa3pabaThiBaTh HE3aBHCHMO OT CHCTEMBI, TIOKa3aTeNdu (PYHKIHMOHHUPO-
BaHWA KOTOPOW MOMJEXAT aHATN3Y.
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Onepanuu

HasznaueHue

Hna FAU_SAA.3.1 astopy I13/3b cuenyer ngentudmnimposats 6a30B0e NOJAMHOKECTBO CHCTEMHBIX COOBITHIA,
nosiBJieHHe KOTOPbIX, B OTJHYHAE OT HHBIX MOKa3aTeleil (GPYHKIMOHHPOBAHHUS CHCTEMbI, MOXKET YKa3bIBATh HA HAPYIIEHHAE
[IBO. K nam oTHOCATCA KaK COOBITHA, camMu MO ceGe yKaspiBaiomue Ha ouepuanbie Hapymenns [IBO, tak m cobbiTas,
NosIBIIeHHe KOTOPBIX ABJASETCH JOCTATOYHHIM OCHOBAHHMEM ISl PUHATHS Me] NPeIOCTOPOKHOCTH.

Nas FAU_SAA.3.2 astopy I13/3b cuenyer cnenudunnpoBats uHGOpMANNIO, HCHOJIb3YeMYIO NPH OnpeneeHAN
nokasareneii GyHRKOAOHAPOBAHUA cucTeMbl. VIndopmanng aBiasercs nCXOIHOH A1 MHCTPYMEHTAIBHBIX CPEACTB aHAINA-
32 moKa3aTesieil QyHKIAOHAPOBAHAA cHCTeMbl, mpuMendeMbiXx B OO. B a1y uadopmanuio MOryT BXOOWTh JaHHbIE ayan-
Ta, KOMOMHAIIAA JAHHBIX AYJATA C OPYTMMH CHCTEMHBIMH JAHHBIMA W JaHHbIE, OTIWYHbIE OT AaHHbIX ayguta. [Ipm
coctasienun I13/3B caexyer TouHO ompenenuTh, KaKHe CHCTEMHbie COOBITHS W aTpUOYTHl COOBITHI MCHOAB3YIOTCA B
KadecTBe HWCXOAHOH HMH(popManum.

FAU_SAA.4 Cnoxnas 3BpUCTHKA ATAKH

3amevyaHnsI 10 IPUMEHEHUIO ISl TIOJb30BaTENs

Ha npaktuke ciayyait, KOTAa CpeAcTBa aHAIM3a MOTYT TOUHO TMPEACKAa3aTh OXHMAAeMOe HapyliieHHe 6e30MacHo-
CTH, SIBJSIETCS peAKoil ymaueil. TeM He MeHee CYIIECTBYIOT HEKOTOPhIE CUCTEMHBIE COOBITHS, BAXHblE HACTOJBKO,
YTO BCETZA 3aCHyKMBAIOT OTASABHOrO OTCaeKBaHNuA. [IprMepaMn Taknux coOBITHIA ABASIOTCS yaaleHUe daiina ¢ Kio-
YeBBIMHU JaHHBIMU Ge3onacHocT PBO (Hanpumep, daiiia rnaposeil) Win MonbiTKa yoaJleHHOro Nojb3oBaTess Mnoay-
YUTh aAMUHUCTPATUBHBIE MPUBUIETMU. Takue coOBITHSI HA3BIBAIOT XapaKmepHuiMu, TIOCKOJbKY OHM, B OTJIMYME OT
OCTAJILHBIX COOBITUI, CBUAETENBCTBYIOT O MOMBITKAX BTOpkKeHUs B cuctemy. [locnenoBateIbHOCTh COOBITHI SIBASIETCS
YIOPSIZIOUEHHBIM MHOXECTBOM XapaKTEPHBIX COOBITHI, KOTOPBIE MOTYT YKa3bIBaTh HA TOMBITKWU BTOPXEHHMS.

CnoXHOCTh CPEICTB aHAIM3a B 3HAYMTENLHON cTerneHu OyneT 3aBUCETh OT HA3HAUYEHMWH, CAENaHHBIX AaBTOPOM
[13/3b npu omnpenereHn 6Ga30BOr0 MHOXKECTBA XapaKTEPHBIX COOBITHI M MOCIEI0BATEIBHOCTH COOBITHIA.

Agropy [13/3b cnenyer onpeneauth 6a30BOe MHOXECTBO XapaKTepPHBIX COOBITHN M MOC/NeN0oBATEIbHOCTEN CO-
OBITHIA, KOTOpBIe OyayT npeacTapaeHbl B PHO. onoaHUTE IbHbIE XapaKTepHBIE COOBITMA W MOCAEN0BATEBLHOCTH
COOBITHIA MOTYT OBITH OTpPeACICHbBl pa3pabOTUMKOM CHCTEMBI.

B I13/3b cnenyeT nmepeuyncanTh coOBITHSI, KOTOphIEe cleayeT oTcaexupath ®BO ¢ Lenblo ux aHanusa. ABTOpy
[13/3b crneayet ykasaTh, Ha OCHOBAHMM KaKoi MHMOPManWK 0 COOBITHH €T0 MOXHO OTHECTH K XapaKTepHbIM.

AﬂM]/lH]/lCTpaTI/lBHbIG YBCAOMJICHUA CJICAYCT AOBOAWTE A0 YIOJHOMOYCHHOTO MOJIB30BATCNIA TaKUM 06p‘d30M,
4YTOOBl OH TTIOHMMAJ 3HAYEHNE ITHUX COOBITUI M NPUEMIEMYIO PeaKIMIO0 HAa HHX.

[Mpu cnenudukanmumn 3THX TpeOOBAHMMN NIPEAYCMOTPEHA BO3MOXKHOCTb NPUBIAEYEHUS HHBIX HCTOYHHUKOB JaHHBIX
0 DYHKIMOHUPOBAHWHM CHUCTEMBbI, KPOME JAHHBIX ayAUTa. DTO OBLIO CAENAHO C LEeJbI0 PpACIIMPEHHS MPHUBICKAEMBIX
METOAOB OOHapYyXXEHMST BTOPKEHHS, KOTOPbIE TIPH aHaTIN3e nokasareiaeil GYHKUHOHUPOBAHUS CHUCTEMBI HCTIONB3YIOT
HE TOJIbKO JAHHBIE ayaiuTa (NpUMEePaMM APYTUX THUIOB MCTOUHUKOB AAHHbLIX SBJSIOTCS NMapaMeTphl CETEBBIX JeHTar-
paMM, AaHHBIE O pecypcax/yueTe WIM KOMOMHAIUM Pa3MUYHBIX CUCTeMHbIX AaHHBIX). [Toatomy ot apropa I13/3b
TpeOyeTcs cnennbUINpoBaTh BUABI JAHHBIX, UCTIOIB3YEMbIX MPH KOHTpoOJE NoKasaTeNiel GpyHKIIHOHNPOBAHUS CUCTE-
MBI.

SneMeHThl FAU_SAA.4 He TpeOyioT, UTOOBI pealn3anus 9BPUCTHK PACMO3HABAHUS TNPSIMOM aTaKyh OCYNIECTB-
nsnach TeMu ke caMbiMi PBO, BBINOIHEHNE KOTOPBIX NMOMAIEKUT MOHHUTOPUHTY. [103TOMY KOMMOHEHTHI, NPUMEHSI-
eMble A5l OOHapyXXeHUsT BTOPXKEHUSI, MOXKHO pa3pabaTblBaTh HE3aBHCHMMO OT CMCTEMBbI, MOKa3aTean (GYyHKIHOHMPO-
BAHUSI KOTOPOM MouexaT aHaIn3y.

Onepanuun

HasHaueHue

Has FAU_SAA.4.1 asropy [13/3B caenyer uaeHTAGUIHAPOBATH $A30BOE MHOXKECTBO HEpedns NOCIEAOBATEILHO-
CTeil CHCTEMHBIX COOBITHIA, COBNANEHNE KOTOPHIX THIHYHO AJS M3BECTHBIX CleHAPHEB NMPOHAKHOBEHHA. DTH MOCIEN0-
BATEJIbHOCTH COOBITHIA NPENCTABAAIOT H3BECTHBIE CHeHAPAN NpoHAKHOBeHns. Kaxnoe coObiTHe B mocienoBaTebHOCTH
cjlenyeT COMOCTABJIATH ¢ KOHTPOJIHPYEMBIMH CHCTEMHBIMH COOBITHAMH, H €CJIH B MTOTe BCe CHCTEMHBIC COOBITHS MpPO-
H30LLIA B AeHCTBATEIHHOCTH, 3TO NOATBEPXKAAeT (0TOOpPaXKAET) MONBITKY NPOHHKHOBEHHS .

Ina FAU SAA.4.1 apropy [13/3b cieayer cnenndmnnpoBaTh 6a30BOE MOAMHOXECTBO CHCTEMHEBIX COOBITHIA,
NOSIBICHUE KOTOPHIX, B OTJINYKE OT MHBIX TToKa3aTesel (hYHKIIMOHNPOBAHUS CUCTEMbI, MOXET yKa3biBaTk Ha Hapylle-
Hue ITBO. K HuM oTHOCATCA KakK cOOBITHSA, caMu 1o cebe yKasbiBalonme Ha oueBWAHble HapymreHusa [1BO, tak u
COOBITHS, TIOSIBIEHWE KOTOPBIX SIBASETCS AOCTATOUHBIM OCHOBAHWEM JUISI TIPUHSATHA MEpP MPEaoCTOPOXHOCTH.

Hns FAU _SAA.4.2 asropy [13/3b cnenyer crieunduiinpoBars HHGOPMALIMIO, UCMONB3yEMYIO IPH ONpeaeIeHNH
nokasarteseil GyHKIIMOHUPOBAHUSA CUCTEMbl. MHbopMalus sIBAsSETCS UCXOAHON LS UHCTPYMEHTAJIBHBIX CPEACTB aHa-
J13a nokasateneil GYHKIMOHMPOBAHUS cucTeMbl, npuMeHseMblX B OO. B a3ty nH(opMalnio MOTYT BXOAWTh JaHHbIE
ayauTa, KOMOMHAIWM JAHHBIX ayanTa ¢ IPYTMMH CHUCTEMHBIMM HAHHBIMH M NAHHbIE, OTJWYHBIC OT JAHHBIX ayAMTA.
[Mpu cocrapnennn I13/3b cnenyeT TOYHO OrNpeneinTh, KAKHUE CUCTEMHbBIE COOBITHSA U aTPUOYTH COOBITUI MCHOJB3Y-
I0TCS B KAYECTBE UCXOAHOM MHbOpMAIInu.

B.4 Ilpocmotp ayamra 6e3omacHocTH (FAU_SAR)

CemeiictBo FAU_SAR onpenensier TpeGoBaHusl, OTHOCALINECS K TIPOCMOTPY MHMOPMaMK ayauTa.
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Cnenyer, 4ToOb! GYHKIHUH NPELOCTABISIA BO3MOXHOCTh OTOMPATH JaHHbIE ayAUTa 0 MM NOCTE COXPAHEHMUS,
obecneynBas, HalpuMep, BO3MOXHOCTb W3OMPATeIbHOTO NMPOCMOTPA AAHHBIX O CJAEAYIOLIMX ACHCTBUAX:

- IeHCTBHMI OJHOrO MJIM HECKOJIBKWX MoJb3oBaTeieil (HampuMep, WieHTUdUKALMA, ayTeHTHdHKANKSA, BXOA B
OO ¥ neicTBUS 10 YIPABIEHUIO JOCTYNIOM);

- IeMCTBHUS, BBIMOJHEHHBIC Haj ONpeleieHHbIM 00bekTOM Win pecypcoMm OO;

- BCe COOBITHSI M3 YKA3aHHOTO MHOXECTBA UCKJIIOUUTEBHBIX COOBITHIA, NOABEPraloLIMXCA ayauTy;

- IeicTBH, CBA3aHHBIE C onpene/ieHHbIM atpubyToM I1BO.

3aMeuaHud 10 TIPUMEHEHHIO

Bunbl npocMoTpa paszanyarTcs Mo GYHKLUHWOHANBHBIM BO3MOXHOCTAM. OOBIYHBINA MPOCMOTP MO3BONSIET TOJTBKO
NpOCMAaTPUBATh JaHHBIC ayauTa. BeIGOPOUHBII NMPOCMOTp Goiee CIIOXKEH W CONAEPXUT TpeOGOBAHWS BO3MOXHOCTH TO-
MCKA HAa OCHOBAaHHMH OJHOTO MJIM HECKOJbKUX KPUTEPHUEB C JIOTHUECKUMHU (T. €. TUNA «U/WiK») OTHONICHHSIMH, COPTU-
POBKH WIH (DHIBTPAIMK JAHHBIX ayAWUTa 10 UX NPOCMOTpA.

FAU_SAR.1 IIpocMoTp ayauta

3aMeuaHusa no NPHUMEHEHHUIO sl T0J1b30BaTesl

Komnonent FAU SAR.1 ucnonssyercsa ais onpeaeieHUs BO3MOXHOCTH YUTATh 3allUCH ayauTa JUIS TI0Jb30BAa-
TeNAe W/WIKN YNONTHOMOYEHHBIX MOJb30BaTeeid. DT 3alMCH ayanTa OyayT NpeacTaBAsiThCsA B yI0OHOM JUTsl HOJIb30Ba-
TN BUAE. Y NMOJIb30BaTeNei pa3sIMuHbIX TUIIOB MOTYT ObITh pasHble TpeOOBAHMSA K MpPEACTABICHUIO TaHHBIX ayauTa.

ConepxaHue 3anucei ayauTa, NpeaHa3sHAYeHHBIX M1 NPOCMOTPa, MOXeT ObITh YCTAHOBJIEHO 3apaHee.

Oneparnu

HaszwnaueHne

B FAU_SAR.1.1 asropy [13/3B cienyer yka3zaTh yNOJIHOMOYEHHBIX MOJIb30BaTeIeii, KOTOPbIe MOTYT NMPOCMAT-
puBaTh JaHHble ayauTa. Ecin 3to HeoOxoaumo, asrop 113/3b moxer ykasath poin desonacHoctd (cM. FMT_SMR.1
«Pomm 6esomacHocTH»).

B FAU_SAR.1.1 astopy I13/3b caeayer yka3aTh, KaKHe BHIbI HH()OPMAIHH MOKET NOJYYATh H3 3aNHCeii ayauTa
JaHHbIA moab3oBaTenb. [IpamMepamn ABas0TCA: «Bes nHopManus», «<aIeHTHOHKATOP CYObeKTa», «BCA HHpOPMALIHA H3
3anuceil ayauTa, HMEOIMNUX CCHUIKM HA 3TOT0 MOJb30BATESN».

FAU_SAR.2 OrpasudeHHblii IPOCMOTp ayauTa

3aMeyaHus Mo NMPUMEHEHUIO AJIS MOJIb30BaTeNsd

B xomnonente FAU SAR.2 onpenensiercs, UTo HM OAWH TOJb3oBaTenb, He yKaszaHHbIi B FAU_SAR.1, He
CMOXKET YMTATh 3aMUCH ayAuTa.

FAU_SAR.3 Bri6opounsiii npocMoTp ayauTa

3aMeuaHus 10 TIPUMEHEHHIO IJIs1 TI0Ib30BAaTeNs

Komnoneut FAU SAR.3 onpenensieT BO3MOXHOCTb BEIOOPOUHOTO MPOCMOTpA AaHHBIX ayauTa. Eciim npocMoTp
MPOBOANTCS HA OCHOBE HECKOJBKHMX KPUTEPHEB, TO CJIEAYET, YTOOBl OHM OBLIM JIOTMUECKHM CBA3aHBI (HANpuMep,
ornepalusIMA «H», «AIH»), a HHCTPYMEHTAIbHbIE CPEACTBA MPEAOCTABIIN BO3MOXHOCTh 0OpabOTKH NaHHBIX aylHTa
(HanpuMep, COPTHPOBKH, (UILTPAILNN).

Onepannu

Bribop

Hasa FAU_SAR.3.1 astopy I13/3b caenyer BoiOpaTh, KaKue ACHCTBHA: HOHCK, COPTHPOBKY WIH YNOPAAOUCHHE
moryT BemoaHATs DBO.

HasnaueHnnue

Has FAU_SAR.3.1 astopy [13/3b cienyer Ha3HAUMTH KPHTEPHH, BO3MOXKHO JIOTHICCKH CBA3AHABIC, HA OCHOBA-
HAH KOTOPHIX HPOU3BOAAT BHIOOP JAHHBIX AYAMTA AJA mMpocMoTpa. Jlormueckne CBA3M MCHOAL3YIOT HpPH ONpeaesieHAN,
NPOM3BOIUTCA JIM ONEpANdsA HAJ OTACAbHBIMH ATPHOYTAMH WM HAJ COBOKYIHOCTHIO aTpuOyros. IlpmMepamm Takoro
Ha3HAYEHHS MOKET ObITh: «IPUKJIAJHAS 3a/1aya, YYeTHbie AAHHBIC M/HIH MECTO HAXOXKICHHS MOJNb30BaTENA». B aTOM
claydyae onepamuio MOXHO 0bL10 Ob1 cienupUIUPOBATH ¢ MOMOMBIO JII060H KOMOHHANNA STHX TPeX ATPAOYTOB: NPHKIAI-
HO# 3a7a4d, YIeTHBIX JAHHBIX HOJH30BATESA H MECTA €r0 HAXOXKICHHA.

B.5 Baioop cobbiThit ayaura 6ezonacHoctH (FAU_SEL)

CemeiictBo FAU SEL conepxut TpeGoBaHMs, CBI3aHHBIE ¢ OTOOPOM, KakKue COOBITHS, MOTEHIHAIbHO TOMI-
BEPTaeMble ayAuUTY, ACHUCTBUTEIBHO NOMIEXAT ayaAuTy. COoOBITHS, NOTEHIIMABHO NOABEPracMble ayiuTy, ONpeacsioT-
ca B ceMeiictBe FAU GEN «['eHepanusi 1aHHBIX ayauTa 6€30MacCHOCTH», HO JUISI BHINOJTHEHUS ayJINTa 3TUX COOBITHA
WX CleayeT OoNpeaeanTh Kak BeiOnpaemble B KoMnoHeHTe FAU SEL.1.

3aM€‘IaHI/lH o NMpuMEHCHUIO

31O ceMeicTBO obecreunBaeT, YTOObl MOXHO ObIJIO TPENOTBPATHTh pa3pacTaHWE XKypHANa ayliuTa IO TaKuX
pa3sMepPoB, KOTJia OH CTAHOBHUTCH OECNONe3HbIM, MYTEM ONpeNeieHNd NPUEMIIEMO 30MPpaTeIbHOCTA COOBITUI ayauTa
06e30MacHOCTH.

FAU_SEL.1 U36npaTennnniii ayJIuT

3ameyaHus MO MPUMEHEHHIO 11 NOJb30BaTe s
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Komnonenut FAU SEL.1 onpenensieT KpUTepHU, UCTIONb3yEMbIE IJIS1 OTOOPA COOBITHI, KOTOPbIE MOABEPTHYTCS
aynuty. Kpyutepun MOryT Z0TYyCKATh BKIIIOUEHHWE WM UCKITIOYEHWE COOBITHH M3 COBOKYTTHOCTH COOBITHI, NOABEPTAIO-
HIMXCSI aYANWTY, HA OCHOBE aTpUOYTOB MOb30BATENICH, CYOBEKTOB M OOBEKTOB WJIM THIIOB COOBITHUIA.

Jlrst 9TOro KOMITOHEHTA HEe TIPEAroyiaracTcsl CylLIeCTBOBaHWE MACHTU(MHMKATOPOB OTAEHbHBIX TMOJb30BATEICH,
9TO TO3BOJSIET MPUMEHITH ero s Takux OO, Kak, HarpruMep, MapUIpyTH3aToOphbl, KOTOPble MOTYT He TOANEPXKHUBATh
MOHATHE TI0Jb30BATEIICH.

B pacnipenefeHHOI cpefe B KauyecTBE KPUTEepUs IS OTOOpa COOBITHIl, KOTOPbI€ MOABEPTHYTCS ayaAUTy, MOXET
OBITh MCTIONB30BAH MACHTH(MWUKATOD y371a CETH.

[TpaBa yrnoqHOMOUYEHHBIX MOJTB30BATENCH MO MPOCMOTPY WK MOAUGMUKAIIMH YCIOBUI oTOOpa OyayT peryinpo-
BaThesl GYHKUMIMU yripaBieHus komrnoHenta FMT MTD.1 «Ynpaeneune aaHHbIMH PBO».

Onepannuu

BriGop

Has FAU_SEL.1.1a astopy I13/3b caenyer BpidpaTh, Ha KaKuX aTpudyTax 6€30MaCHOCTH OCHOBAHA H30MpaTeIh-
HOCTh AYAMTA: HACHTH(HKATOP 00beKTa, HAeHTH(HUKATOD MOJIb30BATENA, HIEHTADUAKATOP CYObEKTa, HICHTH(HKATOD
y3Ja CeTH WM THI COOBITHA.

HasnaueHnmune

Hasa FAU_SEL.1.16 astopy [13/3b ciaeayet onpeneints CIHCOK JONMOJHUTE/bHBIX ATPHOYTOB, HA KOTOPBIX OC-
HOBAHA W30MPATEIbHOCTDH AYINTA.

B.6 Xpanenune nannbix ayauta 6e3onacHocta (FAU_STG)

CewmeiictBo FAU STG onuckiBaeT TpeOOBaHMS M0 XpaHEHUIO JAHHBIX ayaWUTa 4Jis1 MOCAEAYIOLIETO HCNONb30Ba-
HHS, BKJIIOUass TPeOOBAHUS KOHTPOJSI 3a MoTepei MHGOPMANMM ayauTa M3-3a ¢OOs CUCTeMBbl, HamaaeHWUS H/HIH
NpeBBbIICHNS 00beMa TMaMsITH, OTBEACHHOM I XpaHCHMS.

FAU_STG.1 3amuuienHoe Xpanenne KypHaia ayauTa

3aMeuaHus Mo MPUMEHEHHIO IJIS MOJb30BaTeIs

[TockoNbKY B pacripefe/IeHHON Cpeie pachoJIoOXEHHE XYpHaia ayaura, KOTopelid Haxoautest B O1d, He ob6s13a-
TEJILHO COBIAAET ¢ PacnojioxeHneM (QYHKIMM reHepanuy JaHHbIX ayauTa, aBTop [13/3b MoxeT notpeboBath obec-
reyeHnst HeOTKA3YEeMOCTH OTIPABICHUS 3aTIUCH ayINTa WIN NIPOBeICHNS ayTeHTUMDUKALIMK OTNIpaBUTEIsl Nepen 3aHe-
CEeHHMEM 3alliCH B XXKypHAJ ayauTa.

O®ODbO GynyT 3alIMILATH XYPHA ayAUTa OT HECAHKIIMOHMPOBAHHOTO YHHUUTOXEHUS UKW MoaucduKaunu. OtMe-
TUM, UYTO B HEKOTOPBIX CHCTeMax ayauTop (poib) MOXET He pacnojaraTb NOJHOMOYHMSMHM Ha yJAaJIeHWE 3anuceil
ayAnTa B TEUEHNE ONpEAETIeHHOro Nepuoia BpeMEHH.

Onepanun

BriGop

B FAU_STG.1.2 asropy [13/3B ciaeayer cnennduunposath, A0JxkHb ja ®BO npexorBpamats WA TOJBKO
BBISIBJIATH MOANGUKANMIO XKYPHATIA AyAUTA.

FAU_STG.2 I'apanTinn JO0CTYDHOCTH JAHHBIX AyAMTA

3amMeyaHWs 1O MPUMEHEHMIO IS TTOJIb30BAaTeNs

Komnoneut FAU_STG.2 nossoaser apropy I13/3b onpenenutbs MeTpUKy LI XypHaia ayiuTa.

[TockonbKy B pacripefe/ieHHON cpelie paclioioKeHHWe XypHana ayaura, Kotopsiid Haxonutes B O1d, He o6si3a-
TeJBbHO COBMAAaeT ¢ pacnosoxeHneM (HYHKUUN reHepaluy JaHHbIX ayauta, asrop [13/3b moxer notpe6oBath obec-
NEeYeHNs: HeOTKA3YEMOCTH OTIPABICHUS 3aNMCH ayadnTa WIK IPOBeAEHUS ayTeHTU(MDHUKAIIMK OTIIPABUTENS nepes 3aHe-
CEHMEM 3aTKCH B XYpHAaI ayanTa.

Onepanun

BriGop

B FAU_STG.2.2 apropy I13/3b cnenyet cnenndnnmnpoBats 10KHb 1M P BO npenoTBpanars WM TOJBKO BbisIB-
JTh MOANDUKAIIAIO XKYpHAIA ayauTa.

B FAU STG.2.3 asropy 113/3B caeayer cnenudunuposats yciaosue, mpa kotopoM ®BO nomknsl 6bITH Bee ele
CIOCOOHBI CONMPOBOXKAATH ONpeeieHHbI 00beM JaHHBIX ayANTA. DTO MOXKeT ObITh OJHO M3 CJACAYIOIIMX YCIOBHii: mepe-
NOJIHeHHe XKypHAjia ayauTa, c6oii, aTaka.

Haszwauenmne

B FAU_STG.2.3 astopy 113/3B caeayer cnemndumuposats MeTpuKy, koropyio ®bO gomknsl obecnieynts mpn
NpeICTaBJIeHUH KYPHATA ayauTa. DTa METPUKA OrPAHMYMBAET NOTEPIO JAHHBIX YKa3aHHEM MAKCHMAJIHHOTO YHCJA 3amH-
ceil, KOTOpble HEOOXOMHMO COXPAHATh, WM BpeMeHeM, B TeueHHe KOTOPOro odecmeumBaercs xpanende 3amuceil. [1pn-
MepoM MeTpukH MoxeT ObiTh ynciao «100000», ykaspiBaomee, 4To XKypHaa ayanta paccuntad Ha 100000 3anuceid.

FAU_STG.3 JleiicTBus B ciydae BO3MOXKHOH NOTePH AAHHBIX AYAUTA

3aMeuaHus 1O TIPUMEHEHHIO IS TIOIb30BAaTENs

Komnonent FAU STG.3 conep:XHUT TpeOOBaHME BBITIONHEHHUS ONPEACTCHHBIX IEWCTBHI B CTyyae NpeBbILIEHUS
KYPHATOM ayAuTa HEKOTOPOTO 3apaHee ONpeaesieMoro rpenaea.
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Onepanun

HasHaueHune

B FAU_STG.3.1 asropy [13/3b cienyer yka3aTh 3HaueHHe 3apanee ompeaeisiemoro npeaena. Ecim dynxmun
ynpapJieHdsl JONMYCKAIOT, YTO YNOJHOMOYEHHbBIH MOJIH30BATENh MOXKET €r0 H3IMEHATb, TO OHO ABJIAETCHA IHAYEHHEM MO
ymoauanmio. Astop I13/3B6 MoXeT HO3BOJIHTH YIOJHOMOUCHHOMY HOJIb30BATENIO BCErAa ONpee/aTh 3TO OrpaHHYCHHE.
B 3Tom ciyuae HA3HAYCHHE MOXET MMETh BHI: «OTPAHAHYCHHE YCTAHARJIMBACT YNOJHOMOUYCHHBIH NMOJb30BATENbY.

B FAU_STG.3.1 astopy I13/3B caeayer cnennp)uuupoBaTsh AeiiCTBAS, NPeIIPHHAMAEMbIE B CJIyYae BO3MOXKHOTO
NepenoiHeHns XKYPHAJIA ayANTA. DTH ACHCTBHA MOTYT BKJIIOYAaTh B ce0a nAGOPMAPOBAHHE YNIOJHOMOYEHHOTO NOJIb30BA-
TeJA.

FAU_STG.4 IlpenoTspamenne HoTepH JAHHBIX ayAUTA

3aMeuyaHus MO0 TPUMEHEHHIO U MOJIb30BaTeNs

B kxomnonente FAU_STG.4 onpenensieTcs pexum pyHKLHoHMpoBaHUs OO Npy nepenosHeHHH XypHaa ayin-
Ta: MO0 MTHOPHPOBAHUE 3aMHCEH ayanuTa, TMO0 NpUOCTaHOBKA (hYHKLUMOHUpOoBaHUA OO i NpenoTBpAlleHUs BO3-
HUKHOBCHHUS COOBITHI, MOABEPTAIOIIMXCA AyAMTY. YCTaHABAMBAETCS, YTO, HE3aBUCHMO OT TPHHSTOrO pEeLUEeHMs,
YIOJTHOMOYEHHBIHM NOJB30BaTeNlb, UMEIOIIUI COOTBETCTBYIOLME NMpPaBa, MOXET NPOAOIXATh TeHEPUPOBATH COOBITHS
(neficTBUS), OABEPTAIONINECS AYNUTY. DTO NieaeTcsi MOTOMY, YTO B IPOTUBHOM CITy4ae YNOJHOMOYEHHBINH aIMHUHU-
CTPATOp HE CMOT Obl OCYIICCTBHUTD AaXe nepe3anyck cucteMbl. Cneayer Takxke MperycMOTPETh ACHCTBUSA, TIPEATIPUHHN-
MaeMble ®BO mnpu nepenofHEHWH XypHaIa ayduTa, TOCKOJAbKY MTHOPUPOBAHHUE COOBITHI, CIOCOOCTBYIONIEE JTyu-
nreii gocrynaoct OO, NpuBeneT Takke M K BO3MOXHOCTH COBEpPIIATh ACHCTBHA, HE OCTaBJIsAsd O HUX 3amnuceil M He
OTHOCS MX Ha CUET OMNpPENEJIEHHOTO MOJIb30BATENSI.

Onepanun

Bri6op

B FAU_STG.4.1 astopy I13/3B cneayer BoiopaTs, 1omknsl 1 @BO B ciyuae nepenojHeHHs KYPHAIA AyAWTA
HTHOPAPOBATDL NPOBEIeHNHE AYIATA, CAeAyeT Jif NPeAOTBPAMATD AeHCTBHS, NOABEPTrAONIHECs aYAUTY, HIH CJIeyeT HOBbIE
3aMACH HOMEMATs BMECTO CTaphIX.

HasHaueHune

B FAU_STG.4.1 asropy I13/36 caeayer onpeneimTs Apyrue AeiicTBHA, NpeANpHHHMAaeMbie NMPH HeJAOCTATKe
NAMSATH AJiS JAHABIX AyJATA, TAKNE KaK WAGOPMAPOBAHAE YNOJIHOMOYEHHOTO NMOJIb30BATEIA.

MPUJTOXKEHHUE I
(cnipaBouHOE)

Cea3p (FCO)

Knace FCO conepxut TpebOBaHUS, KOTOPhIe UMEIOT BaXHOE 3HaueHue nis1 OO, ucnoabsyemMoro 1is ooMeHa
nHbopmanueit. CeMeiicTBa 3TOro Kjiacca npeiHa3HauYeHBl A1 00ecredeHUs HeoTKa3yeMOCTH (T. €. HEBO3MOXHOCTH
OTpHLATh (HaKT OTNPABIEHU WK NTONYYeHNd NiepeaaBaeMoit nHdopMaLun).

dekoMno3nnms Kiracca Ha COCTABISIIOIIME €r0 KOMIIOHEHTHI NoKasaHa Ha pucynke I.1.

B aToM KJtacce MCTIOIB30BAaHO MO-
Cssiab HSITUE «uHpopMmanusa». Uudpopmanus
3eCh MHTEPIIPETUPYETCAI KaK OOBEKT,
npeaHa3HauYeHHBIHN L5 Tiepenadn, KOTo-

pbll>'l MOXKET COACPIKATEL COO6LL[€HH€ IJIEK-
FCO_NRO HeotkaayemMoCTb OTrnpaBneHus 1 2 TPOHHO# TOYTHI, haill WM COBOKYTI-
HOCTb aTpUOYTOB MpenoNpeaeIeHHBIX

THUTIOB.
FCO_NRR HeotkadyemoCTb nonyueHusi 1 2 TepMUHBl «10Ka3aTeAbCTBO OT-
NPaBICHUSI» U «10Ka3aTEIbCTBO NOayYe-

HUsI» TIPUHATH B JuTepatype. OnHAaKo
HEOOXOAMMO UMETh B BUAY, YTO TEPMHUH
«[10KA3aTeNbCTBO» MOXET MHTEPTIPETUPOBATHCS KaK B IOPUAMYECKOM CMBICIE, TAK M B (DOPME MATEMATHUECKOTO
obocHoBaHUsI. B KOMIIOHEHTAX 3TOTO KJIacca «10Ka3aTeIbCTBO» TOHUMACTCS KaK «CBUAETENbCTBO», T. €. DBO nemoHcT-
PUPYIOT HEOTKA3yeMOCTh 0OMeHa MHMOpMalne,

I'.1 Heotkasyemocts otnpasiennss (FCO_NRO)

«HeoTkaszyemocTh OTIpaBieHUs» OTpeAensieT TpeOOBAHUS 1O TIPEIOCTABIEHUIO TMOJIb30BATENIM/CYObEKTAM
CBUIETENILCTBA UIEHTHYHOCTH OTTIPABUTENST HEKOTOPOi nHpopManun. OTNpaBUTENbs HE CMOXKET OTPUIATEL (PAKT Nepe-
Jauyrd MHAQOPMALMU, MOCKOJbKY CBUAETENBCTBO OTMpAaBlieHMs (Hanpumep, UudpoBasd MOANKMCH) HOKA3BIBAET CBA3b

Pucynok I'.1 — Jlekomno3uuns knacca «CBs3b»
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MEXKJly OTTIpaBUTENEM U TiepeaanHoi nHopManmein. [Toryuareb WIN TPEThS CTOPOHA MOXKET MPOBEPHUTEL CBUAETENb-
CTBO OTnpaBieHus. He cienyer nonyckaTbh BO3MOKHOCTh MOJIENTKH 9TOTO CBUAETENbCTBA.
3aMevaHus IS MONL30BaTENs

Ecan nHbopMaLus uim acconuMpoBaAHHBIE C HEMl aTpUOYThl KAKUM-TMG0 006pa3oM M3MEHSIIOTCS, TIOATBEPXKIE-
HHE TMPABUJIBHOCTU CBMUIETEILCTBA OTNPABIEHUSA MOXET JarThb OTpULATeNbHBINM pe3ynbrar. [Tostomy asropy I13/3b
caenyeT npeaycMotpeth BkirtoueHue B [13/3b tpeboBanmii nemoctHocTH U3 KomnoHenta FDP_UIT.1 «lexoctHocTh
TepenaBaeMblX TAHHbBIX».

HeoTka3zyeMocCTb CBsi3aHa ¢ HECKOJIbLKMMH PA3NMUYHBIMU DOJISIMU, BBIMOJIHAEMBIMH OIHHUM HJIM HECKOJbKHMMU
cyobekTaMu. Bo-nepBhiX, 3TO CyOBEKT, KOTOPLIH 3anpalimBaeT CBUAETENLCTBO oTnpasieHnsd (Toabko B FCO NRO.]
«306upatenbHoe 10KA3aTebCTBO OTHpaBieHUsA»). Bo-BTOphIX, — nojyyateib W/WIM APYrHe CYOBEKTHI, KOTOPBHIM
MPpEeAOCTaBAseTCs CBUAETENLCTBO (Hanpumep, Hotapuyc). M B-TpeTbuX, — CYOBEKT, KOTOPHIi 3anpanrmBaeT Bepudu-
KaIMIo CBUAETEJIbCTBO OTIMPABJICHHMSI, HAPUMEDP TOTYyYaTeNlb WM TPEThe JIMLO, HAMpUMeEp apOHTp.

Asrtopy I13/3b HeobxoanMO crieLM(pULIMPOBATH YCIOBHS, BHINOMHEHHE KOTOPBIX 00eCreYnBaeT BO3MOXHOCTh
Bepr(HIIMPOBATh NPABUJIBHOCTh CBUACTENLCTBA. [IpMMEpOM TaKOTO YCA0BUS MOXKET ObITh BO3MOXHOCTh Bepr(pHUKanug
CBHJIETENILCTBA B TEUEHME CYTOK. DTH YCJIOBUS MO3BOJSIOT TaKXKe MPUCNOCOOUTH HEOTKA3YEMOCTh K IOPHANYECKHM
TpeOOBAHMWSM, TAKUM, HaNpuMep, KaK HaJllyMe BO3MOXHOCTH NPENOCTaBIAEHUS] CBUACTEILCTBA B TEUEHHE HECKOJIb-
KHX JIET.

B GonblunHCcTBe CiiyyaeB MAECHTU(MUKATOP OTIPABHUTENS OydeT COBMAnaTh ¢ UAEHTH(HUKATOPOM MOJIB30BATENS,
KOTOpBI UHMLIUUpOBa nepenady. B Hekoropbix ciyuasix aBrop [13/3b MoxeT He noxenaTh 3KCIIOPTHPOBATh HICHTH -
¢ukaTop nojb3opateisi. B aToM ciiyuae eMy HeoGXONMMO MPUHAThH pellieHHe, HYXHO JIM NPHUBIEKaTh 3TOT KJIace WIIH
K€ MCNONb30BaTh UAEHTUMHKATOD TIpOBaiiiepa yCIyr CBA3M MM UASHTU(UKATOD Y3/1a CeTH.

Agtop [13/3b MoxeT ucroib30BaTh MOMEHT Nepeiayn HHGOPMALWMK B AONOJHEHNE K HACHTH(UKATOPY MOJb30-
BaTeJsl WM BMecTo Hero. Hanmpumep, 3anpockl OyayT paccMOTpEHBI, €CJIi OHW ObUIM OTIPAaBJIE€HBI 1O M3BECTHOrO
cpoka. B rakom ciyuae TpeGoBaHMSA MOTYT ObITh NPUCHOCOOICHBI K UCNOJbB30BAHMIO METOK BpeMeHH (BpeMEHH OT-
TIpaBAEHUS).

FCO_NRO.1 H30uparenpHoe 10Ka3aTeIbCTBO OTHPABICHHS

Onepannu

Haszwauenne

B FCO_NRO.1.1 asropy I13/3B caeayer ykazath Tumbl cy0OhekToB mHGOpPMAlHH, 1 KOTOPBIX TpedyeTrcs
NMpeAOoCTABICHAE CBUIETENLCTBA OTNPaBJIeHAsA, HAMPHAMED COOOUIEHHAS 3ICKTPOHHOM MOYTHI.

BriGop

B FCO_NRO.1.1 asropy [13/3B caeayer cnenudpuunpopaTh mojib30BaTeNRsd/Cy0bheKT, KOTOPbIii MOXKET 3anpo-
CATH CBHAETEIHCTBO OTHPABJIECHHUS.

Haszwauenne

B FCO_NRO.1.1 asropy I13/3b B cooTBeTcTBHH C BHIGOPOM cienyer cnenuOHpoBaTh TPETHHX JIHI, KOTOpbIE
MOTIYT 3aNPOCHTH CBHAETEIbCTBO OTHPaBJeHAd. TpeTbHM JHIOM MOXKET ObITh aponTp, CyAbd HJIH IOPHAHYECKHIl OpraH.

B FCO_NRO.1.2 astopy I13/3B ciexyeT BHeCTH B CHHCOK T€ aTPHOYTHI, KOTOpbie JAOJXKHBI ObITh CBA3AHBI C
aHgopManneii, HanpuMep AASHTAQHKATOP OTHPABHUTEJIS, BpeMA H MECTO OTHPABICHHA.

B FCO_NRO.1.2 asropy I13/3B cieayer BHeCTH B CHECOK Teé HH(OPMAOHOHHbIE NMOJH, ATPHOYTH KOTOPHIX
o0ecrneunBaloT CBUAETEILCTBO OTIPABJICHHS, HANIPHMEP TEKCT COOOmeHHs.

BriGop

B FCO_NRO.1.3 asropy I13/3b cieayer cnennuoupoBats H0Ib30BaATEN/CYyObEKT, KOTOPBI MOXKeT BepHpH-
OUPOBATh CBHAETENHCTBO OTNPABJICHHS.

HasHaueHune

B FCO_NRO.1.3 apropy I13/3B B cooTBeTcTBHE C BbIGOpOM clieayeT cnenuuuupoBaTh TPETbHX JHI, KOTOpbIE
MOTYT BepuuIAPOBATL CBHAETEALCTBO OTIPABJICHHS.

B FCO_NRO.1.3 astopy I13/3b cienyer c¢opMAPOBATH COACOK OrPAHMYCHHIA, IIPH KOTOPbIX MOXKET ObITh BEpH-
¢uunposano ceugerenscTso. Hampamep, cBHAETENbCTBO MOXKET OBITH BepA(HIAPOBAHO TOJIbKO B TeyeHHe CYTOK. lo-
MYCTHMO HA3HAYCHHE <«HEMeNJIEHHO» HJIH «HEOTPAHMYEHHO».

FCO-NRO.2 IIpunyanTenbHoe A0KA3aTeIbCTBO OTHPABICHHAS

Onepaunn

HasHaueHnue

B FCO_NRO.2.1 aBropy I13/3b cnenyet ykasath THIIbI CYyObeKTOB HHGOPMALHMH, 1U11 KOTOPLIX TpebyeTes npe-
LOCTAaBJIEHWE CBUAETEILCTBA OTIPABJICHUS, HANPUMEpP COOOHICHUS SJIEKTPOHHOMN MOYTHI.

B FCO NRO.2.2 aBropy I13/3b cnenyetr BHECTH B CIIMCOK T€ aTpHOYThI, KOTOPbIE AOJKHBI ObITh CBA3AHBI C
nHboOpMaLMel, HanpuMep WACHTH(UKATOD OTNPABUTENsSA, BpeMsI M MECTO OTIIpaBJICHHUS.
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B FCO_NRO.2.2 apropy I13/3b cnenyer BHeCTH B CHHCOK Te WH(OPMALIMOHHBIE TOJIs1, aTPUGYTH KOTOPBIX
00ecneyrnBalOT CBUAETENBLCTBO OTIPABAEHUS, HANIpMMEp, TEKCT COOOLLUEHNU .

BriGop

B FCO_NRO.2.3 agsropy I13/3b cnenyer crieniucduninpoBaTh Nnojib30BaTeNs1 /CyOLEKT, KOTOPBI MOXET BEpUDU-
LLMPOBaTh CBUAETEILCTBO OTIPABJICHUS.

HasHauenune

B FCO_NRO.2.3 asropy I13/3b B cooTBeTCTBMH C BRIGOPOM clieyeT crnelndUImupoBaTh TPETHUX JIAIL, KOTOPbIE
MOTYT BEpPU(MUIMPOBATh CBUAETEILCTBO OTMPaBIeHUs. TPEeThUM JIMIIOM MOXET ObITh apOUTp, CYAbS HIIH IOPHANYECKU I
OpraH.

B FCO NRO.2.3 asropy [13/3b cinenyer copMupoBaTh CIMCOK OrpaHWYEHHUI, IIPH KOTOPBIX MOXET ObITh
BEpU(ULIUPOBAHO CBUAETENLCTBO. HanpuMep, cBHACTETLCTBO MOXKET GbITh BepU(MHIIMPOBAHO TOJNBKO B TEUCHHE CYTOK.
JlonycTUMO Ha3HaYeHUE «HEMEMJIEHHO» W «HEOTPAaHWYEHHO».

I'.2 Heotkazyemoctp nojayyenns (FCO_NRR)

«HeoTkazyeMoCTb MosyueHHsl» OonpeseNseT TpeOOBaHUS M0 NPEelOCTABIEHHIO TIOJIb30BaTEIAM/CyObEeKTAM CBU-
LIETENBCTBA O TOM, YTO WHGOPMAaLUa ObUla TIpUHATA nodyyaresneM. [lonyyatens He CMOXeT OTpUIATh (DakT NpUeMa
MH()OPMALIMK, TOCKOJIBKY CBUIETENbCTBO MONYyYeHHs (Hanpumep, LWdpoBas MOANKCH) AOKA3BIBAET CBA3b MEXIY
aTpubyTaMm nosydatest U uHdopMaumeid. OTnpaBUTENb WIHM TPEThsl CTOPOHA MOXKET NMPOBEPUTH CBHIAETEILCTBO NOJIY-
yeHud. He ciaenyer nonyckaTb BO3MOXHOCTh TIOIICIKH 3TOTO CBUIETENBCTBA.

3aMeuyaHus AN NOJb30BaTENs

Caenyer UMeTh B BUIY, YTO MpPEJOCTABICHUE CBUACTEILCTBA MONYyYeHUsT WHGMOPMAINHN, O3HAYAET TOJIBKO, YTO
OHa [OCTaBJIEHa, a He TO, YTO WH(pOpManmsa 00A3aTeILHO TPOUMTAHA WM TOHSITA.

Ecam mHOpMaLMg WM accOnUMUpPOBAHHBIE C HEl aTpubyThl KAKMM-AUMO0 00pa3oM H3MEHSIOTCH, MPOBEPKA
MPaBUJIBHOCTH CBUAETENLCTBA NOMYYEHUSI MOXET JaTh OTpUIATeNbHbINA pe3yabTaT. [loatomy aBropy I13/3b cnenyer
npeaycmotpeTh BKitoueHHe B [13/3b TpeboBanmii nenoctHocTH W3 KoMnoHeHTa FDP_UIT.1 «llenocrHocTs nepena-
BA€MBIX JAHHBIX».

HeoTkaszyeMocTh CBSI3aHa ¢ HECKOJBKHUMH PA3TUYHBIMH PONSAMM, BHIMONHIAEMBIMH OAHHUM WM HECKOJbLKHUMH
cyobekTaMu. Bo-nepBhiX, 3TO cyOBEKT, KOTOPHINA 3arpaliMBaeT CBUAETENLCTBO Nnojyuenus (tronsko B FCO NRR.1
«130bupatenbHOE A0KA3aTEALCTBO MOMYICHHsI»). BO-BTOPBIX, — MoJyyareib U/WIN ApYyTrue CyObeKThl, KOTOPBIM Ipe-
JOCTABJISIETCS CBUACTENBCTBO (HanpumMep, Hotapuyc). M B-TpeTbUX, — CYOBEKT, KOTOPHIi 3anpaliuBacT BepuduKa-
LAI0 CBUIETENLCTRA MONYYEHHUsI, HAIPUMEDP OTIPABUTENb WIK TPEThd CTOPOHA, Hanpumep apouTp.

Asropy [13/3b HeobxoanMo crienndUIIHPOBaTh YCIOBU, BHINOJHEHHE KOTOPBIX 06eCcneYnBAET BO3MOXHOCTh
BepUHIKMPOBATh PABUIIBHOCTb CBHAETEILCTBA. [IpUMEPOM TAKOTO YCIOBHS MOXET OBITh BO3MOXHOCTh BEPU(MUKALIUU
CBULETE/ILCTBA B TEUEHWE CYTOK. DT YCIOBHUS TO3BONSIOT TAKXKe MPHUCIOCOOHUTh HEOTKA3YyeMOCTh K IOPUIMYECKUM
TpeOOBaHMUAM, TAKWUM, HATIpUMEpP, KaK HaTWYKMe BO3MOXHOCTH MpEIOCTABICHHS CBHACTEILCTBA B TEYEHHE HECKOJb-
KUX JIET.

B GonbimHCcTBE CiydaeB MASHTU(MUKATOP MOJy4yaTe/iss OyaeT COBHAAaTh ¢ MACHTH(MMKATOPOM MNOJb30BATENS,
KOTOpBIY IpuHs nepeaauy. B HekoTopbix ciydasix aptop [13/36 moxeT He noxenath nepenaBaTh cBeleHUs 00 MIEH-
TuduKaTope noib3oBarens. B atom ciryuae eMy HEOOXOAMMO MPUHATH PElIcHUE, HYXHO JIM NPUBJAEKATh 3TOT KJI1acc
WIN K€ UCTOIb30BaTh UACHTHGUKATOD NpoBaiiaepa yCayr CBSI3M WK UACHTH(UKATOP y3JIa CETH.

Agtop [13/3b MOXeT UCMOAB30BATE MOMEHT MOAYYEHUS MH(DOPMALIMH B JONOJIHEHHE K UAEHTU(HOUKATODY MNOJb30-
BaTeJIsl UK BMecTO Hero. Hanpumep, 3asiBKY O NpeaToXeHusix OynyT pacCMOTPEHBI, €CTH TTOCTYNWJIW 10 YCTAHOBJIEH -
HOro cpoka. Koraa npeanoxeHue orpaHUueHO U3BECTHBIM CPOKOM, 3aKa3bl OYAYT pAaCCMOTPEHBI, €CJIM OHM MOJTyYeHb
[10 9TOro cpoka. B TakoM ciyuae TpeboBaHNA MOTYT ObITh TIPHCHOCOOJICHBI K MCTIONB30BAHNIO METOK BpeMeHH (BpeMe-
HH TTOJYYCHUSA).

FCO_NRR.1 A30npaTenbHoe A0KA3ATEALCTBO MOJyYeHAs

Ornepanun

Haswauenne

B FCO_NRR.1.1 asropy I13/3B caeayer yka3aTh THObI CyObeKkToB HH(OpMAIMHA, 1IS KOTOPBIX Tpedyercs
NMpeAoCTABICHAE CBHAETEJIbCTBA MOJYYCHHASA, HANPHMED COOOIMEnns 3IEKTPOHHOH MOITHI.

Brib6op

B FCO_NRR.1.1 asropy I13/3B caenyer cnennamaposaTsh Noab30BaTeNsd/Cy0beKT, KOTOPBIii MOKET 3ampo-
CHTb CBHIETEJHCTBO NOJIYYeHHs.

HaszHauyeHwue

B FCO_NRR.1.1 astopy [13/3b B cooTBeTCTBHH C BbIOOpPOM clieyeT cieNuGHOAPOBATH TPETHHX JIHII, KOTOpPbIE
MOIYT 3ANPOCHTh CBHJETEILCTRO Nojiydenus. TpeTbHM JIHIOM MOXeT ObITh apomTp, CyAbs MIA IOPHIHYECKHI OpraH.

B FCO_NRR.1.2 asropy [13/3b creayer BHECTH B CHHCOK Te aTPHOYTHI, KOTOpbIe AODKHbI ObITb CBS3aHBI C
nHdopmanueil, HaNpUMep HACHTHGHUKATOP NONYYATE] s, BpeMA H MECTO HOJNYYeHHS.

B FCO_NRR.1.2 astopy [13/3b cinenyer BHecTH B CHHCOK Te¢ WH(OPMANMOHHBIC MOJNH, ATPHOYTHI KOTOPHIX
o0ecneyHBaloOT CBUACTENLCTBO NMOJYYeHAs, HAMPAMED TEKCT COOGMmeHns.
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BriGop

B FCO_NRR.1.3 asrtopy I13/3b ciaenyet cnennduuuapoBaTh N0Jab30BaTe i1/ CyObeKT, KOTOPbIil MOKeT Bepudu-
HUPOBATh CBHAJETENLCTBO MOJIYYEHHS.

HaszxHauenne

B FCO_NRR.1.3 astopy I13/3B B cOOTBETCTBHH ¢ BHIOOPOM CleayeT crenu(puuupoBaTh TPETHUX NI, KOTOPbIE
MOTYT BepA(pANNPOBATH CBHIETEIBCTBO HOJYYEHHUS.

B FCO_NRR.1.3 astopy I13/3B caeayet cpopMHpOBATH CHUCOK OTPAHMYECHHI, IPH KOTOPHIX MOXKET OBITh BepH-
(uumposano ceuserenscrso. Hanpumep, cBuaeTenbcTBO MOXKeT ObITh BepudHIMPOBAHO TONBKO B TeYeHHe CyTOK. [lo-
MYCTAMO Ha3HAYeHHE «HEMELJIEHHO» WM «HeOTPAHHMYEHHO».

FCO-NRR.2 [IpnayanreapHoe I0Ka3aTedbCTBO MOJIyYeHHAsS

Onepanun

Haszwnauenne

B FCO_NRR.2.1 aBropy I13/3b creayet ykaszaTh TUIBI CyOBEKTOB MHGOPMALIMY, TSI KOTOPHIX TpebyeTcs npe-
JOCTaBJIEHUE CBUACTE/IbCTBA TMONYYEHUsI, HATIPUMED COOOIICHUS JIEKTPOHHOM IOUTHIL.

B FCO_NRR.2.2 aBropy I13/3b cneayer BHeCTH B CIIHUCOK Te aTPpHUOYThI, KOTOPbIE AOMKHBI OBITH CBSI3aHBI C
MHQoOpMaIueil, HanpuMep MACHTUMUKATOP TOIYYaTEIsI, BPEMSI M MECTO MOJIydeHUs.

B FCO_NRR.2.2 aBropy I13/3b cieayer BHeCTM B CIHMCOK Te MHMOPMAIMOHHBIC MOJs, aTpUOYThl KOTOPBIX
obecrneunBaloT CBHJETEIbCTBO NMOJYYEHHS, HANPUMEDP, TEKCT COOOLICHMS.

BriGop

B FCO NRR.2.3 apropy I[13/3b cneayeT cnennduIMpoBaTh M0JIb30BaTe1s1/CyObeKT, KOTOPBI MOXET BepudM-
IIMPOBATh CBUAETEILCTBO MOMYUEHNS,

HasnaueHne

B FCO_NRR.2.3 apropy I[13/3b B cooTBeTCTBIH ¢ BBIGOPOM CIIE€AYET CrielUpUINPOBATh TPETHUX JUI|, KOTOpPhIE
MOTYT BEpU(DUIIHPOBATE CBUAETENBCTBO NMOMYICHNS. TPeTbMM JINIIOM MOXET OBITH apOUTP, CYAbI WM IOPUANUECKNIA
OpTaH.

B FCO NRR.2.3 asropy [13/3b cieayer chopMupoBaTh CIIMCOK OrpaHUYEHUIH, TIPH KOTOPBIX MOXET ObITh
BepHUIIMPOBAHO CBUAETENLCTBO. HanpuMep, CBUACTENBCTBO MOXET OBITH BEPUMHUIINPOBAHO TOJBLKO B TEYEHHE CYTOK.
JlonycTUMO Ha3HAYEHUE «HEMEMAICHHO» WM «HEOrPAHWYEHHO».

MPUTOXEHUE ]I
(cripaBouHOE)

Kpunrorpaduueckas nognepxka (FCS)

®BO Moryt MCnonab30BaTh Kpunrorpabuyeckue GyHKIMOHATbHbIE BO3MOXHOCTH IUTS COAEHCTBUS JOCTHUXE-
HUIO HEKOTOPBIX, HauboJee BAXHBIX Iglel 6e30MacHOCTH, K HUM OTHOCATCS (HO UMW HE OrPaHHYMBAIOTCA) CJELy-
onre 1enu: uaeHTuGukanus u ayTeHTUUKANKUa, HeOTKA3yeMOCTh, NOBEPEHHBI MapLIpYT, HJOBEPEHHBIA KaHal,
pasznenenue nanHblx. Kiacc FCS npumensitor, xoraa OO nMeeT Kpunrtorpaguueckue GYHKIUH, KOTOPHIE MOTYT ObITh
peaau30BaHbl annapaTHBIMU, MPOrPAMMHO-ANNAapaTHBIMK U/WIN NPOrPAMMHBIMH CPEACTBAMH.

Kiace FCS cocrout u3 aByx cemeiict: FCS_CKM «YnpapneHue Kpunrtorpadguyeckumu kimodamu» u FCS _COP
«Kpunrorpacduueckue oneparun». B cemeiicree FCS_CKM paccMoTpeHbl acneKThl YN paBIeHN KpUNTorpaguuecku-
MK KiouaMmu, Toraa kak B cemeiictBe FCS_COP paccMoTpeHO NMpakTHYEecKoe NpUMeHEeHHe 3THX KpHunTtorpaguyec-
KMX KJTIOYEH.

Hexomnosnnus kiracca FCS Ha cocTaBismioline ero KOMNOHEHTh Noka3aHa Ha pucynke J.1.

JIng Kaxaoro MeToda TeHepaluWMu KpHIl-
Torpaduueckux Kirouel, peanuszopanHoro B OO,
apTopy [13/3b crmeayeT NpuUMEeHHTbh KOMIOHEHT
FCS _CKM.1.

Jts Kaxaoro MeTona pacripeieneHus Kpum- —1 1
TorpahmuecKux Kiwueil, peanuzoBanHoro B OO0,

??lggpélg\i/; b crenyeT NpUMERHTL KOMIOHCHTH | | FCS_CKM Ynpasnenue kpuntorpaduieckammn | 2

Kniovyamm
JUtg Kaxaoro MeToaa 10CTyna K KpUIrorpa- — 3

nyeckuM KimouaM, peanusopanHoro B OO, aB-
topy [13/3b cnenyetr nmpUMeHUTbh KOMNOHEHT 4
FCS_CKM.3.

Jsi KaXaoro Meroga YHHUTOXEHUS KpPHII-
Torpamueckux Kiioouei, peamuszoBanHoro B OO0, L] FCS_COP Kpuntorpaduieckue onepaiiam 1
astopy I13/3b cnenyer npuMeHNTh KOMIOHEHT

FCS_CKM 4. N Pucynok 1.1 — Jlekomnosuuus kiacca «Kpunrtorpadguyeckas
Jnst Kaxnoi U3 Kpuntorpaduyeckux ornepa- NOLIEPKKa»

Kpuntorpaduueckan
noaaepkka
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1unit, peannzoBadHHbX B OO, TakMX KakK nHGbpoBas NOANUCEH, IIMGPOBAHUE JAHHBIX, COIVIACOBAHME KIII0YeH, X3IUMpo-
BaHMe U T. I., aBropy [13/3b creayer npumenuts komrnonent FCS COP.1.

Kpunrorpaduueckie GyHKIUOHATBHBIE BO3MOXHOCTU NMPUMEHUMBl AT AOCTHXKEHUS Iienei Ge30MacHOCTH,
crienubunupoBaHHbiX B K1acce FCO, a Taxke B cemeiictBax FDP_DAU, FDP_SDI, FDP_UCT, FDP_UIT, FIA _SOS,
FIA_UAU. B ciyyae, koraa kpunrorpadguieckue (GyHKIIMOHATBHBIC BO3SMOXKHOCTHA MUCTIONB3YIOT A JOCTHXKEHMS Iie-
neit 6€30MacHOCTH U3 APYTHX KJIACCOB, 1IeNH, TpeOyIolIne NPUMEHEHUT KpUNITOrpahuIecKUX CPeaCcTB, CneuudHuIupy-
10T B OTAEIbHBIX KOMNIOHeHTax. Llenn kiracca FSC cnenyeT yunThiBaTh, KOT/IA NOTPEOUTEIN HYXKIAIOTCS B KPUNTOTpa-
dnuecknx PyHKINOHATBHBIX Bo3MoKHOCTIX Q0.

1.1 Vrnpasnenne xpuntorpaguueckumu kiaouamu (FCS_CKM)

3aMevaHus A TI0Ab30BaTe/IsI

Kpunrorpadguueckumm KiouaMn He0OX0AUMO YIIPaBIsSITh HA NPOTAKEHUHU BCETO X cylecTBOBaHUA. OCHOBHbI-
MU 3TanaMy XKHU3HEHHOTO IHKJIA KPUNTOrpadUueCKUX KJIIOUeH SIBISIOTCS: MeHepalins, pacnpelieieHie, BBOA B Jei-
CTBME, XpaHEeHMe, NOCTYN (HarpHuMmep, K pe3epBHOMY KOMUPOBAHMIO, Tiepelade Ha XpaHeHWe, apXUBallui M BOCCTa-
HOBJIEHMIO) U YHHUTOXKEHMUE.

O06s3aTeIbHO NIPUCYTCTBYIOT TPHU CTAAMU: TeHEPAlNs, XpaHEeHHEe U YHUYTOXEHNE, Hanuune apyrux cTaanii 3aBu-
CHUT OT TIPUHSATOM cTpaTeTUH yrpapieHus kiuodamu. [Tockonbky OO He 0053aTebHO MCIMONB3YIOT HAa BCEX ITanax
JKU3HEHHOI'O LHUKJa KIHO‘iCPi, TO UM MOZKCT BBINOJHATLCA, HAIPHUMEP, TOJBKO I'CHEpalNd U YHNUYTOXCHHUEC KPUIITOT-
pacHUeCKHX KITIOUei.

Cemeiicto FCS CKM npeaHaszHaueHo AJs1 MOAACPKKHA KM3HEHHOTO HMKIA W TIOSTOMY onpenenser Tpebosa-
HMA K CICAYIOUINHM I{EI?ICTBI/!HM C Kpl/lHTOFpa(;b]/l‘{ECK]/lMl/l KJItogyaMu: reHepanus, pacrnpeaciceHue, 10CTyn K HUM H UX
YHUUTOXEHHE. DTO CeMEMCTBO CIeAyeT UCMOAB30BATh B CIYYasX, KOTAA UMeIOTCsl (DYHKIIMOHANBHbBIE TpeOOBAHUS Y-
paBJIEHNs KPUNTOrpaUUIEeCKUMA KITIOYaMHU.

Ecnu B [13/3b Brimouen komnoneHT ceMeiictBa FAU GEN «['eHepanns AaHHBIX ayouTa 6e30NacHOCTH», TO
AyAUTY CJIeAyeT MOABEePraTh COOBITHS, CBSI3aHHBIE C:

a) arpubytamu 00bEKTa, KOTOPhIE MOTYT COAEPKATh CBEACHMS O TMOJb30BaTeie TAHHOTO KpUINTOrpaduueckoro
KJTI04a, pOJU MOJb30BaTeNsd, KpUNTOrpachnyecKnX Omnepanusx, B KOTOPhIX MCMONb3YeTCd HaHHBIM KpuM-
Torpaduueckuii KIou, UAEHTUDHUKATOpE KPUNTOrpadUuecKoro Kiloya U ero Cpoke NeicTBus;

6) napameTpaMi 00bEKTa, BKIIOYAsl 3HAYEHUS KPHUITOrpadruecKoro kiwya (Kaouyei), 3a HCKIIOYeHHeM Jlio-
6ol YYBCTBUTEIbHON MHMOPMALIMHI, HATIPUMED CEKPETHBIX MM NPUBATHBIX KPUNTOrpacduyecKUX KIlouei.

st reHepany Kpunrorpaduyeckux Kitoueil 00bIYHO UCHONB3YIOT caydaiiHble uncia. Torna BMecto FIA SOS.2
«I'enepanns cekperoB @BO» cnenyer ncnonbsosath KoMmnoneHtT FCS CKM.1. Komnonent FIA SOS.2 creayer npn-
MEHSATh, KOTAA TeHEPAIlNs CIyuyalHBIX Yhcea TpeGyeTcsl ATl MHBIX LeJCH.

FCS_CKM.1 TI'enepauuns kpuntorpaduyecKux Kioyei

3amMevyaHHs O MPUMEHEHMIO ISl TOJIb30BaTes

Komnonent FCS CKM.1 coaep:uT TpeGOBaHHUS IO ONpeiee HUIO JTHHBI KPHNTOTpapUIeCKNX KITIOUeH U Me-
TOJAa X TEHEPAIIMH, UTO MOXKET OBITh CAETAHO B COOTBETCTBHUU C HEKOTOPBIMM NPUHSTBIMU cTaHAapTaMu. Ero cinemyer
WCTIONB30BATh AJISI OTIpEACIeHN ITMHBI KpUNTorpadMueckrX Koueil 1 MeToaa (T. €. aJropurMa) ux reHepanun. s
OIHOTO M TOTO K€ METOJA M HECKOJBKHUX 3HAUEHHM AMMHBI KJIIOUa 3TOT KOMIOHEHT TPeOyeTcsl MCIONIb30BaTh TOJIBKO
onuH pa3. [TMHa Kifoya MOXeT ObITh OAHOM M TOH Xe WIW pa3sHOW AMd pa3MWYHBIX CYLIHOCTEH, a TakXe OBITh JIN0O
BXOJIHBIM, JTUOO BBIXOIHBIM 3HAUYCHHEM ajropuTMAa.

Onepannu

HasnaueHnue

B FCS_CKM.1.1 astopy I13/3b caenyetr onpeneinTh, KaKoii ajiropuT™ reHepalnMi KpunoTorpaduiecKnx Kio-
Yeil OyaeT HCHOJIb30BATHCH.

B FCS_CKM.1.1 asropy I13/3b caenyer omnpenennTs, KaKoil JUIMHBLI KpAnTorpapuieckne Kmoud 6yayT mc-
noJb3oBathed. Chenyet, yToObl AMMHA KJII0YA COOTBETCTBOBAJIA BHIOPAHHOMY AJITOPHTMY H MpeNojiaraeMoMy NpuMeHe-
HAIO K04,

B FCS_CKM.1.1 astopy I13/3b cieayer omnpeaennTs CTAaHAAPT, KOTOPHIH YCTAHABIHBAET METO/ TeHepanuH
KpunTtorpaduyeckux kimoueir. I1pu 3ToM MOKHO KaK CCbLIATBCA, TAK W HE CCHUIATHCA HA OJHH WIH HECKOJIbKO omy0in-
KOBAHHBIX CTAHIAPTOB, HANPHAMED HA MEKAYHADPOIHbIE, TOCYAAPCTBEHHbIE, OTPACAEBbIE HIH CTAHAAPTHI NpeANpPHATHS.

FCS_CKM.2 Pacnpeaenenne kpunTorpaguyecKux Kiouei

3aMeuaHus 1o NPpUMCHCHHUIO OJIA MOJIL30BATE A

Komrnionent FCS_CKM.2 coaepxuT TpeboOBaHUE OMNpelefeHUs METojaa pacnpenejeHus KJoYel, KOTOpPhIi
MOXET COOTBETCTBOBATb HEKOTOPOMY TMPUHATOMY CTAHAAPTY.

Onepanuu

HasnaueHne

B FCS_CKM.2.1 astopy I13/3B cienyer onpeneinTb, KakKoii MeTOX HCHOJIb3YETCA Ui pacnpeieieHus Kpuim-
TorpaduIecKnx Kiogei.
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B FCS_CKM.2.1 astopy I13/3B cienyer ompeaendaTh CTAHIAPT, KOTOPHI YCTAHABIMBAECT METO/I pacnpenele-
HHA KpunrtorpadguyecKnx Kimodei. [Ipm 3TOM MOXKHO KaK CChUIATBLCA, TAK H HE CCHUIATHCA HA ONAH HJIH HECKOJbKO
ONyOJHKOBAHHBIX CTAHAAPTOB, HANPHMEP HA MEXIYHAPOAHbIE, rOCYAAPCTBEHHBIC, OTPACIEBbIC WA CTAHAAPTHI NMpe-
NPHATHA.

FCS_CKM.3 JdocTyn K KpanTorpapuyecKnM KioyaM

3aMeyaHHUs Mo NMPUMEHEHHIO JJIS MNOJb30BaTeNs

Kommnonent FCS_CKM.3 conepxuT TpeGoBaHWe onpeleNeHUs] MEeToa TOCTyNa K KPUNTOrpacmueckuM Kiio-
4aM, KOTOPBI MOXET COOTBETCTBOBaTh HEKOTOPOMY MPUHITOMY CTaHAAPTY.

Onepannu

HasnayeHue

B FCS_CKM.3.1 asropy I13/3b cneayer onpeieiuTh HCHOAL3YEMBId THI JOCTYNA K KPHNTOTpadHYECKHM
KmouaMm. Ilpumepamu onepanmii ¢ KpunrorpaduuecKuMHA KJII0YAMH, K KOTOPHIM HNPEIOCTABIACTCH JOCTYN, ABJIAIOTCA (HO
He OTPAHHYABAIOTCA MMH): pe3epBHOE KONMpPOBAHNE, APXNBAPOBAHME, Mepeaada HA XPaHeHHE W BOCCTAHOBJICHHE.

B FCS_CKM.3.1 asropy [13/3b cieayet onpesennTb, KaKoil MeTo GyAeT HCNOIB30BATHCA A AOCTYNIA KPHII-
TorpaduyecKuM Kiiogam.

B FCS_CKM.3.1 astopy I13/3b ciaexyer omnpeaeantb CTAHAAPT, B KOTOPOM ONHCAH HCHOJb3yeMblii MeTon
JOCTYNA K KpunTorpaduyeckum Kiaogam. [Ipu 3T0M MOXKHO KaK CCHLIATHCA, TAK H He CCHLIATHCH HA OJHH HJIH HECKOJIb-
KO Ony0JHKOBAHHBIX CTAHIAPTOB, HANPAMED HA MEKAYHAPOIHbIE, TOCYAAPCTBEHHBIE, OTPACEBbIe HIH CTAHJAPTHI NMpea-
npusATHS.

FCS_CKM.4 Yuuutoxenue kpuntorpaga4ecKux Kiroyei

3aMevyaHus 10 TIPUMEHEHHIO IS TOJIb30BaTes

Komnonent FCS CKM.4 copep:xut TpeboBaHUE ONpeneNeHUS METOAA YHUUTOXEHN KpUNTOrpacruecKuX Kio-
Yeil, KOTOPBIA MOXKET COOTBETCTBOBATH HEKOTOPOMY TNMPHHSTOMY CTAHAAPTY.

Onepannuu

HasnaueHnue

B FCS_CKM.4.1 astopy [13/3b caeayer onpedennTb, Kakoii MeTond OyaeT HCHOJIb30BaH Ui YHHYTOXKEHHS
KpunTorpaduuecKnx Kioyei.

B FCS_CKM.4.1 astopy I13/3b cnenyer omnpeaenuts CTAHAAPT, KOTOPbI YCTAHABINBAET METO] JHKBHAAIHH
Kpuntorpaduiecknx knoueid. [Ipu 3ToM MOKHO Kak CChUIATBCA, TAK H He CCHLIATHCHA HA OJWH HJIH HECKOJIBKO ONMy0JIH-
KOBaHHBIX CTAHIAPTOB, HApPUMeD HA MEXKIYHAPOIHBIE, FOCYAAPCTBEHHbIE, OTPACIEBbIC WM CTAHAAPTHI MPeANPASITHS.

1.2 Kpuntorpadmnyeckne onepamna (FCS_COP)

3aMevyaHus AJIS TOJIb30BATEs

Y kpuntorpacduyeckoii onepany MOTYT ObITh OAMH WJIN HECKOJBKO KPUNTOrpaUISCKUX PEeXKHUMOB OIepanui,
acCOIMMPOBAHHBIX ¢ Hel. B 3ToM ciydae ero (1X) He0OX0aMMO onpenenuTh. [1pruMepaMu KpunTorpadHIeCKUX pexn-
MOB OTepalnii ABISAIOTCs cLenjeHue GII0KOB 3allM(ppOBAHHOTO TEKCTA, OCYLICCTBICHHWE OOPAaTHOM CBA3M I10 BBIXOAY,
NpUMEHEHNE 3IEKTPOHHON KHUTM KOJOB M OCYIIECTBICHHWE 00OpPATHON CBSI3U MO 3alIn(pPOBAaHHOMY TEKCTY.

Kpunrorpactudeckue oreparui MOTYT UCTIONB30BAThCA TSI TOJEPKKN OIHOM MM HECKOJNBKHUX DYHKIHI 6e30-
nacHoct O0. MoXeT BO3HUKHYTh HEOOX0AUMOCTh B uTepariusax komnonenta FCS COP B 3aBHCHMOCTH OT:

a) MPUKIAAHONM NporpaMMBbl MOJb30BaTeIs, A1 KOTOPOW NMOHAA0OWIack NaHHAs (YHKIIHS;

0) NpUMEHEHUsT PA3TMIHbIX KPUNTOrpahUIeCKUX AIrOPUTMOB M/WJIM JUTMHBI KpUNTOTpahMIeCKnUX KITIOUECH;

B) TUIA MJIA YYBCTBUTEJIBHOCTH 0OPAOATHIBAEMBIX TAHHBIX.

Ecnu B I13/3b Bkmiouen komrnoHeHT cemeiictBa FAU/GEN «['eHepanns naHHBIX aynnTa 6€30MacHOCTH», TO
AyAUTY CJIeAyeT MOABEPraTh COOBITUS, CBI3aHHBIE C:

) THIIAMHA KPUNTOrpaUUISCKUX OIeparuii, K KOTOPbIM MOTYT OTHOCHThLCS TeHepanus W/Wiu BepudHKanmus
nnGhpPOBBIX MOANMCEN, TeHepalnsg KpUMITOTPaPHUICCKHX KOHTPOJBHBIX CYMM JJI obecrieueHMs NEJOCTHOCTH W/WJH
BepUGDUKAIIMM KOHTPOJBHBIX CYMM, X3IMHPOBaHME (BBIUMCICHUE X31I-00pa3a coobuieHus), 3anmdpoBaHue U/WiH
pacirncpoBalHie IaHHBIX, 3aniMdpoBaHue U/UIn paciimdpoBaHWe KpUNTorpadruecKnx KIroueii; cormacoBaHne KpHI-
TorpadMuecKux KJIouei M reHepamnus caydaiHbIX YHCe;

1) aTpubyTaMm CcyObeKTa, KOTOpbie MOTYT BKJIOYATh B ceOs KaK poJiM CyOBEeKTOB, TaK W MOJNB30OBATENECH,
aCCOINMHMPOBAHHBIX C 3THMHU CYOBbEKTaMH;

€) aTpubyTaMu 00beKkTa, KOTOPhIE MOTYT BKJIIOYATh B ceOsl CBeeHUs O TMOJB30BaTENIsAX KpUNTOrpaduiecKkoro
KJTIOYa, POJIM TOJb30BaTeld, KpUNTOrpaduIecKoil onepalumny, sl KOTOPOM MCTIONB3YeTC JAaHHBIA KITFOY, MICHTH-
¢mkaTope KpunTorpaduyecKoro KJrova u Cpoke ero AeicTBUs.

FCS_COP.1 Kpunrorpadpuyeckne onepannu

3aMeyaHus IO IPUMEHEHUIO JUTSI TIONb30BAaTes

B 3TOM KOMMOHEHTe comepxkKaTcd TpeOOBaHMA YKa3aHWs KPUNTOrpaMuecKuX alrOpuTMOB W JUTMHBI KITIOUYEH,
WCTIONB3YEMBIX MIPH  BBINOAHEHWW ONPENENsieMbIX KPUIMTOrpadMuyeckKux oMnepanuil 1 OCHOBAHHBIX HA HEKOTOPOM
TIPUHSTOM CTaHAApTe.

Onepannn
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HasHavyeHue

B FCS_COP.1.1 asropy I13/3B cienyer onpeaeauTh BbiNoJHAeMble KpunTorpagpuieckne onepanan. TAmAIHbI-
MH KPHNTOrpad)HYeCKHMH ONEpPANMAMH fABJIAIOTCA TeHepalus H/WiH BepHpHKanHA HHPPOBLIX NOANHCEd, reHepamnms
KpHNTOrpa)HyeCKHX KOHTPOJBHBIX CYMM i ofecnedeHHsA LEJIOCTHOCTH H/HJIH BepH(HUKAIHMA KOHTPOJLHBIX CYMM,
Oe3omacHoe X>3HIMPOBAHHE (BLIYHCICHHE Xd3HI-06pa3za cooluieHHs), 3amndpoBaHue H/HWIH pacumppoBanme TAHHDBIX,
samundpoBanne H/WiH pacmmdposanne KpuntorpadmyecknHx Kiloyeil, corjacopaHue KpHnrorpadgmueckmx Kiogei H
reHepaius cjyyaiinpix yncen. Kpunrorpaduueckue onepaiuuu MOryT BbINOJHATHCA ¢ JAHHBIMH KAK NOJb30BaTeNld, TaK
n ©®BO.

B FCS_COP.1.1 astopy I13/3b cieayer onpeneintb, Kakoii KpunrorpauuecKnii ajiroput™ Oyaer HCHoJib30-
aH. O0bIyHO mpuMeHsoT ajdroparmsl THHA DES, RSA, IDEA, Ho MOrYT HCNOJIb30BATBCA H JpYIrHe.

B FCS_COP.1.1 asropy [13/3b cienyer onpeJenuth, Kakoii JJIHHb KpunTorpadpuyeckne Kimoud 6yayT HCnoJib-
3oBaThc. HeoOxonumo, YyTo0bI AIMHA KJII0Ya COOTBETCTBOBAJIA BHIOPAHHOMY AJTOPHTMY H MpeINOIAraeMoMy IpuMeHe-
HHIO K044,

B FCS_COP.1.1 aBropy I13/3b caenyer cnenudHIHPOBATh CTAHAAPT, B COOTBETCTBHH C KOTOPHIM BBHIIOJIHAIOT-
¢ uaenTuduOuposannnie KpunTorpapnyeckne onepamun. [IpH 5ToM MOKHO KaK CChLIATHCA, TAK M HE CCHUIATHCH HA
OIMH WIM HECKOJbKO OMyOJMKOBAHHBLIX CTAHAAPTOB, HANPHMEP HA MeXIYHApoAHbie, roCyJIapCTBeHHbIC, OTpPACiEBbie
WA CTAHAAPTHI NpeINPASTHS.

[MPUITOXEHHE E
(cnpaBouHoe)

3amuTa aannbiX noan3oates (FDP)

Knacc FDP conepxut ceMmeiicTBa, onpeaesiouine TpeboBaHus K GyHKUMAM Oe3onacHocth OO W NoJUTHKAM
dyuknuit 6esonacHoct OO, CBA3aHHBIM ¢ 3allIMTOW JAHHBIX MOJNb30BaTeNsl. ITOT Knacc ominyaercsa ot FIA u FPT
TEM, UYTO OMpenessieT KOMIOHEHTHl I71s1 3allUTHl AAHHBIX MOJb30BaTessl, Toraa Kak FIA onpenensger KOMIIOHEHTHI
IUTSL 3allATHI aTPpHUOYTOR, acCCOIMMPOBAHHBIX ¢ mojib3oBateneM, a FPT — mrg 3ammth nadopmanun ®BO.

DTOT KJ1acc He COACPKUT SIBHOTO TpeOOBaHMSA «MaHIATHOTO yIpaBiieHus focTynoM» (Mandatory Access Controls
— MAC) umm TpaauImoHHOTro «IMCKPEHOHHOTO ynpaBieHus nocrynoM» (Discretionary Access Controls — DAC);
TEM He MEHee Takue TPeOOBaHUs MOTYT OBITh BHIPAXEHBI ¢ MCHOJB30BaHMEM KOMIIOHEHTOB 3TOr0 KJIAcca.

Kinacc FDP He kacaercs iBHO KOH(OUACHIMATBHOCTH, NEJTOCTHOCTH MWW AOCTYIIHOCTH, Yallle BCETO COYETalo-
HmMxcsd B NMoJuTHKe U MexaHusmax. Tem He MeHee B [13/3b nonutnky 6e3onacHoctn OO HeoOXOAMMO aleKBATHO
pacnpocTpaHWUTh HA 3TU TPHU TEIH.

3aKTIOUMTENBHBIM acleKTOM 3TOTO KJacca SIBNSECTCA TO, YTO OH CHenu(HUIUpyeT ynpapieHUE AOCTYNOM B
TEPMHHAX «Onepanuii». «Onepanusd» onpeneisercd Kak cnenuduuecKuil TN JOCTYINAa K KOHKPETHOMY 00beKTY. B 3aB1-
CHMOCTH OT YPOBHS abcTpakKiuu onucanusa apTopoM I13/3b aTHx onepanuii, OHH MOTYT ONPEICIITLCA KaK «YTeHHEe»
W/WIN «3aTIACh» WM KakK 0oJiee CIIOXKHBIE OTepaliiy, HallpuMep «0OHOBJICHHE 6a3bl JaHHBIX».

[TonuTHKM yripaBaeHUS TOCTYIIOM ONPEEISIOT AOCTYI K XpaHWIUIIAM HHMOpPManui. ATpHOYTH TIPEACTABCHDI
atpubyramMu Mecta xpaHeHms. Kak Toibko mHGpOpManus CUMTaHA W3 XPaHWIMILIA, JIUIIO, HMEolIee AOCTYIN K HEW,
MOXeT GECKOHTPOILHO HCNONB30BaTh 3TY MH(OPMANMIO, BKIIOUas €€ 3alKUCh B Pa3IMUHbIC XpAaHWINIIA C APYTUMU
aTpubyramu. HanpoTus, NOJUTHKH yNpaBieHUS HH(OOPMANMOHHBIMH TIOTOKAaMH KOHTPOJIMPYIOT JOCTYI K HH(pOpMa-
LIWW, HE3ABHCHMO OT MECTa €€ XpaHEeHHUs1. ATpUOYThl MHPOPMAlIMK, KOTOPLIE MOTYT OBITh (MJIM HE ObITh, KaK B Clyyae
MHOTOYPOBHEBBIX 0a3 JaHHBIX) acCOLMHPOBAHBI ¢ aTpHOyTaMH MeCTa XpaHECHHS, OCTaloTcA ¢ WHdOpMaIe npm ee
nepemeurecHun. Ilomyuatens gocryna K MH@OpManuH HE MMEET BO3MOXHOCTH M3MEHSTH ee aTpHOyThl 6e3 sIBHOro
pa3peLIcHHUS.

Knacc FDP He paccMaTpuBaeTcsi Kak NMOJIHAs TAKCOHOMMS TMOJUTHMK yrnpasieHus jaoctyrniom UT, nockonbky
MOTYT OBITh MpeToXKeHb HHbIE. CI01a BK/IIOYEHBI T€ NMOJUTUKH, UTSl KOTOPBIX crienudukanud TpeboBaHWil OCHOBaHA
HA HAKOTUIEHHOM OIBITE TIPMMEHEHHUs CYLUECTBYIOIMX cUcTeM. Bo3MoXHBI M npyrue (popMBl HOCTYIa, KOTOphIe He
YyUYT€Hbl B UMeONMXcs GOPMYINPOBKAX.

Tak, MOXHO TIpeACTaBUTEL cele 3a1auy MMEeTh CIIOCOOHI yNpaBJieHNs: MH(DOPMANMOHHBIM TOTOKOM, ONpeense-
Mbl€ MOJIL30BATENIeM (Harnpumep, peann3ylolne aBTOMaTU3MpOBaHHYI0 06paboTky nHMpopMmanun «He mist nocTopoH-
HUX»). [TogoOHbIE NOHATHA MOIJIW Obl ObITh YUTEHBI NYTEM YTOUHEHHS WM PACHIMPEHMSI KOMNOHEHTOB kKiacca FDP.
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HakoHen, mpu pacCMOTpEHMH KOMIMOHEHTOB Kiacca FDP BaxHO NMOMHHWTB, UTO 3TH KOMIIOHEHTBHI COJAEPXKAT
TpeboBaHUsA Wit GYHKLMI, KOTOpPhIE MOTYT OBITh pEalM30BaHbl MEXaHHW3MaMH, KOTODBIE CIIyXaT WM MOIJIH Obl
CIIYXXHUTB M JUTA APYTHX Liesieii. HanpuMep, Bo3aMoxHO hopMupoBaHue NOMUTUKH ynpaBieHaus noctyniom (FDP ACC),
Kotopas ucnonb3dyeT MeTku (FDP 1FF.1) xak ocHOBY 111 MexaHH3Ma yIpaBJICHUS JOCTYIIOM.

[Monutrka 6e3onacHocTH OO MOXET coiepXaTh HECKOIBKO NOJUTHK (PyHKINK 6e3onacHocT ([TPDB), kaxnan
M3 KOTOPHIX OyneT nAecHTH(MHUIINPOBaHA KOMIIOHEHTAMM JIBYX OPHMEHTHPOBAHHBIX Ha OMTUKHA cemeiictB FDP ACC n
FDP IFC. OTn noauTukm OynyT, KaK NpaBHJIO, YYUTBIBATH ACMIEKThl KOHQHACHIHAIBHOCTH, NEJTOCTHOCTH U JOCTYII-
HOCTH TaK, KaKk 3TO noTpebyeTcsi Juisi yaosieTBopeHUs TpeGopaHuilt k OO. Creayer nobecrOKOUTHCSA, YTOOB Ha
KaXAbli 0ObeKT 06513aTeTbHO pacnipoCTpaHsiach 1o MeHbLueil Mepe oaHa [1Pb n 4To6B Npy peam3anuy pa3audHbIX
[1Db He BO3HUKATN KOH(IUKTHL.

Hexomno3unuusg kinacca FDP Ha coctaBnsmionme ero KOMNOHEHTH TpuBeneHa Ha pucyHkax E.1 m E.2.

3aluTa gaHHbIX Nonk3oearens

] FDP_ACC lMNonuTtuka ynpaeneHusa goc- 1 2
TYMNoM
] FDP_ACF ®yHKuuun ynpasneHus ooc- 1
TYMNoMm
— FDP_DAU AyteHTU(hUKaUUa gaHHbIX 1 2
1
. FDP_ETC 3kcnopt gaHHbIX 3a npeaenbl
aevicteua PBO
2
| | FDP_IFC MonuTtuka ynpaeneHus nkgop- 1 2
MaLMOHHBIMK NOTOKAMM
1 2
. FDP_IFF ®yHKuuu ynpasneHus uHdgop- l— 3 4 5
MaLUWUOHHBIMU NOTOKaMU L
6
Pucynok E.l — JlekoMnosunug Kiacca «3aumra JaHHBIX NOJIb30BaTENs»

Bo Bpemsi paspaGotku [13/3b ¢ ucnonbs3oBanneM KOMNoHeHTOB kJjacca FDP npm mx npocMoTrpe u BeIbOpe
HEODX0/IMMO PYKOBOJACTBOBATLCS CJIEAYIOLIUM.,

Tpebosanms kimacca FDP onpeneneHsl B TepMuHax ¢yHKIui 6e3onacHoctn (PB), koropsle peanusywor [1PB.
[Mockoneky OO MoxeT onHOBpeMeHHO ciiefoBaTh HecKonbKuM T1DDB, asropy I13/3b HeobxonuMo aaTh Kaxaon U3
[1®b Ha3BaHuWe, HA KOTOPOE MOXHO CChUIATBCS B IPYrHX CeMeiCTBax. DTo Ha3BaHMe OYHET 3aTeM WCIOJb30BaThCo B
KaXIOM KOMIIOHEHTE, BbIOPAHHOM U1l ONpeaeeHnus] 4YacTh TpeOOBaHMI AJII COOTBETCTBYIONIEN (DYHKIUA. DTO MO-
3BOJISIET ABTOPY JIETKO yKa3aTh OONacTh ACHCTBUSA, HANIPUMEDP OXBAThIBaeMble OOBEKTHl U OMEpalnH, YIOTHOMOYEH-
HbI€ MOJIb30BATENH U T. 1.

Kak npasuio, Kaxaoe oToOpaxxeHle KOMNOHEHTa MOXET UCTIONb30BaThCA TONBKO Tt onHoM [1Mb. TTostoMmy,
ecin [NPb cnenudunupoBaHa B KOMNOHEHTe, TO OHA OyJeT NPHMMEHEHA BO BCEX 3JIEMEHTAX 3TOr0 KOMIOHEHTA. JTH
KOMMNOHEHTHl MoryT otobpaxarbes B [13/3b Heckonbko pa3s, ecin XeaaTeNIbHO y4eCThb HECKOJIBKO NMOJUTHK.

KiiouoM K BEI6OPY KOMMOHEHTOB U3 HTOT0 ceMeliCTBa ABNACTCI HATUUHE TOJTHOCTBIO OnpeneieHHOW NMOJNUTH-
KM 6e3onacHoctn OO, obecneynBalouleil NpaBUibHBIN BbIOOp KoMrioHeHTOB u3 ceMeicts FDP_ACC u FDP_IFC. B
FDP_ACC u FDP_IFC npucBanBaloT WMsl COOTBETCTBEHHO KaX[10# MOJIMTHKE YIPABICHHUS TOCTYIOM MJIM WH(pOpMa-
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MOHHBIMU TIoTOKaMu. Kpome Toro, 3Ttu
3alluTa AaHHbIX Nomnb3oBaTENs KOMIIOHEHTBl ONpPEAENAIOT CYOBEKTHI,
00BEKTHl M ONepanun, BXoasdliue B 00-
1 JIACTh NEUCTBUS COOTBETCTBYIONIECH (PYH-
Kuum 6e3onacHoctu. Ilpeanonmaraercs,
FDP_ITC VIMNOpT AaHHbIX 13-33 Npepenon YTO UMEHA 3THUX MOJHUTHK OYAYT UCTIONb-
— nevictaus ®E0 30BaThCS MOBCEMECTHO B TeX (DYHKIIHO-
HAJIbBHBIX KOMIIOHEHTaX, KOTOphie UMeE-
2 IOT OTepanuio 3anpanriBaroy0 Ha3Ha-
yeHue win Boibop <«[1Pb ynpasneHus
noctynoMm» u/nnu «I®b ynpasneHms
1 2 nHpOPMaIMOHHBIMH NoTokamu». [lpa-
BHWJIA, KOTOPBIE OMNpeaensaioT GyHKIINO-
HaJIbHBIE BO3MOXHOCTH MMEHOBaHHBIX
— FDP_ITT Mepenava & npepenax 0O [1®PB ynpaBaeHUs JOCTYNIOM WIA HH-
¢dopManMOHHLIMH TIOTOKaAMH, OYAYT yC-
3 4 taHOBJIeHbl B cemeictBax FDP_ACF n
FDP IFF cooTBeTCTBEHHO.

Huxe npuBeneHa peKOMeHyeMas
| FDP_RIP 3awura ocrarouHoii uichopmaLu 1 2 NOCIEA0BATEIBHOCTh IPUMEHEHHUS 3TO-
— ro kiacca npu nocrpoeraun I13/3b, nisa
4ero HeoOXOAMMO HAECHTU(DHIHMPOBATH
creaymoniee.

- FDP_ROL Otkar 1 2
a) OcyurecTBisieMble MOJUTHKH,
npuMeHUB cemeilctea FDP_ACC n
FDP_IFC. 9Ttu cemeiicTBa onpenensior
— FDP_SDI LienoctHOCTb XpaHUMbIX AaHHbIX 1 2 06/1acTh NEACTBUSA KAXION MOAUTHUKH,
YpPOBEHB NIETAJIM3ALLMU YNPABJIEHUS H
FDP_UCT 3awurta KoHtpMaeHUMAaNnbHOCTU AaHHbIX MOTYT MIEHTU(UUNPOBATL HEKOTOPBIC

NONb3oBATENs NpU nepeaye Mexay G50 1 NnpaBuJa Ciael0BaHUS MOJUTHKE.

6) TpebyeMble  KOMIOHEHTHI,
1OCJIe YE€TO BBIMOJHUTH BCE MPHMEHsIC-
1 Mble OTiepaliii B KOMIOHEHTaX, OTHO-
cAuIMxcsa K nonutukam. Onepanuu Ha-
FDP_UIT 3awura LenocTHOCTUA AaHHbIX 3HAUEHHNUS MOTYT BBIMOJHATLCH KAaK B
nonb3oBartens npu nepegade mexay G0 00001IEHHOM BHUAE (HANpuUMeEp, «BCe
dainbl»), TaK U KOHKPETHO («aibl
2 3 «A», «B» 1 T. 11.) B 3aBUCIMOCTH OT YPOB-
HsI IeTaTnu3aluu.

Pucyrnok E.2 — JlekoMnosnius kinacca «3alllnTa JaHHBIX NOAb30BATE s> B) Bce npumeHsieMble KOMITOHEH-

(npononxeHue) Thl, OTHOCSIINECA K (DYHKIUSIM, U3 Ce-
meiictB FDP_ACF n FDP_IFF, cBsizaHHble ¢ UMEHOBAaHHBIMM NoOAUTUKaMKu u3 ceMeiictB FDP_ACC u FDP _IFC.
BeInOMHWUTL onepanuu, YToObl NMOJYYUTh KOMIMOHEHTBI, ONPEASSIONINE MPaBUIa 3TUX NOJUTUK. CleayeT OTpasuTh B
KOMIIOHEHTaX TpeOOBaHUS K BhIOpAaHHBIM (DYHKIMSM, KaK MOJHOCTBIO ¢(OPMYJIUPOBAHHBIC, TAaK W TIpeArioaraeMble
(xoTopble OyayT 3aBeplieHbl B 3b).

r) Tex, KoMy OyaeT npenocTaBieHa BO3MOXHOCTD YIIpaBAeHUs aTpubyTaMu (PyHKIIMI 6€30MaCHOCTH U UX U3ME-
HEHMSI, HATIpUMep TOJNIbKO aAMUHUCTPATOPY O€30MaCHOCTH, TOJIbKO BIAACNbIly 00bEKTa U T. A., NOCJE Yero BhIOpATh
COOTBETCTBYIOLINE KOMITOHEHTH M3 Knacca FMT «YnpaeneHue 6€30MacHOCTBI0» W BBIIIOJIHUTL B HUX OIepaliii. 31ech
MOTYT ObITb MOJIE3Hbl YTOUHEHUS AN UACHTU(MUKAIIMKA HEAOCTAIOLIMX CBOMCTR, HATIpUMEP HEKOTOPbIE MIIM BCe U3Me-
HEHWS HEOOXOAMMO BBIMONHATH TOJNBKO € MCIOAB30BAHWEM AOBEPEHHOIO MapuUIpyTa.

1) Bece noaxoasiine KoMnoHeHThl Kiacca FMT, HeoOxoanuMble s crielinpUKalMM HAYaAbHBIX 3HAYEHHH HO-
BbIX OOBEKTOB U CYObEKTOB.

e) Bce komnoneHTsl cemeiictea FDP_ROL, npumeHsiemble st oTKaTa K NpeAUISCTBYIOILIEMY COCTOSIHHMIO.

k) Bce tpeboBanusa u3 cemeiictea FDP_RIP, npuMeHsiemble 11s1 3alMThl OCTATOUHONH MHMOPMAIIHH.

n) Bce komnoueHThl U3 cemeicTs FDP _ITC u FDP_ETC, ncnons3yeMble npu UMIOPTE WM 3KCIIOPTE AaH-
HBbIX, YKa3aB, KaK cJeayeT oOpallaTbCs MpPU 3TOM € aTpuUOyTaMu Oe30TacHOCTH.

K) Bce Mcnonb3yeMble KOMMNOHEHTBI, OTHOCSIIMECS K BHyTpeHHUM nepenadyam OO, u3 cemeiictea FDP _ITT.

) TpeboBaHUs 3aLUMTHI LEJOCTHOCTH XpaHMMOU WHbopmanuu n3 FDP SDI.

M) Bce npumeHsieMble KOMNOHEHTHI, OTHOCsALIMECS K niepenade naHHbIX Mexny PbO, u3 cemeiicts FDP_UCT
nin FDP_UIT.

E.1 Honntaka ynpapienns aoctynom (FDP_ACC)
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B ocnoBy cemeiictea FDP_ACC nojoxeHa KOHIENUMS [TPOU3BOIBEHOIO YIIPABIEHNS B3aMOLEHCTBUEM CYObEK-
TOB M 00beKTOB. ObnacTh M 1ieib YNpaBICHUS ONPEACSIOTCS aTpUOyTaMK MOJydaTelis NpaB AOCTyna (CyObekTa),
aTpubyTaMu XpaHWJIWIIA TaHHBIX, K KOTOPOMY MPEeNOCTABAETCH 10CTyN (00beKTa), AeHcTBUAMM (onepanuaMu) u
aCCOLMMPOBAHHBIMH TIPABUJIAMHU YTIPABICHMWS 1OCTYTIOM.

3aMeuaHus LIS TI0Jb30BATEIs

KOMMNOHEHTHl 3TOr0 ceMeicTBa AAIOT BO3MOXHOCTb MAeHTHMHMKanuK (1o umenn) [PB ynpapaeHns mocTy-
NOM, B OCHOBE KOTOPBIX JIeXKAT TPAAUIIMOHHbBIE MEXaHU3MbI AUCKpeliMOHHOTO yripaeaeHus poctyrnoM (DAC). B cemeit-
CTBE OMpenessiorcs CyObeKThl, OOBEKThl U OTNepanuu, KOTOpPhIe BXOIAT B 00NACTh AeHCTBHS MASHTU(DHUINPOBAHHBIX
NMOJUTHK ynpaBiaeHUs noctyroM. [Ipapuna, onpenensiolre GyHKInoHanbHblie BosMoxHocTu [1PB ynpaBnenns noc-
TYNOM, OyAYT YCTAHOBJIEHB] APYTUMH ceMeMcTBAMU, TakuMH Kak FDP_ACF u FDP_RIP. Ipeanonaraercs, 4To UMe-
Ha [1®b, naentudunnposannsle B cemeiictee FDP_ACC, GyayT Mcnonb30BaThCst MOBCEMECTHO B TeX PYHKLMOHATb-
HBIX KOMIOHEHTAaX, KOTOPbIe UMEIOT OTepaltio, 3anpallliBaolilyio Ha3HaueHue Win Beioop «[1MB ynpasreHusa noc-
TYIIOM».

B obnacte neiictBust [1Mb ynpaBieHuss OOCTYNOM BXOAMT MHOXECTBO TPHaA «CYObEKT, OOBEKT, OnepaLunmn».
CnenoBaTesibHO, Ha CYOBEKT MOTYT PAacNpoCTpaHAThCA Heckonbko [1MB, HO TOABKO B pasiMyYHBIX COYETAHMAX C
obbvexTaMu U onepanusaMi. Pazymeercs, TO Xe OTHOCHTCA M K 0OBEKTaM, U K ONEPALHIM.

Baxxneiurum acriektoM (YHKIHMHM YIpaBIeHHST AOCTYNnoM, ocyiuecteisiommii [1PB ynpapieHnss 10CTynoM,
SIBJISIETCS TIPENOCTABIEHHUE MOJB30BATEISIM BO3MOXHOCTH MOAUMDUIITMPOBATE aTPUOYTHI yIipaBiIcHUs 1ocTynoM. CeMeii-
crBo FDP_ACC pans storo He npenHasHaueHo. YacTb OTHOCSIIMXCS K 9TOi npobieMe TpeGOBaHMI He onpeneneHa,
HO MX MOXHO BBECTH KaK YTOYHEHHE; 4acTh COACPXKUTCS B IPYIMX CeMECTBaX M Kiaccax, HanpuMep B kKinacce FMT
«¥YnpaBieHHe 0E30MacHOCTBIO».

B cemeiictBe FDP_ ACC Her TpeGoBaHMWI ayauTa, NMOCKONbLKY OH CNenu(UIUPYET TOJIbKO TpeGoBaHus INPb
yTipaBIeH!sI A0CTYNIOM. TpeboBaHMsI ayAuTa NPUCYTCTBYIOT B CEMENWCTBAX, CNenU@UIMPYIOIUX GYHKLWH 1151 YIOBJET-
BopeHus [1Db ynpapneHUsa 1OCTYIIOM, HIEHTU(MULIMPOBAHHBIX B 9TOM CEMEICTBE.

DTo ceMeiicTBO npenoctasisieT aBropy [13/35 BO3MOXHOCTE crieLIM(UKAIIMHA HECKOJIBKHX MOJIUTHK, HANPUMED
xectkyto [1DB ynpaBieHus 10cTyrioM B o1HOM 061acTH AeUCTBUS U TMOKYIO B apyroi. g cnenndukalumn HECKOb-
KUX TOJIATUK YIPaBIeHUs NOCTYIOM KOMMOHEHTHl 3TOro ceMeicTBa MOTyT ucnonbs3oBathesa B [13/3b Heckonbko pa3
JUTSL pa3fIMYHBIX TOAMHOXECTB onepanuii 1 06beKToB. IT0 NpUMeHUMOo K OO, B KOTOPHIX MPEAYCMOTPEHO HECKOJBKO
MOJNIUTUK [J1s1 pa3IWdHbIX NTOAMHOXECTB onepalunii 1 00bekToB. JApyruMu ciosamu, aBropy I13/3b cnenyet cneumnopn-
LIMpOBaTh, NIpUMeHsisa KomnoHeHT ACC, Heobxonumyio uHdopMauuio o kaxnoi n3 [OB, koToprie GYayT OCYLLUECTB-
asiteest GBO. Hanpuwmep, 13/3b ana OO, Bknovalouiero B cebsa tpu [MDB, kaxnas m3 KOTOpHIX NENCTBYET IS
CBOEi yacTH 00BEKTOB, CYyOBEKTOB W onepanwmii B npeaenax OO, GyaeT conepxars no onHomy komnonenty FDP_ACC.1
«OrpaHUYECHHOE yNpaBIeHUE JOCTYNOM» T Kaxnoi u3 Tpex [1Pb.

FDP_ACC.1 OrpanuueHHoe ynpapjiende AOCTYHOM

3aMe4aHus Mo NPUMEHEHHIO IS TOJb30BaTeIs

TepMUHBI «OOBEKT» U «CYOBEKT» MPUMEHSIOT /I OOOGIIEHHOTO NpeRocTaBieHus sneMeHToB OO0. s Kaxnoi
peann3yeMoi OJUTUKY HEOOXOIUMO YeTKO HAEHTH(MHUIIMPOBATh CYIIIHOCTH 3TOM NMOJWTHKU. B I13 00bekTh M onepanmnm
MOXKHO TpPEACTaBUTb C HMCMONBb30BAHWEM THIOB, HANPUMEP MMEHOBAaHHBIC OOBEKThl, XpaAHWIMILA AAHHBIX, JOCTYI
JUTS UTEHUSI U T. 1. ISl KOHKPETHO#M CHCTEMbl HEOOXOMMMO YTOUHEHHE 00001IAIOLLUX NOHSATUI «OOBEKT» B «CYOBEKT»,
HanpuMmep aiibl, peruCTpbl, NOPTHI, NPUCOSINHEHHBIC NPONEAYPHI, 3alPOChl HA OTKPBITHE W T. II.

Komnoneut FDP_ACC.1 onpenensieT, YTO MOJUTHUKA PACNpPOCTPAHSCTCS HA HEKOTOPOE MOJHOCTBIO Orpele-
JIEHHOE MHOXECTBO Olepalinii Ha KakoM-A1M00 noaMHoX)ecTBe 06bekTOB. OH He HaKlanblBaeT HUKAKHUX OrpaHMYeHHU I
Ha Oomnepanuu, He BXOASIINE B 3TO MHOXECTBO, B TOM YHCIE W ONepanuu Ha 00beKTaX, Ha KOTOPbIX MHBIE ONepaluy
yNpaBIsIoOTCS.

Onepanuu

HasznaueHue

B FDP_ACC.1.1 astopy I13/3B caeayer cnenupuunporaTh yHEKAIbHO HMeHoBaHHYI0 [I®B ynpasienns nocty-
noM, ocymectsiasemyio ®BO.

B FDP_ACC.1.1 aBropy I13/3B caeayer cnenuuuuposaTh CIIACOK CYy6beKTOB, 00bEKTOB M ONepanmii Cy0beK-
TOB Ha 00BbEeKTaX, HA KOTOPbIe pacnpocTpanserca Jagaas [1Db.

FDP_ACC.2 IlonHoe ynpasiennde JZOCTYIIOM

3aMeqaHus Mo NMPUMEHEHHIO 17151 TI0JIb30BaTeNs

Komnoneut FDP_ACC.2 conepxut tpeboBanue, urobsl [1PD ynpaBieHUs AOCTYNIOM pacnpoCTpaHsiach Ha
BCE BO3MOXHBIE OMepaluy Hax oObeKTaMM, BKIIOYeHHBIMU B [1PD.

Aptopy I13/3b Heo6xoaMMO NMpoAEMOHCTPHPOBATE, UTO HA JIOOYI0 KOMGHHAIINIO 0OBEKTOB M CYOBEKTOB pac-
npocTpaHseTcs: Kakasa-amubo [NdPb ynpaBieHNWs AOCTYTIOM.

Onepanuu

HaszxHnaueHne

B FDP_ACC.2.1 aBtopy [13/3b creayer cneundunnpobath yHHKaIbHO MMeHOBaHHY0 [1Mb ynpapnenns nocty-
noM, ocyuecteasiemyto ®BO.

B FDP_ACC.2.1 astopy [13/3b caenyer cnenudumupoBats CHHCOK Cy0BeKTOB N 00BEKTOB, HA KOTOPbIe pac-
npoctpansieTcs AanHag [IOB. [1®B Gynetr pacnpocTPaHATLCA HA BCe ONMEPANAHN MEXKIY 3TUMH CYOBEKTAMH H 00BEKTAMH.

E.2 ®yuknun ynpasiaenus gocrynom (FDP_ACF)
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CemeiictBo FDP_ACF onuchiBaeT npapuia Juisi KOHKPETHBIX (GDYHKIWI, KOTOPbIE MOTYT PEATM30BaTh NOJINUTHKH
ynpasiaeHus: goctynoM, imeHoBaHHble B FDP_ACC. B FDP_ACC Takxe onpenensiercd 06JacTh AeHCTBHS 3THX HOJIH-
THK.

3amevaHus JUISl TIOJIb30BaTeNs

Dro cemeiictBo no3poudet apropy I13/3b onucarb npaBuia ynpapieHus J0CTyNoM. B pe3ynbraTte npasuia foc-
Tyra K oObeKTaM CUCTEMBI He OyayT m3MmeHsThbes. [IpuMmepoM Takoro obbekra sABiIseTcs pybpmka «HoBocTH OoHsI»,
KOTOPYIO YUTATh MOTYT BCE, 2 U3MEHATh — TOJBKO YNOJHOMOYEHHBIM aAMHHHUCTPATOP. DTO CEMEHCTBO TAKXKE M103BO-
nsiet apTopy I13/3b ycraHaBIMBaTh HCKITIOYEHHS M3 OOLIMX NPAaBUJ YIIpaBJIeHU A0CTYNOM. Takne NCKITIoYeHns OyayT
SIBHO pa3pellaTh WIN 3arpelrarbh aBTOPU3aLMIo JOCTYNa K 0ObeKTY.

Cnenuduxanus Apyrux BO3MOXHBIX TUNOB (DYHKILIMI YNpaBieHHs, TAKUX KaK JBOMHOE yNpaBJIeHUE, NPaBHIa
NOCJIe0BaTeLHOCTH ONEpAlUiA WK yrpaBleHHUE UCKIIOYEHUSIMH, ABHO He mpeaycMoTpeHa. ONHAKO 3TH MEXaHW3-
MBI, KAK 1 MEXaHW3M JUCKPEIIMOHHOTO YIPAaBIeHUs AOCTYNOM, MOXHO NPEACTABUTh C NOMOUILIO HMEIOIIUXCI KOM-
TMOHEHTOB MPU BHUMAaTeJbHOM OTHOIIEHWH K (DOPMYJIUPOBAHUIO NpaBUJI YIIPaBICHHS JHOCTYIIOM.

B sToM cemeiicTBe MOXHO onpenenuTb pag OB ynpapieHns 10CTyrIoM, MMEIOIINX B OCHOBE:

- CTIMCKM KOHTPOJS AocTyrna (MaTpuua JOCTyna);

- crienugUKalUK yIIpaBIeHUA JOCTYNOM HA OCHOBE BPEMEHM;

- crieliuUKAIMK YIIPABICHUA JOCTYNOM Ha OCHOBE MCTOYHHKA;

- arpubyTHl yNpaBIeHUs AOCTYNOM, ypaBIsieMble WX BlalebIEM.

FDP_ACF.1 Yupasiende A0CTYyIOM, OCHOBAHHOE Ha aTpHOYTax GesomacHoCTH

3aMevyaHus 10 TIPUMEHEHHIO JUIS TIOJb30BaTeIst

Komnionent FDP_ACF.1 npenocrapiseT TpeOOBAHUA K MEXAHU3MY, NOCPEIHAYAIONIEMY NPHU YIIPaBIEHNUH J0-
CTYNOM, OCHOBAaHHOMY Ha arpubyTax 6e30nacHOCTH CYOBLEKTOB U 00beKTOB. Kax/blit 00bEKT M CyOBEKT MMEET COBO-
KYTTHOCTb aCCOIMNPOBAHHBIX C HUM aTPUOYTOB, TAKMX KAK PACIONOXEHHE, BpeMa CO3JaHM, TipaBa qOCTymna (HamnpH-
MEP, CMUCKU KOHTPOJIS IOCTYIa). DTOT KOMIIOHEHT Mo3BoisieT apTopy [13/3b cnenndunupopath aTpubyThl, KOTOPHIE
OyayT UCTIONB30BAThLCS TS TIOCPEAHUYECTBA TIPU YIIPABIEHWH JOCTYNIOM, a TaKXe MpaBHJIa YIIpaBJIeHUs AOCTYIIOM Ha
OCHOBE 3TUX aTpUOYTOB.

[Tpumepsl aTpubyTOB, KOTOpBIEe MOXET Ha3Hauatk aptrop [13/3B, npeacraBieHbl HUXE.

Ampubym «udenmupuxamop» MOXET ObITh ACCOLIMMPOBAH C MOJNB30BATENIAMH, CYOBEKTAMH HJIM OOBEKTAMH JUTS
WCIONBb30BaHUs Npu nocpeaHnuectse. [Ipumepamu aToro arpubyra MOTYT ObITh MM 3aTPy30YHOIO MOAYJISI ITPOrpam-
MBbl, UCTIOJNIB3YEMON TpH CO3AaHHU CyObeKTa, WK aTpUOyT 6e30macHOCTH, Ha3HAUYEHHBIN 3arpy30YHOMY MOLYIIO
MPOTrpaMMBl.

Ampubym «gpems» MOXET MCNOJb30BATLCS [JIS1 OTNPEACTCHUs, YTO NOCTYNn OyIeT MpenocTaBAsTECA TOJALKO B
yYKa3aHHbIE BpeMs CyTOK, AHU HEAECHW WIW KaleHAApHBIA TOfl.

Ampubym «mecmonososcernue» MOT Obl ONpENeaTh MECTO KakK (DOPMMPOBAHMS 3ampoca Ha onepauuio, Tak W
BBITIOJTHEHWS omnepanuu, audo To m apyroe. [IpuMeHeHHe TakmMX aTpUOYTOB MOXET OCHOBBIBATBCA HA BHYTPEHHMX
Tabauuax Ajasl COnocTapaeHus Joruueckux uHtepdeiicop ®bO ¢ MecTaMMu pacnonoxXeHUs: TEPMUHANOB, MPOLECCO-
POBHM T. 1.

Ampubym «epynnuposanue» IO3BONSIET, B LEJSIX YIIpaBJICHAS JOCTYNOM, ACCOLMMPOBATE €AMHYIO TPYNNY NOJb30-
BaTeseil ¢ HeKoTopoU onepauuei. [Tpu HeobXoAUMOCTH, T crielMdUKALUY MAKCUMAILHOTO YUCa TPYIN NOJb30Ba-
Tesied, MOJIb30BATENEH! B TPYIINE W IPYMI, B KOTOPblE MOXET OAHOBPEMEHHO BXOAWTDb MOJB30BATE/b, CJAEAYET UCTONb-
30BaTh ONEpaluio YTOUHEHHUS.

Komnonent FDP_ACF.] conepxut takke TpeboBaHwmsl, Aaloline QYHKLMAM YNpaBieHUS T1OCTYOM BO3MOX-
HOCTb SIBHO NPEAOCTABATh WIN 3ampeilaTs 10CTYN K 06beKTaM Ha OCHOBaHWU aTpubyTOB GesonacHocTu. Ero Moxuo
WCIIOIb30BaTh [UISl TIPEAOCTABICHMS MOJHOMOYMWI, TIpaB AOCTyNa WKW paspelueHus aoctyna B npeaenax Q0. Takme
MOJTHOMOYHS, TIpaBa WK pa3pelieHus MOXXHO MPUMEHSATDh K MOJNb30BaTeNsIM, CyObeKTaM (NpeacTaBAsSIONIHNM TI0Ib30-
BaTeJIeM WM TPUIOXKEHUS) U 0OBEKTaM.

Onepanuu

Haszxnauenwue

B FDP_ACEF.1.1 asropy I13/3B cieayer cnemuumaposath uMa [1POB ynpapienns 10CTynoM, ocymecTsise-
Moit ®BO. Nms 1 o6aactp aeiicreua [1PB ynpapienns noctynom onpenesiorcs B Komnonenrax cemeiictsa FDP_ACC.

B FDP_ACEF.1.1 asropy I13/3b cieayet cnenudunuposath aTpHOYTbI 0€30NACHOCTH H/HJIH HMEHOBAHHbIE IPYIIbI
aTpudyToB 0e30nacHOCTH, KoTopbie (GyHKUHA OyleT MCHONB30BATH NMpH cnenuduKkanuu npasui. Tagkamm aTpabyTamna
0e30macHOCTH MOTYT ObITh, HANpHME], HACHTH(PHKATOP MOJIB30BATENA, HICHTHPHKATOP CYOBEKTa, POJib, BpeMs CYTOK,
MeCTONOJIOKeHHe, CNHCKH KOHTPOJA JOCTYNA, a Takxke JoOble JpyrHe aTpuOyThl, cnenudHIHEPOBAHHbIE ABTOPOM
I13/3b. i yno0cTBa cChIJIOK HA ATPHOYTHI 0€30NACHOCTH HEONHOKPATHOrO NPHMEHEHHS MOXHO BBECTH HMCHOBAHHBIC
Tpynnbl aTpudyToB Ge3onacHocTu. MmMenoBaHHbIe rPyNimbi MOTYT 0Ka3aThCA NMOJE3HBIMHA NPH ACCONAAINMHA <«poJeii>, on-
peneiennbix B ceMeiictee FMT_SMR «Pousn ynpasiennsi 6e300aCHOCTbIO», H COOTBETCTBYIOIAX HM aTPHOYTOB C CyOBheK-
TaMH. [IpyTHMH CJI0BaMH, KaXKAyl0 POJib MOXKHO CBA3aTh ¢ MMEHOBAHHOI rpynnoii aTpuGyTos.

B FDP_ACF.1.2 asropy I13/3B cienyer cnenudumapoBath 1 AanHoii [I®B npasnia ynpasienns A0CTYIOM
KOHTPOJIHpPYeMbIX CYOBEKTOB K KOHTPOJIHPYEMbIM 00beKTaM H K KOHTPOJHPYEMbIM ONEPANHAM HA KOHTPOJIHPYEMbIX
o0beKTax. OTH NpPaBHIA ONPeleNsioT, KOIrAa J0CTYN NPeJOCTABJIAETCA, 2 KOrJa B HeM OTKa3zaHo. B mmx moryr ObITh
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cnenuunuposans QYHKIHA YNpaBieHHd JOCTYNOM odulero xapakrepa (HCHOJb3YIOlIMe, HANPAMED, OOLIYHbIC OHTHI
pa3pellieHHs) WIH CTPYKTYPHPOBaHHble (PYHKUHH yNpaBieHHS JOCTYNOM (HCIOJIb3YIONHE, HANPAME), CHHCKH KOHTPOJS
JIOCTYMA).

B FDP_ACF.1.3 asropy [13/3b cieayer cnenuuuupoBaTh OCHOBAHHbIE HA ATPHOYTAX 0E30MACHOCTH NPABHIA,
KOTOpble OYAYT HCNOJIB30BATHCA AJI ABHOTO pa3penieHus J0CTYNa Cy0beKTOB K 00beKTaM H JONOJIHAIOT NPABAJIA, YCTA-
HopjieHHble B FDP_ACF.1.1. Onu BbiHeceHbl B oTaebHblii 3jJeMeHT FDP_ACF.1.3, NocKoJIbKy ONACHIBAIOT HCKII0Ye-
HuA U3 npasui, ycranosiennsix B FDP_ACF.1.1. Hanpumep, npaBujia BHOTO pa3penieHHs1 JOCTYNA MOTYT ObITH OCHO-
BaHbl HA BEKTOpE MOJHOMOYMIA, ACCONMHPOBAHHOM C CYObEKTOM H BCeraa 00ecneyHBaAOHIHM MY JOCTYN K 00beKTaM, Ha
KoTopble pacnpoctpansierca cneuudunnpyemas I1POB ynpapienusa noctynoM. Ecin nono0Has Bo3MOKHOCTh HeKela-
TelbHa, To aBTopy I13/3B cueayer ykasath «Her» B naHHOi onepanuu.

B FDP_ACF.1.4 asropy I13/3b cienyet ciennduuupoBaTh OCHOBAHHbIE HA ATPHOYTAX 0e30MACHOCTH NPABHIA,
KOTOpbIe OYAYT HCMOJIBL30BATHCA /LISl IBHOTO OTKA3a B JOCTYNE CYObEKTOB K 00bEKTAM H JAOMOJHAIOT NPABUIA, YCTAHOB-
aennble B FDP_ACF.1.1. Onu BbiHecenbl B otaenbublii 3jeMeHT FDP_ACF.1.4, nocKoJbKy ONHCHIBAIOT HCKJIIOYEHAS
U3 npasui, yeranosaenasix B FDP_ACF.1.1. HanpaMmep, npaBuia siBHOro 0TKa3a B JOCTYNe MOTYT ObITh OCHOBAHBI HA
BEKTOpe NOJHOMOYH, ACCONANPOBAHHOM C CYOBEKTOM H AIBHO OTKAa3biBalolleM eMy B IOCTYNe K 00beKTaM, Ha KOTOphIe
pacnpoctpansdercs cnemudumipyemas [IOB ynpasnenns nocrynom. Ecin nono0Has BO3MOXHOCTh HeXeJaTeldbHa, TO
astopy I13/3b caeayer yka3ath «HeT» B 1anHOii onepanuu.

E.3 Ayrentuduxanus nanubix (FDP_DAU)

Cemeiicteo FDP_DAU onucheiBaeT cienMaibHble (YHKLWW, UCNONb3YEMBIE 111 aYyTEHTU(UKALIMK «CTATHYEC-
KWX» JaHHBIX.

3ameyaHus AJS TIOJIB30BaTeNs

KOMIMOHEHTBI HTOTO CeMeiCTBA UCTOBb3YIOT NMPH HAIMYWMK TPeOGOBaHUA ayTeHTUOUKALIMU «CTATUYECKUX» HaH-
HBIX, T. €., KOTAA AaHHble 0003HAYAIOTCS, HO He mnepeialoTcd. (3aMeTHM, UTO MpH Nepenaye NTaHHBIX 115 obecneyeHns
HEOTKA3yeMOCTH OTTpaBieHus UHDOpMaLKUK Mcnoib3yioT ceMeiicTtBo FCO_NRO).

FDP_DAU.1 Ba3oBas ayreHTHHKANAS JAHABIX

3aMeyaHHs 10 MPUMEHEHMIO ISl MOMb30BATEIS

Komnonent FDP_DAU.1 MoxeT OBITH peaTn30BaH ¢ NMOMOLLUBIO OAHOCTOPOHHMX X3LU-(DYHKLUMH (KpUnrorpa-
durueckoif KOHTPOJBHON CYMMBI, OTOOpaXeHHWsI OTNEYaTKOB NajblieB, X3UI-00pa3a cooOuieHUs) A FeHepaluu
XII-3HAUYCHUS ONpPEACIeMOro JOKYMEHTa, KOTOPOE MOXET MCMOJIb30BaTLCA MPH BepUGhUKALIMK NPABUJIBHOCTH WITH
MOUTMHHOCTH coaepxalileiica B HeM MH(OPMAaNum.

Onepauuun

HasnaueHnne

B FDP_DAU.1.1 asropy I13/3b caeayer cnenuduunpoBaTh CNHCOK 00bEKTOB MJIH THNOB MHGoOpMANAHA, 1A
KoTopbix ®BO 10/oKHBE OLITH B COCTOAHHH FeHEPHPOBATD CBHAETEIbLCTBO AYTEHTH(OHKAIHH NAHHBIX.

B FDP_DAU.1.2 astopy I13/3b cieayer cnenupuuupoBaTh CHCOK CyObeKTOB, KOTOpbie OYAYT B COCTOSHHAH
BepH(UIHAPOBATH CBHACTEILCTBA AYTEHTHHHKAIMH JAHHBIX 11 00bEKTOB, YKa3aHHbIX B Mpeablaymem djiemente. Com-
COK MOXET HPOCTO NePeYAcIATh CYyOBEKTOB, €CJIH BCe OHH H3BECTHbI, HIH XK€ ONHCAHHE CYOBEKTOB B CHHCKE MOXKET
HOCHTDb OoJice 00mMAil XapaKTep W CChUIATHCA HA «THI» CYObEKTa, HANPHMEP HA HACHTHOUIHPOBAHAYIO POJIb.

FDP_DAU.2 AyrenTadukanus JaHHbIX ¢ HIEeHTH(UKANMEH rapaHTa

3aMevaHWsA MO TIPUMEHEHHUIO 1J1s1 MOJb30BaTesl

Komnonent FDP DAU.2 10MOAHUTENBHO CONEPXKHUT TpeOOBaHME HANWYUSI BO3MOXHOCTH BepHU(DHIIMPOBATH
WAEHTUOHUKATOP TOJIB30BaTENsA, MPELOCTABSIOIET0 rApaHTHIO ayTeHTUhHUKALIMK (HanpuMep, L1OBEPEHHOTO TpeThe-
ro Jquua).

Onepanun

HaszHaueHmne

B FDP_DAU.2.1 asropy I[13/3b cnenyeT cneunduuupoBaTh CNUCOK 0OBLEKTOB WAW TUMOB UH(MOPMANUH, AT
KoTopblX ®BO noaXHBI GBITH B COCTOIHUW T€HEPUPOBATh CBUACTENILCTBO ayTEeHTU(UKALIMK JAHHBIX.

B FDP_DAU.2.2 asropy I13/3b cnenyer cneunduLMpOBaTh CIMIMCOK CYOBLEKTOB, KOTOphle OYAYT B COCTOSIHHUH
BEPU(PULIMPOBATh CBHACTEILCTBA AyTEHTHU(HUKALMK AAHHBIX A1s1 00BEKTOB, YKa3aHHBIX B MpPeAblAYyLUEM JIEMEHTE, a
TaKXKe WICHTH(HKATOP MOIH30BATEA, KOTOPBIi CO3/1a] CBUIETE]bCTBO ayTeHTH(HKAIMH JAHHbIX.

E.4 Dkcnopt aannbix 3a npeaesbl aeiicteua ®bO (FDP_ETC)

Cewmeiicteo FDP_ETC onpenensier hbyHKLWHW LISl SKCNOPTA NAHHBIX Nonb3oBatens U3 OO TakuM o0pa3oM, 4To
MX aTpUOYThl 6E30MACHOCTH MOTYT WM MOJHOCTBIO COXPAHATLCS, WIM UTHOPUPOBATLCS MPH IKCNOPTE ITHUX JAHHBIX.
CornacoBaHHOCTh 3THX aTpuOYTOB GesonacHocTH obecneunBaercs ceMeicTBoM FPT_TDC «CoraacoBaHHOCTh JaH-
HbIX PBO mexny OBO».

B cemeiictBe FDP_ETC takxe paccMaTpuBalOTCsl OTpaHUYEHUsT HA DKCMOPT U accollhalius aTpubyToB 6e3omnac-
HOCTH C SKCIOPTUPYEMBIMHU AAHHBIMU NOJIb30BATENS.

3aMevaHus AJIsl TOJIb30BaTesl

FDP_ETC u cooTBeTcTBYIOLLIEEe ceMeicTBO st uMnopta aaHHbix FDP_ITC onpenensior, kak OO nocrynaer ¢
IaHHBIMM ToJb30BaTtesicii, nepeaaBaeMbiIMU U3 O P u noctynamonmmu B Hee. Pakruuecku, ceMeiicteo FDP_ETC
ofecneynBaeT HKCNOPT JAaHHBIX MOJb30BATENEI U CBA3AHHBIX C HUMH aTpuOYTOB 6€30MacHOCTH.

B 3ToM ceMeiicTBe MOTYT pacCCMAaTPUBATLCA ClEAYIOUINE NEACTBHS:
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a) IKCTIOPT AAHHBIX MONTB30BATENEH 6e3 KaKUX-ITU00 aTpubyTOB 6e30MAaCHOCTH;

0) BKCMHOPT JaHHBIX TONIb30BaTeNel ¢ aTpuOyTaMM GE30MACHOCTH, ACCOLMMPOBAHHBIMU C HTUMH JAHHBIMH,
npuueM aTpubyThl 6€30MACHOCTH OAHO3HAYHO TMPEACTABISIOT SKCIOPTUPYEMbIe TAHHbBIC MOJIb30BATEIIS.

Ecan npumensitoress Heckonbko [TPD ynpaBnenus noctynom u/min MHGOPMALMOHHBIMU NMOTOKAMH, TO MO-
JKET NOTPeboBaThCA MOBTOPUTE 3TOT KOMMOHEHT OTAESNBHO AJS KAXIOM MONMUTUKH (T.€. TPUMEHNTh K HEMY OTIEpaliuio
WUTEPALIAN).

FDP_ETC.1 Dkcnopt JaHHBIX MOJb30BaTeNs 6e3 aTpuOyToB GesonmacHocTH

3aMeuaHus 10 TIPUMEHEHHIO IJIS1 TI0JIb30BaTeIs

Komnonent FDP_ETC.1 ncnonbsyetes anst cnenndrkanmm sKenopra nHdopmannm 6e3 9Kkcrnopra arpubyToB
0€30MacHOCTH.

Ornepanun

Hasnauenue

B FDP_ETC.1.1 astopy 113/3b caeayer cneundnmnposats, kakue [1®b ynpasienus goctynom u/mim nHgop-
MANAOHHbIME TOTOKAMH OYIYT OCYHIECTBJAATHCA NMPH SKCHOPTE JAHHBIX MoJab3oBaTensd. /lanHble Mojab3oBaTess, KOTO-
pbie SKCHOPTHPYIOTCA 3TOi (yHKuMei, orpaHnynBaoTcs HazHayennem stux [1PB.

FDP_ETC.2 DgcnopT AaHHBIX HOJIB30BATENSA C aTpuOyTamMm Ge3onacHocTH

3aMevyaHus M0 TIPUMEHEHHIO ISl TIOJB30BaTeIs

JlaHHBIC MOAB30BATENS IKCTIOPTUPYIOTCA BMECTE CO CBOMMM aTpubyTamu Ge30MacHOCTH. DTH aTpubyThl Ge30-
MACHOCTH OAHO3HAUHO aCCOIMPOBAHBI ¢ JAHHBIMU MOJNB30BATENSI. ACCOIIMALINS MOXKET YCTAHABANBATBCS Pa3TUIHBIMH
criocobamu. K criocobam ycTaHOBIACHUS aCCOLMAIIMHA OTHOCSITCS COBMECTHOE (DU3MUECKOE pa3MellieHUE JaHHBIX MOJb30-
BaTeNsl U apTUOYTOB 6e30MacHOCTH (HANpUMeED, Ha OAHON AMCKETE) WM MCIONb30BAHHE KPUNTOrpadHIeCKUX Mpu-
€MOB, TaKUX KaK UM(POBbIE NOANKUCH, A aCCOLMALMU ITHX aTpUOYTOB M JaHHBIX Mojb3oBartest. s obecriedeHust
MONYYEHUS NPABUIBHBIX 3HAUEHUN aTpUOYTOR IPYTUM AOBEPEHHBIM NpoayKToM UT MOXHO HCNoab30BaTh CEMEHCTBO
FTP_ITC «/loBepennsnlii kKanan nepeaaun Mexay ®PbO», B To Bpems kak cemeiictBo FPT _TDC «CortacoBaHHOCTb
nanHbIX GBO mexny @BO» MoXeT NPUMEHATbCS U AOCTHXKEHNS YBEPEHHOCTH B MPABIILHON UHTEPIIPETAIHN STHX
arpubyTtoB. B cBoio ouepensb, ceMmeiictBo FTP_TRP «/loBepeHHBII MapnIpyT» MOXET NPUMEHATHCA JUTSL JOCTUXEHUS
YBEPCHHOCTHU B MHUIMALIMK JIKCIIOPTA HAAJICXKAUINM TT0JIb30BATEC/IEM.

Onepauun

HaszwaueHnne

B FDP_ETC.2.1 astopy I13/3b cneayer cnenupuuuposath, kakne [1®B ynpasienus nocrynom u/mim magop-
MaOAOHHbIMH NOTOKaMH OYOYT OCYMIECTBAATHCA MPH 3KCMOPTE JAHHBIX Mojb3oBatensd. /lanmbie Mojb30BaTeNisd, KOTO-
pble 3KCHOPTHPYIOTCHA 3TOiH (PyHKUHEi, orpaHHuUHBaOTC Ha3zHauenneM otux [1PB.

B FDP_ETC.2.4 asropy I13/3b ciaeayer cnenadumapoBaTh Bce AONOJIHHTE/IbHbIE NMPABHIA YIIPaBJIeHHs IKCIOP-
TOM WiId YKazath «HeT» npu ux orcyrcTBui. DTH npapmwia 6yayT peasmzosanbl PBO B nononenne k [1PB ynpasienns
JOCTYIIOM H/WiIA MH(OPMANHOHHEBIMH NOTOKaMH, Beiopannsiva 8 FDP_ETC.2.1.

E.5 Ilosmataka ynpasienns awHpopmannonnsimu notokamu (FDP_IFC)

B cemeiictee FDP_IFC nneatuduumpyiorcs [N®b ynpasierns nHGOpMaLIMOHHBIMU NOTOKAMHU W CrIeLIMPULIN-
pyloTca obacTu AeHCTBUS KaXnoi TaKoi NOJUTHUKH.

IMpuMepaMH MOJUTHUK OE30MACHOCTH, KOTOPhIE MOTYT ObITh MPUMEHEHbI, SABIASIOTCS:

- Mojenb 6ezonacHoct besta u Jla Manynwl (Bell and La Padula [B&L));

- Mozelb IelocTHOCTH buba (Biba [Bibal);

- uepMemarenbeTBO (Non-Interference) [Gogul, Gogu2].

3aMeuaHus 1 NOJib30BaTeNs

KOMMNOHEHTHl 3TOr0 ceMeicTBa AAal0T BO3MOXHOCThE MiaeHTH(duKanuu [1POb ynpaBneHuss MHGOPMALIMOHHBIMU
MOTOKAMM, OCYIIECTBISIEMbIX TPAIUIIMOHHBIMY MEXaHU3MaMM MAHJIATHOTO YHPABAeHUS JOCTYNOM NMPH UX HATMYWHN B
00. OpHakKoO MX BO3MOXHOCTH IIMpPE TPAAWLIMOHHBIX MEXaHW3MOB MAaHAATHOIO ynpapieHWUs noctynoM. OHM MOTYyT
HCTIONB30BaThCS IS OTpeAeICHUS TTOJMTUK HEBMEIIATEIBLCTBA W MOJIUTHK, OCHOBAHHBIX HA MEPeX0oaax MeXIy COCTO-
aHuSIMH. B aToM cemeiicTBe mag Kaxnoil u3 [N®b ynpaeiaeaus nHGopManuoHHbIMU noTokaMu OO onpenensiorcs
cybBeKThl, HHGMOPMaNHs W oNepanuy nepeMelleHus nHGOpMannum K cyobekTaM M oT cyobekToB. [lpaBuna, onpene-
Jronrre GyHKIMOHAIbHbIE Bo3MOXHOCTH [MDB ynpapnenus nHGOPMAaNMOHHBIMU NMOTOKAMM, OYIYT YCTAHOBJEHBI
Ipyrumu cemeiicrBamu, TakuMu Kak FDP_IFF u FDP_RIP. T1®B ynpapreansa nHGopMaLMOHHBIMU MOTOKAMH, UMe-
HOBaHHBIE 3[€Ch, B JajibHeMIIeM GYAyT UCMONbB30BaThCAd MOBCEMECTHO B TeX (PYHKLMOHANBHBLIX KOMMNOHEHTAX, KOTO-
pble BKJTIOUAIOT B cebs ornepanuio, 3anpaulMBaroiyo Ha3HaueHue Win Beioop «[1Pb ynpaBneHUsi MHOOPMALUOHHbI-
MH NOTOKaAMHU».

KOMIOHEHTHI 3TOr0 ceMeMcTBa 1OCTATOUHO THOKH. OHM MO3BOJISIIOT CIIeNNOULMPOBATL IOMEH YNIPABEHU MO-
TOKaMH, He Tpebys, 4ToObl MeXaHHW3M YMNpaBieHHS ObUT OCHOBAaH Ha MeTKax. PasHble 31e€MeHTbl KOMIMOHEHTOB Y-
paBJIcHUS NH(OOPMAIIMOHHBIMH NOTOKAMHU TaKXe JOIMYCKAIOT Pa3MYHYI0 CTENEeHb UCKIIOYEHUI U3 OCYLUECTBISIEMOI
TIOJTUTHKH.

Kaxnas I[N®B pacnpocTpaHsgeTcss HA HEKOTOPOE MHOXECTBO TpHal: «CYObeKT, MHGMOPMALIUs, onepalny nepe-
MelIeHHUs HHPOPMAaIMKU K CyObeKTaM U OT CyObeKTOB». HekOTOphie NMOMUTHKH yNpaBieHUs HHPOPMALIMOHHBIMU MO-
TOKaMH MOTYT MMETh OUCHb MOAPOOHYIO AETAM3AIHIO M ONHCHIBATH CYOBHEKTHI HENOCPENCTBEHHO B TEPMUHAX NPOLIEC-
COB ONICpAallMOHHON CHCTeMBI. JIpyrue NOAWTUKH MOTYT ONPEACTAThCS ¢ MEHBIIMMMW NOAPOOHOCTAMM W ONMUCHIBAThH
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CcyOBEKTH B TEPMUHAX M0J1b30BaTeNeil WM KaHAJIOB BBOAA/BhIBOAA. EcliM nomMTHKA yripaBiaeHUS HHGOPMANHOHHBIMHU
MOTOKAMHM 33/1aHa HEAOCTATOYHO NMOAPOOHO, TO YETKOE OTpeacsicHue TpebyeMbix pyHKNMi OesonacHoctd UT MoxeT
0Ka3aThCA HEBHIMOJHUMBIM. B TakoM ciiyuae nesiecooGpa3Hee ONUCHIBATh NOJIUTHKH YIIPaBICHUA MHOOPMAHOHHBIMH
MOTOKAaMHM Kak 1eJiv 6e3onacHocTH. Toraa TpebyeMble PyHKIMK 6e3onacHOCTH UT MOXHO crelitnduimupoBarb, HCXOAsI
W3 9THX TEJIei.

Bo Bropom kxomnioHeHTe (FDP 1FC.2 «[loxHoe ynpapneHHe WHMOPMANHOHHBIMHA NOTOKaMu») Kaxnas I1Db
ynpaBieHus1 NHPOPMaNMOHHBIMU NOTOKaMHU GYET OXBAThIBATh BCE BO3MOXHBIE ONEPANMK NepeMeieHns nahopMa-
MU K CYOBEKTaM M OT CyObeKTOB moj yrpasieHueM 3Toii [1DB. boree Toro, Tpedyercs, 4ToOb Bce HHPOPMAIIHOH-
Hble MOTOKHK ObLIM OxBaueHbl Kakoii-mubo [NPD, nostoMy maisa Kaxnoro ACMCTBHS, BhHI3BaBILUETO MEPeMEIEHUE MH-
¢opManum, OyneT CyIIeCTBOBATh COBOKYNHOCTh TMPABHJI, ONPEICIISIONINX, ABISACTCSA JIH AaHHOE ICHCTBHE JOIMYCTH-
MbiM. Eciin naHHbli mHGOPMaNMOHHBIA NOTOK NoAYMHEH HeCKOIbKUM [1DB, To He06X0AMMO ero pa3peleHne BCeMH
STUMH TIOJIMTHKAMH IO €ro Havaa.

INonuTrka ynpawicHUS HHQOPMANMOHHBIMM TMOTOKAaMH OXBAaTBIBAcT TMOJHOCTBHIO OTpEAcICHHOE MHOXECTBO
onepanuii. 151 HeKOTOpbIX MHGOPMANMOHHBIX TOTOKOB 3TOT OXBAT MOXET OBIThH «[TOJHBIM», 4 U APYTUX NOTOKOB OH
MOXET OTHOCHTBCS TOJIBKO K HEKOTOPBIM M3 TIPEIyCMOTPEHHBIX IS HUX ONepanmii.

IMonuTHKa ynpapieHMs: AOCTYNOM ObecneunBaeT AOCTYN K 00beKTaM, cojepxaliuM uHpopmanuio. IMorutuka
yNpaBjicHUS NHPOPMANIMOHHBIMY MOTOKAaMHU 06eCreunBaeT JOCTYI K HHGOPMAaIuK, HE3aBUCHMO OT MECTa €€ XpaHe-
HUs. ATpuOYyTH MHGOOpPMANMHU, KOTOPBIE MOTYT OBITH (MJIM HE OBITh, KaK JUII MHOTOYPOBHEBBLIX 6a3 HJaHHBIX) acCOIHU-
WPOBaHBI C aTpUOYTAaMH MeCTa XpaHCHHMS, OCTAIOTCA ¢ MHGOpManuei npu ee nepeMenteHuW. [loayuarens nocTyna K
WH(OpMaIuk He MMEET BO3MOXHOCTH 6€3 SIBHOTO pa3pelllicHHS W3MEHSITh €¢ aTpHOYTHI.

B03MOXHEI pa3THuHble YPOBHH NPeACTaBIcHUS HHGOPMAIMOHHBIX NIOTOKOB M onepaiuil. B 3b napopManmnoH-
Hble NMOTOKH M ONEepanyii MOXHO Cenu(pHUINPOBaTh Ha YPOBHE KOHKPETHONW CHCTEMBI, HallpUMep B TEpPMHHAX Take-
toB TCP/IP, npoxoasnmx yepe3 MeXceTeBoii 3KpaH 1o u3BectHbIM 1P-anpecam. B 13 nH(popManmoHHBIE TOTOKU H
OMNepaLlyUy MOXHO MpEeACTaBUTb C MCTOJNb30BAHUEM CIIEAYIOILMX TUIMOB: 3JIEKTPOHHAA MOYTA, XPaHWIMIIA JaHHBIX,
JOCTYT ISl YTEHUS U T. 1.

KomnonenTtsl cemeiictBa FDP 1FC Moryt HeonHokpaTHO npuMeHAThes B [13/3b K pasmMyHBIM NOAMHOXE-
CTBaM orneparinii 1 o0beKTOB (T. €. K HUM MOXET ObITh IPUMeHEHA OTiepalys UTeparun). DTo MNO3BOJIMT alaNTHPOBATh
JaHHoe ceMeiicTBo K OO, BKITIOYAIONIMM B cebs HeCKOJMBKO MOJHMTHK, KaXaasd M3 KOTOPhIX JeHCTBYET HA COOCTBEH-
HO€ TNMOAMHOXECTBO cyGbheKTOB, MH(OPMAIIMK U ONeparui.

FDP_IFC.1 OrpanuuenHoe ympapieHne AH(POPMANHOHHbLIMH HOTOKAMH

3aMeqaHud Mo NMPUMEHEHNIO LJIA T10Jb30BaTe/Id

Komnionent FDP_IFC.1 coaepXuT TpeboBaHME, 4TOOBI MOMATHKA YNpaBieHUs WHGPOPMAIIMOHHBIM MOTOKOM
MPUMEHSIACh K NMOAMHOXECTBY BO3MOXHBIX orepaunii B OO.

Ornepanun

HasnaueHnune

B FDP_IFC.1.1 astopy I13/3b caenyet cnemnduunpoBatsh yHuKaabH0 HMeHOBaHHYI0 [IDB ynpasienns undop-
MAIMOHHBIMA TOTOKaMH, ocymecTsiasgemyio ®BO.

B FDP_IFC.1.1 asropy 113/3b cienyer cneunpuuupoBaTh CIHCOK CyOBEKTOB, HH(pOPMANHA H OnEPaNHil, BbI-
3BIBAIONINX NepeMenieHne ynpapisgemMoil mHGopMalun K yIpasisgeMbIM CYObeKTaM U OT HAX, HA KOTOpPbIe PACHPOCTPAHA-
erca aannag [1PB. Kak ykazaHo Bbiie, 3TOT CIIHCOK CYOBEKTOB MOXKeT ObiTh 3a1aH C PA3M4YHON CTENEHbIO ACTAJIN3A-
UM, onpeneisemoit norpednoctamu astopa [13/3B6. On moxer, Hanpumep, cHeuu(UIHAPOBATH MOJAb3OBATEICH, YCT-
poiicTsa mid nponecchl. g opmMannsa MoxkeT OTHOCHTHCS K TAKHM JAaHHBIM, KAK 3J€KTPOHHAS M0YTa, ceTeBbie MPOTO-
KOJIbl, WJIM K€ K 0oJiee KOHKPETHbIM 00BEKTaM, AHAJOTHYHBIM 00beKTaM, cnenudMINPOBAHHLIM B MOJHTHKE ypaBie-
aasg goctynoM. Ecian madopmanns comepKurca B 00bekTe, KOTOPbIi MOTYAHEH MOJATAKE YNPABIEHHS TOCTYIIOM, TO
NOJIMTHKH YNPABJCHHSA AOCTYNOM W MH(OPMAUMOHHBIMH NOTOKAMH HEOOXOIMMO MPAMEHATH COBMECTHO, Mpekae deMm
HAayHeTCd nepeMenienune cnenubunmuposannoii ungopmanuu B 00BbEKT WM W3 HEro.

FDP_IFC.2 IlonHoe ynpapieHue WH({OPMANMOHHBIMEA MOTOKAMH

3aMeuaHus MO MPUMEHEHHIO LIS MOJIb30BaTes

Komnonent FDP IFC.2 conepxut tpeboBanue, 4Todbl [1MDD ynpaBneHuss MHGOPMallMOHHBIMH TTOTOKAMHU
pacnpoCcTpaHsIach HAa BCE BO3MOXHbIE ONIEPAIIMH, BbI3bIBaloline HHGOPMAIMOHHbIE TOTOKU K CyOBEKTaM U OT cyObeK-
TOB, BKIIOUeHHBIX B [1DB.

Astopy I13/3b Heo6X0IMMO MPOAEMOHCTPUPOBATE, YTO HA JIO0YI0 KOMOMHAIINIO UH(POPMAIIMOHHBIX TOTOKOB
1 cyOBEKTOB pacnpocTpaHaeTcs Kakas-n1noo [NPDb ynpaBrerns nHGOPMAHOHHBIM MOTOKOM.

Onepanuu

HasnaueHnue

B FDP IFC.2.1 aBropy I13/3b cnenyer crieundunnpoBaTh YHUKaabHO UMeHOBaHHYI0 [1Db ynpasienns uH-
(GOpMAalIMOHHBIMU TIOTOKAMHM, ocyurecTeasgemyo MbO.

B FDP_IFC.2.1 astopy I13/3B caeayer cnemuumupoBaTh CHHCOK Cy0OBbeKTOB W HWH(OPMANNA, HA KOTOpbHIE
oyner pacnpoctpanarsed gannas [I®B. [1OB 6yxer pacnpocTpaHAThCA HA BCe ONEPAIHH, BHI3bIBAIONINE NepeMelIeHAe
aToii nHGoOpMANME K ITHM cyOBekTaM M oT HHX. Kak ykaszaHO BBIll€, 3TOT CMHUCOK CYOBEKTOB MOXKET OBITH 3allaH C
PA3INUHON CTENEHbBIO JETANMM3AlNY, ONpeaesseMoil norpebHocTAMHU aBTopa [13/3b6. On Moxer, Hanpumep, creln-
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¢uupoBaThs NoAb30BaTENEH, YCTPOUCTBA WK Nponecchl. MHGopMallMg MOXET OTHOCHUTHCS K TAKUM JAHHBIM, Kak
9JIEKTPOHHAsA T104YTa, CETEBble MPOTOKOJbI, WIH Xe K 00Jiee KOHKPETHBIM O0BbEKTaM, aHAJIOTHYHBIM OOBEKTaM,
crnennUIUPOBAHHBIM B MOJUTHKE YNpaBieHUs nocTynoM. Eciu nHdopMaliug conepXnutcd B 00beKTe, KOTOPHIH 1O -
YUHEH TOJUTUKE YIPaBIEeHUA NOCTYNOM, TO MOJUTHKH YIMPaBAeHUS AOCTYNOM W MHGOPMANMOHHBIMHM TOTOKAMH
HEOOXONMMO TIPHMEHATH COBMECTHO, MpeXie YeM HayHeTcs nepeMelleHHe cneundunupoBaHHON MHGOPMAIUKA B
00BEKT WKW U3 HETO.

E.6 ®Oynkuun ynpasienns uagopmannoHnsiMi norokamu (FDP_IFF)

Cewmeiicteo FDP_IFF onuckiBaeT npaBuia 1ist KOHKpeTHBIX GYHKLIMI, KOTOpble MOTYT peanu3oBaTh [1POB yn-
paBiieHNs MHGOPMAIMOHHBIMU TOTOKAMHM, UMeHoBaHHble B FDP_IFC, rae takxe onpeneneHa oGmacth AeHACTBHS
COOTBETCTBYIOLIEN NMOJUTUKU. CeMeNCTBO COAEPXKUT IBA TUIMA TPeOOBAHMWIA: ONUH CBA3aH ¢ OOBLIYHBIMH MH(OPMAIOH-
HBIMH TOTOKAMH, a BTOPOH — € Hepa3pelleHHbIMKM WHGMOPMALIMOHHBIMU NMOTOKAMHU (CKPBITHIMH KaHaJIaMH), 3aripe-
HIEHHBIMH OJHOW MM HeckombkuMHu [MDB. 310 pasnefeHWe BO3HMKAET, MOTOMY UYTO MpobiaecMa HepaspelreHHbIX
WHMOPMAIIMOHHBIX NTOTOKOB B HEKOTOPOM CMBIC/IE NPOTUBOPEYUT ocTallbHbIM acnektaM [MPb ynpasneHus nHdOp-
MalMOHHBIMU NoToKaMmH. Hepa3pelreHHble HHOOPMALIMOHHBIE NOTOKHW BO3HUKAIOT B HAPYLUEHHE TOJIHTHKH, TTO3TO-
MY OHH He SIBISIIOTCS PE3YJNbTAaTOM MPUMEHEHUS MONUTUKMU.

3amMevyaHus A8 TI0Jdb30BaTels

JLns peann3alini HAAEXKHOM 3alUTHI OT PACKPBITUS WU MOAMGUKALIMK B YCJIOBUSX HENOBEPEHHOTO MPOTrpaMM-
HOTo obecnedyeHns TpedyeTcs ynpapiasiTb HHPOPMALIMOHHBIMU MOTOKaMHW. OAHOro yNnpaBieHWs NOCTYNOM HeIocTa-
TOUHO, TaK KakK MpPH HEM KOHTPOJUPYETCH TOJIBKO AOCTYI K XpaHWIMLIAM, YTO NO3BOJsieT MHGhOPMALIMU, coaepxka-
nieiicst B HUX, GECKOHTPOJIBHO PACTIPOCTPAHITHCH B CUCTEME.

B sTOM ceMeiicTBe ynoTpebsieTcsi BBIPAXEHUE «TUIbl Hepa3pelleHHbIX WHOOPMALIMOHHBIX OTOKOB». DTO BhIpa-
JKEHHME MOXET MPUMEHSTLCS TPHU CChUTKE HA M3BECTHHIE THUMB KNACCU(DUKALIUM NMOTOKOB TaKWE KAK «KaHAaJbl NaMsTH»
WKW «KaHajbl CHHXPOHHW3allM¥ BpeMeHH{€E KaHabl)», WIK X€ Ha WHYIO KJACCU(UKALIMIO, OTpaXalollylo NoTpebHo-
ctu aBropa [13/3B.

[M6KOCTh 3TUX KOMITOHEHTOB To3BoJsAeT cnenubunupoars B FDP _IFF.1 1 FDP_IFF.2 nonuTuky noiHoMo-
YU, JAIONLYyI0 BO3MOXKHOCTE KOHTposmpyemoro obxona I1®PB B nemoM win yactuyHo. Ecin HeobGXoouMo 3apanee
npenonpeneants ooxon I[1Mb, apropy I13/3b cinenyer npenycMoTpeTh TIpUMeHeHHE MOAUTUKU NOJTHOMOYMUN.

FDP_IFF.1 IIpocteie aTpubyTni Ge3omacHoCTH

3aMeuaHus MO NMPUMEHEHHIO JJIS MOJb30BaTeIs

Komrionent FDP _1FF.1 conepxut tpeboBaHusl HATMYMs aTpuOyTOB 6€30MacHOCTH Y UH(MOPMALIMKU U CYObeK-
TOB, SIBJIAIONIMXCS OTIPABUTEASIMU WK NoaydyaTensaMu 3Toil uHdopMauunu. Cienyet Takke yUUTHIBaTh aTpUOYyThHl Ge-
30MAaCHOCTU MECT XpaHEeHUs MH(OPMALIMKU, eclu TpeOyeTcss X yyacTHe B yNpaBieHHH MH(DOPMAIMOHHBIMH MOTOKA-
MM WK €CJIU Ha 3TU aTpUOYTHI pacnpoCTpaHseTCs NOJUTHKA YNPABAEHHs IOCTYNOM. DTOT KOMTIOHEHT cienUIupy-
eT KITIOYEBbIE OCYLIECTRASEMBIE MPABUIA U OMUCHIBAET, KaK BBOAATCA aTpuOyThHl Oe3onacHocTH. Hanpumep, KoMno-
HEHT CJI€AyeT NMPUMEHSTh, Koraa XoTd Obl onHa U3 [1Pb ynpaieHUsa WHOOPMALIMOHABIMM TTOTOKAMH OCHOBaHa Ha
MeTKaxX, KaK 9TO omnpenensicT MoAeib NOAUTUKHU OesonacHocTH benna v Jla Maaynel [B&L), HO 3TH atpuGyTH 6Ge30-
MACHOCTH He 00pa3yloT MepapXMIo.

DTOT KOMMOHEHT He onpelesieT 1eTall NPUCBOSHUs 3HaYeHHUIl aTpubyTam 6e30nacHoOCTH (T. €. OJIb30BaTelIeM
WK nporeccoM). MTMOKOCTh MONUTUKU NPENOCTABIAETCS ONepalusIMU Ha3HAYEHMs, KOTOpbI€ TIO3BOJISIOT, TIPHU HE00-
XOMMOCTH, CNeLUHGbULIMPOBATh NONOJHUTENbHBIE TPEOOBAHUSA K NMOJUTUKE U QYHKLMAM.

Komnonent FDP_IFF.1 Takxe npepocTaBiseT TpeOOBaHMA K (YHKLMAM YNpapieHWsd MHOOPMAIMOHHBIMH
MOTOKAMM, YTOOBI OHM MOTJIH SBHO pa3pelllaTh WIM 3anpeliaTb UWHMOPMALlIMOHHBIH MOTOK Ha OCHOBE aTpuOyTOB
6e3onacHOCTH. OH MOXET MPUMEHAThCA MUTA peamu3anuy MOJUTUKHU NOJHOMOYMA, NpelycMaTPUBAONICH HCKITIoUE-
HHS M3 OCHOBHOI MOJWTHKH, ONpeNeNeHHOW B 3TOM KOMIIOHEHTE.

Onepauuu

HasznauyeHue

B FDP_IFF.1.1 asropy I13/3b cneayer cnemupummposats [1®B ynpapieHns uHGOPMANHOHHBIMA MOTOKAMH,
ocymectBisieMbie ®BO. Umsa u o6aactp geiictsns [1DB ynpasnenns nHGOPMaHOHHBIMH NOTOKAMH ONpPEAEISIOTCS B
KoMnoneHTax cemeiictea FDP_IFC.

B FDP_IFF.1.1 astopy I13/3b caenyer cnenndnnapoBaTh MUHUMAJIbHOE YHCJIO H THI ATPHOYTOB Ge3onmacHoc-
TH, KOTOpbie OYAYT HCNOJH30BATHCA NPH cnend@ukanmmm npaswi. Takumn aTpudyramMu 6e30MaCHOCTH MOTYT OBITh, HA-
npuMep, HIeHTHPHKATOP Cy0heKTa, YPOBEHb TYBCTBHTEILHOCTH Cy0beKTa, ypoBeHb IONYCKa Cy0beKTa K HH(popManHH,
ypoBeHb YYBCTBHTEIbHOCTH mEGopMannu | T. A. Creayer, 4To0b MHHAMAILHOE YHCJIO ATPHOYTOB 0e30MaACHOCTH KAXK-
JI0TO THNA ObLIO TOCTATOYHBIM i NMOANEPXKKH NOTPeGHOCTEH cpeasbi.

B FDP_IFF.1.2 asropy I13/3b cienyer cnemudumupoBats 1 KaXI0i onepanun peajusyembie ®BO u ocno-
BaHHbIC HA ATPHOYTAX 0€30HaCHOCTH OTHOIICHHAS, KOTOPhIe He0OX0MAMO MOAIEPKHBATh MEKIY aTPHOYTAMH 0e30nacHo-
cTH CyObekToB H HH(pOpManHAN.

B FDP_IFF.1.3 asrtopy I13/3b cuenyer cneuu¢punapoBats Bce AonoIHUTEbHbIe npasuia [1®B ynpapiaenns
HR(OPMANIHOHHBIMH TIOTOKaMn, KoTopbie o1 PBO Tpebyercsa peanmsosats. Eciin JonoJHHTebHbIE NMpaBHIA HE HC-
noss3yiorcd, To apropy I13/3b ciaeayer ykaszath «HeT» npu BhiIOJIHEHAN PACCMATPHBAEMON ONEpPAIHH.
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B FDP_IFF.1.4 astopy I13/3b cienyer cnenndunupoBaTh BCe IOMOJHHTEbHbIe Bo3MoxHocTH IIDB, koto-
poie oT PBO Tpebyercs npenocrasuth. Eciin nonoinuTe bHbIe BO3MOKHOCTH He NPENOCTABIAIOTCA, To asTopy I13/36
caeayert yka3ath «Her» npym BbINOJHEHNH paccMaTpUBaeMOll onepanyu.

B FDP_IFF.1.5 asrtopy I13/3B ciaeayer cnennuiupoBaTh OCHOBAHHBIE HA ATPHOYTAX 0€30NMACHOCTH NPABHIA,
ABHO paspemaionie WHGOPMANNOHHBIE MOTOKH W JONOJHAIONIME NMPABHJIA, ONpelejieHHbie B NMpeAbiIyliaX 3JeMEHTaX.
Onnu BoiHecens! B otaenbHblil 3qeMeHT FDP_IFF.1.5, nockonbKy onuCHIBAIOT HCKJIIOYEHHS H3 NMPaBHJ B OpeAbIIyIIAX
snementax. Hampumep, mpasmiaa sisHoro paspemennss WHGOPMANHOHHOTO HOTOKA MOTYT ObITh OCHOBAHBI HA BEKTOpE
MOJIHOMOYHIi, ACCOIMAPOBAHHOM C CYOBEKTOM H BCEr/la 00ecneynBaOniuM eMy BO3MOXHOCTh HHHIIHHPOBATH HmepeMeine-
Hie nH(OpMAINA, HA KOTOPYIO pacnpocTpansercsa cnenudumuposannas [1OB. Eciu nogooHas BO3MOKHOCTh HeXela-
TenbHa, To aBTopy I13/3B caexyer ykaszate «Her» B naHHoii onepanun.

B FDP_IFF.1.6 asropy I13/3b cienyer cnennuuupoBaTh OCHOBAHHbIE HA aTPHOYTAX 0€30MACHOCTH NPaBHJA,
SBHO 3anpemaiomue HHGOPMANMOHHbIE IOTOKH M JONOJHAOINE NPABHIA, ONpeAesieHHble B NPeblIyIHX 3JeMenTaXx.
Onn BoiHecensl B otaenbHbiil 31eMeHT FDP_IFF.1.6, nockoibKy onuCHIBAIOT HCKJIIOYEHHS H3 NMPaBHJI B OpeAbIAYIIAX
anementax. Hanmpumep, mpasmia sBHOro 3anpenieHdss HH(GOPMATHOHHOTO MOTOKA MOTYT ObITh OCHOBAaHBI HA BEKTOpE
NOJIHOMOYHI, ACCOIMAPOBAHHOM C CYOBEKTOM H BCETAA OTKA3BIBAIOUIAM €MY B BO3MOKXHOCTH HHHIIHHPOBATH HmepeMeme-
Hie nH(oOpMAIEA, HA KOTOPYIO pacnpocTpansercsa cnenundumuposansasd [1OB. Eciun noao0Has BO3MOKHOCTH HeXKena-
TeabHa, To apTopy I13/3B caenyer ykazats «Her» B nanHHO# onepamuu.

FDP_IFF.2 Uepapxndeckne aTpubyThl 6€300aCHOCTH

3aMeyaHus Mo NMPUMEHEHUIO AJIS1 TOIb30BaTENsA

Komnioneut FDP_1FF.2 comepxut TpeboBarue, uToOnl Bce [PD ynpapaeHus nHbopManuoOHHBIMH MOTOKAMH
B [1bO ucnonb3oBanu uepapxmueckue aTpubyThl 6€30MaCHOCTH, KOTOpbie 00pa3yioT HEKOTOPYIO CTPYKTYDY.

Hanpumep, 5TOT KOMIIOHEHT CJEAYET MPUMEHSTh, Koraa XoTa Obl onHa u3 [NM®b ynpasnenus napopManmuoH-
HBIMW TIOTOKAMHK OCHOBAHA4 HAa METKAaX, KaK 3TO onpeleisieT Moaeidb MOAUMTUKU Oa3onacHocti besuta m Jla IManynsl
[B&L], 1 otk atpubyThl 6€30MacHOCTH 00pa3yIOT UEPAPXUIO.

BaxxHO OTMETUTB, YTO TPeGOBAHUSA MepapXHuecKUX OTHOLIeHHWIH, naeHTuduunpyemsie 8 FDP_1FF.2.7, npume-
HAMBI TOJBKO K aTpudyTaM 0e30MacHOCTH ynpaBieHUs1 MHGOPMAaLMOHHBIMU NMoToKamu wis [1POb ynpasieHna mMH-
dopMaiMOHHBIMH TIOTOKaMHM, uaeHTUdMUMpoBaHHBIM B FDP_IFF.2.]1. DTOT KOMNOHEHT HEe NMPUMEHHMM K APYTUM
[1®b, vanpumep k [1OB ynpapneHus 10¢TyNoM.

Komnonent FDP_IFF.2, kak » npeablaylunii, MOXeT WUCMOJb30BAaTLCA ISl pealnu3aiyi HOJUTHKH HOJTHOMO-
yuii, coaepxauieil mpaBuia, NO3BOMSIIOLLKE ABHO pa3pellaTh WK 3anpeliaTb UHOOPMANMOHHBIE TIOTOKH.

B ciaydae, koraa Heob6xoauMo cnenuduudpoBats Heckonbko IPDb ynpaBienns nHGoOpMallMOHHBIMH TTOTOKA-
MU, Kaxaas U3 KOTOpPHIX OyaeT MMeTh COOCTBEHHBIE aTpHOYTHl 6e30TACHOCTH, HE CBA3AHHBIE C aTpUOYyTaMMU IPYrux
noautuk, B I13/3b cnenyer cnenudunupoBaTh 3TOT KOMIOHEHT I Kaxnoi u3 [NMb (1. €. BBINOJHUTL I HETO
onepauuio utepauun). Ecnum atoro He caenats, To pazmmuabie yacth FDP_1FF.2.7 Moryt npoTuBopeuUuTh Apyr Apyry,
MOCKOJIbKY He OyAYT CBA3aHBI HEOOXONMMBIMH COOTHOIUICHHSMM.

Onepauuu

HasHavyeHnune

B FDP_IFF.2.1 aBropy I13/3b cneayer cnenmndunupopars [1PB ynpapieHuss WHPOPMaLIMOHHBIMHA NMOTOKAMH,
ocyuiectBasieMble ®BO. Ums u obnacte neiicteus [1OB ynpapinenns nHGOPMALIMOHHBIMU MTOTOKAMU ONpenesoTcs
B KoMnoHeHTax cemeiicrea FDP_1FC.

B FDP_IFF.2.1 apropy I13/3b cinenyet cnenudunupoBaTh MUHUMAJIBHOE YUCIO0 U TUN aTpUOYTOB Ge30nacHoC-
TH, KOTOpbIe OYAYT MCNOJNB30BATHCA MpPH crienuduKanuyu npaBui. TakMMHU aTpuOyTaMM 0e30MaCHOCTH MOTYT OBITh,
Hanpumep, UAeHTUhUKATOP CyObeKTa, YPOBEHb YYBCTBHTEIBHOCTH CYOBEKTA, YPOBEHb JOMYycKa cyObeKTa K UHGOp-
MAallMW, YPOBEHb YYBCTBUTENBHOCTH HHGMOPMaNuK | T. A. Cieayer, 4ToObl MUHUMAbHOE YHUCJIO aTpUOYTOB Oe30MnacHo-
CTH Ka)XOaoro tuna OBLIO JOCTATOYHBIM JJTA NMMOAACPXKKHA HOTp€6HOCTCﬁ CpECakbl.

B FDP_IFF.2.1 aBropy I13/3b crneayeT cnenudunnpoBaTh JUIS Kaxnoi onepauuu peannsyeMbie ®bO u ocHo-
BaHHblE Ha aTpuOyTax 6e30MacHOCTH OTHOIICHHS, KOTOpble HEOOXOAMMO MOLAEPXKUBATh MEXIY aTpubyTamMu 6e30-
NacHOCTU CyObeKTOB M MHGOPMANUK. DTH OTHONMEHHS CJIeNyeT OCHOBBIBATD HA YNOPAIOUYEHHBIX CBA3IX MEXKAY ATPHOY-
TaMH 0e30MACHOCTH.

B FDP_IFF.2.3 apropy I13/3b creayer cnennduuupoBaTh Bce 1oNoaHUTeNbHBIE NpaBuia [1DB ynpapienns
WHGbOPMALMOHHBIMHM TIOTOKaMHM, KoTopble oT ®BO Tpebyercs peannsoBaTh. EciM N1oNoAHUTEBHbBIE TIpaBHJa HE MC-
noae3syiorcs, To apropy I13/3b crenyer ykazath «HeT» npu BbINMOJHEHUW PACCMATPUBAEMOI OMNepamuu.

B FDP_IFF.2.4 agropy I13/3b cieayet cnenmcduLMpoBaTh Bce N10MONHUTENbHbIE BO3MOXHOcTH [1®B, KoTophie
or ®BbO Tpebyercsi mpenoctaBuTh. Ecim 10MOTHUTENbHBIE BO3MOXHOCTH He MpenocTaBasioTcs, To asropy [13/3b
cneayet ykasaTb «HeT» npu BHITIOJIHEHHHM pacCMaTpHMBaeMOi onepaLuu.

B FDP_IFF.2.5 asropy I13/3b ciaenyet cneunduunMpoBaTh OCHOBAHHbIE Ha aTpMOyTax 6€30MacHOCTH NpaBuia,
SIBHO pa3pellaoline nHGOpManuoHHbIE TTIOTOKHA U AONOJHSIOUIME NpaBUia, onpeleieHHble B NPeabIIYIIHUX SJIeMeH-
Tax. OHU BbIHECEHBI B oTAcHbHBIN 31eMeHT FDP_IFF.2.5, nockonbKy ONUChIBAIOT CKTIOUEHUWS M3 IPABIII B NIPEbIAY-
wux snemMeHTax. Hanpumep, npaBuia sSiBHOTO paspellieHUs WH(OPMALIMOHHOTO MOTOKA MOrYT OBLIThH OCHOBAaHBI Ha
BEKTOpPE MOJHOMOUYMI, aCCOIMMPOBAHHOM C CyOBEKTOM M BCeraa o0ecnevyMBaIoOIIUM €My BO3MOXHOCTh MHUIIHHPO-
BaThb NepeMelleH1e nHMOPManHK, Ha KOTOPYIO pacnpocTpaHsercs crneunduunposannas [1OB. Ecnn nogpobHas Bo3-
MOXHOCTb HexenareibHa, To aBTopy I13/3b cnenyer ykasath «HeT» B n1aHHOM onepanum.
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B FDP IFF.2.6 aBtopy I13/3b cnenyet ciennduunpoBaTh OCHOBAHHbIE HA aTpubyTax 6e30MacHOCTH MpaBua,
SIBHO 3anpeniaiolrne nHGOopMarnoOHHbIE TOTOKK W NOTIOTHSAIOIINE NPaBUia, OTNpeieeHHbIe B NPEAbLAYLINX JIEMEH-
taX. OHM BeIHECEHbI B OTAENbHbBIN 31eMeHT FDP 1FF.2.6, NocKOABKY ONUCHIBAIOT MCKJIIOYEHUS U3 TIPABUI B TIpEAbILY-
nmx aaeMeHTax. Hanpumep, npaBuia sSIBHOTO 3anpelileHUs MHMOPMAIlMOHHOTO MOTOKA MOTYT ObITh OCHOBaHBI Ha
BEKTOpPE MOJTHOMOYMI, aCCOIMMPOBAHHOM C CYOBEKTOM M BCErga OTKA3bIBAIOUIUM €MY B BO3MOXHOCTH WHUIIMMPO-
BaTh TepemellleHne HHMOpPMaIn, Ha KOTOpYIo pacripocTpaHseTes cnenudnnmnpopannas [1OB. Ecau nono6Has Bo3-
MOXHOCTh HexelaTeabHa, To aBTopy [13/3b crnenyer ykaszath «HeT» B 1aHHOI onepanuu.

FDP_IFF.3 Orpannuenne Hepa3pemeHHbIX HHGOPMATNOHHLIX IOTOKOB

3amMevyaHus O NMPUMEHEHUIO IS MOJb30BATENS

Komnonent FDP_IFF.3 creayer ucnonw3oBath, KOraa oaHa uin Heckonbko [1MDB coaepxkaT TpeGoBaHus 1o
YTIPaBICHUIO HEPA3pEUICHHBIMM MH(MOPMAllMOHHBIMM TTIOTOKAMM, HO HM OfHA M3 HHUX HE BKITIOYAeT B cebst TpeboBa-
HUS UX YCTPaHEHMS.

Mt cnenudHIMPOBAHHBIX HEPa3pelIeHHBIX MHGMOPMAMOHHBIX TTOTOKOB CIIEAYET YCTAHOBHTb MAKCUMAJbHO
JOTMYCTUMble MHTeHCUBHOCTU. Kpome Toro, aBtop I13/3B nMeeT BO3ZMOXKHOCTE OTIpeAeTnTb, HEOGX0AMMO JIH TIO/BEp-
rate ayInTy HepaspellleHHble NHOOPMAlMOHHBIE MTOTOKH.

Ornepanun

HaszwnaueHne

B FDP_IFF.3.1 astopy I13/3b caeayer cnemundunuposats I[1®B ynpasienns mAGOPMANMOHHBIMH NOTOKAMH,
ocymectpiasembie ®BO. Vma u o6aacts neiicteusa [1OB ynpasaenns uadopMANNOHHBIMA OTOKAMH ONpPEAENAIOTCH B
KomnonenTax cemeiictsa FDP_IFC.

B FDP_IFF.3.1 astopy I13/3B caeayer cnenu(puipoBaTh THNLI Hepa3pemieHHHIX HH(OPMAIIHOHHBIX MOTOKOB,
MaKCHMAJbHAA HHTEHCHBHOCTH KOTOPBHIX OTPAHHYHABAETCAH.

B FDP_IFF.3.1 asropy I13/3b caenyer cmennunapoBaTh MaKCHMAJTHHYI0 HHTEHCHBHOCTDb, JONMYCTHMYIO A
KaXI0ro M3 AAeHTH(HINPOBAHHBIX HepasdpemeHHbIX AH(GOPMAIMOHHBIX NMOTOKOB.

FDP_IFF.4 YacTuunoe ycTpaHeHHe HepaspemeHHbIX UHGOPMANHOHHBIX NMOTOKOB

3aMeyaHus Mo NMPUMEHEHUIO AJIs NOJIb30BaTeNs

Komnoneut FDP_IFF.4 cneayeT mcnonb3oBath, Korga ogHa win HeckKoiabko IPB comepxar tpeboBanmus mo
YIIPABAEHUIO HEpA3pelIeHHBIMY NHMOPMAIIMOHHBIMY MTOTOKAMY U TIPHU 3TOM XOTs Obl OHA U3 HUX BKJIOYAET B cebst
TpeOOBaHUA YCTpaHEHHS XOTsA Obl OAHOTO HepaspelleHHOro UHGOpMalOHHOTO NOTOKA.

Onepanuun

Haszwmauenne

B FDP_IFF.4.1 apropy I13/3b cnenyet crienndunnponars [1PB ynpapnerus nHOOpMannOHHBIMH NOTOKAMH,
ocyurectBasiemble PBO. Uma u obnacts aeiictBusa [NMPb ynpapienus MHGOPMANMOHHBIMHA TIOTOKAMH OTNPENEISIOTCS
B KoMmnoHeHTax ceMelictea FDP_IFC.

B FDP IFF.4.1 apropy I[13/3b cnenyer cnenuguiinpoBars TUIMB Hepa3pellie HHbIX HH()OPMATHOHHBIX TIOTOKOB,
MakKCHUMaJibHasA MHTCHCHUBHOCTb KOTOPLIX OIrpaHMYIMBACTCA.

B FDP IFF.4.1 aBropy I13/3b cnenyet criennuinpoBaTh MAaKCUMAIBHYIO WHTEHCHUBHOCTD, AOTYCTUMYIO s
KaXXI0ro M3 MACHTH(UIIHPOBAHHBIX Hepa3peIeHHBIX HHMOPMAIIMOHHBIX TOTOKOB.

B FDP_IFF.4.2 astopy I13/3b ciaeayer cnendpuiupoBaTs THNBI Hepa3penieHHbIX HH(OPMANMOHABIX MOTOKOB,
NOJIeRKAMNAX ycTpaHennio. CACOK He MOXKeT ObIThb HYCTHIM, MOCKOJBKY JAHHBII KOMIIOHEHT COIEPKAT TpeOoBamme
ycTpaneHusl X0Td Obl 4ACTH Hepa3pemleHHbIX HH(OPMATHOHHBIX NOTOKOB.

FDP_IFF.5 OtcyrcTBHe Hepa3pemieHHbLIX HH(OPMANMOHHLIX MOTOKOB

3amMevyaHus MO0 NPUMEHEHUIO AJIS1 TOJb30BaTes

Komnonenut FDP_IFF.5 crenyer ncnonbs3oBars, kKoraa [MPDb, comepxaiime TpeOOBaHMS IO YIPABICHUIO HE-
pa3spCICHHBIM A I/lH(i)OpMaL[]/lOHHbIMI/I NOTOKAMH, BKITIOHUAIOT B cebda Tp€6OBaHI/l€ MOJIHOTO MX YCTpAaHCHMA. OHH'dKO
aBpropy I13/3b ciaenyeT BHUMATENbHO U3YUNTh, KaKOE BIMSIHUE TMOAOOHOE YCTPaHeHHE MOXKET OKa3aTh HAa HOpPMaJb-
Hoe yHknnonupoarue OO. [TpakTuKa nokaspiBaeT BO3MOXKHOCTE OMOCPEAOBAHHOIO BAUSHUA Hepa3pelIeHHbIX UH-
(GopMallMOHHBIX NMOTOKOB Ha paboty OO, Mo3TOMy HX TOJHOE YCTpaHEHWE MOXKET NMPHUBECTH K HEXKeNAaTeIbHBIM
MOCJIEICTBUSM.

Onepannuun

HasznaueHne

B FDP_IFF.5.1 asropy I13/3B cnenyer cnemudumuposars [1DOB ynpasienns nadopMAIHOHHBIME NOTOKAMA,
1S KOTopoii nadopMannonable NOTOKH Tpedyercs ycrpanuts. Vmsa u obaacts aeiicteusa [1Db ynpapienns ungopma-
HMOHHBIMH NOTOKaMH ONpelensioTcs B KoMnoHentax cemeiicrsa FDP_IFC.

FDP_IFF.6 Monnatopunr Hepa3pemeHHbIX MHGOPMANMOHHBIX NOTOKOB

3aMevyaHus Mo NMPUMEHEHHIO AJIS MOJIb30BaTeNsd

Komnoneut FDP_IFF.6 cneayer ucnonb3oBath, koraa ot ®BO TpebyeTcsa npoBenecHHe MOHUTOPHHTA Hepas-
peleHHbIX HHMOPMAIHOHHbBIX TTOTOKOB, HHTEHCUBHOCTb KOTOPBIX TIPEBBIIIAET CrIEHA(UIIMPOBAHHOE TTIOPOTOBOE 3HA-
yeHune. Ecam Takoii noTok TpeGyeTcs MoABEPTHYTH AyAUTY, TO 3TOT KOMTIOHEHT MOXET CITYXXUTh UCTOUHUKOM COOBITHH
aynnta ans komrnoHeHToB cemelictBa FAU _GEN «I'eHepalinsi naHHBIX ayanTa 6€30MacHOCTH».

Onepanuu

HaszHaueHne
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B FDP_IFF.6.1 asropy I13/3B caeayer cnenndunuponath [1PB ynpapienns uugopmManaoHabIMH NOTOKAMH,
ocymectpiasembie DBO. ma u obaacts geiictsua [1®B ynpapienns uHGOpMANHOHHBIMA NOTOKAMH ONPEAEIAIOTCA B
KomnoHeHTax cemeiictea FDP_IFC.

B FDP_IFF.6.1 aptopy I13/3B cuneayer cnenndpuuMpoBaTh THIbI Hepa3peuleHHbIX HAGOPMATAOHHDBIX NOTOKOB,
MOJJIeKANAX MOHHTOPHHTY HA NPEBLIIICeHAE MAKCHMAJIbHOTO 3HAYEHHA HHTEHCHBHOCTH.

B FDP_IFF.6.1 asropy I13/3B caeayer cnenupuuupoBaTh MAaKCHMAJIbHYI0O HHTEHCHBHOCTD, NPEBbIIEHHE KOTO-
poii Hepa3pemenHsiM HHGOPMANNOHHBIM NOTOKOM Oyler otciaexusarbea OBO.

E.7 Umnopt aaunsix u3z-3a npeaeios aeiicteua @O (FDP_ITC)

Cewmeiicteo FDP_ITC onpenensier MexaHW3Mbl IUIs1 UMNOPTa JaHHBIX NoJib3oBatend B OO u3-3a npeaenos O D
TakKWUM 00pa3oM, YTOObl aTpUOYThl 6€30MACHOCTH JAHHBIX MOJIb30BATENS NMPU 3TOM COXpaHSTMCh. COrIacCOBAHHOCTD
3THUX aTpubyTOB HesonacHocTr onpenensercda ceMeidctBoM FPT_TDC «CornacoBanHocts nanHbeIX PBO Mexny ®BO».

B FDP_ITC rakxe paccMaTpuBaloTCsa OrpaHUYeHUS HA UMNOPT, crielMdUKALIUA aTpUOYTOB 6e30MaCHOCTH TOJIb30-
BaTeJIEM M accolpanus aTpubyToB 6€30MaCHOCTH M AAaHHBIX MOJb30BaTes.

3amevaHus LISl TIONb30BaTeNs

FDP ITC u coorBeTcTByONIce ceMeicTBO i akcnopta aAaHHblX FDP_ETC onpenensior, kak OO nocrynaet
¢ JaHHBIMH ToOJIb30BaTesei, nocrynaoumMu B OJdP u nepenaBaeMbiMW M3 Hee. OHO CBA3aHO ¢ HA3HAYCHHEM M
WICHOPHPOBAHHEM aTpUOYTOB 0€30MAaCHOCTH JAHHBIX TOJb30BaTesl.

B cemeiicTBe MOTYT paccMaTpUBAThLCS CIICAYIONIHE NCHCTBUA:

a) UMMOPT JAHHBIX TOJb30BaTeNsd ¢ HecopMaTHOro (MO OTHOUICHHWIO K 6€30MacHOCTH) HOCHTENs (Takoro,
KaK TMOKWIM AMCK, MAaTHUTHAs JIEHTa, CKaHep, BUAEO- WJIM ayAMOCUTHAI) 6e3 aTpubyToB 6e30racHOCTH M (husnuec-
Kasi MapKHpoBKa HOCHTENS IJIs1 yKa3aHWs Ha €ro CoiepXaHWHe;

6) MMIOPT AAHHBIX TOJB30BATENA, BKIIIOUAs aTpHOYTH 0€30MAaCHOCTH, ¢ HOCHUTENS M BepHU(HKALMSI COOTBET-
CTBUSI aTpHUOyTOB 0E30MacHOCTH OOBEKTA;

B) HMMOPT AAHHLBIX MOJB30BATCIA, BKIIKOYAA anH6yTbl 6C3OHHCHOCTH, C HOCHUTEIIA € NCMOJIB30BAHUEM KpHII-
Torpauueckux MeTOJ0B /7S 3allIMThl aCCONMANUK JAHHBIX MOJb30BATENS C aTpUbyTaMu 6e30NacHOCTH.

Cemeiicteo FDP_ITC He mMeeT OTHOUIEHHS K ONPEACICHAIO BO3MOXHOCTH MMIIOPTA AAHHBIX MOJb30BaTENs.
3IL€CI> paccMaTpuBaroTCA JIWLIIb 3HAYCHUA anH6yTOB 0€e30MacHOCTH I acconanii ¢ UMINOPTUPYEMBIMU JdHHBIMH
MOJIb30BATEJIS.

EcTb nBe BO3MOXKHOCTH MPH MUMIIOPTE NaHHBIX TIOJIb30BATEIIS: JINOO OHM OJHO3HAYHO aCCOMUMUPYIOTCS € NOCTO-
BEPHBIMH aTpUOyTAMM 0€30MacHOCTH 00BLeKTa (3HAYEHMS U CMBICH aTpUOYTOB 0e30MacHOCTH He MeHSIoTes), Jubo
HUKAKWUE AOCTOBEPHBIE aTPUOYThl 6€30NaCHOCTH (MK BOOOLUE KaKKUe-JTMO60 aTpUubyThl GE30MacHOCTH) HE MOIYT OBITh
MOJIYYEHB! OT MCTOUHMKA JAaHHBIX. B 3TOM ceMeiicTBe paccMOTpeHbl 00e BO3MOXHOCTH.

Ecnn nMmeloTes nocToBepHble aTpUOYTHI 0€30MACHOCTH, UX MOXHO acCOLIMMPOBAThH ¢ JAHHBIMH T0JIb30BATEIIS
dusnueckn (aTprudyThl 6€30TIACHOCTH HAXOAATCA HA TOM Xe caMOM HOCHTeNe) WM JioThueckn (aTpubyThl be3omac-
HOCTH TepeaaloTes OTACNbHO, HO BKIIOYAIOT B ce0s1 YHUKANBHYIO UAEHTU(hUKALIMIO 00beKTa, HAallpUMep KPHUIITOrpa-
r4ecKylo KOHTPOIBHYIO CYMMY).

CeMelCTBO CBSI3aHO ¢ MMIOPTOM IAHHBIX MOJIB30BaTesl U COMPOBOXIEHUEM WX AacCONMAlMH C aTpUOyTaMH
6e30nacHOCTH B COOTBETCTBHM ¢ TpeboBaHuaMmuU [IDB. C acnekraMu UMIOPTA, KOTOphlE HAXOAATCSA BHE OOJACTH
JOeHCTBUS 3TOTO ceMeicTBa (HarpuMep, ¢ HEeMmpPOTMBOPEYHUBOCTBIO, JOBEPEHHBIMU KAaHANAMH, IEIIOCTHOCTBIO), CBSI-
3aHbl ApyrHe cemeiictBa. bosee toro, B cemeiictBe FDP_ITC paccMmarpuBaeTcs ToNbKO MHTepdEC AT BBINOTHEHNMS
MMMOpTa. YYacTUe B nepenaue ¢ APYroi CTOpOHbl (KaK MCTOUHMKA) paccMaTpuBaetcs B ceMeiictee FDP ETC.

XOpoLuo U3BECTHBI cIenyonme TpeboBaHUs UMTIOPTA:

T) UMIMOPT JaHHBIX MOJB30BaTeNsl 6e3 KaKUX-Tnbo aTpubyToB 6E30MACHOCTH;

1) UMNOPT NAaHHBIX TMOJb30BATENsA, BKIIOUYAsA aCCOLMMPOBAHHBIE ¢ HUMHU aTpUOYTHI GE30MACHOCTH, MpPHUYEM
aTpuOyThl 6e30MacHOCTH OJHO3HAYHO TPEACTABISIOT UMIIOPTUPYEMYIO HHGOPMALIKIO.

3TH TpeboBaHWS UMTIOPTa MOTYT OBITh peanu3oBansl PBO nNpu yuacTun uny 6e3 yyacTus 4eaoBeKa B COOTBET-
CTBUU ¢ orpaHuueHussMH UT m noauTukoil 6e30nMacHOCTWM OpraHu3auvu. HanpuMmep, eciium AaHHBIE NOJL30BaTENs
NOJyYeHbl MO «KOH(PUACHTIMAIBHOMY» KaHaTy, aTpuOyThl 6€30MacHOCTH 00beKTa OYAyT YCTAHOBJIICHBI KaK «KOH(U-
NEeHLMNANbHbIE»,

Ecan npumeHsiorca Heckonbko [1®Db ynpaBiaeHHs 10CTyNnoM W/Win HHQOPMANMOHHBIMHM TOTOKAMH, TO MO-
XET l'lOTp€60BaTbC$l NMOBTOPHUTE 3TOT KOMHNOHCHT OTACIBHO I K‘d)KH.O“ NOJINTHUKHU (T. € NIPpUMCHHUTL K HCMY OIICpaLlnI0
UTEPALIAN).

FDP_ITC.1 UMnopT JaHAbIX NOJb30BaTeNia Oe3 aTpuGyToB Ge30nacHOCTH

3aMeyaHUs Mo NPHUMEHEHHIO IS MOIb30BaTeIs

Komnonent FDP_ITC.1 ucnonw3yercs ans crienuduKanim UMIOpTa AaHHBIX MOJb30BaTeNs, HE UMEIOIMX 10~
CTOBEpHBIX (WM BOOOIIe HUKAKUX) aTpUOYTOB 6e30MnacHOCTH. DTa (hyHKIMS TpebyeT, 4ToObl aTpuOyThl H6e30MnacHOC-
TW JAaHHBIX NMojib3oBaTenst nHUnuupopanuck ®BO. [papmra nmnopra Moxet crnenudunuposars U aprop I13/36. B
HEKOTOPBIX CPENaXx MOXET NOTPebOBaThCA WCHOJNB30BaHWE IUISA TMEPENayl 3TUX aTpMOYTOB MEXaHW3Ma JAOBEPEHHOTO
MapuIpyra WJn KaHaa.
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Onepaiuu

HasHavyeHue

B FDP_ITC.1.1 asropy I13/3b caeayer cnenuduuuposats, kakue [1®B ynpasienns Joctynom H/win Hugop-
MANHOHHBLIMH MOTOKAMH OYAYT OCYMIECTBJIATLCA NPA MMNOPTE AaHHBIX nois3osarens B O/[D. /lanHbie noJib3oBarens,
KOTOpble HMIIOPTHPYIOTCA 3Toii GyHKNHeil, orpanminBaloTca Ha3HayenneM 3Tux [1DBb.

B FDP_ITC.1.3 asTopy I[13/3B caeayer cnenapuuHpoBaTh Bce JOHOJHATEIbAbIC NPABUIIA YNIPABJICHHS HMIIOP-
ToM HJH yka3aTth «HeT» nmpH oTCYTCTBHH TAKOBbIX. DTH mpaBmia Oyayr peaimsosanmni PBO B nonoanenne x IIPOB
ynpaBJjeHHsA AOCTYNOM H/Win HHPOPMAIMOHHBIME NOTOKaMH, BbiopannsiM B FDP_ITC.1.1.

FDP_ITC.2 UMnopT AaHHbIX NMOJb30BaTENA ¢ ATPHOYTAMH 0e30macHOCTH

3aMe4yaHHs No NPUMEHEHHUIO NS MOJb30BaTENs

KomnonenT FDP_ITC.2 ucnonssyercsa juis cnelMdUKaLlMY UMIIOPTA JAHHBIX NOJIB30BATENs1, UMEIOLLNX 10CTO-
BEpHBbIE aTpUOYTHl G€30MACHOCTH, ACCOLIMMPOBAHHBIE ¢ HUMHU. DTa (DYHKIHMS WCTIONb3yeT aTpuOyThl 6e30MacHOCTH,
TOYHO U OHO3HAYHO CBA3aHHbIE C OObEKTAMH Ha HOCHUTEJIE UMMOPTUPYEMBIX AaHHBIX. [Tocne 3aBeplueHUS UMIOPTa
Takue 0OBEeKThl OYAYT UMETh Te XKe aTpuOyThl 6e3onacHocT. [1pu 3ToM Tpebyercd npusieucHue ceMeiictBa FPT _TDC
Ut obecrneyeHust HempoOTUBOPEYMBOCTH NaHHBIX. [IpaBuna uMnopra Moxer cnenudunmposarts W aprop I13/3b.

Onepauuu

HasHavyeHue

B FDP_ITC.2.1 astopy [13/3b caeayer cnenuduuuposats, Kakne I1PB ynpasinenns noctynoM H/uiu uugop-
MANHOHHBIMH MOTOKAMH OYAYT OCYHMIECTBAATHCA NPH MMNOPTe JaHHBIX moxbiosatens B O1D. /lannbie nojip3opaTes,
KOTOpbI¢ HMMOPTHPYIOTCA 3Tol (pyHKIUHel, orpanmunBaloTca HasHayennem [1DB.

B FDP_ITC.2.5 asropy [13/3b cienyer cnennpuuupoBaTh Bce JONOJIHATEILHBIC MPABAIA YIPABJICHHA HMIOP-
TOM WM YKa3ath «HeT» npu uX orcyrcTBHM. DTH npasuia 0yayT peammzosansl ®BO B nononnenne Kk [1PB ynpasie-
HHAS T0CTyHOM H/Aad AH(OPMAIHOHHBIMH NMOTOKaMH, BhiopanHbpiM B FDP_ITC.2.1.

E.8 Ilepenaua B npegenax OO (FDP_ITT)

Cewmeticteo FDP_ITT comepxXuT TpeboBaHuA, CBA3aHHbIE C 3allIMTOM JaHHBIX MOJb30BaTe/sd NPH UX Nepenaye
MeXIy pasnuuHbIMH dacTaMu OO no BHYTpeHHEMY KaHaly. ITUM oHO omimuaeTcsi oT cemelictB FDP_UCT u
FDP_UIT, xoropble 00eCneunBaOT 3alUTy NJAHHBIX M0Jb30BaTeNs MPHU HX Nepeaade Mexay pasinyHbiMu ®@bO no
BHEIIHEMY KaHaly, a Takke oT ceMelictB FDP_ETC u EDP_ITC, kotopble cBSI3aHBI ¢ nepefavyel JaHHBIX 3a Npeae-
JIbl WITK U3-34 npeaenos aeitctausg O BO.

3ameuaHns A MOIB30BATENs

TpeGopanus sToro cemeiicrsa nospossitor apropy I13/3b cneunduLMpoBaTh XeAaTeabHbII cnoco6 3alWThI
JNAHHBIX TTOJB30BATENS BO BpeMsl X repeaaun B nipeaenax Q0. 3To MoXeT ObITh 3alllMTAa OT PACKPBLITHS, MOAW(DUKALUH
WM HApyLUEHWS AOCTYNHOCTH.

[Mpunarue pelreHuss 0 creneHM GU3NIECKOTO pa3NeieHHus, B YCIOBUAX KOTOPOTo CedyeT MCMONb30BaTh ITO
CEMEMCTBO, 3aBHUCHT OT MPEAroaracMoil cpeabl SKCITyaTanuu. B HeGraronpuaTHo cpele MOTYT BO3HUKATb PUCKH,
CBSI3aHHBIE ¢ Tepenaueii Mexay yactsamu OO, pasnesleHHBIMH BCEro JIMLIb CUCTEMHOM LIMHOW. B Gonee Gnaronpusr-
HOM cpene WIsl Tepesaul MOKHO MCIIONb30BATh OOBIUHBIC CETEBbIE CPENCTBA.

Ecan npumenstorcs Heckonbko [1MDD ynpapneHus 1octynoM u/wiv MUHGOOPMALMOHHBIMU NMOTOKAMM, TO MO-
KEeT OTpeBOoBATLCS MOBTOPUTH HTOT KOMIOHEHT OTAEIBHO JUTA KaXA0iH UMEHOBAHHOM NMOJUTHKH (T. €. NPUMEHUTD K
HEMY Olepalmio uTepanun).

FDP_ITT.1 bazoBas 3amuta BHyTPeHHe#H nepenadn

Onepanun

Hasznauenwne

B FDP_ITT.1.1 astopy I13/3B cienyer cnenupumuposats [1PB ynpasieHusa noctynom u/win uugopmanuon-
HBIMH MOTOKAMH, PACHPOCTpPAHAIONIHECS HA mepenasaemyio maGopMANHIO.

BriGop

B FDP_ITT.1.1 astopy I13/3b cieayer cnennuuupoBaTh THNLI OMIHOOK Nepeladyn, 0T KOTOPLIX clelyeT 3aum-
maTh, ucnoab3yas PbO, nannpie NHoJMb30BaTENd NPA HX nepenade. BapHaHTpl: pacKpbiTHe, MOJH(PHKAIMUA, HETOCTYII-
HOCTb.

FDP_ITT.2 Pazaenenne nepenadd Ho aTpadyTam

3aMeyaHHs N0 NPUMEHEHHIO JJISl MOJb30BaTeIIs

Komnonent FDP_ITT.2 MoxeT GbITh MCHOJIL30BAaH, HATIPUMED, I/ obecneuyeHns pasNUudHbIX BUIOB 3alUTHI
MHGMOPMALIMM B COOTBETCTBHH C PA3TMYHBIMM YPOBHSMM KPUTHYHOCTH.

OnHUM U3 cnoco6GoB pa3neieHus NAaHHBIX NMPHM Nepenaye sSBNsSETCA MCMONb30BAHME pa3leNieHHbIX JTOrMUECKUX
WU GU3NYECKUX KAHAJIOB.

Onepauuu

HasHauyeHnne

B FDP_ITT.2.1 aBropy I13/3b crenyer cnenudunuposats [1POb ynpapneHus 10CTYNOM W/WAW WHMOPMAIINOH-
HBIMH NMOTOKaMH, pacripoCTpaHSIoONIIMeCsd Ha repefaaBaeMyo HHGOPMaLHIOo.
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BriGop

B FDP ITT.2.1 aBropy I[13/3b cinenyet cneunduUpoBaTh TUTIBI OMIMOOK TIepeaayy, OT KOTOPBIX CJICAYET 3allln-
niarhb, ucnonbdys ®bO, naHHbBIe NoOIB30BaTENsA NPU KX Nepenade. BapuaHTel: packpbiTie, MoauduKalmsg, HEAOCTYI -
HOCTb.

HasnageHnmne

B FDP_ITT.2.2 astopy I13/3b caenyer cnemuduumnposath aTpadyTHl 0€300ACHOCTH, O 3HAYECHHIM KOTOPBIX
®bO OyayTt onpeaensaTs, KOraa JaHHbIE, NepechliaeMble Mexay pusmiecku pasneiennsiMa dactama OO, TpeGyioT pa3-
nenenusd. Hanpumep, nannbie moixb3oBaTels, aCCONMMPOBAHHBIE ¢ HACHTH(MHKATOPOM OJHOTO BJIAAEIbIA, NEPEeIAIOTC
OTIeNbHO OT JAHHBIX, ACCONMAPOBAHHBIX ¢ WAeHTA(UKaTopamn Ipyrux Biaasenbnes. Toraa maus onpedeienuss He06Xo-
AAMOCTH PA3ACJICHUAA JAHHBIX NPHA nepeade UCHoib3yeTCs 3HAYCHHUE I/IZ{CHTI/}(bI/IKaTO])a HX BJjJajeabua.

FDP_ITT.3 MondTopunr neaocTHOCTH

3aMevyaHWs M0 MPUMEHEHHIO IS MOJIb30BaTesa

Komnionent FDP_ITT.3 ucnonssyercs B couetanun ¢ FDP_ITT.1 unu FDP_ITT.2. On ofecrnieynBaeT, 4TOOkI
®BO npoBepsIA LETOCTHOCTD TTOMYYSHHBIX JaHHBIX TIOAb30BaTesd (M nx atpnbytos). Komnoneuts: FDP_ITT.1 uan
FDP _ITT.2 npepoctaBaT AaHHBIE CMIOCOOOM, 3alIMINAIOIIMM AaHHBle OT Monnudukanun, a FDP_ITT.3 no3poaut 06-
HAPYKUTb HEKOTOPbIE M3 MOIH(DHUKALIMIA.

Agtop [13/3b nomxkeH criennuinpoBaTh BUABI OIIUOOK, MOLTeKalNX obHapyxkeHuto. ABropy I13/3b cneayer
pPAcCMOTPETh, TOMUMO TMPOYUX HAPYUIEHW 11€TOCTHOCTH, CIAEAYIONMe BUAbl OMIMO0K JaHHbBIX: MOAMMUKALINS, 110/~
MEHA, HEBOCCTAHABIMBAEMOE M3MEHEHHE TOCIEeN0BATEIbHOCTH, TIOBTOPHOE MCIIOIb30BAHME, HEMOIHOTA.

Astopy [13/3b Heob6x0aAMMO cnielinpUIIMPOBATh, KAKHe NEWCTBUS creayeT npeanpnHate ®bO npn obHapyxe-
HAM OIUIMOKM, HarpuMep WIHOPHPOBATh JaHHbBIE TTOJb30BATElNsI, 3alPOCUTh AAHHBIE NMOBTOPHO, COOOIINTL YIOJHO-
MOYEHHOMY aAMUHUCTPATOPY, HANPaBUTh TpacHK IO APYIMM KaHajaM.

Onepaunun

Haszwnauenne

B FDP_ITT.3.1 astopy [13/3b caenyet cnenudumuposats, Kakue I[1®OB ynpasiaenns nocrynom u/mim uagop-
MANHOHHBIMA MOTOKAMH PACHPOCTPAHSAIOTCS HA MepeiaBaeMyio W MPoBepseMyio Ha OMAOKHA NEJOCTHOCTH HH(pOPMALHIO.

B FDP_ITT.3.1 asropy [13/3b cienyeT cnennuiupoBaTh THIBHI BO3MOXHBIX OINOOK HEJOCTHOCTH, OTCICKH-
BAaeMbIX BO BpeMs Hepenadd JAHHBIX HOJb30BATEs.

B FDP_ITT.3.2 aBropy I13/3b caeayer cnenudunnaposats aeiicTsus, npeanpuaamaembie ®BO B caysae o6na-
py:Kenns omnoxu neaocrnocta. PbO, HampuaMep, MOTYT 3aIPOCHTH HOBTOPHYIO Nepeaayy JaHHbIX noap3osatens. [IDB,
cnenndunuposannsie B FDP_ITT.3.1, OyayT ocymecTBasThCA Kak aeicTems, npeanpaanMaembie OBO.

FDP_ITT.4 MoHATOPHHT HEJIOCTHOCTA MO aTpudyTam

Komnonent FDP_ITT.4 ucnonsayercs B couetanun ¢ FDP ITT.2. On obecrnieunBaet, ytobbl ®bO npopepsnu
IETOCTHOCTh NOJYYEHHBIX AAHHBIX MONb30BATENsA, TIEPEAAHHBIX M0 pa3lieIeHHBIM KaHalaM (B COOTBETCTBUU CO 3HA-
YeHUSMH criennduInpoBaHHBIX aTpUOyTOB 6e3onacHocTH). KomnoneHT no3Bodset aBTopy [13/3b cneuunguumnpopars
OeHCTBUSA, TIPEATIPUHUMAEMBIE B CTydyae OOHAPYXKEHMS OLIMOKH ETOCTHOCTH.

KoMnoOHeHT, HANpuMep, MOXET WCMONb30BAThCS ST 0becreueHUs KaK OOHApPYXCHUS pasIMuHbIX OLIMOOK
LEJTOCTHOCTH, TaK ¥ ACHCTBMM Had uHbOpMaIKe Ha pa3TUYHbIX YPOBHSX METOCTHOCTH.

Asrop [13/3b nomxkeH crennduIMpoBaTh BUAL OUIMOOK, noiexamnmx ooHapyxeHuio. Asropy I13/3b cnenyer
pPAcCMOTPETh, IOMUMO NMPOYUX HAPYIIEHUH [1€TOCTHOCTH, CAEAYIOINE BUABI OMMOOK NaHHBIX: MOAUMUKALIUS, MO -
MEHAa, HEBOCCTAHABIMBAEMOE W3MEHEHUE TOCIeI0BATEIbHOCTH, [MOBTOPHOE HCIONIL30BaHWE, HEMOJIHOTA.

Asropy I13/3b crenyer cnenndnnnpoBath aTpUOYThl (1 ACCOLIMMPOBAHHBIE ¢ HUMH KaHaJIbl Iepefaun), Tpedy-
IOI[€ MOHUTOPHUHTA OLIMOOK IETOCTHOCTHU.

Asropy I13/3b HeobxoanMo cnenudHINPOBATh, KaKWe AeicTBUM cieayer npeanpuHate PbO npu obHapyxe-
HUH OIIMOKK, HallpUMEp WIHOPHPOBATh AAHHBIE IOJb30BATE/sSI, 3alPOCUTh JAHHbIE MOBTOPHO, COOOLUIMTH YMOJHO-
MOUYEHHOMY aAMUHUCTPATOPY, HaNpaBUTh TpadHK MO APYTUM KaHATAM.

Onepanun

HaszwaueHne

B FDP_ITT.4.1 aBropy I13/3b cneayer cnenndunuponars, kakue [1DOB ynpasieHns AocTynoM u/mim nHGoOp-
MallMOHHBIMK MOTOKAMH PAacNpOCTPaHSIOTCA Ha TMepeaaBacMyio M MpOBepsIeMYyI0 Ha OIIMOKM LETOCTHOCTH MHGOpP-
MAIHIO.

B FDP _ITT.4.1 aBropy [13/3B cneayer cneunduiiMpoBarh TUIbl BO3MOXKHBIX OIIMOOK LEJOCTHOCTH, OTCIEKH -
BAa€MBIX BO BpeMsl Nepeaayll JaHHbBIX TOJb30BaATENs.

B FDP_ITT.4.1 astopy I13/3b caexyer cnenudpauapoBaTh CHUCOK aTPUOYTOB 0€30MACHOCTH, TPedyIomux pasae-
JIeHHs] KaHaloB nmepejadyd. DTOT COUCOK HCHOJb3yeTcs AJs ONpelelieHusl TOro, Kakde AaHHble MOJb30BaTendst OyayT
OTCJIEKHBATHCA HA OMHAOKYW HEJOCTHOCTH HA OCHOBE ATPHOYTOB 0e30MACHOCTH JAHHBIX M KAHAJIOB Nepeladyd JaHHBIX.
OT10T 27eMeRT npsaMo 3aBuacAT oT komnoHenTa FDP_ITT.2 «Pa3nenenne nepegaun no aTpudyram».

B FDP_ITT.4.2 apropy I13/3b cneayer cnienudniiupopats aeicTBus, npeanpuauMaemsie ®BO B ciaydae oGHAa-
pyxXeHus1 olMbKK uenocTHocTH. PBO, HanpuMep, MOTYT 3allpOCHUThL MOBTOPHYIO MEpenady JAaHHBIX T0Jb30BaTeNsl.
[MODb, cnenndbnnnporannsie B FDP_ITT.4.1, GyayT ocyliecTBISTLCS KaK AeHCTBHSA, npeanpuHnmaeMble OBO.
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E.9 3amuta ocraTounoii uapopmanuu (FDP_RIP)

Cemeiicteo FDP_RIP cBsizaHo ¢ HE06X0AMMOCTBIO 0oOecriedeHus TOocaeaAyloleil HeAOCTYTHOCTH YAANESHHOM
nHbOPMAIIMY B OTCYTCTBHS BO BHOBb CO3JaHHBIX 00beKTax MH(GOPMAIIMK U3 00BEKTOB, paHee NCINONb30BABLINXCS B
0O0. 310 ceMeNCTBO HE MpUMEHSIETCS K 00beKTaM, XpaHUMbIM aBTOHOMHO.

3aMevyaHus AN MOJb30BATENS

DTO ceMEMCTBO COAEPKUT TPeOOBAHMSA 3alIUThl MHMDOPMAIIMHK, KOTOPas yKe JIOTUUECKH YAaleHa UIH 0CBODOXK-
JeHa (HeOCTyNHA AJIS MOJIb30BATENS, HO BCE €ILE HAXOAMUTCH B MpeAesiaX CUCTEMbl U MOXKET OBITh BOCCTaHOB/CHA). B
YaCTHOCTH, 3TO OTHOCHUTCS K MHGOPMAIMK, KOTOpass COAEPKUTCS B 00beKTe KakK yacTk pecypcoB ®BO mMHOrokpar-
HOTO HCMOJIb30BaHUS, KOTJa YHUUTOXEeHNE 00beKTa Heo0sa3aTebHO 3KBUBAICHTHO YHHUTOXKECHWIO pecypca WM Ka-
KOM-M1b0 yacTH pecypcea.

CeMeNCTBO IPUMEHUMO TAKXKe MPH NMONEPEMEHHOM HUCTOMB30BAaHUM Pa3IUIHBIMH CYObEKTAMH PECYPCOB B CH-
creme. Hanpumep, B GONBUIMHCTBE ONEPAIMOHHBIX CUCTEM TS NIOAAEPKKHU CUCTEMHBIX MPOIIECCOB OOBLIYHO HCTIONB3Y-
IOTCSl anrnapaTHblE PErHCTPhl (B KauecTBe pecypcoB). ITOCKOMBKY Mporiecchl MOCTOSIHHO TEpeXondT M3 aKTHBHOTO
COCTOSIHHMSI B COCTOSIHME OXUIAHUSA M 0OpATHO, BTH PETHCTPhl NMONEPEMEHHO HCIIONbL3YIOTCS PA3TMUHBIMU CYObEKTa-
MHU. XOTs MOAOOHBIE AEUCTBUS «TOAKAYKW» MOXKHO HE CUMTATb 3aHSATHEM WM OCBOOOXIECHUEM pecypca, K TaKuM
COOBITHAM U pecypcaM MOXeT OblTh NpuMeHeHO ceMelictBo FDP_RIP.

CewmeiictBo FDP_RIP 06v14HO ¢BA3aHO ¢ HOCTYNIOM K MHGMOPMAINK, HE SBISIONIEHCS YacThio 00bEKTa, KOTO-
pBIN OMpeaesieH B JaHHbIM MOMEHT WM K KOTOPOMY OCYILECTBSETCA OOCTYIT; OAHAKO 3TO MPaBUIO HE BCETNA COOIIO-
naetcs. Ilycthb, HanpuMep, oO0beKT A siBasieTcs daitioM, a 00beKT B — IMCKOM, Ha KOTOPOM pa3MelraeTcs 3TOT (aiil.
Korna o0bekT A ynajieH, JOCTYN K €ro octaTouHoil nHdopMauuu onpenensercd cemeiictreom FDP RIP, xors ona
BCE €lle OCTaeTCs 4acThio 0ObekTa B.

Baxno umers B BUay, utro FDP_RIP npumensieTca Toabko K oO6bekTaM THna on-line, a He off-line (T. e. He K
ABTOHOMHBIM O0BEKTaM, TAKHM KaK pe3epBHble KOMWW OOBEKTOB Ha MAarHMTHeIX JieHTax). Hanpumep, ecan B OO
yaansietest ¢aiin, B FDP_RIP mMoxeT ObiTh 0TOOpakeHO TpeOOBaHME OTCYTCTBHA JIIOOO0M OCTAaTOUHON WH(OpPMALMK
NpU OCBOOOXKIEHUHN pecypca; TeM He MeHee PBO He MOryT pacnpocTpaHWUTh OCYLIECTBIEHHUE 3TOrO TPeGOBAHMA Ha
TOT X€ caMblii (haiis, CynIecTBYIOLLMIA B BUIEe aBTOHOMHOW pe3epBHOW Konuu. CiiegoBaTelbHO, 3TOT (haiij Mo-npe-
JKHEMY AocTyneH. Ecin BaxHo 06ecneynTh HeLOCTYNMHOCTE, To aBTopy [13/3b cneayet yaocTOBEPHTHCS, YTO COOTBET-
CTBYIOIIAS 11eJb Oe30MacHOCTH Al Cpelbl OTpaXeHa B PYKOBOACTBE aIMUHUCTpATOpa NMPHUMEHHUTEIBHO K ABTOHOM-
HBIM OOBEKTAM.

Cemeiictea FDP_RIP m FDP_ROL Moryt BcTynath B KOHGIMKT, KOrda B NMEepBOM OTOOpaxeHo TpebGoBaHue
YHUYTOXKEHHMS OCTATOYHOW MH(pOpMAaLMKM BO BpeMs Mepedayd oObeKkTa OT NPUIOXEHMS K QYHKLIMAM 0e30NacHOCTH
(T. €. IpK OCBOGOXAEHUHN 00beKTa). [103TOMY pe3ybTaT BHINOTHEHUS ONepanuu BblGopa «HeIOCTYNHOCTb PH OCBO-
ooxnenun pecypca» B FDP RIP Henb3a coBMecTuTh ¢ Bcnionb3oBaHueM FDP ROL M3-3a BO3MOXHOro OTCYTCTBHS
nHbopMaluy, HeoOX0AUMON JUTSI OTKaTa B mpeablayllee cocrosinue. B atom cnyyae B FDP_RIP crnenyer BhiGparh
«HEAOCTYNHOCTh MPH pacripeleeHUH pecypca», UTo Mo3BojisgeT ucnoyib3oBaTh FDP_ROL, xoTa uMmeercst puck, Yto
pecypc, CoaepXKaBUIMi HHPOPMALMIO, pacTipelie]iecH HOBOMY OOBEKTY 10 BHITIONHEHMs oTKaTa. Ecnu 3To npomsolaer,
TO OTKAT OyZeT HEBO3MOXEH.

B FDP_RIP Her TpeGoBaHuii ayanTta U3-3a TOrO, YTO B HEM HE OTPaXecHbl (PYHKLMWH, Bbi3biBa€MBIE T0Jb30Ba-
TeJNleM. AYANUT pacTipeAeNIeHHbIX WX OCBOOOXAEHHBIX PECYPCOB OYAET BO3MOXEH Kak uacTh onepanmii ITOB ynpasne-
HHS JOCTYNIOM WX MHMDOPMaMOHHBIMH TTOTOKAMMU.

DTO ceMeICTBO cienyeT MPUMEHSITh K 00beKTaM, criettuduiinpoBanHbiM B [PB ynpaenenus noctynom winu
nHMbOPMAIIMOHHBIMHU NOTOKAaMM aBTopoM [13/3D.

FDP_RIP.1 Orpaunuensas 3anmra oCTaTouHoi mHOpMAnIH

3aMeyaHus Mo NMPUMEHEHUIO IS TOAb30BaTeNs

Komnonent FDP_RIP.1 conepxut tpeboBanue, uro ®bO GyayT obecrneunBaTh Als NOAMHOXKECTBA OOBLEKTOB
OO0 oTcyTcTBHE B pacnpeleIeHHOM 9THM 00BbEKTAM MM OCBOOOXKACHHOM MMM pecypce AOCTYITHON OCTATOUHOMN MH-
dopmanumn.

Onepanuu

BriGop

B FDP_RIP.1.1 aBropy I13/3b caenyer cnenudpunupoBath, B KAKOM HMEHHO CIy4ae, Npu pacupeneleHAn Win
0CBOOOKIACHHN PeCYPCOB, Bbi3biBaeTcsa GYHKIUA 3aUTHI 0CTATOYHON HHpOpPMALHAHN.

HasnauyeHnne

B FDP_RIP.1.1 aBropy I13/3b cienyet npuBecTH CIHCOK 00BEKTOB, /il KOTOPBIX BHLINOJIHACTCSH 3aIMUTA 0CTA-
TO4HOI HH(pOpMaLAH.

FDP_RIP.2 Ilonsas 3amuta ocTaToYHOH MH(OpPMAIUH

3amMevyaHns O MPUMEHEHUIO IS TT0Jb30BATEA

Komnonent FDP_RIP.2 conepxut TpeGoanue, uto ®BO GyayT obecrieunBath Ais Beex 06bexToB OO oTCyT-
CTBHE B paclpeAeieHHOM 3THM 00beKTaM MM OCBODOXIEHHOM MMM pecypce NOCTYMHOM 0CTATOYHON MHGOPMALIUN.

Onepannun

Bribop

B FDP_RIP.2.1 apropy [13/3b cneayer cneuucdnnrpopaTh, B KaKOM UMEHHO cilydae, MpH pacnipeaeeHnN WIN
OCBODOXIEHUH PECYPCOB, BhI3BIBACTCS (DYHKIIMS 3alIMThl OCTATOYHON MHMOPMALNH.
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E.10 Orkar (FDP_ROL)

CewmeiictBo FDP_ROL cBs3aHO ¢ HE0OXOAMMOCTBIO BO3BpaTa B MOJTHOCTHIO OTpEACICHHOE TOMyCTUMOE COCTO-
siHWe, HanpuMep, KOTJa NOJb30BaTelio TpebyeTcss OTMEHUTh Monudukanuio ¢haiija WM OTMEHHUTh TPAH3aKIHUKU NPH
HE3aKOHUCHHOM CepHM TpaH3aKNHil NpUMEHHUTEIBHO K 6a3e JaHHBIX.

DTO ceMeCTBO MpeaHa3HAYeHOo /1S COACICTBHUS MONb30BATENI0 B BO3BPAIlEHNH B TOJHOCTHIO OMnpeneieHHoe
IONYCTUMOE COCTOSTHHE TIOCJIE TOTO, KAK OH PEIIHJI OTMEHUTh HEKOTOPYIO COBOKYNHOCTh TIOCICAHUX ACHCTBUN WM,
IUIl pacnpesieIeHHOM 06a3bl JaHHBIX, BEPHYThH BCE pacrpefelieHHble KOMUH 6a3bl JAaHHBIX K COCTOSTHUIO Tiepel BbINOJI-
HEHWEM OTMCHEHHOM OIepanim.

Cewmeiictea FDP_RIP u FDP_ROL Bctynaet B koH(nukT, koraa FDP_ RIP ycranaBimBaer, uTo comepxaHue
pecypca CTaHOBHMTCS HENOCTYNMHBIM NMpW ocBOOOXAeHHH pecypca o6bekToM. Torna FDP_RIP Henb3d mcnonb3oBath
copMecTtHO ¢ FDP_ ROL n3-3a orcyrcTBUa Heobxoanmoii s otkata nHdopmanuu. FDP_ RIP moxHO ncnonb3oBath
copmecTHO ¢ FDP ROL, ecniu FDP_RIP ycraHapauBaeT, YTO MpH paclipeiejieHuH pecypca oO0beKTY Mpelblayliee
COZIEpPXKAaHUE pecypca OyAeT HEAOCTYNMHO. DTO BO3MOXHO MOTOMY, UTO I ycnenrHoro orkata mexaHusm FDP_ROL
NOJIYYUT JOCTYN K Mpenblaylieid HHdOpManuu, KOTopas Bce elle MoxXeT HaxoauTthesa B OO,

Ha tpeGoBaHuMe oTKaTa HAKJIANBIBAIOTCA HEKOTOpBIE orpaHuuyeHHsA. Hanpumep, TeKCTOBBINH pegakTop oOBIYHO
NO3BOJISIET OTKAT TOJILKO Ha OMpeaesieHHOe YHMCIO KoMaHA. Jpyroil mpuMep CBA3aH C pe3epBHBIMU KoMUsMU. Ecnu
JICHTa I pE3CPBHOIO KOINMUPOBAHUA NEpeMaThiBalacCh, a 3aT€EM Ha HEEC MPOM3BOAMIIACHE HOBAA 3alucChb, TO NMEPBOHA-
yansHasg WHGOPMANUI He MOXET 6oJiee ObITh BOCCTAHOBIEHA. JTO TAKXE OrPAHWYMBAET BO3MOXHOCTH OTKATA.

FDP_ROL.1 Ba3oeblii 0TKaT

3aMeuaHus 10 NMPUMEHEHHIO [J1s1 NOJb30BaTeIs

Komnonent FDP _ROL.1 no3BojsieT mojiib30BaTeNio WK CYOBEKTY OTMEHATh HEKOTOPYIO COBOKYMHOCTh Ofe-
panui Haj NpeaornpeleIeHHBIM MHOXeCTBOM 00beKTOB. OTMEHAa BO3MOXHA TOJABKO B HEKOTOPHIX MpeesiaxX, Hanpu-
MEp Ha HEKOTOPOE YKCJIIO CHMBOJIOB WJIM B OMNpPEACIEHHOM WHTEpBale BPEMEHH.

Onepanun

HaszHauenmne

B FDP_ROL.1.1 astopy I13/3B ciaenyer cnenudunuposats [1PB ynpapjieHus 10CTYNOM H/HIH HHpOPMAIHOH-
HBIMH NOTOKaMH, KOTOpbie OYAyT OCymeCTBAATLCA NPHA BHINOJHEHHH onepanuii oTkata. Heo0xonnmo yaocToBepuThes,
YTO OTKAT HE HCHOJb3yeTcd i 00xona cnenudunuposanubix [1PB.

B FDP_ROL.1.1 asropy I13/3b ciaenyer cnennruupoBaTh CIHCOK ONepamMii, JONyCKAIOMHUX OTKAT.

B FDP_ROL.1.1 aBropy I13/3B cieayet cnenaunupoBaTh CINHCOK 00bEKTOB, K KOTOPHIM NPHMEHHMA NOJIHTH-
Ka OTKaTa.

B FDP_ROL.1.2 asropy I13/3B cienyer cnenuduouposats OrpandAdeHre, B PAMKAX KOTOPOTO MOTYT BbINOJI-
HATHCA ONepandd OTKATA. DT0 MOXKeT ObIThb HHTEPBAJ BPpeMEHH; HANPHMEDP MOTYT OBITH OTMEHEHbl ONEPANHHA, BbINOJI-
HeHHble B TeueHHe mocjeaHux 2 muH. J|pyruMH BO3MOXKHBIMH OTPAHAICHASMHA MOTYT ObITh MAKCHMAJIBHOE KOJIHYECTBO
OTMeHseMbIX omepanuii uam pasmep Oydepa.

FDP_ROL.2 Pacumpennsiit oTKaT

3aMeyaHus Mo NMPUMEHEHHIO IJIs1 T0JIb30BaTeNs

Kowmnonent FDP_ROL.2 conepxur rpeboBanue, utobsl PBO mnipenoctapisiiin BO3MOXHOCTb OTKATa BCEX ONe-
panmnii, 0OAHAKO TOJIb30BATEIh MOXKET BBIOPATh A OTKATA TOJBKO YacTh M3 HHX.

Onepanuu

HaszwnaueHnne

B FDP_ROL.2.1 aBropy [13/3b cieayer cneundunnponars [1Pb yrpapiaenus noctynom u/nin NPOb ynpasne-
HHAS UHGOPMAIIMOHHBIMHY TIOTOKAMM, KOTOPBIE OYAYT OCYILECTBISATLCS NPH BRITIOJHEHHUH onepanuii otkata. Heo6xo-
IVIMO YIOCTOBEPHUTBCH, UTO OTKAT HE MCIONB3YETCs st obxona cneuudunuposanubix [1OB.

B FDP_ROL.2.1 apropy I13/3b cnenyer cnennguuupoBaTh ClIMCOK 06BEKTOB, K KOTOPHIM NPUMEHUMA NOJUTH-
Ka OTKaTa.

B FDP_ROL.2.2 asropy I13/3b cnenyeT criennbHUIMpoBaTh OTPAHHYCHHE, B pAMKaX KOTOPOTO MOTYT BbINOJI-
HATBCS OTIEpaliiy OTKaTa. DTO MOXET OBbITh MHTEPBA BPEMEHH; HATIPUMEDP MOTYT ObITh OTMEHEHbI ONepaluu, BbINOJ-
HEHHBIE B TEUEHHUE NMOCHeAHUX 2 MUH. JIpyTUMH BO3MOXKHBIMH OTPAHUYCHHUSIMHM MOTYT OBITH MAKCUMAabHOE KOJanue-
CTBO OTMEHSIEMBIX OMEpalnii unm pasmep oydepa.

E.11 IenoctHocts xpanambix gaunsix (FDP_SDI)

Cewmeticteo FDP_SDI conepxut TpeboBaHMS, CBSI3aHHBIC C 3alIUTON JAHHBIX MOJb30BATE/IS BO BpeMs MX Xpa-
HeHus B npeaenax OL®.

3amevyaHWs A T0Jb30BATEISI

AnnapaTtHble ¢c60M U OIIMOKU MOTYT BO3ACMCTBOBATH HA AAHHBIC, XpAHMMbIE B MaMsaTH. CeMeHCTBO CONEPXKUT
TpeOGOBaHMS M0 OOHAPYXKEHNIO TAKUX HEeTIpeHaMePEeHHBIX OLIMGOK. B 3TOM ceMelCTBe TakKe paccMaTpUBAETCS LIeIo-
CTHOCTb JAHHBIX BO BpeMsl MX XpAHEHUS B 3alIOMMHAIONINX yCTpolicTBax B npenenax O d.

s npenoTBpalieHns Moau(UKANUU JaHHBIX CYObEKTOM TpeOyeTcsl BMECTO 3TOTO CEMEMCTBA MCMONb30BaTh
cemeiictea FDP_IFF unu FDP_ACF.

FDP_SDI ortnnuaercs ot cemeiictea FDP ITT «[lepenaua B npenenax OO», KOTOpoe 3allIMIIAET JaHHbIE NMOJb30-
BaTeJsl OT OMIMOOK LETOCTHOCTH BO BpeMs MX riepenaun B npeaenax 0O,

FDP_SDI.1 MoHHTOPHHI HEJOCTHOCTH XPAHUMBIX JAHHBIX

3aMeyaHHs MO0 NPUMEHEHMIO ISl TOJIb30BaTe s
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Komnonent FDP_SDI.1 KoHTpoaupyeT NosBiIeHUE ONMMOOK LIEJIOCTHOCTH JAHHbIX, XpAHUMBIX Ha HOCHTEIE.
Asrop I13/3b MoxeT cneunbULMPOBaTh PAa3TMUHbIC THMB aTPUOYTOB AAaHHBIX TOJIb30BATENsd, Ha KOTOPHIX OydeT
OCHOBAaH MOHHWTODPWHT.

Onepanun

HasznaueHwune

B FDP_SDI.1.1 agropy I13/3b cnenyer cnenmpumupoBaTh OHIMOKH HEJOCTHOCTH, KOTOpPbie OYAYT BBIABIATH
®DEBO.

B FDP_SDI.1.1 asTopy I13/3B creayer cniemnduuuposats aTpHOYTHI JAHHBIX T0JIb30BATENA, KOTOPbIE OyAyT
HCHOJIb30BATLECA KAK OCHOBA I MOHATOPHHTA.

FDP_SDI.2 MoHATOPHHT LEJOCTHOCTH XPAHAMBIX AAHHBIX H NpeJNpAHAMAEMbIC JelCTBHSA

3aMeyaHusd 1Mo TPUMEHEHUIO JUTS TOIb30BaTeNs

Komnonent FDP _SDI.2 KoHTpoiupyeT NOSBIEHUE OMIMOOK LIEJIOCTHOCTH JAHHbIX, XpAHUMbIX Ha HOCHTEIE.
Asrop I13/3b MoxeT cneunpULUMpOBaTh, KAKUE ACHCTBHS CIEAYET NPeANPUHATL NPH 0OHAPYXEHUH OLIMOOK HEeToc-
THOCTH.

Onepanun

HasHaueHwne

B FDP SDI.2.1 aBropy I13/3b cienyer cnenmudmnnpoBath OLIKOKH HETOCTHOCTH, KOTOPbie OYAYT BHISABIATH
®BO.

B FDP SDI.2.1 aBropy I13/3b crnenyer crnienmdunupoBaTh aTpuOYTH JaHHBIX M0Jb30BATeNsl, KOTOPhIC OYyAyT
WCTIONb30BAThCSA KaK OCHOBA Uil MOHMTOPHHTA.

B FDP_SDI.2.2 astopy I[13/3B cienyer cnemudumapoBaTh JeiiCTBES, HpeanpHHAMAeMbie NPA OOHAPYKEHHA
OMMAOKA NEeJOCTHOCTH.

E.12 3amuaTa KoH(HISHIHAIBHOCTA JAHABIX MOJb30BaTeIa NpH nepenate mexay ©BO (FDP_UCT)

Cemeiicteo FDP_UCT onpenendget TpeboBaHus 110 06ecreyeHnio KOHGUISHINANBHOCTH TAHHBIX MOJIL30BaTe-
Ji IpPM MX nepeiade no BHewwHeMy KaHainy Mexay OO u apyruM aoepeHHBIM nipoayktoM UT. KoHbuaeHInasHOCT
OCYNIECTBIISIETCS TIYTEM TIPeNOTBpAllleHUS HECAHKITMOHUPOBAHHOTO PACKPHITHS JAHHBIX NPU WX Nepenade MeXAy ABYy-
MsI OKOHEYHBIMH TOYKaMH. OKOHEYHBIMH TOYKaMH MOTYT ObiThb PO uamn nonas3opartelib.

3ameyaHusd JUIS TIOJb30BaTeNs

DTO ceMECTBO NMpeaocTaBseT TpeOOBaHNe 3alllMTHl NaHHBIX NMosb3oBates npy nepenaye. CeMeiictso FPT ITC,
HaNIpOTUB, UMeEET nesio ¢ JaHHBIMU PBO.

FDP_UCT.1 Ba3opasg KoH(pHIAEHIHATHHOCTh 06MEHA JAHHBIMH

3aMeyaHus MO TIPUMEHEHHUIO TSl MOJIb30BaTeNs:

®bO UMEIT BO3MOXHOCTb 3alIUTUTh OT PACKPHITUS HEKOTOPBIE JAAHHbIE NOJIb30BATENs BO BpEMS OOMeEHA.

Onepanuu

HaszxHauenne

B FDP_UCT.1.1 aBropy I13/3bB caeayet cnenudunaposats [IPB ynpapieHus 1ocTynom u/win uHpopMannoH-
HBIMHA NMOTOKAMH, KOTOPble OYIyT OCYMECTBIATLCA NMpH oOMeHe NAHALIMH NOJIb30BaTeld. YKa3aHHbie NMOJHTHKH OyayT
OcyHlECTBJISITLCﬂ A1 NPAHATHA peme}mﬁ 0 TOM, KTO H KAKHMH AAHHBIMH MOXKET OﬁMeHHBaTBCﬂ.

BriGop

B FDP_UCT.1.1 asropy I13/3b cieayer onpeaeiants, NPEMEHAETCA 3TOT 2JIeMEHT K MEXaHH3MY OTNpaBJeHHs
AN MOJYYeHHs JAHHBIX HOJb30BATE.

E.13 3amuTa HeJoCTHOCTH JAaHHBIX N0Jb30BaTeNs npu nepegate mexay ®BO (FDP_UIT)

Cewmeiicteo FDP_ UIT onpenenser TpeboBaHUA M0 00eCHEUCHHUIO NEJIOCTHOCTH JAHHBIX MOAb30BATENS NPU UX
nepenaue Mexay ®bO u apyrum nosepeHHbIM npoaykroM UT, a Takxke /g MX BOCCTAHOBIEHUS NMpH oGHApyXKUBae-
MBIX omrnbkax. Kak MUHUMYM, 3TO CeMEeHCTBO KOHTPOJIUPYET NETOCTHOCTh JAaHHBIX NOJIb30BATeN Ha NpeaMeT MOIUN-
dukaunn. Kpome Toro, 3To ceMeicTBO MOAAEPKUBACT pa3IMUHBIC CMIOCOOB MCMpaBieHUs 0OHAPYXEHHBIX OLIMOOK
LEJOCTHOCTH.

3aMeuaHust AJST TIOJB30BATENS

DTo ceMeicTBO onpeaeseT TpeGoBaHUA MO 06eCNeUeHUIO 1IEJIOCTHOCTH JaHHbIX NONb30BATENs NPU Nepeaave,
toraa kak cemeiicTBo FPT ITI mmeer neno ¢ aanueiMn ®bHO.

Cemeiictea FDP_UIT n FDP_UCT cxonnbl Mexay coboit, mockonsKy FDP_ UCT cBsisaHo ¢ KOH(MDUIEHLIHANb-
HOCTBIO JAHHBIX MOJb30BaTeNsl. [109TOMY TOT K€ caMblii MEXaHU3M, KOTOphIi peanusyeT FDP_UIT, mor 6bl ucnosb-
30BaThCd W TS peanu3sannu apyrux cemeiicts, Takux kKak FDP_UCT nnu FDP_ITC.

FDP_UIT.1 LexocTHOCTD MepeaaBaeMbIX JTAHHBIX

3aMeyaHnda o NPpUMCHCHUIO AJIA MOJIL30BATE A

®BO nMeroT 6a30BYIO0 CIIOCOOHOCTh OTIPABISTH U MOJTYYaTh JAHHBIC TTOJB30BATENS] CMIOCOOOM, MO3BOAIOLINM
obHapyxuth Mopudukanmio. Or ®bO He TpeGyeTcs NMONbITOK BOCCTAHOBICHUSA MOAW(PULIMPOBAHHBIX JAHHBIX.

Onepaunun

HaszwnaueHnne

B FDP_UIT.1.1 asropy [13/3b caeayer cnemudunuposars [I®B ynpasnenns J0CTYNOM H/HJIH HH(OPMANHOH-
HBIMH NMOTOKAMH, KOTOPbIe OYIYT OCYMIECTBIATHCS HOpH OOMeHe JAHHLIMH NOJIb30BaTelid. YKa3aHHble NMOJHTHKH OyIayT
OCYIIECTBIAATHCS ISl MPAHATHAS PelIeHHid 0 TOM, KTO MOXKeT OTIPABJIATh HIH HOJIYIATH JaHHbIe H KAKHe HMEHHO JIaHHbIe
MOIYT OBITH OTNPABJIECHBI WIH HOJYYEHBI.
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Brbop

B FDP_UIT.1.1 astopy I13/3b cieayeT onpeaejnTh, NPHMEHATH JH 3TOT 3jeMeHT K PBO npn ornpapieHun
HIH MOJIyYeHHH 00BeKTOB.

B FDP_UIT.1.1 astopy I13/3B cienyer onpeieantb, 3alMIATH JH JAHHbIE OT MOIH(PHKALHNH, YIAIeHHS, BCTABKH
HIH MOBTOPEHHS.

B FDP_UIT.1.1 asropy I13/3B cieayer onpeaejiuTtb, 0OHAPYKHBATDH JH OMMOKH THNA MOAM(HKALMH, yiaje-
HAS, BCTABKH HJIH HOBTOPEHHS.

B FDP_UIT.1.2 asropy I13/3B cieayer onpeaeiwtb, 0OHAPYKHBATH JIH OIMOKH THNA MOAM(HKALMH, yaajie-
HHUS, BCTABKH HJIH HOBTOpEHHS.

FDP_UIT.2 BoccranopiieHde nepelaHAbIX JAHABIX HCTOYHHKOM

3amMevyaHus MO MPUMEHEHUIO JUTS NMOJb30BaTeNsl

Komnonent FDP_UIT.2 npenoctaBisieT BO3MOXHOCTb MCIPaBICHUS COBOKYNHOCTH HWACHTH(MWIMPOBAHHBIX
ownbOK nepenaun, eciim Tpebyercss — TO ¢ NMOMOIBIO Apyroro poBepeHHOro npoaykra UT. IlockonbKy Apyroii noBe-
peHHbll npoaykr UT Haxonutca 3a npeaetamu OJD, ®BO He MOTYT yripaBiaTh peXMMOM €ro (PYHKIIMOHN POBAHHS.
Tem He MeHee B HeNIIX BOCCTAHOBICHNS BO3MOXHO TpeNOCTaBIeHNe GYHKIMI, 001a1a0NMX CIOCOOGHOCTHIO BHITION-
HSTBCS KOOPIMHHUPOBAHO C APYrUM aoBepeHHbIM npoaykroM UT. ®BO, HanpuMmep, MOTYT BKIIOYaTh B cebsl PyHK-
LMK, CrocoOHblE TMOOYAuTh AoBepeHHBbI npoaykt UT, apistonmmiics NCTOYHUKOM, TIOBTOPHUTH Tepenavy JaHHBIX
nocjie oOHapyXeHHus OIMOKNA. DTOT KOMINOHEHT CBA3aH ¢ BO3MOXHOCThIO PBO peanmn3oBaTh Takoe BOCCTAHOBIEHHE
NpU olrmoKax.

Onepanun

HaszHaueHmne

B FDP_UIT.2.1 asropy I13/3b caeayet cnenudunuposars [1®B ynpapienns noctynoM H/uiu uagopmannoH-
HbIMH MOTOKAMH, KOTOpPbie GYIYT OCYmeCTBIATLCA NMPH o0MeHe NAHHBLIMH MOJIb30BATE . YKa3aHHble MOJUTHKH OyAyT
OCYmIEeCTBIAATHCA IS NPHHATHA PelicHHuil 0 TOM, KaKHe JaHHble H KAKHM 00pa3oM MOryT BOCCTAHABJIMBATBCSA

B FDP_UIT.2.1 asropy I13/3B cienyeT NpHBEeCTH CNHCOK OMIHOOK NEJOCTHOCTH, nocie KoTopbix ®BO ¢ no-
MoIbI0 JoBepenHoro npoaykta UT, apisiomerocs HCTOYHHKOM, B COCTOSIHHH BOCCTAHOBHTD NEPBOHAYAIIbHOE COJEPkKa-
HHUe JAHHBIX MOJb30BATENS.

FDP_UIT.3 Boccranopienne nepeAanabiX JAHHBIX MOJyYyaTesiem

3amevyaHus TI0 NPUMEHEHMIO JUTSI TI0JIb30BaTeNsl

Komnionent FDP_UIT.3 mpenocraBisieT BO3MOXHOCTE MCNPABJICHHUSA COBOKYMHOCTH HACHTH(DHUIIHMPOBAHHBIX
omndox nepenayu. McnpasneHne BeInogHAeTCs 6€3 NOMOLUM ToBepeHHOTO npoaykta UT, aBasdionero nCTOUHNKOM.
Hanpumep, eciu obHapyXeHBl OnpeieiecHHbIE OLWMOKH, TO HEOOXoaMMa AO0CTATOYHAS YCTOMYMBOCTH MPOTOKOJA
nepenayu, 4YToOsl AaTh BO3MOXHOCTE PBO BHINOAHWUTL BOCCTAHOBIEHUE HA OCHOBAHUUW KOHTPOJLHBIX CYMM W APYToi
NPeAYCMOTPEHHOM NPOTOKOIOM HMHGMOPMALIUM.

Onepauuun

HasHaueHue

B FDP _UIT.3.1 asropy I13/3b cnenyet cneunduumponars [1Pb ynpasneHust 10cTYNoM u/min MHGOPMALHOH -
HbIMM TIOTOKaMH, KOTOpPble OYAYT OCYLUECTBAATLCA MPU OOMeHe NaHHBIMU NOJb30BaTes. YKa3aHHBIC TIOJUTHKH OY-
OYT OCYUIECTBIAThCS AJSl IPUHATHS PELIEHWd O TOM, KAKWe NaHHblE U KaKUM 0Opa3oM MOTYT BOCCTaHABIMBAThCS.

B FDP_UIT.3.1 astopy I13/3b cnenyeT npuBecTH CNMCOK OUIMGOK MEAOCTHOCTH, mocie Kotophix @BO, mo-
JyYaiomue JaHHbIe, B COCTOSIHUM CAMOCTOATENbHO BOCCTAHOBWUTH TEPBOHAYAIBHOE COJEPXAHWE JAHHBIX MOJIb30-
BaTeJISI.

MPUITOXEHUE XK
(cnipaBouHOE)

HNnentudmkanus u ayrearupukanus (FIA)

O6umM TpeboBaHHeM 0e30TMacHOCTH ABJISETCS ONHO3HAYHAd WAeHTUHMKANMA JUIa U/UIK 00beKTa, BbINOJ-
Hstolero B OO onpeaeneHHble GYHKIMA. DTO NPEANOJAracT He TONbKO YCTAHOBAEHUE 3asBJAEHHOTO UAEHTU(UKATO-
pa Kaxoro rojk30Baresis, HO TakXe U Bepu(UKaNMIo TOTO, YTO KaXIblil NOAb30BaTe/ b e UCTBUTENILHO TOT, 32 KOTO
OH ce0s1 BbILAAET. DTO AOCTUTAETCS TEM, YTO OT NMOJb30BaTeiei TpebyeTcsa npenoctapisite PbO HekoTopyio MHDOpMa-
1110, KoTopas, no ceegeHnsasM ®BO, neiicTBUTENILHO acCONMMPOBAHA ¢ HUMMU.

Cemeiictpa kiacca FIA onpenensioT TpeboBaHuA K PYHKLMAM, YCTAHABIMBAIOLWWM W BEpUPUIUPYIONINM 3a5B-
JIEHHBIM WAeHTU(UKATOD KAXAOTO nojk3oBarensa. UneHTUhUKALMA W ayTeHTHdUKaLUs TpebyloTea misg obecnieyeHUs
acCONMAlMK TOJIb30BATENIE C COOTBETCTBYIOIIMME aTpuOyTaMy 6€30NaCHOCTH (TaKMMH, KaK MACHTA(HKATOD, Ipyn-
TMbl, POJIM, YPOBHHU 6€30MaCHOCTH MJIM [EJIOCTHOCTH).

OnHo3HayHas1 WAeHTHU(MMKANUS YIOJHOMOYEHHbBIX M0Jb30BaTeeil W NpaBUbHas acconuanus aTpubyTroB 6e30-
HaCHOCTHU C MOJbB30BaATCIIMIMU U CyﬁbeKTaM]/l KPUTUYHBI 1J1d OCYLUECTBICHHUA ONPCACICHHBIX TTOJIUTHK 6830HaCHOCTH.

CemeiictBo FIA UID npeaHaszHaueHo I onpeneieHUs WIeHTH(HHUKATOPA NMOJb30BaTeN .

CewmetictBo FIA UAU nipenHazHaueHo 1151 BepuPUKALUHY HACHTH()HKATOPA NOJb30BaTENs.

Cewmeiicteo FIA AFL npenHazHaueHo As onpeaeieHUs] OrpaHUUCHHH HA YUCIIO NMOBTOPHBIX HEyCNeLHBIX N0~
NBITOK ayTeHTU()UKAIAHN.
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CewmeiictBo FIA_ATD npennasHayeHO AAs1 onpenefeHUs aTpUOYTOB MNOJb30BaTecii, NPUMEHSIEMBIX TIPU OCY-
nrectBneruu I150.

Cemeiicteo FIA_USB npenHasHaueHO Ui KOPPEKTHOM acconmalMM aTpUOYTOB 0€30MacHOCTH JUIA KaXAOro
YIIOJTHOMOYEHHOT0 TOJIb30BaTe/Isl.

CewmeiictBo FIA_SOS npenHasHaueHo Wi reHepalMy ¥ Bepu(UKALMK CEKPETOB, YIOBICTBOPAIOUINX YCTAHOB-
JIEHHON METPHKE.

Hexomnosnuus kiracca FDP Ha cocTaBisiolniMe ero KOMIOHEHTH NpuBeneHa Ha pucyHKe XK.1.

XK.1 Orka3sl ayrentagn-
kanan (FIA_AFL)

CemeiictBo FIA AFL co-
JIEPXUT TpeOOBaHMA IO ompene-
JICHHUIO YHUCJIa NMOINBITOK aYyTCHTHU -
¢ukanun n aeicreugM O®BO B
ciyyae ux Heyaadu. [lapamerpa-
MH, OTNpPEeNeNsoIUMH BO3MOX-
HOE YHCJIO TOTNBITOK ayTeHTH(hH-
Kanounu, Cpcin INnpodux, MOryT
OBITh KOJHMYECTBO NOMNBITOK M JO-
1 MyCTHMBIA MHTEPBaJI BPEMCHHU.
HPOHCCC OTKPBITHA CCaAH-
— FIA_SOS Cneuudukauus cekperos €a NOJIb30BaTCIIsI NPEIyCMaTPUBa-
€T B3aHMOJICHCTBHE C MOJB30Ba-
2 TeJeM, TO3BOJISIONIEe OTKPHITh
CceaHC M He3aBHUCHMOE OT (PaKTH-
yecKoi peasim3anuu. Eciu uncno
HEYCNEUIHBIX MOMNBITOK ayTeHTH-
1 2 ¢dUKanUM TPEBBICUIIO YCTAHOB-
JICHHOC 3HAQUCHHUC, TO 6JIOKl/lpy-
3 I0TCS1 YUETHBIE JAHHBIE TOJb30-
BaTeAsl W/WAW TEPMHUHaN, C KO-
4 TOPOTO BHITIOJHSIUCE 3aNPOCHI.
— FIA_UAU AyteHTucbukaums nonb3oparensi |— Ecnn yueTHble DaHHbBIE MOJTb30-
5 BaTeNsl 3a010KMPOBAHBI, TO OH
HE MOXKET BOWUTHU B cucTeMy. Ecin
3a0JTOKMPOBAH TE€PMMHAJ, TO OH
6 (wn ero anpec) HE MOXKET OBbITh

WCTIONB30BaH A1 BX0JAa B CHCTe-
7 My. DTa CHTyallMsl COXpaHHUTCH,
MoKa YCJIOBUSI 7S TIOBTOPEHUSI
MOMBITOK OTKPBITHSI ceaHca He
L FIA_UID UaeHTduKaums nonb3oBaTens 1 2 OyayT yIOBJIETBOPEHHBI.

FIA_AFL.1 O6pa6otka ot-
Ka30B ayTeHTHQUKAUMH

3aMeyaHUsI MO TpUMEHe-
HUIO JJIs1 TI0OJTh30BaTEsI

Astop I13/3b MmoxeT 1160
Pucynok X.1 — Jlekomnosnuus Kiacca «Maentndukauns n ayTeHTMOUKALNA»  yeTAHOBUTh YHCJIO HEYCTEelIHBIX
MOMBITOK ayTeHTHhHUKAIMK, JTHO0 AOBEPUTh 3TO paspaborunky OO WIH YNOJHOMOYEHHOMY Mojib3oBaTeao. Heyc-
MEUTHbBIE MOMBITKY ayTeHTUGUKAIIMN He TIPOCTO HAKATIIMBAIOTCS, HO CKOpee OYAYT CBA3aHbl ¢ KAKUM-JTNGO0 COOBITUEM
ayTeHTAGMKaNUK. TakuM COOBITHEM MOXET OBITh YMCIO HEYCTELIHBIX MOMBITOK ¢ MOMEHTA TOCJIEeAHEro ceaHca, yc-
MEUIHO OTKPBITOTO ¢ JAHHOTO TEpMUHAA.

Asrop I13/3B MoxeT onpeaenTb CIUCOK AEHCTBUIL, KOTOpbIE AOMKHBI npeanpuHuMmarbes ®bO B ciryyae oTka-
33 ayTeHTU(PHKAIUK. YTIOTHOMOYEHHOMY aIMHUHUCTPATOPY TAKXKE MOXKET ObITh pa3pelleHo YIpaBasaTh STUMHU COOBITU-
SIMU, €CJIH TaKylo BO3MOXHOCTB mnpenycMmorpen abtop [13/3b. TakuMmmu AeMCTBUAMM, CpeAu TMPOUYHMX, MOIYT OBITh:
OTKJIIOUCHNE TePMHUHANA, OTKIIOYEHNE YIETHBIX AaHHBIX MOJIb30BATE/S WIM NT0AaYa CUTHAIA TPEBOTH aAMHUHHUCTPATO-
py. YCIIoBUS, IPU KOTOPBIX NMPON30HIET BO3BPAILEHHE K OOBIYHOMY PEXUMY PaboThl, HEOOX0AUMO crieiHn(HUIIMPOBAThL
yepes ACUCTBUS.

YrtoObl MpeaoTBPaTUTh MOJHYI0O HEBO3MOXKHOCTE 00chyxkuBaHWsa, B OO o6bIuHO 0becrneunBaeTcss HEBO3MOX-
HOCTb OJTOKMPOBAaHUS YYETHBIX JAHHBIX MO0 MEHbIIEH Mepe OIHOTrO NOJb30BATES.

UpeHTudurkauus n ayteHtupukauums

— FIA_AFL Otka3sbl ayreHTUdDUKaUUN 1

FIA_ATD OnpegeneHue atpudyros 1
nonb3oBarens

— FIA_USB CpsiabiBaHWe nonbaoBaTenb-CyobekT 1
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Asrop T13/3b Moxer ycraHaBiuBath uHble neictBus s PBO, oTHocsAumMecs B TOM Yucie U K MpaBUIaM
NeGIOKMPOBAaHUS TIPONECCa OTKPHITHS CeaHca MOoJb30BaTelsl MM MoJaye CUTHAIa TPEBOTH anMUHUcTpaTopy. [Mpume-
paMM TaKMX ACWCTBUIA ABJSIOTCA: 1O UCTEUEHNs YCTAHOBIECHHOrO BPEMEHM; NMOKA YIIONIHOMOUYEHHBIH aIMUHUCTPATOD
BHOBb HE /Ie0JIOKHMPYET TepPMUHAN WJIM YYETHBIE JJAHHBIC TIOJIb30BATeIsl; 10 NCTEUEHHS] BPEeMEHM, CBA3AHHOIO ¢ Mpe-
JIBITYIIAMH HEyCTeNIHBIMW MONBITKAaMK (HarpuMep, Tociie KaxIoW HeyCTelIHOW MONBITKW BpeMsl GJIOKWpPOBAaHMS
YABaMBaeTCA).

Onepanun

HaszHaueHne

B FIA_AFL.1.1 asropy I13/3b cienyer cnemadunmposath 3aapaeMoe 10 YMOJTIAHHIO YHCJIO HEYCNEHIHbIX NMo-
TBHITOK AYTeHTH()HKANAA, NPH NOCTHKCHHH WM NPEBHIIICHHH KOTOPOro OyAYT WHHIMHMPOBATHCA oONpelaejieHHbie Jeii-
creug. B I13/36 MoXHO yKa3aTh, YTO «3TO YHCJIO BHIOApAETCS YNOJIHOMOYEHHBIM AJIMAHHCTPATOPOM».

B FIA AFL.1.1 asropy I13/3B ciaenyer cnenuduunposats coObiTHA ayrenTadukanun. [lpuMepamu apigoTca:
YHCIO HEYCHeNIHBIX NMONBITOK AYTeHTH(HMKANMHA IS JAHHOTO WACHTH(QHKATOPA NOJNH3OBATEISA C MOMEHTA MNOCjeaHei
yCHemHo# MOMBITKA; YACHO HEeYCHemHbIX NMONMBITOK ayTeATH(GHAKANMH IS JAHHOTO TePMHHAJA C MOMEHTa mocjeaHei
yCHenHoi#i MONBITKH; YACJI0 HEeYCHeHNHbIX NonbiToK ayrenTndmkanun 3a nocaennne 10 mun. HeoOxoauMo ykazaTh no
MeHbIeld Mepe OOHO coObITHE ayTeHTHGAKAIAN.

B FIA_AFL.1.2 astopy I13/3b caenyer cnenndumapoBaTsh AeiiCTBHA, NpeANPAHAMAEMbIE B C1yyae JOCTHXEHHS
WA TpeBbIlleHHs NPeAelbHOro 3IHAYEHAS YHCIA MONBITOK. TAKAMHA JeiCTBHAMHA MOTYT ObITh: 0JJOKHpPOBAHHE YYETHBIX
JAHHBIX HA 5 MHH, GJIOKAPOBAHAE TEPMAHAIA HA YBEIHIHBAIOMMWIACA HHTEPBAI BpeMeHH (YHCJI0 CEKYHA, paBHoe 27, rae
n — YHCJI0 HeYCHelIHbIX MONBITOK) WiH GII0OKHPOBAHHE, C YBETOMICHACM AJIMHHACTPATOPA, YYETHBIX JAHHBIX BILIOTH 10
€ro CHATASA aAMAHHACTpPaTOpoM. B onmcanmm neiicTBHi CleayeT YKa3aTh NpAAAMAEMbIE Mepbl H CPOKH HX JeiicTBHA (HIH
YCAOBHS NPEKpanieHnsd JeiCTBAS ITAX Mep).

XK.2 Onpenenenue atpubyros nosibzosatens (FIA_ATD)

Bce ynoaHoMoueHHBIE TTOJB30BATEIA MOTYT, TTOMHMO HACHTH(HUKATOpA MOJIB30BaTelsl, UMETh Apyrue arpuby-
Thl Oe3onacHocTH, npuMeHsemble ripu ocyuiectsieHun IN1BO. Cemeiicteo FIA ATD onpenensiet tpeboBaHust nnst
acconmanuu atpubyToB 6e30MACHOCTH € MOJb30BATEISIMH B COOTBETCTBHH ¢ HEOOXOAMMOCTHIO noaaepxku IbO.

3aMevyaHust AJsT TIOJB30BATENs

CyLUECTBYIOT 3aBUCUMOCTH OT ONpeAeIeHnid OTAeNbHBIX NOTUTHK Ge3onacHocTH. Chenyer, YToObl TaKWe omnpe-
ACNICHHUA COACPXKAIU CITUCKH anl/l6yTOB, HCO6XO[LI/IMI)IX JJI1 OCYHICCTBJIICHHUA MOJTUTUKH.

FIA_ATD.1 Onpenenenne aTpadyTOB MOJb30BATENS

3aMevyaHWs 0 NMPUMEHEHUIO IS TOJb30BATEA

Komnonent FIA_ATD.] crnenudnippyer aTpubyThl 6€3011aCHOCTH, KOTOPhIE CIEAYET NOJAEPXNBATE HA YPOB-
HE TMOJIb30BaTe/Isl. DTO 03HAYAET, UTO Ha3HAUYECHME M BO3MOXHOE M3MEHEHHE aTpuOyTOB 6€30MaCHOCTH, YKa3aHHBIX B
CTIHMCKE, OCYIIECTR/AETCA HA YPOBHE TOMb30BATENS (T. €. AT KAXAOT0 MO/ Ib30BaTe s HHANBUAYAILHO). UHBIME c10Ba-
MU, HE CIeAyeT, YTOObl M3MEHEHNE aTPUOYTOB M3 CIKCKA, ACCOUMMPOBAHHOIO ¢ KAKMM-JIMOO T0Jb30BATENIeM, BJIM-
S0 Ha aTpuOyThl 6€30MAaCHOCTH APYTUX MONb30BATENEH,

Ecnu aTpuOyThl 6€30MacHOCTH NPHHAANEXKAT IPYTITIE MTOTb30BATENEN (HanpuMep, CNUCOK BO3MOXHOCTEH rpyri-
Tbl), TOJB30BATENIO MOTPEOYETCS UMETh CChUIKY (KakK aTpuOyT 0€30MacHOCTH) Ha COOTBETCTBYIOLLYIO TPYTINY.

Onepanuun

HazxHaueHne

B FIA_ATD.1.1 asropy I13/3B caenyer cnenuduuuapoBats aTpubyThl 6€30MACHOCTH, ACCONANPYEMbIE € KAKIbIM
OTIeJNbHbIM MOJb30BaTeNaeM. [IpuMepoM MOXKeT CIyKATh CIHCOK, BKIIYAKOIMIAA B cedd aTpuOYTHI «YPOBEHb AOMYCKA»,
«AJeHTH(HAKATOP IPYyNIbl», «APaBa».

XK.3 Crnenndnganus cekperos (FIA_SOS)

CemeiictBo FIA_SOS onpenensier TpeboBaHUsI K MEXaHWU3MaM, KOTOphIE peaqu3yioT ONpeacNeHHYI0 METPHUKY
KauecTBa ISl TIPEOCTABISIEMBIX CEKPETOB M FEHEPUPYIOT CEKPEThI, YAOBIETRBOPSIONINE ONpeacieHHON MeTpuKe. [1pn-
MepaMK TAKUX MEXaHH3MOB MOTYT ObITh aBTOMATHUECKAs MPOBEPKA NPEAOCTABISIEMbIX M0JIb30BATEISIMH NAposieil Win
aBTOMAaTHYecKas TeHepanns naposei.

CekpeTbl MOTYT reHepupoBaTbes BHe OO, HanpuMmep BbIOMPAThCA MOJB30BATENSIMU M BBOAMTHCSA B CUCTEMY.
[1pn 3TOM MOXKeT GbITh McTIONb30BaH kKoMnoHeHT FIA SOS.1 ans obecniedeHusi COOTBETCTBUS CEKPETOB, CIEHEPMPO-
BAHHBIX BHE CHCTEMbl, KOHKPETHBIM YCJIOBHSM, TAKUM KaK MUHMMAIbHO AONYCTUMBIA pa3Mep, OTCYTCTBHE B CJIOBA-
pe ¥/WIn HeNMpUMEHEHHUE paHee.

CexpeTsl MOTYT reHepupoarbes caMuM OO. B sToMm ciyuae TpeGoBaHue, uTobnl creHepupoBaHHblie OO cekpe-
Thl COOTBETCTBOBAIM cnelnUINpOBaHHON METPUKeE, obecrneunBaercss koMrnonentom FIA SOS.2.

3aMeuaHust AJIS TIOAb30BATENS

CekpeThbl, paccMaTpUBaeMble B JAHHOM CEMEMCTBE, COAEPKAT AyTEHTU(UKALMOHHbIE NAHHbIE, TPEObsIBIIIE-
MBbI€ TOJIB30BATEIEM MEXaHW3MY ayTeHTH(MUKAIIMK, OCHOBAHHOMY Ha CBEACHMUSIX, KOTOPbIMH PACTIONAT4€T MOJIb30Ba-
Tenb. Koraa ucnonb3yioTes Kpuntorpaduueckue KIOYM, BMECTO 3TOTO CEMENCTBA ClleayeT UCTIONb30BaTh CEMEICTRA
knacca FCS.

FIA_SOS.1 Bepunduganus cekperos

3ameuaHUs TI0 PUMEHEHUIO 7SI TIOJIb30BATENS
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Cekperbl MOTYT co3aaBaThesl nonb3oBatesieM. KomnoneHT FIA SOS.1 obecrieunBaeT, 4YTOOB! A CO3IAHHBIX
TMOJIB30BATEJIEM CEKPETOB MOTJIO OBITh BEpU(UIIMPOBAHO MX COOTBETCTBHE OTpPENEIEHHON METPHKE KauecTRa.

Onepannu

HasnauyeHune

B FIA_SOS.1.1 asropy I13/3b cieayer npenocTaBuTh ONpeAeTeHHYI0 METPUKY KadecTBa. DTa METPHKA MOXKET
ObITh cienuUIUPOBAHA KAK COOCTBEHHO ONMCAHWE MPOBEPKH KAYeCTBA HJIM KAK CCHUIKA HA TOCYJAPCTBEHHbIA CTAH-
JapT, onpeiensiONIii MeTPHKH KauecTBa, COOTBETCTBHE KOTOPHIM HeobOxoammo s cekpetos. K mpuvepam meTpHk
KaueCTBA OTHOCATCS ONMUCAHHE JOMYCTHMBIX CHMBOJBHBIX CTPYKTY] CEKPETOB H/WJIM JOMYCTHMBIX PA3MEPOB CEKPETOB.

FIA_SOS.2 I'enepamus cekperos ®BO

Komnonent FIA SOS.2 nosponsier ®BO reHeprpoBaTh CeKpeThl LIS CNICHHUATBHBIX (DYHKIUN, TAKMX KAK ayTeH-
THUhUKATNS TI0 TIapoJTIo.

3aMeuaHus 1O MPUMEHEHHIO IJIS MOJIb30BaTes

Ecnu B anropuTMe reHeparny ceKpeToB UCTIONB3YETCS TEHEPATOP TCEBAOCTYIaliHbIX YNCEN, HA €TO BXOJ Cleny-
€T MOoNAaBaTh MPOU3BOJBHBIE BEIMUHHBI, UTO TIPENOCTABISIO Obl BBICOKYIO CTEMeHb HENpeacKa3yeMOCTH BBIXOJHBIX
JAHHBIX. DTH TIPOU3BOJIbHBIE BETWYUHBI MOTYT OBITH MOMYYEHBl U3 TAKUX AOCTYIHBIX MapaMeTPOB CUCTEMBI, KAK CHUC-
TEMHBIC YacChbl, 3HAYCHUS] CUCTEMHBIX PETUCTPOB, AaTa, BPeMS M T. 1. DTH NapaMeTphl CIEAYET BhIOMPATh ¢ TaKMM
pacyeToM, UTOObI KOJTWUECTBO TMPOU3BOJBHBIX BEIWUYUH, KOTOPOE MOXHO M3 HUX TOJYYUThb, OBbUIO Obl HE MeHee
MHHHMAaJBHOTO 4YHMCJA CEKPETOB, KOTOPhle HEOOXOAMMO Cr€HEPHPOBATH.

Onepanuu

HasnaueHune

B FIA_SOS.2.1 asropy I13/3b cieayer npenocTaBuTh ONPeJeICHHYI0 METPHKY KauyecTBa. DTa METPHKA MOXKET
ObITh cienuUIUPOBAHA KAK COOCTBEHHO ONMCAHAE MPOBEPKH KAUeCTBA MIM KAK CCHUIKA HA TOCYJAPCTBEHHbIH CTAH-
JapT, onpeieNsONiAii MEeTPHMKH KauecTBa, COOTBETCTBHE KOTOPbIM Heobxoammo s cekperos. K mpmmepam merpmk
KauecTBA OTHOCATCS ONMUCAHHE JONYCTHMBIX CHMBOJBHBIX CTPYKTYP CEKPETOB H/WJIM JOMYCTHMBIX PAIMEPOB CEKPETOB.

B FIA_SOS.2.2 asropy [13/3b caeayer npeacrasuth cnucok ynkmmii u3 uncia @bO, ans koropsix Heobxonn-
MO HMCHOJb30BATh ceKpeThl, renepupyembie DBO. [Ipumepom Takoii GpyRKnuH MOXKET CIYKHTh MEXAHH3IM ayTeHTH(H-
Kalli| 10 NAPOJIo.

XK.4 Ayrentndukamus noap3osatens (FIA UAU)

CemeiictBo FIA UAU onpenensieT TANBI MEXaHU3MOB ayTe HTHGHUKAIINK TOJb30BaTeNs, npeaocTaBisieMbie ®BO.
OHO TaKKe onpeziessger Te aTpudyThl, Ha KOTOPbIX HEOOX0AMMO 6a3upoBaTh MEXaHU3Mbl ayTeHTH(hUKALMK NOJIb30Ba-
TeJs.

FIA_UAU.1 Bpioop MoMeHTa ayTeHTH()HKAIHH

3aMevaHHst IO PUMEHEHUIO ISl MOJb30BaTeNs

Komnonent FIA_UAU.1 conepXuT TpeboBaHue, utobnl aBTop [13/3b onpenennn cnucok nelcTBUIl, KOTOphIE
BBINOJNHAIOTCA NpU nocpearnuectse ®bO n nonyckatorcs ®bBO oT UMeHU Noab30BaTeNs 10 TOro, Kak GyAeT nNpous-
BeAeHa ayTeHTUUKALINS TI0Ib30BaTeNsl. DTH ACUCTBUs, BhIMONHsAeMble Npu nocpeaHuyectse bO, He cnenyeT oTHO-
CUTb K 0€30MacCHOCTH AJIS MOJIb30BaTeseil, HEBEPHO MAEHTHULMPOBABLLUX ce6s elle 1o ayreHTHdUKaumu. Bee npo-
yue AeMCTBUS, BBIMOAHAEMBble NpH nocpeaHuyecTse GBO m He BKIIOUYEHHBIE B 3TOT CMUCOK, Pa3pellaloTesl NoJib30-
BaTENIO TOJBKO MOCIE 3aBepluIeHHus ayTeHTUDHUKALUU,

DTOT KOMIIOHEHT He TIPUMEHUM JJIsl pa3pellieHUs1 KaKuX-JIM00 AecTBUIA 10 BHINOAHEHUS UaeHTUdDUKaUUU. s
aToro Heodxoaumo ucrnoab3osath 6o FIA_UID.I, nu6o FIA _UID.2 ¢ cooTBeTCTBYIOLUMMHW HAa3HAYEHHUSIMU.

Onepanuu

HasHaueHue

B FIA_UAU.1.1 astopy I13/3b cienyer cnenupHIHPOBATh CNHCOK ACHCTBHIi, BbINOJIHAEMBIX NMPH MOCpPeAHHYE-
ctBe ®BO 0T HMeHH NOH30BATENS, HPEKIE YeM 3aBePUINTCA AYTeHTHHKAIMSA N0Jb30BaTe]sA. DTOT CNMHCOK HE MOXKeT
ObiTh MycThiM. Eciim Takumx meiicTBmit HeT, cleJyeT BMECTO 3TOr0 KOMIOHEHTA HCNoJb30BaTh KomnoneHT FIA_UAU.2.
IIpaMepoM Takux JefcTBHA MOKET CIYKHATH 3aApOC O NMOMOMH NPH BbINOJHEHHH MPOHEIYpbl JOTHYECKOTO BXOJa B
CHCTEMY.

FIA_UAU.2 AyrenTuduganus 10 J0ObIX JefCTBHil M0JIb30BATENS

3aMeyaHus Mo NMPUMEHEHHIO IJIs1 TI0JIb30BAaTes

Komnonent FIA_UAU.2 conepxut TpeGoBaHNe 3aBeplUcHHUS ayTeHTUDUKALUY NONb30BATENS 10 BHINOJHEHUS
NMI00BIX AeicTBHIM npu nocpennuuecTBe GBO OT MMEHM 3TOTO NMONb30BATENS.

FIA_UAU.3 Aytentndukanus, 3amuileHHas OT NOIAEN0K

3aMeyaHus Mo NMpPUMEHEHHIO IS MOJIb30BaTeNs

KomnoneHnT FIA_UAU.3 conep:xuT TpeOOBaHUS K MEXaHM3MaM, TNPEAOCTABISIOUIMM 3alIATY ayTeHTU UKAIKA-
OHHBIX AaHHBIX. AYTeHTUUKAIIMOHHbBIE JaHHBIE, 3aMMCTBOBAHHBIE ¥ APYTOTrO MOJb30BATENsI WIH MOJTYUYeHHbIE He3a-
KOHHBIM CNOCOOOM, cileayeT OOHApYXKHTb W/WIM OTBEPTHYTb. DTU MEXaHW3Mbl TIPENOCTABISIIOT YBEPEHHOCTb, UTO
NoJAb30BaTeNN, ayreHTHOMUupoBaHHble PBO, NeHCTBUTENBHO Te, KEM OHM TPEACTABISAIOTCH.

DTOT KOMIOHEHT NMPUMEHHUM TOJbKO LTSI MEXaHU3MOB ayTeHTU(MHKAIIMN, OCHOBAHHBIX Ha YHUKATbHBIX ayTeH-
THMOUKAIMOHHbBIX AaHHBIX (HanpuMep, ouomeTpruueckix). ®BO He cMOryT 0OHAPYXUTh U TIPEAOTBPATUTE TUPAXMNPO-
BaHMe napons 3a npeaenamu O D,
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Onepanuu

BriGop

B FIA_UAU.3.1 astopy I13/3B caeayer cnemndunuposats, oyayT iu ®BO o6HapyRuBaTh W/WIH NMpeIOTBPaA-
WATh MOAJEJKY JAHHBIX ayTeHTH(UKANAN.

B FIA_UAU.3.2 asropy I13/3B caenyer cnemudunuposats, oyayr mm ®BO o6HapyKuBaTh H/MiIM NpeIoTBpa-
mATh KONAPOBaHHWE JAHHBIX ayTeHTH(HUKAINAH.

FIA_UAU.4 Mexana3mbl 0JHOPa30Bo#i ayTeHTAGAKATAA

3amMeyaHHs MO NPUMEHEHUIO AJIS1 MOJb30BATENs

Komnonent FIA_ UAU .4 coaepxkuT TpeboBaHNSI K MEXaHU3MaM ayTeHTU(DUKAIINU, OCHOBAHHBIM Ha ayTeHTH-
bUKaUMOHHBIX JaHHBIX OJHOPA30BOTO HCIIOJIB30BaHUs. B KauecTBe TakWMX JAaHHBIX MOXET MCIOJIb30BATHCS TO, UTO
MOJB30BATENb MMEET UM 3HAET, HO He CBOMCTBA caMOro noJib3oBatens. [TpuMepbl 0AHOPA30BBIX JAHHBIX ayTEHTH M -
KallMK TIONb30BATENS: ONHOPA30BblE MAPOIH, 3alIM(POBAHHBIE METKH BPEMEHH, CIyuyaiHble YUCIa CEKPEeTHOM Tab-
JIVIBI TpeoOpa3oBaHUM.

Asrop [13/3b MoXeT onpeaennTb, K KAKOMY MEXaHU3MY (aM) ayTeHTH(PUKAIIMU TTIPUMEHHMBI 3TH TPeOOBAHHS.

Onepanuu

HaszxwaueHne

B FIA_UAU.4.1 astopy I13/3B caenyet npuBecTH CHHCOK MEXaHA3MOB AYTEHTH(HKANNHA, K KOTOPHIM MpAMeHd~
ercd 310 Tpebosanne. HasHauennmeM MoKeT ObITh: «BCe MeXaHHW3MbI ayTeHTH(uKanun». [IpauMepomM Ha3HaYeHHS MOXKET
ObITh: «MEXAHU3MBI AYTeHTH(HUKANNH, HCHOAb3YeMbie MU AyTeHTH(UKAIMA NOJb30BATEICH BO BHENIHed ceTn».

FIA_UAU.5 Coueranne MexaHA3MOB ayTeHTH(UKanuN

3aMe4aHus Mo NMPUMEHEHUIO AJIs1 TOIb30BaTeNs

[Tpumenenne komnoHeHToB FIA UAU.5 nosponsieT cnenuduiinpoBaTs TpeOOBAHNS K IPUMEHESHUIO HECKOJIb-
KUX MeXaHu3MoB ayTeHTHdMKauuu B OO, TpeGoBaHus, npUMeHsIeMble K KAXIOMY OTACTBHOMY MEXaHU3MY, He0OX0-
IMMO BelOMpaTh M3 kinacca FIA. UToObl oTpa3uTh pasanyarmonidecs: TpeboBaHUS K pa3HbIM MeXaHUW3MaM ayTeHTU(hUKa-
MK, MOXHO MHOTOKDATHO MCTOJIh30BaTh OAMH W TOT € BbIOPAHHBIH KOMIIOHEHT.

Jns obecrieyeHns: BO3MOXHOCTEH MEXaHM3MOB ayTeHTH(hUKANMK, a TaKXe MpPaBW/, ONpeaensiolnX ycnell-
HOCTb ayTEeHTUMHKAIINY, MOXKHO NPUBIEKATb DYHKIIMHK ynpaBieHusa u3 kinacca FMT.

Jns nomycka B CUCTEMY aHOHMMHBIX MOJb30BATENENH MOXHO BBECTH MEXAHHW3M ayTeHTH(PUKALMM TUIMA «OTCYT-
cTBHE ayTeHTUQHKaIMKW». Ucnonb3oBaHKe AOCTYIA TAKOrO TUNA CAEAYeT YeTKO pasbsAcHUTH B nipaBmiax FIA UAU.5.2.

Onepannu

HasnaueHue

B FIA_UAU.5.1 asropy I13/3b caenyer onpeaenuTh NpeaocTapisieMbie Mexanu3mbl ayrearnaganman. [Ipame-
POM CHHCKA MEXAHU3MOB MOXKET CJIYKHTb: «OTCYTCTBHE ayTeHTH(HKAUNH, MEXaHH3M Napoid, GHomeTpus (CKAaHHPOBA-
HHe CeTYATKH), MeXAHHM3M KJH04Ya mu(poBaHAT».

B FIA_UAU.5.2 asropy I13/3B cienyer cnenudpuuupoBaTh npaBnjia, oNUCHIBAIONINE, KAK MEXAHA3IMbI obecne-
YHBAIOT AYTEHTH(PHKALHIO H KOIJa HCHOJb3yeTCsA KKl H3 HHX. DTO 3HAYHT, YTO 114 Ji000# BO3MOXKHOH# CATyanun
Heo0X0AHMO YKa3aTh COBOKYNHOCTh MEXAHH3MOB, KOTOPble MOIJIH GbI HCNOJb30BAThCA Nis ayTenTtadukanun. [Ipumep
TaKoro mpasuia: «/1as ayrenrndukanum noib3osareieil, HMEIOMHX ocoOble NMPaBa JOCTYNA, JOJIKHBI HCHOJIL30OBATHCH
COBMECTHO M€XaHHM3M MapoJisd W OmoMeTpHs, NpHIeM ayTeHTH(HUKATAS yCNellHA NMPH YCNemHoi ayreATA(UKANAR KaXK-
JbIM MEXAHH3MOM; JJIA AYTEHTH(HKANAA OCTAJILHBIX N0JIb30BaTe/Iel T0KEeH HCNO0JIb30BATECH TOJIHKO MEXAHHIM HAPO-
s>

Astop I[13/3b MoxeT 321aTh OrpanAYeHNs, B NPeeaX KOTOPHIX YNOJIHOMOUYEHHOMY A/IMAHACTPATOPY PA3pPEemieHo
cnenuUNHPOBATh KOHKpeTHbIe npasuia. [Ipumep npasnia: «ayrenTHHKANHASA N0JIb30BATEA BCEIAA T0JDKHA NPOH3BO-
JHTBCA NMOCPEJACTBOM ANMAPATHOrO KJH0YA; AJAMHHACTPATOP MOXKET CHEHH(DHUHPOBATb IONOJHATENbHHIE MEXAHH3MBI
ayYTEeHTH(HKALIHH, KOTOPbie TAKKe He0OX0auMO HCH0b30BaTh»>. ABTop I13/36 MoXeT H He cnemA(UIAPOBATL OTPAHH-
YeHHs, 2 OCTABHTb BHIOOP MeXaAm3IMOB ayTeHTH(HUKANMH H HX NMPABMI MOJHOCTHIO HA YCMOTPEHHE YNOJHOMOYEHHOTO
aJMHHHCTpaTOpA.

FIA_UAU.6 IlosropHaa ayrenrndagamus

3amMeyaHus MO NMPUMEHEHUIO TS TIONb30BaTeNsI

B komnonente FIA_ UAU.6 paccMaTpuBaeTcs NOTeHLIMAIbHAS NOTPEOHOCTL MOBTOPHOM ayTeHTU(MHKALIMH NOTb30-
BaTejieil B omnpeaefieHHble MOMEHTbl BPEMEHH. DTO MOXET BO3HHMKHYTb NMpH obpaleHuu nonb3oBatens Kk ®BO ¢
3aNpPOCOM O BBIMOAHEHWHU ACHCTBUIM, KPUTHUHBIX 110 6€30MACHOCTH, a TaKXe MPU 3aNpocax O NMOBTOPHOM ayTeHTH(hH-
KallUH1, UCXOASLIMX OT CYLIHOCTel, He cBA3aHHBIX ¢ ®BO, HanpuMep OT CepBepHOro MPHIIOXKEHHMS, KOTOpOe 3arpa-
mnBaeT oT @O NoBTOPHYIO ayTeHTUDHKALMIO OOCTYKMBAEMOTO KJIMEHTA.

Onepauuu

9-1—1523 125



Ir'OCT P UCO/M3BK 15408-2—2002

HaszxHaueHue

B FIA_UAU.6.1 asropy [13/3B cuenyeTt NpHBeCTH CIHCOK YCJIOBHIi, TPeOYIOHIHX MOBTOPHOI ayTenTAQHAKANAN.
DTOT CHHCOK MOKeT BKIIOYATDH B ces 3aBepHieHne NMepHOIA BpeMeHH, BbIICICHHOTO NMOJIb30BATENI0, 3aMPOC HOJIb30BA-
Tens ¢ Neabl0 A3MeHeHUs JelCTBYIOIHX aTPHOyTOB 0e30NaCHOCTH HIH 3anpoc noJb3osateis K OBO ¢ neasio BpnoiHe-
HHASL HEKOTOPHIX KPUTHYHBIX (YHKOmWil 0e30macHOCTH.

Astop [13/3B MoxeT 3a1aTh npeJenbl, B KOTOPLIX CJeAyeT AONYCKATh NOBTOPHYIO AYTeHTH()HKAIHIO, OCTABHB HX
JCTAIM3ANUIO HA YCMOTpPeHHEe YIIOJIHOMOYEHHOro aJAMHHHCcTpaTopa. Ilpamep monoGHoro mpaBmia: «moJb30BaTelh J0J-
XKeH NPOXOJUTh NOBTOPHYIO ayTeHTA(GHMKANMIO HE pexe OJHOTO pa3a B CYTKH; 4/AMUHHCTPATOP MOXKeT noTpedosats Goee
YACTYI0 MOBTOPHYI0 ayTeHTH(HKANHIO, HO He Yame oJHoro paza B 10 mumn».

FIA_UAU.7 AyrenTndukanus ¢ 3amumenHoil o0paTHOil CBA3ZBI0

3aMeyaHus No NPUMEHEHHUIO IUTS TOJIh30BaTeNsl

B komnoHnente FIA_UAU.7 paccmaTtpuBaeTcst oOpaTHast CBA3b C TIOJIB30BATENIEM B MpoLiecce ayTeHTU(UKALIMH.
B HeKoTOpbiX cucTeMax oOpaTHas CBI3b BBIPAXAeTCs B TOM, YTO MOJIB30BATE/IO COOOLIAETCSI KOMMYECTBO HAOPAHHBIX
WM CUMBOJIOB, HO CAMHW CUMBOJIBI CKPBIBAIOTCS; B APYTUX CUCTEMAX JaXe 3Ta WHMOPMALIUS MOXET CYUTATHCS HENpPU-
EMJIEMOMN.

ITOT KOMIOHEHT COAEPKUT TpeboBaHUe, YTOObl ayTeHTU(UKATTMOHHbIE JAaHHbIE HEe BO3BPALLATIHCH MONb30BA-
TeJIO B NepBOHAYaNbHOM Buzie. B pabounx cTaHTIMAX NIPUHSATO NPENCTABIATh HAGPAHHbBIE CUMBOJIBI NMAPOJIsSl YCIIOBHBIMU
3HaKaMMW (HanmpuMep, 3BE310YKAMH).

Onepauuu

HasHavyeHnune

B FIA_UAU.7.1 asropy I13/3B cienyer onpeaeadTh BHA 0OpATHOM CBA3H ¢ NOJb30BATENEM NPH NPOBEJeHHH
ayrenTHduKanuu. [IpaMepom TaKoro HAZHAYCHHS MOKET CIHYKHTh: «IHCIO HAOPAHHBIX CHMBOJIOB»>, APYroii THN 00paT-
HO#i CBA3H — «MeXaHH3M ayTeHTH(hHKANNH, Yepe3 KOTOPLIiA He yAAIOCh OCYHIECTBHTh AYTEHTHOHKALHIO».

XK.5 Unenradukanns noiassosatens (FIA UID)

CewmeiictBo FIA UID onpeaensier ycioBusi, IpH KOTOPHIX OT NOJIb30BaTeNiei TpebyeTcss coOcTBEHHAS NIEHTH -
dukanus 10 BeINoJHEHUs npH nocpegnuuectBe GBO Kakux-mu60 MHBIX NeWCTBUIM, TPEOYIOLMX WUIEHTU(MUKALIMU
NOJTb30BATEJIS.

FIA_UID.1 Boioop MoMenTa HaeHTH(DHKATAH

3aMeyaHus Mo NMpUMEHEHHIO AJIS MOJIb30BaTeNs

Komnonent FIA_UID.] ycraHaBnuBaeT TpebOBaHMA N0 HaAeHTHdUKALMK nTob3oBarenceii. Aprop I13/3b moxer
yKa3aTb KOHKPETHbIE ACHCTBHUA, KOTOPbIE MOTYT OBITh BBIMOJHEHBI 00 3aBepUICHNUS HACHTH(MUKAIIIN.

[Tpy MCnonb30BAaHMM KOMIIOHEHTAa YIIOMMHAEMBblE B HEM OEWCTBMS, KOTOpPbIE HOTNYCKAECTCS BBIMOJHSITH NPH
nocpeaanuecTe ®BO 10 naeHTUdOUKANINK, CIeAyeT TaKXe NprUBecTH U B KoMmnonente FIA UAU.1.

Onepauun

HaszwaueHne

B FIA_UID.1.1 astopy I13/3b caenyer cnemuduunpoBaTh CIMCOK ACHCTBHI, BHIMOJHAEMbIX NPH MOCPEAHAYE-
ctBe @®BO oT nMeHN MOJIB30BaTENSA 0 €ro COOCTBeHHON nAeHTHHUKANMH. DTOT CHHCOK He MOKeT ObITh mycThiM. Ecim
npueMjeMbIX JeilCTBMH HeT, cjleAyeT BMeCTO 3TOr0 KOMIOHeHTa Hcnoub3oBaTh KommonenT FIA UID.2. Ilpumepom
TAaKHX JeiCTBUI MOXKeT CIYKHTH 3aIpoc O NOMOIIA NPHA BHITOJHEHAW NPOHEIYPHI JOTHYECKOTO BXOAA B CHCTEMY.

FIA_UID.2 Unentuduxkanns 10 Jo0bIX JeiiCTBHI M0Jb30BATENS

3aMeyaHMs MO NMPUMEHEHHIO A5 MOJIb30BaTe s

Komnonent FIA_UID.2 coaepxuT TpeboBarue uaeHTUdUKAINN nojab30Bareicii. JJo nieHTHhHUKAINY N01b30-
BaTenst PBO He H0nycKaroT BHINOJHEHUE UM HMKAKUX ACHCTBHIA.

XK.6 CpazpiBanue noabzosaTenb-cyonekt (FIA_USB)

st pabotel ¢ OO ayreHTUDUIUPOBAHHBINA MONb30BATENb OOLIUHO aKTUBU3UPYET KaKoi-Tubo cyobekT. Toraa
aTprubyThl BE30TIACHOCTH 3TOTO TMOJb30BATENS ACCOUMUPYIOTCS (MOJTHOCTBIO MM YacTUYHO) C 3THM cyObekToM. Ce-
meiictBo FIA USB onpenensietT TpeGOBaHHS 110 CO3AaHHUIO M COMIPOBOXKACHMIO aCCOLMAIMK aTpHUOyTOB 0€30MacHOCTH
MONB30BATENSI ¢ CYOBEKTOM, HEHCTBYIOIIMM OT MMEHM TOJb30BaTeNsl.

FIA_USB.1 Csa3biBanne nojib3oBaTelb-Cy0beKT

3aMeyaHWs M0 TIPpUMEHEHUIO AJIs1 TIOJIb30BaTes

BripaxeHue «IeiCTBYIOINI OT UMEHW», UCIIONb30BAaBIIEECS U paHee, TpeOyeT HEKOTOPhIX MOSACHEHUN. Ycra-
HOBJICHO, UTO CYOBEKT OCHCTBYET OT MMEHH T0JIb30BATENS, CO3AABUICTO CYOBEKT WJIM AKTMBU3MPOBABILUErO €ro IS
peleHrss HeKoTopoii 3anauu. [TosToMy, Koraa cyObeKT CO34aeTcsi, TO OH AeHCTBYEeT OT MIMEHM NMOJIb30BATENs], MHULIU-
HMPOBABLIETO €ro cosnanue. Eciu nonb3oBaTe/b NPearnounTaeT aHOHMMHOCTE, CYOBEKT TAKXKe ACHCTBYET OT €ro uMe-
HH, HO MACHTU(HUKATOD HTOTO I0J1b30BaTeNsl HeuidBecTeH. Ocobyio KaTeropHuio COCTABIAIOT CYObEKThI, KOTOpblE 00-
CTYXKHMBAIOT HECKOIBKHX T0JIb30BaTeel (HanpuMep, cepBepHBIi nporiecc). Torna «BraaeablieM» 3TOTO CyObeKTa CUM-
TaeTCd MOJIL30BAaTC/hb, COBﬂaBLL[]A];I €ro.
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MPUITOXEHWUE U
(cnpaBo4HoOE)

Ynpasnenne 6esonacHoctbio (FMT)

Knacc FMT npeaHasHaueH Ui cnelUMdUKALWY yNpaBieHUs HeKoTopsiMH acriektamu PBO: arpubyramu 6e3o0-
NAaCHOCTH, TAHHBIMH M OTACIBHBIMA (PYHKLMSAMMU. MOryT GBITh TAKX€ YCTAHOBJICHBI Pa3JIMUHbIE POJIH YIIpaBieHUs U
onpeiesieHO WX B3aMMOJCHCTBHE, HAaPUMep pacrpeleiieHue 06a3aHHOCTeN.

Ecin OO cocTOHT M3 HECKOJNBKUX (PU3WUYECKH pa3lesieHHbIX YacTeil, o0pa3yonmx pacnpene/icHHYI0 CUCTEMY,
TO NpoGaeMbl CHHXPOHM3AIMU, OTHOCAINMECS K pacnpoCcTpaHeHUIO aTpubyToB 6e3onacHocT, JaHHbIX ®BO n Monu-
dukauun GyHKNHI CTAHOBATCA OYEeHBb CJIOXHBIMU, 0COOEHHO Koraa Tpebyercs nybiampoBaHWe MHGOPMANUK B pa3-
JrdHbIX acTax OO. ITH npobiieMsl ciienyeT NPUHATE BO BHUMaHKWe npu Beibope komnoHeHToB FMT REV.1 «OTMme-
Ha» 1 FMT SAE.1 «OrpaHudyeHHas 1o BpeMeHHW aBTOPM3alLlUs», NMOCKOJBKY MPH 3TOM BO3MOXHO HapylIeHWe HOp-
MarsHOTO BhinonHeHust @®BO. B Takoii cutyalny peKoMeHayeTCsl BOCTIONB30BaThcs KoMrnioHeHTaMu ceMeiictBa FPT _TRC.

Hexkomno3unug kiacca FMT Ha cocTaBnsiioliie ero KOMNOHEHTHI NMpHUBeAeHa Ha pucyHke U.1.

MA.1 VYnpasnenme  OTAEILHBIMH
bynxuuavn ®BO (FMT_MOF) YnpasneHue 6e30nacHoCTbio

DyHKIUU yOpaBJIeHHS M3 YHCIA
®bO paroT yNoJHOMOYCHHBIM T0JIB30Ba-
TEJIIM BO3MOXHOCThH YCTAHABIMBATh Ofe- FMT_MOF YnpagneHue otgenbHbLIMW 1
panmn 6e3onacHocT OO U ypaBIIATh UMHU. thyHkumamm 60
DTH aAIMUHUCTPATUBHBIE (DYHKIIUN OOBIY-
HO TOJApa3NeNsioTCd Ha HECKOJIbKO Kare-
TOPHIA.

a) OyHKnuM, OTHOCAIIMECSd K yN-
PaBJICHHUIO TOCTYIIOM, YYETy MOJjib30Bare- —
Jiei 1 ayTeHTHHKAIIMK, peajlu30BaHHbIe
B OO. Hanpumep, onpeneaeHue 1 0OHOB-
JIEHUE XapaKTepUCTHK 0e30NMacHOCTH
MONIB30BaTeNe (TAKNX, KaK YHUKATbHBIE
MACHTU(MUKATOPDI, acCONHMPOBaHHbLIE C
MMEHaMM TOJb30BATENel, YUeTHbIC AaH-
HblE TIONIB30BATENENM, MapaMeTphl BXOAA B |_
CUCTEMY), OMNpeaejeHne U OOHOBJIECHHE —  FMT_MTD Ynpagenexue aaHHbiMn ®BO |_ 2

6esonacHocTn

FMT_MSA YnparneHue atpubyramu [ 2

CpPENCTB YMpPAaBJEHUS ayAMTOM CHUCTEMBbI
(BbIGOp COOBITHH ayauTa, yrnpaBicHUE
KypHAJaMM ayauTa, aHaaus XypHana
aynnTa W TeHepalus OTYETOB ayauTa),
onpeneNeHue U OOGHOBIEHHE aTPUOYTOB
MONUTUKHN, HA3HAYEHHBIX TI0JB30BATEIIO
(TakMx, KaKk ypOBeHb AOMYyCKAa), ompeie-
JICHHE CUCTEMHBIX METOK YIIPaBIeHUS 10-
CTYIIOM, YIIpaBJI€HUE TPYINIaMH T0Jb30- —
BaTeJIeH.

6) PyHKIMUK yripaBleHUs, OTHOCS-
HIMecst K KOHTpOJIO poctynHoct. Hanpu-
Mep, ompeleieHHe U MOAWMUKAIUS Tia-
paMeTpOB HOCTYITHOCTH WM KBOT pecyp-

b FMT_REV OtmeHa 1

FMT_SAE Cpok geitcteus atpubyra 1
6esonacHocTH

— FMT_SMR Ponu ynpaeneHus 6e30nacHOCTbIO

COB.
B) DYyHKIHM yripaBIeHHsI, CBSI3aH- 3
Hble B OCHOBHOM C UHCTALISIINEN U KOH-
durypanunein. Hanpumep, koHpurypauus
00, pyuHOe BOCCTAHOBJEHME, MHCTAN- PucyHok U.1 — JlekoMmro3ulus Knacca «YTpaBleHHEe 6e30TIacCHOCThIO»
3 bl

JISIUS UCTIpaBACHM, OoTHOCAIIMXCSA K 6e3omacHocTd OO (Npy HMX HAIMYMKM), BOCCTAHOBJICHWE W DPECHHCTAIIIAINSA
arnnapaTHbIX CPEICTB.

r) OYyHKIUY yTIpaBIeHUA, CBA3aHHbIE C TEKYLUMM YNpaBleHUEM B conpoBoxaeHueM pecypcoB OO. Hanpumep,
MOAKJIOUeHNE W OTKITIoUeHNHE nepudepnilHbIX YCTPOMCTB, YCTAHOBKA ChbEMHBIX HOCHTENICH MaMsTH, pe3epBHOE KON -
POBAHME U BOCCTAHOBRJIEHME OOBEKTOB MOJIb30BATENIe U CUCTEMBI.

OTMETHM, 4TO HTH PYHKIMH TpebyeTcs npeactaBuTh B OO Ha OCHOBe ceMeiicTB, BKiToueHHBIX B I13 nim 3b. Ha
aBtopa [13/3b BosnmaraeTcsl OTBETCTBEHHOCTh 3a MpeAOoCTaBleHUe DYHKIMI YNPABIeHUs CUCTEMOM Ge3onacHbIM 00-
pasom.
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HdomnyckaeTcs BkmoueHne B uncao ObO yHKIIMM, KOTOPBIMA MOXKET YNIPABIATh aAMHUHUCTpaTop. Hanpumep,
MOTYT OBITh MPEIYyCMOTPEHB OTKIIOUEHHE (PDYHKIMI ayAnTa, NEePeKIIOYeHNE CUMHXPOHHM3AIIMKA BpeMeHH, MOAN(UKa-
LS MEXaHM3Ma ayTEeHTUPUKAINH.

FMT_MOF.1 Ynupasnenne pexxumoM BbinoiHenns GyHknmii 6e30macHOCTH

Komnoneut FMT_MOF.| npenocrapigeT naAeHTHPUIINPOBAHHBIM POJISIM BO3MOXKHOCTB YripaBAeHUI (hYyHKIN-
amu n3 unciaa @BO. MoxeT notpeboBaThCs BRISICHUTh TEKYIIEE COCTOAHNE PYHKIINY 0€30MacHOCTH, OTKIIIOUUTD WIH
NOJAKIIOUUTh (PYHKIINIO 6€30MaCHOCTH, MOAUMUIIMPOBATh PEXKKUM €€ BhINOMHEHUS. [IpnMepoM MoandHKanm pexrnma
BBITIOJTHEHHSI SIBJISIETCS M3MEHEHNE MEXaHM3MOB ayTe HTUhHKAIIIH,

Onepannn

BriGop

B FMT_MOF.1.1 astopy [13/3b caenyer BbiOpaTh A POJIM BO3MOXKHOCTD CJEAYIOIMMX AeHCTBHIl: onpenene-
HHE peXnMa BhinojHeHus1 Gynkmmii Ge3onacHocTH, oTKI0o4YeHne GyHKHuiA Oe3omacHOCTH, noakiaoyenne Gpynxnuii Ge-
30MACHOCTH W/uian MoanGuKANug peXuMa BbINoJHeHnd (YHKImil 6e30macHOCTH.

HasnaueHnmne

B FMT _MOF.1.1 asropy I13/3b ciaeayer cnennduuuposats GYHKIHH, KOTOpPbie MOTYT ObITh MOIH(PHIHPOBA-
HbI HAeHTAGUIAPOBAHHBIMA poismu. [Ipuvepamu Takux dyHKIMHA 9BAAOTCA GYHKIHH AYIHTA WIH ONpeleJieHHA BpeMe-
HHA.

B FMT_MOF.1.1 astopy I13/3B ciuenyer cuenudpuuHpoBaTh pOJH, KOTOpbie JONYCKAWTCA K MOAH(PHKANHH
dynknnii u3 yncia ®BO. Bee Bo3moxubie posn cnenuduuuposansi B FMT_SMR.1.

.2 Ynpasnenue arpudyramm 6e3onacnoctn (FMT_MSA)

Cemeiicteo FMT MSA ornipeaessier TpeOOBaHHMA MO yNpaBAeHUIO aTpUOyTaMu 6€30MacHOCTH.

Y nosb3oBateneil, cyGbeKTOB U OOBEKTOB €CTh ACCOLIMMPOBAHHbBIE ATPUOYTH 6€30MaCHOCTH, KOTOPhle OKa3bl-
BalOT BAWSHHE Ha pexXuM BoinoaHeHHa ®@BO. I[NpuMmepamu aTpuOyTOB 6€30MACHOCTH SIBSIIOTCS TPYINbI, B KOTOpPblE
BXOAMT TOJNIB30BATE/b, POJHM, KOTOPBIE OH MOXET NMPUHUMATh, MPUOPUTET Mpolecca (cyObekTa), a TaKxXe Mpaba,
KOTOPBIMM HAJeNeHbl POJIb WK MOJTb30BaTeb. MOXET BO3HUKHYTh HEOOXOAUMOCTE B YNPABAEHUH 3TUMHU aTpUOYTaMU
6€30MacHOCTH CO CTOPOHBI MOJB30BATENsI, CYObEKTa WM CMNELHANBHO YNOJHOMOYEHHOTO MOJIb30BaTeNs (MoJb30Ba-
TEJSI C SIBHO TPEACTABJICHHBIMU TPABAMHU TAKOTO YIIpaBieHUd).

CyulecTBeHHO, YTO TMpaBO Ha Ha3HAYCHME MpaB MOJb30BaTelsAM caMo Mo cebe ABnsgeTcss aTpubyToMm Gesonac-
HOCTH W/WIN TIOTEHIMATBHBIM CyObeKTOM ynpaBieHUs B KomnoHeHTe FMT_MSA.1.

Komnonent FMT_MSA.2 MOXHO MCNONB30BaTh Al obecrneyeHusi, YToObl BhIOpaHHOE COYeTaHHWE aTpHOyTOB
0e30macHOCTH HaXOAWIOCh B paMKax 06e30MmacHoro cocrossaud. OripeaeieHne, YTO NOHMMATh Kak «be30macHoe», BO3-
naraerca Ha pykooacTBo OO u mozens [MBO. Ecim pa3paboTumk npenocTaBui 4eTKoe omnpeneiieHHe 6e30MacHbIX
3HauYeHWI U AOBOABI, MOYEMY MX CJEAYEeT CUUTATh Oe3onacHbIME, 3aBUCHMOCThIO FMT_MSA.2 or ADV_SPM.1 Mox-
HO TipeHebpeys.

B HekoTOphIX ciaydasix cyObekThl, 00BEKTHl WM yUETHBIE JaHHBIE MONb30BaTeNlel co3naloTcs 3aHoBo. Ecau npu
3TOM He 3aJaHbl SIBHO 3HAYEHMS aTpuOYTOB G€30MACHOCTH, CBA3aHHBIE C CYOBEKTAMH, 00BEKTAMMU WM MOJb30BaTeE-
JIIMU, TO HEOOXO0AMMO UCIONB30BATh 3HAUCHHUS Mo ymomuanuo. KomnoreHt FMT_MSA. | MOXHO MCNONB30BaTh IS
OMnpeneeHnsi, UTO 3TUMH 3HAYEHUSAMH, 33AaBAEMBIMH TI0 YMOJYAHHIO, MOXHO YNpPaBisiTh.

FMT_MSA.1 VYnpasaenne arpudyraMa 6e30nacHOCTH

Komnonent FMT_MSA.1 nonyckaeT nonb3oBaTesiei, NCTIOMHAIONINX HEKOTOPbIE POJIM, K YIIPABIEHUIO WIEH-
TUhOUIUPOBAHHBIMM aTpUOyTaMu GeszonacHOCTH. [IpuHATHE pOJiM MONB30BATENEM OCYLUECTBASETCS B KOMIOHEHTE
FMT SMR.1.

3anaBaeMBbIM T10 YMOJYAHUIO Ha3bIBacTCsl 3HAUCHHE MapaMeTpa, KOTOpoe OH MpPUHUMAET, KOrla oToOpaxaeTcs
0e3 crienMasbHO YKa3aHHOro 3HaueHUs. HauanbHOe Xe 3HaueHHe TNpeaocTaBiaseTcs NMpH OTOOpaXKeHWU (CO3INaHHUM)
napaMmeTpa, 3aMellas 3aJaHHOE Mo yMOIYaHUIO.

Ornepanuuu

HasHauyeHUne

B FMT_MSA.1.1 astopy I13/3b caenyer ykazats [1DB ynpasienns gocTynom uian aH(OPMAUHOHHBIME IOTO-
KaMH, 1 KOTOPOil MPpUMEHHMBI aTpuOyThl 6€30NACHOCTH.

BriGop

B FMT_MSA.1.1 astopy I13/3B caeayer cnienupuunpoBaTs onepanun, KOTOPbIe MOXKHO NPAMEHATh K WICHTH-
(unuposannbiM aTpudyTam 6esonacrHoctn. Aprop I13/3b moxer cnenngunuapoBaTh, 4TO POJIH JOMYCKAETCS K H3MEHe-
HHIO 32/1aBaeMbIX N0 YMONYAHHUIO 3HAYeHHii aTpubyTOB Ge3omacHOCTH, 3anpocy W Mogudukanuu 3HaYeHAH aTpudyTOB
0e30mMacHOCTH, NOJHOMY yAAleHHI0 aTPHOYTOB 0€30NMACHOCTH, 2 TAKKE ONpPENeJUTh COOCTBEHHbIE ONMEPANNH ¢ HHMH.

HasHaueHUue

B FMT_MSA.1.1, ecin chenan cooTseTcTByiommii Boioop, asropy I13/3B caeayer cnennuuaposaTh, Kakue
JOTIOJHATEIbHBIE ONePANNd MOMKET BbINOJHATH poib. IIpuvepom Takoii omepanud MoOXeT ObITh «CO3TATH>.

B FMT_MSA.1.1 astopy I13/3b caenyer cnenndunnpoBath aTpHOYTH 6€30MACHOCTH, KOTOPHIMH MOTYT ONepH-
posaTh uaenTadunupoBannbie poan. Jomyckaercs, uro asrop I13/3b cnenndunnpyer BO3MOKHOCTb yOpasieHHs 342~
BaeMbIMH M0 YMOTYAHHIO BeIMYMHAMH, TAKMME KAK 3a/1aBaeMble 0 YMOJYaHAI0 Npasa Joctyna. [Ipumepamu stux atpu-
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OyToB Ge30MACHOCTH ABIAIOTCHA: YPOBEHb JONYCKA, NPUOPUTET YPOBHS OOCIHYKUBAHAS, CIHCOK YNPABJICHHS JAOCTYIOM,
npaBa J0CTYNA 0O YMOJTYAHHIO.

B FMT_MSA.1.1 asropy [13/3b creayer cnennpumupoBaTs pojd, KOTOphie JONYMEHH! K ONEpAUMAM ¢ aTPpHOY-
Tamu O6esomacHocTH. Bee Bo3Moxknbie poan cnendduouposansl B FMT _SMR.1.

FMT_MSA.2 Be3zonacHble 3Ha9¢HAA aTPHOYTOB 0€30MaACHOCTH

Komrnionent FMT MSA.2 coaepkut TpeOOBaHMUSA K 3HAYEHUSIM, KOTOPbIE MOTYT MPUCBAUBAThCA aTpUOYTaMMU
oesonacHoctu. CreayeT NMpucBanBaTh Takue 3HaYeHUs, 4yToGbsl OO ocTaBaics B 6€30MaCHOM COCTOSIHHMMU,

Onpenenexune, 4To SBISETCH «OE30MACHBIM», B 3TOM KOMIMOHEHTE HE PACKPbIBAETCS, HO OCTABIEHO IS KJac-
ca «PaspaboTtka» (KoHKpeTHO, At KomrnoHeHTa ADV_SPM.1 «HedopMmanbHasg Moaedb NMOJUTHKU Ge30MACHOCTH
OO») u pykoBoacTs. [TpumepoM MOXKET CIYKUTh HETPUBUANBHBIN Napoib, Ha3HAUYaeMbIH NMOJb30BATENIO TIPU peruc-
Tpalnm.

FMT MSA.3 Unnmnann3anus CTATHYCCKAX ATPHOYTOB

3aMevyaHus 10 TIPpUMEHEHHIO IJIs1 TTOJb30BaTe st

Komnonent FMT MSA.3 conepxut tpeboanusi, utoGel ®BO npeaocTaBasl BO3MOXHOCTh KaK NMPUCBOEHHUs
arpubyTaM 6e30MacHOCTH OOBEKTOB 3HAYEHHWIN IO YMOMYAHUIO, TAK W WX 3aMEHBl HaYalbHBIMM 3HAueHUSAMMU. Jleii-
CTBUTEJILHO, /151 HOBBIX OOBEKTOB BO3MOXHO MMETh NMPHU CO3JAHNH pa3lTUyalolInecs 3HauyeHHs aTpubyToB Ge3onac-
HOCTH, €CJTU CYLIECTBYET MEXaHU3M crielndUKalMy TTOTHOMOYNI BO BpeMsl CO3AaHUs 00beKTa.

Onepanuu

HasnaueHnue

B FMT_MSA.3.1 asropy I13/3b caeayer ykazats II®DB ynpapiaenns 1ocTynoM niad AH¢GOPMAIIHOHHBIMHA NOTO-
KaMH, JJis KOTOPOii IPHMEHAMBI aTPHOYTHI 0€30MACHOCTH.

Bribop

B FMT_MSA.3.1 asropy I13/3B cuenyer cnenmdunupoBath, OyIyT Ju 3aJaHHbie N0 YMOJYAHHIO CBOIHCTBA
aTpudyTOB yNpaBieHHs AOCTYNOM OTPAHHYMBAIOIIAMA, Pa3pelIAlONMAMH WM HMHOTO XapakTepa. B mocieaHeM ciyyae
asropy I13/3bB cieayer yrouynuts XapakrTep 3THX CBOMCTB.

HasnaueHnue

B FMT_MSA.3.2 asropy I[13/3b caeayer cnenndunaposaTh pojiH, KOTOpbie JonymieHb K MOIH(HKAIMH 3HA-
yennii aTpubyToB Oe3onacHocTH. Bece Bo3mMoxkHbie pon cnenuduunposansi B FMT_SMR.1.

.3 VYupapaenne nannsiva PO (FMT_MTD)

CewmeiictBo FMT MTD ycranapnuBaeT TpeboBaHuS 10 ynpaBieHU1o 1aHHbIMU PBO. [Mpumepamu naHHbix PBO
ABJSIIOTCS TEKYLLIEE BPEMA M XKypHal ayanta. HarnpumMep, 3TO ceMeiCTBO JaET BO3MOXHOCTh CeluUdULIUPOBaTh, KOMY
paspelieHo YNUTaTh, YAANATh WIM CO3MaBaTh XYpHal ayauTa.

FMT_MTD.1 Ynpasnenune nannpivu 5O

KomnoneHt FMT_MTD.1 no3BossieT nojib30oBareisiM, KOTOPbIM TIPUCBOEHBI ONPEACTICHHBIE POJIH, YIPABIATh
3HaueHuIMn aaHHbIX OBO. HaznaueHune noab3oBatesieil Ha posib paccMoTpeHO B KoMnioHeHTe FMT SMR.1.

3aaBacMbIM 0 YMOJYAHHIO HA3bIBAETCA 3HAYEHHE MapaMeTpa, KOTOpOe OH NPMHHUMAET, KOrAa OTobpaxaercs
6e3 crenMaabHO YKa3aHHOro 3HauyeHWsa. HavanbHoe Xe 3HaYeHHe MpefoCTaBISIETCS MPH OTOOPaXeHHUHM (CO3IaHUHN)
rnapaMmeTpa, 3aMmellas 3aJaHHOE 110 YMOJYaHHIO.

Onepanun

Bribop

B FMT_MTD.1.1 asropy I[13/3b cieayer cnenndunupoBaTs omepamun, KOTOPbie MOTYT ObITH HPAMEHEHBI K
maeATHGAmIposaHHbLIM AaHHBIM @BO. AsTop I13/3b MoXxeT cnenngumAPOBaTH, YTO POJb MOKET H3MEHATH 32JaAHHBIC
N0 YMOJTYAHHIO 3HAYECHHUS, BINOJHATD OYUCTKY, YTeHHe, MoaudnKanmo win nojanoe yaaienue naansix @BO. Io xena-
gm0 apTop I13/36 Moxer cnemmdHuupoBaTh Kakoii-inoo tHn onepammn. «Ounctka nannpix PBO» o3mauaer, 9To
coaepKaHue JAHABIX YAAJISeTCs, HO CAMA CYHIHOCTb OCTAeTCA B CHCTEME.

HaszxHaueHwue

B FMT MTD.1.1, ecau caenan cooTBeTcTBYlomuii Boidop, asropy I13/3b6 cieayer cnennduuuposaTsh, KaKue
JIONOJIHATEIbHbIE ONEePAIHH MOXKET BbINOJHATH poib. [IpuMepoM TaKoii omepammm MOXET ObITh «CO3AATH>.

B FMT MTD.1.1 astopy [13/3b cieayer cnennduuupoBatb, Kakumu ganasiMi ®BO MoryT onepupoBaTh HaeH-
Trdunuposannsie poun. Jlomyckaercs, uro aprop [13/36 cneunduunpyer Bo3MoXKHOCTb YNPABICHHS 3HAYCHAAMH, 32-
JaBaeMbIMHA 10 YMOJYAHHIO.

B FMT_MTD.1.1 astopy I13/3B cieayer cnenudpuuupoBaTh posis, KOTOpbie JONYHIEHb K ONEPANHAM C JAHHbI-
va PBO. Bce Bo3MoxHble poan cnennduunuaposansi B FMT_SMR.1.

FMT_MTD.2 Ynpasienue orpanHyeHuaMH danupix ®BO

Komnonentr FMT_MTD.2 cneunguumpyeT rpaHuyHble 3HaYeHusa jns gaaHblx @bO U neiictBusa, npeanpuHu-
MaeMble B Cilyyae MX MpeBbliieHUsA. MOryT ObITh yKa3aHbl, HANpUMep, AONYCTHMBIII 00beM XypHajia ayninTa M Nei-
CTBHS MIPH €TO TepenoNHeHUM.

Onepanun

HasznaueHue

B FMT _MTD.2.1 asropy I13/3b caeayer cnemndunuposats jannbie PbO, nMeomue orpannienns, H 3HaYe-
BAg 3TAX orpanwgennii. [pmvmepoM Takux mampasix OBO sABAdeTCs YHCHO MOJAb30BATENEH, OCYNIECTBHBUIMX BXOI B
cHCTEeMY.
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B FMT _MTD.2.1 asropy I13/3B cieayer cneuuuuupoBaTh pojid, KOTOpbie JOMYyHIEHbI K MOIM(HKANNHA KaK
orpanmyenuii nanEslx ®BO, Tax u geiicTBAA B ciyuyae Hapylulends orpanudendii. Bce Bo3amMoxHbie poan crenuduunpo-
panst B FMT_SMR.1.

B FMT_MTD.2.2 agropy I13/3b cineayer cnenudunupoBaTs qeiicTBUSA, NpeANpUHAMAEMbIE B CIydae MpeBbIie-
HAS TpenejbHbIX 3HAYeHmit cnemudunuposamdbix gapabix PBO. IlpavepoM Takmx aeiicTsmii, BoimongemMbix OBO,
ABJAAECTCA nn(bopmlponalme YHOJTHOMOYCHHOTO AAMHHUACTPATOPA U IeHEpanusa 3anucu aynm‘a.

FMT MTD.3 besonacusie nanasie @50

Komnonent FMT MTD.3 pacnipocTtpaHsieTca Ha TpeOOBaHMS K 3HAYCHMSIM, KOTOpPblE MOTYT TNpPHUCBaNBAThHCSA
nanaeiM PBO. Crenyer npucBanBath Takne 3HaueHUs, yToObl OO ocTaBasics B 6€30MaCHOM COCTOSIHUM,

OrnpenescHUE, UTO SBISIETCS «O€30MACHBIM», B 3TOM KOMITOHEHTE HE PACKPBIBAETCS, a OCTABIECHO AJIS Kjacca
«Paspaborkar» (KOHKpeTHO Ajs1 KomrnioHeHTa ADV_SPM.1 «HedopmanbHass Moneab nomuTukn 6e3onacHoct OO»)
1 pyKOBOACTR. Eciu pa3paboTumK npenocTaBUl YeTKOe ompeaesieHne 06e30nacHbIX 3HaUeHUH U OOBSICHEHHWE, NTOUeMy
WX CJEAYeT CUUTATh Oe30macHbIMU, 3aBUCHUMOCTBIO FMT MSA.2 or ADV_SPM.1 moxHO npeHeOpeyb.

N.4 Ormena (FMT_REY)

XapakTepucTUKa ceMeilcTBa

CemeiictBo FMT REV cBs3aHo ¢ oTMeHON aTpuOyTOB 6€30MacHOCTH pas3lMUHbIX cylIHOCTel B npeaenax OO.

FMT_REYV.1 Otmena

B xomnonente FMT REV.1 cneundunnpyorcs TpeboaHus 1o orMeHe rpas. OH COAEPXKUT TpebOoBaHHE Criel-
duKanuKM NpaBUI OTMEHBI, HATIpUMED:

a) OTMEHa TNMPOU30MAET MPHU CIEAYIOLIEM BXOAE MNMOJb30BATENS B CUCTEMY;

0) OTMEeHA NPOU30MAET NPHU ClenyIoNIel MOMBITKE OTKPHITH (ailn;

B) OTMEHAa TIPOM30MAET MO MCTEUEHWH YCTAHOBJICHHOrO BPEMEHHM, YTO MOXKET O3HAauaTh NMEepecMOTp BceX OT-
KPBITBIX COSIMHEHNI uepe3 Kaxable X MUH.

Onepannun

Bribop

B FMT_REV.1.1 astopy I[13/3B ciaeayer cneuunduuupoBath, J0KHA Jd ObITh NMPEeJOCTaBJIEHA BO3MOXKHOCTH
oTMeHATHh ¢ ucnoab3osanneM ®BO aTpubyTsl GezomacHocTH Nojb3oBaTeNeil, CYOhEKTOB, 00HEKTOB WM KaKUX-JH00
HHBIX pecypcos. Ecan BpiOpan nmocieannii BAPHAHT, TO cJeAyeT HCNOJIH30BATH ONEPANMIO YTOYHEHHAS AJIA ONpeleleHus
pecypcos.

HaszwnaueHune

B FMT_REV.1.1 asropy [13/3b caeayer yka3ath pojd, KOTOpble JONYLIEHb K OTMeHe aTPHOYTOB GezomacHoc-
Td. Bce Bosmoxubie ponn cnenndunuposansi B FMT_SMR.1.

B FMT_REV.1.2 astopy I13/3b caenyer cneunduuupoath npaBuia ormensl. K npasniam, B yacTaocTd, MOIyT
OBITh OTHECEHBI: «Iepel cleayonieil onepanneil HaJa aCCOUHHPOBAHHbIM PECYPCOM» HIIH «NPH CO3TAHAA KAJKAOTO HOBOTO
cyObeKTar.

.5 Cpox neiicteusa atpudyror 6ezonacHoctn (FMT_SAE)

CemeiictBo FMT_SAE cBa3anHo ¢ BO3MOXHOCTbIO YCTAHOBJIEHUSI CpOKa ACHCTBHSA aTpHOYTOB 0€30MacHOCTH.
OHO MOXEeT NMPUMEHSITbCA NpH cnelndUKaLUK TpeGOBaHUI K CPOKY AeicTBHUS aTpUOYTOB yNpaBICHHS HOCTYIIOM,
aTpubyTOB MUAEHTUGMUKALIMU M ayTeHTHMHKALUU, CepTUGMOUKATOB (Hanpumep, cepTucdukaroB Kimouei tuna X.509),
aTpubyTOB ayaInuTa U T. I

FMT_SAE.1 Orpannuennas no BpeMeHH aBTOPH3AIUSA

Onepauunu

HaszHavyeHune

B FMT_SAE.1.1 asropy I[13/3B cienyet npeJcTaBUTh CNHCOK ATPUOYTOB 6e30MaCHOCTH, i KOTOPHIX MOAIE]-
JKHMBACTCS OrpaHHYeHHe Cpoka neiicTeua. [IpuMepoM Takoro aTpudyra sBjisieTcs ypoBeHb JOMYCKA MOJb30BATEIA.

B FMT_SAE.1.1 asropy I13/3B caeayeT yka3aTb pPoJiH, KOTOpPbie AOMYImECHbI K HAZHAYCHHIO CPOKA JeHCTBHSA
arpubyrop Oe3onacHocTH. Bee Bosmoxnsie poin cnenudunuposannt B FMT SMR.1.

B FMT_SAE.1.2 asropy I13/3b cieayer npeAcTaBuTh CNHCOK JeiicTBHii, NpeINPHAAMAEMBIX 0 OTHOMEHAIO K
KaXKJIOMY aTpHOYTY 0€30MacHOCTH, KOTAA 3aKaHYMBAECTCA CPOK ero neiictBusa. IlpuMepoM apisieTca Ha3HAYEHHE YPOBHIO
JIONMYCKA N0JIb30BaTE/IA, N0 HCTEYSHAH CPOKA ero JeiiCTBHSA, 3HAYeHHA, MUHEMAJIbHOTO 11 garnoro Q0. Ecin B I13/36
npefycMaTpuBaeTcs H HeMEAJICHHAS OTMEHA, TO cleayeT cneuMpHIHPOBATL AeiHCTBHE «HEMEICHHAS OTMEHA».

.6 Poan ynpasienns 6esonacaoctsio (FMT_SMR)

Cemeiicteo FMT_SMR yMeHBIIAeT BepOATHOCTh YLiep0a, KOTOPbIA MOTYT HAHECTH MOJb30BaTeIU NCHCTBUS-
MH, BBIXOASLUWMH 32 pAMKH Ha3HAYCHHBIX UM (PYHKLIMOHAJIbHBIX 003aHHOCTeH. B ceMelicTBe Takke paccMaTpUBacTCs
MPOTHUBOAEHCTBUE YIpo3e MPUMEHEHUA HEaiecKBAaTHOrO MeXaHW3Ma, MPeaoCTaBIsIeMOro s 6e30MacHOro yripablie-
ausa OBO.

BTO CEMEICTBO COMEPXUT TpeOOBaHMS K MPEAOCTABIEHMIO UH(MOPMANMK N0 NOAACPXKE NACHTH(OHUKANH T10JT-
HOMOYHMI MOJb30BaTeNsd Ha NPUMEHEHHNE OTAEIBHbIX AIMUHUCTPATUBHBIX (DYHKIIHI, OTHOCAIIHUXCA K 6€30MacHOCTH.
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Hekotopsie neiicTBuS yrpaBieHUS MOTYT BHIMOJTHSITE NOJIb30BATENM, APYTHE — TOJIBKO CMELMANbHO HA3HAYEeH-
Hble JINIA U3 JaHHOW opraHu3anuu. CeMencTBO MO3BOMSET ONPEALNSATh Pa3MUHbBIE POIM, TAKWE KaK Blaaenel, ayin-
TOp, aAMMHUCTPATOP, NEXYPHBIA AIMUHHUCTPATOP.

Bce posin U3 3TOrO ceMeNCTBA CBA3aHbl C 6€30MacHOCThIO. Kaxnasi poib MOXeT NpenoCTaBisiTh LHUPOKHE BO3-
MOXHOCTH (Hampumep, noctyn ko Bcei crpyktype UNIX) unam He3HauuTenbHblE MpaBa (HanpuMep, MPaBo YTeHHS
00BEKTOB EAMHCTBEHHOIO THMA, TAKMX Kak ¢aii noMonn). Bee ponu onpenensiiorest B 9ToM ceMeicTBe. Bo3MoXHO-
ctu poneit onpenensaioTca B ceMeiictBax FIA. MOF, FMT MSA u FMT_MTD.

HexoTopble TUMNBI pojieil MOTYT ObITh B3aMMHO MCKIIOYalolMMKU. Hanpumep, nexXypHblii atMUHUCTPATOP MO-
XET OBITh CTIOCOOEH OMPEACISITE M AKTHBHU3HPOBATH MOJIB30BATENEN, HO HE YIANATh UX (3Ta BO3MOXHOCTb 3aKperJicHa
3a poOJIBIO AIMUHHUCTPATOPa). DTO CEMENCTBO AONYCKAeT crie LM(PUKALINIO NOJWTHK IBONHOrO yNpaBaeHus.

FMT _SMR.1 Poxr 6e3onmacHocTH

Komnonent FMT SMR.1 onpenenser paznuuablie ponu, kKotopsie PBO cnenyer pacnosHaBaTh. B cucremax
YacTO MPOBOJMTCA Pa3iMuMAe MEXAY BIANENbIEM CYI[HOCTH, AAIMUHHUCTPATOPOM U OCTANbHBIMH MOJIb30BATESMM.

Onepannun

HasznHaueHne

B FMT_SMR.1. agropy I13/3B caenyer cnenupunupoBaTh pojiH, KOTOpbie PACNO3HAIOTCH CHCTEMOIi. D10 poin,
KOTOpPble MOTYT HCHOJHATh MOJb30BATEIH OTHOCHTENLHO Oe3onacHocTH. [Ipumepnl poJeii: Biajgenen, ayauTop, aaMH-
HACTPATOP.

FMT_SMR.2 Orpanadenus Ha pojii 6e30mACHOCTH

Komnonent FMT SMR.2 cneundunupyet pasnnuHsie ponu, Kotopslie ®BO ciexyer pacnos3HaBath, M YCIO-
BUS, TIPA KOTOPHIX 3TUMH POJSIMM MOXHO YNPAaBIAThE. B cUCTeMax 4acTo NPOBOLUTCS Pa3IMUME MEXAY BIaielbleM
CYLIHOCTH, AIMUHHUCTPATOPOM M APYTUMMU TOJB30BATECNISIMU.

YcnoBusi, HanaraeMble Ha PO, OMPENENSAIOT B3aWMOOTHOLUEHUS pa3fMYHBIX POJicii, a TaKXke OrpaHWYCHHS
Ha TIPUHATHUE POJH TOJb30BATEIEM.

Onepanuu

Haszwnauenue

B FMT SMR.2.1 aBtopy I13/3B cnenyer cneliMchuiupoBaTh PO, KOTOPBIE PACTIO3HAIOTCA CUCTEMOI. DTO pou,
KOTOpPBIe MOTYT UCTIOJTHSTE T0OJIb30BaTE/IM OTHOCHTENbHO 6e3onacHocTH. [1puMepsbl poneii: Bragenel, ayautop, alMH-
HHUCTpATop.

B FMT_SMR.2.3 astopy [13/3b cieayeT cnennduiupoBaTh yCJIOBHSA, KOTOPHIM HEOOXOAHMO CJieJoBATh NpH
yIpaBjieHdn Ha3HAYeHneM poji. [lpuvepamMu TaKuX YCIOBHIA ABISIOTCH: «32aKA3YHK HE MOXKET HCIOJIHATH PoJib ayAHTOpa
ANA AJIMAHHCTPATOPA» WIH <«I10JIH30BATEN0, HCTOJHAIMEMY POJIb ACCHCTEHTA, HEOOXO0IMMO TAKXKe HCIOJHATbH POJb
BJAAEbIA».

FMT_SMR.3 Ilpunaruae poiei

Komnonent FMT SMR.3 onpenensier, 4To Aigd NPUHATHSA HEKOTOPBIX pojieid HEOOXOAUM TOUHBIN 3amnpoc.

Onepannu

HasnaueHnue

B FMT_SMR.3.1 asropy I13/3b cieayer cnennduuuposats poam, LIS NPAHATHA KOTOPBIX TPeGyeTcd TOYHbIH
3anpoc. [Ipamepsi: ayauTop W aAMHEHACTPATOP.

[MTPUITOXKXEHUE K
(cripaBouHOE)

IIpuBatHocTh (FPR)

Knacc FPR onucbiBaeT TpeboBaHus, KOTOPBIE MOTYT HAKJIAABIBATLCS AJTsE YAOBJIETBOPEHN A NOTPEGHOCTH MOJIB30-
BaTeNsl U MPHUBATHOCTU, AOMYCKAS MAKCUMANIbHO BO3MOXKHYIO THOKOCTh CUCTEMbl, HO OCTABIssA B TO X€ BpEeMs BO3-
MOXHOH TOIEPKKY AOCTATOUHOTO YNpaBieHUsT (DYHKIIMOHUPOBAHUEM CHUCTEMBI.

KoMMoOHEHTH! 3TOTO KJacca AOCTATOYHO TMOKH, YTOOBl yIUTHIBATh, PAcTIPOCTPAHSAETCS JIM AciCTBHE 3aTpeGo-
BaHHBIX (DYHKIMI Oe30MacHOCTH Ha YMONMHOMOYEHHBIX Tonb3oBaTeneit. Hanpumep, aprop I[13/36 Mor 6b1 yka3ats,
4TO He noTpedyeTcs 3alIMTa IPUBATHOCTH TOJB30BATENS OT MOTb30BaTe/ e, HANETEHHBIX CIeLIMATBHBIMHA HOJIHOMO-
YHSIMH.

Hexomnosnnus kiracca FPR Ha coctapnsionine ero KOMNoOHeHTH NpHBeacHa Ha pucyHke K.1.
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Kirace FPR BMecTe ¢ npy-
TMMK KiIaccaMu (conepxXaniuMu
TpeOoOBaHHS ayAuTa, yripaBIcHHS
IOCTYTIOM, TpPEAOCTABICHUS J10O-
— FPR_ANO AHOHUMHOCTb 1 2 BEPEHHOr0 MapHuIpyra M HeOTKa-
3yeMocTH) obecrieunBaeT Trub-
KOCTh NPH crieNH(pUKAIHHN XeJa-
TEeJILHOTO peXHMa NPUBaTHOCTH. B
2 TO Xe BpeMsl TpeOOBaHHSA 3TOrO
KJlacca MOIYT HajlaraTh OrpaHu-
YeHMS Ha NCTIOJb30BaHUE KOMIIO-
3 HEHTOB JAPYIMX KJIACCOB, TaKHUX
kKak FIA man FAU. Hanpumep,
€CJIM YMOJTHOMOYEHHBIM TOJTb30-
BaTeJsIM HE pa3pellcHO 3HaTh
— FPR_UNL Heso3amoxHoCTb accouuaumm 1 UAeHTU(HUKATOP MOJIb30BaTENA
(HanpuMmep, B ceMeMCcTBaX «AHO-
HUMHOCTb» MJIH «[lceBAOHUM-
HOCTb»), TO, OYEBHAHO, HEBO3-
1 2 MOXHO OyJIET OCTaBHUTb OTAC]b-
HBIX MOJb30BaTEICii OTBETCTBEH-
HBIMM 33 BHITIOJIHAEMBIE HMH OT-
4 HOCSNIMecd K 6e30MacHOCTH AeH-

CTBH#, Ha KOTOpHIC pacrpocTpa-
HAIOTCS TpeGOBaHMSI TIPHBATHO-
ctn. TeM He MeHee | B 3TOM
clyyae BO3MOXHO BkIwoueHue B [13/3b TpeboBaHmii ayanurta, KOraa caMO BO3HMKHOBEHHE HEKOTOPBIX COOBITHIA,
CBSI3aHHBIX ¢ 6€30MaCHOCThIO, BaXHee, YeM 3HAHWUE TOTO, KTO ObUT WX WHHUIIMATOPOM.

JonoaHuTenbHasgs MHGOPMAIU 10 3TOMY BOTIPOCY NPEACTABICHA B 3aMeYaHMsIX Mo NpuMeHeHuIo kiacca FAU,
TA€ pasbACHSAETCS, YTO BMECTO WAEHTH(MWKATOPA B KOHTEKCTE aylAHTa MOXET TPHUMEHSITBHCH MCEBIOHUM WIIH ApYras
MH(pOpMaLMsg, KOTOpast MOrjia Obl MACHTH(MOULHUPOBATL NOJb30BATEIS.

DTOT KJIACC COAEPKMUT UEeThIpe CeMENCTBa: «AHOHUMHOCTb», «[lceBIOHUMHOCTb», «HeBO3MOXHOCThL accolma-
nun» U «CKPBITHOCTE». TpH NMepBhIX ceMEeHCTBA UMEIOT CJIOXHbBIE B3auMOCBsA3H. [1pu BeIOOpe ceMeiicTBa sl NpUMEHe-
HUS CEAYET YUUTHIBATH BBISIBJICHHBIE YIpo3bl. JLJ1s1 HEKOTOPBIX TUNOB YIpo3 NPUBATHOCTU «[1ceBAIOHWMHOCTb» MOAOM-
JIeT Oojblie, uyeM «AHOHHMHOCTb» (HAIpUMEp, NMpU TpeGOBaHMK MpoBeAcHUs ayauTa). Kpome Toro, HeKOTOphIM
BUJAM yIpO3 MPUBATHOCTU HAWIYYLIUM 0Opa3oM NpPOTHUBOCTOUT COYETAHME KOMIIOHEHTOB M3 HECKOJIbKMX CEMEMCTB.

Bo Bcex ceMeiicTBax npearnosaraeTcsd, YTo NOJb30BaTelb He NpeaAnpUHUMAET NpsMO HUKAKUX AEUCTBMI, pac-
KPBIBAIOIINX €ro cOOCTBEHHBII naeHTH(duKaTop. Hanpumep, He oxunaercs, 4Toosl PbO ckpblBaiu UM NMoJAb30BaTe-
JIS B COODIIEHUSIX JIEKTPOHHOM TMOYTH WK 0a3bl JaHHBIX.

Bee cemeiicTBa 3TOro kinacca UMEIOT KOMINOHEHTHI, O0MACTb JeWCTBUSA KOTOPBIX MOXET OBbITh 3aJaHa Olepanu-
MU, DTU onepaliuu rososior apTopy [13/3b ykazaTh Te neicTBUsA, oOLUWe ISl MOJb3oBaTeNeil/CyObeKTOB, KOTO-
PbIM HEOOX0IMMO NPOTUBOAEHCTRBOBATE ¢ Hcnoib3oBaHueM O BO. Bo3MoxHBIi NpUMep 0oTOOpaXeHUs] AHOHUMHOCTH:
«®BO nomKHB 00eCTICUNTD, UTOOB! MOJBL30BATEMN U/WIH CYOBEKTH ObIIM HE CMOCOOHEI ONpeaeanTh HAEHTU(DUKATOD
MOJIb30BAaTeNsl, OOPATUBILEIOCS 33 TEJEKOHCYJIbTALIUECH».

Cnenyet, utobsl @BO npenocTaBasin 3alUTyY OT AEHCTBUI HE TOJILKO OTAENbHBIX MOJIb30BATENEM, HO U MOJIB30-
BaTesiei, OObEAUHUBLUNXCS A TONYYeHUsT onpencieHHo nH@opMannu. CTOMKOCTh 3alUMTHI, NMPEiOCTaBISICMOM
3THUM KJIACCOM, CJIEYET OMucaTh Kak croiikocts yHkiuu cornacio b u B xk TOCT P UCO/M3K 15408-1.

K.1 Asonmmuocts (FPR_ANOQO)

Cemeiicto FPR_ANO obecrnieunBaeT, 4ToObl CyOBEKT MOT UCTIONB30BATh PECYPChl MM YCAYTH 0€3 pacKphITHS
HACHTU(HUKATOPA €T0 TOJb30BaTENsl.

3amevyaHus AJsI TIOJIb30BATEIs

HaHHOoe ceMelCTBO MpelHa3HAuYeHO [JIs1 OINpPEAC/ECHUs, UTO TOJb30BATEIb WIN CYOBEKT CMOXKET INpeanpHHH-
MaTh ACHCTBUS, HE pacKphbiBas MACHTU(MUKATOPA TOJb30BATEsI APYTHM TOJB30BATEIsIM, CYOBEKTAM MIN OOBEKTAM.
D10 ceMeicTBO npenocrapnsieT apropy [13/3b cnoco® naeHTU(UKAIIMM COBOKYIHOCTH TOJIb30BATENEH, KOTOPhIE HE
CMOTYT Y3HAaTh HAEHTH(PUKATOP UCTIONIHHUTENST HEKOTOPBIX ACHCTBHIA.

CrenoBaTeIbHO, €CIA CYOBEKT, MOJIb3YSACh AHOHMMHOCTBIO, BHIMOJTHSIET HEKOTOpPOE AEICTBUE, APYroil CyObeKT
OyneT He B COCTOSIHMM ONpEeAeNHTb HM MIASHTH(UKATOpP, HU [aXke CChUIKY Ha MASHTH(MUKATOP MOJb30BaTelNs,
WCIIOJIB30BaBIIETO NEPBbIi CyObeKT. AHOHUMHOCTb C(OKYCHpPOBAaHA Ha 3alllMTe UISHTH(HUKATOPA TI0Tb30BATENSI, 4 He
Ha 3alUTe uaeHTHbMKaTopa cyobekta. [Toatomy uaeHTHGUKATOP CyObeKTa He 3alUIIAETCS OT PACKPBITHS.

MpuBatHOCTL

- FPR_PSE lNceBaoHUMHOCTb 1

L FPR_UNO CkpbITHOCTb 3

Pucyrok K.1 — Jlekomniosunus kinacca «[IpuBatHOCTE»
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XoTs uAeHTU(UKATOP TOJIb30BaTENsd HE pa3rjallaeTcd APYrMM cyObeKTam Wiu nojbsoBarenaMm, ®BO npamo
He 3aMpelieHo y3HaBaTh WACHTH(HKATOp nofb3oBaTens. Eciam He nonyckaercs, 4yto6bnl ®BO ObLT U3BeCTEH MIECHTH-
¢ukaTop rnosb3oBaTeNs, TO MOXHO NpuberHyTh kK KomnoHeHTy FPR_ANO.2. B stoMm cnyuyae ®BO wHe paspenraercs
3anpalnBaTh HHQOPMAIIHIO O TTOTb30BaTele.

TepmuH «ompenenuTh» («determine») ciieayeT MOHMMATh B CAMOM LUMPOKOM CMBbICe cnoBa. [Lisi KOHKpeTH3a-
UMM TpeboBaHui K cTporoct apTop I13/36 MoXeT BOCNONB30BaThHCA MOHITHEM CTOMKOCTH (DYHKLIMIA.

B 3TOM KOMMOHEHTE MPOBOAWTCA pa3IMUHE MEXIY MOJTB30BATENsAMM U YNOJHOMOYEHHBIMHM MOJb30BATENSIMM.
VIOJTHOMOUEHHBIH 0JIb30BATEb YACTO HE YIIOMHUHAETCA B KOMIIOHEHTAX, TOTA €My He 3anpellaeTcsd 3HaTh UIEHTH-
¢ukarop nonw3oBaTessi. OAHAKO HET M SIBHOTO TPEOOBaHMS, YTOObI YNOJAHOMOYEHHbIH MOJb30BaTelb 00513aTENbHO
HUMCJT BO3MOZKHOCTE OINPCACIINTD PID.EHTH(l)HKaTOp NOJIB30BaTCIIA. Z[IIH JNOCTUXEHUSA MaKCHUMaJIbHOM NMPHUBAaTHOCTHU B
KOMTIOHEHTE HEOOXOIHMMO yKa3aTh, UYTO HH TOJb30BaTe)b, HU YIOJIHOMOYEHHBIM MOJNB30BATENb HE CMOTYT Y3HAThb
MACHTH()UKATOP KOTO-TNO0 MpH BHIMOTHEHHH KAKOTO-THO0 NeHCTBHS.

B To BpeMs1 KaK HEKOTOpbIE CHCTEMBI 0becreyaT aHOHUMHOCTD BCeX MPENOCTABASIEMBIX YCAYT, B IPYTUX CUCTe-
Max OHa TIPEAOCTaBIseTCd TOJIBKO JUIS HEKOTOPHIX  CcyObeKTOB/omepauuii. [Jns HeobXoIUMOM rMOKOCTH
BKJIIOUEHA ornepalins, B KOTOPOl 3anaercd obnacTh aeicTBusa Tpeboanusa. Ecnu aBtop [13/3b6 3axoueT oXBaTUTHL BCe
CcyObeKThl/OMepanun, MOXKHO BOCHONb30BaThCs BhipaxeHueM «Bce cyGbekThl W onepalunn».

Bo3MmoxHbIe IpUMeHEeHNS aHOHMMHOCTH BKJIIOUAOT B €e0 3apochl KOHMOUIEHLMANBHOTO XapakTepa K oflle-
JOCTYNHBIM 0a3aM JaHHBIX, OTBETHl Ha OMPOCHI, TTPOBOAMMEIC UYepe3 TEIEKOMMYHUKALIMW, WKW OCYLUECTBIIEHUE AHO-
HUMHBIX BBITUIA WK TIOKEPTBOBAHHH.

[MpuMepaMy NOTEHIIMATBHO BPaXAECOHBIX NMOJb30BaTeei WIH CYOLEKTOB ABASIOTCA NMPOBAlAephl, CUCTEMHBIE
orepaTophbl, aOOHEHTHI CBSI3W W TIOJB30BaTEM, CKPHITHO BBOJAIIME B CUCTEMY OIMACHbIe 2JeMEHTbl (Hampumep,
«TPOSTHCKUX KOHeT»). Bce oHM MOTYT M3ydaTh 06pa3 AeiicTBIIA NONb30BaTeNeil (HanpuMep, KaKue NoJib30BaTeln Kakue
VCIIYTH 3aKa3bIBalOT) W 3JI0YNOTPEOISATE 3TOM MHGOPMAIMEH.

FPR_ANO.1 AHoHHMHOCTH

3aMeuaHus Mo NPUMEHEHHIO IJIS1 MOJb30BaTeIs

Komnonent FPR_ANO.| obecnieunBaeT, YTOOb MACHTH(MUKATOP MOJIb30BaTes OB 3alllMLIEH OT PaCKPBITHS.
B HeKOTOpBIX clyyasix, OAHAKO, YIIOJHOMOUYEHHBIN MOJIb30BaTe)Ib MOXET ONPENCIHTh, KTO MPOU3BEN OMNpeAc/icHHbIC
JeHCTBHS. DTOT KOMINOHEHT JAeT BO3MOXHOCTb TMOKOTO TOIX0/1a, TIO3BOJIsISI BHIOMPATh MOJINUTHKY KaK OrpaHNYCHHOM,
TaK U TNOJHON MpUBATHOCTH.

Onepaunn

HasHaueHue

B FPR_ANO.1.1 asropy I13/3B cieayer cnenuduUHpOBATh COBOKYNMHOCTb MOJb30BaTejiell H/HIH CYObEeKTOB,
ot kotopuix PBO Heobxoaumo npenoctaButh 3amuty. Hanpumep, naxke ecanm asrop [13/3b cnemudpuumnpyer ennn-
CTBEHHYIO POJb NOJb30BaTens Wil cyobekra, ®BO Heo0XoAMMO NMpeAOCTABHTH 3AHIATY He TOJbKO OT OTIEJbHOrO
MOJb30BaTENs WIH CYObeKTa, HO H OT COBMECTHO AeHCTBYIOHMIMX MoJib3oBaTelieil H/WiH cy0bekToB. COBOKYNMHOCTD
MoJb30BaTeNeil, HANPAMepP, MOXKeT ABJIATHCA TPYNNOil MoJib30BaTeIei, BBICTYNAIONIMX B OAHOH M TOil XKe POJIH WIM
HACTOJIb3YIOMAX OAHH U TOT Xe Iponecc.

B FPR_ANO.1.1 asropy [13/3b cienyer naeHTHPHIHMPOBATD CIHCOK CYOBEKTOB H/HJIH ONEpalMii, H/HIH 00bEKTOB,
ISl KOTOPHIX NMOMIMHHOE HMS HOJIB30BATEA JAHHOTO CYOBEKTa CleAyeT 3AIMTHTb, HATIPHMED <«TOJOCOBAHHE».

FPR_ANO.2 AnonuMuocTh 6e3 3anpoca HH(popMaluu

3aMeyaHWs MO NpUMEHEHHIO IS MOJb30BaTes

KomnonentT FPR_ANO.2 ncnonb3syetcs ans obecrneyeHust Toro, yto PO He OyneT pa3pelieHO 3HATb WAEHTHU -
$huKaTop nosab30BaTENS.

Onepanuuun

Haszxnauenne

B FPR_ANO.2.1 asropy [13/3b cnenyeT cneunduupoBaTh COBOKYNHOCTEL NOJb30BaTeNei U/WIKU CYOBEKTOB, OT
KoTopblx PBO HeoOGxoAMMO NpeaoCcTABUTL 3alIMTY. HanpuMep, naxe ecau aprop I13/3b cneunduumnpyet eAMHCTBEH-
HYIO pOJb TONMb30BaTe st UK cyobekTa, ®bO HeoOX0AMMO NpPeNoCTaABUTh 3aLMTY HE TOJILKO OT OTAEABHOTO TMOJIb30-
BaTEJIS WM CyObeKTa, HO U OT COBMECTHO ACHCTBYIOLLMX NoJb30BaTeNeid U/ UK cyObeKTOB. COBOKYMHOCTD MOJTb30Ba-
TeJIEN, HalpUMeEpP, MOXKET SBJISATHCS TPYNIMNOW NOJAb30BATENEN, BEICTYNAIOWMWX B OIHON U TOW XE PO WIH UCTIONE3Y-
IOIMX OAWH M TOT e NpoLece.

B FPR_ANO.2.1 aBropy I13/3b cieayeT MIeHTUHULMPOBATh CIIMCOK CYOBEKTOB W/WIH ONEpaLIMii, 1/WH 00beK-
TOB, ISl KOTOPBIX MOAJTMHHOE UMsI TNOJTb30BATENS JAHHOTO CyObeKTa clienyeT 3allMTUTh, HANPUMED «TOJIOCOBAHHE».

B FPR_ANO.2.2 astopy I13/3b caenyer maeHTHHIHPOBATL CMHCOK YCJYT, HA KOTOpbie PACHPOCTPAHACTCSH
TpeGoBaHne AHOHMMHOCTH, HANIpHMEDP «JAOCTYNl K OHUCAHHIO PadoT».

Has FPR_ANO.2.2 asropy I113/3B cnenyeT maeHTHGHUHPOBATL CIHCOK CYOBEKTOB, /Ui KOTOPHIX MOMUIHHHbBIE
AMEeHa NMOJb30BaTeNei cleayeT 3aNATATD NPH NMPEJOCTABJACHHH CNeUH(HIHPOBAHHBIX YCIYT.

K.2 IIceBnonnmuocts (FPR_PSE)

CemeiictBo FPR_PSE obGecrieunBaeT, 4ToObl MOAb30BATENb MOT UCTNONbL30BATh pECypc WK yCayry 6e3 packphl-
THS CBOETO MACHTU(MUKATOPA, OCTABAACh B TO XK€ BPEMS OTBETCTBEHHbI 3a 3TO Wcnojb3oBaHue. [lonmk30BaTeib MOXeET
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OBITH OTBETCTBEHHBIM, OYIYUM MPSIMO CBSA3aH CO CCHIIKOM (MCEBAOHUMOM), npegoctaBiaseMoin ®bO, nam ¢ ncepno-
HUMOM, MCTOJNb3yeMBbIM IS IieJeid oOCTy:KUBaHMS, TaKUM KaK HOMep GaHKOBCKOTO CYETa.

3amMevyaHus1 A TOJb30BATEIs

B HeKoTOpOM OTHOIIEHWH TICEBAOHUMHOCTD MOXOAUT HA aHOHUMHOCTb. B 000MX cy4asix 3allvIlaeTcs UACHTH -
(uKaTop nojab30BaTelsg, HO B TICEBAOHMUMHOCTH TMOAACPKUBAETCS CChIIKA HA UACHTUGMMKATOP MOJb30BATENS KaK s
COXpaHEHHUS €r0 OTBETCTBEHHOCTH, TaK W ISl APYTUX LEJTEH.

Komnonent FPR_PSE.1 ne cnenucunupyer rpeboBaHUMA, OTHOCSUINXCS K CChIJIKE HA MASHTU(MHUKATOP MOIb30-
Baresisg. DT Tpeboanusg nmeroresa B komnoneHtax FPR_PSE.2 u FPR_PSE.3.

OnHUM U3 NyTeil UCTIONIb30BAHUS 3TON CCBUIKK SIBISIETCS BO3MOXHOCTh MOJIYUYeHHUs NMepBOHAYATBHOTO UAECHTU-
¢ukaTopa nonb3oBatens. Hanpumep, ecin KOMIbIOTEPU30BAaHHAS Kacca HECKOIbKO pa3 BblAAE€T abCOMIOTHO OAUHA-
KOBBIE UEKHU (T. €. IPOUCXOINT MOILIEHHUYECTBO), OBITO Obl MPEANOYTUTENBHO HMETh BO3MOXKHOCTb OTCAEAUTb UAEHTU-
¢ukaTtop nonb3oparesa. B obuieM ciryuae HeoOX0AMMOCTh BOCCTAHOBIECHUS MICHTH(MUKATOPOB MOJb30BATENEH Onpe-
JENTSIETCS KOHKPETHBIMU yetoBugMU. [t onucanus takoi yeayru apropy [13/36 MOXHO BOCNONMB30BAThCS KOMIIO-
HeHTOM FPR PSE.2 «O6patumast riceBIOHUMHOCTb».

CchllKa MOXKET TakKe MCTONb30BaThCsl B KAYECTBE MCEBAOHMMA Mosb3oBatensi. Hanpumep, noab3oBarenb, He
JKEJAloUIUK ObITh MACHTH(MUIMPOBAHHBIM, MOXET MPEIOCTABUTh HOMEpP CUETa, ¢ KOTOPOro ClAeAyeT OMIadyMBaTh UC-
MoJIb30BaHUE pecypcoB. B TakoMm ciyyae cchlika HA WACHTUGMHUKATOP NOJAb30BATENsI — 3TO €ro MCEeBAOHUM, KOTOPBIH
APYTHE TIOJB30BATe/Id WIH CYOBEKThl MOTYT MCMOAb30BaTh /51 BBIMOTHEHUS CBOMX (DYHKIIMM, 03 NMOJyYeHUS NpH
0CODOBIX OOCTOSITENBCTBAX UACHTU(HUKATOPA TTOIb30BaTeNs (HaIpUMep, Npru cOOpe CTaTUCTUYECKUX AAHHBIX UCIIOJb-
30BaHUS CUCTEMBI). B 3TOM cnyuae nisi ornpeae/ieHUs MIpaBUl, KOTOPBIM CChIJIKAM HEOOXOAUMO YAOBAETBOPSITh, aBTOP
[13/3b moxkeT Bocnonb3oBaThesd KomnoHeHToM FPR_PSE.3 «AnbrepHaTBHAs NCEBAOHUMHOCTDY.

[TpyuMeHSsIsT yrIOMsIHYThIE BbllIe KOHCTPYKIIKHHY, ¢ nomonibio FPR_PSE.2 MoXHO BBeCTH 31€KTpOHHbBIE NEHBIH,
YCTAHOBUB TpeOOBaHWE 3allMThl WACHTU(PUKATOPA MOJB30BATENS] OT HAOMIONCHUS NMPU YCIOBUM, YTO ONHA M Ta Xe
3JeKTPOHHASA CyMMa He TpaTUTCA ABaXAbl. B nocienHem ciydyae nagHTUMOUKATOP NMONb30BaTe/ s OyAET OTCAEXMBATHCS.
CrnenoBaTelIbHO, KOTZIA MOJb30BATENb BeleT ¢€0s YECTHO, €ro MACHTUGMKATODP 3alllMIIaeTCs, KOTAa Xe OH TbITaeTcs
MOUIEHHNYaTb, €r0 WAEHTU(MOUKATOP MOXET ObITh OTCIEKEH.

JIpyriM BUAOM CUCTEMbI 3JEKTPOHHBIX TTATEXKEN ABISIOTCSA 3JIEKTPOHHbBIE KPEAUTHBIE KAPTOYKH, KOT/IA MOJb30-
BaTeJIb TIPEAOCTAB/SET ICEBAOHMM, KOTOPBIM YKA3bIBAET HA CUET, C KOTOPOTO MOTYT OBbITh CHSATHI AeHbLIH. B nonobHOM
cayyae MOXHO MCIONb30BaTh, HanpuMmep, KomnoHeHT FPR_PSE.3, onpenenus, uto uaeHTM(UKATOP NOJIB30BATENS
OyaeT 3allMUIEH ¥ YTO 3TOT MOJb30BATENb TOJIBKO TOTAA NOJYYNUT TPEOYEMYIO CYMMY, KOTa HA €r0 CYETE €CTh NEHBIH
(ecnm Tak OTOBOPEHO B YCTOBUSX).

CreayeT UMeTh B BUAY, UTO HanboJjee CTPOrue KOMIOHEHTHl 3TOT0 CeMEWCTBa MOTYT MOTEHIIMAIBHO HE coye-
TaThCS C APYTUMM BO3MOXHBIMU TpeOOBAHHUSIMM, TAKUMHU KaK MACHTH(MUKANHSA U ayTeHTHGHUKAINAI WK ayauT. Beipa-
KEHUE «OTPeaenTh WICHTU(hUKATOP» CIelyeT NMOHUMAaTh B HMpokKoM cMbicie: ®BO He npepocTaBngaioT MHdOpMa-
IIMIO TIPY BBITIOJTHEHUN OTIEpalliy; HEJb3sl OMPEAeIUTh CO3aTesa CyObeKTa WIM BIajeiblla CyObeKTa, Bbl3BaBLUETO
onepannio; GbO He OGyayT 3anUCHIBATH TaKylO MWHGOPMAIHUIO, JOCTYIHYIO NOJL30BaTEIsIM WM CYOBEKTaM, Mo KOTO-
poOi B AaJibHEMILIEM MOXHO Obl ObUIO Y3HATH MAECHTH(MHMKATOP TOJb30BaTEIs.

CwMblicn 3axkimoyaercs B ToM, yTobsl ®BO He packpbiBanm 6e3 HEOOXOAUMOCTH JTIOOYI0 HHGMOPMALIUIO, ¢ NTOMO-
HIbIO KOTOPOWH MOXHO OTpeneNuTh WACHTU(HKATOP MOJIb30BaTeNsd, HarpuMep MACHTU(MUKATOPH CYObEKTOB, A€i-
CTBYIONIIMX OT UMEHHU ToJb3oBatesisi. CTeneHb COXPAHHOCTH 3TOM MH(MOPMAIUK 3aBUCUT OT YCUJINHA, KOTOPhIE NOTpedy-
I0TCS1 HAPYLIUTENIO AJIsl ee packpbhiTus. CrnenoBaTefibHO, B KoMnoHeHTax ceMeiictBa FPR PSE HeoGxonMMo yuyuThi-
BaTh TPeOOBAHUSI CTOMKOCTH (DYHKIIHIA.

Bo3mMoXxHBbIE NpUMEHEHHS BKIFOUAIOT B ce0#1 orutaty TeseOHHBIX YCIYT MO JIbIFOTHOMY Tapudy 6e3 pacKphITHs
uaeHTHdHKaTopa abOHEHTa WIN OIJIaTy aHOHMMHOTO MCIOJIb30BaHUS CHCTEMBbl SJIEKTPOHHBIX IJIATEXEN.

[IpuMepaMy MOTEHNHAIBLHO BPaXAcOHBIX TMOJL30BaTEICH SBISIOTCA NPOBAAEphl, CUCTEMHbIE ONEpPaTOphI,
a0OHEHTHI CBSI3W M TOJIb30BaTEIM, CKPBITHO BBOJSANIIME B CHCTEMY OMACHBIC 3JIEMEHTHI (HarpuMep, «TPOSHCKUX KO-
Hel»). Bce oHM MOryT m3yuarh, KaKHMe NOJIb30BATEIM KAKKME YCIIYTH 3aKa3bIBaloOT, M 310yNOTPeOIsATh 3TOM HHMOPMALIU-
eil. B nonosHeHNe K ceMeiicTBY «<AHOHUMHOCTb» YCIIYTH NpPeNOCTaBisieMble ceMeHCTBOM «IIceB1IOHMMHOCTb», colep-
XaT METO/ibl aBTOpH3anuu 6e3 macHTHGHUKAIIUN, OCOOEHHO NPH aHOHMMHOM OruiaTte «(3JIEKTPOHHbIE NE€HbIHW»). ITO
NnoMoraeT NnpoBaiaepaM MoJxydaTh TUIaTeXH 0e30NacHBIM CIOCOOOM, MOUIEPXUBas TIPM 3TOM AaHOHMMHOCTb KJHWEH-
TOB.

FPR _PSE.1 IIceBnonaMHOCTD

3aMeuyaHMsl MO NPUMEHEHMIO JJIS T0Jb30BaTeNst

KoMmnoneHnt FPR PSE.1 obecrieunmBaeT 3alMTY MOJIL30BaTeNsl OT PacKpbITHS €ro HMACHTU(UKATOpA APYTUMHU
noyib30BatessiMU. [1py 3TOM NoJIb30BaTe/ib OCTAHETCS OTBETCTBEHHBIM 32 CBOM JCHCTBHSL.

Onepanun

HasHaueHnne

B FPR_PSE.1.1 asropy I13/3b cieayet cnennpuunupoBaTs COBOKYNHOCTH HOJIb30BATENNeH H/HIH CYObEeKTOB, OT
Kotopsix PBO meobxoaumo npenocTaBuTh 3amuty. Hanpumep, naxe ecim asrop I13/36 cnennduuupyer e AMACTBEH-
HYIO POJib NOJb30BaTeNs WiH cyobekTa, PBO Heo0X0IHMO NPeIOCTABATL 3aMATY HE TOJBKO OT OTAEJbHOro Nojib30Ba-
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Tels WA CY0OBheKTa, HO M OT COBMECTHO JCHCTBYIONMX MOJb3oBaTeneil u/mwm cyonekToB. COBOKYIMHOCTH MOJb30BATE-
Jieil, HanpuMep, MOXKeT SABJIATHCA IPYNNoM N0Jb30BaTe/] e, BHICTYNIAIOIIMX B OJAHOM H TOH Ke PO WIH HCHOJb3YIONMX
OIMH H TOT XKe Mporuecc.

B FPR_PSE.1.1 astopy [13/3b caeayer naentnduuapoBaTh CIUCOK CYObEKTOB U/WH onepanuii, u/nm o0bex-
TOB, AJS KOTOPBIX HOMJMHHOE HMS MOJb30BATEJIS JAHHOTO CYOBEKTa CJAEAYeT 3aUIHTHTH, HAPAMEDP «I0CTYI K Npeio-
JKeHAAM TPYAOyCTpoiicTBa». OTMETAM, 9TO K «00BbEKTaM» OTHOCAT JII0Oble aTPpUOYThl, O3BOJISIOIMAE IPYTHM M0JIb30BA-
TeNSM WIH CYObEKTaM PACKDPHITH AeHCTBATENbHbIH HACHTA(UAKATOP JAHHOTO MOJIb30BATES.

B FPR_PSE.1.2 asropy 113/3b caenyer naentnduuapoBaTs 4YHCIO NceBAOHAMOB (0AuH Win Oosee), KOTopoe
®BO cnoco0HbI NPEAOCTABHTS.

FPR_PSF.1.2 asropy [13/3b caenyeTt naenT(puAPOBATH CIACOK CYOBheKTOB, KoTOpbiM ®BO cnocodnsl mpemo-
CTABJIATH HCEBIOHAMEI.

BriGop

B FPR_PSE.1.3 astopy I13/3B caenyer cnennduunpoBaTh, CO3AA0TCA NCEBIOHAMbI QYHKIUAMA 6€30MACHOCTH
OO niam BpIONPAIOTCA CAMAMH MOJIb30BATEIAMH.

HaszwnaueHne

B FPR_PSE.1.3 asropy I[13/3b caeayer naeHTH(puIHpOBATH METPHKY, KOTOPOii yIOBIETBOPS ObI NICEBJOHAM,
coznanabiii ®BO nau BoIGpanHbLA MOAB3OBATENEM.

FPR_PSE.2 O6paTumas nceBIOHAMHOCTD

3aMeyaHHs MO NMPUMEHEHUIO AJIS1 TOJb30BaTeNs

B komnioneHTe FPR_PSE.2 ®BO nomkHB 00eCcneYnThb, YTOOH PH celin( U pOBAaHHBIX YCIOBHSX M0 Mpeao-
CTaBJIEHHOM CCBUTKE MOT ObITh OnpeneneH WACHTU(DUKATOP MONb30BATENS.

B aToMm koMmnoneHTe PBO AOTKHE BMECTO HACHTH(HUKATOPA [10b30BATEIs TIPEAOCTABHTh €0 TIceBAOHUM. [Ipu
YAOBJIETBOPEHUHN CNEeNNU(MUIUPOBAHHBIX YCIOBUN MAECHTH(UKATOP TOAL30BATENs, KOTOPOMY TIPHHAJUIEXHUT NCEBO-
HUM, MOXET ObITb onpexesieH. s aIeKTPOHHBIX IE€HEr MPUMEPOM TaKMX YCIOBHH MOXeET CIyXuTh: «DBbO nomxHbI
NPeAOCTABUTh HOTAPHUYCY BO3MOXKHOCTD ONPEACTNTh UACHTHMNKATOP NOIL30BaTeNsl MO NPEACTABICHHOMY MCEeBIOHMU-
MY TOJIbKO B TOM CJly4ae, €CJIM Y€K ObLT BbIAAH JBAXKIbI».

Onepanun

HaszxnaueHne

B FPR_PSE.2.1 aBropy [13/3b cnenyet cnentuduiMpoBaTh COBOKYITHOCTD MONBb30BATENCH H/WIH CyObEKTOB, OT
KoTopblx PBO HeoOXx0ANMMO NpeAOCTaBUTE 3anrnTy. Hanpumep, naxe ecan aprop I13/3b cnenndunupyet eAMHCTBEH-
HYIO pOJIb MONb30BaTeNsd UK cyobekTa, @O HeoOX0AMMO NPeJOCTaABUTh 3aLUUTY HE TOJNBKO OT OTACIBHOIO MNOJIb30-
BaTeJIsl MM CyOBEKTa, HO M OT COBMECTHO ACHCTBYIOUIMX NOJb30BaTeeil n/uin cyobekToB. COBOKYIHOCTE MOJb30Ba-
TeNeil, HarpuMeD, MOXET SIBISATHCS TPYNIION MONb30BaTENEl, BEICTYIAIOIINX B ONHOM M TOW Xe POJIM WKW UCTIONB3Y-
IOIMX OAMH M TOT XXe Tpoliecc.

B FPR_PSE.2.1 apropy I13/3b cneayet naeHTUUIIMPOBATE CIMCOK CYOBEKTOB H/HJIHN ONepaLluil, u/unm oobek-
TOB, JUISl KOTOPBIX MOATMHHOE MMsI OJIb30BATENS JAHHOIO CyOheKTa CIEeAYeT 3allMTUTh, HANPUMEDP «I0CTYIN K Tpej-
JIOKEHUSIM TPYAOYCTPOicTBA» . OTMETHM, UTO K «00BEKTAM» OTHOCAT JII00bIE aTPUOYTHI, O3BOJISIOLLNE IPYTUM TOTB30-
BATEJSIM UJIM CYObEKTAM PACKPBITh AECHCTBUTENBHBIN MAECHTU(UKATOP AAHHOTO MOJIb30BaTENs.

B FPR_PSE.2.2 apropy [13/3b crenyeT MAeHTHGUIIMPOBATE YHCIO NCEBIOHMUMOB (OIMH WK Bojiee), KOTopoe
®BO crocobHbI NPEeIOCTABUTD.

B FPR_PSE.2.2 apropy I13/3b cieayer naeHTHGUIIMPOBATE CMTHCOK CYOBbEeKTOB, KOTOphIM PBO crnocobHH rpe-
JOCTaBJISITh CEBAOHUMBI.

Bri6op

B FPR_PSE.2.3 apropy [13/3b creayet cnennduinposaTh, CO3MA0TCA TICEBIOHUMBI GYHKLIUSIMHA 6€30MaCHOCTH
OO unu BeIOUPAIOTCS CAMUMMU TIOJTB30BATEISIMH.

Haszwauenne

B FPR PSE.2.3 apropy [13/3b cneayer naeHTHGHUIMPOBATE METPHUKY, KOTOPOM YAOBICTBOPST Obl NCEBAOHUM,
cosnanHplii @BO MM BEIGPAHHBIN MOIB30BATEIEM.

Bribop

B FPR_PSE.2.4 asropy I13/3b ciaexyeT uaeHTH()HIUPOBATH, MOTYT Ji YIHOJHOMOYEHHBIH NM0Jb30BATEb H/HIH
JOBepeHHble CYObEeKTHI ONpeNeanTh NOLIAHHOE UMS MOJb30BATE .

Haszwauenne

B FPR_PSE.2.4 apropy I13/3b cienyet uaeHTHGHOAPOBATH CHACOK TOBEPEHHBIX CYOhEKTOB (HANPHMEp, <HOTA-
pHYC» W <«I10Jb30BATE]Ib, AMEIONIAN CENAANLHOE Pa3penieHne»), KOTOPbie MOTYT NpH OnpelejeHHbIX YCIOBHIX y3-
HATh NOJJIHHHOE MM MOJIb30BATENd.

B FPR_PSE.2.4 asropy [13/3b cneayet naeATuunupoBaTh CHHCOK YCJIOBHIA, IPH KOTOPHIX J0BEPEHHbIE CYOBEKTHI
H YHOJHOMOYEHHBIA IOJb30BaTEIh MOTYT ONPEAEeNHTh MONIMHHOE HMS HOJIb30BATENIS HA OCHOBE NPEIOCTABICHHOMH
cchlikH. TakuMu yCIIOBHAMEH MOXKeET GbITh «BpeMsl CYTOK» HJIH Ke MPaBOBOe YCJIOBHE, HATIpUMED NpeabsABIeHne cyqedHo-
r0 MOCTAHOBJICHHS.

FPR_PSE.3 AnprepHaTuBHasi NCeBAOHAMHOCTb

3ameuyaHus MO NPUMEHEHUIO AJS1 TOJb30BATENs

B xomnonente FPR_PSE.3 ®bO nomkHbl o6ecrieunBaTh, UTOOLI TIpeioCcTaBlIeHHAA CChIIKA OTBeYata onpeie-
JIEHHBIM TPABHJIAM €€ CO3JAHMS M BCIEACTBUE 3TOTO MOIJIA MCMOJb30BAThCA MOTEHLHAILHO ONACHBIMU CYOBhEKTAMU
0e3 HapylIeHHs 0e30MacHOCTH.
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Ecnn noab3oBaTefb XOYET MCMOJNB30BaTh PECYpPChl, HE PACKpPbIBasg CBOW WMAEHTU(MUKATOP, TO MOXET MpUMe-
HATHCA NCEBAOHUMHOCTb. OOBIYHO Ha BCEM NPOTAXKEHUU NOCTYNa K CUCTEME MOJIb30BaTe/b 00s13aH WCIMOJb30BaTh
OIMH M TOT Xe NnceBAoOHUM. Takoe ycIIoBHe MOXHO CNeLU(ULIMPOBATh B TOM KOMIOHEHTE.

Onepauun

HaszHavyeHUe

B FPR_PSE.3.1 aBropy I13/3b cneayet cneuMULIMPOBATE COBOKYNMHOCTD MOJb30BaTeNe U/UHU CYOLEKTOB, OT
koTopblx ®BO HeobxoauMo npenoctaBuTh 3aMTy. Hanpumep, naxe ecnm asrop I13/3b cneuncbuumupyeT e1IMHCTBEH-
HYIO pOJib NoJib3oBatenst uin cyobekta, @O HeoO6X0AMMO NpPenoCTaBUTh 3aLUUTY HE TOJBKO OT OTAEABHOIO MOoJib30-
BaTesl UK cyObEKTa, HO U OT COBMECTHO ICHUCTBYIOLIMX MOJb30BaTeNeid U/ UK cyObekToB. COBOKYNHOCTD NOJb30Ba-
Teneil, HanpuMep, MOXET SIBJISIThCA TPYINOH NMOJb30BaTeNeid, BHICTYNAIOWMX B ONHOW W TOM Xe pONM WKW UCNOJNb3y-
IOLIMX OIWH U TOT Xe NpoLiecc.

B FPR_PSE.3.1 asropy I13/3b cnenyet naeHTUPULIMPOBATH CIUCOK CYOBLEKTOB U/WJW onepaLunid, U/ Uin oObek-
TOB, IS KOTOPBIX MOMTMHHOE UMSI TIOJTb30BaTENsl JAHHOTO CyObeKTa claelyeT 3allMTUTh, HAapUMep «I0CTYyN K npel-
JIOXXEHUSAM TPYAOYCTPOUCTBA». OTMETHUM, YTO K «O0BEKTAM» OTHOCST JIIOObIe AaTPUOYTHI, MO3BOJISIIOLLWE APYTUM NOJb30-
BaTeJIAM WU CYObEKTAM pPACKpPBITh ACHCTBUTEIbHbIH MAEHTU(HUKATOP TaAHHOTO MOJb30BATES.

B FPR_PRS.3.2 aBropy I13/3b cnenyeT naeHTU(HULMPOBATh YUCIO NCEBIOHMMOB (0OAWH WK Gonee), KoTopoe
®BO cnocobHbl NPENOCTABUTD.

B FPR_PSE.3.2 aBtopy [13/3b cnenyet naeHTHGULMPOBATH CMIUCOK CYOBEeKTOB, KOTopbiM PBO cnocobHbl npe-
NOCTABJSITh NCEBAOHHUMBI.

Bri6op

B FPR_PSE.3.3 aBropy I13/3b cneayer cneunpuLMpoBaTh, CO30aI0TCA NCEBIOHUMBI (DYHKLMAMM 6€30MacHOCTH
OO nau BHIOKUPAIOTCS CAMMMHM TMOJIB30BATEIISIMMU,

HaszHauyeHUe

B FPR_PSE.3.3 asropy I13/3b cienyer naeHTM(OULHMPOBATE METPUKY, KOTOPO# YAOBIETBOPSI Obl MCEBIOHUM,
co3gaHHblii ©@BO unKn BLIOpaHHDBIN TOJIb30BaTENEM.

B FPR_PSE.3.4 asropy I13/3B ciaeayer uaeHTHPHIHPOBATh CHCOK YCJIOBHIi, YKa3bIBAIOIIUX, B KAKHX CJIyYasx
CCHUIKM HA MOAJIMHHOE MMS MOJb30BATENS JOJKHbI ObITh OHHAKOBbI, 2 B KAKHX JIOJXKHbI ObITh Pa3JHYHbIMH, HATIDHMEP
«KOTZ1a MOJb30BATEIb OCYIECTBISCT MHOTOKPATHBIN BXOJ B y3eJ CeTH, OH 0yJeT MCNOJIb30BATh OJHH H TO Xe NCeBI0-
HAM>».

K.3 HeBoamoxnocts acconmaman (FPR_UNL)

CemeiictBo FPR_UNL obGecneunBaer, 4ToObl NMOJb30BaTElb MOI HEOAHOKPATHO MCIOJb30BATh pecypchl UJIU
YCIYTH, HE JaBasi HUKOMY BO3MOXHOCTH CBSI3aTh BMECTE MX MCIOJIb30BaHKWE. HeBO3MOXHOCTh acCONMaNUU OTIHYACTCS
OT TMCEBAOHUMHOCTU TE€M, UTO XOTS TpH TCEBAOHWMHOCTH CaM MOJIb30BATE/Ib TaKXe HEM3BECTCH, CBSA3M MEXIY €ro
pa3TMYHBIMHA AEWCTBUSIMU HE CKPBLIBAIOTCS.

3amMeqaHus AJ1s1 NOJIb30BaTeNs

TpeGoBaHUs HEBO3MOXKHOCTM accOlMAllMKM TIpeAHA3HAuYeHbl JUTS 3allMThl MAeHTH(UKATOPA TONB30BaTENsl OT
npuMeHeHNs npoduisa onepaunii. Hanpumep, tenedoHHas KOMIAaHUS MOXET OTPEAETUTh NOBEJACHUE TOJIB30BaTENs
TenehOHHOM KapThl, UCMOAB3YEMON ¢ eIMHCTBEHHOro HoMepa. Ecim m3BecTHB npoduin ucnoib3oBaHus TesrehoHa
TPYMION MOJAb30BATENEN, TO KAPTY MOXKHO CBSI3aTh ¢ KOHKPETHBIM MoJib3oBaresieM. COKpBITHE CBSA3M MEXIY pa3fivy-
HBIMM OOpalllEHUSIMU 33 YCIYToil WM 3a AOCTYIIOM K pecypcy MpeloTBPATHT HAaKOIUIEHHUE TNoA00OHONH HMH(pOpMaNHH.

B pesynbrare TpeGOBaHMSI HEBO3MOXHOCTH acCOIMAIMKA MOTYT O3HauaTh 3allMTY WAeHTU(hHUKATOpa CyObeKTa U
NOJIB30BATENST AJIS1 HEKOTOPOI oriepaiiii. B nmpoTuBHOM ciiydae 3Ta MHGMOpPMaNus MOXET ObITh MCIMOJb30BaHA AJIS
CBSI3bIBAHMS OTepaluii BMecTe.

CeMeUCTBO CONEPKUT TpeOOBAHKME UCKITIOUUTh YCTAHOBJICHHE CBA3HM MEX/1Y Pa3IMUHBIMU ONepanusiMi. DTa CBI3b
MOXET NMpHOOpeTaTh pasiuuHbie GopMbl. Harpumep, ¢ nojab3oBaTeieM acCOIMHUPYETCS OMepanusl HWJIH TEPMHHAJ, C
KOTOPOTr0 MHUIIMUPOBAHO ACHCTBUE, WM NPOJOIKUTEIBHOCTh BHINONHEeHU neiictBusa. AsTop I13/3b MoxeT crienm-
GuULMpPOBaTh, PACKPBITUIO KAKOTO TUIA CBsI3ei HEOOXOAUMO NPOTHBOAEHCTBOBATH.

Bo3MOXHBIE TPUTOXEHUS BKIIOUAIOT B ¢€0s1 BOBMOXHOCTh MHOTOKPATHOTO MCIOJB30BaHMS TICEBIOHUMA, HC-
KII0Yalollne co3aaHne 1abioHa UCTONb30BAHUS, 110 KOTOPOMY MOXHO PAcKpHITh MACHTU(HUKATOP MOJb30BaTENS.

[TpuMepaMM NMOTEHUMATBHO BpaxXkaeOHBIX CYOBEKTOB WIIM TOJIB30BaTelIcii SBISIOTCS TMpPOBaiAephl, CHCTEMHBIE
onepaTopbl, a0OHEHTbl CBSI3M M MOJb30BATEIN, CKPHITHO BBOIMIIME B CHCTEMY OMNAacHBIC 3JIEMEHTHl (Harmpumep,
«TPOSIHCKUX KOHeU»). CaMM OHM He BBITIOJHSIOT ONEpaldi B CUCTEME, HO CTPEMSATCH MOJIyYuTh MHpOpManuio oo
onepanusax. Bce oHM MOryT nsyvyaTh 06pa3 neicTBHIA NoJNb30BaTeNei (HarpuMep, Kakue Mojib30BaTeNll Kakue YCIyTu
3aKa3blBAIOT) M 3J10yNOTPEOISITE 3T0i nHMopManueid. HeBo3MOXHOCTE aCCONMAIMN 3aIIAIAET MOJTB30BaTENEN OT CO-
MOCTABJIEHUS, KOTOPOE MOXKET ObITH MPOU3BEAEHO MEXAY Pa3IMUHBIMU JEUCTBUSIMU noTpedbuTensa. Hanpumep, cepus
TeslePOHHBIX BBI30BOB, CACTAHHBIX AHOHUMHBIM TOTPEOHUTENIEM 110 pa3IMUHBIM HOMEpaM, MOXET AaTh HH(OpMAIIUIO
JUTSI PACKPBITUS €70 UACHTU(UKATOPA MO COYETAHHIO HOMEPOB.

FPR_UNL.1 HeB0o3MOXKHOCTh aCCONAAIAA

3aMe4yaHNs MO NPUMEHEHHUIO ISl MOJb30BaTeIs

Komnonent FPR_UNL.1 obecneunBaeT, 4ToOBI NOJIL30BaTEIN HE MOTJIH CBSI3bIBATH MEXIY COOOM pa3inyHble
onepalry B CUCTEME U TaAKUM 0Opa3oM mojydaTs MHPOPMAIHIO.
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Onepanuun

Haszwauernne

B FPR_UNL.1.1 astopy I13/3b caeayer cnennduiuupoBaTh COBOKYNHOCTh MOJb30BaTeNell H/MIH CyOBEKTOB,
oT kotopbix DBO neobxoaumo npenocTaButh 3amuty. Hanpnmep, naxe ecam aprop I13/3B6 cnenndummpyer eamn-
CTBEHHYIO POJb NOJb3oBaTens Wi cyobekTa, ®BO HeoOXoaWMO NpeAOCTABATH 3aMATY He TOJBKO OT OTAEIBHOTO
MOJb30BATEN WM CYOBEKTA, HO H OT COBMECTHO NeilCTBYIOIIMX MOJb3oBaTeNeil W/mian cyobekToB. COBOKYIHOCTD
NoJIb30BaTENel, HANPHMEP, MOXKeT ABIATHCA TPYMNOi MOJb30BaTelieil, BHICTYNAIOIMAX B OJHOA M TOH XKe PoJA WiIn
HACTOJIL3YIOMUX OAMH M TOT XKe mpouecc.

B FPR_UNL.1.1 aptopy I13/3b caeayer naenTaguuupoBaTh COHCOK ONepanmii, HA KOTOpPbIE CleAyeT pacmpoc-
TPAaHATH TpeboBanre HEBO3MOXKHOCTH ACCONMANNH, HANMPHAMED «OTNPABKA SJEKTPOHHOH NMOUTHI».

BriGop

B FPR_UNL.1.1 astopy [13/3b caexyet BoIGpaTh B3aNMOCBSA3H, KOTOPbIE CJieyeT CKPbITh. DTOT BHIOOP NMO3BO-
aset cnenudunApoBaTh JHO00 WISHTH(HUKATOD MOJb30BATENS, AHOO ONMEPANHI0 HAZHAYEHHS CIHCKA COOTHOUICHMIA.

HaszxHaueHUue

B FPR_UNL.1.1 artopy [13/3b ciaenyer maeRTrPHUIHPOBAT CMHCOK COOTHONIEHHIi, KOTOpbie ClelyeT 3allu-
mAaTh, HANPAMED <«IOCJAHHBIE ¢ OTHOTO H TOTO JKe TePMHHAIA».

K.4 CkpsitHOocTs (FPR_UNO)

CemeiictBo FPR_UNO obGecneunBaer, 4ToObl NOJL30BATENb MOT MCIOJB30BaTh pecypc WM ycayry 6e3 npeno-
CTaBJIEHUS KOMY-TH00, B OCOOEHHOCTH TpeTbeil CTOPOHE, BO3MOXHOCTH 3HATh 00 MCNOJB30BAHMW pecypca WM
YCITYTH.

3amMeqaHus AJs TI0Ab30BaTeNs

[Toaxon K 3anmmte uacHTUGHKATOPA TMONbL30BATENS B 3TOM CEMENCTBE OTJAMYAET €ro OT OCTANbHBIX CeMEeiCTB
JaHHoro Kiacca. CKpblBaeTcs akT UCIMONb30BAHHMA pecypca WK YCIYrd, a He WAEHTU(UKATOP NOJIb30BaTeNs.

s peann3aliny CKPBITHOCTH MOTYT ObITh MPUMEHEHBI pasiWuHble MeToabl. [1pUMepbl HEKOTOPBIX U3 HUX TIPH-
BEICHBI HUXE.

a) Pasmentenue nHdopMallmy, nopbilIaloLee CKPHTHOCTE. MHbOpMaLIMIO, KOTOPYIO HEOOXOAUMO CKPBITH (Ha-
NprUMep, YKa3bIBAIOIIYIO HA BBITTOHEHUE OMEpalnu), MOXHO pa3sMecTUTh B OO pasnnyHbIMHU cniocobamu. Mecto ee
pasMeleHuss B OO MOXHO BBIOMPATH CAyYailHO, TaK, UTOObl HAPYLUWTENb HE 3HaN, Kakylo WMeHHO yacth OO cieny-
€T aTakoBaThb. JaHHYI0 MHGOPMAIINI0O MOXHO pacnpeleNuTh TAKUM o0pa3oM, 4ToObl HU B oxHOM yactn QO ee He
OBLTO OOCTATOYHO A HAPYUIEHWS MPHUBATHOCTH MOJb30BaTeNsl. DTOT CNoco0 pacCMaTpMBAETCA B KOMIOHEHTE
FPR_UNO.2.

6) MaccoBoe pacrnipocTpaHeHrne HHGOPMALKUK (10 JTOKAJTBHON CeTH, 1o paano). [logb3oBarean He MOTYT onpe-
JENUTh, KOMY KOHKPETHO TNOCTaHa JaHHAg WHQOPMALUs U KTO B ACHCTBUTEIILHOCTH CTAHET €€ MCMOJb30BaTh. JTOT
METOI OCOOEHHO ToJie3eH, Koraa nHMOpMalnio cIeayeT J0BECTH OO0 TOTO, KTO OracaeTcs NMOKA3blBATh CBOIO 3aMHTeE-
PECOBAHHOCThL B JAHHOMN MH(OpMAlMK (HanpuMep, YyBCTBUTENBHOW MEeIUIIMHCKON uHpOopMaLun).

B) Kpunrorpaduueckas 3auimMra U A0NOJHEHHE COOOUIEHUI He3Havyauelh nHdopmanueit. Ilyrem HabnoaeHus
332 TIOTOKOM COOOIIEHUH MOXHO M3BAeub MHGMOPMAIUIO U3 caMoro ¢dakTa nepeaadn cooblleHUs COOOIIEHNUSA U €ro
aTpuOyTOB. 3alIMTY NepeiaBaeMblX COODIIEHUNA B X ATPUOYTOB MOXHO 00€CNeYrTh TOCPEACTBOM AOTIOIHEHNS rpadu-
Ka M caMUX coobuIeHN He3Havateil nHdopManueil uin nrmdpoBaHus.

WNHuorna nonw3oBateeil He cleayeT A0MycKaTk K HAOMIOACHWIO 32 UCTIONB30BAHUEM PECYPCOB, 4 YNIOJTHOMOYEH-
HBIM MOJB30BaTENSIM TaKoe HabIIoAeHIE HeOOX0AUMO TSI MCTIONHEHW CBOMX 00s13aHHOCTEM. B TakoM ciyyae MOXeET
npuMeHaTbesa KoMnoHeHT FPR_UNO.4, KoTopblii nipeaocTaBisieT 3Ty BO3MOXHOCTb OAHOMY WJIU HECKOIBKUM YNOJI-
HOMOUEHHBIM T0JIb30BATEIISIM.

B atoMm cemeiicTBe ucnonb3yeTes noHsTue «dactb OO». Tloa Heil moapasymeBaeTcs Kakas-1ub6o yacts OO,
OTHeNeHHAsS PHU3UUECKN WJIH JIOTHIeCKH OT Apyrux yactei OO. B ciryyae TOTHIECKOro OTAENEHNS MOXET ObITh YMECTHO
npumeHeHue ceMmeiictea FPT _SEP.

CKpBITHOCTh CBSI3¢H MOXKET OBbITh BaKHBIM (DAKTOPOM BO MHOIMX OOJACTAX, TAKMX KAK OCYLIECTBIEHHME KOH-
CTUTYNHMOHHBIX TIpaB, MOJUTUKA OPTaHW3allnA WIN TIPUIOXKEHHUS, CBI3aHHBIE ¢ OOGOPOHHBIMHU BOTIPOCAMMU.

FPR_UNO.1 CkpsITHOCTB

3aMevyaHus 10 TIPUMEHEHHIO 71 MOJIb30BaTes

Komnionent FPR_UNO.1 coaepuT TpeboBaHUS HEAOTTYCTUMOCTY HADTIOAEHHS HEYTIOMHOMOUYEHHBIMH TTOTB30-
BaTEJSIMM 33 WCIONB30BAHUEM YCIYTH WM pecypca. JOTOTHUTENBHO K 3TOMY KOMMNOHEHTY aBTopy [13/3B moxer
MOTPebOBATLCS «AHAN3 CKPBITHIX KAHAIOB».

Onepanun

HasznHaueHnne

B FPR_UNO.1.1 astopy [13/3b cienyer cnennpumupoBaTh COBOKYNHOCTb NOJib30BaTEIed H/WIH CyOBEKTOB,
ot koropeix ®BO meobxoaumo mpenoctaButs 3amuty. Hanpumep, naxe ecau asrop [13/3B cnenndunmpyer enmn-
CTBEHHYIO POJIb MOJNB30BaTelsd W cybnekra, @®BO HeoOGxoAHMO NPEIOCTABHTD 3AMIHTY HEe TOJbKO OT OTAEILHOIO
NOJIb30BATENS MM CYObeKTA, HO H OT COBMECTHO [eiiCTBYIOHMIHX NOJib30BaTesiell H/HIH cy0beKToB. COBOKYNHOCTH
nOJb30BATENNCH, HAPAMED, MOXET ABJIATHCA TPYNNOH NONb30BATENEH, BLICTYNAIOHIMX B OJHOH H TOil Xe poym WiH
HCHOJb3YIOMMX OAWH W TOT JKe mpomecc.
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Hdas FPR_UNO.1.1 apropy I13/3B cienyet naeHTadanupoBaTh COACOK ONepalHii, Ha KOTOpbie pacnpoCcTpaHs-
ercsa TpeGoBaHHe CKPHITHOCTH. Toraa Apyrue noJib30BaTe n/Cy6beKThl HE CMOTYT HAOJIOAATD 32 YKA3aHHBIMH B CHHCKE
onepanAsMH Haj crielu(UIUPOBAHHLIMA HIKe 00beKTaMn (HANMpHMeEp, 32 YTEHHEM H 3alHChI0 Ha 00beKTe).

Jas FPR_UNO.1.1 astopy I13/3B cieayer HACeHTH)HOAPOBATH CHHCOK 00HEKTOB, HA KOTOpbie paclpoCTpPaHs-
ercs TpeboBaHne CKpHITHOCTH. [Ipumepom MoXeT ObITh KOHKpPETHBI cepBep IeKTpoHHOM noyThl Hin FTP-caiir.

Jag FPR_UNO.1.1 asropy I13/3B cieayet uaenTa)uumpoBaTh COBOKYNMHOCTDb NMOJb30BaTeleil H/HIA CyOheK-
TOB, CKPbITHOCTb HH(pOPMAIIMH KOTOPHIX OyAeT 00ecneynBaThC.

[IpuMepoM MOXeT ObITh: «IOJIL30BATENIN, NMOJYYHBIIAE JOCTYN K cHCTeMe yepe3 MHTepHeT»>.

FPR_UNO.2 Pacnpenenenne nagopManmii, BiIHA0Omee HA CKPLITHOCTH

3aMeuyaHusa No NPUMEHEHHUIO U TMOJIb30BaTes

KomnoneHT FPR_UNO.2 conepxuT TpeOOBaHUA HEIONMYCTHMOCTH HAOMIONEHUs1 onpeleieHHbIMU TOJb30Ba-
TEJISIMM 33 MCTIONb30BAaHWEM YCIYTH MM pecypca. Kpome atoro, B HeM onpenensercs, Kakas MH(OpMaLms, CBA3aH-
Has ¢ NPUBATHOCTBIO TOJB30Batelsl, pacnpenensderca B OO TakuM 06pa3oM, YTOObl HAPYLIMTENb He MOT YCTaHO-
BHTb, B KakKoit MMeHHO yacT OO OHa COACPXWTCS, WM OBUT BRIHYXACH aTaKoBaTh HecKoJIbKO yacteid OO.

[TpMepoM HCMOML30BAHNS TOTO KOMITOHEHTA SIBJISETCA CIyYalHBIM BRIOOP y3Na 1Jisl IPefOCTABAEHHUS YCIYTH.
B aTOM ciydyae B KOMITIOHEHTE MOXKET OBITh YCTAHOBJIEHO TpeboBaHHE, YTO MH(OPMALIUA, CBI3aHHAs ¢ MPHBATHOC-
ThIO ITOJIB30BATECII, JOJIKHA OBITH JOCTYIIHA TOJBKO B OIIHOf/l HIlEHTH(l)HHHpOB‘dHHOH YacTHu OO, HE pacnpoCTpaHAACH
33 ee Mpelenbl.

Bosnee cnoxHBIN MPUMED CBSI3aH C HEKOTOPBIMU «aJITOPUTMAaMHU TOJOCOBaHMsA». B npenocraBieHnn yCIIyr npu-
HUMAIOT YYacTHe HecKobKo uacTeit OO, HO HMKAKas OTAEIbHAS YACTh HE CMOXET HAPYLUIMTh NMPUHATYIO MOJUTHKY.
Kakoe-n1160 MU0 MOXET TIPUHATh (MW HEe TIPUHSTH) YUacTHE B TOJOCOBAHHMM; NMPH ITOM HEBO3MOXHO ONPEACIINTh
PE3yJIbTAT TOJOCOBAHMS W €T0 YUYacTHE B FOJIOCOBAHHMM (€CTH TOJOCOBAHHME ObLIO AHOHUMHBIM).

JIOTIOMTHUTENIBHO K 3TOMY KOMIIOHeHTY aBTopy I13/3B MoxkeT noTpeboBaThesl «AHAJIN3 CKPBLITHIX KaHAJIOB».

Ornepanun

HasnaueHnue

B FPR UNO.2.1 aBropy I13/3b cnenyer crnennduunpoBaTh COBOKYIHOCTD M0JIb30BaTesIeii M/WIN CYObEKTOB, OT
Kotopblx PBO Heo6X0AUMO NPEeAOCTABUTE 3alinTy. Hanpumep, naxe ecnu arop I13/3b cnenudunupyet e AMHCTBEH-
HYIO pOJib TIOJIb30BaTeNsd WK cyobekTa, ®PBO HeoOX0ANMO NPeaOCTABUTE 3allUMTY HEe TOJNBKO OT OTACIBHOTO TOJb30-
BaTeJIsd MU Cy6L€KTa, HO U OT COBMECTHO Zlef/lCTBleLL[]AX [oJb30BaTee I/I/I/III]/I Cy6'beKTOB. COBOKyHHOCTb HOJb30Ba-
TeJel, HarpuMep, MOXET SIBJSIThCS IPYNION MOJb30BaTe/Ieii, BLICTYNAIOIINX B OJHOM M TOM X POJH A MCTOIb3Y-
IOIMX OAMH M TOT Xe Mpoliecc.

Ina FPR_UNO.2.1 aBtopy [13/3b creayeT naeHTUDHIINPOBATH CHUCOK ONepaLunid, Ha KOTOpble pacrpoCTpaHsi-
eTcs TpeboBaHMeE CKPBITHOCTH. Torna Apyrue rnojb30BaTeNn/CyObeKThl He CMOIYT HAGJI0AaTh 33 YKA3aHHBIMU B CITUCKE
onepanvsaMp Haa cnenubUIMPOBAHHBIMA HUXE 00beKTaMU (HANpUMeEp, 3a UTEHUEM W 3aMUChI0 Ha 0ObeKTe).

Hnsg FPR_UNO.2.1 aBtopy [13/3b cnenyetT naeHTUGhUIMPOBAaTh CIIMCOK OOBEKTOB, HA KOTOpbIE pacnpocTpa-
HsieTcsl TpeOoBaHNe CKPBITHOCTH. [IprMepoM MOXeT ObITh KOHKPETHBII cepBep 3MeKTpOHHOM nouthl unu FTP-caiit.

B FPR_UNO.2.1 aBropy [13/3b cneayer cneuncbULMPOBATh COBOKYIHOCTh MOJb30BaTeNeii U/UAN CyOHEKTOB,
CKPBITHOCTb WH(MOPMAIMH KOTOPHIX OyaeT obecneynBaThesl, HANpUMEpP «I0JIb30BAaTeNH, NOAYYUBLUHWE AOCTYN K CHC-
TeMe yepe3 MHTepHeT».

B FPR_UNO.2.2 asropy I13/3b ciaenyer naeHTHGUUHPOBATD, pacupeaeieHHe Kakoil HHpOpPMALNH, CBA3AHHOI ¢
NPHBATHOCTHIO, ClieyeT KouTpomposath. [lpuMepoM Takoii undopmanun apiamorcsa [P-aapec cydnekra, [P-anpec o6bek-
Ta, BpeMs, HCHOJIb3yeMbie KpANTOrpadhuuecKne Kiloyu.

Jdas FPR_UNO.2.2 asropy [13/3b cienyer cnenudpuuupoBaTh, KAKHM YCJIOBHAM CllelyeT COOTBETCTBOBATDH pac-
npeaeeHnio YKa3annoii nadopmannn. DTH YCIOBHS cllelyeT No/IepXKuBaTh Bce BpeMs CYIeCTBOBAHNSA NPHBATHOH HH-
dopMammn Hoib3oBaTeNA B Kakaom ciayyae. [IpuMepaMn TakKHX yclioBmif MOTYT ObITh: «HH(pOPMAIHA JOJKHA OBITDH
npeAcTaBlieHa TOJbKO B OJHOM n3 pasznenceHHbIX yacteil OO H He 10JDKHA HmepeaaBaThbCs 32 ee npejaelibl»; «HHpopMaNus
JIOJDKHA NMPeOhIBATH TOJHKO B OMHOI B3 pa3aeieHHbIX YyacTeilt OO, He AOKHA mepelaBaThbCA B JAPYrHe €r0 YaCTH NMepHo-
JAYecKH»; «AnGopMANHS T0JDKHA pacHpeaeaTbcsd Mexay pa3indibive actama OO Takum o0pa3zom, YToObl HApylIeHHE
3AMMTH JHOOBIX IATH OTHEAbHBIX YacTeil OO He NMPHBOAWIO K HADYNICHHIO MOJHUTHKH 0€30MACHOCTH B IIEJIOM».

FPR_UNO.3 CkpsiTHOCTH 6€3 3ampoca HH(pOpMALHH

3aMeuaHus MO NMPUMEHEHHIO JJIS1 NOJb30BaTeNs

Komnornent FPR_UNO.3 npumensercs ans tpeboBaHus, ytodobl ®BO He CTpeMWIMCh NOAYYHTh HHDOpMa-
NHI0, KOTOPas MOXET HAPYUIUTh CKPBITHOCTb MPU NpefocTaBieHnn onpeaeieHHbIX yeayr. [Moatromy ®BO He 6yayt
3anpalMBarh (T. €. CTPEMHUTHCS MOJTYYUTh U3 IPYTUX UCTOYHUMKOB) MHMOPMAIMIO, KOTOPask MOXET ObITb UCIOJIb30BAHA
JJI1 HApYHWICHHUA CKPBITHOCTH.

Onepanun

HaszHaueHnwne

B FPR_UNO.3.1 asropy I13/3B cneayer maeHTH(MIMPOBATH CHHCOK YCJYT, HA KOTOpbie PACTMPOCTPaHseTCS
TpeGoBaEne CKPbITHOCTH, HAMPAMED «IOCTYIl K ONHCAHHIO padoT».

B FPR_UNO.3.1 astopy I[13/3b creayer uaeHTHGHUONDPOBATH CNIHCOK CYOBEKTOB, OT KOTOPHIX NP HOJYYeHAH
cnenadUNHPOBAHHBIX YCIYT cleayeT 3amumaTh HHPOPMANNIo, CBI3AHAYI0 ¢ MPABATHOCTDHIO.
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B FPR_UNO.3.1 agropy I13/3B cneayer cnemndumupoBats HA(OPMANAIO, CBAIAHHAYIO ¢ NPABATHOCTLIO, KOTO-
pas Gyzer 3amuIeHA OT cneln¢HIMPOBAHABIX CYObeKTOB. DTO MOXeT ObITh HACHTH(HKATOP CYObEKTa, NOJIYYalOmero
YCHAYTY, WIH XaPAKTEPHCTHKH NMOJYYeHHOH YCIHYTH, HATIPHMEP HCHOJIL30BAHHBIA pecypc MaMATH.

FPR_UNO.4 OTKpbITOCTh LISl YIOJIHOMOYEHHOTO MOJb30BATENS

3aMe4yaHusi MO MPUMEHEHUIO 1Tl MOJb30BaTENsA

KomnoneHt FPR_UNO.4 npuMeHsieTcs Al NpeaoCcTaBIeHUS NpaBa HAOIIONEHNUS 32 UCTIONBb30BAHUEM pecyp-
COB OJJTHOMY WJIW HECKOJBKWM YNOJHOMOYEHHBIM MOJb30BaTeNsIM. be3 3TOoro KOMNnoHeHTa BO3MOXHOCTh HAOIIOAe HHS
JOTyCKAEeTCs, HO HE ABJISIeTCA 00s13aTeIbHOMN.

Onepannn

HaszHavyeHmne

B FPR_UNO.4.1 aeropy [13/3b cieayer cnenndmuupoBaTh COBOKYNHOCTh YNOJHOMOYEHHBIX NMOJb30BATENEH,
KoTopsiM @BO He06X0AMMO NpeOCTABATH BO3MOXHOCTH HAGNIIOIEHAS 32 HCHOJIL30BAHAEM PECypCoOB. DTO MOXKET OBITh,
HAnpHMep, TPyNHa YNOJXHOMOYEHHbIX MOJNb30BATENCH, HCHOJHAIONAX OAHY H TY Xe pojib HIH HCHOJb3YIOIMX OJMH H
TOT Ke mpouecc.

B FPR_UNO.4.1 astopy [13/3b caeayer cnenn)umupoBaTh CIACOK PECYpCoB H/WIH YCJIYT, BO3MOXKHOCTh HA-
fmozenns 3a KOTOPHIME HEOOXOIMMA YNOJHOMOYCHHOMY NOJH30BATENIO.

IMPUITOXEHUWE JI
(cripaBOYHOE)

3ammra ®BO (FPT)

Kitace FPT conepXut ceMeiicTBa GyHKIIMOHATBHBIX TPeOOBAHWI, KOTOPBIE CBSI3aHbl C LIEJIOCTHOCTHIO M YIIpaB-
JICHHEM MeXaHHM3MaMH, peann3oBaHHBIMH B ®BO, He 3aBUca NpU 3ToM OT ocobeHHocTel T1BO, a Takxke ¢ meiocT-
HocThio faHHbIX PBO, He 3aBUCs oT cnienududeckoro conepkanus naHHbix [16O. B HeKOTOpOM cMBICITIE, KOMIIOHEH -
Thl CEMEHCTB 3TOTO Kiacca AyGAMPYIOT KOMMOHEHTh M3 Kiacca FDP m MoryTr maxe Mcnonb3oBaTh OJHHM M TE Ke
MexaHu3mbl. OnHako kimacc FDP cnenmanusMpoBaH Ha 3allMTe NAHHBIX TIONB30BaTelsl, B TO Bpems Kak kiacc FPT
HalesieH Ha 3aimTy nanHbeix PBO. dakTHuecku, KoMnoHeHThl U3 Kiacca FPT HeoGXxonnMbl 1 peannsannu tpebo-
BAHNI HEBO3MOXHOCTH HapyureHus U odxoxa noautuk ®b nanaoro OO0.

B pamkax aToro xjiacca BbLIEISIOTCA TPH CYIIECTBEHHBIC cocTaBHBIC YacTn PBO.

a) Abempaxmuas mawuna @HO, T. €. BUpTYabHas WK (PU3MIEeCKas MalIMHA, HA KOTOPO# BBITIONHICTCS OIe-
HuBaeMas peanusanusg OBO.

0) Peanuzauns @50, koTopas BHITOTHACTCI Ha abCTPAaKTHOM MalllMHE M peau3yeT MEXaHM3Mbl, OCYIIECTB-
astoue [1BO.

B) dannvie @HO, KOTOPBIE SBISIOTCS AAMHMHHCTPATABHBIMH 0a3aMHM JAHHBIX, YIIPABIMIOIIMMHI OCYUIECTBICHN-
em I1BO.

Bce cemeiicTra B kinacce FPT MOXHO CBA3aTh C 3TUMH TPEMS YACTAMH M CTPYNITMPOBATh CIACAYIOIUIMM 00pa3oM.

r) FPT_PHP «®usuyeckas zammra ®bO» npegocrapiasgeT yNOJTHOMOYEHHOMY NOJIb30BAaTei0 BO3MOXHOCTh
o0HapyXeHHs BHEIIHUX aTaK Ha Te uactu OO, kotopbie peanusyior OPBO.

1) FPT _AMT «TectupoBanne 6a3oBoii aberpaktHoil Mammmabl» 1 FPT TST «Camorectupoanne ®BO» npe-
JOCTABJISIIOT YIIOJTHOMOUYEHHOMY MOJB30BATEII0 BO3MOXHOCTbL BepH(HIIMPOBATh TPaBIIIBHOCTh Olepanuii 6a30Boii
abeTtpaktHoit MamnHel 1 PBO, a TakKe 11€MOCTHOCTL JAHHBIX M BeInoaageMoro koxa OBO.

¢) FPT_SEP «Pasnenenue nomena» n FPT RVM «ITocpenrnuectso npm obpanieHnsax» 3anmiamnt @O Bo
BpeMSsI UX BBITIOJHEHHUS W 00ECNeYnBaloT HeBo3MOXHOCTE 00xoaa PHO. Korna cooTBeTCTBYIONIME KOMITOHEHTHl 3THX
CEMEMCTB COYETAIOTCS ¢ COOTBETCTBYIOIIMMU KoMnoHeHTaMu ceMeiictBa ADV_INT «Buyrpenuas crpykrypa ®BO»,
MOXHO TroBOpUTb 0 Hanuu B OO TpaaMIIMOHHOTO «MOHHUTOpPA 0OpanIecHA».

x) FPT_RCV «Haanexnoe BoccranopieHue», FPT FLS «beszonacHocts npu cb6oe» m FPT TRC
«CornacoBaHHocTh JaHHbIX ®BO npu nyonuposanun B npenenax OO» onpepensor pexum Boinonaenns OO npu
BO3HMKHOBEHUHN C0OsT 11 HEMOCPEACTBEHHO T10C/IE HETO.

n) FPT_ITA «JlocrynHocts 3kcnioptupyeMbiX AaHHbIX ®BO», FPT ITC «KoH(}puaeHIHATBHOCTh 3KCIOPTHPY -
emblx AaHHbIX ®BO» u FPT ITI «lenoctHocTh 3KcnopTupyeMbixX faHHBIX @ BO» onpenendroT 3aluTy U JOCTYIHOCTh
ganHbIX PBO npu nx obmene mexny PBO u yraneHHBIM A0BEpeHHBIM Tpoaykrom UT.

K) FPT _ITT «Ilepenaua nanueix PBO B npepenax OO» npenHasHaueHo Aad 3ammThl JaHHBIX ®BO npm mx
nepenaye Mexay dusnuecku pasaereHHbIMH dacTaMu OO.

1) FPT_RPL «OGHapyXeHHe MOBTOPHOIO MCMNONb30BAHMSA» COACPXKUT TpeGOBaHME 3alMTHl OT MOBTOPHOIO
MCTNOIb30BAHNS PA3TUUHBIX TUTIOB MH(MOPMALIUN /UK ONEPaLiAH,

M) FPT_SSP «I1poTokon CHMHXpOHHM3AIMM COCTOSIHMI» OMpeessieT CMHXPOHMU3ANMIO COCTOSIHUH MEXAY pa3-
JUYHBIMA YacTIMM pacnpeaeieHHblx OBO Ha ocHose gaHHBIX DBO.
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H) FPT STM «MeTku BpeMeHU» MpeioCTaBIsAeT HAAeXKHbIE METKN BPEMEHM.

n) FPT_TDC «CornacosantocTb JaHHblX @bO Mexay ®BO» npenHazHayeHo LI COTIACOBAHMS AAHHBIX MEXIY
®OBO n ynaneHHBIM I0BepeHHBIM npoaykTom UT.

JexoMmno3snims kinacca FPT Ha cocrapisiionde ero KOMNOHEHThI NpHBeacHa Ha pucyHkax JI.1. J1.2.

Zawura ©60
FPT_AMT TectuposaHue 6asosoit abeT- 1
| PaKkTHOW MaLLMWHbI
— FPT_FLS BesonacHocTb npu cboe 1
FPT_ITA locTynHOCTb 3CKNOPTUPYE- 1
| MbIX AaHHbIX DEO
FPT_ITC KoHtpmaeHUuManbHOCTb 3KC- 1
| nopTUpyembIx AaHHbIX B0
| | FPT_ITI LlenocTHOCTE 3KCNOpTMPYEMbIX 12
AaHHBIX PBO
12
| | FPT_ITT Nepegaya aankbix 6O B npe-
nenax 00
3
1 2
- FPT_PHP dusuueckas sawura 6O
3
1 2 3
o FPT_RCV HapexHoe BoccTaHOBMNeHWe
4

Pucynoxk J1.1 — Jlekomnosunus kinacca «3ammra GbO»

JI.1 TectupoBanue 6a30Boii abcTpakTHO# Mammnsl (FPT_AMT)

Cemeiicteo FPT AMT onpenensier TpeGoBaHUs K BbinosHeHUIo TecTHpoaHus PBO, nemoHcTpUpyOlEero
MPETNONIOKEHNST GE30MacHOCTH OTHOCUTENBHO 0a30BOI abCTPaKTHONM MAalIUMHBI, JIeXKalleil B OCHOBE MOCTPOEHUs
®BO. «ABcTpakTHAA» MallMHA MOXKET ObITh KaK MIaThOpMoii anmnapaTHbIX/TIpOrpaMMHO-aTITapaTHbIX CPEICTB, TaK U
HEKOTODPBIM M3BECTHBIM U TMPOLUEALIMM OLEHKY COUYETAHHMEM ammapaTHBIX/TIPOTPAMMHBIX CPEACTB, JAEUCTBYIOUIUM
KaK BUPTyaTbHas MallnMHa. B KauecTBe NpUMEPOB TAKOTO TECTUPOBAHMS MOXKHO yKa3aTh MPOBEPKY anmnapaTHOH 3aniu-
Thl, TIOCBUIKY TMIOBBIX MAKETOB I10 CETU JJsl MPOBEPKU TONYUEHMSs, BepuduKanuio pexuma (GyHKIHUOHWPOBAHUSA
BUPTYaJbHOTO MAIIMHHOIO MHTepdeiica U T. 1. DTH TECTBl MOTYT BBITIOJHATLCS MPU HEKOTOPOM MOAACPKUBACMOM
COCTOSIHMM, TIPY 3allyCcKe, MO 3ampocy MM nocrosinHo. [leiicTBus, npeAnpuHUMaeMble ¢ ucnonb3oBanueM OO no
pe3yabTaTaM TeCTUpoBaHMsA, onpeneieHsl B FPT RCV.
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3awura PO
FPT_RPL O6HapyxeHue noBTOPHOrO Uc- 1
| NOnNbL30BaHUs1
FPT_RVM MocpepgHuyectso npu obpa- 1
) LEeHWsIX
- FPT_SEP PaaneneHue aoMeHa 1 2 3
FPT_SSP MpoToKon cUHXpoHW3auuu 1 2
| COCTOSIHWW
- FPT_STM MeTtku Bpemenn 1
FPT_TDC CornacoBaHHOCTb jaHHbIX 1
B dB0 mexay P60
FPT_TRC CornacoBaHHOCTb AaHHbIX 1
[— | &BO npu aybnuposaHum B npepenax 00
L FPT_TST CamorectupoBaHue ®bO 1

Pucynok J1.2 — Jexomnosnuus kiacca «3aumra ObO» (npononxeHue)

3aMeuaHust AJisl 0JIb30BATENS

TepMuH «b6azoBasg abCTPAKTHAS MAllMHA» OTHOCUTCH DIABHBIM 00pa3oM K annaparype, peanusyioureit ®BO.
OHAKO €ro MOXHO OTHECTH M K TpeABapUTENbHO OLCHEHHOM 0a30BOM KOMOMWHAIIMM annapaTHBIX CPEACTB M Tpo-
rPaMMHOIO ofecreueHns, Beaylei cebs Kak BUPTyaTbHAs MalllMHa, Ha KoTopoit peanusoBaHbsl ®BO.

TecTbl aGCTPAKTHON MAIIMHBI MOTYT UMETh pa3nuuyHble POPMBI:

2) TecThl NPH BKIIOYEHHAH, KOTOPHIC MPOBEPSIOT MPaBUIBLHOCTE paboThl MIATGOPMBI. sl annapaTHbIX ¥ Npo-
TPAMMHO-AMNIAaPATHBIX CPEACTB OHM MOTYT BKIIOUATh B ¢e0SI TECThl TAKHUX BJECMEHTOB, KaK IUIAThl [1aMsITH, MaplIpyThl
nepefayn AJaHHBIX, IIMHBI, YOPABISIOUIME BJEMEHTbI, PErUMCTPbl MPOLECcopa, MOPThl COOOIIEHUH, MHTEpdhech
KOHCOJIEH, 3BYKOBOCTIPOM3BOAAIINE U TIepHDepHiiHbIe YCTpocTBa. s MporpaMMHBIX 3JIEMEHTOB (BUPTYaTbHON Ma-
IIMHB) OHW BKJTIOYAT B ce0s BepH(MDHUKAIINIO KOPPEKTHOCTH MHUIMAIN3AINN U peXrMa PyHKIMOHUPOBAHUS;

0) 3arpykaemble TE€CTbI, KOTOPhIE MOTYT 3arpPyKaThCsl M BBITIOJIHSITHCS YNIOJTHOMOYEHHBIM NOJb30BATEIEM WIN
aKTUBH3MPOBATHCA MPH OMNpeaeIeHHBIX YCI0BUAX. OHU MOTYT BKITIOUaTh B ce0s1 TECThl HATPY3KH 3JIEMEHTOB MPOLIECCO-
pa (TOru4YecKuX HIEMEHTOB, BBHIUMCIUTEIBHBIX JIEMEHTOB W T. 1.) M YIIPABISIEMOM MaMSATH.

3aMevaHus 1T OlEHILINKA

Crenyet, yToObl TeCThl 6430BOM a6CTPAKTHONM MalMHBl OBIM AOCTATOUHBI A MPOBEPKU BCEX XapaKTEPUCTHK
0a30BOI abCTPAaKTHONM MallWMHBI, Ha KOTOopoi BeinoaHsores ®OBO.

FPT_AMT.1 Tectuposanne aGCTPAKTHON MAIIHHBI

3amMevyaHusI TI0 MPUMEHEHUIO ISl TTOJb30BATENS

Kommnonent FPT AMT.] nonaep:KuBaeT nepnogndeckKoe TeCTUPOBAHNE TPEANONOXEHNI 6e30macHOCT 6a30-
BOI aOCTPAKTHOI MAIlMHBI, OT KOTOPhIX 3aBUCHUT BhinonmHeHne MBO, Tpebys obecnieueHNs BO3MOXHOCTH NEPUOAN-
4ecKOro 3arnycka TeCTUpOBaHUS DYHKIINA.

[Mpn xenannu aptop [13/3b MoxeT yrouHUTh TpeOOBAHHE, YKA3aB, B KAKOM PEXUME CJIeayeT MPOBOAUTb TeC-
TUPOBaHNE: aBTOHOMHO, TP 0OBIYHOM (DYHKIMOHHPOBAHWN CHCTEMBI WJIM B PEXUME aBAPHIIHON MOMIEPKKH.

3aMeyaHnua o NPpUMCHCHHUIO AJIS OLUCHUINKA

HomnyckaeTcs, 4ToObl GYHKIIMKA TIEPUOANYECKOTO TECTUPOBAHUS ObLITM AOCTYTIHBI TOJABKO B ABTOHOMHOM PEXH-
MeE WIN pexXnMe aBapuiiHoN noanepxxku. CiaenyeT UMETh CPEACTBA YIIPABJICHMS AJ1s1 PENOCTABICHHS AOCTYIa B peXUMe
aBapMHHON MOAAEPKKH TOJMBKO YMNOJTHOMOUYEHHBIM TOJIB30BATE/SAM.

Onepanun

BriGop
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B FPT_AMT.1.1 asropy I13/3b caenyer cnenndunupoBats, koraa ®b0 6yayT BpnoiHATH TECTHPOBAHAE A0CT-
PAKTHO# MaNIAHBL: NP 3aMycKe, MEePHOAWYECKA BO BpeMA HOPMAJbHOTO (PYRKOMOHMPOBAHHSA, MO 3aNPOCY YHOJIHOMO-
YEeHHOTO MOJIb30BATESA, NPU OPYTHX YCI0BHAX. B nmocneanem ciyyae ciejyer yrouHdTh, Kakue 310 yciopusa. C noMo-
mibIo 5Toii onepanud BeIGopa asTop [13/36 mMeeT BO3MOXKHOCTb YKa3aTh TAKKE NEPHOAWIHOCTH BHINOJHEHAS CAMOTE-
ctupoBanus. Boiee yactoe TecTHpOBaHUeE AACT MOJb30BATEI0 GOJBIIYI0 YBEPEHHOCTH B MPABWILHOM (QYHKIHOHHPOBA-
Hun O0. Oanako HeoOGX0aAHMO BHIOPATH MPABHIBHOE COOTHONIEHHE MEXIY NMpeJoCTABJICHHEM YBEPEHHOCTH H NOTEHIIN-
anbHbIM yMeHblIeHHeM AocTynHocTH OQO, MOCKOJBKY CAHIIKOM YACTO€ TECTHPOBAHAE MOXKET 3aMeIJIATh HOPMAJIbHOE
dyngnuonuposanue 00.

J1.2 bezonacnocts npu cooe (FPT_FLS)

Tpe6opanus cemeiictea FPT FLS o6ecnieunBaet, urobsl OO He HapylIaa CBOK MOJHUTHKY GE30MaCHOCTH TMPH
c60sax ®BO naeHTUGUIUPOBAHHBIX TUTIOB.

FPT_FLS.1 C6oii ¢ coxpanenueM 6e300aCHOT0 COCTOAHHS

3aMeuaHus N0 MPUMEHEHUIO IS MOJb30BaTes

TepMuH «6e30MacHOE COCTOSIHHUE» OTHOCHTCS K COCTOSIHMIO, MpH KOTOopoM jAaHHble PBO HenpoTHBOPEYUBHI H
®BO nponomxkawT KoppekTHoe ocyurecteiaeHne [160O. «be3onacHoe cocrosuue» onpenensercsa B moaenu [150O. Ecan
pa3paboTUMK TPeIOCTABHI YeTKOE OMpeaeicHHe 6€30NaCHOrO COCTOSIHUA M pa3biICHEHHE, KOTa €ro ClieAyeT CUNTATh
TakoBbIM, 3aBucumMocTs FPT FLS.1 or ADV_SPM.] MOXHO He yYHUTHIBATb.

XoTs npH cbosiX ¢ coOXpaHeHHEM 0e30MacHOro COCTOSIHUS XeJIaTeJbHO MPOBEACHUE ayANuTa, 3TO BO3MOXHO HE
BO Beex cutyaumsax. Apropy [13/3b cienyet ciennpuLUpoBaTh Te CUTYaIlH, TIPW KOTOPBIX MPOBEJCHAE ayUTA XeJa-
TEJILHO M BBITIOJTHUMO.

Co6ou PBO MoryT BKIIOYATh B ce0 anmapaTHbIe O0TKa3bl, KOTOpPhIE YKa3bIBaIOT HAa HApYIIEHNE PeXHMa pabOTh
000pynOBaHUS U TPeGYIOT aBapHiiHOM nomaepXku WM BocctaHoBieHns OBO. Coon OBO MoryT BKIOYATE B ceOd
TAKXK€ YCTpaHMMbIEe MPOTPAMMHBIE OTKa3bl, MOCE KOTOPhIX TpeOyeTcs TOJIBKO WHMIMAIN3alHsS W TIOBTOPHBINM 3a-
niyck ®BO.

Onepanun

HasnaueHnmne

Hag FPT_FLS.1.1 astopy I13/3B crenyer npupect cncok Tanos c6oes ®BO, npa KOTOPHIX CleAyeT, YTOObI
®OBO «conauch, 6e30MacHo», T. €. COXPaHHIH Oe30maCHOe COCTOAHHE M NMPOAOJIKAIA KoppekTHo ocymectsisats I1BO.

JI.3 Noctynnocts 3kcnoprupyembix gaunsix OO (FPT_ITA)

CewmeiictBo FPT ITA onpenensier npaBuiia npeaoTBpallleHusl noTepu aoctynHocti naHHbix ®BO, nepenapae-
MbIx Mexny PBO n yaaneHHbIM A0BepeHHBIM NpoaykToM UT. DTo MOryT GbITh, HanpUMep, KpUTHYHBIE NaHHBIe PBO
TUNA Naponeit, Kioueil, TaHHbIX aynluTa UKW BeinoaHsieMoro kona M bO.

3aMe4aHus Mo NPUMEHEHHIO ISl MOJb30BaTes

DTO ceMeMCTBO UCTIONB3YETCA B pacnpenefieHHbIX cucteMax, korna ®BO npenacrapasioT CBOW AaHHbIE YAaNeH-
HOMY J0BepeHHOMY npoayKry UT. ®bO MoryT npeanpyuHUMaThk Mepbl 6€30MaCHOCTH JIMLLIbL CO CBOEH CTOPOHBI W He
MOTYT BECTH OTBETCTBEHHOCTh 3a ®BO npyroro nosepeHHoro npoaykra UT.

Ecnn nMmeeTcst HECKOIBKO pa3IMUHBIX METPUK AOCTYMHOCTU A1 pa3HblX TUNOB AaHHBIX PBO, 3TOT KOMNOHEHT
cylefyeT TIOBTOPUTD AJIS1 KaXKAOH OTAENbHON Mapbl «MeTpuka — TN AaHHbIX OBO».

FPT_ITA.1 JdoctynHocTs 3KCOpTHPYeMbIX AaHHbIX ®BO B npeaenax 3alaHHON MeTPHKH

Onepannu

Haszwnauenne

Has FPT_ITA.1.1 astopy I13/3B ciaeayer cnenndumuposats THNb JaHHBX PBO, Ha KoTOpbie pacnpocTpaHaeT-
¢4 MeTPHKa AOCTYMHOCTH.

Has FPT_ITA.1.1 asropy I13/3b caeayer cnemudpuuupoBaTh METPHKY JOCTYNHOCTH JJIsl COOTBETCTBYIOHIHX JaH-
meix ®BO.

Hna FPT_ITA.1.1 astopy I13/3B ciaenyer cnennpuuupoBaTh YCI0BHS, NPH KOTOPbIX HEOOX0JUMO 00eCIeYHTh
JOCTYNHOCTh. DTO, HAIPAMEDP, MOKeT ObITh HanWune cBA3M Mexay OO H ynajieHHbIM JAoBepeHHbIM npoaykTom UT.

J1.4 Kondunennnansaocts 3xcnoprupyemsix aanubpix ®BO (FPT_ITC)

CewmetictBo FPT _ITC onpenensier npasraa 3ainThl AaHHBIX PBO 0T HECAHKIIMOHMPOBAHHOTO PACKPBITUS NPH
nepenade Mmexay ®bO n ynanreHHbIM JOBEPEHHBIM NIpoayKToM UT. 3To MOryT 6bITh, HaNpUMep, KPUTHUHbIE TaHHbIE
®bO tuna naposei, KiIouel, 1aHHBIX ayAUTA WIK BhINoaHseMoro kona ®BO.

3aMeqaHus Mo NMPUMEHEHUIO AJs1 TIOIb30BaTeNs

DTO ceMeNCTBO UCTIONB3YETCS B pacrnpeacieHHbIX cructeMax, koraa ®BO npeacrapnsioT cBOW JaHHbIE YIATeH-
HOMY noBepeHHOMY npoaykty UT. ®BO MoryT npeanpuH[Th MEPbl 5€30MacHOCTH JIHIlIb B CBOEH 00JIaCTH NEHCTBUS H
He MOTYT HECTH OTBeTCTBeHHOCTh 3a ®PBO npyroro aosepeHHoro npoaykra UT.

FPT_ITC.1 KondunenuuansnocTs 3Kcnoprapyemsix ganasix ®BO npn nepenave

3amMevyaHHus MO MPUMEHEHHUIO AJIA OlEHINKA

KondpuaenuuanbHocTh faHHbIX ®PBO Bo BpeMs nepesaun Heo0X0ANMA 151 UX 3allUThl OT PACKPbITUA. Bo3mMox-
Hble criocoObl 00ECTIeYeHUsT KOHMUACHIINATBHOCTH BKIIOUAIOT B c€0s1 MpUMEHEHWE KPUNTOrpadnu, a Takke APYrux
METOJOB, BHIOOP KOTOPBIX MOCTOSHHO PAaCIINpsieTcs.
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JI.5 IlenocTHocTh 3KcnopTHpyeMbiX naHubix ®BO (FPT _ITI)

CemeiictBo FPT_ITI onpenensier npaBuna 3ammthl AaHHbIX PBO 0T HeCaHKIMOHMUPOBAHHONW MOAMGMHUKALWU
npu nepenaye Mexny ObO U ynameHHBIM 10BepeHHBIM NpoaykToM UT. DTo MOryT OBITh, HANPHUMEDP, KPUTHYHBIE
nanHele PbO THNa naponei, KioYeH, TAHHBIX ayauTa WK BeinoxHsgeMoro koaa ®bO.

3aMeuaHus AN NoJb30BaTess

JTO ceMeCTBO UCMOJB3yeTCd B pacrnpelesicHHBIX cucTeMax, Korna ®BbO npencrapisgioT CBOM JaHHbIE yIAleH-
HOMY noBepeHHOMY npoaykty UT. OrmeTuM, uto TpeboBaHUS, CBA3aHHBIE ¢ MoAUbUKaNUell, oOHApYy:KeHUeM WU
BOCCTAHOBJIEHUEM W OTHOCSNIMECHd K yHaJCHHOMY JoBepeHHOMY MpoaykTty UT, HeBO3MOXHO crnenm(pULMpPOBATh,
NOCKOJILKY 3apaHee He U3BECTHbl MEXaHW3MBbl, KOTOPblEe OYNYT MCHONB30BaHbl B YNATCHHOM HOBEPEHHOM NPOAYKTE
HUT. lNMosToMy 3T TpeOGoBaHMS BhIpaXeHbl B TePMHHAX «mpenocTtaBieHua ®BO BO3MOXHOCTH», KOTOPYIO MOXET
WCMONb30BaTh yAaleHHbIH foBepeHHbIH npoaykT UT.

FPT_ITI.1 Ob6napyxenne Mona)uKaAIAA SKCHOPTHPYEMbIX Janabix PBO

3’dMC‘-laHl/lfl Nno NpUMCHCHUIO AJIA NOJB30BaATCIIA

KomnoHnent FPT ITI.1 cienyer mcrnonb3oBaTh B CHUTyalMsIX, KOrAa JOCTaTOYHO OOHAPYXHTb, YTO JAHHblE
MoauduuupoBaHbl. [IpuMepoM gaBasieTca cuTyanus, KOrna y yaaleHHOro aoBepeHHoro nponykta UT mMeercsa Bos-
MOXHOCTb 3anpocuth ®BO 0 NOBTOPeHNH Tepeau JaHHBIX NPH 0OHAPYXXEHNH UX MOINMHKATINN WIH YIOBIETBOPUTh
AHAJIOTUYHBIN 3aripoc.

KenatenbHasi CTOMKOCTh (DYHKIIMKM OOHApYXeHMSI MOAM(HKAIIMKA OCHOBAHA Ha OMNpeleICHHOW METpUKE MOIM-
dbukaummn, Kotopas 3aBHCHT OT MCHOJIB3yEMOTO AJITOPUTMAa M MOXKET HAXOAMTHCHA B JAMANa30HEe OT NPOCTHIX KOHT-
POJBHBIX CYMM M MPOBEPKH HA YETHOCTh, KOTOPhIC HE OOHAPYXHMBAIOT MPOCThIe KOMOMHAIIMK U3MEHEHHI B HECKOJIb-
KMX pa3psiaax, no 6oiree CIIOKHBIX KPUNTOrpadrIeCKNX KOHTPOJIBHBIX CYMM.

Onepanun

Haszwnauenmne

dag FPT _ITL.1.1 asropy I13/3B cienyer cnenudumupoBath MeTpHKY MoaudaKANAA, YIOBJIETBOPEHHE KOTOPOIi
Heo0X0aAuMO I MEXAHA3Ma OOHApYKeHHA. DTa METPHKA JOJDKHA ONPENeINTD XKeJIATeIbHYI0 CTOHKOCTD (PYHKIHH 00-
Hapyxenusa Moaudukanum.

Has FPT_ITI.1.2 astopy I13/3B cieayer cnemadamupoBaTs NeiiCTBAA, NpeANPARAMAaEMbie MPH OOHAPYKEHHH
Moaudukamuu 1anabix O@BO. [Ipumepom Takux AeidcTBHI MOKET CIYKHTh: «<HTHOPHPOBATH NoJyuyeHnbie JanHbie PBO
H 3aNPOCHTh Y TOBEPEHHOT0 MPOAYKTA, ABJISIOMErocs OTIpaBHTelIeM, HOBTOPHYIO Hepeaady aaHHbix PBO».

FPT_ITI.2 O6uapyxenue u ucnpapieHue Moanpukanuu dKcnopTupyemsix aannsix ®BO

3aMevyaHus 10 TIPUMEHEHHIO ST TI0JIb30BaTe s

Komnonent FPT_ITI.2 crenyer ncnonab30BaTh B CUTYAlIMX, KOTIA TPeOyeTCsa OOHAPYXHUTh MW UCTIPABUTH MO-
INdUKaAIUNA KpUTHYHBIX JaHHBIX DBO.

XKenarenbHasi cTOMKOCTh DYHKIUN OOHAPYXKEHUS MOANGMUKALIMKA OCHOBAHA Ha OTpeieIeHHOW METPUKE MO~
dukannii, KOTopas 3aBUCUT OT UCTIONB3YEMOTO ATTOPUTMA M MOXET HAXOAUTHCA B AMAIa30He OT KOHTPOJIbHBIX CYMM
M TIPOBEPKM H4 YETHOCTb, KOTOPhIC MOTYT HE OOHAPYKUTBb MPOCThie KOMOMHAIIMN U3MCHEHUI B HECKOJIBKUX pa3psi-
Jax, 10 0osee CIOXHBIX KPUNTOrpahUIECKUX KOHTPOIBHBIX CYMM. MeTPHKY, KOTOPYIO TpebOyeTcsl ONpeaeTuTb, MOXK-
HO CBA3aTh JIMOO ¢ OTpaxkeHHeM aTak (HanpuMep, OydeT NpornycKaThest TOJIBKO OAHO U3 THICSIUM CIYHalHbIX cOObIie-
HHUI), TUOO ¢ NMpPUBEAEHHBIM B OTKPBLITON JHUTEPATYpe MEXaHMU3MOM (Hanpumep, HeoOXonnmo, uToObl Tpebyemas
CTOMKOCTb COOTBETCTBOBAIA CTOMKOCTH aITOPUTMa 0G€30MacHOro X3UIMPOBAHMS).

[Toaxon K ucnpapieHUIO MOAM(MHUKANUN MOXET OBbITh OCHOBAH HAa MCIOJb30BAHMM HEKOTOPBIX BUAOB KOHT-
POJNBHBIX CYMM, TO3BOJSIIONUIMX KOPPEKTHPOBATh OLIMOKH.

3aMeyaHus Mo NMPUMEHEHHUIO JUTSl OLIEHILNKA

BoaMoxble criocoObl YAOBIETBOPEHUS 3THX TPeOOBAHUI COCTOSAT B UCTIOIB30BAHWK Kpuntorpahniecknx ¢yH-
KIUH WIN HEKOTOPBIX BUAOB KOHTPOJIBHBIX CYMM.

Onepanun

Haswauenne

dnsa FPT ITI.2.1 aBropy I13/3b cnenyer cnennduinpoBaTh METPUKY MOANDUKAIINH, YIOBICTBOPEHHE KOTOPOIi

HEOOXOAMMO TSI MEXaHM3Ma OOHAPYXKEHMS. DTa METPHUKA JOJKHA OTNpeAeUTh KEeMATeNBHYIO CTOHKOCTh (DYHKIINK
o0HapyXeHUA MOAU(DUKALINH.

g FPT _ITI.1.2 asropy I13/3b cnenyet crnennduiinpoBaTh AEHCTBUSI, NIPEANIPUMHUMAEMBbIE TTPH 0OHAPYKEHUU
Moaudukauun ganHbeX DBO. [TpuMepoM TaKHMX ASHCTBUI MOXKET CIYKUTh: «ATHOPUPOBATH TNoJyueHHble AaHHble PBO
M 3aTIpOCHUTDL Y JIOBEPEHHOIO NMPOAYKTA, SBISIOLIErOCd OTIPABATENEM, MOBTOPHYIO nepenauy gaHHBEIX D BO».

Hna FPT_ITI.2.3 astopy [13/3b cinenyer ompenenuTs Tumbl Moandukammii, nocie xkoropoix ®BO ciaenyer
NpeJOoCTABHTH BO3MOXKHOCTH BOCCTAHOBJICHHA.

J1.6 Ilepenava nannsix PBO B npegenax OO0 (FPT_ITT)

Cewmeiicteo FPT _ITT npenocrapnsieT TpeboBanns 3ainThl JaHHBIX PBO nipu ux nepepaue Mexay pasaeTeHHbI-
MU yacTaMu OO 1o BHYTpEeHHEMY KaHamy.

33M€‘{3.H]/1H 4J1d MTOJIB30BaTE s

[MpuHSTHE pelleHns 0 cTeneHH (PU3NIECKOro WIN JOTHUECKOro pasfelieHus, B YCIOBUSX KOTOPOTO MOTIO Obl
TIPUMEHSTBCS 3TO CEMEHCTBO, 3aBUCHUT OT TMPEATIONAracMoil cpeapl 3KCrIyaTannn. B HeGmaronprusaTHON cpeie MOTYT
BO3HHUKATh PHCKU, CBA3aHHbIE ¢ mepenaueit Mexay yactamu OO, pasaeieHHBIMU BCEro JIMILIb CUCTeMHOM HIMHON. B
Oojiee OIATOTIPUATHON cpeae ATA Mepeaadl MOKHO MCIIOTh30BaTh OOBIUHBIE CETEBLIC CPEACTBA.
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3ameuaHust As1 TIOJB30BATENS

OnMH 13 MEeXaHW3MOB, MPAKTHUYECKW MPHUMEHSIEMBIX s peanu3anun GyHKnusiMu 6esonacHoct OO aToro
BU/Ia 3a1UWThl, OCHOBAH HA MPUMEHEHUH KPUIMTOTPpAPUUYECKUX METONOB.

FPT_ITT.1 ba3sosas 3amuTa BHyTpeHHeii nepeaaun 1anabix PbO

Onepanun

BriGop

B FPT_ITT.1.1 asropy I13/3b cnenyer cneunduunpoBath TpebyeMblii THIT 3alIUTHI, TIPELOCTaBAsA ee OT pac-
KPBITHS UIH MOAU(DUKALINHA.

FPT_ITT.2 Pazaenenne nannsix @PbO npu nepenage

3ameuaHus IO MPUMEHEHUIO JIJISI TIOJIb30BATENs

OOHUM W3 TyTeil BBIMOJHEHWs pa3jiefieHusl KaHaloB, OCHOBAHHOTO Ha aTpuOyrax, oTHocsammxcsad Kk [1®OB,
SIBNSIETCS. UCTIONB30BaHWE Pa3ieIeHHbIX TOTHYeCKNX WU (hM3NUeCKUX KaHATOB.

Onepanuu

BriGop

B FPT ITT.2.1 aBropy I13/3b crneayeT cneunduunpoBath TpeOyeMblii TUN 3alUMTHI, NPEIOCTABISIA €€ OT pac-
KPBITHS WX MOAUDUKATINH.

FPT _ITT.3 Monntopunr neioctHoctd Aanasix OO

Onepanun

BriGop

B FPT_ITT.3.1 asropy [13/3b crenyet cnemuduiapoBaTh, KaKoil THI MOJH(HKALIHMH JOJKHbI OBITH CHIOCOOHDBI
obHapyxupats ®BO, BHIOHPAA H3 CAEAYIOIMMX THHOB: MOAHGHUKANMH JAHHBIX, NMOAMEHa JAHHbIX, MEPecTAHOBKA JaH-
HBIX, yAaJleHHe AAHHbIX WIH Kakue-In00 WHble ONIMOKH HeJOCTHOCTH.

HasnaueHnune

B FPT_ITT.3.1 B cayuae Boidopa asropom [13/3b nocneanero papuanTa M3 npelpiayniero adsana, emy cieayer
TaKxke cnenmpuiMpPoOBaTh, KakKue HHble omuoku nexoctocts PBO cienyer oGHapyXHuBaTh.

B FPT _ITT.3.2 astopy I13/3b caeayer cnenudummpoBaTs AeiicTBHS, NpeANpHHHMAaeMblie NPH 00HAPYKEeHAH OMAOKH
HeJOCTHOCTH.

J1.7 ®u3nueckas 3amuta PBO (FPT_PHP)

KomnonenTsl cemeiictea FPT_PHP natoT Bo3MoXHOCTE orpaHuuMBath Gpusnueckuid aoctyn Kk ®bO, a takxke
pearnpoBarh Ha HECAHKIIMOHUPOBAHHYIO (hM3HUUECKYI0O MOANMUKALIMIO W NoAMeHY peann3aund ®bO v npoTuBoneii-
CTBOBAThb UM.

TpeGoBaHNs KOMNOHEHTOB B 3TOM ceMelcTBe obecneunBamt, yTobbl @BO 6bUTH 3alIMUICHB OT (GU3NUECKOTrO
BO3AEHMCTBUS ¥ BMELLATEILCTBA. Y JOBJIETBOPEHUE TPEOOBAHMIA STHX KOMIOHEHTOB MO3BOJSIET MONYYHTh PEATH3ANHIO
®BO, KOMNIIOHYEMYIO ¥ MCTIONb3YEMYIO CIOCOOOM, MpPelyCMATPUBAOINM OOHApyXeHHe (PH3HUECKOro BO3ACHCTBHS
WU TIpOTUBOAEHCTBYE eMy. be3 aTnx KoMnoHeHTOB 3ainTa ®BO TepseT cBoo 3¢h(EeKTUBHOCTE B Cpeie, Ile He MOXET
OBITh MPEAOTBPAILEHO (DU3HUECKOE MOBPEXACHNE. DTO CEMEHCTBO TAKXe COAEPXKHUT TpebopaHuda K peaknnn ®BO Ha
MOTIBITKY PU3NUECKOTO BO3/EHCTBUS HA UX PEATH3ATHIO.

[Mpumepamu cuieHapueB (HU3MYECKOTO BO3NCHCTBUA SABISIIOTCA HAMNaACHHUS ¢ HCTIONB30BAaHHEM MEXaHWYECKHX
CPENCTB, PaAMOAKTUBHOTO WINYUYCHUS, U3MEHEHUS TeMIepaTyphl.

3ameuaHus AJIs TIOJIb30BATEIS

Honyckaercs, 4yTobbl QyHKIUM OOHApYXeHUs (PU3MYECKUX HANaJCHUi ObUTM NOCTYIMHBI YNOJTHOMOYEHHOMY
TNOJB30BATENIO TOJILKO B aBTOHOMHOM PEXHMME WTH PeXVME aBapuiiHo# nomiepxku. Cienyer npeaycMOoTpeTh CPe/cTBa
OTrpaHHYeHMs 0CTyNa B 3THX PeXUMaX, NPEROCTABIISASA €ro TOJbKO YNOJTHOMOYCHHBIM MOJIb30BaTesisiM. [1ockoNbKY B
atux pexumax ®bBO Moryr okaszarbesi «HEBBINOJHMMBIMU», 3TO MOXET NOMELUIaTh HOPMAIBHOMY OCYILECTBICHHIO
AocTtyna ynoJlHOMOYCHHBIX NOJIL30BaTeJICH. (DI/I3H‘I€CKH OO MoXeT coCTOATh N3 yCTpOﬁCTB pa3JIMIHOroO THUIla, Harlpu-
MEpP M3 HKPAHUPYIONIETO KOpIyca, miat u MukpocxeM. HeobxonnMo, 4Tobbl 3Ta COBOKYNMHOCTH «3JIEMEHTOB» 3all[y-
wana PbO ot husuueckoro BMeNIaTeIbcTBa (a TaKXe ONMoBelaga 0 HeM M NPOTHUBOAEHCTBOBAA €MY). JTO HE O3HA-
YaeT, YTO ITU KayecTBa HEOOXONMMBI BCEM YCTPOMCTBAM MO OTAETBHOCTH, HO ClieayeT, YToObl WX UMeso (hu3nieckoe
BonjoweHe OO B nesioM.

XOTs1 ¢ HTMMHM KOMIOHEHTAMH ACCOIMHUPOBAH TOJHKO MHHWUMANBHBIW ayoWT, 3TO CHENAHO HMCKIIOUMTENBHO
NOTOMY, YTO MOTEHIMAIILHO MEXaHWN3MBbl OOHAPYXEHHSI M OMOBENICHHUSI MOTYT ObITh peajln30BaHbl MOJIHOCTBIO anna-
paTHO, Ha YpOBHE B3aMMOJACHUCTBHII OoJiee HU3KOM, YeM YTIpaBJIIEHHE MOACUCTEMOM ayauTa (HAMpPUMED, 9TO MOXET
ObITb cUcTeMa OOHApYXKEHUSl HA annapaTHOM YPOBHE, pearMpymoolas Ha pa3pblB LEMHA U M0OOAIoLIas CBETOBOI CUT-
Hajl, eC/M LieNb pa30opBaHa B MOMEHT HaXaTHs KHOMNKH YNOJTHOMOYEHHBIM NoJjib3oBaTefieM). TeM He MeHee aBTop
[13/3b MoXeT onpene/nTh, YTO IS HEKOTOPBIX YIPO3, UCXOASIIINX OT Cpelbl, TpeOyeTcss ayauT (pU3NYeCKUX Hamnane-
Huii. B 5ToM ciyuae aBropy I13/3bB cienyeT BKIIOYUTh B CMIHMCOK COOBITHM ayauWTa COOTBETCTBYIOLUME TPeOGOBAHMS.
Heo0xoauMo MMeTh B BHAY, UYTO HAIMYME 3THX TPEOOBAHMIA MOXET TMOBIMSATH HA KOHCTPYKLIMIO anmnapaTypbl U ee
B3aMMOJEICTBHE C TPOrPaMMHBIM OGECTICUEHHUEM.

FPT_PHP.1 [Naccusnoe o6Hapyxenne Gu3ndecKoro HANAACHAS

3amMeyaHWs MO MPUMEHEHHIO JUTS TIOJIb30BaTeNsI

Komnonent FPT PHP.1 cneayer npuMeHsITh, KOria yrpo3aM HeCAHKLIMOHWPOBAHHOTO (GDM3MYECKOTO BO3deii-
ctBus Ha yactn OO He NMpOTHBOIOCTABICHBI MPOIEAYPHBIE METO/IBI. B 3TOM KOMMOHEHTE paccMaTpUBAETCs yrposa,
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yto husnyeckoe BosaeiicTere Ha ®BO MoXeT U He OBITH BhIgBICHO. OOGBIUHO 3a1a4a BepudUKALUKM TOTO, UTO Hanaae-
HUE HMMEJO MECTO, BO3JIAraeTcsl Ha YIMOJHOMOUYEHHOTO ToJb3oBaTensi. Kak yxke cKa3aHO, 3TOT KOMIOHEHT BCEro
JWIIB NipeacTaBiser cnocobHocTh GBO obHapy:KMBATh (PU3NUYECKOE BO3ACHCTBUE, TOTOMY TpeOyeTCsl 3aBUCHMMOCTD
or FMT_MOF.1, utoGnl cnennduiinpoBaTh, KTO U KaKUM 0OpPa30M MOXKET BOCIOJb30BATHCH 3TOM CIIOCOOHOCTBIO.
Ecau ata ¢dyHKUMs peann3oBaHa ¢ MOMOUILIO MeXxaHu3Ma, He cBia3anHoro ¢ UT (Hanpumep, nyreM dbu3ndeckoit
TPOBEPKH), TO MOXKET OBITh yKa3aHo, 4yTo 3aBucumMocTh oT FMT MOF.1 He yaroBneTrBopsieTcs.

FPT_PHP.2 Onosemenne 0 ¢pu3nuecKoM HanageHun

3ameuaHus IO IPUMEHEHUIO ISl TOJb30BATENs

Komnonent FPT PHP.2 creayer mpuMeHsITh, KOTga yrpo3aM HECAHKIIMOHUPOBAHHOIO (PU3MYECKOTO BO3IEH-
ctBUs Ha yact OO He TPOTUBONOCTABJIEHBI MPOIEAYPHbIE METO/IBI U TIPU BTOM TPeOYeTCs OMOBElICHNE OnpeaeaeH-
HBIX W11 0 (PU3NUECKOM HamaAeHHH. B 3TOM KOMMOHEHTE paccMaTpHUBaeTCsl yrpo3a, 4YTo GHU3HYECKOE BO3ACHCTBHE Ha
aneMeHThl PBO MoXeT GBITh XOTS ¥ BBIABIEHO, HO HE 3aMeUeHO (T. €. 0 HEM HUKTO He OTNOBEUIEH).

Onepaunn

HasnaueHnmne

Has FPT_PHP.2.3 astopy I13/3b caenyer mpemocTaBuTh CHHCOK yCTPOiCTB/31eMeHTOB, peaansyiomux OBO,
A7 KOTOPbIX TpebyeTcs aKTHBHOe oOHapyxeHue (Gu3nmuecKoro Bo3eidcTeus.

Hns FPT_PHP.2.3 astopy I13/3B ciuenyer yka3aTh Nojib30BaTesisi WM POIb, YBEAOMASEMYI0 00 OOHAPYKeHHAH
¢uznueckoro Bo3aeiicTeus. THI MOIb30BATENA WA POJIH MOTYT MEHATHCS HA NTEPANAAX KOMIIOHEHTA ynpasieHns 6e3o-
nacHocteio FMT MOF.1, Bkmiouennoro B 113/3B.

FPT_PHP.3 IIpotuBoneiicTBue husndecKkomy HaiaJeHHIO

JIng HeKOTOpbIX TUMOB BO3AeicTBUS Tpebyetcsd, urobsl DBO He TOMBKO OGHAPYXKMBAIW BO3AEWCTBUE, HO M
(akTUecKH NPOTUBOAEICTBOBATN EMY WX 3a€PXKUBAJIN HANaBIIETO.

3amMeuaHus Mo NPUMEHEHUIO LISl T10b30BATENs

Komnionent FPT PHP.3 cnenyer ucnonb3oBarh, KOraa yCTpOWCTBA M 3JEMEHTHI, peanusyiowe ObO, npen-
HA3HAUEHbl AJIS1 AKCTNyaTallMu B cpeae, rae (MU3MUecKoe BO3ACHCTBHE (HAnpuMep, ¢ Leiblo HAGMI0NeHHs, aHAIn3a
win MoauduKannm) Ha COCTABMSIONINE YCTPOHUCTB, peann3dytonmmx GBO, unm xe Ha aneMeHTh, peanusyiowne ®bO,
camo 1o cebe NMPpU3HAHO YyTPO30i.

Onepannun

Haszwnauenne

Hnsa FPT_PHP.3.1 astopy I13/3B caenyer cnenndunupoBaTh 1Sl CMHCKA YCTPOHCTB/31€MEHTOB, PeaiH3yonuX
®bO, cunenapun ¢pusmieckoro mponnkHosennsa; PbO caeayer mporuBoaeiicTBoBaTh GH3IMYECKOMY NPOHHKHOBEHHMIO,
BBIOJHAEMOMY [0 3THM CHEHADHAM. DTOT CHHCOK MOXKET OTHOCHTLCH K ONPEACSIeHHOMY MOJMHOKECTBY (hH3HIeCKHX
YCTPOHACTB M 3JeMeHTOB, peamnsyiomux (PBO, BrizeeHHOMY HA OCHOBE Y4€Ta TEXHOJIOTHIECKHX Orpanmiennii u Gu3n-
YeCKOil He3ammileHHOCTH npudopa. Beigenenne TAKOro MOJMHOXKECTBA CJieAyeT Y€TKO ONpenelaTh H CTPOro 060cHO-
Bath. Kpome Toro, ®BO cieayer pearnpoBaTh HA HONBLITKA (PH3MYECKOTO NMPOHMKHOBEHHS aBToMaTHyeckd. Ilpu amTo-
MaTHYecKoi peaknud Ha ¢u3nYeckoe NPOHAKHOBCHHE CIeAyeT COXPAHATH NOJIHTHKY YCTPOMCTBA, HANIPAME]D, €CJIH NPO-
BOANTCA NMOJHTHKA KOH(MHACHIHAILHOCTH, TO npubop Obi1 6b GH3NYECKH OTKIIOUEH g TOro, YToObl 3ammimaeMas
aHGopManNA He MOTJIAa ObLITH CYHTAHA.

JNaa FPT_PHP.3.1 asropy I13/36 cuenyer cnennumupoBaTh CHHCOK YCTPOIHCTB/3JIEMEHTOB, PeATA3YIONHX
®bO, g koropeix PBO cieayer npoTHBOACHCTBOBATH (PH3HICCKOMY NPOHHKHOBEHHIO COTJIACHO HaeHTH(HIMPOBAH-
HbIM CHEHADPHAM.

JI.8 Hanexnoe Boccranosiaenne (FPT_RCYV)

Tpe6opanusa cemeiictea FPT RCV obecneunsator, uto6s ®BO Mormm onpenennTh, He HapylIeHa JIH 3allIUTa
®bO npu 3anycke, U BOCCTAaHABIMBATHCS 0Oe3 HApYNICHWs 3al[UTH MOCJE MPEPhIBAHUS ONEparuii. DTO CeMENCTBO
Ba>XHO, MNOTOMY YTO HA4YaJIbLHOC COCTOAHHC (DBO MNpH 3an1yCKE WUJIM BOCCTAHOBJIICHUH OMNPCACITACT 3allIMIICHHOCTD 00
B NOCJICAYIOLIEM.

KOMIOHEHTh AaHHOTO CEMEMCTBAa MO3BOJISIOT YCTaHaBIMBaTh 6e3onacHoe cocrossane ®BO wim npenorspa-
IIaTh MX MEepexoj B ONacHOe COCTOSHHUE Tociie c6oeB, NpephbiBaHNA (GYHKIIMOHUPOBAHMS WIH Tiepe3anycka. B uncio
BO3MOXHBIX CO0CB OOBIYHO BKITFOUAIOT:

a) cbom, KOTOphIe BCerna MPUBOAAT K aBapUMHBIM OTKAa3aM CUCTeMBbl (HarpHMep, YCTOMUMBAs HECOTIACOBaH-
HOCTb KpHUTHYHBIX CHCTEMHBIX TaOJINI; HEYTNpaBsgeMble niepexonbl B Koge ®BO, Bri3BaHHBIC COOSIMH arnmnapaTHbIX WITH
MpOrpaMMHO-arNapaTHbIX CPEACTB; COOM NMUTAHMS, TPOLECCOpa, CBA3H);

6) cbom HOCHTENICH, PUBOASANINE K TOMY, UYTO YacTh HOCHUTE/S HJIH BeCh HOCHTENb, MPEACTABISIIONINNA 00beK-
Thl CDBO, CTAHOBHUTCA HCAOCTYINNHBIM HWJIHM HCHUCIIpABHBIM (HanpuMep, OIIMOKH YETHOCTHU, HCHUCIIPABHOCTL I'OJIOBOK
JIMCKOB, YCTOMYMBHIA COOM 4TEHMS/3aNIMCH, HETOUHAS FOCTMPOBKA IOJOBOK IMCKOB, M3HOC MAarHMTHOIO TNOKPHITHS,
3albUICHHOCTb NNOBEPXHOCTHU }J,HCKa);

B) mpepriBaHKre (QYHKIIMOHNUPOBAHUS BCIIENCTBUE ONIMMOOUYHBIX NEUCTBUI aIMUHHUCTPATOPA WIH OTCYTCTBUS €T0
CBOEBPEMEHHBIX NCHCTBHI (HarpuMep, HEOXHWAAHHOE TpeKpallleHue paboThl M3-32 HEMOATOTOBJIEHHOCTH K OTKIIO-
YCHHIO TIMTAHHUS, HTHOPHPOBAHMUE Tepepacxoia KPpUTHUHBIX PECYPCOB, HealcKBaTHAS MHCTAUIMPOBAaHHAS KOH(UIY-
panus).

BaxXHO OTMETHTBL, UTO BOCCTAHOBJICHHUE MOXET OBITH MPEAYCMOTPEHO AT CIEHAPHS KaK YAaCTHYHOIO, TaK H
MOJHOTO 0TKa3a. IToMHBII 0TKa3 MOXET BOZHMKHYTh B HEPA3/EJIeHHONH ONEpallMOHHON CHCTEME, B paclpeleieHHON
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cpele ero BepOSTHOCTh MeHbIle. B Takoii cpene HEKOTOpBIE MOACUCTEMBI MOTYT OTKA3aTh, B TO BPEMs KaK APYTHUeE
4acTHU OCTaHyTCsl paboTaroumMu. bosree TOro, KpUTHUYHBIC 3MEMEHTHl MOTYT MMETb HM3OBITOYHOCTH (IyOMMpOBaHME
JUCKOB, albTePHATUBHbBIE MApPUIPYThl) U TOYKU NpOBepKH. I1og BOCCTAHOBIEHUEM UMEETCA B BUAY BOCCTAHOBIEHUE
0e30MacHOro COCTOSIHHMS.

CewmeiictBo FPT RCV uaeHTUhUIMPYET peskUM aBapUHHON NOAAEPKKU. B 5TOM pexxuMe HopManbHoe QYHKIM-
OHUPOBAHUE MOXET 0KA3aThCsl HEBO3MOXKHBIM WJIHW CUJIBHO OIPaHMYCHHBIM M3-3a BO3MOXHOCTH MEPEX0Aa B ONACHOE
cocTosiHMe. B Takux ciydyasix 0GbIYHO AOCTYN pa3peliaeTcsl TOAbKO YIOJHOMOYEHHBIM MONb30BATENAM, a Oosee KOH-
KPETHO, KTO MOXET MOJYYUTh IOCTYN B PeKMME aBapUIHON MOANEPKKY, onpenensercs B Kiacce FMT «YnpasneHue
6esonacHocTbio». Ecnu B kitacce FMT HeT HMKAakMX yKa3aHUM O TOM, KTO MMEET MpPaBO AOCTYNa B HTOM peEXHME,
TEOpPETUYECKH AOIYCKAETCs, YTO BOCCTAHOBUTH CUCTEMY MOXKET JII000I NMonb30BaTelb. ONHAKO HA NMPakKTHUKE 3TO He-
JKENaTeIbHO, TIOCKOJIBKY NMOJIb30BATeNb, BOCTAHABINBAIOUIMI CUCTEMY, MOXET YCTaHOBHTh KoHMHUrypanuio OO, Ha-
pyurarouyio [1BO.

MexaHu3MBbl, NpefiHa3HaUeHHbIE 1UTsT OOHAPYXKEHUST HCKTIOUYHUTEbHBIX COCTOSHUI TPH 3KCILIyaTallknK, Onpeae-
asitores B FPT_TST «CamortectupoBanne ®bO», FPT FLS «besonacHocTs npu c6oe» M B APYTHX pa3aenax, OTHOCS-
umxest K npodineme «CoxXpaHHOCTh TIPOrPAMMHOTO O00ECTIEUEHHS».

3aMe‘-IaHI/IH JJIs1 TOJIB30BATEJIA

B atoM cemeiicTBe nmpumeHseTcsl BblpaxkeHue «Oe3omacHoe cocTosiHue». OHO OTHOCUTCS K COCTOSIHMIO, TIPH
KoTopoM aaHHble PBO HenpoTHBOPEUMBEI U MPOAOIKAIOT KOppeKTHOE ocyliecTaeHue [16O. DTo cocTosiHne MOXeET
OBITh COCTOSIHMEM TOCJIE 3aTPY3KH CUCTEMBI WIHW COCTOSTHHEM B HEKOTOPOM KOHTPOJNBHOU Touke. TepMUH «BGe3onac-
HO€ COCTOsIHMe» onpeaensiercd B Mozenu [1DB. Ecin paspaGoTunk npefocTaBUI YeTKOE OTipeaeneHe 6e30MacHoro
COCTOSIHUSI U pa3bsiCHEHUWE, KOTAA ero CleayeT cuMTaTh TakoBbIM, 3aBHcHMocTh FPT RCV.I—FPT_RCV.4 or
ADV_SPM.1 MOXHO He yUYUTBIBATh.

FPT_RCV.1 PyuHoe BoccTanoBieHue

Cpenn BUAOB HAJIEKHOTO BOCCTAHOBJIECHMS TOT M3 HUX, KOTOPBI OCHOBAH TOJBKO Ha PYYHOM BMELIATENbCTBE,
HaMMeEHee XenaTeleH, TaK KaK MpU 3TOM UCKIIOYAETCs BOCCTAHOBIEHHE CHCTEMBI 6€3 ydacTusl YeloBeKa.

3aMeyaHus 1o MPUMEHEHHIO IJIs1 TIOJIb30BaTes

Komnoneut FPT RCV.I npennasnauer ans npuMeHeHus B OO, KoTopble He TpeOYIOT aBTOMATHYECKOrO BOC-
CTaHOBJIEHHs 0€30MacHOr0 COCTOsAHUA. TpeGoBaHUSA 3TOr0 KOMIIOHEHTA HanpaBlIeHbl TIPOTHB Yrpo3bl HapylLUeHHUs
3alUTBl B pe3yabpTate npusencHuss OO ¢ yuacTHeM UeaoBeKa B OMACHOE COCTOSIHHME TIPH BOCCTAHOBJIEHUU mocie c6osi
WJIHM OPYTOTO MpepbIBAHHUS.

3ameyaHus MO MPUMEHEHHIO AJTs OLEHLINKA

HonyckaeTcs, 4ToObl (DYHKIIMHA YIIOTHOMOUYECHHOIO agMHUHUCTPATOpPa TIO0 HAAeXHOMY BOCCTAHOBAECHUIO ObUIU
JOCTYMHBI €My TOJBKO B pexuMe aBapuitHoW noanepxku. CienyeT npeaycMOTpeTh CPEeACcTBa OTpaHUYCHMS 1OCTyNa B
pexkuMe aBapUUHON MOANEPKKH, MPEAOCTABISAI €T0 TOJBKO YIOJTHOMOYEHHBIM MOJB30BATEISIM.,

FPT_RCV.2 AsToMaTHyecKoe BOCCTAHOBICHHE

ABTOMAaTHYECKOE BOCCTAHOBJICHME CUMTAETCSA GoJiee NPEeANoOUTHTEIbLHBIM, YeM pYYHOE, TaK KaK OHO MO3BOJSI-
€T MalllMHe NMPOACJIXAaTh (PYHKIMOHUPOBAHNE O€3 yUacTHs YeTOBEeKa.

3amMeyaHUsl N0 NPUMEHEHMIO IS MOJb30BaTEIs

Komnonent FPT_RCV.2 pacnmpsger FPT RCV.1, Tpebysd BO3MOXHOCTbH ABTOMAaTMYECKOTrO BOCCTAHOBJIEHUS
XOT4 OBl Mocje oaHOro Tuna cbos1/npepbiBaHus obcyxuBaHusA. TpeOoBaHHA 3TOT0 KOMIMOHEHTAa HaNpaBieHbl MPOTUB
Yrpo3bl HapyleHUs 3alUMTHl B pe3ynbTare npuBeacHuss OO 6e3 yyacTus 4eloBeKa B ONMacHOe COCTOSIHME NMPHU BOCCTa-
HOBJIEHUW Nociie ¢60s1 WIn JPYyroro npepbiBaHUS.

3aMeyaHusl o NPUMEHEHHUIO T ONCHILMKA

HonyckaeTrcs, 4YTo6bl (GPYHKIHMH YNOJHOMOYEHHOTO aAMHMHHMCTPATOpA MO HAaleXHOMY BOCCTAHOBJEHHWIO ObIIW
IOCTYTIHBI €MY TOJIBKO B pexXuMe aBapuiiHoW noanepxku. Cieayer npeaycMoTpeTh CPencTBa OTpaHUUEHUS IOCTyNa B
pexuMme aBapUilHOIN MOUIEPXKU, MPEAOCTABISS €r0 TOJIHKO YNONMHOMOYEHHBIM TNMOJb30BATENSIM.

B cootrBercTBun ¢ FPT RCV.2.1 paspaborunk ®BO orBevaer 3a onpeneieHUe COBOKYMHOCTH cOOEB U NMpephiBa-
HUI 00CIYXUBAHUS, NOCITE KOTOPHIX BO3MOXHO BOCCTAHOBJICHHE.

[Mpennonaraetcsi, 4To poOACTHOCTh MEXaHM3MOB aBTOMATHYECKOTO BOCCTAHOBIIEHHWs OyaeT BepHGHLIMPOBaHa.

Onepauuun

HasHavyeHue

Jasa FPT_RCV.2.2 asropy I13/3B cieayer cnennumupoBaTs CHHCOK CO0€B WIH JPYTHX NMpepbiBaHHH 00CIyXKM-
BaHHA, A KOTOPbIX He0OX0AMMA BO3MOXKHOCTh ABTOMATHYECKOTO BOCCTAHOBJICHHS.

FPT_RCV.3 ApromMaTHiecKoe BOCCTAHOBJICHHE (€3 HEAONMyCTHMOMH NMOTEpH

ABTOMATHYECKOE BOCCTAHOBJICHWEC CUMTAETCH OoJiee MPEANOUYTUTEIIbHBIM, YEM DPYYHOE, HO OHO CBS3aHO ¢
PUCKOM NoTepH Bobiiroro ynucia o6bekToB. [penoTBpailieHie HEQOTYCTHMBIX NOTEPh 00BEKTOB obecneyrnBaeTcs A0-
NOJHUTENBHBIMUA CPEACTBAMU BOCCTAHOBJICHWSI.

3aMevyaHHWs MO NPUMEHECHHIO U TOJb30BaTeNs

KomnoHeHt FPT RCV.3 pacumpsier FPT RCV.2, Tpebys, utoObl He ObIJIO Ype3MepHbIX NMOTeph AAHHBIX WU
o6bekToB PHO B OAD. B coorBerctBum ¢ FPT RCV.2 MexaHmM3M aBTOMAaTHYECKOrO BOCCTAHOBIEHHUS MOT Obl, B
npeneabHOM Cyyae, PON3BECTH BOCCTAHOBJICHUE MyTeM YHHUTOXEHHS BceX 00beKToB U BosBpalueHUss PbO B u3Be-
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cTHoe Oe3onacHoe cocTosiHue. Takoi Tun aBToMatuyeckoro BoccraHorneHus B FPT RCV.3 zanpeluaercs.

TpeboBaHHs 3TOTO KOMIIOHEHTA HaTpPAaBA€HbI MPOTHB YIPo3bl HapYLUEHUS 3alIUTHl B pe3yibTaTe HENpeLycMOoT-
peHHoro nepexona OO B ONacHOE COCTOSHHE MPU BOCCTAHOBICHHH Nocje ¢60s UM NepepbiBOB B (DYHKLIMOHUPOBA-
HWU ¢ OOJBIIION noTepei AaHHBIX WK 06bekToB PBO B O D.

3aMeuaHUd 1o NPUMEHEHHUIO JJTS OECHLUWKA

HonyckaeTcs, 4To6bl (PYHKIHMH YNOJHOMOYEHHOTO aAMHMHHCTPATOpa MO HaJEXHOMY BOCCTAHOBJEHHWIO ObIIH
JOCTYINHBI €My TOJIBKO B pexXuMe aBapuiiHoW noanepxku. Cienyer npeaycMOTpeTh CPeACTBA OTpaHUUYEHUS 1OCTyNA B
peXKMMe aBapMMHON MOAACPKKH, TIPEAOCTaBIIsAd €r0 TOJBKO YIOJHOMOYEHHBIM MOJb30BaTe/sIM.

[Mpennonaraercs, 4To pobACTHOCTh MEXAaHM3MOB aBTOMATHYE€CKOT0 BOCCTAHOBICHUS GyneT BepU(HULIMPOBAHA
OLIEHIINKOM.

Onepanun

Haszwnauenmne

Jdna FPT RCV.3.2 apropy I13/3b crienyet cnenudunupoBath CHUCOK c60EB WIHM APYTUX NPepbIBAHNI 00CTYXH-
BaHUs, I KOTOPBIX HCOOXOAMMA BO3MOXHOCTh aBTOMAaTHUYECKOTO BOCCTAHOBIEHHS.

Hasa FPT_RCV.3.3 asropy I[13/3b cieayer npeaocTaBHTh KOJHYECTBEHHYIO Mepy NPHEMJIEMbIX NMOTEPb JAHHBIX
win oobexktos ®BO.

FPT_RCV.4 Boccranosnenne ¢ynknun

Komnionent FPT RCV.4 conepxut tpeboBanue, 4tobbl B ciayuae c6og ®BO HekoTophle (DYHKLMK U3 YUCaa
®bO mbo HOPMATBHO 3aKAHYMBAIM paboTy, JTHOO BO3BpalIAIUCh K 6€30NaCHOMY COCTOSIHHUIO.

Onepannun

HaszwaueHnne

B FPT_RCV.4.1 asropy I13/3B ciaenyer cnenadunapoBaTh CIACOK (PYHKIHIl 0e30MIaCHOCTH H ClieHApHeB c0oeB,
JUI KOTOPBIX HOPMAJIBHO 3aKamumBaercs padora @B, yka3aHHbIX B CNIACKe, WIH BOCCTAHABJIHBAETCA MX YCTOUHBOE H
0Oe3omacHoe cOCTOsHHEE.

J1.9 OGuapy:xxenue nosropraoro ucnojiszosanus (FPT_RPL)

CemeiictBo FPT _RPL cBg3aHo ¢ o0Hapy:XeHHUEM TOBTOPHOTO MCMOJIb30BAHWUSA PA3WUYHBIX TUMOB CYLIHOCTEN
(Takux, Kak COOOUIEHMS, 3alpochl Ha OOCITYXXMBAHHE, OTBETHl HA 3arpochl 0OCNYXMBAHHWA) W MOCAEAYIOLIMMU Aeii-
CTBHMSIMH T10 €T0 YCTPAHEHUIO.

FPT_RPL.1 O6napyxenune HOBTOPHOTO HCHOJb30BAHASA

3aMeuaHus Mo MPUMEHEHHIO JJIS MOJIb30BaTe s

PaccmaTpuBaeMBIMH 31€Ch CYHIHOCTSIMH MOTYT OBITh, HampuMep, COOOLUEHHWs, 3anpochl Ha 0OCHyXMBaHME,
OTBETHl H4 3arpoChl OOCTYKMBAHUS WM CEAHCHI NMOJIb30BaTeNiei.

Onepanuu

HaszwHaueHne

B FPT_RPL.1.1 aBropy [13/3B cienyer npeacTaBHTb CNIMCOK CYHIHOCTEH, JJISi KOTOPBIX CJIEAYET MPenyCMOT-
PeTh BO3MOXKHOCTH OOHApYXeHHsS MOBTOPHOTO HCNoJb3oBaHuA. VX npumepamu MOryT ObITh: COOOLICHHS, 3aNMPOCH HA
ofcay:XnBaHue, OTBEThl HA 3AMPOCHI 00CAYKHBAHHA, CEAHCHI NMOJb30BATENEIH.

B FPT_RPL.1.2 asropy I13/3B cienyer cnenupuuupoBaTh CNHCOK AeicTsmil, npeanpuarmaemMeix ®PBO npu
0o0HApYKeHNN NOBTOPHOro MCHob30BaHHA. COBOKYNHOCTh NpeANPHHUMAEMBIX NeiiCTBHIi MOXKET BKJIIOYATH B ceds Wr-
HOPHUPOBaHHE NMOBTOPHO HMCHOJIB3YeMOil CYIIHOCTH, 3anmpoc NMOATBEpPXKIEHAS CYNIHOCTH H3 HACHTH(HIEPOBAHHOTO HC-
TOUYHAKA W OTKJI0YeHHe CYOBheKTa, NMbITABMIErocs HHHIHHPOBATDL NMOBTOPHOE HCHOJIL3OBAHME.

JI.10 IMocpeannyectso npu odpamenuax (FPT_RVM)

TpeboBanus cemeiictea FPT_RVM cBa3aHbl ¢ ACNEKTOM «NOCTOSAHHAS FOTOBHOCTh» TPAJAMIIMOHHOTO MOHHUTO-
pa oGpalueHuii. Llenb sT0ro cemeiicTBa cocront B obecneuyeHun mis saganuoi [P, ytoown B OJP BCe neiicTBu,
TpeOyIollire OCYIUEeCTBIECHHS MOJUTUKHA M UHUIHUPYEMble CYOLeKTaAMMW, HENOBEPEHHBIMH OTHOCHTEILHO OJHOMN WIH
Bcex [1Db, Han obbekTamu, ynpabisgeMbiMu 3T0i [1DD, nposepsance ®bO Ha coorBetcTBue [1PDB. Ecitm nomumo
atoro yactb ®BO, ocyuiectpusiowasn I1DB, BrinonHsaeT TpeOGOBaHMS COOTBETCTBYIONIMX KOMITIOHEHTOB M3 CEMEHCTB
FPT_SEP «Pasnenenue nomena» u ADV_INT «BryrpeHHsisi ctpykTypa ®PbO», To 3ta wacth ®bO obecneunsaer
«MOHUTOD oOpallieHnit» nisa aroi [1DB.

MonuTtop obpaluenuii apisiercsa yactbio ®BO, orBeTcTBeHHOI 3a ocyniecTBiaeHue [1bO, n obmanaet cnenyo-
LIMMH TPEeMsl CBOWCTBAMH.

a) HenoBepeHHble CyObeKThl HE MOTYT BMCHIMBATLCS B paboTy MOHHMTOpA, T. €. OH YCTOWYMB K TIPOHUKHOBEHHIO.
3TO CBOMCTBO obecrneynBaercs TpeGOBaHUSIMHM KOMINOHeHTOB cemeiictBa FPT SEP.

6) HenosepeHHble cyObeKTh HE MOTYT OOOWTH NPOBEPKUM MOHHUTOPA, T. €. OH MOCTOSIHHO TOTOB K pabote. OTo
CBOMCTBO oGecneunBaeTcd TpeboBaHHAMU KoMIoHeHTOB cemeiictBa FPT RVM.

B) MOHMTOpP 0OCTATOYHO MPOCT, €TO YCTPOMCTBO NOJNAETCS aHANN3Y, €r0 NEeHCTBUS NOHSITHHI (T. €. €ro MoCcTPo-
€HHe KOHLENTyalbHO HECIIOXHO). DTO CBOMCTBO obecrednBaeTcd TpeOOBaHMAME KOMIIOHEHTOB ceMeiictBa ADV_INT.

B ennHcTBeHHOM KoMnoHeHTe ceMeiictBa FPT RVM conepxurca tpeboBanue: «®bO nomkHB 00€CTreunTh,
4ytobbl PyHKLUMH, ocymecTisomnme [15O, BbI3bIBATHCh U YCIIEHUIHO BBINOJTHSUIUCH NPEXAE, YEM Pa3pelacTcs Bbl-
nojiHeHWe nobdoi apyroi ¢yuknun B nipenerax O d». B moboii cucreMe (pacnpencieHHOM WIH HET) MMEETCI KOHeY-
HOE YuC10 QYHKLIMIA, OTBETCTBEHHBIX 3a ocyltecTBieHne [150O. B aToMm TpeGoBaHMM He yTBEPXXAAETCA, YTO VISl I paB-
JleHUs1 6e30NnacHOCThIO TpUMeHsieTcsd oaHa ¢yHknusa. HaoGopor, yTBepxXiaeTcs, UTO pojb MEXaHW3Ma NPOBEPKH
NPaBOMOYHOCTH OOpalIeHWI BHIMOIHAIOT HECKOJNBKO (DYHKIWHA, W MMEHHO WX COBOKYNHOCTb, OCYHICCTBIISIOLLAS
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1O, obbeanHEeHa NoA UMEHEM MOHHTOpa obpanreHuil. [Ipm 3TOoM HEOOXOAMMO NMPUHHUMATh BO BHMMaHWE 3alayy
COXpaHEHHS TIPOCTOThI «MOHHTOpA OOpalIcHU».

®BO npu peanuzanun [1OB npenocraBigioT 3(pheKTHBHYIO 3alMTY OT HECAHKIIMOHM POBAHHbIX ONEPALIMiA TOT-
Jla ¥ TOJIBKO TOIJa, KOTJa TPaBOMOYHOCTE BCEX ACHCTBHMA, MpeanoaaracMbix IUIsl OCYILECTBICHUS (HANPpUMED, AOCTYI
K 06BbeKTaM) M 3anpolIeHHBIX CyOheKTaMu, HEJOBEPEHHBIMHA OTHOCHTENLHO BCeX WM MMeHHO 3Toil [1PB, npoBepsi-
erca ®BO no BeinoxHEeHNUS AeHcTBUi. Ecam neiicTBrs 10 npoBepKe OYAYT BHINOJTHECHB HEMPABIWILHO WJIW MPOUTHOPU-
poBaHBbl (060iineHb1), To ocyniecTeiacHue [1DD B nexoM MOXeT OBITh MOCTABJICHO MOJ Yrpo3y (ee MOXHO O0GONTH).
Torna «HenoBepeHHBIE» CYOBEKTH cMOTryT 06xonuth I1®b pasznmuAbIME crioco6amMu (TaKMMH, KakK 00X04 NMpoBepKH
JOCTyTa JUII HEKOTOPHIX CYOBEKTOB N 0OBEKTOB, 00XO0/ TPOBEPKH AT OOBEKTOB, Ybs 3aILMTA YNPABASETCS NPUKIal-
HBIMH TIpOTpaMMaMH, COXpaHEeHHE MpaBa A0CTyMa TMOocjiae UCTeYeHN YCTAHOBJIEHHOrO CpoKa NeiCcTBUsA, 00X01 ayauTa
COOBITHIA, TIOJUTEXAIMX ayanUTy, 06Xon ayTeHTHOHKANKUKM). BaXHO OTMETHTh, YTO TePMHUH «HedOBEPEHHbIH CyOBbEeKT»
OTHOCHUTCA K CYObeKTaM, HEIOBEPEHHBIM OTHOCHUTENBHO KAKON-TMOO Win Bcex ocyuiecTBasieMblx [NPOB; cybbekT
MOXeT OBITh NOBEPEHHBIM OTHOCHTENBHO ofHOi [1MPD n HenoBepeHHBIM OTHOCUTENBHO APYTOii.

FPT_RVM.1 Hepo3moxnocts 06xomga [IBO

3aMevaHus 10 TIPUMEHEHHIO TSI TOJb30BaTe s

Jts moyvyeHMs 3KBMBaJICHTa MOHHUTOpa OOpallleHHi HeoOX0AMMO NMPUMEHUTh JaHHbIH KOMIOHEHT COBMECTHO
mmbo ¢ FPT SEP.2 «Otnencane noMeHa I[IPb», mubo ¢ FPT_SEP.3 «[TonHblii MOHUTOp oGpallleHUii», a TaKXe ¢
ADV_INT.3» «Muanmuszanus cioxuoct». Kpome toro, ecian tpebyeTcst noaHoe NocpeaHUYECTBO NPU obpaleHu-
X, TpeboBaHMA KOMTIOHEHTOB M3 kiacca FDP «3anmrta naHHBIX MONb30BaTeNsl» HEOOXOAUMO DPACNPOCTPAHUTL Ha
Bce 00beKTH B coctaBe OO.

JI.11 Pa3znenenne nomena (FPT_ SEP)

KomnoneHtsl cemeiictBa FPT SEP ob6ecneunBaroT, 4ToObl MO MeHbLUEH Mepe OAWH JOMEH 0e30MacHOCTH ObIT
JOCTYNEH TOJILKO JUIS cOOCTBeHHOro BhINOMHeHHS PBO, 1 5TUM OHM ObUIM 3alUMLUEHB] OT BHELIHETO BMENIATENh-
CTBa M UCKaXeHWA ( HanpuMep, MOAUMUKAIIMKM KOJa WU cTPYKTYp AaHHbIX DPBO) co CTOpOHBI HEAOBEPEHHBIX CYOBEKTOB.
BrinonHeHue TpeOOBaHUN 3TOTO ceMEMCTBAa YCTAHABIMBAET TaKylo camo3zawinty PBO, uTo HeaoBepeHHBIH CYOBEKT
HE CMOXeT MoJN(MUNINPOBaTh WK nospeauts OBO.

DTO ceMeiCTBO CONEPXKUT CIEAYIONINe TpeOOBaHMUSA.

a) Pecypchl nomena oesonacHoctH ®BO («3alMileHHOro 10MeHa») U pecypchl CYObeKTOB W AKTUBHBIX CYIII-
HOCTEl, BHEIIHWX IO OTHOLUEHHWIO K 3TOMY NOMEHY, pa3fensiioTcs TaK, YTO CYLHOCTH, BHELWIHHWE MO OTHOUIEHHIO K
3alUILEHHOMY IOMEHY, HEe CMOTYT NOJYYUTh UM MOIUGMDULIUPOBATE AaHHbIE WK Koa PBO B npenenax 3anmireHHO-
ro Z10oMeHa.

6) OO6MeH MexXny NOMEHAMHM yrnpaBisdeTcs TaK, YTO HEBO3MOXEH TPOM3BOJBHBIA BXOJ B 3alllMLUEHHBIH 10MEH
WJIW NIPOU3BOABHBIN BBIXOI M3 HETO.

B) [TapameTphl mojib30BaTeNsl WJIW NPUKIAAHON MpOrpaMMbl, TIepeiaHHbIC B 3alIMIICHHBIA JOMEH MO aapecy,
TIPOBEPSIIOTCA OTHOCUTENIBHO aIpeCHOrO MPOCTPAHCTBA 3aIMIEHHOTO JOMEHA, a MepelaHHble M0 3HAYEHUID — OT-
HOCHUTCJIBHO 3]'13.‘~I€H]/If/l, 0AKMNAACMBIX 3TUM JOMCHOM.

r) 3allMlIIeHHble JOMEHBI CYOBEKTOB pa3ie/icHbl, 33 UCKIIOUCHHEM CITydacB, KOIZa COBMECTHOE HMCMOJb30Ba-
HWe ofaHOro aoMeHa ynpasmsiercs PbBO.

3aMeuaHust As TIOJb30BATENs

DTO ceMeNCcTBO NMpHUMEHSeTCs, KoTaa TpebyeTcsd yBepeHHOCTh B ToM, uTo {PBO He noaBepkXeHbl BHELIHEMY
BO3JCHCTBHIO.

s monyueHWs 3KBUBaJeHTA MOHHUTOPA OOpalleHN HeoOXoauMo NpuMeHUT: KoMnoHeHT FPT_SEP.2 (Orne-
nenue aomeHa [1PB) wnmu FPT SEP.3 «[loauwiii Mmorutop obpanieHuii» copmectno ¢ FPT _RVM.1 «Hepozmox-
HocTb 06xoaa [TBO» u ADV_INT.3 «MuHMUMHU3AIIHS CIOXKHOCTH». KpoMe Toro, ecin TpedyeTesl NOJHOE NocpeIHnye-
CTBO NpH obpanieHusX, TpeGoBaHUsl KOMTNOHEHTOB M3 kjacca FDP «3anmra naHHBIX MOJIB30BATES» HEOOXOAUMO
pacnpoCTpaHWUTh Ha Bce 00bekThl B coctaBe OO.

FPT_SEP.1 Otaenenune nomena ®bO

be3 otaenbHoro saummnieHHoro gomeHa aiast ®bO He MoxeT 6bITE H0Bepusa ToMy, uto MBO He noaeepranuch
KaKUM-TKU00 BO3IEHCTBUSIM CO CTOPOHBI HEIOBEPEHHBIX CYObEKTOB. Takue BO3ACHCTBUSA MOTYT NPUBECTH K MOAN(HKA-
LMK KoAa M/uUnn cTpykTyp naHHbIX D BO.

FPT_SEP.2 Otnenenne nomena [1®b

Haubonee Baxuoi dyuknneit ®BO apnsercs noaaepxka ocyuecTrisgeMbix uMu [TOB. YTo6bl ynipocTUTh pas-
patoTky I1PB 1 npnbansnTh NX CBOICTBA K CBOMCTBAM MOHHMTOpPA 0OpalleHNii, B Y4CTHOCTH, K CTOMKOCTH K BO3JEHi-
cTBUSAM, ¢yHKIMK, npoBoasaume [1DB, HeoOX0AMMO COCPEAOTOYMTL B OMEHE, OTIIMYHOM OT OCTAAbHOI 4acTw
®FBO.

3aMeannﬂ no NpUuMEHCHUIO AJI OLHCHIIMKA

Bo3MoxHO, 4TO MOHUTOpP OOpallleHWii B MHOTOYPOBHEBOM TNPOEKTE TPeAOCTABIAET Goblie GYHKIINN, uyeM
TpebyeTes B [1PD. D10 npoucTeKaeT U3 TIPAKTHUECKON peann3alii MHOTOYPOBHEBOTO TIPOEKTa MPOrPaAMMHOr0 0bec-
neueHus. [1py stom dyaKuMK, He oTHOcsmMecs K [1DB, creayer cBecT K MUHUMYMY.

HJonycTuMo, 4ToOBl MOHHUTOPHEI OOpallle HMI AJg Bcex ocyuiecTBasieMbix [1MD HaxoaWIMCh KaK B OHOM JIOMEHE
MOHUTOpa OOpAllleHNI, TAK U B HECKOJBKHMX NOMEHAaX (KaxXIblil MCMOMb3yeTcsl I OCYLUECTBACHUS OZHON WIH He-
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ckonbKux [M®B). Ecam uMeeTcs HeCKONBKO 1OMEHOB MOHHTOpA obpanleHnit aig Heckonbkux DB, orn Moryt nian
OBbITE PAaBHOINPABHBIMM, WKW 00PA30BLIBATh UEPAPXUIO.

Hns FPT _SEP.2.1 ¢pa3za «HensonupobaHHasa uactb ®BO» oTHOCUTCA K To#i yactn PBO, Kotopas He 0XBaueHa
B FPT_SEP.2.3.

Onepanun

HasHaueHnue

Ana FPT_SEP.2.3 asropy I13/3B cnenyer cnemadnunposats Te [1®B ynpapieHns noctynom n/min aagopma-
HHOHHBIMH TOTOKAMH, KOTOPHIM CJieyeT 3aHHMaTh OTAENbHbIH AOMEH.

FPT_SEP.3 Ilosxnbiii MORATOP 00panleHHii

HaunGonee BaxHo# (pyHknueit n3 yucna ObO apasiercs noanepxkka ocyuectasgeMblx uMu [T®B. KomnoHeHT
FPT_SEP.3 3aBepuraet TpeGoBaHuMs TNpenblAyLIMX KOMTIOHEHTOB CEMEMUCTBA, YCTAHABIMUBASA, UTO gce PYHKIMM Oe30-
nacHocTH, nposojsnme [P ynpasmeHUss 10cTyNOM u/Miu WHOOPMALMOHHBIMU NMOTOKAMM, OYAyT BBHIMOJIHATHCS B
IlOMeHe, OTIMYHOM OT JJOMeHa BbiNoiHeHUs ocTaabHbix PBO. IAto ynpouiaet paspaborky ®BO u npubnmmxaer nx
CBOMCTBa K CBOMCTBAaM MOHHTOpa OOpanieHWid, B YaCTHOCTH, K CTOMKOCTH K BO3IEHCTBUSM.

3‘dMC‘-l‘dHl/lH no NpUuMCHCHUIO JJIs1 OLICHLUHWKa

Bo3MOXHO, YTO MOHHUTOP OOpalleHW B MHOTOYPOBHEBOM TMpOeKTe MpeaocTaBisieT OoJibliie QYHKIHNA, YyeM
Tpebyetcs B [1DB. D10 npoucTeKaeT M3 NPAKTHYECKOH peau3aliid MHOTOYPOBHEBOTO NPOEKTa MPOrpaMMHOTO obec-
neueHus. [Npu stom dyaknun, He otHOocAmmecs K [1®B, crenyer cBecTH K MUHUMYMY.

HonycTuMo, YToOB MOHHUTOPHI OOpanieHN 1T Beex ocyniecTBasieMblX [1PD HaxoaWIMCh Kak B OAHOM JIOMEHE
MOHHUTOpA OOpalIeHUM, TaK U B HECKOJBKHX JOMEHaX (KaXIblii MCTOJBL3YETCS I OCYLUECTBICHUSA OAHON WIN He-
ckonbkux [MPB). Ecam nMeeTcss HECKOJIBKO JOMEHOB MOHHMTOpPA 06palieHNi 1a Heckoabkux MPB, onn Moryt nimn
ObITb PABHOTNPABHBIMH, WJIM 00pa30BLIBAThL MEPAPXHIO.

JI.12 [IpoToxon cuaxponmsamun coctosamii (FPT_SSP)

PacnpeneneHHble CHCTEMBl MOTYT MMETh OOJIBIIYIO CIIOXHOCTh, YeM HepacnpenefieHHble, U3-3a MHOroo0pas3us
COCTOSIHUM YaCTEN CHCTEMBI, a TAKXE M3-3a 3aJePXEK CBA3W. B OONbIIMHCTBE clyyaeB CUHXPOHM3AINNA COCTOSTHHS
MEXAY pacripeaeneHHbIMU (GYHKIHMSAMHU BKIIOYAeT B ce0s1, BMECTO OOBIUHBIX A€HCTBUI, NPUMEHEHHE MPOTOKOIA 00-
MeHa. Koraa B cpene pacripefefieHHbIX CHCTEM CYHIECTBYIOT yrpo3bl 6e30MacHOCTH, MoTpebyloTcs Golice CIOXHBIE
3alUILEHHbIE TTPOTOKOJILI.

Cemeticteo FPT SSP ycranapmmBaeT TpeboBaHHE MCTONMB30BaHMsI HANEXHbBIX MPOTOKOJOB HEKOTOPHIMU KPH-
THUUHBIMHU 110 GezonacHocTu dhyHkuusaMu u3 yucia ®bO. OHo obecnieunBaeT, YToObl ABe pacnpeneneHHble yactu OO0
(HanpuMep, raaBHble 3BM) CUMHXPOHH3MPOBAIM CBOM COCTOSHMSA TIOCae OeHCTBUNA, CBSI3AHHBIX ¢ DE30MaCHOCTDIO.

3ameuaHus A1 TIOJB30BATENS

Hekoropeie cOCTOSAHNUS HEBO3MOXKHO CUMHXPOHU3UPOBATh, WM 3aTpaThl HA TPAH3AKIMIO OYIYT CAMIIKOM BeJiu-
KU 4715 MPaKTHIECKOTO TMPUMEHEHUS, OTMEHA KTovya IN(POBaHUS SBASETCS TIPUMEPOM, KOTAA MOC/E BbINOJHEHUS
LNEUCTBUSI COCTOSIHHE MOXKET CTaThb HeomnpeneaeHHbIM. JInbo AeficTBHEe TNpeanpuHSTO, a MOATBEPXIAEHHWE HE MOXET
OBbITH OTIIPABJICHO, JUOO COOBGlIEHNE TIPOUTHOPUPOBAHO ToJyyaTeeM, U MO3TOMY OTMeHa He mpousoiaeT. Heonpe-
JeJIEHHOCTh MPUCYIA pacnipeaeleHHbIM crucTeMaM. [IpobieMa HeomnpeaeeHHOCTH CBSI3aHa ¢ HEOOXOIMMOCTBIO CUH-
XPOHM3ALMU COCTOSTHUI M MOXET pelllaThCsi COOTBETCTBYIOIIMMM MeTofaMu. [LtaHnpoBaTh HeomnpeaeaeHHble COCTOA~
HUd GecnioniesHo; nipu Hux apropy [13/3B creayer npuberHyTh K ApyruM TpeGoBaHHUAM (HAIpUMEp, M04a4a CUTHAA
TPEBOTH, IIPOBEACHNE ayanTa).

FPT_ SSP.1 OxnoctopoHnee HafekXHOe NOATBEPKIACHHE

3aMeuaHus 10 NPUMEHEHHWIO A7 TIONTb30BaTe/Is

B xomnonente FPT SSP.1 HeoGxoanmo, utobsl no sanpocy ®BO npenocrapisim noaTsepKieHne st Apyroi
yactn ®PBO. Bro noarBepkaeHue TpeGyeTcs AIS yKasaHus, YTO B OAHON yacTh pacnpeneieHHoro OO ycreurHo
NMoJay4eHo HeMoauduuupoBaHHOe coobuieHne u3 apyroi yactn OO.

FPT_SSP.2 BzanmHoe HajeKHOE NMOATBEPIKIECHAE

3aMeyaHus 1o MPUMEHEHHIO IJIS1 TOJIb30BAaTe s

Komnoneut FPT SSP.2 conepxutr TpeGoBaHKe, UTO B JOMOTHEHNE K MPEAOCTABICHUIO NTOATBEPKIEHNS T10JTY-
YeHUS NepefaBaeMbIX JaHHBIX IpUHUMAaloNIEH yacth ®BO HeoGXoaAMMO 0GPATUThCS K TIEPEIAIOLIEN 34 YBEAOMIIEHN -
€M O TMOYYEHUH TOATBEPXKACHNUS.

Hanpuwmep, nokansHas yacte GBO nepenaet aannbie yaateHuon yactu ®BO. TMocaeausas noaTBEPXKAAET yC-
NMEUIHBIN NIPUEM COODIIEHHUS W 3alpallMBaeT y rnepeaaBureii cooduenune yactu ®bO yBenomieHue, UTO OHa NOJTYYH -
Jla TOATBEpXKIEHHE. DTOT MEXaHW3M JAeT AOTOJHUTENBbHYI0 YBEPEHHOCTh, 4To 06e uyacth PBO, yyacTByoluNe B
nepenadye JAHHBIX, M3BEUICHBI 00 YCIIEITHOM 3aBeplICHWUH Trepeadun.

JI.13 Metku spemenn (FPT_STM)

CewmetictBo FPT STM conepXuT TpeGOBAHHSA NO NPEAOCTABIECHUIO HAEKHBIX METOK BpeMeHN B npenenax OO.

33.Me‘-IaHI/IH JJ1s1 [TOJIB30BATEJIA

Ha aBropa I13/3b Bo3naraetcsi pa3bsiCHEHME CMbICIAa BBIPAXKEHUS «HAAEeXHbIE METKHM BPEMEHW» U VKa3aHHe,
rac NpUHNMAacTCAa pCUICHHUE O HAACXKHOCTH.

FPT_STM.1 Hanexnble MeTKH BpeMeHHA

3aMeyaHHs Mo NPUMEHEHUIO IS TI0JIb30BATENsA

[Mpumenenne komnoneuta FPT STM.1 B0O3MOXHO TSl IPEAOCTABAEHNS HALEKHBIX METOK BPEMEHH TIPH TPO-
BECHUM ayauTa, a TaKxKe U OrpaHWIeHNS cpoKa AeHWCcTBHUS aTpHOyTOB GE30MACHOCTH.
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JI.14 Coraacosannocts naaapix B0 mexay @BO (FPT _TDC)

B cpeae pacnpeneneHHol WM coxHOM cucteMbl oT OO MoXeT OTpeGoBaThCsA NPOU3BECTH OOMEH NaHHBIMHU
®BO (takuMmu, xak atpubytel T1®B, acconunpoBaHHbIe ¢ JAHHBIMH, HHGOPMALKUA ayAUTA WKW UIEHTUPUKALIMK) C
npyruMm nosepeHHbIM TipoaykToM UT. Cemeiicteo FPT TDC onpenensier TpeGoBaHWs 1Jisi COBMECTHOTO WCMOJb30Ba-
HHUS YU HEMPOTHUBOPEUUBON MHTEPTIPETANMH 3THX aTpubyToB Mexny ®BO u apyruMm nosepeHHbIM npoayktom UT.

3ameuaHust AJs TIOJB30BATENs

DTO ceMelcTBO NpeAHa3HAYeHO TS TIpeACcTaBlieHUs TpeOGOBaHMI K aBTOMATHYECKOM MOMAEPXKE COrNTACOBAH-
Hoctu nanHbIX GBO npu ux nepenave Mexny ®BO paccmatpuBacmoro OO u ®bO apyroro 10BepeHHOTO MPOLYKTA.
BosMoxHa M Takasg CUTyalMsi, KOTJA JUIsl COTJIACOBAHMA aTpUOYTOB 6e30MacHOCTH MPUMEHSIOTCS TONBKO MpoLeayp-
HblE MEPBI, OJHAKO OHU 3[1eCh HE pACCMATPUBAIOTCH.

Cemeiicto FPT TDC otnnuaetcs ot FDP_ETC u FDP _ITC, Tak Kak nocneaHue HamnpapieHbl JWLUb Ha
COOTHeCceHHe aTpHOyTOB be3onacHocTy Mexny ®BO 1 HOCHTEIIMHA UMIIOPTHPYEMOI MKW SKCNIOPTUPYEMOM UMW WH-
dopmanmu.

B cmyyae, koraa BaxHa mesocTHOCTh AaHHBIX PBO, crneayer Beiopath TpeGoBaHus U3 ceMeiictBa FPT _ITI. Ero
KOMIIOHEHTBI ONpeAessiioT TpeGoaHusi, urodbl GO 61N cnocOOHBI OOHAPYXUTH M/WIKW UCNIPABUTE MOAMGBUKALIMH
nanHablx ®BO Bo Bpems nepenauu.

FPT_TDC.1 Ba3zosas coraacosannocTs Aannsix ®BO mexay PBO

3aMevaHus 10 NPUMEHEHHIO IJIs1 TI0b30BaTeIs

®bO oTBevaloT 3a NOAAEPKKY cornacoBaHHOCTH faHHBIX PBO, Hcnomb3yeMblX UMW MM ACCOLIMMPOBAHHBIX C
HUMH, KOTOPhIE SABJSIIOTCS OOUIMMK Y ABYX UK Bojiee noepeHHBIX cucteM. Hanpumep, nanHele ®BO ans ®BO nByx
pPa3TUYHBIX CUCTEM MOTYT TOJIKOBAThCS BHYTPH HUX MO-pa3HOMY. s npaBWiIBHOTO npuMeHeHUs gaHHbIX ®BO npu-
HUMAUMM A0BepeHHBIM nipoaykToM UT (Hanpumep, ang obecrieueHUs TaKOM e 3alMThl JAHHBIX MOJb30BaTeNs,
kKak 1 B OO) HeoOxoanmo, uytoOpl OO u apyroi noBepeHHBIH npoaykKT UT npuMeHsin 3apaHee yCTaHOBJIEHHBIN
npotokon oomeHa naHubiMu DBO.

Ornepanun

HasnaueHnue

B FPT_TDC.1.1 astopy I13/3B caeayer onpesennts cnucok tunos jagnsix @O, KoTopbie J0IXKHBI COTIACO-
BAHHO HHTEPHPETHPOBATHCH NPH COBMECTHOM HMcHoabzosanmn PBO m apyram nosepennniM npoaykrom WT.

B FPT_TDC.1.2 astopy I13/3B cienyeTr npuBecTH CHACOK NPABHI HATEpPHpeTalnH, npuMeHsembix ®BO.

JI.15 Cornacosannocts gauusix ®BO npu ay6mposanmu B npenenax OO (FPT_TRC)

Tpebopanmusa cemeiictea FPT_TRC HeoGxoanMbl, 4ToOb 0b6ecnicunTh corjacoBaHHOCTh AaHHBIX PBO, korna
oHuU aydnupyioresa B npeaenax O0. Takue naHHBIE MOTYT CTaTh HECOMIACOBAHHBIMU MPH HApyLIEHWH paboTocnocob-
HOCTM BHYTpeHHero kaHaja mexny dactamMu OO. Eciim OO BHYTpeHHe CTPYKTYPUPOBAH KaK CeTb, TO 3TO MOXET
MPOU30OHTH M3-3a OTKITIOUEHHS OTACABHBIX YACTEW CETH NMPHU pa3pbiBe CETEBBIX COCAUHEHUM.

3aMevaHust AJIsT TIOJB30BATENs

Meroa obecrieyeHHsI COrJTACOBAHHOCTH B JAHHOM CeMeiCTBe He yKasblBaeTcsl. COrlacOBAHHOCTh MOXET J1OCTH-
raThesl ¢ TIOMOIIBIO HEKOTOPOH (hOpMBI 0OpAbOTKHM TpaH3aKUMK (T1e COOTBETCTBYIOLUME TPAH3AKLIUM «BO3BPALLAIOTCA
Ha3ad» K MECTY OTIpABJIeHHS yepe3 MOBTOPHOE COSAMHEHME) WM MyTeM OOHOBJIEHUST AYOAMpPYEMBIX TaHHbIX Yepe3
npotokos cuHxpoHuzauun. Ecom g I13/3b Heo6xonuM KOHKPETHBI NPOTOKOJ, TO OH MOXET ObITh cNeLUGbULIUPO-
BaH C MCIOJb30BaHHEM ONepanyy yTOUHEHHS.

MoxeT 0Ka3aThC, YTO CHHXPOHHU3HPOBATh HEKOTOPbIE COCTOSIHUS HEBO3MOXHO WJM 3aTpaThl HA TAKYIO CHUHX-
POHH3AIHIO CAUIIKOM BBICOKH. [IprMepoM nofo6HON CHTYyallMK CNYXMT OTMEHA KaHAJIOB CBA3M U KJI04Yel WndpoBa-
HHAS. MOTYT TakxXe BO3HHKATh HeOIpeaeIcHHbIC COCTOSIHUSA. ECNN XKenaTeneH KOHKPETHBIH pexXuM DYHKLIMOHUPOBA-
HHA, €70 CJICAYET CrenudUINpOBaTh ¢ NCNONB30BAHNEM ONEPALIMU YTOUHEHHS.

FPT_TRC.1 Cornacosannocts nyommpyemsix nanasix @bO

Onepanun

HaszxHaueHne

B FPT_TRC.1.2 asropy I13/3b caeayer cnenudumaposath cnicok @B, KoTopbie 3aBHCAT OT COMIACOBAHHOCTH
ay6mposanns nanasix ®BO.

JI.16 Camorectupoanne ®BO (FPT_TST)

CemeiictrBo FPT TST onpenensier tTpeboBanus ansi camoTectupoBaHuss @PBO B yacTU HEKOTOPBIX TMMUUYHbBIX
omnepanuii ¢ M3BECTHBIM pe3ynbTaToM. IIpuMepaMy MOTYT CAYXWTb oOpalleHUsl K UHTepdeiicaM OCyLUECTBASIEMbIX
YHKIMIHA, a TaKXe HEKOTOPble apHu(MMETHUECKUE ONEPaAIvi, BHIMONHAEMble KPUTUUHBIMU YacTaMU OO. DTH TecThl
MOTYT BBITIOJTHATBCS TIPH 3aMycKe, MEPpHOANIYECKH, 110 3alpocy YyNOJHOMOYEHHOro MoJb30BaTelsl WK NPKH YAOBAET-
BOpeHMH Apyrux yciaoBuid. JeiictBua OO, npeanpuHUMaeMble MO pe3yjbTaTaM CaMOTECTUPOBAHMSA, OMNpelesieHbl B
IPYTUX CEMENCTBAX.

TpeGoBaHusA 3TOrO0 CeMeMCTBA TaKXe HEOOXOMUMBI sl OOHAPYKEHUST UCKaXeHUs BblMosHseMoro koga ®bO
(1. e. nporpammHuoi peanusaunn PbO) u narHbIX PBO pazTHuHBIMU COOSIMHU, KOTOPbIE HE BCEraa NMPUBOAST K NPHOC-
TaHOBKe (yHKUHOHUpoBaHUSA OO (paccMOTpeHHOW B ApPYrMX ceMelcTBax). Takue MpoBepKH HEOOXOAWMO BLIMON-
HATb, T. K. N0100HbBIe cO0M He BCEria MOXHO NMpenoTBpaTuTh. OHU MOTYT NPOUCXOAUTH U0 U3-32 HEMPELYCMOTPEH -
HBIX TUNOB cO60EB WIK UMEIOLLUXCS HETOUHOCTEHM B MPOCKTE annapaTHbIX, MPOrpaMMHO-aMNNnapaTHeIX U NPOTrpaMMHBIX
CpencTB, JMGO BCJENCTBUE 3l0HaMepeHHOro uckaxeHusa ®bO, nonyuieHHOro M3-3a HealeKBATHOM JIOTMUECKO
H/WIM HU3NYECKOM 3aLUNTHI.
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JIOTIOMHUTENBHO 3TOT KOMIMOHEHT MOXET, NMPHU COOTBETCTBYIOUIMX YCIOBUSIX, MOMOYL MPELOTBPATUTL HEMPHU-
eMJIeMble WM HaHocslme yiepd usmeHeHns ®bO, KoTopble MOTYT OBITH NPOM3BeAEHB B 3Kcryatupyemom OO
MPY BBIMIOJTHEHNY JEWUCTBUM 110 COMPOBOXAEHHNIO,

3aMeqaHus LI TI0Jb30BaTes

TepMuH «TipaBuibHOe BhinojgHeHHe PBO» OTHOCUTCS TMABHBIM 00pa3oM K (PYHKLIMOHUPOBAHHUIO MPOrPaMM-
Horo obecnieueHnss GBO u 11e10CTHOCTH €ro AaHHBIX. AGCTPAKTHAS MALIMHA, HA KOTOPOM pealin3yercs Iporpamm-
Hoe obecrieueHne P bBO, nposepsieTcs yepes 3aBUCHMOCTh 0T FPT AMT.

FPT_TST.1 Tectuposanne ®BO

3aMevyaHus Mo NPUMEHEHMIO IS T0JIb30BATENsA

Komnonent FPT TST.1 nonaep:KuBaeT Kak TECTHPOBAHUE KPUTHUYHBIX PYHKIMN 13 unciaa PBO yepes tpebo-
BaHNE BO3MOXHOCTH 3amlycKaTb TECTHMpOBaHHE (DYHKIWM, TaK M MPOBEPKY LETOCTHOCTH AAHHBIX W BBITIOIHAEMOrO
kona ®BO.

3ameuyaHus MO MPUMEHEHHIO TSI OliEHIIINKA

Honyckaercs, uyTobbl (yHKIIWU, MPEIOCTABAAEMbIE YNOJTHOMOUEHHOMY I0/Ib30BaTENIO LI NEPHUOAHYECKOTO
TECTUPOBAHUS, ObLIN JOCTYIHBI TOJLKO B AaBTOHOMHOM PEXUME M peKUMe aBapHiHON NMoagepXku. B aTmx pexmMax
CICAYCT MPEAYCMOTPETL CPEACTBA OrpaHUYCHMA A0CTYNA, NMPEAOCTABJIAA €ro TOJBKO YIIOJHOMOYEHHBIM MOJB30BaATC-
JISIM.

Onepanun

BriGop

B FPT_TST.1 asropy [13/3b caeayet cnenuduuupopathb, Koraa camavma @BO GyaeT BHIOAHATHCS TECTHPOBA-
ane OBO: npu 3anycke, NepHOANYECKH B HPoOHECce HOPMAJIbHOrO (PYHKUHOHHPOBANMS, O 3ANMPOCY YIOJIHOMOYCHHOTO
N0Jb30BaTeNsA, NP APYruX yciaoBuax. B mocaeanem cayvae asropy I13/3b cienyer Takke yKazaTh KOHKpPETHbIE YCIIO-
BHS, HCHOJb3YS ONEPANAI0 HAZHAYEHHUS.

HaszwaueHnne

B FPT_TST.1.1 asropy [13/3b caexyer, eciin cliejlaH COOTBETCTBYIOIHAIA BbIOOD, cienndMOAPOBATE YCAOBHS,
npu KOTOPBIX CJEAYeT BLIMOJIHATH CAMOTECTHPOBAHHE.

NMPUJITOXEHUE M
(cnpaBouyHOE)

Hcnoab3osanue pecypcos (FRU)

Kiracc FRU coaepXuT Tpu ceMeiicTBa, KOTOPhIE NOMAEPXKUBAIOT JOCTYNHOCTh TPEOYEMbIX PECYPCOB, TAKUX KaK
BbIYMCIUTETbHbBIE BOSMOXHOCTY U/1iH 06beM namsaTi. CemeilctBo FRU_FLT «OTKa30yCTOMYNBOCTh» MPENOCTABSET
3alUTy OT HEJOCTYNIHOCTH pecypcoB, Bei3zBaHHOU cboeM OO. CemeiictBo FRU PRS «IIpuoputer obcnyxuBaHus»
obecrneunBaer, YToOb pecypchl BbLAETINCHL Hanboee BaXXHBIM MWW KPUTUYHBIM TIO BPEMEHM 3alayaM U He MOIJH
OBITh MOHOTIONM3UPOBAaHbI 3aAa4yaMy ¢ bosree HU3KMM nipuopureToM. CeMelictBo FRU RSA «Pacnpenenernue pecyp-
COB» YCTAHABIMBAET OTPAHUUEHHS UCTIONB30BAHHS HOCTYMHBIX PECYPCOB, MPeROTBpaniasd MOHOMOMU3AIHIO PECYPCOB
NOJTb30BATEISIMHU.

Hexomnosunms kiracca FRU Ha cocraBnisiionine ero KoMANOHEHTh NpUBeAcHa Ha pucyHKe M.I.

M.1 Otkazoycroitunsocts (FRU_FLT)

Cemeiicteo FRU_FLT coaepxut tpe-
OOBaHMSl K JOCTYNHOCTH (DYHKIHMOHATbHBIX
BO3MOXHOCTE! naxe B cayuae cboes. [Ipume-
pBl TaKMX COOEB: OTKIIOYEHHWE MUTAHUSA, OT-
Ka3 anmnaparypsl, ¢60it nmporpaMMHoro obec- | FRU_FLT OTKasoyCTOMUMBOCTb L 1 2
neueHus. B ciayyae Takux omrmboK, eciu 3TO B
crienudunuposaro, OO OyaeT noaaep:KuBaTh
onpeneaeHHbIe BO3MOXHOCTH. ABTOop I13/3b

WUcnonbaoBaHue pecypcos

‘ — FRU_PRS lMpuoputeT o6cnyxMBaHus — 1 2

MOXET cnenucUupoBaTh, HanpuMep, 4TO
OO, ucnonb3yeMblil Ha aTOMHOM CTaHIIUU,
NPOAOCIKUT paboTy M0 BBIIOJHEHUIO MPO-
po p Y P — FRU_RSA PacnpeaeneHue pecypcos — 1 2
Leaypbl OCTAHOBKM peakTopa Mnpu cboe B -
9HEProcHabXEeHNUN WM CPEACTBAX CBA3N.

3ameuaHus ANS NOAB30BATENS Pucyrnox M.l — JexoMno3unns knacca «Mcrnonb3oBaHue pecypcoB»

[Tockonbky OO MOXET NMPOAOIKATE MPABUIbHOE (DYHKIIMOHUPOBAHME TOJBKO MPH NPOACIKEHUH OCYILIEeCTBIIe-
Hus [1bO, To uMeerca TpeGoBaHUE, UTO Mocye cOOS CHCTEME HEOOXOAMMO OCTaBaThCsl B 0OE30TACHOM COCTOSIHHM.
DTa crnocobHOCTh 0becnieunBaeTesl npupaeueHuem komnonenra FPT FLS.1.

MexaHu3Mbl 00€CTIEYeHM S OTKA30yCTOMYMBOCTH MOTYT OBITh aKTMBHBIMH WM NMACCHUBHBIMH. AKTHBHBIN MeXa-
HNW3M MMEET CrneclinalbHbBIC (j)yHKLl]/lM, KOTOPBIC aKTHUBHU3HPYIOTCA TTPH BO3ZHUKHOBECHUH OLINOKH. HaanMep, noxap-
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Has CUTHAJIU3aNMs SBISETCS aKTUBHBIM MeXaHn3MoM: PBO obHapyXaT noxap U CMOTYT NpeanpUHSTE ICHCTBUS T10
BKJIIOUEHHIO OTepanumn pe3epBUpoBaHusA. [laccuBHasi cxeMa MpUMeEHsIETCs, ecid B apxuTekType OO 3aioxeHa crio-
CcOOHOCTh 00paboTKM oMOKK. HanpuMep, npuMeHeHHe MaKOPUTAPHOM CXeMbl TOJIOCOBAHUSA ¢ HECKOJBKMMH TIPO-
[ieccopaMu fBISIETCH NMAaCCUBHBIM PELeHHWEM; 0TKa3 OLHOTro npoueccopa He npepBeT dyHKUHOHUpoBaHne OO (XoTd
0oTKa3 TpebyeTcsa OOHAPYXKUTb ISl UCTIPABIECHUSA).

st 3TOrO ceMeicTBa He MMeeT 3HAuYeHHs, ObUl K cOOi MHULIMUPOBAH CyvyailHO (Hanpumep, nepenojHeHNe
WIN OIIMOOYHOE OTKIIOUYEHHWE YCTPOMCTBA) WM MpeaHaMepeHHO (HanpuMep, M3-3a MOHOMOJMW3ALMU pecypca).

FRU_FLT.1 IlonmkeHHad OTKa30yCTOHYHBOCTD

3aMeuaHus IO IPUMEHEHMIO ISl T0JIb30BAaTENs

Komnonent FRU FLT.l npenHasHayeH anst crielMUKALMK TOro, Kakhe Bo3MOXHOCTH OO NpomoIKUT nipe-
JOCTABJISITh NOcie ¢6os1 cucTeMbl. Tak Kak cJI0XXHO ObLIO OBl ONUCATH BCE BO3MOXHBIE OTKAa3bl, MOXHO cneuduLumpo-
BaThb UX kateropuu. IlpuMmepamMu TUMUUHBIX COOEB SIBASIOTCS: 3aTOIMJIEHWE MOMELUEHUs ¢ annapatypoi, KopoTkoe
3aMblKaHWE, cOOM NEHTPaILHOTO Mpoleccopa WK raBHoi DBM, cboil nporpaMMHoOro odecrneyeHus, nepenosiHe-
Hue bydepa.

Onepanuun

HasznHauenne

B FRU_FLT.1.1 astopy I13/3B ciaeayer cnenuduumuposath Cnucok Bo3moxHocTeit OO, kotopbie OO Oyzder
TOJIEPXKABATH BO BPeMs H nocje cneinudHuupoBanHoro cood.

B FRU_FLT.1.1 astopy I13/3B caeayer cnenupuuupoBaTh CIHCOK THIOB c0oeB, oT KoTopbix OO moikeH
6biTH 06s3aTenbHO 3amumeH. Ecan cayuntca c6oii u3 atoro cnucka, OO OyneT cnocoteH npoaoKuTh GYHKIHOHHPO-
BaHHE.

FRU_FLT.2 OrpanuyeHHas OTKa30yCTOHYHBOCTD

3aMeyaHusd Mo NPUMEHEHUIO ISl MOJb30BaTes1

Komnonentr FRU FLT.2 nossonsieT cneunduumpoBath, KakuM tMnaMm c6oeB OO HeoOX0AMMO NpOTUBOAEH-
CTBOBaTh. Tak KaK CIIOXHO Oblf10 Obl ONMKUCATh BCE BO3MOXHBIE OTKA3bl, MOXHO clieLlMdULUpOBaTh UX KaTeropuu. [pu-
MEpaMHU THUIHAYHBIX cOOEB SBASIOTCS: 3aTOMJeHWE NOMELCHHS C annapaTypoi, KpaTKOBpeMEHHOE OTKJIIOUEHHE dHEpP-
rocHabxeHwHs, cOOM MEHTPANBHOrO Mpolieccopa WK rnaBHoil DBM, cboii nporpaMMmHoro obecrneueHus, nepenon-
HeHue Oydepa.

Onepanun

HasnauyeHnwne

B FRU_FLT.2.1 aBropy [13/3b cnenyeT cneuncrinpoBaTh CIMCOK TUNOB ¢60eB, 0T KoTopblx OO N01XeH GbITh
obsa3atepHO 3anmineH. Ecnm coyuntcsa cboit n3 atoro cnucka, OO 6yner cnocobeH npoaokKuTh GYHKIIMOHUPOBA-
HHe.

M.2 IIpuoputer obcayxusanua (FRU_PRS)

Tpebosanusg cemeiictea FRU_ PRS nossonsier @bO ynpaBasarh HCNONB30BaHHEM PECYPCOB TONIL30BATESIMU U
CyOBEKTAMH B Mpeseax CBoei obmacT JeHCTBHS TaK, YTO BbICOKONPHOPHUTETHEIE onepanuu B nipeaeiaax OJd scerna
OyIoyT BBIMOJIHATLCS 0€3 MPEMnsSITCTBUIl UK 3aepXKeK CO CTOPOHbI ONepanuii ¢ 6ojiee HU3KUM NMPHOPUTETOM. IpyrumMu
CIOBaMH, 3a1auy, KPUTHIHBIC MO BPEMEHM BBITIONIHEHMS, He OYAYT 3aAepXMBaThCd 3aJadyaMH, MEHee KPHUTHUHBIMH
1O BPEMEHU BHITIOJIHEHHUS.

DTO ceMeiicTBO MOXKET TIPUMEHSTBCA K pa3sHYHbBIM TUNAM PecypcoB, HallpUMEDP BBIYMCIHUTEIBHBIM BO3MOXKHO-
CTSIM, TIPOINYCKHOM CIOCOOHOCTH KAHAIOB CBSA3H.

MexaHn3M TIPHOPHUTETOB OOCTYXKMBAHUS MOXET ObITh MAaCCUBHBIM WM aKTUBHBIM. B cHcTeMe ¢ macCMBHBIM
MIPUOPUTETOM OOCITY:KMBAHUS BHIOMpaeTcs 3ajada ¢ HAWBBICIUMM NMPUOPUTETOM, €CJIM Npeanaraercs cienaTk BHIOOP
MEXKIY ABYMS OXKUAAIOIIMMU NPpUIoXeHUAMH. [1pu HCNO/b30BAHMW NACCUBHBIX MEXaHU3MOB NPHOPUTETOB 0OCITYXHBa-
HHA BBITIOJHSAEMAA 3ajada ¢ Oojiee HHU3KMM MPUOPUTETOM HE MOXET ObITh MpepBaHa 3adaueii ¢ 6oJjiee BBICOKHM
npuoputeToM. [Ipn MCMoONB30BAHMM aKTHBHBIX MEXaHHW3MOB MPUOPUTETOB OOCIYXXMBAHMUS 3amaumM ¢ 6ojiee HU3KHM
MPUOPUTETOM MOTYT TPEePbIBATHCS HOBBIMH 3aiauaMM ¢ 6ojiee BHICOKHM NMPUOPUTETOM.

3aMeuaHus LTSI TIOJb30BATEIs

TpeboBaHMs ayanTa yCTaHABIHMBAIOT, YTO BCe NPHUUMHBI OTKIOHEHHS ONepaLMii ciieayeT noaseprats ayauty. Ha
YCMOTpEeHHE pa3pabOTUMKA OCTABJICHA CUTYallMs, KOrIa Onepalusi He OTKJIOHSAETCS, a 3allep>XHUBACTCS.

FRU_PRS.1 Orpanmgennniii npropATeT 00CTYKHBAHUA

3aMeuaHus MO NPUMEHEHHMIO JJIS1 MOJIb30BaTe /sl

Komrnionent FRU_PRS.1 onpenenser npuoputeThl 11 cyObEKTOB U PECYPChl, K KOTOPBIM OYAET NMPHUMEHSIThCA
MEXaHU3M TMPUOPUTETOB obcmyxkuBaHuA. Ecin cyObeKT nbiTaeTcsl NpeAnpyHsTh ACHCTBUE LISl MOMYyYeHHs pecypca,
KOHTPOJUPYEMOTO TPeOOBAHMSAMM TPUOPUTETA OOCHYXKUBAHUS, NOCTYN W/WAW BpeMsl NOCTyNa GyayT MOCTaBICHbI B
3aBUCUMOCTb OT MPHOPHUTETA CYOBEKTa, PHOPUTETA CyOBLeKTa, ACHCTBYIOLLETO B HACTOSILUMI MOMEHT, M TIpHOpUTETa
CcyOBEKTOB B OUEpEIH.

Onepanun

HasznHaueHwne

Jns FRU_PRS.1.2 astopy I113/3B caeayer cneundHuupoBaTh CIIHCOK YNpPaBifeMblX PecypcoB, Al KOTOPBIX
®DBO ocymecTBISIOT IPAOPATETHOE 06CTyRXMBaAHHE (NPHMEPHI PeCyPCoB: NMPOLECCHl, THCKOBOE NMPOCTPAHCTBO, NAMATD,
N0JI0CA MPOMYCKAHHSA).
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FRU_PRS.2 ITonanslii npaoputeT 06CayRNBAHAS

3amMevyaHnsI TI0 IPUMEHEHUIO [JIs1 TTOJIb30BATES

Komnonent FRU_PRS.2 onpeaensier nproputeTsl s cyobekToB. Bee pecypebl B OJ1d, KoTophie Npeanoara-
€TCsl UCTIONB30BaTh COBMECTHO, OYAYT yNpPaBJIsSThCS MEXAHU3MOM MPHUOPUTETHOTO oGCmyxuBaHus. Eciu cyObeKT nbi-
TaeTcs NPeATNIPUHATE AeicTBUA Ha pecypce B OJId, KOTOpbIil Mpeanonaraercss WCNOAb30BaTh COBMECTHO, AOCTYIN
W/WJIK BpeMsl 0CTyMa OyIeT MOCTABIEHO B 3aBUCUMOCThL OT NMPUOPUTETA CYOBeKTa, IPHOPUTETA CYOBEKTA, IeHCTBYIO-
1Iero B HACTOSIIIMIT MOMEHT, U MPHOPUTETA CYOBLEKTOB B OUYepeu.

M.3 Pacnpenenenue pecypcos (FRU_RSA)

Tpebopanus cemeiictea FRU_RSA nozpossiior ®BO B npeaenax O P ynpapisaTh UCNONb30BAHUEM PECYPCOB
NOJIB30BATENSIMA U CYObEKTAMM TaKUM 00pa30M, UTOOBI HE AOMYCTUTh HECAHKIIMOHUPOBAHHBIE OTKAa3bl B 0OCTYXKUBA-
HHAM M3-3a MOHOTIOJHM3AlUN PECYpCOB APYTHMHU TMONB30BATEISIMHA WM CYObEKTaAMH.

3amevyaHust A TIOJb30BATENS

[paBuna pacrnipeaeneHns pecypcoB MO3BOMSIOT HA3HAYATH KBOThHI HJTW CO3/1aBaTh APYTUE CPEICTBA ONpeaeIeHNs
OTpaHUUEHUI HA KOJNMYECTBO PECypca MM BpeMsl €ro MCIOJb30BaHUSI, KOTOPble MOTYT OBITh pacripeaefieHbl KOHK-
PETHBIM TIOJTB30BATEISIM WU cyObeKTaM. DTUMM TIPaBUJIaMH, HANPUMEpP, MOTYT GBITh!

- BBEIEHUE KBOT 0OBEKTOB, OTPAHMUYMBAIOIINX YMCIO OOBEKTOB H/MIIH UX pasMep, KOTOPble MOIYT ObITh HA3HA-
4YeHBbl KOHKPETHOMY TIOJIb30BATENIO;

- ynpaBJieHUe pacrpeneieHueM,/0CBOOOXKACHNEM BbIACICHHBIX paHee eIWHUIL PECYpCOB B CJlydae, KOTAa OHU
HaxoaaTcs noa ynpaeieHnem ®bBO.

B o6uieM ciyuae ot GyHKIMK OYAYT pealn30BaHbl ¢ NPUMEHEHHEM aTpubyTOB, Ha3HAYEHHBIX NMOAb30BATENAM
Y pecypcaM.

Llenbio 3THX KOMIOHEHTOB SIBJSIETCSl 0GecreyeHne ONpeaeIeHHON CTeNeHN «CIpaBeUTMBOCTH» 10 OTHOLIEHHIO
K T0JIb30BaTeNSIM (HAaNpUMep, BCIO JIOCTYTHYIO TIAMSTh He CIeAyeT pacrlpenesisiTh OMHOMY T0Jb30BaTeNI0) U CyObeK-
TaM. Tak Kak NpoAOJIKUTEIBHOCTD PACTIPEAETICHHUS PECYPCOB YACTO TIPEBBILIACT BPeMsI CYLLIECTBOBAHUSA CyObeKTa (TaK,
daitabl 4acTo CYHLIECTBYIOT HOJBIIC, YeM MNPWIOXKECHMS, CO3IaBIINE MX), TO HE CJIEAYyeT, UTOOBl HEOJHOKpaTHOe
BOMJIOLLIEHNE CYOBEKTOB OJHUM M TEM K€ MOJb30BaTe]eM OKa3biBaTO Obl CUIIKOM CHIBHOE OTPUIIATETBHOE BO3JACH-
CTBUE HA APYTIUX Mojb3oBareneil. KoMmoHeHTh ceMelicTBa TIO3BOJSIOT CBA3aTh OTPAHUUEHUS HAa pacripedesieHue pe-
CYPCOB C NOJIB30BATENSIMH. B HEKOTOPBIX K€ CUTYyallMsIX PECYPChl pacTipeessiioTes s cyObeKTOB (HanpuMep, onepa-
TUBHAS NMaMsTh WIU IUKJIBI IIEHTPATBHOTO Npolieccopa). B TakoM ciryyae KOMIIOHEHTHI ceMeCTBa MO3BOMSIOT pacrpe-
JENSATh PEecypchl HAa YPOBHE CYOBEKTOB.

JaHHoe ceMeCTBO HamaraeT TpeboBaHUs Ha pacnpele/ieHHe pecypcoB, HO He HA MX HUCIOJab30BaHue. [TosToMy
YCTAHOBJIEHO, UTO TPeOOBaHMS ayANTA TAKXKE pacTpOCTPaHSIOTCS Ha paclpeAcSeHIe pecypcoB, HO He Ha HMX MCTIONb-
30BaHMUeE.

FRU_RSA.1 MagcumalabHble KBOTHI

3aMevaHWs Mo NMPUMEHEHUIO AJIS MOJIb30BaTes

Kowmnonent FRU_RSA.1 coaepkuT TpebGoBaHUS AJISI MEXaHW3MOB KBOTUPOBAHMSI, KOTOPbIE NPHUMEHHMBI TOJBKO
K criennUInpoBaHHON COBOKYNHOCTH pasaeisieMblX pecypcoB B OO. 3TH TpeOOBaHMA MO3BOJAIOT acCOUHUPOBATH
KBOTBI C TOJIb30BaTENEeM WIH, BO3MOXHO, CBSI3bIBATh MX C IPYNNaMy NMojb30BaTeeil WAM CyObEeKTOB, €CIM 3TO Mpe-
nyemotrpeno B OO.

Onepanun

Haszwnauernmne

B FRU_RSA.1.1 asropy I13/3B cieayer cneun¢HIHpoBATh CNHCOK YHPaBJISeMbIX PECypCcoB, I KOTOPBIX Tpe-
OyloTcs orpaEMueHAs MAKCHMAJIbHOTO BhIeJieHHS pecypca (HAmpHMep, MPomecchl, JHCKOBOE HPOCTPAHCTBO, MAMATH,
nojoca nponmyckanus). Ecam 3To TpeGoBanme HeobGXoauMo pacnpocTpaHHTh Ha Bce pecypent B OJI®, paspemaercs
cnenndamApoBaTh «Bce pecypcsl B O D».

Bri6op

B FRU_RSA.1.1 asropy I13/3B cuenyer BoiOpaTh, OTHOCATCA JIH MAKCHMAJIbHbIE KBOTBI K OTHEJIbHBIM MOJIb30-
BATEJISIM, ONpPEACICHABIM IPYNNAM NOJIb30BATENCH, CYOBEKTAM HIH JIO0OOMY HX COYETAHHIO.

B FRU_RSA.1.1 aBropy [13/3B cnenyer BoiGpaTh, NPUMEHHMBI JIA MAKCHMAaJIbHble KBOTHI B Jil000€ 3aganHoe
BpeMs (OIHOBPEMEHHO) WM B TCYCHHE ONPEACICHHOTO NEepHoAa BPEeMeHH.

FRU_RSA.2 Muanmaibabie H MAKCHMAJIbHbIE KBOTbI

3aMeyaHMs IO NPUMEHEHMIO JUIS MOJb30BaTels

KomnionenT FRU_RSA.2 conepxut TpeGoBaHUA 1J1s1 MEXaAHW3MOB KBOTHMPOBAHMS, KOTOPbIE NPUMEHUMBI TOJBKO
K cnenuduUIpoOBaHHONW COBOKYNMHOCTH pasfeiisieMbiX pecypcoB B OO. DT TpeGOBaHUs MO3BOJSIIOT acCOIMHPOBATh
KBOTHI C MOJIb30BATEIEM WJTM, BO3MOXHO, CBI3BIBATH MX C IPYNIMAMHU TNONb30BATENEH WIN CYOBEKTOB, €CIIH 3TO Ipe-
nycmotrpeno B OO.

Onepanun

HasHaueHune

B FRU RSA.2.1 aBropy I13/3b cienyer cnenuduliMpoBaTh yrpaBisieMble pecypchl, JUIs KOTOPBIX TPeOyIoTCA
OrpaHWYECHHUS] MAaKCMMAJILHOTO BBIIENEHHs pecypca (HarnpuMep, MpoLEecchl, NTHUCKOBOE MPOCTPAHCTBO, MaMSTh, MO-
Joca mponyckaHms). Ecnu 310 TpebGoBaHMe HEOOXOMMMO pacnpoCTpaHWUTh Ha Bce pecypcesl B OJIM, paspenraercsa
cnenu@unupoBarh «Bce pecypchl B O D».
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BriGop

B FRU_RSA.2.1 aBropy I13/3b crneayeT BbIOpaTh, OTHOCATCS M MAKCUMaIbHbBIE KBOThI K OTAEIbHBIM TOJTb30-
BATEJISIM, OTIpEeIeHHBIM TPYIIaM TOoNb3oBaTeNneil, cydobeKTaM Win JI00MY UX COYETaHUIo.

B FRU_RSA.2.1 aBtopy I13/3b crnenyer BeIOpaTh, MPUMEHUMBI JIW MaKCUMalbHble KBOTBI B JII000E 3adaHHOE
BpeMsl (OOHOBPEMEHHO) WM B TeUEHHE OMNpeneSieHHOTO TNepuosa BpeMeHHU.

Haszxnauenue

B FRU_RSA.2.2 astopy [13/3b ciaenyer cnenuduuupoBaTs ynpasiseMble pecypchbl, LIS KOTOPHIX HEOOX0IHMO
YCTAHOBHTH MpeAe]] MUHAMAJBHOTO BbileJeHHd pecypca (HampuMep, NPOHECCHl, JUCKOBOE NMPOCTPAHCTBO, NAMSATH, NO-
Joca nponyckanus). Ecid ato Tpebosanne Heo6xoaumo pacnpocTpanuts Ha Bee pecypebl B OJ[®D, paspemaerca cuenu-
¢unuposats «Bce pecypest B O D».

BriGop

B FRU_RSA.2.2 astopy I13/3b caeayet BbiOpaTh, OTHOCATCS JI MUHUMAJbHBIE KBOTHI K OTIE/IbHBIM NOJIb30BA -
TelsAM, ONpeaeJeHHbIM TPYIIAM MoJb30BaTeNei, CyObeKTaM, WiN JI000My HX COYETAHMIO.

B FRU_RSA.2.2 astopy I13/3b creayer BpiGpaTh, NpuMEeHHAMbI JJM MAHAMAJIbHbIE KBOTHI B JH0GOE 3aJaHHOe
BpeMs (OJHOBPEMEHHO) WM B TeYeHHe ONpelesieHHOro Neproaa BPeMeHH.

MPUJIOXEHWE H
(cripaBOYHOE)

Hoctyn Kk OO0 (FTA)

OTKpBITUE ceaHCa TNOJb30BaTENsl OOBIYHO COCTOUT M3 CO3aHNUS OIHOTO MW HECKOJIBKHUX CYOLEKTOB, BbINOJHSI-
fourmx ornepaniun B OO oT UMeHHU NoJjib3oBarteisi. B KoHIie nponeaypbl OTKPBITHS CeaHca, eC/ii YIOBIETBOPEHbI Tpebo-
BaHus goctyna k OO, co3naHHble CYObEKTbl UMEIOT aTpUOYThI, onpeneaeHHble GYHKIUIMU WAEHTH(UKALIMK U ayTeH-
tupukannn. Knacc FTA onpenensgeT TpedboBaHUS K yripaBJIeHUIO OTKPBITUEM CE€aHCa TIONb30BATEN.

CeaHc NONB30BATENS OMNpeaesieH Kak Nepuol BpeMEHH, HAUMHAIOWMIACA OT MOMEHTA WIEHTHU(MKALIMN/ayTeH-
THUGUKAINKU (MM, TOUYHEe, ¢ Hadaja B3aWMOACHCTBUS MEXAY MOJNb30BaTeieM M CHCTEMOM) BILJIOTH O MOMEHTa,
KOTZIa OCBOOGOXAEHHI BCE CYOBEKTHI, pecypchl U aTPUOYThI, OTHOCSLUMECS K JaHHOMY CEAaHCy.

Hexomnosniims kiacca FTA Ha cocTaBasiiolIME €r0 KOMIOHEHTHI NpHUBEAcHA Ha pucyHke H.1.

Doctyn k OO
FTA_LSA OrpaHuueHue o6nactu BbiGupaeMbix
| arpubyToB 1
|| FTA_MCS OrpaHuueHue Ha napannenbHbie | | 1 2
CeaHChl
— 1
— FTA_SSL bnokupoBaHue ceaHca 2
— 3
FTA_TAB MNMpepynpexpeHus nepeg npeaoc-
| TaeneHueM gocryna kK 00 — 1
— FTA_TAH Wcropus goctyna k OO — 1
— FTA_TSE Ortkpbitue ceaHca ¢ 00 — 1

Pucynok H.1 — Jlekomno3unus knacca «Jdoctyn Kk OO»
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H.1 Orpanuyenue o6aacTn soioupaemprx atpudbyros (FTA LSA)

CemeiictBo FTA_LSA onpeaensieT Tpeb0BaHMs MO OrpaHHUUEHHMIO KaK aTpUOYTOB 06€30MacHOCTH CeaHca, KOTOo-
pble MOXET BbIOMpPATh NMOJL30BaTeIb, TaK M CYOBEKTOB, C KOTOPHLIMH MOJIB30BATENb MOXET OBITh CBSI3aH, HA OCHOBE
METOAA WJIM MECTAa JOCTYyMNa, MOpTa, C KOTOPOro OCYHIECTBISIETCS NOCTYN, W/WIW BPEMEHHW (HalpuMep, BPEMEHH
CYTOK, [IHSl HEeAesn).

3aMeuaHus 1 NoJb30BaTess

JT10 ceMeilcTBO npenocranisier apropaMm I13/3b Bo3aMoxHOCTh cnenubuLnpoBaTs TpeboBaHusa 1nst GO no
YCTAHOBJIEHUIO OrpaHUYEHWI HA 06JacTh BHIOMpPAaEeMbIX aTPUOYTOB GE30MAaCHOCTU YIIOJHOMOUYEHHbBIX MOJIb30BaTeNen,
KOTOpble CNEAYIOT U3 YCIOBMI cpeiabl. HanpuMep, nojb30BaTelio MOXET ObITh pa3pelieHO OTKPHITh «CEKPETHBIN ce-
aHc» B paboyee BpeMs, HO BHE pabouero BpeMEHU OH MOXET OTKDPBITh TOJNBKO «HEKIACCH(MHUIHPOBAHHBIN CeaHC».
Jnst naeHTUPUKALIMM COOTBETCTBYIOIIMX OTPaHWUCHHI Ha 06JIaCTh BHIOMpacMBIX aTpHOYTOB TpeAycMOTPEHA omepa-
LMs BEIOOpA. ITH orpaHUYEHUs1 MOTYT CIeIOBaTh M3 3HAYEHU 1pyrux atpudbyToB. Ecnu Heobxoaumo cnenudunupoBaTh
OrpaHMYeHMs U1 HECKOJBKNX aTPUOYTOB, TO 3TOT KOMIOHEHT NPUAETCSA HOBTOPUTh HECKOJBKO pa3 Mo YHCITY aTpH-
oytoB. [1puMepaMu aTpUOYTOB, KOTOPhIE MOXHO HCIMONL30BaTh /U OTPAHWYEHHUS aTpuOyTOB 0E30MAacHOCTH CeaHca,
SABNSIOTCA CJIEAYIOLIKE.

a) MeTtoa jocTyna, 1o KOTOpOMY MOXKHO OTpeAETTUTh cpely, B KOTOPOi OyneT paboTaTk NOJTL30BaTeNb (HATPH-
Mep, MPOTOKOJ Mepelayun ¢haijloB, TEPMHUHAJ, BHPTYATbHBIN TeJICKOMMYHHKAIIMOHHBIN METOA HOCTYIa).

6) MecTo, ¢ KOTOPOro OCYLUECTBISIETCA NTOCTYN. MOXeT MCIoNb30BaThCA Ul OTpaHMYEHHS 00JacTH BHIOHpa-
€MbIX aTpUOYTOB MOJb30BATENS1 HA OCHOBE MECTA PACTIOJIOXEHMS MOJIb30BaTeIsl WM TIOPTa AOCTYIA. DTa BO3MOXHOCTh
0COOEHHO BaXKHa TPH WCIOJIb30BAHUH TeJIeDOHHBIX TUHUHA WM CETEBBIX CPE/ICTB.

B) BpeMst nocryna, KoTopoe MOXHO MCHONB30BaTh ISl OrPaHHUYCHUS 00JIaCTH BHIOMPAEMbIX aTpUOYTOB TMOJIb30-
BaTens. Hanpumep, orpaHuyeHUs MOTYT OBITh OCHOBaHBI Ha BPEMEHHU CYTOK, IHE HENEJIH, KaICHAApHbIX JaTaX. JTO
OrpaHHYEHNEe NIPEAOCTABISAET ONpeae/eHHYIO 3alIUTy OT AeHCTBUI NONB30BATENS B TO BPEMs, KOTa MOTYT He TIpHMe-
HATBCSA HEOOXOAMMBIE TIPOLEAYPHbBIE MEPHl MM MOHWUTOPWHT.

FTA LSA.1 Orpanunuenne 001acTi BoiGApaemMpix aTpubyTos

Onepanuun

Haswnauenne

B FTA LSA.1.1 astopy I13/3B ciaenyer crennunupoBaTh COBOKYNHOCTh ATPHOYTOB 0e30MaCHOCTH ceaHca,
KOTOpbie HYXKHO orpaHmdnth. IlpmMepsl Takux aTpuOyToB: ypoBeHb AONYCKAa NMOJH30BATE]S, YPOBeHb NEJOCTHOCTH,
ponn.

B FTA _LSA.1.1 astopy I13/3B caeayer cnenuduuuapoBaTh COBOKYNHOCTb aTPHOYTOB, KOTOpPble MOXHO HCIOJIb-
30BaTh AJA onpedelenus obsiactu atpubytos Oe3lomacHocTd ceanca. [IpuMepbl Takux aTpubyros: maenTHHKATOD
NOJb30BaTENsA, PACHON0KEeHAe NCTOYHAKA, BpeMs AOCTYNA W METOX JOCTyMa.

H.2 Orpannuenne Ha napasiensnsie ceancsl (FTA_MCS)

Cemeiicteo FTA_MCS onpenensier, cKOJIbKO CEaHCOB I0Jb30BATE/Ib MOXET MMETh OJHOBPEMEHHO (Tapai-
JieNbHBIE ceaHchl). JonycTHMOe YHCIO TTapaslfie/IbHBIX CEAHCOB MOXKET YKa3blBaThCs JINOO JUTS IPYNIBI MOJB30BaTENCH,
MO0 A5 KaXAOro OTAETBHOTO TONb30BATENS.

FTA_MCS.1 BaszoBoe orpanduenne Ha mapajijiejbHbie CEAHCHI

3aMeyaHHs MO MPUMEHEHMIO NS TOJIb30BATENs

Komnonent FTA_MCS.1 npenoctaBisieT CUCTEME BO3MOXHOCTb OTPaHMUEHHS YHCIIA CEAHCOB B LieJiAX dddeK-
TMBHOTO MCNONb30BaHusa pecypcor OO.

Onepanuun

HaszwnaueHne

B FTA_MCS.1.2 astopy I13/3b caenyer cnemuunnposars, KAKoe orpanAueHne TACIA NAPAJLJIeIbHbIX CeaHCOB
OyJeT MCHOJB30BATHCA MO YMOTYAHHIO.

FTA_MCS.2 Orpasnuyende Ha napajjiejbHble CEAHCHI MO ATPUOYTAM HOJIb30BATENS

3aMevyaHus 0 MPUMEHEHUIO ST TIOJb30BaTENs

Komnonent FTA MCS.2 npenocrapisieT 10NOTHATENbHEIE BO3MOXHOCTH 10 cpaBHeHUI0 ¢ FTA_MCS.1, no-
3BOJISIA YCTAHOBHMTb AOMONIHWTEAbHBIE OTPAHMUEHMSI HA YWCIIO TIapasIeIbHBIX CEaHCOB, KOTOPbI€ MOJIb30BATE/N B
COCTOSIHMM OTKPBITh. DTH OTPaHUUYEHHUSI OCHOBAHBI Ha aTpUOYTaxX 6Ge30MACHOCTH NOMb30BaATENsd, TAKMX KaK WIEHTUhU-
KaTop MOJB30BAaTENsd WM NMPUHALIEKHOCTb K POJIH.

Onepanun

HaszxHaueHue

Hns FTA_MCS.2.1 astopy I13/3B caenyer cnenndunupoBaTs NpaBniia, onpeaeisionine MAKCHMAJILHO MpPenoc-
TapjsieMOe YUCJI0 NapaieJbHbIX ceancos. [IpuMepoM Tagkoro npaBmia ABISETCS «MAKCHAMAJIbHOE YHCJIO MAPAJICIBHBIX
CeancoB PaBHO OJHOMY, €CIH MOJb30BATENDb HMEET YPOBEHb JONMYCKA «CEKPETHO» M NATH B OCTAJbHBIX CHYJAAX».

B FTA MCS.2.2 aBropy [13/3b cnenyeT criennduiimpoBaTh, KaKoe OrpaHMYEHUE YUCIIa NapaJUIEIbHBIX CEaHCOB
OyIoeT MCIONBb30BATLCA 110 YMOIYAHMUIO.

H.3 Baokuposanue ceanca (FTA_SSL)

Cemeiicto FTA_SSL onpenensier tpeboanusd k ®bO no mpenocraBieHNI0 BO3MOXHOCTH OJIOKMPOBATh M
pa30bI0KUPOBATH MHTEPAKTUBHBIE CEaHChl (HanpuMep, GJIOKMPOBaTh KIAaBUATYPY).
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Korna nonb3oBaTeib HENMOCPEACTBEHHO B3aUMOAEHCTBYET ¢ cyObeKTamMu B OO (MHTEPAKTUBHBIA CeaHC), Tep-
MU HAJ TIOJIb30BaTeNs YSI3BMM, €CJTH OH OCTaBJIEH Oe3 Hafa3opa. DTO ceMeicTBO npejnoctapisieT TpeboBanns K GHO no
OTKJTIOUEHHIO (OJIOKMPOBAHHIO) TEPMHUHAIA WK 3aBEpIICHUIO CeaHca MOCJe YCTaHOBJIEHHOTO BpeMeHH Oe3fesTeb-
HOCTH, a K TIOJIb30BaTe/II0 — MO BO3MOXHOCTH MHHUIIMMPOBATh OTKIIOUeHUE (OJIOKMpOBaHME) TepMHHANA. g BO3-
BpalleHHs TepMHHAJIa B aKTMBHOE COCTOSIHME HEOOXOMMMO, YTOOBI TIPOM30NUIO COOBITHE, cneLndHUINPOBAaHHOE aB-
topoM I13/3B, HanpuMep NOBTOpHAS ayTeHTH(MHKAIUSA TOJb30BATEIS.

[Monb30Batesib cunuTacTCs OE3ACHCTBYIOIMM, €CJIM OH HMKAaK He Bo3aeicTBoBa Ha OO B TeueHHE HEKOTOPOTO
Nepruoaa BpeMEeHH.

Astopy I13/3b crenyer yyecTh, TpebyeTca nu npusiekaTh KomnoHeHT FTP TPR.1 «/loBepeHHBINM MapirpyT». B
3TOM Cilyyae cieayeT yepe3 onepanuio komnoHeHTta FTP_ TPR.1 noaxkmounTts GyHKINIO «0JIOKWPOBaHHE CEaHCa».

FTA _SSL.1 Baoxuposanne ceanca, naunuaposannoe P60

3aMevaHus 10 TIPUMEHEHHIO JIJISI TOJb30BaTeIs

Komnionent FTA SSL.1 npenocrapisier ®bO BO3MOXHOCTH GIOKHPOBaTh CEaHC MOJB30BATENs TIO UCTEUCHHUH
3aIaHHOTO TiepHoja BpeMeHH. biioknpoBaHue TepMHHAIA NPEKPATHITO OBl Bee NalbHEHIINE ACHCTBIS B JTaHHOM CeaH-
Ce C MCIOJIb30BAaHMEM 3a0JOKMPOBAHHOIO TEPMHUHAJIA.

Ecin Ha ycTpoiCTBe OTOGpaXeHHUS nepe3anuchiBaeTcd HHGOPMAIK, COIepKaHHue 3aMelllaonieii HHGOopMannuu
He 00s3aTeNIbHO CTaTMYHO (HANpWMep, pa3penracTcsl MCTONb30BaTh «XpaHHUTETb 3KpaHa»).

3TOT KOMMNOHEHT no3pouseT apropy [13/3b cnenudunupopaTh COGBITHS, ACOIOKHUPYIOINE CEaHC. DTH COOLITHS
MOTYT OBITh CBSA3aHBI C TEPMHHAJIOM (HANpHMep, HabOp YCTAaHOBJICHHOM MOCEI0BATEILHOCTH CHMBOJIOB UISI pa3-
GJIOKMpOBaHUs ceaHca), ¢ NOJb30BaTe/ieM (HANpUMEpP, €ro NMOBTOPHAsAg ayTeHTH(MMKALNA) MIH CO BPEMEHEM.

Onepanun

HaswaueHnne

B FTA_SSL.1.1 asropy I13/3B cienyer cnenudunupoBaTs HATEPBAT He3eiCTBASA NOJIH30BATEN, IO HCTCYCHAN
KOTOpOro mpomsoiinet dnoknposanne ceanca. [lpn xenannn aprop [13/36 mMoxer mcnonb3oBaTh JAHAYIO ONEPANAIO,
9T00BI BO3JOKHUTH ONpeIejicHEe HHTEPBAIA BPEMEHHA HA YHOJIHOMOYEHAOrO AJIMEHACTPATOPA MM Hojb3oBaTens. Oynk-
nun ynpasiaenud B Kaacce FMT moryt cnenndgnnupoBats BO3MOXKHOCTh MOJH(HAKAIIAM 3TOT0 HATEPBAJa, 321aBas ero
3HaYeHne N0 YMOJIYAHHIO.

B FTA_SSL.1.2 asropy I13/3b caenyer cnemuduunposaTs coObTHE HIH COOBITHSI, KOTOPbIe TPOHCXOIHIH OB
0 pa3baoxkmpoBaHus ceanca. IlpmMepbl TakuWX COOBITHI: «MOBTOPHASA ayTeRTH(HUKANASA NOJb30BATENSA» WIH <«BBOX
N0Jb30BaTENeM C KIABHATYDPbI Je0IOKHpPYIONIell MOCJeq0BATeIbHOCTH CHMBOJIOB».

FTA_SSL.2 baokuposanne, HHANAHAPOBAHHOE NOJIb30BATEIEM

3amevyaHHsI TI0 IPUMEHEHUIO IS TTOJIb30BATES

KomnionenT FTA SSL.2 npenocraBisieT yrnoJHOMOYEHHOMY T0OJTb30BATENIO BO3MOXHOCTh OJJOKMPOBATh U AeO-
JIOKUPOBAThL CBOWM COOCTBEHHBIM TEpMHUHAT. DTO MPEAOCTABWIO Obl YIIOJHOMOUYEHHBIM TMOJIb30BATENSIM BO3MOXHOCTh
addekTUBHO 6JOKMPOBATH CBOU CEAHCHI 6e3 HEOOXOAMMOCTH MX 3aBeplIeHM.

Ecau Ha ycTpoiicTBe oTOOpaXeHHs Nepe3anucbiBaeTes HHMOpMaIiUs, coaepKaHne 3aMellaolileil nHhopmanun
He 0043aTeNbHO CTaTMYHO (HanpHUMeEp, pa3pelacTcsl MUCTMONb30BaTh «XpaHUTEIb IKpaHa»).

Onepannun

HasnauyeHnune

B FTA_SSL.2.2 asropy I13/3b caeayer cnenuduunposaTs COObITHE MM COOBLITHSA, KOTOPbie MPOMCXOMWINA Obl
Jo pa3biokupoBanus ceanca. [1pamMepsl TAKUX cOOBITHII: «IOBTOPHAS ayTeHTH(HHUKANNSA TT0Jb30BATENS» WIH «BBOJ N0Jb30-
BaTeJeM ¢ KJIaBHATYPbI [1e0JOKHUpPYIOmeli nocie10BaATEIbHOCTH CHAMBOJIOBY.

FTA SSL.3 3apsepmenne, naununposannoe OO

3ameuyaHns IO MPUMEHEHUIO JJIs1 TIOJb30BATESA

Komnonent FTA_SSL.3 conepxut tpeboanue, urodbl ®BO 3aBeplnin MHTEPAKTUBHBIN ceaHC IMoab30BaTe-
JIl TIOCJIE YCTAHOBICHHOTO Mepuoaa ero 6e3neicTBr.

Apropy [13/3b cieayeT yuecTb, UTO ceaHC MOXET MPOAOIIKATHCS M TMOC]E TOTO, KakK MOJb30BaTeNh OKOHUYMI
AKTUBHbBIE NEWCTBUS, HATIpUMEDP B Buae (POHOBOTO BBIMOAHEHUs. JaHHoe TpeOoBaHWe HANpPAaBIeHO HA 3aBeplIeHHE
9TOro (POHOBOTO CyObeKTa nocse rnepuosa Oe3nelcTBUs MOJIb30BATENs, HE3aBUCUMO OT CTaTyca CyObeKTa.

Oneparinn

Haszwauenne

B FTA_SSL.3.1 asropy [13/3b caeayer cnemuduuaposats HATEPBAJ Oe3AeCTBAS MOJb30BATE NS, 10 HCTEUCHHN
KOTOpOro mpomsoiiger d10kupoanne ceanca. Ilpu xenanunm asrop [13/36 mMoxker Wcnonb30BaTh ONMEPANHMI0 HAZHAYE-
HHsl, 9T00bI BO3JI0KATH ONpejelieHde WHTEPBAJIA BPpeMEHH HA YNOJHOMOYEHHOTO aJMHHHCTPATOpPA WM MOJIH30BATES.
Oynguun ynpasiaenns B kiacce FMT moryt cnenndguunpoBaTs BO3MOKHOCTL MOAH(HUKAINN 3TOTO HHTEPBAJA, 3a1aBas
ero 3HayeHde MO yMOJYAHHIO.

H.4 Ilpenynpexnenns nepen npenocrapiennem goctyna Kk OO (FTA_TAB)

Tpebopanusa nocryna k OO npenycMmatpuBawoT 1151 OO BO3MOXKHOCTD €LIE 10 WAEHTHPUKAIIUY U ayTeHTU(HKA -
MM OTOOpa3uTh ISl MOTEHITMANBHBIX MOJNB30BATENEH Npeayrnpexaallee coobleHne OTHOCHTEIBHO XapakTepa Mc-
nons3oBaHus OO.
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FTA_TAB.1 [Ipenynpexnaenns no yMOXYAHAIO Nepen npeaocTasiennem gocryna Kk 00

KoMmnonentr FTA TAB.1 cozepxuT TpeOOBaHHME HANMYHMS TpEAyINpeXaamnero coodneHnsI 0 HECaHKIIMOHU -
poBarHHOM ucnons3oBaHun OO. Astop [13/3b MoXeT yTOUHHTE 3TO TpeOOBaHHE C ENbIO 3alaHUA TIPEAYTIPEKACHNUS
Mo YMOJYAHMIO.

H.5 Ucrtopusa noctyna Kk OO0 (FTA_TAH)

CemeiictBo FTA TAH omnpenenser tpebopannsa k ®BO no orobpaxeHHo A TOIL30BATENs, NPH YCHEITHOM
OTKPHITHM CeaHca, NCTOPHHM HEYCIENIHBIX MOMBITOK MOJYYMTE JOCTYIl OT MMEHH 3TOTO MOJb30BaTeNIsl. DTa UCTOpHS
MOXET COJepXKaTh JaTy, BpeMsi, CPEACTBa JOCTyNa W MOPT NOchefHero ycnemnrHoro pocryna k OO, a Takxe YHCIIO
HeycrelHbIX NonbIToK noctyna K OO nociie nocjaeaHero YCNneurHoro 10¢Tyna nieHTHOUIUPOBAHHOTO TIOJIb30BaTeN .

FTA_TAH.1 HUctopnsa noctyna k OO

Komnonent FTA TAH.1 moxeT npenocTaBuTh yNOJTHOMOYEHHBIM TIOJB30BaTEIsIM MHGOPMAIHIO O BO3MOXK-
HOM 3JIOYNOTPEOICHUH UX YUYCTHBIMHU JAHHBIMH.

DTOT KOMIOHEHT COAECPXHUT TpeOOBaHHE NPEeNOCTABICHUA HHGOPMaIUK Nojb3oBaTeso. ClenyeT NpeloCTaBUTh
NOJIB30BATENI0 BO3MOXHOCTE TIPOCMOTPETh HH(OPMANHIO, HO HE 3aCTaBJIATh €T0 eiaTh 3T10. [Ipw XXeTaHnH nojb30Ba-
TEJIb MOXET, HAMPUMEP, CO3[AaTh KOMAHAHBIN (DAl A NTHOPUPOBAHHS 3TOH MH(MOPMAIMK M Nepexoia K Nocaeay-
IOLNM JEHCTBUSAM.

Onepanuu

BriGop

B FTA_TAH.1.1 astopy I13/3B cneayer BoiGpaTh aTpuOYTH (€30MACHOCTH NOCIEIHEr0 YCHEHIHOTO OTKPHITHS
ceaHca, KoTopble OyAyT HOKa3aHbl yepe3 nojb3osaTenbckmii maTepdeiic. K aTamM aTpubyram oTHOCATCS: AaTa, Bpems,
MeTOJ J0CTyna (HampuMep, NPOTOKOJ nepechbuUikd (aiinos) /MM MecTo Aoctyna (Hanpumep, tepmunan 50).

B FTA_TAH.1.2 asropy I13/3b cieayer BoiGpaTs aTpuGyTnl 6e30MACHOCTH NOCJHEAHEH HeyCHEHNIHOH MONBITKA
OTKPBITHS CeaHCa, KOTOPbIe OyIyT NOKA3aHbI Yepe3 noyb3osarenscknii narepdeiic. K stum aTpubyram oTHOCATCA: AATA,
BpeMsi METOI JOCTyNa (HANpHMEpP, MPOTOKOJ Nepechuikn (aiiioB) W/mim MecTo Joctyna (Hanpumep, Tepmunan 50).

H.6 OTtkpsiTue ceanca ¢ OO0 (FTA_TSE)

CemeiictBo FTA TSE onpenensier TpeGOBaHHS MO 3aMpeiieHHIO NMOJMb30BaTeNIM OTKPhITUA ceaHca ¢ OO Ha
OCHOBE T4KMX aTpMOyTOB, KaK MECTO WJIM MOPT AOCTYyNa, aTpubyThl H6€30MacHOCTH MOJB30BaTeNsl (HArpuMep, HAeH-
TU(UKATOpa, YPOBHS NOMYCKA, YPOBHS LIEJIOCTHOCTH, NMPUHAAJIEXHOCTA K POJIM), WHTEPBAJIBl BPEMEHH (Hanpumep,
BpEMSI CYTOK, ICHb HEJC/H, KajleHIapHble AaThl) WIM COUYEeTAHMSA MapaMeTpoB.

3amevaHus sl TIONb30BaTeNs

D10 cemelicTBO mnpenocrapnsieT apropy [13/3b Bo3MOXHOCThE crieuuuumMpoBath TpedoBaHuss K ®bO ¢ uenbio
YCTAHOBHUTh OTPAaHHYCHUSA Ha CMOCOOHOCTh YMOJHOMOYEHHOTO MoJib30BaTest oTKpbiBaTh ceaHe ¢ OO. MaeHTuduka-
LIMS1 COOTBETCTBYIOLINX OrPaHUUEHHI MOXET ObITh BHITIOJIHEHA C PUMEHEHHWEM onepaluy Boidopa. [Tpumepamu atpu-
OGYTOB, KOTOPbIE MOXHO HCIONb30BaTh sl YCTAHOBKW OTPAHWYEHMI HA OTKPBITUE CEeaHCa, SIBASIOTCS Clenylolliue.

a) MecTo mocTyrna, KOTOpO€ MOXET MCNOJb30BAThCA sl OFPAaHUUYEHUS CMOCOOHOCTH TMOJIb30BATENs] OTKPbI-
BaTh akKTUBHBII cearic ¢ OO Ha OCHOBE MECTa PACIOJIOKEHUs NMOJb30BaTe/sl WM NMOpTa AOCTYNa. JTa BO3MOXHOCTD
0COOEHHO PeKOMEHAYETCI NPU UCTONB30BAHUU TeNlehOHHBIX IMHWH WIH CeTEeBbIX CPEICTB.

6) ATpubyThl 6e30MacHOCTH NoJib3oBateas. Hanpumep, 3anpeTuTh OTKPHITUE CEAHCA MOXHO HA OCHOBE JII00O-
rO M3 CJICAYIOLIMX aTPUOYTOB MOJIb30BATENSI:

- naeHTUQHUKATOP;

- YPOBEHbB JIOTYCKa;

- YPOBEHBb TIpaB Ha MOAMMUKALIMIO JAHHBIX (YPOBEHb LIEIOCTHOCTH );

- IPUHAMLJIEKHOCTE K POJIH.

DTa BO3MOXHOCTh 0COGEHHO NPUMEHUMa B Cllyyae, KOT1a aBTOPU3aIA UIW BXOA MOXET MPOUCXOANTh HE B TOM
MecTe, TJie BRINONHAETCS nposepka nocryna Kk OO.

B) Bpems mocTyna MOXeT MCMOJb30BAThCs ISl OTPAHUYEHWS BO3MOXHOCTH MOJNBb30BATENsl OTKPBITh AKTABHBIN
ceac ¢ OO Ha OCHOBE MHTEPBAJIOB BpeMeHW. HanpuMmep, orpaHuYeHHsI MOTYT ObITh OCHOBaHB Ha BPEMEHH CYTOK,
JIHE HeJle)IM, KAJIEHAapHBIX AaTaX. DTO OrpaHUUYeHUE NPEeNOoCTABNSIET ONpPeACTIeHHYIO 3allIUTY OT NeMCTBHU NOJIb30BaTe-
Ji1 B TO BpeMs, KOT[a MOTYT He MPUMEHSTbCS HEoOXoAUMble NponenypHble MEPhl MM MOHHUTOPHHT.

FTA_TSE.1 Otkportae ceanca ¢ 00

Onepanun

HaszHaueHne

B FTA _TSE.1.1 asropy I[13/3b caeayer cnennduunpoBats aTpudyThl, KOTOPbIE MOTYT ObLITh HCHOJb30BAHBI IS
orpanm4eHns OTKpPbITHA ceanca. [IpuMepbl BO3MOXKHBIX aTpHOYTOB: HAEHTH(HUKATODP NMOJIH30BATENA, MECTO AOCTYNA
(Hanmpumep, He ¢ YAAJEHHOTO0 TePMHHAJIA), BpeMs AOCTYNA (HANpuMep, HEYPOIHoe), MeToA JocTyna (Hanpumep, X-windows).
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MPUITOXEHME TI1
(cnipaBouHOE)

Nosepennsiii mapmpyt/kanan (FTP)

[Tonb3oBaTenssM YacTO HEOOXONWMO BHITIONHATH CBOM (DYHKIIMH, HETOCPENCTBEHHO B3amMoneiicTBys ¢ PBO.
JloBepeHHBI MaplIpyT o0ecrneynBaeT yBEpEeHHOCTh B TOM, UTO MOJIb30BaTeIb B3aUMOACHCTBYET HENOCPEICTBEHHO C
DbO He3aBUCMMO OT MeCTa CBOoero pacrojiokeHud. OTBET NMoJb30BaTeld Yepe3 NOBEPCHHBI MaplIpyT TrapaHTUPYeET,
YTO HENOBEPEHHbIE NPUIOXEHUS HE CMOTYT TNEPEXBATUTh WIN MOAM(MHIMPOBAThL COObIIcHHE nojib3oBareisa. Co cBoeil
CTOpPOHBI, 10BEPEHHBIE KaHAJIbl IBJISIIOTCS OAHHUM M3 ciocoboB 6e3omacHoi cBa3n Mexay @bO m ynareHHbBIMU Npo-
nykramu UT.

Ha pucynke 1.2 nokasaHbl B3aMMOOTHOILICHHSI MEXIY Pa3IMIHBIMH THIIAMHM Tepenadyn COOOIEHHI, KOTophle
MoryT uMeTb Mecto B OO uiu B cetn n3 OO u BHenrHUX 06bekToB UT (TO ecTh BHyTpeHHME niepeaaun OO, nepenauu
mexxay PBbO, nmnopt/skcnopr 3/ OA®P), u pasnuuabie GOpPMBI I0BEPECHHBIX MAapIIPYTOB M KAHAJIOB.

OTCyTCTBHE NOBEPEHHOTO MapllpyTa MOXET NMPHBECTH K HApYNICHHSIM ydeTa WM YIpaBICHUS HOCTYNOM B
cpenax ¢ HeAOBEPEHHBIMH MPITOXCHUAMHA. DTH NPHJIOXEHUA MOTYT MepeXBaTUTh NPUBATHYIO HHGOPMAIHIO NMOJIb30-
BaTeJsid, TaKylo Kak Iaposiu, W BblAaBaTh ceOdA 3a APYrMX MOJIB30BarTesei, UCnonib3ysa 3Ty nHpopmanuo. Kak crnen-
CTBHE, OTBETCTBEHHOCTD 34 JIIOObIe ICHCTBUA B CUCTEME HE MOXET OBITh HaJIeXHO CBA3aHA C YUYNUTHIBAEMBIMHU CYLLHO-
cramMu. KpoMe Toro, 3T NMpUIOXKEHNS MOTYT BHIBOAWTH ONIMOOYHYIO MH(MOPMAIMIO HA IUCIUICH HE MOA03PEBAalOLINX
00 3TOM MOB30BATe/ICH, UTO MOXKET NMPHUBECTH K OLUIMOOUHBIM AEHCTBHUIM MOJL30BaTeIei M, KaK CIEICTBHE, K HApy-
HIeHHIO 0€30MacHOCTH.

Hexomnosnunusa knacca FTP Ha cocraBnsionine ero KOMNOHEHTHl TipUBeAeHa Ha pucyHke I1.1.

Knacc FTP: [loeepeHHbIii MapLupyt/

KaHan
FTP_ITC [loBepeHHbIi1 kaHan nepepaym 1
mexay P60 |
FTP_TRP [oBepeHHbI MapLupyT — 1

Pucynok I1.1 — [IexoMnosunms kiacca «J1oBepeHHBIA MaplUpyT/KaHal»

I1.1 JdoBepennsiii Kanaa nepeaaun Mexay ®bO (FTP_ITC)

Cewmeticteo FTP_ITC onpenensier npaBuia co3ganus cCOeANMHEHHUs uepe3 noBepeHHbl KaHan mexay PBO u
IPYTMMM IOBEPEHHBIMU TpoaykTtamMu WUT Ans BBIMOMHEHHWS omnepanuii, KpHTHYHBIX 1is1 6€30NacCHOCTH, MEXay Mpo-
aykramu. [IprMepoM TaKoi KpUTHUHON ATt 6€30MacHOCTH OIepanuu IBJsieTcss OOHOBNIEHHWE 6a3bl JAHHBIX AYTEHTH-
dukanun ®BO nocpeacTBOM repeiaun JaHHBIX OT JOBEPEHHOIO MPOAYKTa, PYHKIHEH KOTOPOro SIBJISIETCSl HAKOTie-
HHE JaHHBIX ayAUTA.

FTP_ITC.1 JoBepenHnlii kanan nepenauu Mexuay ®bO

3aMevyaHus MO MPUMEHEHHUIO NOJb30BaTeJIo

Komnonent FTP_ITC.1 crenyer ucnonb3oBaTh, Korna Tpebyercd noBepeHHbIH KaHan nepenayu mexay ®bO u
VAAJIEHHBIM 1OBEpEeHHBIM TpoaykTtom UT.

Onepainuu

Brbop

B FTP_ITC.1.2 asropy I13/3b caeayer cnenudunaposats, nooknsi i Joxkaiasasie ®BO, yaaieHHblil 10BepeH-
Hblii poaykT AT nam 06a iMeTh BO3MOXHOCTh HHHIMHPOBATH JOBEPEHHBIH KaHAJ.

HasHauenue

B FTP_ITC.1.3 apropy I13/3B cuenyet cnemadumuposats GYHRKIHH, 119 KOTOPLIX TpedyeTcsA A0BePEeHHbIil Ka-
Hai. K Takum ¢yHKH#AM MOTYT OTHOCHTBLCA NEpeaada aTpuoyToB 6e30MaCHOCTH N0JIb30BaTENA, CYObEeKTa H/WIH 00beK-
Ta H o0ecneyenne coriracosannoctTu aananix ®BO.

I1.2 losepennniii Mmapmpyt (FTP_TRP)

Cewmeiicteo FTP_TRP onpenensier TpeOGoBaHMS YCTAHOBKH M MOAJEPXKAHUSA JOBEPECHHOM CBSA3U MEX1Y NMOJb30-
BateassMU U PBO. JloBepeHHBII MapuIpyT MOXET MOTpebOBATHCA IS JTIOOOTO CBI3aHHOTO ¢ 6€30MacHOCTbIO B3aHUMO-
neidctBUsi. OOMEH Mo JOBEPEHHOMY MApUIPYTy MOXeET ObITh MHUIMHUPOBAH TOJIb30BaTeNIeM TIPH B3aMMOILEHCTBUM C
DbO nam xe camu ®BO MOryT yCTaHOBHThL CBSI3b C TOJIb30BaTEJIEM 0 JOBEPCHHOMY MapllUpyTy.

FTP_TRP.1 [loBepennblii MapmpyT

3aMeuaHud 1o TIPUMEHEHUIO TIOJIb30BATEIIO
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Komnonent FTP_TRP.1 cinenyer ncnonb3oBath, Korna TpebyeTcsa AOBEpeHHAsA CBA3b MEKAY IOJIb30BaTeNeM U
®bO kak ana reneil HaYaTbHON ayTeHTHOUKATINHN, TaK U AT AOTIONHUTENBHO cielUpUIIMPOBAHHBIX ACHCTBHIN MOJIB30-
BaTeJI.

Onepanun

Bribop

B FPT_TRP.1.1 asropy [13/3b caenyet cnenaduuupoBaTh HEOOX0AAMO JIH MPEAOCTABIATH A0BEPEHHbI Mapni-
PYT YAAJeHHBIM H/WIH JOKAJBHBIM MOJb30BATEIAM.

B FTP_TRP.1.2 astopy I13/3b caeayer cnenndumupoBaTh, KOMY NPedOCTABAATH BO3MOKHOCTH HHAIHAPOBATD
nosepennbiii MapmpyT: DBO, J0KANBHBIM NMOJIB30BATEIAM H/HIH YAAJXCHHBIM MOJb30BATEIIAM.

B FTP_TRP.1.3 astopy I13/3b caeayer cnenaaupoBaTh HCHOAb30BATD JIM JOBEPEHHBI MAPIIPYT 171 HAYAJb~
HO#l ayTeHTHUKANAHN NMOJb30BATENA W/WIA IJIA APYTHX CHend(UOAPOBAHHBIX YCJIYT.

HasHaueHwune

B FTR_TRP.1.3 astopy [13/3b caeayet maeHTudAIAPOBATH APYTHE YCIYTH, i KOTOPBIX TpeGyeTcsa moBepeH-
HBI MAPHIPYT, €CJIA TAKAE MPeanoIaraloTcs.
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