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BeeaeHue

HacTosiuuii craHgapT pa3paboTaH C 1eablo 00ecreyeHus B3auMOCBS3U cucTteM 06paboTK MHOOP-
MallMM, MPeJHA3HAYEHHBIX IS [IPEXOCTABICHHUS YCIYT ClipaBOYHUKA. COBOKYITHOCTb MOTOOHBIX CHCTEM
BMECTE C coAepxalieiics B HUX UHGOpMaLUeil CipaBOYHMKA MOXET paccMaTpUBAThCs KaK eIMHOE Liesoe,
Ha3bIBaEMOE CIPABOYHHKOM. MH(popMaIus, XxpaHUMasi CIpaBOYHUKOM U Ha3biBaemasl B LIEJIOM «MHGOpMa-
LIMOHHOI Ga30ii cripaBoyHnka» (MBC), ucnonblyercsi 0Ob14HO 11 obecrieyeHrst oOOMeHa JaHHBIMU MeX-
Oy TAKUMH OOBEKTAMU, KaK JOTHUCCKUE OOBEKTH MIPUKITAMHOIO YPOBHS, NEPCOHAI, TCPMUHAIBI U TUCT-
pUOYTUBHBIE CTIUCKH.

CripaBOYHMK MIPaET CYLIECTBEHHYIO pOJib BO B3aUMOCBSI3M OTKPBIThIX cructeM (BOC), uenb kotopoit
COCTOMT B TOM, YTOOBI TP MUHUMYME TEXHUYECKHMX COIJIacOBaHUi BHe ctaHmapToB 1o BOC obecrieyuth
B3aUMOCBSI3b CUCTEM 00pabOTKHU MHGbOPMALIMK:

- MIOCTABJISIEMbIX OT Pa3/iyHbIX U3TOTOBUTENCH;

- UCIIONB3YIOWUX PA3IMYHbIE METOABI AIMUHHUCTPATUBHOIO YITPABNEHUS,

- UMCIOUIUX Pa3/IMYyHbBle YPOBHH CIOXHOCTH;

- UCTTOJIb3YIOIIHX PA3JIMYHbIE TEXHOJNIOTUH.

Jlig MHOTHX TIpUMEHEeH It TpeOYIOTCSI CPEACTBA 3allUThI OT Yyrpo3 HapyLUeHUsT obMeHa HHdopMalimeit.
Hexkoroprsle Hanbonee N3BECTHBIE YrpO3bl BMECTE C YCIYTraMH 3alUMThl ¥ MeXaHU3MaMH, KOTOPbIE MOTYT
OBITH MCTIONB30BAHb AJISt 3alIUThI OT HUX, KPATKO U3JIOXKeHbI B pwioxeHuy B. Maxtutecku Bee yenyru
3aLUTHl 3aBUCST OT UHEHTUYHOCTH B3aUMOIECHCTBYIOIIUX CTOPOH XOPOLLOQ IPYT APYTY U3BECTHBIX, TO €CTh
OT MX AyTEHTUYHOCTHU.

Hacrosuuii CTaHNApT OMpEAesisieT OCHOBHI YCIYT ayTeHTU(DHUKAUNHU, TIPEAOCTABISIEMbIX CITPABOYHHU-
KOM CBOMM MNoJjib3oBaTensiM. K 3THUM 1onp30BaTensiM OTHOCHUTCSL CaM CIPaBOYHMK, a TAKXKeE APYrHe Mpu-
KJIAJIHBIC TIPOTpaMMBbl M yciyrd. CripaBOYHHK MOXET OKa3aThCsl MOJIE3HBIM NpU 0becrieYeHNH APYTruX o-
TpeOHOCTEN B ayTeHTH¢UKALUN ¥ JPYTHX YCAYT 3aIMTHI, TIOCKOABLKY OH TNPEACTABIsIeT COOOM eCTeCTBEH-
HOE MECTO, U3 KOTOPOTo B3aMMONENCTBYIOIIME CTOPOHBI MOTYT MOJY4YUTh UHGOpMaALMIO ApYT O [pyre, TO
eCTb CBEICHHUS, ABNAIOILMECS OCHOBOM ayTeHTU(bUKauK. COpaBOYHUK — 3TO €CTECTBEHHOE MECTO MOTO-
MY, 4TO OH XPaHMUT U APYryI0 HHGOPMaALHIO, HEOOXOMMMYIO UI OOMeHa U TMOJIydYeHHYIO JI0 ero OCYylLUecTB-
nenust. [Ipu TakoM TOIXoAe NMoJy4eHHe U3 CIIpaBOYHMKa MHGOPMALUH ayTeHTUDUKALUU TTOTe HLMANbHO-
ro naptHepa moxo6HO mojyyeHuro anpeca. IIpeanonaraercs, YTo BCAeACTBIE LIMPOKOM TOCTYMHOCTH Crpa-
BOYHMKA JUIA Liesieit oOMeHa 9T¥ OCHOBBI ayTeHTU(DUKALIMH OYJIyT 1LIXPOKO MCIIONb30BAHBI MHOTHMM TIPH-
KIIAAHBIMK TIPOTpaMMaMu.

B o6s3aTenbHOM ITpUnoxeHuu A nipencrasiieH Monynb ACH. 1, B KoTopoMm comepXaTcs Bce onpesene-
HUS, UCIIOJIb3YEeMbIE B OCHOBHBIX MOJIOXEHHUSAX ayTeHTUDUKALINY,

B npunoxennu B u3noxeHbl Tpe6GOBaHUS 3aLLUTHI.

B npunoxennu C npuBeaeHbI BBOOHBIC CBEASHUS 0 KpUITTOTpadrK Ha OCHOBE KITIOYa 0BLIETO MTOJB30~
BaHUs1.

B npunoxeunu D u3moxeHa KpunTocucTema Kioya oourero nons3opaHuss RSA.

B npunoxeuuu E onucanbr xeur-yHKIuM,

B npunoxeuvu F onmucana 3anmra ot yrpo3 METOAOM CTPOTOi ayTeHTUDUKALMUHU.

B npunoxenun G usnoxeHa UHOOPMALIUA OTHOCUTEIbHO KOH(MUASHUMAIBHOCTH JaHHBIX,

B npunoxenun H npuBeneHbl HAeHTHOUKATOPB 0OBbEKTOB, NPUCBOCHHBIC B aJlTOPUTMAX ayTeHTHU-
duxanum 1 MbpoBaAHKUSA NIPU OTCYTCTBUU (POPMAIBHOTO perucTpa.
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Jara seexenus  1999—01—01

T JI AB A 1. OBIIEE OITMCAHUE

1 ObsacTb npUMeHEHU
Hacrosiuuit ctaHaapr:
- onpenensaer dopMmar MHOOPMALUK ayTeHTUDUKALIMY, XPAaHHMON CNPABOYHUKOM;
- ONMMChIBaeT Crocob MoaydyeHUst U3 CripaBOYHHUKAa HHGMOPMALUWH ayTeHTHU(hUKALNY;
- YCTAHABIUBAET NPEAITOCHUIKY 0 criocobax hopMUpPOBaHUS H pa3MeLEHHs B CIIPAaBOYHUKE HHDOP-
MalUY ayTeHTUDUKALKH;

- OTIpenesieT TP crocoba, ¢ MOMOLbIO KOTOPBIX MPHUKIAOHbIE MPOrPpaMMBl MOTYT HCTIONIB30BATh
TaKyl MHOOPMALINIO ayTeHTU(HhUKALMMA LIS BHITIONHEHNU aYTCHTH(UKALMK, U OIUCHIBAET, Ka-
KUM 00pa3oM ¢ MOMOILBI0 ayTeHTU(PHUKALUKU MOTYT ObITh 00€CHEeUYCHbI APYTrUe YCIYTH 3alllUThI.

B HacTosilieM CcTaHZApTE W3JI0XEHBI ABAa BUIA ayTCHTU(MUKAUMKU: MPOCTast, UCMOJb3YIOLLAs Mapob
KaK MPOBEPKY 3asiBIEHHOW MACHTUYHOCTH, U CTPOTasi, UCIMONb3YIOLIasi YAOCTOBEPEHUSI JIUYHOCTU, CO-
3[aHHbIE C UCTOJb30BaHUEeM Kpuntorpadbudeckux metonos. Eciu npocras ayreHtudukalus npeajiaract
HEKOTOpble OrpaHUYeHHble BOZMOXHOCTH 3AIIUTH OT HECAHKLIMOHUPOBAHHOIO AOCTYMNA, TO B KayecTBe
OCHOBBI yCiayr, obecrevrBaoIHUX 3AIUTY, HOJKHA MCIOJIB30BAThCA TOJBKO CTPOTask ayTeHTU(hUKALIUS.
3aech He cTaBUTCA 3aadya YCTAHOBUTb STH METOJbI B KA4eCTBE OOLUCH OCHOBBI ayTEHTU(MUKALIKU, HO OHU
MOTYT MONYYUTL O6LIee NPUMEHEHHUE CO CTOPOHbBI TeX MPUKIaAHBIX NPOTPaMM, KOTOPbi€ PACCMAaTPUBAIOT
STU METO/1bl AAEKBATHBIMMU.

AyTteHThdbUuKalus (M Apyryue yeJayru 3aiyThl) MOTYT ObITh MPEMIOXKEHbI TONbKO B KOHTEKCTE Onpe-
JeJeHHOM! cTpaTterny 3ammthl. Tlonb3osatenu NpUKNaRHOH NPOrpaMMbl JOJIKHbI CAMU ONPENeUTL CBOIO
COGCTBEHHYIO CTPATEruio 3alUTHI, KOTOpast MOXeT ObITh OTpaHUueHa YCayTraMu, NIPeAyCMOTPEHHBIMHU CTaH-
JlapTOM.

3agaya CTaHAApTOB, ONPENESIONUMX MPUKIIAAHbIE MPOrPaMMbl, KOTOPbIE KCIONB3YIOT OCHOBBI AyTeH-
THUKAUMKU, COCTOMT B TOM, YTOOb! YCTAHOBUTH NMPaBUIa NMPOTOKOJIbHBIX OOMEHOB, KOTOPbIE HEOOXOAMMO
OCYLLUEeCTBUTD 11 obecneueHus! ayTeHTUhUKALMU, OCHOBBIBAsICh Ha MHGOpMaLUK ayTeHTHdhUKaLMK, No-
JIy4eHHOU 13 crnipaBovyHHMKa. [TPOTOKONOM, MCIIONB3YEMbIM MPUKJIAAHBIMKU MPOrPaMMaMU A5t TOJIyYEHUS
YIIOCTOBEPEHNS JIMUHOCTU U3 CIIPABOYHMKA, SIBJISIETCSt MPOTOKOA Aoctyna K cnpaBouHuky (TTJIC), onpe-
nenennbiit 8 UCO/MBK 9594-5.

Merton cTporoit ayreHTU(UKaLK, ONpeleNeHHbIH B HACTOSILUEM CTAHAAPTE, OCHOBAH HA KPUIITOCH -
cTeMax Kjitoua o611ero rnons3oBaHus. [1aBHoe MperMyLIECTBO TAKMX CUCTEM COCTOUT B TOM, YTO CepTUdhM-
KaTbl MOJIb30BATE/NCI MOTYT XPAHUTLCS B CIIpaBOMHUKE B BUlE aTpUOYTOB, CBODOAHO YYacTBOBAaTb B OOME-
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He BHYTPM CHUCTEMBbI CIIPaBOYHHKA U MOTYT OBbITb MMOJy4eHb! MOJIb30BATE/IAMU CHPABOYHMKA TAKUM XKe
crocoboM, Kak | Jobast apyrasi iHdopMalus cripaBoyHuka. [Ipeanonaraercs, 4to cepTudUKaTh MONB30-
BaTeJsieii NOJKHBI (POPMUPOBATHCS «aBTOHOMHBIMU» CPEACTBAMU U BBOAMTLCS B CIPABOYHUK HX CO3/aTesisl~
MHU. BeipaboTka cepTH(PMKATOB MONb30BaTeNel BHIMOMHAETCS HEKOTOPHIMU aBTOHOMHBIMU YITOJTHOMOYEH -
HbIMU TI0 cepTudukaunn (YC), KoTopble NMOAHOCTBIO OTAEIEHbl OT areHTOB CUCTEMBI B clipaBoYyHMKe. B
4aCTHOCTH, TIOCTABLIMKAM CIPAaBOYHHKA HE MPEIbSBISIETCS HUKaKUX CTieLMalbHbIX TpebGoBaHuiA o 3anu-
cU WK oOMeHy cepTidUKaTaMU MOJb30BaTeNeil HAAEXXHbIM CI1OCOOOM.

Kpatkoe onucanue xpunrorpaduu Kitoya odLIEro noib3oBaHUs MpUBeaeHO B npuioxennu C.

B o01em ciyuae OCHOBBI ayTeHTU(MUKALUK HE 3aBUCAT OT UCTONIb30BaHUSI KOHKPETHOI'O aJiroprTMa
kpunrorpaguu, Ipy yCIOBUM, YTO OH 00J1afaeT CBoicTBaMU, NMpuBeAeHHBIMU B 7.1. TloTeHIMaIbHO MO-
KET ObITh UCIIOJIB30BAHO HECKOJIBKO PAa3IMYHBIX AIropuTMOB. ONHAKO [1Ba [10J1b30BATENs, XKE/IAIOLIME OCY-
LIECTBUTL ayTEHTU(HKALMIO, JOJLKHBl [IPUAEPXHUBATBCA OIHOTO W TOTO Xe WIFOPUTMA KpHUITOrpadui.
Takum o6pa3om, B KOHTEKCTe HAOOpa COOTBETCTBYIOLUMX NMPUKIIAAHBIX POrPaMM BbHIOOP OHOTO AJIOPHUT-
Ma MO3BOJIUT PACLIUPUTDb CEMEHCTBO NOJb30BaTENe, CMIOCOOHDIX K ayTeHTU(DHKALIMHN M HALIEXHOM Nepena-
ye. [Ipumep anroput™a xpunrorpaduu Kio4a odLWero nojb30BaHUS NMPHBEAEH B npuioxeHuu D.

To4HO TakKe /Ba MOJIb30BaTeNsl, KeNAOLIME OCYLIECTBUTh ayTeHTHHUKALMIO, AOJKHBI TTOXICPKH -
BaTb OIHY U Ty Xe xew-pyHkuuio (cM. 3.3f), ucnonbzyemylo npu GOpMUPOBAHHH YAOCTOBEPEHMI JINYHO-
CTH U MapKepoB ayTeHTUUMKauyn. OnAaTb-Taku, B IPUHLIMIIE MOXET ObITh MCMONB30BaH DS/l AIbTCPHATUB-
HbIX Xell-(PYHKLUWHA LIEHON yMEHbLIEHHUs YKCIA MoJb30BaTeNei, cnocoOHbiX K ayreHTHUKaiMu. KpaTtkoe
onucanue xeu-GyHKIUA NpUBedeHO B MpuioxeHuu E.

2 HopMaTHBHBIE CCHUIKH

B HacrosiilieM cTaHAApTe COMEPKATCSI CCHUIKH Ha C/IEAYIOLIME JOKYMEHTHI:

T'OCT P UCO/MBK 8824—93 NHbopMalimoHHast TeXHOJIOUs. B3anMocBa3b OTKpbITHIX cHcTeM. Crie-
HUbUKaLUA aGCTPaKTHO-CUMHTAKCHUECKOIM HOoTaumuu Bepcun oaud (ACH.1).

T'OCT P UCO/MOBK 8825—93 Cucremsl 06paboTku HGOpMaLu. B3anMOCBSI3b OTKPBITBHIX CUCTEM.
Crneunduxanrs 0a30BbIX MPaBU/ KOAUPOBAHHUSA I HOTALUMM aOCTPAKTHOIO CHHTAKCHCA BEPCHUM OAMH
(ACH.1)

I'OCT P UCO/MBK 9594-1—95 UHbDopMaLmoHHast TeXHONOrUA. B3aMMOCBA3b OTKPBITBIX CHCTEM.
Cnpasounuk. Yacts 1. ObLuee onuvcaHue NpUHLMIIOB, MOJEAEH U yCayr

IF'OCT P UCO/MBK 9594-3—97 UHbopmaunoHHas TexHONOTHsI. B3aMMOCBSA3b OTKPBITHIX CHCTEM.
CripaBouHuk. Yacts 3. Onpesenenne abcTpaKTHBIX yCIyr

I'OCT P UCO/M3BK 9594-5—97 UndopmMaLitoHHast TeXHONOrUs. B3aMOCBSI3b OTKPBITBIX CUCTEM.
Cnpasounuk. Yacts 5. Crnenudrkaunu nporokona

T'OCT P UCO/MDBK 9594-6—97 NubopMalilioHHAsS TEXHOIOTUSA. B3aMMOCBSI3b OTKPBITBIX CUCTEM.
CripasouyHuik. YacTtb 6. BoiOpaHHbIe TUIBI aTPUOYTOB

T'OCT P UCO/MBK 9594-7—95 VudopMallMOHHAS TEXHOIOTUSI. B3aMMOCBSA3b OTKPBITBIX CUCTEM.
CrnpaBounuk. Yacts 7. BeibpaHHble ki1acchl 00beKTOB

HNCO 7498-2—89* Cucremsl 06paboTki UHGbOpMaLUUK. B3anMocBa3b OTKphIThIX cucTeM. basosast sTa-
JIOHHast Mojenb. HacTb 2. ApXUTEKTypa 3allUThl MHDOPMALIUK

HNCO/M3BK 9594-2—93* UnbopmallMOHHasl TEXHOJIOTHA. B3auMOCBsA3b OTKPLITLIX cucTeM. CripaBou-
HUK. Yacts 2. Mozenu

HNCO/M3BK 9594-4—93* MndopmaunoHHast TeXHOIOTUSA. B3aMMOCBS3b OTKPBITEIX cucTeM. CripaBou-
HUuK. Yacrs 4. [Tpouenypsl pacrpeaeneHHbIX Onepanuii

NCO/MBK 9594-9—93* MHdopmauroHHast TexHONOTHSA. B3auMOCBSI3b OTKPBITHIX cucTeM. CpaBouy-
Huk. Yacts 9. JlyonupoBanue

* Opurunansl ctaHgaptos ¥ npoektoB MCO/M3K — so BHUMUKMU TNoccranmapra Pocenn.
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HCO/M3K 13712-1—94* indopmaLoHHad TeXHONOTUS. B3aUMOCBA3b OTKPHITHIX cHCTeM. YaaneH-
Hble onepauuu. Yacts 1. KoHuenuuu, Moaenb v HoTauus

NCO/MIK 13712-2—94* UHdopMaunOHHas TeXHONOTUA. B3aHMOCBS3b OTKPHITHIX CHCTEM. YIaaeH-
Hble onepauuu. Yacts 2. Onpenenenue ycayr CepBUCHOTO 3IEMEHTa YAAIEHHBIX ONepaLyii

3 Onpenenenns

3.1. B HacTosilieM cTaHZapTe MPUMEHSIOT CIIEAYIOIKME TEPMUHBI, onpeaenenHsie 8 TOCT P UCO
7498-2:

a) acummerpuuHoe (mmdpoanne);

b) obmen ayrenTudmKanmeii;

c) undopManus ayTeHTHQUKALHH;

d) KonduAeHIMANIBHOCTD;

€) yAocTOBEepeHne JHMIHOCTH;

f) xpuntorpagmus;

g) ayrenTH(UKANNA OTNPABHTENA JAHHBIX;

h) memmdponanne;

i) mmpposanue;

J) Kmow;

k) mapoab;

1) ayrenrndmkanus paBHONPABHOIO NOFHIECKOro 00bEKTa;

m) cummeTpmaHoe (mmdpoBanue).

3.2 B HacTosilieM CTaHIApTe MCMONb3YIOT CleAyiolne TepMUHBI, omnpeaenaentsie B UCO/MOK

9594-2:

a) arpuoyT;

b) undopmannonnas 6a3a CNpaBOYHMKA;

¢) nepeso uHGOPMALMH CTIPABOYHHKA;

d) areHT CHCTeMbI CNPABOYHHMKA;

€) areHT M0/Ib30BaTe s CNPABOYHHKA;

f) paznuumTeNBLHOE HMMSL;

g) 3amnmuch;

h) o0beKT;

i) KOpeHb.

3.3 B HacTosILLEM CTaHAAPTE MIPUMEHMUMBI CIIEAYIOLIUE OTPEACICHUS:

a) MapKep ayrentHduxkanun (Mapkep) — vHbopMalUus, repeaaBaeMasl BO BpeMs O6MeHa CTpOroit
ayTeHTUOUKAIMEN, KOTOpasi MOXeT ObITh MCMOIb30BaHA U AyTeHTH(hUKAIMA OTIPABUTENS

b) ceprudmkat nonan3osarens (cepTHPUKAT) — KIIOUM OOLIETO IOJL30OBAHUSA BMECTE C HEKOTODOit
Apyroit MHdopmauuei, K KOTopoit NpMMEHEHO WHdpoBaHue TUIHBIM KiltoyoM YC, BbIIaBUIUM
3Ty uHGOPMaUNIO;

C) YIOJTHOMOYEHHDIH O cepTHRPUKALMU — YIIOTHOMOUYEHHBIH, KOTOPOMY OfIMH WMJTH HECKOIBKO MOJIb30-
BaTeseil JOBEPSIIOT CO3/1aBaTh U NpUCcBauBath cepTudukaTbl. PakynsTaTBHO YC MOXET CO31aBaTh
KJIIOYM TOIb30BATENS,

d) myTth ceprudnkanun — yrnopsiioYeHHas IoclefoBaTeIbHOCTb CepTU(hUKATOB OOBEKTOB B AepeBe
nHpopmauuu cnpapoyHuka (AUC), koropasi MoxeT 06pabaThIBaThCSI BMECTE C KJIIOYOM 00LIero
MOJIL30BAHUSI HAYAJIBHOTO 0ObEKTa NYTH JUIS JOCTUXEHUSI KOHEYHOrO 00BeKTa MyTH;

¢) kpunrorpaduyeckas cucremMa (KpHOTOCHCTEMAa) — COBOKYITHOCTDb ITPeOOPa30BaHU MPOCTOroO TeK-
cTa B WKM(POTEKCT U 0OpaTHO, Ile KOHKpeTHoe(ble) mpeobpa3zoBaHue(sl) AOMIKHO(bl) UCTIONb30-

* Opurnnans ctanaaptos U npoektoB HCO/MBK — o BHUHKU Toccranaapra Poccun.
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BaThCs BRIOpaHHBIMY K1I0YaMHU. TIpeoGpa3zoBaHus 0ObIYHO ONPEAENISIIOTCS MATEMAaTHYECKUM /Iro-
PHUTMOM;

f) xemr-gpynkuna — GyHKUMS (MaTeMaTHUYeCKas), KOTOpas npeobpasyeT 3HaueHUs U3 GOnbloi (BO3-
MOXHO O4eHb 60NBILO0I) 00J1aCTH B 061aCTh MEHBIIIETO MacllTaba. «Xopollei» CUUTACTCS TaKas
xeuI-(pyHKUUs, pe3yabTaThl MPUMEHEHHUST KOTOPOi K (6onblIoMy) HaGopy 3HauyeHUil B obnactu
OyayT paBHOMEPHO pacIpefie/ieHbl (M OUEBMAHO Ha Cy4aiiHOI OCHOBE) MO BCEMY AMAMA30HY;

g) onnonanpapiennas ¢ynkmua — GyHkuust (MaTeMatu4eckas) f, KOTOPYIO J€rko BbIMUCAWTb, HO
[UTSL OOLIETo 3HaYeHUs ¥ U3 06nacTu 3Ha4eHMt GYHKUMIt TPYAHO BRIYHCAUTEAbHBIM MyTEM HANUTH
Takoe 3HaYEHUE X IIPU KOTOPOM f (x) = y. BO3BMOXHO CYLUECTBYET HECKOJNbKO 3HAYEHWH y, 1st
KOTOPBIX BBIYUCIIUTh X HECJIOXHO;

h) Kmoy odmero moab3oBanusa (B KPUNTOCUCTEME KIIOYeil OOIIETO MOJL30BaAHUA) — OOLIEU3BECT-
HBIA KJIIOY IMaphl KJAI0YEH M0JIL30BaTENs

i) MMYHBI KJN0Y (HE PEKOMEHIYETCS «CeKPETHBIN KIII0Y») — KITIOY Iapbl KJIOYei nojb3opareneil (B
KPUIITOCUCTEME KITIOUEN OOLUEro MOAB30BAHMS), U3BECTHHIN TOJBKO JaHHOMY MOJIb30BATENIO;

j) npocras ayreHTH(HKAIMA — ayTEeHTUDUKALMS, OCYIIECTBAsIeMAst MMYTeM Ha3HaY€HUS HPOCTOro

rnaposisi;

k) crparerns 3aumThl — Habop TpPaBMJI, YCTARHOBJIEHHBIX YIOJIHOMOYEHHbLIMU 3alUTHI, KOTOPbIE
YNIPABJISIIOT KCMOMb30BAHUEM U MPEJOCTABIACHUEM YCIIYT U CPENCTB 3aLUUTHI;

1) crporas ayremrndmkamus — ayTeHTHU(UKALMS, OCYLLECTBSIEMAas YAOCTOBEPEHUIAMU JIMUHOCTH,
MOMY4EHHBIMU KPUNITOTPahUYECKUM CTIOCOOOM;

m) JoBepue — B O0I1UEM Cllyyae OOUH JIOTUYECKUI OOBEKT MOXET COOOIIUTD APYTOMY JIOTKYECKOMY
0OBEKTY O «1OBEpUU», €CIU OH (MepBbIii OOBEKT) MCXOAUT U3 MPEATOJIOKEHHS O TOM, YTO 3TOT
JpYyroit JIOrHYeCcKUil 06beKT Oy/IeT BeCTH Ce6si B TOUHOCTU TaK, KaK OXUAAET MePBblii JIOFHYECKUit
001ekT. Takoe A0BEpHE MOXHO NIPUMEHSTD TONbKO JUIA HEKOTOPOii KOHKpeTHOM (yukuuu. Pons
KJIIOYa TOBepHsi B OCHOBAX ayTeHTU(MUKAUUN COCTOUT B OTPAXKEHWH B3aWMOOTHOUICHMI MEXIy
ayTeHTH(ULUPYIOIIHUM JIOTUYECKUM 00beKTOM U YC; ayTe HTHDULMPYIOLINIA JIOTHYECKH OOBEKT
IOJKEeH yOenuThCsl B TOM, YTO OH MOXeT J0BepATh YIONHOMOYEHHOMY IO cepTU(MUKALIMK B CO-
3JaHUM OEHCTBUTEIBHBIX M HAAEXKHBIX CEPTU(PHUKATOB;

n) NMOPAAKOBLIA HOMep ceprmduKaTa — 3HAUCHUE LIEJTOT0 YMCA, YHUKAJIHHOE MJs1 Bbigatoliero YC,
KOTOPOE HEBYCMBICIIEHHO CBSI3aHO C CepTU(UKATOM, BHTAHHBIM 3TUM YC.

4 Cokpamenns

ACC  — areHT CHCTEeMBI CIIpaBOYHUKA

AITIC  — areHT nojbp30BaTessl CIPAaBOYHMUKA

AUC  — pgepeBo HHGOpPMALIMK CTIPAaBOUHMKA

UBbC — nHbopmaumoHHas 6a3a cipaBOYHUKA
KKOTI — xpuntocucteMa KiIoya oGLIEro Mojab30BaHus
IMAC  — npoTokon AoCTyMma K CIpaBOYHUKY

yC — YNOJHOMOYEHHbIH N0 CEPTUDHUKALNU

5 Cornamenus

B HacrosiuieM cTaHmapTe 1oJ MOHSATUEM «CneluuUKanus crpaBoyHuka» ciaeayer nonumars 'OCT P
NCO/MOBK 9594-8, a nox mousTHeM «crieuubuKauy cnpaBoyHuka» — yactu 1—9 FTOCT P UCO/MBK
9594.

Ecnu s5eMeHTb! CIIUCKOB NMPOHYMEPOBaHbl (B POTHBOIOIOXHOCTb UCITONB30BAHHUIO feduca «-» UMK
OYKB), TO TaKMe DNEMEHTBI JOJIKHbBI PACCMATPUBATHCA KaK 1Al MPOLEAYpPHI.

O6o3HavyeHus1, UCMOIB3YEMbIEe B HACTOSILEM CTaHAApTe, IPMBEAEHB! B Tabnuie 1.

Mpumcuanune— Cumponnt X, X, X, u T. L. B Tabnuue 0603HaUaIOT UMEHA NOJIb3OBATENEH, & cUMBON | —
MPOU3BOJILHYIO MHbopManuio,
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Taonuual — O6o3Havyenus

O6o3HaueHHe Hasnauenue

X, Koy obwero nonas3oBanus (ronb3oBatens X )

X, JInuHBIN KJIOY (r1onib3oBaTens X )

X 1 ucdpoBanue HekoTopoit mHdDopmauun (I) ¢ ncnoab3oBaHMeM Kioua oBLIETO

NOJIE30BAHMA MOJb30BATENS X

X 11 Mudporanue (I) ¢ ucmonb30BaMEM JMYHOTO KJIOYA Moab30oBaTens X

X 1] Moanucs I nonssosaretem X. Otia Brimiouaet I, K KOTOPOit npUcoeanitelibl 3aLiH(-
POBaHHbBIE CBOAHLIE CBCACHHUS

VC (X) YHoa1oMoueHHEBIH 1o cepTudUKALIMU nofb3oBaTenss X
YC(X) (rae >y YC(YC(...npa3... (X))
X, &X > Ceptudukar nons3osatens X,, BBIAHHEBIA YNONHOMOUYEHHBIM MO CCPTUOUKALMY

nonb3oBarens X,.

Xl<<X2>>X2<<X3>> Lenouka cepTuuKaToB (MOXET MMETh MPOU3BONBHYIO JUTHITY), TAE KaXABIH 37c-
MCHT — 3TO CEPTHPUKAT VIS YNOJHOMOUYCHHOTO MO CePTH(PUKALWK, KOTOPBIA BblIACT
clefyloluil cepTUPUKaT. 310 GYHKUKOHAILHBIA SKBUBAICHT CJACAYIOILCMY cepTH(hU-
katy X, <X, , >. Hanpumep, obnananne A <<B>> B KC>> obecrnieunBacT Te K¢ BO3-
MOXHOCTH, 4T0 H A KC>>, a nMeHHo, crocobHocTh Haiith C | paiHoro A

X]n * X1<<Xz>> Onepaung pa3pepToiBaHUA cepTudUKata (WIM LEMNOYKH CepTU(UKATOB) sl U3-
BJIeUEHMS KJIIOYa OOUIETO MONB30BaHKs. DTO — WHPUKCHAS onepauys, rie JIEBbI ore-
paHJ — K04 OBILUETO MOAB30BAHUSA YHOTHOMOYCHHOTO 10 cepTrdyKaumu, a rpasblii
— cepTU(UKAT, BBIIAHHLIA YIOJHOMOUCHHBIM N0 cepTHduMKaunnu. B pesynbraTe nony-
YyaeM K04 OOLIETO I10Ib30BaHMA TOTO MOJib30BATENsA, CEPTHHUKAT KOTOPOro — npa-
BBIi onepana. Hanpumep:
A, * A <B>» B <C»

03HAYaEeT OMNEPALIMIO, UCIONB3YIOILYIO KIIIOU 001LEro MOAb30BAHMS [10IB30BATENs A LM
TMoy4eHUa Kiioda obuiero nomb3oBaHus B, nosbsopatens B u3 ero ceprudukarta ¢
NoC/eAyOIMM UCNo/Ib3oBaHeM B anga passepreisanus ceprudukata C, PesynabraTom
oTiepalnu ABAseTCs Koy obuiero noas3osanus C, nonssosatens C

A—-B Myte ceprucukauun or A Kk B, cdopmuposaHublit U3 LenoYKH cepTUUKATOB,
HaumHawowmics ¢ YC (A) KYC? (A)>> u zakanuusaowmiica ¢ YC (B) <B>.

TJIABA 2. HPOCTAA AYTEHTUDOUKALINA

6 Tlpouenypa npocroii ayreHTHUKALMU
TlpocTast ayreHTUdhMKaLMS TIpeJHA3HAUYEHA JUIS IPEOCTABIEHUSI JIOKATBHBIX MOJHOMOYMI HA OCHO-
B€ Pa3/IMYMTENILHOTO UMEHU TMOJbL30BaTeNs, IBYCTOPOHHE COMMAcOBaHHOrO ((hakylbTaTUBHO) Napons U
JNBYCTOPOHHETO [MOHUMAaHUS cr10cOGOB UCMONB30BAaHMS WM 00pabOTKM 3TOrO Mapois B Mpelesax OaHoro
peruona. Ilpocrast ayreHTH(hMKALMS NPpeAHAa3HAYeHAa B OCHOBHOM JIJIs1 JIOKQJILHOTO UCIIO/IbL30BAHUS, TO €CThb
751 ayTeHTU(UKAUUU PABHOMPABHbIX TIOMMYECKHUX 00beKTOB MexX iy onHuM ATTC u oqnum ACC unu mexay
apymst ACC. Tlpocrast ayTeHTUDHKALMUSI MOXET ObITL BRIMOJIHEHA HECKOJILKUMU CMIOCO0aMMU;
a) repenayei pasIUUYUTENbHOrO UMEHH NMonb3oBareas U (HakyJbLTATUBHO) Maposisi B OTKPBITOM (He-
3alUMILUEHHOM) TEKCTE IMONyYaTeNio 11 OLUEHKH;
b) nepegayedt pasTUYMTENBHOIO UMEHM MOAL3OBATENS, MAPOJISL M CAYYAHOIO YUCTA U/UAKU OTMET-
KOt BpEMEHM U BCEro TOTO, YTO 3aLUUIUEHO NPUMEHEHHMEM OJHOHANpaBAeHHON (PYHKLIWK;
C) Mepenayeit 3alUKLLIEHHOW uHbOpMALIMK, OMKMCaHHOM B b), BMecTe co CayyalHBIM MUCAOM M/WIN
OTMETKON BPEMEHU M BCErO TOTO, YTO 3ALUMLUIEHO MPUMEHEHUEM OJHOHAMPABACHHOMU GYHKLIMU.
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NDpuMedanus

1 He npembsiBnsieTcsi HUKakKux TpeOOBaHMIA K TOMY, YTOOBI NMPUMeHEHHUE OXHOHATIPABIEHHBIX QYHKUMM ObLIO
pa3THUYHbIM.

2 CurHaiusaliusi npoueayp 3alKILAI0IHUX Tapoaeil MOXET GBITh MOBOAOM IS PACLIMPEHUS JOKYMEHTA,

Ecnu naponu He 3allidlieHbl, TO MPEATIONAraeTcsl MUHUMANIbHAA CTeTEHb 3aLUTHL OT HECAHKLINOHU-
POBaHHOTI'O focTyna. DTO He JODKHO PACCMATPUBATLCS KAK OCHOBA YC/IYT 3aIUUTH. 3alllUTa pa3IndnuTeIbHO-
ro MMEHHU IOJIL30BATENS U MApOoIIst 00eceynBaeT GONBINYIO CTEMEHb 3aIUThI. AJITOPUTMBI, KOTOPHIE HOJIX-
HbI UCTOJIb30BATHCH [T MEXaHU3Ma 3alUThI, OObBIYHO He WHOPYIOTCA OOHOHANPABIEHHBIMU GYHKLUMA-
MU, KOTOpbIC OUeHb MPOCTHI B pealu3aliiy.

O6was nipoueaypa MpocToil ayTeHTUPUKALNY TIPUBEIE-
Ha Ha pucyHKe 1.

OHa cOCTOUT U3 CHEeNYIOUIUX 111aroB: Crpagounuk

1) momp30BaTeNs — OTIPaBUTENb A TIOCHUIACT CBOU pa3-

JIMYUTENILHOE UMS U TTAPOJNb II0JIb30BATENI0 — MOJY- 1
yarteso B;
2) nonb3oBaTens B noceutaer npeanonaraeMoe pa3anyu- ° e
TEJbHOE HMMS U I1apOoJib IMOJL30BaTENA A B CIIpaBoY-
HUK, [JIe TapoJib IPOBEPAETCS OTHOCUTENIBHO TOTO Ma- 4
poJisi, KOTOpbIH CcOXpaHeH B BUme aTpubyra nma-
ponbllonb3oBatesis B 3alMCHM  COPaBOYHMKA 1A Pucynok 1 — [Tpouenypa He3awmilueHHO#

TOAb30BaTENsT A, HUCHOJb3Yys OMEPALMIO CPaBHEHUS TPOCTOM ayTeHTUDUKALNHN
CIIPaBOYHUKA,

3) cripaBOYHUK TIOATBEPXKAAET MoNb3oBaTenio B (Mam oTpuuaer) AefCTBUTENLHOCTS YAOCTOBEPEHUS
JTUYHOCTHU;

4) pe3ynbTaT NOJOXHUTEBLHOM (VIIM OTPMIIATENTEHOI) ayTEHTUMUKAIIUN MOXeT ObITh IEpeNaH Moib30-
BaTeno A.

Camas mipocras dopMa ayTeHTUDUKALMH BKITIOYAET TOJNBKO 1ar 1, a Moc/ie NpoBepKH IMoJb30BaTe -
JieM B paznuuuTenbHOI0 MMEHU M NapOoJIa MOXET BBINOJHATHCA 1Iar 4.

6] Tenepauusg sallUIeHHON UgeHTudGUUUpYOMWENRN UHbOpMALUHU

Ha pucynke 2 npuBeneHsI ABa M0IX0Ia TeHEPaAIIMM 3alMILEHHON waeHTHdHUMPYIOLEH UHpOpMa-
UK. f, ¥ f, — 3TO ONHOHANpapJeHHbe QYHKUMH (ONMHAKOBbIE JIMOO pa3IMIHbIE) U OTMETKH BPEMEHH, a
CIy4aiiHBIE YUC/IA SIBISIOTCA (DaKyJIbTATUBHBIMHM U MOAYUHSAIOTCH JIBYCTOPOHHHMM COIIALLIEHHSAM.

3amqural
AA

Hapo_m. —

A

t1

A

>

A A V4

2 ) £, Jammra2

A
q2 >

0603Ha4YeHHA:

A = PasnuuuTeNbHOE MMS TTOJIB30BaTENA

t OTMeTKa BpeMeHHU

TMaponb? = naposb NoONbL3OBaTE/ST A

Q = CnyyailHble ykcna, ¢ GaKyIbTATUBHBIM CYETUHKOM

Pucynok 2 — 3aumineHHas npoctasd ayTeHTUUKaLMs
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62 Mpouenypa 3allUIMEHHON NPOCTON ayTeHTUPUKAUUYU
Ha pucynke 3 moka3aHa npoueaypa 3alllMIUeHHOX MPOCTOM ayTEHTH(HUKALIMH,
IMpouenypa 3almieHHON MpOCcTOil ayreHTU(hUKALUMY BKIIOYAET Clie-
AyOLIME WIArK (MePBOHAYANBHO MCHOJIBL3YIOIHME TOJBKO f):
I) monp3oBaTeNlb — OTHPAaBUTENL A ITOCBUIAET CBOIO 3alLULUEHHYIO
° Q uaeHTUuGUUUpyIOYyI0 MHGOpManmIo (ayTeHTH(dUKATOP 1) MoNIb30-
Batemio B. 3ammra obecneuyuBaeTcss NMPUMEHEHHEM OIHOHAIIPAB-
JeHHO# pyHKIMH (f)), KAK Ha PUCYHKE 2, TAe OTMETKAa BPEMEHH
Pcynox 3 — Ipoueaypa /WM cyvyaiiHoe YHCIo (MPHU €ro MCTIOJIB30BaHWH) UCTIOJIbL3YIOT-
AL LEHHO npocroi csl, yTOObl YMEHBIINThL OTBET U CKPHITH NMAPOIb.
ayTenTUdUKALUHN 3ammTa naposis Noap30BaTeNst A UMEET BUIL:
3ammral = f; (14, ql*, A, naposbA)
HUndopmaums, neperaHnas rnoap3opareiio B, umeer Bun:
Ayrenrudukaropl = ti4, qlA, A, 3aumral
ITons3oBaTenb B npoBepseT 3alMieHHYI0 WIeHTHOUIUpYoIyto WHGOPMALIMIO, npeuiarae-
MYIO TIONIB30BaTeieM A MyTeM CO3MaHus (MCIOMb3ys PasIMINTENILHOE UMA U (haKyJbTaTHBHO OT-
METKY BPEMEHH U/WIH CAyJaifHOe YHCIIO, OOeCIIieYnBaeMble MONb30BaTeIeM A, BMECTE C JIOKAJb-
HOM KOITUEH Mapossl MoJb30BaTeld A) JIOKAIBHOW 3aHIMIIIEHHOW KOIMMM T1AapoJisl noJjib3oBarens A
(8 Buge 3amural). ITons3oBarens B cpaBHMBaeT uaeHTHOUIMpYIOIy0 HHpopMaLuio (3anmral)
C JIOKQJIbHO CO3JaHHBIM 3HaYEHHEM;

2) nonap3oBarens B moaTBepXaaeT Noab30Baremo A (WIM OTpUILIAET) HAUTUYHNE 3aLUHMILEHHON HAEHTH-
dunmpyloneit undopmaimm.

C 1menplo mpefoCTaBICHUs OOJTBIIEH CTEITEHM 3aIUTHI TIPOLICAYPA MOXET OBITh U3MEHEHA MYTEM HC-

nonp30Banust GyHKUMiA £, ¥ f,. OCHOBHBIE OTIIMYMSA COCTOST B CIEAYIOLIEM:

1) A nocsutaeT B JOMOMHUTENBHO 3AIMIICHHYIO HACHTUGHIMpYIowyio napopmaunio (AyreHtudu-
Katop2). [lonoHUTeNbHAS 3alATa JOCTUTACTCS MYTEM NMPUMEHEHMS Janee ONHOHATpaBIeHHOMN
dbyHKUMH f,, KaK NOKa3aHO Ha pucyHKe 2. [Tocnenyromas 3amumra MMeeT BUA:

Samura2 = f, (124, q24, 3ammural)
WNndopmauusa, nepegaHHas B, umeet Bun;
Ayrentndukarop? = tlA, 124, ql4, q24, A, 3ammra2
[Ipy BEIMONHEHUM OMepallil CpaBHEHHS B reHepupyeT JIOKANbHOE 3HAUEHUE NOTIOHUTEIBHO
3aIIXILEHHOTO TapoJisl U CPAaBHHUBAET €T0 ¢ 3HaueHWeM 3auuTa2 (B NPUHLUMIE 3TO AHAJIOTUUHO
wary 1 B 6.2).

2) B noaTeepxaaeT Wik OTpULIAET VISl A BepUdUKAIIMIO 3allUILEeHHON UIeHTHDuLMpYIoeit nHpop-

Maluu.

ITpuMeuanue — Ipouenypsl, onuchbiBacMble B 3THX MyHKTAX, ONPEACICHBI B MOHATHSX 110J1630-
Bateneil A n B. IlpuMeHuTensHO K cmpaBouyHMKy (onpeneneHHoro B 'OCT P UICO/MBK 9594-3 u
NCO/M3K 9594-4). ATIC moxer 651Th puBsizaHa kK ACC nonb3oBatens: B; kak BapuaHT, nob3oBarencM A
MoxeT 6b1Th ACC, cBsizaHHEIN ¢ ApyruM ACC nons3oBarens B.

63 Tun atpubyTa «napoab NOAL3OBATEJ I

OTOT TUI aTPUOYTA COAEPXKUT Mapoib 00beKTa. 3HaUCHHME aTpUOyTa IS NTAPOJIA MOJIB30BaTENsA — 3TO
CTpOKa, Ompe/ieieHHas O0BEKTOM.
userPassword ATTRIBUTE =
WITH SYNTAX OCTET STRING (SIZE
(O .. ub-user-password))
EQUALITY MATCHING RULE octetStringMatch
ID id-at-userPassword }

TJIABA 3. CTPOTAA AYTEHTUDOUKAITUA
7 OcHoBbl CTPOroii ayTeHTHPUKATUH

IIpuHATHIA B HacTOsILUEN crielHbUKALIMY CIIPABOYHUKA MOAXO0H K CTPOTOH ayTeHTU(hUKAIMX OCHO-
BaH Ha MCIOJ1b30BaHUM CBOMCTB CeMENCTBA KPUNTOTPA(PUIYECKUX CUCTEM, U3BECTHBIX ITOJI HA3BAHUEM «KPHTI-
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TOCHCTeMB! Kitoya obiuero nonb3opaHus» (KKOIT). Takue KpUNTOCHCTEMBI, OIIUCHIBAEMbBIE TAKXKE KakK
aCMMMETPHUYHbIE, MCIOIb3YIOT Mapy KIIIOYeH, OMMH — CEeKpEeTHBIH, a Apyroi — OOGINEro MOJL30BaHUS
BMECTO OJHOTO KJII0Ya B COOTBETCTBYIOLIMX KPUIITOTpaPUIECKUX CUCTEMAX.

B nmpusoxxeHuu C MpUBEAEHO KPAaTKOE OMUCAHME TAKUX KPUIITOCUCTEM M CBOMCTB, KOTOpbIE AEIAIOT
YX TIONIe3HBIMM MPU BHIMIONMHEHUM ayTeHTUdukauun. s toro, yrobst KKOIT Mormu ucnonb3oBaThbes B
HACTOSs1llee BpeMsl B OCHOBAX TaKOii ayTeHTU(HUKALMKM, OHU AOJKHBI 001aaTh TAKUM CBOMCTBOM, UTOOBI
npy WKM$pPoBaHUY UCHOJB30BAIMCh, 00a KIIOYa KJIIOYEBOM IMApBI, TO €CTh, YTOOBI AN Aeluu@poBaHus
VICIIOJIB30BAJICS JTUYHBIN KIIIOY, €CJIM K04 0BIIero Mojb30BaHMUs YK€ IIPUMEHEH, ¥ UCITOJIb30BAICS KITHY
o61Lero MoIb30BaHUs, €CTH JIMYHBIA KIIOY yxe npumeHeH. Jlpyrumu cnosamu, X * X = X * X, tae
X,/ X — byukunu 1wuudposaHus / nemnpoBaHus, UCTOJIL3YIOLIKE KTIOY OOLIETO MOJb30BAHUA / JIHY-
HBIT K104 noab3oBaressa X.

IMMpumeuaHue— B OoynylieM BO3MOXHO BBeAcHUE APYTUX JOTONHUTENbHBIX THITOB KKOII, KoTopsie He
JIOJKHBI Tpe6OBAaTh TAKOTO CBOMCTBA MEPECTAHOBKY M KOTOPHIE MOTYT ObITh MOAAEPXAHBI 3TOM crenMpUKAIIMENR CIipa-
BOYHHUKA 6e3 0COOBIX U3MEHEHU .

DTU OCHOBBI ayTeHTU(DUKALUH HE ITPEIITUCHIBAIOT UCITONBb30BAHUS KOHKPETHOM KPUIITOCUCTEMBI. 3a1aya
COCTOMUT B TOM, YTOOBI 3TH OCHOBHI MOTIM ObITh NPUMEHUMB! K NI000I NPHEMIEMO KPUIITOCHCTEME
KJII0Ya 0011Iero Moab30BaHUst M TEM CaMbIM ITOMAEPXKUBAIM H3MEHEHHUS B UCIOb3YEMbIX METOMAX, BO3HHU-
KalolllMe B pe3ylbTare JaNbHEMIIMX YCOBEPLIEHCTBOBAHUI B KPUINTOTpabUH, MATEMATUYECCKHUX METOIAX
WM BBIMUCIIUTENBHBIX BO3MOXHOCTAX. OMHAKO /Ba 0J1b30BATEIS, XKeNAWNUe OCYLIECTBUTh ayTeHTUdMKA-
LUMI0, IOJXHBI AN MPaBWIBHOTO €€ BBIMONIHEHHS MOMAEPXHBATh OAVUH U TOT Xe Kpunrorpadbuyeckuil
anroput™. Takum oGpa3oM, B KOHTEKCTe HaGopa COOTBETCTBYIOLUMX MPUMEHCHUIT BHIOOP eIMHCTBEHHOTO
ITOPUTMA JOIKEH 00ECNEeYuTh pacHIMpeHHe 00LIeCTBa MONb30BaTeNe, CIIOCOGHBIX K OCYILECTBICHUIO
ayTeHTU(hUKAIUK U 00eCIeYeHUIO 3allulieHHOro ooMeHa. [TpuMep KpunrorpadhMyecKoro anropuTMa npu-
BedCH B NpUmoxeHuu D.

AyTeHTU(DHUKALIMS pacCUUTaHa Ha JI060ro Moib30BaTesl, 06a1al0LIET0 YHUKAJILHBIM Pa3ftinyuTe N b-
HBIM MMeHeM. 3a pacripefe/ieHUe pasINYUTE/IbHbIX UMEH HECYT OTBETCTBEHHOCTb YMOJHOMOYEHHbIE MO
NPYUCBOEHNIO UMeH. [1o3TOMY KaXmblif TOJIb30BaTe/lb JOMKEH JOBEPUTDH YITOJHOMOYEHHBIM TI0 NPUCBOE-
HUIO UMEH IPaBO HE BblIaBaTh AYOAUKATHI PasMTUYUTENbHBIX UMEH.

Kaxnawiit monb3oBatens UASHTU(HIMPYETCA Ha OCHOBE BIIaJleHUS JIMYHBIM KJI04oM. JIpyroit ronb3o-
BaTeJib MOXET OTPEHENUTh, OONAAAeT U €ro mapTHep Mo 0OMeHy JTHYHbBIM KII0YOM, U MOXET UCHOIb30-
BaTh 3TO IS MOATBEPXACHUS TOTO, YTO MAPTHEPOM IO OOMEHY NEHCTBUTENHHO SIBNSIETCS JAHHBIIA T10J1b30-
Barenb. JIoCTOBEpHOCTh 3TOTO MOATBEPXKICHUS 3aBUCHT OT JIMYHOrO KIIIOYA, SIBISIOLLErocst KOH(MUIEH M-
AIbHBIM IS TTOJIb30BATES.

Hnst Toro, 4YToOBl MOBL30BATENlH MOT OINPENEINTb, YTO MAPTHEP MO 0OMEeHY 06afaeT IUYHBIM KITI0-
YOM IpYroro 1nojib30BaTes, OH JOJIXEH caM 001aaTh KJIIOYOM OOIIEro MoMb30BaHUS 3TOr0 NONb30BaTENs.
Ecnu npoueaypa mosjtydeHUs 3HaYeHHUsI KJII04ya obIIero Iojib30BaHUs: HEOCPEACTBEHHO U3 3aMTMCH T10J1b30-
BaTeJsl B CIIPABOUYHMKE SIBSIETCS OOCTATOYHO IPSAMOJMHEHHONM, TO TIpOBEpKa e€ro NMpaBUJIbHOCTH Oonee
rpobiaemaTuuHa. CyLIeCTBYET HECKOJIBKO CIIOCOOO0B pellleHusI 3TOi NpodiieMbl: B pasaeie 8 onucaH mnpo-
LIECC, C TIOMOLIUBI0 KOTOPOTO KIIOY OOHLIETO MOJIb30BAHMS MOXET ObIThb IIPOBEpEH MyTeM oOpallleHUs! K
CTIpaBOYHUKY. TakKoil MpoLecc MOXET AeHCTBOBATL TOJNILKO B TOM CJIy4ae, eCJTU MeXAy MOJIb30BATEIsIMH,
HY>XAAIOIUMUCS B ayTeHTU(GUKALHN, CYLUECTBYET HENpPEPHIBHAS HETOYKAa AOBEPUTENABHBIX TOUEK B CIIpa-
BOYHMKe. Takas Lernoyka MOXeT OBITh MOCTPOEHA NMyTeM HAeHTUhUKAUMM OOLIEH TOYKW OOBEpMs. DTa
of11as ToykKa MOMXKHA ObITh CBSI3aHA C KAXIBIM I1OJIb30BATE/IEM HEMPEPHIBHOM LEMOYKOM HOBEPHTEIIBLHBIX
TOYEK.

8 IToayyenue Kiar04a o0LIero moJib30BaHKA

Jns Toro, 4TOOBI M0J1b30BATENb JOBEPSLT MPOLEAYPE ayTeHTUDUKALIMY, OH JOMKEH MONYYUTh KoY
O01IETO MMOJIb30BAHUSI APYIHX I10JIb30BaTENeH OT MCTOYHUKA, KOTOPOMY OH JA0BepsieT. Takoil MCTOYHUK,
Ha3blBa€Mbli YITONHOMOYEHHBIM 10 cepTudukauun (YC), nna cepruduxkauum Kioya oGUETO Moab30Ba-
HHUS UCIIONB3YET AITOPUTM KITIOUa 001ero noib3osaHus. CepTudukar, hopma KOTOpOro OyaeT onpenesie-
Ha HUXE B 3TOM paszjie/ie, 001a1aeT ciaeayoWMMH CBOUCTBaMU:

- o601 10/1b30BaTENb, UMEIOLMI JOCTYNl K KJIIOYY OOLIEro I10J1b30BAaHUS YMOJHOMOYEHHOTO MO

cepTudUKALIMH, MOXET BOCCTAHOBUTDL KJIIOY OOLLUErO MONB30BAHUA, KOTOPbI Oblil ITOATBEPXKIEH;
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- HUKTO APYIroi, KpoMe YIIOJIHOMOYEHHOTO TI0 CEPTH(HUKALMM, HE MOXET U3MEHUTh cepTUdUKaT 6e3
TOTO, YTOOKI 3TO He OBbLIO OGHAPYXeHO (cepTHGhUKATH HEMOMIENBHBI).
ITockonbKy cepTHhHKATbl HEMOALENBHBI, UX MOXHO CAENATh OOLUENOCTYTHBIMH, TIOMECTUB B CIIpa-
BOYHUKE 6e3 HEOOXOAMMOCTH MPUHSTUS CIIeUUaJIbHBIX Mep TI0 UX 3allUTe.

IlpumMeyaHwue— XoTd YNOJHOMOYEHHbIE 110 CePTU(UKALMHM HEIBYCMBICIECHHO OMpPEAENeHbl M0 MX
pasnuuutenbHbIM UMeHaM B IUC, 5To ewie He o3HAYAET HAMYUE KAKOIO-TMO0 B3aMMOOTHOILEHHUST MEXIY OpraHu3a-
mueit CY u JJUC.

VIOTHOMOYEHHBIH TI0 cepTHdOUKALIMY cO3IaeT CepTHOUKAT MOB30BaATES, TIOAMKUCHIBAS (CM. pas3ien
9) cobpaHHyo HHGOPMALIUIO, KOTOpAsl BKIIOYAET pa3TUuUTeIbHOE UMS MTOJIB30BATENS U €I0 KJII0Y OGILEro
MOJIB30BAHUS, a TaKXKE (HaKynbTaTMBHBIA YHUKAJIBHBIN MAEHTUGhUKATOP, copepXKauluil JOIOIHUTENBHYIO
“HbOPMALIMIO O ronb3oBaresie. TouyHas (opMa COAEPXKUMOTO YHUKANbHOro MAeHTH(HUKATOPa 34eCh He
OIpenensieTcsd U OCTABI€HAa HAa YCMOTPEHHE YIIOTHOMOYEHHOTO 10 CepTU(hUKALIMM; OHA MOXET MMEThb BU,
Hanpumep, UaeHTUOUKATOpa 00BEeKTa, cepTUdUKara, AaThl WAM HEKOTOPBIA ApPYroil BUA cepTUdUKATa
[IOCTOBEPHOCT/ Pa3NIU4YUTEIHHOTO UMEHM. B 4acTHOCTH, cepTUMHUKAT I10Jb30BATENA C PA3TUUUTETLHBIM
MMEHEM A U YHHUKAJIBHBIM UACHTHUGUKATOPOM YA, CO3TaHHBIN YMOJTHOMOYEHHBIM IO CepTUDUKALNU C
umeHeM YC M YHUKQIBbHBIM uaeHTUGUKaTOpoM YYC, uMeeT BUL:

YC KA>» = YC {B, [IH, HA, YC, YYC, YA, A, A, TA},

rae B — Bepcus ceptudukara, [IH — nopsinkoBeiil Homep ceptudukata, MA — naeHTUhOUKATOP aIroput-
Ma, UCIIONB3yeMblii ISl moanucaHus ceprudukara, YYC — dakynbTaTUBHBIN YHUKANBHEIN UASHTH(DUKA-
Top YC, YA — (baKkynbTaTUBHBIA YHUKaNbHBIA HAEHTHOUKATOP monb3oBaress A, TA ykasbiBaeT Bpems
JNEUCTBUS cepTUdUKATa U COCTOMT M3 ABYX AAT: Hayajla M KOHLA AeicTBus ceptudgukata. [Tockonbsky TA
MOXET U3MEHSATHCS HE yallle, YeM 4uepe3 24 4, mpearonaraercs, YTo CUCTEMBbI JOJKHbI MCIONB30BaTh B
KayecTBe 6a30BOTO STAJIOHHOTO BpeMeHU BceMupHoOe KOOpAMHMpPpOBaHHOE BpeMs. JleiicTBUTENbHOCTD TIOA-
MUCH Ha CepTU(dUKATE MOXKET OBITh POBEPEHA JTIOOBIM 110JIb30BaTeNeM, Halomum CY . Jins npencrasie-
HUSE CepTUDHUKATOB MOXET ObITh MCIIONB30BaH CleAyOLMid TN faHHbIX ACH.1:

Certificate ::= SIGNED{SEQUENCE {
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,
validity Validity,
subject Name,

subjectPublicKeyInfo  SubjectPublicKeyInfo,
issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
- - MPU €ro HATMYMK, NOIKHA ObITh BepCUs v2
subjectUniqueldentifier {2] IMPLICIT Uniqueldentifier OPTIONAL
- - NMPU ero HaM4YWM, JOJKHA OBbITh BepcHs V2 - - }}

Version : : = INTEGER {v1(0), v2(1)}
CertificateSerialNumber = INTEGER
Algorithmldentifier ::= SEQUENCE {
algorithm ALGORITHM. &id ({SupportedAlgorithms}),
parameters ALGORITHM. &Type ({SupportedAlgorithms}

{Algorithm}) OPTIONAL }
- Onpenenenne cneayiolero HaGopa MHOOPMALMOHHBIX 0OBEKTOB OT/IOXEHO, BO3MOXHO, 10 pa3-
- pabOTKH CTAHIAPTH30BAHHALIX MPOMHICH WX 3asBOK O COOTBETCTBHMH peanu3aluM TPOTOKOINY.
- Takoit HaGop HeOOXOAMM JUIA onpenelleHus TaGMULbl OTpaHUYEHUI HA KOMITOHEHTY «MapaMeTp»
- arpubyra AlgorithmIdentifier.

- SupportedAlgorithms ALGORITHM ::= {.. .}
Validity Do SEQUENCE {
notBefore UTCTime,
notAfter UTCTime }
SubjectPublicKeylnfo ::= SEQUENCE {
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algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING }

[IpumMeuaHue— B cnydadax, korna pasnuuUTeIbHOC UM MOXCET OBITh MOBTOPHO HA3HAYCHO APYroMy
TOJIL30BATENIO YIIOJTHOMOYESHHBIM O MPUCBOEHUIO UMeH, YC MOTYT UCII0JIb30BaTh YHUKAIbHBIA MIEHTH(DUKATOP pas-
JIMYEHHS] UMEH TP MHOTOKPATHOM MCIO/b30BaHUM. OZHAKO, €CIY OHOTO U TOTO X¢ MONb30BaTENs cepTUdHKaTaMu
obecneynBaloT Heckonbko YC, pekomeHayercs, utobs YC KoOpaIMHUPOBAIN IPUCBOEHNE YHUKAIBHBIX MAEHTHDUKA-
TOPOB B NpPOLIECCE BHIMOJHEHUA TIPOLIEAYD MO PErUCTPALIMK MOJIb30BaTeNel.

3anuch cripaBOYHKMKA KaXAOro IMOIb30BATENS A, y4acTBYIOILETO B CTPOrOif ayTeHTHOUKAIMH, COAeD-
XKUT cepTHdhUKaT(p) A, Takoit cepTHGhUKAT CO3MAETCS YITOMHOMOYEHHBIM 110 cepTUGhUKAIMK ITO/1B30BaTE -
ns A, aBistioIMMces JiorudeckuM obbrexToM B JJUC. YionmHoMoueHHbI 110 cepTUdHKALMU [TOIb30BATENS
A, XOTOpbII MOXeT OBITh HE YHUKa/IBHEBIM, 0603HavaeTcst YC(A), wiu npocto YC, ecnn A mogpasyMeBa-
ercs1. [ToaTomMy K04 00IIETO [MO/IB30BAHUS TOJIb30BATENs1 A MOXET OBITh OTKPBIT JIIOOBIM M0JIb30BaTe/IEM,
KOTODBII 3HaeT KoY obuiero nmonp3oBanus YC, TakuM o6pa3oM, MNpolecc pacKpHITUS Kioyel obLIero
TOJIb30BAHUS SIBJISIETCSI PEKYPCUBHLIM.

Ecnu nosip3oBatens A, MbITasCh MOMYYNUTH KIIIOY OOLIETO MMOJIb30BAHMS MOIb30BATENs B, yXe mnojy-
g1 Koy obiuero nons3opaHust YC(B), To mpouecc 3akaHuuBaercs. s Toro, 4To66l A MOT NONY4YHUTb
K104 061ero monp3opaHust YC(B), 3anuchk cripaBoYHMKA KaXa0ro yIIOJTHOMOYEHHOIO 0 CepTUhMKAUMN
X comepXuT HECKOJIbKO cepTUdhHKaToB. CylllecTByeT IBa TUIlA TaKuX ceprudukaros. K mepsomy tuny or-
HOCATCSI CPOYHBIE CepTUDUKAThI X, CO3AaHHBIE APYTUMH YIIONHOMOYEHHBIMY 110 cepTrduxkauuu. Ko Bro-
poMy — peBepCHUBHBIE CepTUDUKATH, CO3AAHHBIE CAMUM X, KOTOpBIC SIBISIOTCS 3aBEPCHHBIMU OOLLUMU
KIIOYaMU JPYTHX YIIOMTHOMOYEHHBIX 1o cepTidukanuu. Hamnuue Takux cepTUhUKATOB MTO3BOAET I10JIb30-
BaTEJIIM CTPOHUTH MYTh CePTUGUKALNH OT OAHON TOUKHM K APYTOH.

Cnucok cepTuduKaToB, HEOOXOAUMBIH TSI TOTO, YTOOBI KOHKPETHBIN MOJIb30BaTEh MOT MOJAYYMTh
OOLUMIT KITIOY APYTOr'o IOTL30BATENs, HA3BIBACTCS «ITYTh CepTUGhHKAIUN». KaXIplii 3JIleMEHT TaKOro Ciucka
SIBAAETCS CEPTHOUKATOM YMOTHOMOYEHHOTO M0 CEpTU(MKALUU CIAEAYIOLETo 3JeMeHTa B crucke. IyThb
cepruduxkauuu ot A K B (0603HayaeMuiit A —> B)

- HayMHaeTcs ot cepTudukaTa, coznanHoro YC (A), a umeHHo, YC (AY<<X!>> 1na HeKoToporo

Joruyeckoro obnexra X!;

- IPOJOIIKAETCA MOCHeayoUMMU cepTdukatamu Xi <KXi+ 13>,

- 3aKaHyuBaeTcs ceptudukarom B.

Jloruuecku nyTh ceprudukanu GopMUPYET HEMPEPBIBHYIO LIEMOYKY JOBEPUTEILHBIX TOYEK B IEPEBE
MHOOPMALITK CIIPAaBOYHUKA MEXIY JABYMS MOJNb30BATENAMHU, XeJAIOIUMMI BBEITONHUTH AyTEHTHOUKALIMIO.
Tounmit MeTon, NpuMeHsieMblil nonb3oBatensasMu A u B juis nonydyeHus nytu ceptudukaumum A — "B u
B — ~A, MoxeT uaMeHsTbesd. OQUH U3 CIToco60B, BEAYIIMX K YIPOILEHHUIO, COCTOMT B TOM, YTOOBI ITOCTPO-
UTh Hepapxuio YC, cosnanaroutyio ¢ uepapxueit JIMC nonHoctsio iy yactnuHo. IlpeumyinecTBo Takoro
MOX0AAa COCTOMUT B TOM, 4TO ITONIb30BaTeld, uMetole YC B MepapXvuy, MOTYT, UCIIONb3YS CIIPABOYHUK,
YCTaHOBUTb MeXAY HUMH MyTh cepTudrKamnu 63 Kakoi-n11ubo npeapapurenbHoit nHGopManuu. s toro,
YTOOBI AOCTHYb 3TOTO, KAXNBI TaKoil ¥YC MOXeT XpaHUTh ONMH CepTHUMHKAT U OOUH PeBEPCUBHBIN CEPTH-
dukar, npenHa3HaYeHHBIH IS TIEpeAayy cBoeMy crapiuemy YC.

CepTtHdHUKaThl XpaHATCS B 3aMUCAX clipaBoyHKKa B Biae atpudyTtoB Tuna UserCertificate, CACertificate
u CrossCertificate Pair. 9tu TUIIBI aTpUOYTOB M3BECTHHI CITPABOYHUKY. Takue aTpuOyTHl MOTYT HEHCTBOBATD
MIPH UCTIONIb30BAHUH TEX XK€ OIlepalitii NPOTOKOMA, KOTOPbIE UCMONB3YIOT Apyrue atpubyTel. OnpenencHus
3TUX TUIIOB MpUBeAcHSBI B 3.3; crieurduKauus 3TUX TUNOB aTPUOYTOB UMEET CIIEAYIOMMNHA BUI:

userCertificate ATTRIBUTE : : = {
WITH SYNTAX Certificate
ID id-at-userCertificate}
cACertificate ATTRIBUTE : : = {
WITH SYNTAX Certificate
ID id-at-cAcertificate}
crossCertificatePair ATTRIBUTE : : = {
WITH SYNTAX CertificatePair
ID id-at-crossCertificatePair}
CertificatePair : = SEQUENCE {
forward  [0] Certificate OPTIONAL,
reverse m Certificate OPTIONAL
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- - JIo)kHa UMEeTh MECTO, MO MEHbIUEeH Mepe, OAHA U3 Iap - - }

ITonp30BaTesIb MOXET IMOMYYUTh OOWH WM HECKOJNBKO CepTH(HUKATOB OT OAHOTO MJIM HECKOJIBKHX
YNOJIHOMOYEHHEIX 10 cepTHdUKanuu. KaXablit cepThUKAT HOCUT UMsI TOTO YITOJIHOMOYEHHOTIO MO CEPTU-
¢dbukanuu, KoTopelii ero Bblgai. [Ins npeacTapieHUs cepTUGhUKATOB M MYTH CEPTUGUKALUU MOTYT ObITh
UCIIOIL30BaHKb! ciieayloline Tumnbl gJaHHbIX ACH.1:

Certificates = SEQUENCE {

userCertificate Certificate,

certif icationPath ForwardCertificationPath OPTIONAL }
CertificationPath = SEQUENCE {

userCertificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL }

Kpome Toro, st npeacTaBieHUs] CPOYHOTO MYTH CEPTUDUKAIUU MOXET OBITH HCIIONB30BaH CEAYIO-
it Tan gaHHeix ACH.1. DTa KOMIIOHEHTa COMEPXHUT MyTh CepTU(MUKALMM, KOTOPhIiA MOXET IIPUBECTH
00paTHO K OTIPAaBHUTENIO.

ForwardCertificationPath :: = SEQUENCE OF CrossCertificates

CrossCertificates ::= SET OF Certificate
81 OnTuMHU3aUUg KONHYEeCTBAa HMHPOpPMAUMH, NONYYEHHOUN U3
CIpaBOYHHUKA

B o61eM ciygae, mpexae YeM oJIb30BaTelIM BHIIONHAT B3aNMHYIO ayTeHTH(DHUKAIMIO, CIIPABOYHNK
JOJDKEH BBHIMOJIHUTD MOJIHYIO CepTH(hUKAIIMIO ¥ BRIAATh MYTh ayTeHTUdUKay. OQHAKO IMPaKTHYECKN 06beM
MHGOpMAINK, KOTOPast JOJKHA OBITh MMOJyYeHA U3 CIIPABOYHHMKA, MOXET ObITh CBEACHA K KOHKPETHOMY
CeaHCy ayTeHTU(UKALMH CIEAYIOHIMM 00pa3oM:

a) ec/iy 1Ba MOJIb30BATEJIS, XKEJIAIOUIMe BHIOIHUTD ayTeHTHGhUKAIMIO, OGCIYXHBAIOTCS OAHUM M

TEM K€ YMOJIHOMOYEHHBIM MO CEPTH(UKAIMHU, TO MYTh CEPTUMUKALMY CTAHOBUTCS TPUBHAJIb-
HBIM, Y TOJB30BaTENMM CaMU HENOCPENCTBEHHO CEPTHMUUIMPYIOT APYT ApYTa;

b) eciiu YC nionb3oBateieil pacrooXeHbl UEPAPXUUYECKH, TO MIOJIB30BaTe/b JOJDKEH XPaHHUTh KITIOUH
00LIero MoNb30BaHUS, CEPTU(MKATEI ¥ IMOBTOPHBIE CePTUGUKATHI BCEX YITOJIHOMOYEHHBIX MEXIY
nons3oBaresieM 1 KopHeM JUC. O6b19HO 3TO TpeOyeT OT MONb30BaTeNsd 3HaHUs Kitroueil oduiero
TIONB30BaHUA U CePTUGUKATOB TOJBKO TPEX WM YETHIpEX YIIOMHOMOYEHHBIX MO CepTHOUKALIMH.
TIpu 3TOM NMOJIB30BATEIO TOTPEOYETCS TOABKO MOJYYHUTh MYTh CEPTUMOUKALIMHM OT OOIIE TOYKU
JIOBEpUS;

C) €CJIM TI0/Ib30BaTellb YaCTO CBSI3BIBAETCSA C JPYTUMHM IOJIB30BATEISIMM, MOTyYUBIIMMH cepTuduka-
ThI OT JIPYroro KOHKpeTHOoro YC, To I TOro yTo0bl TAKOU MOIB30BATEb MOT Y3HATH IIYTh CEPTH-
dbukauuu K 3roMy YC 1 06paTHBIiA TIYTE OT HErO, eMY HeOOXOAMMO TOJIBKO TONYYHTE cCepTUdUKaT
JIPYTOro MOJIb30BaTeIs U3 CIIPaBOYHUKA,

d) ynonHoMo4YeHHBIE 110 CepTUUMKALIUK MOTYT IIEPECEKAThCS APYT C APYrOM IIPU BhIIaye CepTUDU-
KaTOB Ha OCHOBE JIByCTOPOHHETI0 corylanieHus. Pe3ynpTaToM sBisieTcs Ooee KOPOTKUMA ITYTh Cep-
TUduKanuu;

€) ecay ABa MOJIb30BaTeNsT B3aMMOIENCTBOBAIX A0 BTOr0 M 3HAIOT CcepTU(hHUKATHl APYT Opyra, OHU
MOTYT BBHITIOJTHUTH ayTeHTHUGMUKALIMIO 6€3 KaKoro-aubo oOpallleHus K CIIpaBOYHUKY.

B n1060m ciyyae, onpenenis cepTudUKaTh APYTHX U3 MyTH CepTUGUKALINY, T10JIb30BATENN JOJIKHBI

MPOBEPUTH NEHCTBUTENBHOCTE NOMYYEHHBIX CEPTUHhIKATOB,

82 MMpumep

Ha pucynke 4 npusenen runoretnyeckuit npumep pparmenra JUC, rae YC o6pasyoT vepapxmio.
Cyuraercs, yro KpoMe uHbopmauuu, npuseneHHoi B YC, KaxXABIA 10/1b30BaTeNb 3HAET K04 OGLIETO
ITOJIB30BAHUSI CBOETO YIIOJIHOMOYEHHOTO 110 cepTUHMKALIMY, CBOM COOCTBEHHBIE KITIOY 0011(ero IMoTh30Ba-
HUA 4 JIUYHBIA KIIOY.

Ecin YC nonb3oBareneil pacnonoxeHsl MepapXUYeCKH, TI0Ab30BATENb A U YCTAHOBJIEHUS TyTH
cepTUGhHMKAIVH K NOJIB30BATENI0 B MOXET [0/Iy4aTh U3 CIIPABOYHWKA CIEAYIOLUE CEPTUDUKATEL

XKW, WKV VKLY YKZ>», Z<KB>»

ITonb3oBatens A, MONYYMB Takue CEPTUPUKATHI, MOXET pa3BEPHYTh MyTh cepTUMMKALUM B TAKOM
TIOC/IEAOBATENBPHOCTH, KOTOPAs MpPeCTABNISET CofepX UMOe cepThduKara rnonb3osarens B, swroyas B :

B, = X * XXKW>»> WKV>» V <Y>» YKZ>» ZKB>»>
11
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YCTaHOBUTb OOPATHBIi IIYTH CEPTUPH-
Kauuu ot Bx A: ULV
vVL<U»
ZKY>, YKV, VKW,
WKX>, X<KA>>
Tlpy MONyYeHHH TaKMX cep VWD w vy
HHUM T TH-
¢uxaToB or A none3osarenb B Moxer wev> Y<v>
pa3sBepHYTb OOPaTHBIA NyTh CePTUGM-
KalluK B TaKOil OCNeIOBATEIbHOCTH.
KOTOpast BbIpabaThiBaeT COACPXKUMOE wgx» YLZ»
cepTudurKara rojb30BaTeNs A, BKIIO- XKWy X z ZLY»
yas A XLzZy ZLXY
A, =Z*ZKY>»> YKV VKW
WKX>> X<<KA>, C A
TIpMMeHss ONTUMHU3ALMIO B CO- xLeH XKAD z<B)

otBercTBUM ¢ 8.1:
a) BO3pMeM, Hampumep, A u C:
06a 3Halor X , Tak 4T0 A 1071-

PucyHok 4 — Uepapxus. [unoteTnyeckuii npumep

XEH NpsAMO MONy4UTh cepTUdmkar C. Pa3BepHyThIit MyTh CepTMHUKAIUM CBOAUTCH K

C, = X* X<C>,

a pa3BepHYTbIA OOpaTHBIH MyTh CEPTU(UKALIMY CBOAUTCS K

A, = X * X<KA»,

b) npenamnonarasi, Y4To A MOXET TaKuMM 00pa3oM 3HaTh W<KX>>, W, VEKW> V , UKV> u T 1,

TOrAa MHQOpMaLUs, KOTOPYIO A JOJIXEH MOJYyYUTh U3 CIIPABOYHMKA JId (POPMUPOBAHUS TYTH
cepTUdHKaLMK, CBOOUTCS K

VKLY, YKZ®, ZKB>»,

a yHpopMaLys, KOTOPYIO A HOJKEH NOJNYYHUTb U3 CHIPABOYHHMKA I (POPMHUPOBAHUS OBPATHOrO
MyTH cepTudUKALUU, cBOAUTCA K Z<KY>>, YKV>>;

) mpearmnoarasi, 4T0 A 4acTo B3aMMOAEHCTBYET C MOJIB30BATENAMM, TMOMYYMBIIUMU CEPTUPHUKATH
OoT Z, OH MOXET y3HaTb [ONMONHMTENBHO K KJIOYaM OGIIEro IOJIL30BaHKsA, M3BECTHBIX U3 b)]
VKLY>>, YKV YKZ>, u ZKLY>>. Jlns Toro, 4tolsl CBA3aThCA C B, eMy, cleaoBaTenbHo,
HEOOXOAMMO TOJILKO MOJYYUTh U3 CNIPAaBOYHUKA Z<KB>>;

d) mpenmosnarasi, YTo NONBL30OBATENH, MONYIUBIIKE cepTHDUKATEL oT X U Z, 4aCTO B3aUMOLAEHCTBYIOT
Mexay cobod, X<KZ> RomkeH XpaHUThCS B 3alMCH CIPaBOYHMKA [ X, M Ha00opoT (Kak
NPUBEAEHO Ha pucyHKe 4). Ecnu A xeaeT BIIONHUTL ayTeHTrduKaumio ¢ B, eMy Heo6xoaumo
TOJIBKO IOJIyYHTD:

XKZ>, ZKB>»
JUIsE GOPMUPOBAHUS TIYTH ayTeHTU(PUKALMK U
ZKLX>

st GopMUpOBaHUS 0OPaTHOTO MyTH ayTeHTHDUKALIMY,

12
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€) Ipearnofaras, YTo Nojib30BaTeNd A H C yxe B3auMOIEHCTBOBAIN paHee W 3HAIOT CEPTU(MUKATHI
Jpyr Ipyra, OHU MOTYT HUCITO/Ib30BaTh HEMOCPEACTBEHHO KJIIOY OGLIETO MONMb30BAHMS APYT PYra, TO €CTh,

\N CO = XO* X<<C>>
\ \
\ v \\ 24
\ N\

\ wevy A =X * XKA>

UKD D|‘/- vV <wW) VE<wylw ° ° .
,’\ /’\ B o6osee o6tueM ciyyae YImOMTHOMOYEHHBIE
vV LU» U, \ /7 \ 1o cepTudUKauMU MepapXuyeckKu He B3aUMOCBs-
~ ¢\ / A 3aHbl. O6pal@sCh K TMIIOTETHYECKOMY [IPUMEPY Ha
/\ /I WLED| E PUCYHKE 5, TIPEANOJIOXKUM, YTO MOJNb30BaTeNb D),
/ / NnoJayuyMBIUMHA cepTudukar ot U, Xenaer Brimo-

HUTb ayTeHTUdUKaLuUIo ¢ nonb3osareneM E, no-
JydyuBIIMM cepTudukar oT W, 3anmuch Mmojb30Ba-
tensi D B cipaBoYHMKE DOJKHA COIEPXATh CEPTU-
duxar UKD>> a 3anuck nonbsosarens E — cep-
THhHuKaT WKE>>,

Iycte V — 3ar0o YC, ¢ KOTOpHIM ynonHoMoueHHble 1o ceprudmkauuy U v W B npensinyummii pas
OOMEHSUTUCD KITI0YaMH OBLLEro Mojib30BaHuUsl JOBEPUTEbHBIM CIOCOGOM. B pesynbTate 6bi1n co3aHbl cep-
™dukatel UKV, VKU WKV>> 1 VKW>> 1 3aHecens! B cipaBoyHuk. [Ipennonoxum, yto UKV>>
U WKV>> conepxarcs B 3anucu V, VEU>> — g zanucu U, a VEKW> — B 3anincu W.

IMonp3oBareab D nomxen Haitty nyth ceprudukanuu Kk E. MoryT GuiTh Ucnonb30BaHb! pa3iuuHbIe
cTparerny. OQHa U3 TaKMX CTpaTeruit — paccMaTpuBaTh Mojb3oBareneil U YC Kak y3ibl, a cepTUdUKaThI
KaK [yr¥ B HallpaBJeHHOM rpacde. B Takux noHstusix D [omKeH BHIMONHUTL MOUCK B rpade 11 HaxoXIe-
Hus ytv ot U k E, KoTopsIM B faHHOM ciyuae stBasiercst myTb UKV>> ) VKW>> | W<E>>. Tlocne Toro,
Kax 3TOT IyTh OYyAET HalaeH, MOXET OBITh MOCTPOEH M O6paTHBIA nyTh WKV>> VKU UKD>.

PucyHok 5 — Ilpumep HenepapXuyeckoro NnyTH CepTv-
duxauuu

9 Llndpossie noanKCH

B sTOM pasmene He CTaBUTCS 3amaya CO3AaTh OOLIMIA CTAHAAPT NO UUMPOBBIM MMOANMMCAM, a TOJILKO
ONpeaennTh CPeacTBa, C MOMOIIBIO KOTOPBIX MApKephl NOANMMCHIBAIOTCS B CIIPABOYHUKE.

Hudopmauns (MHQ) MOAMUCHIBAETCA MyTeM J00aBAEHHU K Hell 3a1unbpoBaHHOM CBOAKM MHPOPMa-
MK, DTa cBOIKa BbIPabaThiBAETCS C MCIOIB30BAHMNEM OTHOHAMPABJIEHHOI Xel-hyHKIMH, a umndpoBaHue
BBITIOJTHSAETCS C UCIIONIb30BAHMEM JIMYHOTO KITI0Ya NMOAMMCHIBAIOIIETO JIMLA (CM. PUCYHOK 6).
Takum o6pazom

X {(Uud} = Uud, Xn [h (Mud)]

ITpumeyanue — Hndpposanue, ucnonab3ylouiee JMYHBIA KIIOY, FAPAHTUPYET, YTO MOANUCH HE MOXCT
6eiTh ogAeNaHa. CBOKCTBO OHOHANPABJIECHHOCTY XelU-GYHKIMHN TapaHTHPYET, YTO JIOXHAs MHbOpMauys, KoTopas
BLIPaOaTBIBAETCA TaK, YTOOBI MMETh TOT XKCE PE3YJILTAT XCIIMPOBAHUS (M, TEM CAMbIM, TOAMKICH), HE MOXKET MOCIYXUTb
3aMEHOM.

(X,) 1 | (X,) 1
lX,.[h(ml(l))]|

l
' e »[ b ! )
1 I- i | 1 CpanHeum;
| |

b 1 |
| [ | 1
I * ] HHd 1 ] y
e — - e e e o am d

IMoxmiceiBalomee Iony4arens

e (X)

Pucynok 6 — Lndposrie moanucu
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IMonyyarens nmoAnMcaHHON nHbOpMaLMK TPOBEPSIET MOANUCH [TYTEM:

- TIPUMEHEHMS K MHOpMalu1 OTHOHATIPABICHHOH Xelu-(pyHKIUH,

- CpaBHEHHMEM Pe3YJIbTaTa ¢ MOJIy4eHHO 1nocie AeingpoBaHus TIOATUCHI0, UCTTONB3YA 00N KoY

TTOANMCHIBAIOILETO JIULIA.

Hacrosiunii craHOapT He NPedITUCHIBACT UCTIONb30BATh JUIS MOANNCAHUSA €AMHCTBEHHYIO OTHOHAT -
paBJieHHYIO XeuI-QyHKLHI0. 3aKaya COCTOUT B TOM, YTOOBI CTAHAAPTH3YEMbIE 3eCh OCHOBbI ayTEeHTH(UKA-
LMY MOTJIM GBITh MPUMEHWMBI K JTI000i moaxonsiuei xelm-(yHKIMHU U MOTJIM TaKUM 06pa3oM MoaaepXu-
BaTh U3MEHEHUS B UCMIOJIb3YEMBIX METO/IAX, KOTOPbIE MOTYT MOSIBUTHCA B pe3y/ibTaTe OyMyILUHX YCOBEPIUEH-
CTBOBaHM B KpUIITOrpadum, MaTeMaTUYECKNX METOAX WIK BHIYMCIUTEIILHBIX BO3MOXHOCTAX. OIHaKO /1Ba
TT0JIb30BATENIS, XKeNaloliue BHIOJHUTh NTPAaBUILHO ayTeHTU(MDUKAIMIO, NOJXKHBI 00eCreYnBaTh OAHY U TY
xe xeul-pynkuuio. TakuM o6pa3oM, B KOHTEKCTE HabOpa COOTBETCTBYIOLLKUX NMPUMEHEHUH BBIOOp elUH-
CTBEHHOMN (PYHKLHH IOJIXEH TOCHAYXUTh MAKCUMHU3ALUY KOJIMYECTBA IMOJIb30BaTeNEi, CIOCOOHBIX BbITOJ-
HUTb AYTEHTU(MHUKALMU U 00€CTIeYUTh HAJIEXKHBI 0OMEH NJaHHBIMH.

ToanvcaHHast MHGOPMaIIYS BKITIOYAET yKa3aTe 1, KOTOPHIe MACHTUOULMPYIOT AITOPUTMbI XELLIMPO-
BaHMs M IH(POBAHHS, UCIIOJIb3yeMBbIE JUISL BRIMUCIACHUS LU(DPOBOM MOAMKCH.

IIIndppoBaHKe HEKOTOPOTO 3NIEMEHTA HaHHBIX MOXET ObITh onmucaHo B ACH.1 crneayrowmM o6pa3om:

ENCRYPTED {ToBeEnciphered}: : = BIT STRING (CONSTRAINED BY {

- - IPUMEHEHUE MpoLeaypHl IUEPPOBAHUS JAOJDKHO NMPUBOAUTD - -

- - K 3aKOIHPOBAHHLIM 1O 0a30BbIM MPaBHIaM KOAUMPOBAHUS

- - OKTeTaM 3HaueHus - - ToBeEnciphered })

D10 3HAYEHHE CTPOKHU GUTOB 0Opa3yeTcs: U3 OKTETOB, KOTOPHIE CO3[A10T MOJIHOE KOAHpOBaHUE (UC-
monb3yst 6asoBeie mpaBmna KoauposaHuss ACH.1 mo 'OCT P UCO/MBK 8825) 3nayeHus Tuma
ToBeEnciphered, myreM nprMeHEHHNS TPOLICAYPH! U(MPOBAHMUS K 3TUM OKTETaM.

MIpumevanus

1 ITpouenypa wndpopaHus TpeGyeT HATMYMS COrNaLICHHs MO NPUMEHSIEMOMY airOPUTMY, BKJloUasl BCE rmapa-
METPHI AITOPUTMA, TAKHE KaK HEOOGXOAMMbIE KTIOUM, 3HAYCHHS MHUIIMAMM3aUMY 1 HHCTPYKUMK 3aronHedus. [Tpoie-
nypsl G poBaHUS HECYT OTBETCTBEHHOCTD 32 ONpEAETICHHUE CPEICTB, C IMOMOUIBIO KOTOPBIX JOCTUTAETC CUHXPOHM-
3a1Ms OTIIPABUTENIS ¥ MOJyyaTesisl JaHHBIX, KOTOpbIE MOTYT BKIIIOYAaTb B fniepeqaBaeMbie GMThI CBOIO HHGMOPMALMIO.

2 TpeGyercsi, uToObl npoLenypa WHGPOBaHUs BOCMIPHHMMAIA Ha BXOAE CTPOKU OKTETOB M BhipabaThiBasia pe-
3yJIbTAT B BUIE OJHOI CTPOKM OUTOB.

3 MexaHU3MBI COITIaCOBaHMSI 3allIUThI MO aJITOPUTMY IIMGMPOBAHUS 1 UX NapaMeTpaM OTIpaBUTENIeM U Noayva-
TeJeM JAaHHBIX HE BXOOWT B NPEAMET PaCCMOTPEHMUS HACTOSWIErO CTaHAapTa.

B cayyae, xorma noanuch MOXeT ObITh MPUCOEAWMHEHA K TUNY AaHHBIX, TO VIS ONpeHe/IeHusl TUIa
NAaHHBIX, [TOJYYEHHOrO B pE3yJIbTaTe NPUMEHEHMS IMOANUCHU K AAaHHOMY THUMY HAHHBIX, MOXET ObITb UC-
TMoJib30BaHO caenymouiee onucanue ACH.1

SIGNED {ToBeSigned} = SEQUENCE {
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE {ToBeSigned}}

B ciyuae, korna TpeGyeTcd TOJABKO MOMIUCH, TO U ONpeNejeHus THUITa JAHHBIX, NOJYYEeHHOIO B
pe3yJIbTaTe [TPUMEHEHUS MOATUCHU K JTaHHOMY THIY JaHHBIX, MOXET ObITh UCIIOb30BaHa CleAYIolIasl MaK-
poxomaHma ACH.1

SIGNATURE {OfSignature} = SEQUENCE {
algorithmIdentifier AlgorithmlIdentifier,
encrypted ENCRYPTED {HASHED {OfSignature}}}

Yto6b! UMETH BO3MOXHOCTL NpoBepuTh npasuiibHocTh TUNOB SIGNED u SIGNATURE B pacnipene-
JIEHHOM cpejie, TpeGYyeTCsT pasIMYUTENILHOE KOAMPOBaHue. PasnuynuTenHOe KOAUPOBAHUE 3HAUYCHUS TaH-
HBIX SIGNED nnu SIGNATURE MoxeT ObITh ITOJIYYEHO MYyTeM NIpUMeHeHNS 6a30BbIX NPaBU KOAUPOBa-
Hust, onpeneneHHbIX B TOCT P MCO/MBK 8825, ¢ yueTom Clemyioluux OrpaHUYCHUI;

a) J0JXHa BBITh MCIIONIB30BAaHA OIpeleanTeabHas GopMa KOAMPOBAHMS JUTMHBI, 3aKOAUPOBaHHAs

MUHUMAIBHBIM YUCJIOM OKTETOB;

b) cozpaHHas ¢opMa KOIWPOBaHMS HE JOXKHA UCIONB30BaThCS WIS MOCAEA0BATENbHEIX TUIIOB;

C) ecny 3HAYeHUEe TUIA — 3TO 3HAYEHHE I10 YMOJYAHUIO, OHO JIOJIKHO OTCYTCTBOBATb;

d) xoMroHeHTHI TUMa Set JOKHBI KOIUPOBATLCS B MOPSIKE BO3PACTAHUS 3HAYEHUR UX TEroB;

€) KOMIIOHEHTHI TUIIa Set JOJIXHBI KOOUPOBATLCA B MOPSJAKE BO3PACTAHMS 3HAYEHHMI UX OKTETOB;

f) ecnu GyyeB TUIT UMeET 3HAYEHHME «UCTUHHO», TO B pe3yjbTaTe KOAMPOBAHUS COMEPXHMOE OKTeTa

JOKHO GbITh YCTaHOBIEHO B «FF», |
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g) NMpY HATMYMU HEWCIIONb3YEMbIX OUTOB B MOC/HENHEM OKTETE 3aKOOUPOBAHHBIX CTPOK OUTOB OHHU
JIOJIXHBI OBITh YCTAHOBJICHBI B 0;

h) npu xomuposaHuu THIa Real He MOMXHBI MCIIONB30BaThCsA ocHoBanud 8, 10, u 16, a xosdduum-
€HT ABOMYHOTrO MaclUTaOUPOBAaHMSA IOJLKEH ObITh HYJICBBIM.

10 Ilpouenypst cTporoii ayreHTHGHUKAIHN

10,1 O6Gmee omuUucaHue

Brillle M310XXe€H OCHOBHOM ITOAXOM K ayTeHTU(MMKALMK, & UMEHHO MOATBEPXIECHUE MAECHTUYHOCTU
MyTeM JeMOHCTPALMK O00JIagaHust IMYHBIM K1I04oM. Bo3MOXKHO, OfHAKO, GOJIbIIOe KOJHUYECTBO MPOLEAYP
ayTeHTU(DUKAUWN, UCIIONB3YIOUIUX 3TOT Moaxod. B oblueM ciyyae A€o KaXaoro KOHKPETHOrO IIPpUMeHe-
HUSA — OIpeAeUTh COOTBETCTBYOLUME IPOLIEAYPHI, KOTOPBIE YIOBIETBOPSIM Obl CTPATErMY 3aLUTHI JaH-
HOTO NpuMeHeHus. B 3Tom pasjesie ONUCHIBAIOTCS TPU KOHKPETHBIE TIPOLEAYPhl ayTeHTU(UKALUH, KOTO-
PBIE MOTYT GBITh ITOJIE3HBI BO BCEM AUAIa3oHe IPUMEHEHMIA.

Mpuwmeyanue— Hacrogwuit cTaHmapT He ornpeessieT MoApoGHO MPOUEayp, TpeGyeMbIX s Peann3aliuu.
OnHako MOryT ObiTh MPELYCMOTPEHB! JOMOMHUTENBHBIE CTAHAAPTHI, KOTOPBIE MOTIM Obl BBIMONHAThL 3TO CHELUPHY-
HBIM [UIA TIPUMEHEHUS TM60 YHUBEPCATbHBIM CITOCOBOM.

Tpu yka3aHHbIe ITpOLEXYPbl UCHOIB3YIOT PA3IMYHOE YMCIIO CEaHCOB OOMeHa UH(pOpMALIME ayTeH-
TUdUKALIMY U, CIIe0BATENLHO, 00eCeYnBAaIOT Pa3IMYHBIE CTEMEHU TApaHTUI CBOMM YYacTHUKAM. B yacT-
HOCTH:

a) OMHOHAMpaBleHHast ayTeHTH(UKalus, onucaHHast B 10.2, McIons3yeT ofHYy Mepenadyy HHGopMa-

LMK OT OTHOTO TMOab30oBaTeNs (A), MpeAHa3HAYEHHYIO Mg apyroro (B), u ycTaHaBIMBaeT cieny-

Iolee:

- TIOIJIMHHOCTD MOJIb30BAaTeNsA A M MIOATBEPXAEHHUE TOTO, YTO MapKep ayTeHTU(UKAIIUY GBI Jeii-
CTBUTENIBHO CTCHEPUPOBaH A;

- MOJUTMHHOCTb 10JIb30BaTeNsl B U MOATBEPXISHNE TOTO, YTO MapKep ayTeHTUGhUKAIHN Ol Jeii-
CTBUTENIBHO MPEIHa3HAYEH MUIS repenayu K B;

- LIETIOCTHOCTh M HOBU3HY (IlepenaH He OoJiee OTHOTO pa3a) TepeaaBaeMoro Mapkepa ayreHTudu-
Kaluu.
ITocnenHue cBOiCTBA MOTYT GBITH TAKXKE YCTAHOBJIEHbI IS MPOU3BOJILHBIX HOTIOTHHUTENbHbBIX
JIAHHBIX, COMPOBOXIAIOLLMX Mepeaady;

b) nByHanpaBiieHHas ayTeHTU¢UKaUWs, onMcaHHasd B 10.3, 1ONOJMHUTENBHO UCMONB3YET OTBET OT B
K A ¥ KpOME 3TOT0 KOHCTaTHPYET:

- YTO MapKep ayTeHTU(MHKALMU B OTBETE ACUCTBUTE/ILHO ObIN CreHepupoBaH B U npeaHasHayeH
JUIS mepefaum K A;

- LeJIOCTHOCTb U HOBU3HY TMepeJaBaeMOro Mapkepa ayTeHTUUKaUuu B OTBETE;

- ((baKynbTaTMBHO) B3aUMHYIO CEKPETHOCTh MapKepoOB;

C) TpexHamnpapieHHas ayTeHTHdWKaUus, onucaHHas B 10.4, JOMOJHUTENBHO UCIONb3YET HOCELY-
OLLYIO mepeaavdy oT A 10 B u ycraHaBiauBaeT Te e CBOMCTBA, UTO W ABYHAIpaBJ€HHAS ayTEHTH-
(bukauus, Ho xenaet 310 6€3 He0OXOAMMOCTH COOTBETCTBYIOLIEH MPOBEPKU OTMETOK BPEMCHHU.

Bo Bcex ciyuasix HCITONb30BaHHUS CTPOroif ayTeHTU(UKALMH A IOJDKEH MOJTYyYHTb KIIFOY OOLIETO MOJTb30-
BaHMS TTOJIb30BaTeNs B 1 0OpaTHbIi MyTh cepTH¢UKaUKU OT B 10 A. DTO MOXET 00YCIOBUTL OOpallieHUE K
CIPaBOYHMKY, KaK onHcaHo B pasnene 7. JIio6oe Takoe obpaineHue He YNOMUHAETCS HMXe KaX/Iblil pa3
TIPA ONMHMCAHUM TIPOLIEIYD.

IIpoBepka OTMETOK BpeMeHHU, YITOMHHAaeMasi B MOCJEAYIOIUKX pa3feliaX, UCIOIb3YeTCHd TOJLKO B
CIIy4asix, KOrga B JIOKaNIBHON cpelle UCIONb3YIOTCSI CHHXPOHHU3UPOBAHHBIE YAChl, WK €CIIU YaChl JIOIMYeC-
KW CHHXPOHM3MPOBAHEI B COOTBETCTBUH C IBYCTOPOHHHUMU COIIAIIEHUSIMH. B 1I060M cllyyae peKoMeHyeT-
Cs MCIOJ1b30BaTh BCEMUPHOE KOOPAMHMPOBAHHOE BpeMs.

J1s1 KaxXaoi U3 OMUCBIBaEMbIX HIDKE TPEX MPOLeayp ayTeHTH(UKALMK IPEAIIONIATACTCS, YTO CTOPOHA
A mpoBepua IeHCTBUTENBHOCTb BCEX CEpTHUGUKATOB B MYTH ayTeHTUHUKALIUY.

102 OnHoHanpaBnaneHHasa ayTeHTudukKkauus

IIpn oaHoHampaeneHHOH ayTeHTH(hUKALUM (PUCYHOK 7) BHIMOJHSIOTCA CIEAYIOLIUE LIATH:

1) A co3pmaet r* (HENOBTOPSIIOIUMIACS HOMED), KOTOPBI UCMONB3YETCA 11 OOHAPYKEHHUS TOBTOPHbIX
yIpo3 U NPeROTBPALLEHHUS MTOANEOK;

2) A nochulaeT cienymwoliee coodleHue K B:

15



FOCT P NICO/M3K 9594-8—98

B —~A, A{th, ™, B},

roe tA — OTMEeTKa BpPEMEHH, KOTOpas COCTOMT M3 ONHOM WM IBYX
JaT; 1aThl CO3daHUs MapKepa (KOTOPHIH SIBIAETCS (PaKyIbTATHBHEIM)
M JaThl UCTEUEHUS cpoka aeitcteus. Kak BapuaHT, eciiv ayreHTUDU- Pucynok 7 — Onnonanpas-
KaLust OTIIPaBUTE)S JaHHBIX «sgnData» momkHa obecreunBaThest Lg- JIEHHas ayTeHTUhHMKaUNs
POBOJi TIOAMUCKHIO, COODILIEHHE OYIeT UMETh B

B —~A, A {tA r*, B, sgnData }.

B tex cnyyasx, Koraa nepeagasaemasti MHGOpMALUS JOJXKHA BTIOCAEACTBUU KCIIOb30BATbCS B
BHJIE JIMYHOTO Kiiova (3Ta uHpopMalus obo3HayaeTcs «encData»), cooblieHue OyaeT UMETh BUIL:

B —~A, A{t" r4, B, sgnData, B [encData]}.

Ucnons3oBanue «encData» B BUe JMYHOTO KITIOYA TIPEAIIONATAET, YTO OH JOJIKEH OUEHb BHU-
MaTeJIbHO BBIOMPATHCS, HANPUMED, ObITh CTPOTMM KITIOUOM [UIst MOOO0H HCITONIB3yeMOii KpUITOCH-
CTeMBI, KaK yKa3aHo B 1ojle «sgnData» Mapkepa.

3) onb3oBareNnb B BeIMOIHAST cirenyoue A€CTBHS:

a) nonyyaet A, or B — ~A, npoBepss, uTo cpoK cepTU(hHKATA TONB30BATENS] A HE UCTEK;

b) TpoBepsieT MOANUCH, U TEM CaMbIM IIEJIOCTHOCTb MOAMMCAHHONW MHGbOPMaLIMK;

C) IpOBEPSIET, YTO OH CaM SIBNSICTCS HAa3HAYEHHBIM TOJIyyaTelieM;

d) mpoBepseT, YTO OTMETKA BpeMEHUM MMEET 3HAYCHUE <«TEKYILee»;

¢) TipoBepsieT (HaKyIbTaTUBHO, YTO I NMOBTOPHO HE WCIMONb30BAaH. DTO MOXET ObiTh JOCTUTHYTO,
HanpyMep, BBENEHUEM B T MOCHENYIOLWIEH YacTH, KOTOpas MpoBepseTcs JIOKaJbLHOM peann3a-
LMel Ha YHUKaJIbHOCTb €€ 3HAYEHMIA.

A UMeeT CUJTy [0 HUCTEYeHWs MAaThl, YKa3aHHOM t*, r* Bcerma COMPOBOXIAETCA IOCEN0Ba-
TEJILHOW 4acThlO, KOTOpast yKa3blBAET, YTO A He IOJDKEH MOBTOPATH MapKep B TCYCHNE BPEMEH-
HOro [uarna3oHa tA, ¥ 03TOMy NpoBepKa 3HAYEHUS CaMOro r* He Tpebyercd.

B nmo6om cnyvae nnst CTOpoHB B 1ie51ecoo06pa3Ho XpaHUTh B TeYEHME BPEMEHHOTO ANANAa30Ha
tA rocIeIoBaTeNIbHYIO YaCTh BMECTE ¢ OTMETKOI BpEMEHM tA B OTKPHITOM COCTOSHHHU H BMECTE
C XeIIMPOBAHHOM 4acThI0O MapKepa.

103 IsyHanpaBlneHHasd ayTeHTHUGUKAUUSA

IIpy pByHanpaBieHHON ayTeHTUGhUKAINK (PUCYHOK 8) BBIMTOJIHSIOTCS CIEAYIOLIAE LIaTH:

1) Kak u B 10.2.

2) Kak u B 10.2,

3) Kak u B 10.2.

4) B coznaer r* (HEIOBTOPAIOIIUICS HOMED), UCIIONb3YEMbI Ui TeX
Xe Liesie, yTo U 14,

5) B noceutaer K A MapKep Nocieaywolieil ayTeHTHPUKauu:

Pucynok 8 — JIpyHarnipas-
JIEHHAas ayTeHTHdUKaums

B, r’, A, 1},
rae t° — OTMETKa BPEMEHH, OMNpPENesIeHHAs] TEM XE€ CAMBIM CIIOCOOOM, UTO U tA.

Kak BapuaHT, ecnu ayTeHTUGMKALMS OTIIPAaBUTENS TaHHBIX «sgnData» 10/kHa ofecrneyuBaThb-
cs i poBOi NOATHCHIO, MapKep OyIeT UMeTh BUI:

B {t}, &, A, r*, sgnData}.

B Tex ciyvyasix, Korna nepefaBaemasi NHGMOPMaIUS JOJKHA BIIOCIEACTBMM MCIIONb30OBATbCH B
BHIE JMYHOTO Koya (3Ta nHdopMauust obosHavaercs «encData»), Mapkep 6yaeT UMEThb BUA:

B {t, *, A, r, sgnData, Ap[encData]}.
HcnonpsoBanue «encData» B Bue IMYHOro KITIOYa NPEAIIONAraeT, YTo OH J0/DKEH OY€Hb BHH-
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MaTeJIbHO BHIOUPAThCS, HANIpUMEp, OBITh CTPOrMM KITIOYOM IS JTIF000I MCIOJIb3yeMOH KPUTITOCH-
CTEMBI, KaK yKa3aHO B noje «sgnData» Mapkepa.

6) IMonbp30oBaTenb A BBIMONHSET CACAYIOIIME ACHCTBUSA:

a) NPOBePsIET MOANMKCH U, TEM CaMbIM, LEJIOCTHOCTb MOANMMCAHHON MHGOPMAIUK;

b) mpoBepseT, YTO OH CaM SBJISETCH HAa3HAYEHHBIM [TOyYaTe/IeM;

C) MpoBepAET, YTO OTMETKA BPEMEHU MMEET 3HAYEHHE «TeKylee»;

d) nposepser ¢akyIbTaTUBHO, YTO I* IOBTOPHO He MCIONB30BaH (cM. 10.2, mar 3d).

104 TpexHanpaBlieHHass ayTeHTUOUKaAaUUSA

[Ipu TpexHanpapieHHOU ayTeHTUMUKAUUU (PUCYHOK 9) BBINON-

HSIOTCS CNIENYIOLUE 111ary:

1) Kak u B 10.3.

2) Kax u B 10.3. OT™eTKa BpeMeHU t* MOXET ObITH HYJIEBOIA.

3) Kak mna 10.3 3a UCKIIIOUEHMEM TOTO, YTO OTMETKA BPEMEHU He
JOJKHA TIPOBEPSITHCS.

Pucynok 9 — TpexnanpasneH-
Hasl ayTeHTHOMKALNS 4) Kax u B 10.3.
5) Kak u B 10.3. OTMeTKa BpeMEHH {* MOXET OBITh HYJIEBOA.

6) Kak n B 10.3 32 HCKITIOUEHMEM TOrO, YTO OTMETKA BPEMEHHU HE HAOJIXKHA [IPOBEPATLCS.
7) MpoBepseT, UREHTUYECH M MOJYYSHHBIH I* nepegaHHoOMY 1.
8) A moceinaer X B cienyroimii Mapkep ayreHTUDHKALMMN:

A {r, B}.

9) B BEIMOJNHAET CleAYOINUE ACUCTBHUS:
a) MpOBEpSIET MONIUCH M, TEM CaMbIM, LIEJIOCTHOCTb TIOANMUCAHHON MHGMOpMALINK;
b) mpoBepsieT, YTO MONMYYEHHBIH I* WACHTHYEH I®, epeaaHHOMY CTOpPOHOI1 B.

11 ATMMHMCTpPATHBHOE YIIPABJIEHHE KIIOYAMH H CepTHHHKATAMM

111 TeHepauusa mapsl Kalo4deH

IMonuas cTparerusi ailMUHKUCTPATUBHOIO YIIpAB/IEHUS 3aILIMTOM ITPU pealu3aLiMM AOJIKHA OIpeeNsaTh
>KM3HEHHBIH LMK 1aphl KJOYel, a 3TO BEIXOAUT 33 PAMKM OCHOB ayTeHTU(dHKanmy. OXHAKO U1 TTOJIHOM
3alINThI BAXHO, YTOOBI BCE JIMYHEIE KIIOYH OCTAaBATUCh U3BECTHBI TOJIKO TOMY ITOJIb30BaTENI0, KOMY OHU
[PUHAJIEXAT.

JaHHBIE KITI0Ya He MPOCThI [UIS 3alIOMUHAHUS [10JIb30BATENI0 — YENIOBEKY, MMO3TOMY HPHEMIIEMbIM
CII0COOOM MX XpaHEHUS SIBJISieTCS OOBIMHBIN TpaHcnopTabenpHbii MeToa, OMHUM U3 BO3MOXHBIX MEXaHU3-
MOB MOXeT ObITb McHoJib30BaHUe «Smart Card». B HUX MOXHO XpaHWUTh CeKpeTHbIU U ((haKynsTaTMBHO)
KJIIOYM OOIIEro Mojib30BaHusl, CEpTUPHUKAT MONb30BATENA U KOMUM OOIIMX KITI0YEH YITOTHOMOYEHHBIX IO
ceprudUKaluu.

Hcnons30BaHKre Takoi KapThl JOIKHO ObITh JOTIONHUTENBHO 3alUAIIEHO, HAIPUMED, TIO MeHBLIeH
Mepe, HCIOJMb30BAHUEM JTUYHOTO HOMEpa UACHTH(MOUKALUY, ITOBBIIIAIOIIUAM 3aIIUTY TaKOH CHCTEMbI TEM,
YTO OT ITOJB30BaTENA TpeOyeTcst obagaHue TaKoi KapToi M 3HaHUE MOCTyna K He#t. OqHaKo BEIOOp TOYHO-
ro crrocoba XpaHeHHMs TaKMX JAHHBIX HE BXOAMUT B IPEAMET pacCMOTPEHHUS HACTOSIIEr0 CTAaHAApPTA.

CyuiecTByeT TpH crocoda, ¢ TOMOIIBIO KOTOPBIX MOXET ObITh CO3IaHa Mapa KIoYeit MoTb30BaTeNs:

a) MOoJIB30BaTENb CO3JaeT CBOO COOCTBEHHYIO [Tapy KiIloYei, BTOT MeToo HWMeeT NpPEeUMYILECTBO B

TOM, YTO JIMYHBIN KITIOY TOJIb30BATE/ISI HUKOTAA He OyIeT 0CBOOOXIECH It APYIrOro JOTUYECKOTO
00BeKTa, HO TpeOyeT OlpeneaeHHOro ypoBHI KOMIIETEHTHOCTH ITOJIb30BaTelIst, KAK OITMCAHO B
pUJIOXeHUH D;

b) mapa Kiroyei Co3AaeTcsl TPETbUM YYACTHUKOM. DTOT TPETUM YYACTHUK JOKEH OCBOOOAUTL JIMY-
HBIA KJTI0Y JUIS JAHHOTO NOJL30BaTeNst GU3NUYECKU 3aIMIIEHHBIM CITIOCO00M, 3aTeM YHUUYTOXUTH
BCIO MHGOPMALINIO, OTHOCAINYIOCA K CO3JaHMIO Iapbl KIIOYei, ¥ caMy KI09u. JJOJXHEI OBITH
[IPUHSITHI COOTBETCTBYIOLLIME DU3nYecKe Mephbl 6€30MaCHOCTH, FApaHTHPYIOLLUE, YTO TPETHH yUa-
CTHUK Y OIepalMy HaJ AAHHBIMU He GyAyT MTOABEPrHYTHI BMEIIATENbCTBY;
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C) mapa KJIIOYei co31aeTcs yIOJHOMOYEHHBIM MO CepTHdUKALIMU. DTO 0COOBIN ciyyail criocoda b),
M 3[€Ch MPUMEHUMBI APYTHE COOOpaKeHus.

[TpuMeyaHwne — YNOTHOMOYEHHBIH MO cePTUHUKALNY YKe NPOSIBUI JOBEPUTE/IbHBIE (DYHKIIHOHANbHbIC
BO3MOXHOCTH OTHOCHTEJIBHO NOTBL30BATES U JOMKEH AeHCTBOBATh B 3aBUCUMOCTH OT HEOOXOAMMBIX (hU3HUECKUX Mep
3aLUTHI. DTOT METOA MMEET MPEUMYLLECTBO B TOM, YTO OH He Tpebyer mepemaud K YC 3alUILCHHBIX JaHHBIX IS
cepTH(RhUKALKH.

Ucnonb3yemass KpUNTOCMCTEMA HajaraeT KOHKPETHble (TeXHUUYeCKHME) OrpaHMUYEHMUs Ha CO3[aHue
KJII04EH.

112 AIMUHUCTpPATHUBHOE YynpaBleHue cepTuduxaramu

CepTuduKat JIOTH4eCKH YBSI3bIBAET KITIOY OOLLETO MOIB30BAaHUS Y YHUKALHOE PA3TMYUTENLHOE HMs
COOTBETCTBYIOLIETO ITONK30BaTeN . TaKUM 06pa3oM:

a) YIOJTHOMOYEHHBIN M0 cepTH¢hUKALMU TOIXKEH ObITh YOSKIEH B MAEHTUYHOCTH [10J1b30BaTENs 10

co3laHug cepTHdUKaATA A1 HETO;

b) yIIONHOMOYEHHBI 1O CePTUGMUKALINY HE JOIKEH BhiAaBaTh CEPTUMHUKATH ABYM IOIH30BATEIISAM C

OMWHAKOBBIM MMEHEM.

Cosnanue ceptudrkaTa NMPOUCXOAUT aBTOHOMHO, M He HNOMKHO BBITOJIHATHCA MYTEM HUCIOJIbL30BA-
HUS MEXaHM3Ma aBTOMATHYecKOro 3anpoca/oreera. [IpenMyniecTBo Takoit cepTuhUKaLMU COCTOUT B TOM,
YTO [OCKOJIBKY JIMYHBIIM KITIOY YIIOJTHOMOYEHHOTO 10 CEpTU(hHKALMN HUKOMY HEM3BECTEH KPOME HU30J1K-
pPOBaHHOTO U (hU3MYecKH 3aluIIeHHoro YC, To IMYHbIA Koy TaKoro YC MOXET GBITh 11071y4€H TOJNBKO B
pe3ysbTaTe ero U3yyeHUs: MyTeM yrpossl caMmomy YC, 4TO feiaeT KOMIPOMMCC MaTOBEPOATHBIM.

BaxHo, yToOBI Nepenaya MHGOPMaLUU YITOTHOMOYEHHOMY MO CepTudMKAIMM He Obuia MOCTaBIeHa
MOX yrpo3y 1 ObUIY NMPUHSTH MOAXOASIINE (hU3NUECKUE MEPBI 3alUUTHI. C 3TOi TOUKHU 3PEHUA:

a) ObUTO OB Cepbe3HbIM HapylleHreM Ge3onacHocTH, eciau 661 YC BoigaBanyu cepTUUKAT MOJAbL30BA-

TEJI0 C KIII0YOM OOLLEro Nnojib30BaHUs, KOTOPHI MOXHO MCKA3HTh;

b) ecnu peanu3oBaHbl CPEACTBA CO3NaHUA Maphl kmodvei 11.1¢), 3alunra nepenagn He Tpedyercs;

C) eCJIM PEaJIM30BaHbI CPEICTBA CO3MaHUA Maphbl Kioyeii coraacHo 11.1a) uam 11.1b), nonw3osarens

MOXET HCIIONb30BaTh Pa3MyHble METOABI (ONEpaTHBHbIE MWJIM aBTOHOMHbBIE), YTOOBI COOOILMTD

CBO¥! KJIIOY OOIIETr0 IOJIb30BAHUS YIOJHOMOUYEHHOMY MO CepTH}hHKANMU 3aLMIIEHHBIM CIIOCO-

60oM. OnepaTuBHBIE METOABI MOTYT MPEIOCTABUTH HEKOTOPYIO AOMONHUTENIBHYIO TMOKOCTD IS YAa-

JIEHHBIX ONepaluii, BIIIOJHIACMbBIX MEXAY noJib3oBaresieM U YC.

Ceprudukar — 310 00LENOCTYTHAs YacTh MHOOPMALIMK, 1 KAaKUX-JIHOO KOHKPETHBIX MepP 3allUThl
IUISL €TO MEpefiayu B CIPaBOYHMK He TpeOyeTcs. ITockobKy OH co3MaeTcss aBTOHOMHBIM YITOJTHOMOYEHH biM
o cepTUdUKALMH 110 MOPYYEHHUIO HOIb30BaTelIst, KOTOPOMY OYyT nepeaaHbl KOMMK cepTUhUKATa, MTOJb30-
BAaTeJII0 HEOOXOMMO TOJIBKO 3aHECTH 3Ty MH(MOPMAILMIO B CBOIO 3alIMCh CIPABOYHUKA M MOJYYUThb 3aTEM
IocTyn K cripaBoyHuKy. Kak Bapuant, YC Mor Obl 3aKpenuTh cepTudHKar 3a IMosib30BaTesleM U B 3TOM
cilyyae 3TOMY areHTY AOJIXHBI OBITh NPEAOCTaBJIEHBI COOTBETCTBYIOUIME MpaBa JOCTYIIA.

CepTudUKaThl JOJKHBI UMETh CBOH CPOK CIIYyXObl, IO MCTEYEHHMIO KOTOPOTO0 OHM YTPAYMBaIOT CBOIO
cuiy. Inst Toro, 4To6b! mmpomuth yeiyru, YC 1o/keH rapaHTUPOBaTh CBOEBPEMEHHYIO TOTOBHOCTD HOBBIX
cepTU(dUKATOB, 3aMEHSIOIUX CEPTU(HUKATDI, CPOK AEHCTBUSE KOTOPBIX UCTEK/MCTEKAET. 31eCh CNeyeT OT-
METHUTh 1Ba MOMCHTA!

- NeCTBUTEJIBHOCTb CepTU(HUKATOB MOXET ObITh ObecreueHa TakuM o0pa3oM, UTO KaXIbiii cra-
HOBUTCSl JICHCTBUTEJIBHBIM 110 WCTEYCHHUs CPOKa ACHCTBHS CBOEro NMPEAUIECTBEHHNKA C BO3-
MOXHBIM NepeKpbiTHEM cpoka ux AeiictBus. [locneanee npeporspaitaer YC oT HEOGXOAMMOCTH
yCTaHaBJIMBATh M HA3HAYATh OOJbHUIOE YUCIO CEPTUHHUKATOB, KOTOPbIE MOIIU Obl ACHCTBOBATD,
HaYMHAsA C OJHOM JaThl UCTEYEHUSI CPOKaA;

- cepTU(HKATDI, CPOK CNYXObl KOTOPHIX UCTEK, OOBIYHO YIAISAIOTCA M3 crpaBouyHuKa. Bonpoc
CTPaTerum 3alUMTHl U OTBETCTBEHHOCTH YC COCTOUT B TOM, YTOOBI COXPaHATh NMPEXHHUE CEPTU-
dbuKaTsl Ha HEKOTOPBIA TIEPUOI BPEMEHH, €CNIM 00ECEYNBAIOTCH YCIYTH JAHHbIX «6€30TKa3-
HOCTb OTIIPABUTEJIS».

CepTudukarbl MOTYT ObITH OTMEHEHBI 0 UCTEYEHUS UX CPOKa CIIYXObl, HAPUMEp, €CJU Ipearnosa-
TaeTCsl, YTO JIMYHBINM KJTIOY TIOJIb30BATENs HAXOAMTCS MOJ COMHEHMEM, WM €CNW TOJIb30BATENb YXE He
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uMeeT ceptudukara YC, WK eci NPearoiaraercs, 4Yro cepTudukarbl YC HaXoAsaTcs 1og COMHEHHEM.
3nech cieayeT OTMETUTD YETHIPE MOMEHTA:

- OTMeHa cepru¢HrKaTa nojib3oBaress uiu ceprucdukara YC noxkHa 6biTh u3BecTHa YC U B yMe-
CTHBIX C/yYasix IOJXeH ObITh BblgaH HOBbIH cepTdukat. ITocne atoro YC moxer nmponHOpMHU-
poBaTh Biagesbla cepTuduKaTa 0 MpOM3OLICALEHl OTMEHE C MOMOIIBIO HEKOTOPOM aBTOHOM-
HOI MpOoLEaypHI.

- YC ponxeH monepXuBarhb:

a) CIMUCOK BBIIAHHBIX UM U OTMEHEHHBIX CepTU(HUKATOB C OTMETKON BpeMeHH;
b) cniucok arrecroBaHHbIX YC U oTMeHEeHHBIX cepTudukaTos Bcex YC, u3BecTHbIX JaHHoMy YC, ¢

OTMETKOH BpeMeHH.

O6a crnucka cepTU(PHUKATOB JOKHBI UMETh MECTO, JIaXXe €CJIM OHH MyCThie;

- OTBETCTBEHHOCTDb 3a MOJIEPXKAHUE 3anUceil CMPaBOYHUKA, MOABEPXKEHHBIX BO3AECHCTBUIO OTME-
HeHHbIX YC M3 CITMcKa, BO3JIaraeTcs Ha CIIpaBOYHHMK M €ro MoJib30oBaTelieil, HeHCTBYIOIMX B
COOTBETCTBUM CO cTpaTerveit saumTel. HarpuMep, nonb3oBare/ib MOXeT MOAU(ULIMPOBATH CBOIO
3anucb 00beKTa, 3aMeHsAs Crapblii ceprMdUKaT Ha HoBbIi. [Tocne 3TOrO MoOcneAHMA MoXeT
MCMOJIb30BaThCS [T ayTeHTHdMKaLMK M0J1b30BaTeNs1 B CIPAaBOYHHKE;

- CIIMCKM OTMEHEHHBIX CepTU(DHMKATOB («UepHbIe CIIUCKH») XPaHATCS B 3aIIMCAX B BUIE aTPUOYTOB
thmna «CertificateRevocation» u «authorityRevocationList». DTu atpubyTs! MoryT 006pabaThiBaTh-
¢A ¢ UCIIONb30BAHUEM TEX XK€ ONepaLuii, YTO U Apyrue aTpuGyThl. DTH TUIIBI aTPUOGYTOB OMNpe-
JEJISI0TCS CleayloluM obpa3oM:

certificateRevocationList ATTRIBUTE : : = {
WITH SYNTAX CertificateList
ID id-at-certificateRevocationList }
authorityRevocationList ATTRIBUTE : : = {
WITH SYNTAX CertificateList
ID id-at-authorityRevocationList }
CertificateList ::= SIGNED {SEQUENCE {
signature AlgorithmIdentifier,
issuer Name
thisUpdate UTCTime,
nextUpdate UTCTime OPTIONAL,
revokedCertificates SEOUENCE OF SEQUENCE {
userCertificate CertificateSerialNumber,
revocationDate UTCTime} OPTIONAL}}

[IpumMeyaHus

1 TTpoBepka MOTHOTO CMHUCKA CepTHGHUKATOB SIBISECTCS JTOKANBHBIM BOIIPOCOM.

2 Ecnu ycnyra JaHHBIX «0€30TKa3HOCTb OTIIPABUTENS» 3aBHCUT OT KiTioyelt, obecrieunBaeMbix YC, To 3Ta ycayra
JIOJKHA TapaHTHPOBATh, YTO BCE COOTBETCTBYIOLIME KTI04H YC (OTMEHEHHDBIE WM C UCTEKIIMM CPOKOM AEHCTBUS) U
CIMCKH OTMEHEHHBIX KJIIOYeH C OTMCTKOﬂ BPEMCHH apXUBUPYIOTCSI U aATTCCTYIOTCS neﬁchyxomnM YITOJTHOMOYEHHBIM.
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ITPHJIOXEHHE A
(o6s3amenvroe)

OCHOBDBI AYTEHTU®HWKAITMH B ACH.1

B 1aHHOM NPUIOXEHWH TMPUBEAEHBI ONpeACICHUST BCEX TUIIOB, 3HAYEHMIT M KJ1aCCOB MH(OPMAILMOHHbIX 00BEK-
T0B ACH.1, copepxanmxcs B HacTosillieM cTaHaapTe, B Buae moaynsd ACH.1 «AuthentificationFramework» (OcHOBBI-
AyTeHTH(UKALWHN).
AuthentificationFramework {joint-iso-ccitt ds(5) module(1) authentificationFramework(7) 2}
DEFINITIONS : : =
BEGIN
- - EXPORTS ALL -
- - OnpefieieHHBIE B 3TOM MOAYJI€ THUNBI M 3HAYEHHUsI SKCMOPTUPYIOTCA MJIsl UCIONb30OBAHHUSA B APYTMX MOAYJIAX
- - ACH.1, comepxainxcd B crnelUM¢UKAUUAX CNPABOYHUKA, W B IPYrUX MPHKIAOHBIX MPOrpaMMax, KOTopbic,
- - B CBOIO o4yepe/ib, OyAyT MCNONBb30BaTh MX JUIS IOCTYNA K YCJyraM CpaBOYHHKa. Jlpyrue npuKagHble Mporpam-
- - MbI MOTYT HCIIOJIb30BaTh 3TH THMbI WM 3HAYEHMS JUII CBOUX COOCTBEHHDBIX LeJel, HO 3TO HE [JOJKHO
- - MPENsATCTBOBaTb PACIUUPEHUAM ¥ MOAM(HUKAIMAM, HEOOXOAUMBIM NMPH O0OCTY)KMBAHMM WIIH YCOBEPLIEHCTBOBA-
- - HUU YCJIYT CIIPaBOYHHKA.
IMPORTS
id-at, informationFramework, upperBounds, selectedAttributeTypes, basicAccessControl
FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1)
usefulDefinitions(0) 2}
Name, ATTRIBUTE
FROM InformationFramework informationFramework
ub-user-password
FROM UpperBounds upperBounds
AuthentificationLevel
FROM BasicAccessControl basicAccessControl
Uniqueldentifier, octetStringMatch
FROM SelectedAttributeTypes selectedAttribute Types;

- - Tunst - -
Certificate = SIGNED {SEQUENCE{
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier,
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubJectPublicKeyInfo,
issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
- - TIPH €r0 HaJTMYMH, JOJXKHA OBITH Bepcud v2 - -}}
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
- - [IpU €70 HAJTMYMH, HOJDKHA ObITH Bepcus V2 - -}}
Version = INTEGER { vi(0), v2(1) }
CertificateSerialNumber = INTEGER
AlgorithmIdentifier = SEQUENCE {
algorithm ALGORITHM &id ({SupporteadAlgorithms}),
parameters ALGORITHM.&Type ({SupporteadAlgorithms} {Algorithms}) OPTIONAL}

- Onpenenenne ciaeayomero Habopa WHGOPMaLMOHHBIX OOBEKTOB OTIIOXEHO, BO3MOXHO, A0 pa3pabOTKM CTaH-
- IapTHM30BaHHBIX TPOMMIEH WK 3aBOK O COOTBETCTBUHM PEaN3ailMH NPoToKoiy. Takoit Habop HeobGxonuM ans
- onpeAeNieHUA TaOJIMYHBIX Ol‘paHW{eHHﬁ Ha KOMIOHEHTY «I1apaMeTpbl» aTpuOyTa Algorithmldentifier.

- SupporteadAlgorithms ALGORITHM {...1...}

Validity 1= SEQUENCE {
notBefore UTCTlme
notAfter UTCTime }

SubjectPublicKeylInfo = SEQUENCE {
algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING }

Certificates = SEQUENCE {
userCertificate Certificate,
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certificationPath ForwardCertificationPath OPTIONAL}
ForwardCertificationPath = SEQUENCE OF CrossCertificates
CertificationPath D= SEQUENCE ({
userCertificate Certificate,
theCACertificates SEQUENCE OF CertificatePairOPTIONAL }
CrossCertificates 1= SET OF Certificate
CertificateList = SIGNED {SEQUENCE({
signature AlgorithmIdentifier,
issuer Name,
this Update UTCTime,
nextUpdate UTCTime OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
userCertificate CertificateSerialNumber,
revocationDate UTCTime } OPTIONAL}}
CertificatePair 1= SEQUENCE (
forward [0] Certlﬁcate OPTIONAL,
reverse n Certificate OPTIONAL

- - JlonxHa UMeTb MECTO, IO MEHbILIEH Mepe, OfHA U3 nap - -}
- - Tuns! arpubyTOB - -
userPassword ATTRIBUTE rr= |
WITH SYNTAX OCTET STRING (SIZE
(O . . ub-user-password))
EQUALITY MATCHING RULE octetStringMatch

1D id-at-userPassword }
userCertificate ATTRIBUTE o=
WITH SYNTAX Certificate
ID id-at-userCertificate }
cACertificate ATTRIBUTE =
WITH SYNTAX Certificate
ID id-at-cAcertificate }
authorityRevocationList ATTRIBUTE =
WITH SYNTAX CertificateList
ID id-at-authorityRevocationList }
certificateRevocationList ATTRIBUTE o=
WITH SYNTAX CertificateList
ID id-at-CertificateRevocationList }
crossCertificate Pair ATTRIBUTE =
WITH SYNTAX CertificatePair
ID id-at-crossCertificate Pair }

- - Knmaccel MHQOpMaIlMOHHBIX OOBEKTOB - -

ALGORITHM : : = TYPE-IDENTIFIER
- - Ilapamerpu3oBaHHbIE THIIHL - -

HASHED {ToBeHashed} = OCTET STRING (CONSTRAINED-BY {

- - [OJDKHO GBITh PE3yNbTATOM ITPUMEHEHHS TIPOLICAYPH! XCIIMPOBAHMS K OKTeTaM 3HaYyeHUs napamerpa ToBeHashed,
3aKONMPOBAHHBIM B COOTBETCTBHM C 6a30BBIMHU NMpaBWIAMHU KoaupoBaHus (cM. 8.7 }) - -

ENCRYPTED {ToBeEnciphered} = BIT STRING (CONSTRAINED BY {

- - IOJXHO OBbITh PE3yJbTATOM NPUMEHEHUS TIPOLECAYPH MG POBAHUA K OKTETaM 3Ha4eHus1 napamerpa ToBeEncip-
hered, 3aKkoAMpPOBAaHHBIM B COOTBETCTBHHU ¢ 0A30BBIMHM NpaBWJIaMH KomupoBaHms (cM. 8.7) }) - -

SIGNED ({ToBeSigned} = SEQUENCE {

toBeSigned ToBeSigned,

COMPONENTS OF SIGNATURE {ToBeSigned}}
SIGNATURE {OfSignature} = SEQUENCE {

algorithmIdentifier AlgorithmIdentifier,

encrypted ENCRYPTED {HASHED {OfSignature}}}
- - [IpucBoeHNs1 0OObEKTHBIX HACHTH(MHUKATOPOB - -
id-at-userPassword OBJECT IDENTIFIER = {id-at 35}
id-at-userCertificate OBJECT IDENTIFIER = {id-at 36}
id-at-cAcertificate OBJECT IDENTIFIER = {id-at 37}
id-at-authorityRevocationList OBJECT IDENTIFIER = {id-at 38}
id-at-certificate RevocationList OBJECT IDENTIFIER = {id-at 39}
id-at-crossCertificatePair OBIJECT IDENTIFIER = {id-at 40}
END
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ITPHIOXEHHE B

(cnpasoyroe)

TPEBOBAHHA K SAINMTE HHOOPMAIIUH

IMMpumeuanue — bonee nonpodHast vidopManuss OTHOCHTEIbHO TpeOOBaHM K 3auiuTe MHGOpMauru
npuseacHa B TOCT P UCO 7498-—-2.
Mruorue npumenenust BOC, a taxxe cnyx6n, onpeneneHubie MKKTT u He-MKKTT, npeabsiBnsiior TpeGoBa-
HUA K 3ammTe nHbopMmauuu. Takne TpeGoBaHUS BOZHUKAIOT U3 HEOOXOAMMOCTH 3alLUTUTh Nepeaadyy uHpopMauuu ot
GONIBILIOTO YKC/IA TTOTCHIIMAIBHBIX YIPO3.
B.1 Yrpo3ni
K HekoTOpBIM OOLIEU3BECTHBIM YTpO3aM OTHOCSITCS:
a) nepexBaT UICHTUYHOCTH — HAOJTIONAeTCs 3I0YNOTpedaeHUE MICHTUYHOCTBIO OAHOIO WX HECKONBKHX T0JIb30-
BaTeJICH, yJacTBYIOIIMX B OOMEHE JaHHBIMU;

b) MackuMpoBaHWEe — TIONMBITKA NOJB30BATENS BbIAATH CEOS 33 IPYroro 1mojb30BaTess Al MONYyYeHUS AOCTyna K
HHMOPMalLUM UK MIPUOOPETCHUST TOTIONIHUTC/ILHBIX PUBKWIICTHI;

C) TOBTOPHbBIE ACHCTBUA — PCTUCTPALIMA M MOCAEAYIOLEe NOBTOpeine AeHCTBUI N0 OOMCHY JaHHBIMM B 110C-
JIeAyIollee BpeMs;

d) nepexBaT JaHHBIX — MPOCMOTP AAHHBIX NOJb30BATENST HECAHKIIMOHMPOBAHHBIM MOJIb30BATENIEM B MpoLecce

obmeHa;
€) MaHUMyJHpOBaHNE — 3aMecHa, BCTaBKa, yAaJleHHe WX HapyUICHUE MOC/IEA0BATE/IbHOCTH AAHHBIX MOJIb30Ba-
TeNs HECAHKLIMOHWPOBAaHHBIM TNOJTb30BATENIEM B TIpoliecce oOMeHa JaHHBIMMY;

f) caMooTKa3 — OTpULIAHME TIOJIL30BATENIEM CBOETO YACTMYHOTO WJIH TMOJHOIO yYyaCTHs B OOMEHE;

£) OTKJIOHEHHE YCIYTH — TIpENOTBpAllCHUE WY MpepbIBaHHE OOMEHA, MJIM 3alepXKKa ONEpalni, KDUTHYHbBIX
KO BPEMEHH.

TIpuMeuaHHUe— DTa yrpo3a 3allIUTHL SBJISICTCS. OJJHOM M3 CaMbIX OOLIMX YrpO3 M 3aBUCHT OT KOHKPETHOTO
TIPUMEHEHUS WJIM HaMepeHHST HECAHKLIMOHUPOBAHHOTO Pa3pylICHMs, M TIOSTOMY SIBHO HC pacCMaTpHUBacTCst B OCHO-
Bax ayTeHTUDHKALINH;

h) ownboyHass MaplUPYTH3alMs — OUIMOOYHAs MApLIPYTH3aLMs MyTH 0OMEHA JAHHBIMU, NMpeAHA3HAYECHHOTO

JU1S1 ONHOTO TNOJIb30BATE sl K APYTOMY TOJIb30BATENIO

IIp u M e yaHunce— OwnboyHas MaplIpyTHU3auMs 06bIYHO BO3MOXHa Ha ypoBHsX |—3 BOC, moaToMy oHa lie
paccMmarpuBaeTcsl B OCHOBaxX ayTeHTHhMKauuu, OQHaKO MOXHO M30eXaTb NOCAeACTBUI OWNO0YHON MaplIPYTH3aLNH,
HCIOJIB3YsI COOTBETCTBYIOIIUE YCAYTM 3alUUTHI, IPEAYCMOTPEHHBIE B OCHOBAX ayTeHTHOWKALIMK;

i) aHanu3 Tpaduka — TPOCMOTP MHGPOPMALIMM, OTHOCALLUEACS K OOMEHY MeXIy MOJib30BaTe/IaMU (HampUMep,

OTCYTCTBHME, HaJMyMe, YacToTa, HanpaBjleHHe, NIOCAEAOBATENbHOCTb, THNM, 00bEM, U T. I.).

[TpuMeyanue— Yrpossl aHanusa Tpacdyka oObLIYHO HE OrpaHHYMBAIOTCA ONpenesieHHLIM ypoBHeM BOC,
TMO3TOMY B OOLIEM cyyae aHaMU3 TpadHKa HE pacCMaTPUBAETCA B OCHOBaX ayTeHTH¢MKauuu. OgHaKo OT aHanu3a
TpadyKa MOXHO YaCTUYHO 3alUMTHUTHCS TeHepalHell TOMOJTHUTENBHOTO HEpacno3HaBaeMoro Tpaduka (3armoNHeHHEM
Tpacduka), UCNONb3ysl WIM(bPOBAHHBIE WIK CAy4alWHble JaHHBIE,

B.2 Ycayrn 3amuTbl

YTo6BI 3a1UUTUTBCS OT Yyrpo3, HEOOXOAMMO MCTIONIb30BATh PA3IMUHBIE YCAYTH 3aUIUThl. YCIYru 3a1UNATH, NPCAYC-
MOTpPEHHbIE OCHOBAMHU ayTeHTU(DUKALNY, PEATU3YIOTCH C MOMOLLbIO MEXaHU3MOB 3alLUTHI, ONHMCaHHbIX B B.3 AaHHo-
rO MPUJTTOXKEHHS,

a) AyteHTHdHMKAUMSA PAaBHONPABHOIO JOrMYecKoro o6beKTa — 3Ta yciayra 00ecrneynuBacT MOATBCPXKACHUC TOTO,

YTO MOJB30BATEND B OMPEACACHHOM CeaHce OOMEHA SIBSIETCA 3asABACHHBIM, MoOTyT ObITh 3ampoileHbl ABC

pasiuyHble YCAYTH ayTeHTU(hUKALMKU PaBHOIIPABHOTO JIOTHYECKOTo 00beKTa:

- ayTeHTHU(DUKALIMS OTHOTO PABHOTIPABHOTO JIOTHYECKOTO 00BbeKTa (ayTeHTUDUKALMS JIOTMYECKOro o0bekTa
OTTIPABUTEJIA WU NOJyYaTesis);

- B3aWMHas ayTeHTUdUKauus, koraa 06a oOMeHMBAIOUIUXCS TTOJ1b30BATENS BBIMOJHSIOT ayTEHTU(hUKALUIO
ApYT C ApYTOM.

[Tpu 3anpoce ycnyru ayTeHTU(hUKALUU PaBHOMPABHOTO JTOTHYECKOro 06beKTa 06a NoJb30BATE/IsE 10FOBApHBa-
I0TCS, JOJIKHBI JIW ObITh 3aLUUIIEHBI UX WACHTUYHOCTH WU HET.

VYcnyra ayTeHTUGOHUKAaLMKY PaBHONTPABHOIO JJOTHYECKOTO 00BEKTA MOAAEPXKHUBAETCH OCHOBAMM ayTEHTU(PHKALWK,
Ona MOXeT ObITh UCINIOJIB30BAHA 151 3a1UUTBI OT MACKUPOBAHUS U MOBTOPHBIX ASHCTBUM, KacalomMxcs HACHITHUHOCTH
110J1b30BATENEN.

b) YnpaeneHue AOCTYNIOM — 3Ta ycayra MoxeT OBITb MCMOJIb30BaHa IS 3alUMThl OT HECAHKLWOHIHWPOBAHIIOrO

ucronb3oBanus pecypcoB. Ona obecrieynBacTcsi COPaBOMHMKOM WIUM APYroit MPUKJIaJHON MPOrpaMMoi U
TIO3TOMY HC OTHOCHTCSI K OCHOBaM ayTeHTH(UKALIMHU.
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¢y KonbuaeHunanbHOCTh AAHHBIX — 3TA YCAYTra MOXET ObITh MCTIONb30BAHA A5 OOCCTIEYEHMS 3a1LMUTHI AAHHbIX
0T HECAHKLIMOHUPOBAHHOTO PACKPBITHSI MHODOPMALMK M NOAACPKHUBACTCS OCHOBaMU ayteHTUduKauuu. OHa
MOXeET OBbITh MCMOIb30BaHA JUISL 3aUIMTHI OT MEpeXBaTa JAHHBIX.

d) enocTHOCTh AaHHBIX — 3Ta yCAyra obecfleyMBacT TOATBEPXICHME LEJIOCTHOCTH AaHHBIX NPU obMelie 1
MOJAEPXKMBAETCA OCHOBAMH ayTeHTU(GUKaUMHU. OHAa MOXET UCTIOAB30BATHCS U151 BHISTBICHUS YTPO3bl MAHUITY-
JIUPOBAHMA JaHHBIMU U 3aLLUMTHI OT TAKOH YTPO3bI.

e) be3oTkazHoCcTh — 3Ta yoryra obecrneYuBaeT TOATBEPXICHUE LEJOCTHOCTH M UCTOYHMKA JAHHBIX — TO U
ApYyroe B HEMPEACKa3yeMbIX B3AMMOOTHOUICHHUSX, — YTO MOXET OBITh YAOCTOBEPEHO JIOGBIM TPETbUM y4acT-
HUKOM B 1060 MOMEHT BpeMEHH.

B.3 MexaHnu3Mbl 3aHIMThI

McxaHW3MBI 3a1UUTHl BLIMOTHSAIOT YCIYTH 3alUMThI, OMUCAHHBIE B B.2:

a) oOMeH ayTeHTU(DUKaLMeH — CYLIECTBYIOT ABa BHAAa MeXaHW3Ma ayTeHTHOUKAUUU, 00ecreqnBaeMbiX OCHO-
BaMU ayTeHTUDUKaIUuU:

- MpocTas ayTeHTUUKAUMS, PACCUUTAHHAS. HA OTIIPABUTENSA, TIOCTAB/IAIOLIETO CBOE UMS H Tapolib, KOTOPLIE
MPOBEPAIOTCS NOJAyYaTeNneM, U

- cTporast ayTeHTUdUKaLMs, pacCUMTaHHAS Ha UCMOIb30BAHUE KPUNITOrpahUYecKUX METOAOB 3alUUTLE 0OMe-
Ha AeilicTBUTENnbHON MHbopMauueid. B ocHoBax ayTeHTUDHMKauuu crporas ayTeHTHDHUKALKs CTPOUTCH FO
aCUMMETPUUHOI CXEME.

MexaHu3M oOMeHa ayTeHTM(UKauuel MCHomb3yeTcs ANs obecneyeHUs yCayru ayTeHTUHUKAUUMKH PaBHONPaB-
HOTO JIOTUYECKOTO 0OBEKTA.

b) HlucdposaHue — OCHOBBI ayTeHTU(DHUKALUY TTPEAYCMATPUBAIOT IIMPPOBAHWE JAHHBIX BO BpeMs TEpeaayM.

MoryT 6bITb UCITOB30BAHBI CHMMETPUYHAS M1 ACHMMETPUYHASA cXeMbl. OOMeH HeOOXONMMBbIMK KITIOUaMH B
Jmio6oM ciyvyae BLITIONHACTCA MO0 BO BpeMs Mpeabinyiiero oomeHa ayreHTHgukanueil, Tnb6o aBTOHOMHO B
moboe BpeMs A0 TipeanosnaraeMoro oomena, [locienHui cnyvaii He BXOAUT B TIpEAMET PACCMOTPEHMSI OCHOB
ayTeHTUhUKaUMU. MexaHusM nbpoBaHUs MOAAEPKUBAET YCAYTY KOHPUIEHIMATLHOCTH AAHHbIX.

¢) LlemoCTHOCTh JaHHBIX — 3TOT MEXaHHU3M HCITONb3YeT IMMGPOBAHUE CXATON CTPOKM TEX HAHHBIX, KOTOPLIE
JIOJIXHBI OBITH TIepeaHbl. DTO COO0IEHNE BMECTE C OTKPBITHIMH AaHHBIMH TOCHLUTACTCA TToayYaTemo. YTodn
y6eINThCS B LIEJOCTHOCTH JAHHBIX, MOJyyaTeab MOBTOPSIET CXKATHE U MOCTeayIoliee IN(PPOBAHUE OTKPHITBIX
JaHHBIX U CPABHMBAET CBOM PE3YAbTAT C pe3yAbTaTOM OTIIPABMTENS.

MexaHu3M LeJIOCTHOCTH JaHHBIX MOXET OBITH 00ecreyeH mHUGPOBAHUEM CXATHIX OTKPBITHIX JAHHbBIX 110 ACHM-
METPUYHOI uan cuMMeTpudHoit cxeme. (ITo cummeTpuuHOil cxeMe cXaTve ¥ IIMGDPOBAHME IAHHBIX MOTYT ObITh Bbl-
TOJIHEHBI OMHOBPEMEHHO). Takoit MexaHH3M SBHO He 0OecrneunBaeTCs OCHOBAMU ayTeHTUdUKAIMHU. OQHAKO OH NoJ-
HOCTBIO 00eCreynBacTCs B paMKax MexaHM3Ma IM@poBOil MOANKMCU (CM. HUXE), MCIONB3YIOUIETO aCUMMETPHUYHYIO
cxemy.

MexaHU3M LEeNTOCTHOCTH NAHHbIX 06eceYnBaeT YCAYry LHeJOCTHOCTH JaHHBIX U YacTHYHO 00eCIeYnBAET YCAYyry
6e30TKa3zHOCTH (U1 TIOMHOTO YAOBNCTROPEHUS CROUX TPEOOBAHKIA TAKOI yCyre TAKXKE HCOOXOMUM MeXaHu3M uudpo-
BOW MOANHUCH).

d) I[{udpoBast NOATIMCL — 3TOT MEXAHHW3M HMCITONB3YET LIM(PPOBaHUE C NOMOIIBIO JHYHBIX KJIIOYEH OTNPaBUTE-

Jieli cXKaTod CTPOKM TeX JaHHBIX, KOTOpble MOJKHBI ObITh nepenanbl. ludposas moanvcs BMecTe ¢ OTKPBITHI-
MM JaHHBIMM Nepeaaetcd noayuaremo. [TogobHo cnyvalo ¢ MEXaHU3MOM LIEJIOCTHOCTH RaHHBIX, 3TO CO00IIIe-
HUe oOpabaTbiBaeTcs noayyaresiem, 4Tobbl yOSANTHCSA B €ro UeaocTHOCTH. MexaHu3M uubpoBoid MOANIMCH
NPOBEPSIET TAKXKE NMOLTHHHOCTE OTMPABUTENS M OAHO3HAYHbIE OTHOUICHUSI MEXAY OTIPABUTENEM W NEpeliaH-
HBIMHM JTAHHBIMU.

OcHOBBI ayTeHTH(DUKALUNN 06eCNeYHBAIOT MEXaHM3M HU(POBOIM NOATIUCH, HCTIONb3Ys] ACUMMETPUYHYIO CXEMY.

Mexannam undpoBoit NOANMCH 00eCIEUNBAET YCIYTY LEJOCTHOCTH JAHHBIX, a TAKXE U YCAYyry Ge30TKa3HOCTH!.

B.4 3aummra oT yrpo3 ¢ NOMOUWBIO YCAYr 3AUMTHI

B taGnuue B.1 meped4ucieHHB! YyTPO3bl M COOTBCTCTBYIOWIME YCAYIH 3alUThl OT HUX. Hanmyue nmoMeTku «*»
yKa3blBaeT, YTO COOTBETCTBYIOLLAs YC/Iyra obecneuuBacT 3aLIMTY OT ONpeaeicHHO#M yrpo3bi.

B.5 CorsacoBaHue ycayr ¥ MEXaHH3MOB 3aIIUTH

s obecnevyeHus CpeACTB 3aLUUTHI BO BpeMsI ceaHca 0OMeHa NaHHbiMK HEODXONMMO COTIACOBAHUE KOHTEKCTA,
B KOTOpPOM TpeOYIOTCS YCAYTH 3aIUUThI. DTO BJicUeT 3a COOOM COrlacoBaHHWe THITA MEXaHW3MOB 3allMTHl U MApaMeTpoB,
HEOOXONMMBIX UIST obecriedeHus Takux ycayr 3awuthl. [Ipouenypbl, TpeGyemble ISl COrIACOBAHUS MEXAaHU3MOB M
NapaMeTpoB, MOTYT ObITb BBIMOJAHCHBE MO0 KaK HEOThEMJIEMAas YacTb HOPMAJILHOH NMpoueaypbl YCTAHOBIECHUS CBA3M,
b0 Kak oTaenbHbIM npoucce. bonee NoApo6HO Takue NPOLEAYPHI COTJIACOBAHUSI HE ONpPEAEsIOTCS B JaHHOM NIPHJIO-
KEHUMU.
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¥Yrposu AyteHtuduKaLua KoH¢puaeHuManbHOCTL LenoctHocTh Be30TKa3HOCTL
JIOTHYECKOro obbeKTa JAHHbIX JaHHBbIX

ITepexBar * (Ecnn tpeby-
MIACHTHYHOCTU eTcs)

Ilepexsar *
JAHHBIX

MackupoBaHue *

IToBTOpHbIE * * *
AelcTBUS (MnenTnyHocTsb) (JaHHbie)

O6paboTka *

CaMoOTpHLIaHHE *

[TPHJIOXEHHE C
(cnpasouroe)

BBEJEHHE B KPHIITOTPA®HIO KJIIOYEN OBILIETO MOJb30OBAHUSA

B obuienpuHATEIX KpUNITOTpahHUECKMX CHCTEMAX KJII04, HCMOJb3yeMbIit TS 1M poBaHUs WHpopMaLHH OT-
MIpaBUTEJIEM CEKPETHOTO COOBUICHUS, TOT Xe, YTO H HCTIOJNb3yeMbli MNA ACHUPOBAHUS COOOHICHHSI 3aKOHHbBIM
TIOTy4aTeNeM.

Onnako B kpunrorpacduyeckux cucteMmax Kmiouei obwero nons3oBanus (KKOIT) kiouu BBOAATCA MapaMmu:
oIMH Ui WKbpoBaHuA, npyroi mri nemwndposanunsa. Kaxnas mapa xmodeit cBsizaHa ¢ KOHKPETHBIM TI0/Ib30BATENIEM
X. Onun M3 Kmoyei, 061en3BECTHBIH Kak Koy obwero nomb3oBanus (X ), MOXeT ObITb WCMONb30BaH JIOOBIM
nonn3oBareneM st mndposanus JaHHLIX. Tonbko X, KOTOPHIIT O6nagaeT NOMOTHMTENBHBIM TUYHBIM KTI0uoM (X)),
MoXxeT paciin¢poBaTh gaHnpie. (B Hotaumun ato npeacrapieno B Buae: D = X [X [D]]). BoIYHCAHTELHBIM TTyTeM
HEBO3MOXHO MOJIYYUTh JIMYHBIA KJTI0Y, 3Has KoY 001uero noab3oBauus. JIio6oii monp3osare/ib MOXET TaKUM o6pa-
30M OOMEHMBATLCA YacTbIO MHQOPMALIUK, ODHAPYXUTH KOTOPYIO MOXET TONBKO X, 3amindpoBaB ee ¢ NOMOWIBIO X .
C noMollbl0 HEKOTOPOrO PacliMPEeHHS IBA MONb30BATENSI MOTYT OOMEHMBATBHCA CEKPETHO, MCTIONB3YS KoY 0DIIero
MONL30BAHMUS APYT Apyra Juist Mg poBaHUs JaHHBIX, KAaK MOoKa3aHo Ha pucyHke C.1.

[Monb3oBatenn A UMEET KITIOY OOILETO NMONB30BAHUA A H TUYHBIH KII0Y
A, a nonb3oBatent B uMeet Apyroit HaGop kntoueit: B, u B, A u B 3unaior
KJIIOYM OOLUETO MOJB30BAHUS APYr ApYyra, HO HE 3HAIOT JIMYHBIH KIIIOY ApY-
roii croponsl. [ToaTtoMy A u B MoryT oOMeHuBaThCs ceKpeTHOIH HHGopMaiiu-
eif IPYT ¢ OpyroM, UCNONb3ys cieayionike miard (cM. pucyHok B.1).

1 Monb3oBaTenb A XenaeT nocnaTh HEKOTOPYIO CEKPETHYIO HHbOopMa-

umio x K B. Lnst aToro A mwndpyer x, UCNONb3YA K104 IWHGMPOBAHUS
B 1 noceinaer 3anungpoBaHHylo HHdopMaumio e K B. 9to npeacras-
JIEHO B BUAE:

e = Bplx].

2 TMonb3osaTens B Moxer Temeph pacumgpposats 3a1ndpoBaHHYIO HHHOPMAUKIO e ISl TONYYeHUs uHbOp-
MalUMH X, HCNOMb3Ysl CEKPCTHEIN KITioy paclundpopanua B, 3amernm, yto mockonsky B ABmsercs caui-
CTBEHHBIM BafENbLUEM KITIoua B, ¥ 9TOT KJTIOY HUKOTAA HE MOXET OBITh PACKPLIT MK NCPEaH, TO A Mmook
IpYroii CTOPOHBI HEBO3MOXHO TNONyYuTh WHpopMaLio x. Biagenen B, onpenenser uaentnunocts B. Onepa-
LMI0 paciindpoBaHHs MOXKHO MPENCTaBUTh B BUAC:

x = B le] unu x = B [ B [x]].

3 Tenepb B MOXeT TOYHO TaKXe MOCHaTh A HEKOTOPYIO CEKDPETHYI0O MHMOpPMaLMIO X', MCTOJBb3YS CEKPETHbIN

Koy A, A

1 e=B[x] 2 x=B [e]

4 x'=A[e'] 3 e'=A[x']

Pucynok C.1 — Hcnons3osanuc
KKOIT anst obMcHa CCKpeTHOM
uHbopMaumun
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e'=Afx'].
4 A nonyvaet x’nytem AelindpoBanus e’
x'=Alelum x'= A{A[x]}

Takum crioco6oM A u B o6MeHHBalOTCS ceKpeTHO#M WHboOpMaluei x U x" DT1a MH(OpMaUnUs HE MOXET ObITh
TIOMy4eHa HUKEM APYTHUM, KpoMme A M B, npu ycROBUM, 4TO HX JIMYHBIC KIIOUYH HC PACKPBITHI.

Takoil o6MeH, Kak M nepefaya CeKpeTHOI MHdopMauMy MexXany CTOPOHAMH, MOXET ObITb HCMOJIb30BAH ISl
TIPOBEPKM VX HWICHTUYHOCTH. B yacTHOCTH, A ¥ B MaeHTUDHUNPYIOTCS 110 061a0aHUI0 UMH CEKPETHBIMU KITIOYaMH
newrdpopanus A, # B, COOTBeTCTBEHHO. A MOXET OMPEACAMTD, OONAAAET IM B CEKPETHLIM KITIOYOM IEWIN(POBAHHS
B,, monyyast BO3BpalliacMy1o 4acTh CBOEH HHGOPMaLIHK X B COOOIMEHHH X' DTO NMOKA3bIBAET A, 4TO O6MEH NPOUCXOIUT
¢ obmanareneM B . B aHaornyHo MOXET NPOBEPHTHL MICHTHYHOCTD A.

Hekotoprie KKOTI o6nanaor TeM ¢BOWCTBOM, 4TO 1WATH JeiiMppoBaHusa U MHMGPOBAHMA MOIYT OBITh peBep-
cUBHBIMH Kak B D = X [X [D]]. Do no3sossieT n11o60My momb30Batemo (KOTopbiii oGafnaeT X ) yuTaTh 4acTb WHbOp-
MalliM, KOTOpas Morja ObiTb OTMpaBieHa ToJbKO X. CneaoBaTenbHO, 3Ta BOIMOXHOCTh MOXET OBITh MCIONB30BaHA
NpH BHIMTOJNHEHHH CepTHhUKAUNK HCTOYHHKA MHGMOPMALIUHU, U ABISETCs OCHOBOM Uit UH(poBHIX moanucei. Tonbko
Te KKOII, xoTophie 06/1a0al0T TaAKUM CBOCTBOM (MEpeCTaHOBKM), MPUTOMHEL A UCTOAL30OBAHMS B 3THX OCHOBAX
ayTeHTUHUKaunu. OIUH U3 TaKHX aITOPUTMOB NPHUBEACH B TIPHIOXEHUHN D,

ITPHIOXEHHE D
(cnpasouroe)

KPHUIITOCUCTEMA KJIIOYA OBIIETO INTOJIb3OBAHUS RSA

I[IpuMeyaHus
1 Kpunrocucrema, omnpenefieHHas B HaCTOSILLIEM TIPUROXEHHWH, U3BeCTHA 1ol Ha3BaHHeM RSA-Rivst-Shamir-
Adleman (Pusc-IIlamMmup-Awieman).

2 Bonee noapoGHast nHOOPMALUSI OTHOCHTEILHO 3TOH KPUNITOCUCTEMBI MPUBEACHA B NMPUOXKEHNH J.

D.1 Hasnayende ¥ 061acTh NPHUMEHEHHSA

[TonHoe paccMOTpeHHE KPUIITOCHCTeMbI RSA B TaHHOM NMpUIOXEHUH HeBo3MoxHO. [IpuBemeHHOE, OnHAKO,
KpAaTKoE e¢ OnMcaHue NpeIoxkeHO Mo METOAY, OCHOBAHHOMY Ha MCTONIb30BAHHHM MOAY/IBbHOTO 3KCTTOHHPOBAHMS.

D.2 Onpenenenns

Kiio9 00mmero noab3oBaHns — Iapa MapamMeTpoB, COCTOSIILAA U3 ITOKa3aTeNs CTeMeHW OOLIEro MONb30BaHUS U
ApUDMETUYECKOTO MOAYISA.

MMpuMeuanue— nement naHubx B ACH.1 «subjectPublicKey», onpeneneHHbIH B Buie GUTOBOI CTPOKH
(cm. [IpunoxeHue A), TOMKeH MHTEPNIpeTHPOBATbCA B cyyae RSA Kak:

SEOUENCE (INTEGER, INTEGER),
e TepBOe LEJI0e YHCO — apHPMETHIECKNIT MOLY/b, a BTOPOE — TOKa3aTes b CTENeHH 001ero noab3opaHus. [ocie-
JOBaTeTbHOCTD TIPEeACTaBNsAeTCs 6a30BbIMH IpaBHiIaMu komuposanud ACH.1.

JIMUHBIA KAW0Y — Tapa IapaMeTpoB, COCTOSIIIAS M3 CEKPETHOrO TNOKazaTelsl CTeNeHW U apupMETHUYECKOIro
Moayns.

D.3 CumBoJsBI B COKpameHus

X, Y — GJIOKM JaHHBIX, KOTOpPbIe apu(dMeTHYeCKH MEHbLIE MOOYJs

n — apudMeTHYECKHIT MOYb
e — M0Ka3aTe/ib CTefleHU 0BUIero NOAb30BaHMS
d  — CEKpeTHBIH Moka3aTe b CTeHEHH

P, ¢ — TIPOCTHIC UMCIIa, TIPOU3BCICHME KOTOPLIX 0Opa3yeT apudMeTHYECKUit MOayNb (1)

[Tpumeuanue — [lpocTbie yUCIa NPEANOYTUTEIBHO UMETh B KOJTAYECTBE [BYX, XOTS HeE 3alpellaeTcs
MCMONAB30BATh MOAYIL C TpeMsl U 6oJice NepBUYHBIMH (aKTOpaMH.

lcm — HauMEHBLUINN MHOXWTEND

mod # — apudMeTHUYeCKUi MOIY/Ib H.

D.4 Onucanue

ACHUMMETPHUYHBIH aIrOPUTM MCMOb3YET MOIUHYI0 GYHKUUIO AN Mpeobpa3oBaHus 6/0KOB JaHHBIX TaK, UTO

Y= X mod n npu 0<X<n

X=Y'mod nnpu 0<¥<n

DTU yCIOBUS MOTYT OBbITh BBITIOJIHEHBI, HATIpUMED, MIPU

ed mod lcm{(p—1, g—1) = 1 unu

ed mod (p—1) (g—1) =1

Yrobnl 3TOT NMpoLecc AcHCTBOBAN, 60K JaHHBIX AOMKEH WHTEPNIPETUPOBATHCS KaK Le0e YUCI0. DTO JOCTUTra-~
€TCSI PACCMOTPEHMEM BCEro GJI0KA NaHHBIX B BULE YNOPSNIOUECHHOM NOCNEA0BATENLHOCTH OUTOB (AnIMHOM A). ITpu 3TOM
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Lesoe yuceyo (popMupyeTcs Kak cyMMa GMTOB TTocJie Ha3HAvYeHUs TepBOMY OGUTY Beca 2A~F K nepBoMY OUTY U JieneHueM
Ha 2 KaXaoro nocieaywouero 6uta (mocaeaHuii OUT uMeeT Bec 1).

Hnuna 6710Ka JaHHBIX JOJI)KHA UMETh HauboJblliee YMCIO OKTETOB, COACPKALUMX MEHbIIE GUTOB, YeM MOAY/b.
Hermnonuple OGJI0KM JOJXHBI 3anOJHATBCS JIOOBIM TIpUeMyIeMbIM criocoboM. MoxeT ObITh mobapyiicHo J1060e YHUCIO
6JIOKOB [OTIOJTHATEALHOIO 3allOJTHEHUS,

D.5 TpeGoBanus K 3amuTe

D51 JanuHbe XO104YeEW

[1pusHaHo, 4yTo NMpueMieMas INMHA KIT04Ya U3MCHSECTCS CO BpEMEHEM U 3aBUCUT OT CTOMMOCTH M JOCTYMTHOCTH
annapaTHBIX CPEJICTB, BpEMEHHBIX 3aTpaT, JOCTHXEHMI B TEXHOJIOTUM U TpeOyeMOii cTereHy 3aluThl. PexomeHaycT-
cs1, YTOObl M3HAYAIBHO NMPUHUMANACh AJUHA # — 512 OUTOB, HO 3HAYEHHWE ITON ANMHBI MOXET ObITh MPEAMETOM
JajbHeH1Iero u3y4eHus.

DS2Tlenepauus Knloua

3awuta RSA nonaraercs Ha TpyAHOCTh ¢pakTopuszanuu napamerpa n. CylecTBYET HECKOJbKO aJITOPUTMOB Bbl-
NOJIHEHUS] 9TOU ONepalru U, 4TOOHl IIPEJOTBPaTUTh UCITONb30BAHUE KAKOTO-HUOYAb U3BECTHOTO B HACTOSLIEC BPCMS
criocoba, 3HaYEHUsI p U ¢ MOJIKHBI BHIOMPATHCSA ¢ 0COOBIM BHUMAaHUEM COTJIACHO CNEAYIOLIUM MpaBHIaM (CM MpUIIO-
xcHue J «bubnuorpadus»):

4) OHY JOJIXHBI BRIOMPATBLCS 110 CIYYalHOMY 3aKOHY,

b) OHM AOCJIXHBI ObITh OONBLIMMH MO 3HAYEHMUIO;

C) OHM JIOJXKHbI OBITH TIPOCTHIMH YHCIIAMHU;

d) /p — g nonxeH MMeTh BONMBILIOE 3HAYCHHUE,

¢) (p + 1) momxeH uMeTh OONBLIYIO BEMTUYMHY NEPBUYHOTO HaKTOpa;

f) (¢ + 1) nomxeH uMeTb GOJBIIYIO BETMYUHY MEPBUYHOTO (haKTOPa,

g) (p — 1) monXeH UMeTh GONBIIYI0 BETMYMHY MEPBUYHOTO (DaKkTOpa, HANpUMeEp, £,

h) (g — 1) nomKeH MMeTh GONMBLIYIO BEJMYMHY NEpPBUYHOrO pakropa, Hanpumep, s;

i) (r — 1) DomXeH UMeTh GOJBIIYIO BEIUYMHY IEPBHYHOTO (aKTOpa,

J) (s — 1) gonxeH MMeTb OONBIIYI0 BEJIMYUHY IEPBUYHOro ¢hakTopa.

IMocne co3gaHus KiI0Ya OGLIEro NOAb30BAHWS M JIMYHOTO KiMoya, HanmpuMep «X » U «X », KaK OMNPEAC/ICHO B
pasfenax 3 U 4 HaCTOSUIEro CTAHAAPTA, COLEPXKALMX d, e M 1, 3HAYCHHUS p U ¢ BMECTE CO BCEMU JIpDYTMMHU JAHHBIMM,
MOJIyYeHHBIMK B pe3ynbTaTe YMHOXEHUS (p — 1) (¢ — 1), v mepBuuHbIE HAKTOPHI, UMEIOIIME OOJbILIME 3HAYCHUSI,
JLOJIKHBI OBITb aHHY/JIMPOBaHbl, OMHAKO, COXPAHSSA P U ¢ JIOKAIBHO, MOXHO MTOBLICUTH MPON3BOAUTEILHOCTD Acindpo-
BaHUS B ABa — 4YeThipe pa3a. CUMTAeTCs, YTO COXPAHEHHE p U ¢ JOJIKHO PEUIAThCs JIOKAIBHO.

Homkno 6biTh 0GecnedyeHo COOTHOLIEHHUE ¢ > log,(n). Ecu oHo He obecneyeHo, To MpoCcTas onepalus u3scuc-
HUS KOPHS LICJIOYUCIIEHHOM cTeneHH e ©JioKa WHdPOTEKCTa MOXET pacKpbIBaTh OTKPBIThII TEKCT.

D.6 IlokasaTeib crenens 00mEro Moab30BaHHA

TTokasatennb cTenenu ob1ero Mojib30BaHMs {€) JOXeH ObITh OOLUMM IS Beel QYHKUHOHANBHOM cpeabl, YTOObI
MMHHMMHU3UPOBATH JUIMHY TOM YaCTH KJTI0Ya OOIIETo MOJIb30BaHUSA, KOTOpas (aKTHYECKM I0JIKHA ObITh pacnpeneneta,
C LIEJIBIO YMECHBLICHUSI 00bEMa MEPEAAYU U CIOXHOCTH NPeoOpa3soBaHUM.

IToka3zaTenn cTencHu e HOJKeH OBITh NOCTATOYHO GOJMBLUKMM, HO N0 TAKOW CTEMEHM, YTOOBI SKCNOHHUPOBaHUE
MOXHO OBUIO BHINIONHSTH NOCTATOYHO 3DEKTUBHO OTHOCUTENIBHO BPEMEHM OOpaGOTKH M eMKOCTH mamsith. Ecnu
TpebyeTcst GUKCUPOBAHHBI#M MOKA3aTeNb CTEMIEHHN 0011Ero NMOAb30BAHUSA €, CIEAYET YYUTHIBATh 3HAUHTENbHLIC NPCUMY-
1uecTBa ucronb3opanus yucna Gepmu F,.

F,=2"+1
= 65537 necATUUHOE YUCJIO, U
=1 0000 0000 0000 0001 gBOMYHOE YUNCITO

MpuMeuaHnus

1 HecMOTpst Ha TO, YTO MOAY/Jb # W MOKA3aTC/b CTEMEHH e ABMSIOTCS OOIUMMHU, MOIYIb HE JOJIXXEH OBITh TOW
YacCTblO, KOTOPAS SIBJSIETCS 0O1LE#H UIsl rpyINbl NoJk3oBareseil. 3Hast MOAYNb 1, MOKa3aTe/b CTCIICHU OOUIETO MOIb30-
BaHMS ¢ M CEKPETHBIN NOoKa3aTeNlb CTCNECHU d, JOCTATOYHO onpeaennTtb hakropusaumio #. IToaromy, ccnu 661 Morynu
OBbUTH OOLIIMMM, TO KaXAblid CMOT OBl BHIBECTH CBOM KO3(D(GULUMEHTDI, ONPENCIUB TEM CAMBIM CEKPETHbBIA NOKAa3aTcIb
CTENCHHU KaXAOro.

2 PUKCHPOBAHHLIM MOKA3aTeNlb CTENICHU NOJIKCH GBITh GONBIIMM M MEPBUYHBIM, HO OH JOJIXKEH TakXe obecne-
unBaTh 3¢ PekTHBHYI0 06paboTKy. Yncio Pepmu F, ynoneTBopaeT 3TUM TPEOOBAHUAM, HANPUMEP, ayTEHTU(DMKALMS
TpeOyeT ToNbKo 17 ymMHoXenuit 1 B cpenqdeM B 30 pa3 GuicTpee, yeM AeiundpoBaHue.

D.7 CoorBeTcTBHE

XOoTs1 ZaHHOE MPHUJIOXKEHUE U ONPEACIACT AITOPUTM 11 OOUIMX M CEKPETHbIX (DYHKLIMI, HO OHO HE OTpeesieT
CaM METOJ BBIYMCJICHUI, NNO3TOMY BO3MOXHBI Pa3IMYHbIE PE3YJbTaThl, KOTOPHIC COTJIACYIOTCSI ¢ 3TUM MPUIOXEHUCM
1 B3aMMHO COBMCCTHMBI.
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IIPHIIOXEHHE E
(cnpasounoe)

XEINI-OYHKIHUHA

TpedoBanns K xeur-GyHKunsam
[TyreM ucnonb3oBaHMs xelll-pYHKUMH KaK OJHOHATIPABIeHHOM (QYHKLMM 3alIMThI OKa3blBAETCs HEBO3MOXKHO
TIONYYHThb OJIMH ¥ TOT Xe PE3YAbLTAT XCHIMPOBAHMS TIPH PAANYHBIX KOMOUHALASAX BXOAHBIX COOBIEHHA.

Crporast xeul-byHKUHS A0KHA YIOBICTBOPATh CICAYIOLIUM TPEGOBAHUAM:

a) OHa ROJKHA OBITh ONHOHANPABICHHOM, TO ECTh NPU JI0OOM 3aJAHHOM PE3Y/ILTATe XELIUPOBAHUA BHIUNCITH-
TEJIbHBIM CITOCOGOM JOJIKHO GBITH HEBO3MOXKHO MOCTPOUTD BXOAHOE COOGLICHHE, XEUIMPOBAHHE KOTOPOTO
nano 6B TAKOM XK€ Pe3ybTar,

b) oHa gomxHa 66Tk cBOGOIHA OT KOHIMKTOB, TO €CThb BRIYMCINTENbHBIM CIIOCOOOM AOIKHO OBITH HEBO3MOX -
HO TTOCTPOMTS JIBa Pa3/IM4YHbIX BXOIHBIX COODINEHHS, XEIMIMPOBAHHE KOTOPBIX 1410 Obl ONMHAKOBLIH pe3y/ib-
TaT.

ITPHIIOXEHHE F
(cnpasounoe)

3AIOUTA OT YIPO3 METO/IOM CTPOI'OH AYTEHTHDOUKAITUAU

MeTon crporoit ayrTeHTUDHKALKMY, OTMCAHHBIH B HACTOATHECH crielimNKALVH CIPaBOYHHKA, TpeataracT 3aliu-
TY OT yIpo3, KaK ONMHCAaHO B NPUIOXEHUHN B 1Ist cTporoit ayrTe HTHhUKauuH.

Kpome Toro, CylIeCTBYeT CIEAYIOLUMH Psll TOTEHIIHANBHBIX YTPO3, KOTOPHIC CIIeM(pUYHEL JUIsE CAMOTO METOAa
CTPOTO™ ayTeHTU(DHUKALUH.

Hapyuenue TMYHOro Kiioua noab30BaTe/id — OOWH U3 OCHOBHBIX NMPUHUHWIIOB CTPOrodl ayTeHTH¢HUKAUUH CO-
CTOUT B TOM, YTO JIUYHBIH KITIOY MONB3OBATENS OCTAETCH 3AIUUEHHBIM. CylIeCTBYeT pAA NMPaKTHUECKUX METOAOB,
JOCTYITHBIX ITOJIb30BATENI0, YTOOBl COXpAHUTh CBOH IMYHEIH KITI0Y cTOCOOOM, obecneyHBaloLIMM aIeKBaTHYIO 3alINTY.
TlocneacTBus HapyLIeHUs orpaHUYEHB! MOABEPCHEH oOMeHa JAaHHBIMU C YyYacTHEM TAKOTO NoJb30BaTeNs.

Hapyiuenue nuyHoro kimova YC — nuyHbIit Koy YC ocraetcs 3alHLIEHHBIM, YTO TaKXe SABAACTCS OCHOBHBIM
TMPUHUUIIOM CTPOTOH ayTeHTUhUKAUUU. [TpUMEHAIOT MeTObI (PU3HYECKOM 3aMTBI U MPUHLHUTT «HEOOXOAUMO 3HATb>.
TlocnencTBus HapylIeHMsI OTPAHUYWBAIOTCS TIOABepcHeM oOMeHa NaHHBIMM JIIOGOro yyacTBYIOILETO TMOJb30BaTENs,
aTTECTOBAHHOrO Takum YC.

OwmntoyHoe BoBneucHue YC B BLIPAOOTKY HEAEUCTBUTENBHOTO cepTUdMKATA 03HAYaeT, 4To YC caMOCTOATebHO
BBIpa0aTHIBAIOT HEKOTOPYIO 3aluTy. O6si3aHHOCTL YC COCTOMT B TOM, 4TOOBI IO BbIXAYH cepTudukara yoeauThcs B
JNeHCTBUTEILHOCTH NMPENOCTABASIEMBIX CTPOTHX YAOCTOBEPeHHI IMUHOCTH. [TocnencTBus HapyLUEHUs! OTPAHHUYUBAIOTCH
NoA Bepcueit 06MeHa JaHHBIMU JII060TO YYaCcTBYIOILETO MONBL30BATENsI, KOTOPOMY ObiJT BhiaH cepTUdHKaT, U nob6oro
JIPYTOTO TMONb30BaTe/d, HA KOTOPOTO MOBIMAN HeJcHCTBUTENIbHbIH cepTH(hMKAT.

CexpeTHoe cornalieHre Mexnay HapymuteneM YC ¥ NMOnb3oBaTeleM — aTaka Ha TaKoe coIllallleHue MOXET
HapylUUTh 3TOT MeTold. DTO mpuBemeT K mpeaatenbcTBy YC, obnapaiouwtero gosepueM. [lociencTBusa Hanmuuus
YC-HapyluuTens orpaHUYMBAIOTCS MOABEPCHCH OOMEHA JAHHBIMU JIIOHOTO YYACTRYIOLLETO MOJBL3OBATENS, ATTECTO-
BaHHoOro takum YC,

ITomnenka ceptudukara — MeToll CTPOTOH ayTeHTU(UKALMY 3a1UMLIAET OT MOAAEIKM cepTudykara HaIuIneM
noanmucy YC. 3TOT METOA 3aBUCHUT OT COXPAaHEHUs CEKPETHOCTH IMYHOTrO Kitloya YC.

ITonnenka Mapkepa — MeETOJA CTPOTOM ayTeHTHhHKAUMK 3aLIHILIACT OT NOMACAKM MapKepa MPU HaJIUYUM TTOJ1-
TIMCH OTTIPABUTENA. DTOT METOA 3aBUCUT OT COXPAHEHMSA CEKPETHOCTH JIMYHOTO KIIOYA OTIIPABUTEISL.

IToBTOpHBIE AeHCTBUSI MapKepa — OMHO- M ABYHANpaBlieHHasA ayTeHTU(UKALUS 3aLUUINAIOT OT MOBTOPHBIX JIeii-
CTBUi1 MapKepa BKJIIOUEHHEM BPEMEHHOI METKM B MapKep. MeToa TpexHanpapieHHONH ayTeHTU(DUKALNAKW BHITIONHAET
3TO Ha OCHOBE MPOBEPKH CIyYyaiHBIX YHCE.

BropxeHue B KpHINITOrpahHYECKYI0 CHCTEMY — BEPOSITHOCTD 3¢h(heKTMBHOTO KPUITTOAHATU3Aa CUCTEMbl OCHOBA-
Ha Ha MPEUMYIUECTBAX BBIYMCITHTENLHONR TCOPHH YHCET H OBYCIOBINBAECT HEOOXOAMMOCTL PAa3yMHO NpelCKasyeMoi
GOoJNbILIOI JUTMHBL KJTI0Ya.
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IIPHTIOXKEHHUE G
(cnpasounoe)

KOHOMIEHITNAJIBHOCTDh JAHHBIX

G.1 Beenenue

IMpouecc KOHGUACHIMATBHOCTH JAHHBIX MOXET OBITh HHHUMUPOBAH TOC/IE 0OMeHA HEOBXOANMBIMH KIIIOYaMH
wudpa. KonbuneHumanbHOCTb JaHHBIX MOXET ObITh 06ecrieyeHa npeAuieCTBYIOIMM 0OMEHOM JAHHBIMU ayTeHTUDU -
KallMK B COOTBETCTBHM C pa3fenoM 9 WiM npoueccoM oOMeHa HEKOTOPBLIM APYTHM KIIIOYOM, KOTOPBIH, OJHAKO, HE
BXOZHUT B NPEOMET PACCMOTPECHMS HACTOSIIETO CTaHAAPTA.

KoHdbuaeHuuansHoOCTh JaHHBIX MOXET ObITh 06ecreueHa MpUMEHEHHEM CXEMBI aCHMMETPHUYHOTO WU CHMMET-
PUYHOTO K poBaHUA.

G.2 KoHdneHIHAILHOCTD JJAHHBIX ACHMMETPHYHBIM MK pPoBAHAEM

B atom ciyvyae KoHDUAEHUNANTBHOCTE JaHHBIX JOCTUIACTCS! CPEACTBAMHU OTIIPABUTENS, IUADPYIOWIETO JaHHbIE,
KOTOpbIE JOJKHBL OBITh I€peaHbl ¢ UCTIONB30BAHUEM KITIOYA OOLLETO MOML30BAHMS 3a0aHHOTO TIOyJaTeis: noayya-
TeJNb 3aTEM JOJKEH paclundpoBaTh UX, UCIONB3YS CBOM TUYHBIH K10y,

G.3 KondnaeHnyajaisHOCTb JAHHBIX CHMMETPHIHBIM IRdpOBaHHEM

B 3ToM cnyuae KoHGbUACHUINATBHOCT JAHHBIX JOCTUTACTCS UCITONB30BAHNEM aJiTOPUTMA CUMMETPHUYHOTO WK (-
poBaHus. Ero BeIOOp He paccMaTPUBAeTCA B OCHOBAX ayTeHTU(HKALINM.

Ecnu 06MeH TaHHBIMU ayTeHTH()NKAUWK B COOTBETCTBUYU € PasaeioM 9 BHIMONHEH OBYMS BOBJICUCHHBIMHU CTO-
POHAMM, TO KIIOY JUISi MCTIOJIB30BaHHSI CUMMETPHYHOTO aJTOPUTMa MOXET ObITh MOJIydeH. BriGop JTUYHBEIX Kitoueit
3aBUCUT OT UCHIOIBL3YeMOTO MeToa NpeobpazoBaHua. CTOPOHBI JOKHEI ObITh YBEPEHBI, YTO OHH 00671a1a10T CTPOTMMH
xiaoyamu. Hacrosmasa cieliuchHKalMg CIIpABOYHHKA HE OIpeae/seT, KaK 3TO OCYLIECTBUTh, XOTA SICHO, UTO COOTBET-
CTBYIOIIMI METOM KOJIXKEH OLITh COINIACOBAH YYaCTBYIOLIMMHM CTOPOHAMU WJIH OIIpPEAesIcH B APYTUX CTaHIapTax.

IIPHJIOKEHHE H
(o6a3amenvHoe)

39TAJIOHHOE OIIPEAEINIEHUE HAEHTU®HUKATOPOB OFBEKTOB AITOPHTMA

JaHnoe npuioxeHue onpeneseT naeHTHGHKATOPbl 06BEKTOB, UCIIONB3YEMBIX B AJITOPUTMAX ayTeHTHDHKALMH
W IUHGPOBAHHA, NP OTCYTCTBUH opMaibHOTO perHerpa. Ilpennonaraercss HCNONL30BaTh TAKOM PErHCTP, KaK TONLKO
OH CTaHeT pocTynHbiM. Onpesgenerust ucnoiwdylot dopmy moayns ACH.1, «AlgorithmObjectidentifiers».
AlgorithmObjectldentifiers joint-iso-ccitt ds(5) module(l) algorithmObjectldentifiers(8) 2}
DEFINITIONS : : =
BEGIN
- EXPORTS ALL -
- - OnpemeneHHblc B 3TOM MOAYJIC THIBI M 3HAYCHHUS SKCNOPTHPYIOTCS IS MCMONb30BAHMSA B APYTHUX MOAYASX
- - ACH.1, coaepxauuxcs B cneuddHMKaUUIX CNPABOYHMKA, W JAPYTHMH NPHUKIAAHBIMM NPOrpaMMaMH, KOTOPLIC
- - OyayT, B CBOIO OYEpPE/ib, MCMOL30BATh WX Ul JOCTYNA K YCIyram cliipaBouyHuKa. [Ipyrue npMiiagHble porpam-
- - Mbl MOTYT MCMONB30BATH UX JUIL CBOMX COOCTBEHHBIX leJiei, HO 3TO He APEMATCTBYET PACUIMPEHHUSAM H
- - MoIM(dpHUKaALUMUAM, HEOOXOAUMBIM NMPU OOGCNYXKHBAHUM WIH YCOBCPILIECHCTBOBAHMH CITPABOYHOU CITYXOBI.
IMPORTS
algorithm, authenticationFramework
FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1)
usefulDefinitions(0) 2}
ALGORITHM

FROM AuthentificationFramework authentificationFramework;
- - Karteropun naeHtudukatopoB oObeKTOB - -
encryptionAlgorithm OBJECT IDENTIFIER

{algorithm 1}

hashAlgorithm OBJECT IDENTIFIER = {algorithm 2}
signatureAlgorithm OBJECT IDENTIFIER = {algorithm 3}
- - CHHOHUMBI - -

id-ea OBJECT IDENTIFIER  ::= encryptionAlgorithm

id-ha OBJECT IDENTIFIER
id-sa OBJECT IDENTIFIER

hashAlgorithm
signatureAlgorithm
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- - AJITOpUTMBI - -
rsa ALGORITHM =
KeySize
IDENTIFIED BY  id-ea-rsa }
KeySize .. = INTEGER
- - IIpncBoeHus naeHTHGHUKATOPOB OGBEKTOB - -
id a-rsa OBJECT IDENTIFIER ::= ({id-eal}

- - Cnenyiouue MpUCBOEHUS UICHTU(DHUKATOPOB OOBEKTOB PE3ePBUPYIOT 3HAYECHMUs1, MPeHAZHAYCHHbIE [UIST MPEayH-
pexnaromux GhyHKumii

id-ha-sqgMod-n OBJECT IDENTIFIER = ({id-ha 1}
id-sa-sqMod-nWithRSA OBJECT IDENTIFIER = {id-sal}
END
ITPHJIOXXEHHE J
(cnpagouroe)
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